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Introduction

Elliptic curves have been an important research topic of number theory and geometry
throughout the 20th century; their structure and properties have been widely studied in
mathematics. In recent years, many applications of elliptic curves to cryptography have
been developed. Cryptosystems based on groups of rational points on elliptic curves allow
more efficient alternatives to finite field cryptography, which usually requires groups with
larger cardinality and lower efficiency. The existence of bilinear pairings raises even more
interest in this research area. These are non-degenerate, bilinear maps that were first
applied in the attack of cryptographic hard problems, such as the discrete logarithm and
its variants. Later, many efficient cryptosystems based on pairings have been developed;
however, their security must be carefully studied. Among the various applications that
came out, we are interested in the broadcast encryption scheme, that was introduced by
Boneh, Gentry and Waters in 2005 [15]. Besides its feature of having constant size private
keys, it can be applied to manage revocation of users, as in [18|. Its security is based on
the decisional version of the /-BDHE problem, which is a variant of the classical Diffie-
Hellman problem, specifically constructed for pairing-based cryptography. Its hardness, is
still a research topic and only some theoretical evidence exists. The aim of this work is
to investigate the security of this broadcast encryption system, taking in account a model
that proves the hardness of the .-BDHE problem, under strong assumptions. Drawbacks of
this approach will be discussed: its main weakness is the system’s behaviour during attack
simulations, which is far from real. The main result is Theorem which is applied
to find an asymptotic lower bound on the running time of an adversary. Also the elliptic
curve choice, when implementing an encryption scheme, could affect its security. We will
review the main criteria for this choice and we will investigate the existence of elliptic
curves suitable for the system of our interest. This thesis has the following outline.

o Chapter (1] gives the mathematical background of elliptic curves, where the group
structure of the set of points is introduced. We study an algorithm for square
roots computation in finite fields, which allows to efficiently find affine coordinates
of points.

e Chapter [4 introduces the Weil maps, together with a proof of their bilinearity and
other properties.

e Chapter[Jcontains an overview of hard cryptographic problems and their connections.
We define symmetric, asymmetric and general pairings. Then we show how the Weil
maps fit these definitions, introducing distortion maps for the symmetric case.

e Chapter[{] is about the security analysis of the broadcast encryption scheme. After
the definition of the generic group model, we present a bound on the adversary’s
advantage in solving the ¢-BDHE problem, which can be applied to the case of the
encryption scheme in [15]. Eventually, we examine other security issues and propose
a family of elliptic curves suitable for implementing that cryptosystem.



Chapter 1

Elliptic Curves

This chapter contains an overview of basic facts about elliptic curves needed to define the
WEeil pairing, a bilinear map that is useful in cryptographic applications. We show that
the set of points on an elliptic curve has a natural group structure and then we see that it
is possible to find, in probabilistic polynomial time, a random point on a given curve over
a finite field. This is a key point when we want to use elliptic curves cryptography.

1.1 Definitions

For our purposes, we define an elliptic curve as the locus of some cubic equation, avoiding
a more general definition like the one introduced in algebraic geometry. We prefer that
approach because the final aim of this work is to apply such curves to cryptography rather
than to study their abstract properties. A more general approach can be found in [52].
Hence we give the following definition.

Definition 1.1. An elliptic curve E over a field K, denoted by E/K, is the locus in P%
of the following cubic equation, called generalized (projective) Weierstrass equation:

Y2Z 4+ a1 XYZ +a3YZ? = X3+ a9 X*Z 4+ as X Z* + a6 23, (1.1)
where ay,...,a6 € K.

We will often refer to the affine equation, which can be obtained using the non-homogeneous
coordinates x = X/Z and y = Y/Z and which is

E: y* +a1zy + azy = 3 + apa® + asx + ag; (1.2)

where we just need to remember that there is an extra point O = [O, 1, O] out at infinity. We
also remark that this is the unique point at infinity of F, relative to the dehomogeneization
with respect to Z. Indeed, recall that given [m,y,z} € IP’%( with z # 0, then [m,y, z} =
[:IJ/Z, y/z, 1] and we call these points "finite". The set of all such points can be identified
with the affine plane A%(_ On the contrary, we call [ac,y,O] "points at infinity" in ]P’%(.
Hence, consider the generalized projective Weierstrass equation and set Z = 0: this leads
to the equation X3 = 0, which gives a unique point IP’%( ) [0, Y, 0] = [O, 1, O] on the curve.
Under further assumptions on the field we get more compact equations; firstly suppose
that char(K) # 2, so that we can complete the square:

aixr  ag\2 a? aia a2
(y+%+53) ::c3+<a2—|—41>x2—|—(a4+123)x+<43—|—a6>.



Hence we can write the equation as

y'? = 23 + boa® + byx + bg, (1.3)
where
;o mz | ag
Y —y+—2 + 9
2
a
b2 :a2+zl7
alas
b4:a4+ 1237

2
a:
bﬁ = Zj + ag.
As shown in [52} I11.3.1b], given an elliptic curve, any two Weierstrass equations for it are
related by a change of variable of the form:

=’z + T, y = u3y + su’z + t,

with u,7,s,t € K, u # 0. Then is a new Weierstrass equation for the same elliptic
curve.,
Finally if char(K) # 2,3 we can also write the right hand side of the previous equation as

b\ ? b2 b3
/2 2 2 2
— b b .
Y <l 3 > ( ) ) T g7

Without loss of generality, we assume for our purposes that char(K) # 2,3 and hence
consider throughout this thesis elliptic curves E/K as the locus of a (cubic) Weierstrass
equation of the form

y? =2 +ar’ +b (1.4)

for some a,b € K, that come from the previous equalities, and letting ' = z + by/3.
Elliptic curves in characteristic 2 or 3 suffer from specialized discrete log attack [21] thus
they should generally be avoided. Moreover, given r1,rg, 3 the roots of the above cubic,
then it can be shown that the discriminant of the curve is

A =T](ri —rj)? = —(4a® + 2707).
1<j

We also do not allow E to have multiple roots, which is equivalent to require that A # 0
and we call curves with this property non-singular. Under this hypothesis all points are
non-singular; indeed, at first we see that O is so differentiating the short homogeneous
equation E(X,Y,Z) =Y?Z — X3 —aXZ? — bZ3 = 0 with respect to Z:

ok

—(0)=1#0.

57 0) =17
Now assume by contradiction that E has a singular point at Py = (x,yo) and note that
the substitution

z=2'+tz0 Y=y +y

leaves A invariant. Therefore, without loss of generality, we assume that F is singular at
(0,0) and we consider the affine equation E(x,y), of the form . Differentiating we have
OF OF

E — - _— et = _ = 0.
(0,00=b=0,  Z-(0,0)=a=0, ay(o,o) 0



Hence the discriminant of F is A = 0, which contradicts the initial hypothesis.

Next we define an important family of sets. Unless otherwise specified, we will always
consider points on elliptic curves by means of their affine coordinates, adding the unique
extra point O.

Definition 1.2. Let E/K be an elliptic curve defined over K and let L be a field such
that K C L; we define the L-rational points of E by

E(L)={0}U{(z,y) € L x L | y* = 2 + az + b}.

We simply denote by E the set E(K) of the rational points on the algebraic closure of the
field over which the curve is defined.

Thus different fields give different sets of points on the elliptic curve. We focus on the
case when the definition field is a finite field K" = F,x, p prime; this is the usual setting of
cryptographic applications that we would like to investigate.

1.2 Group law

The sets of rational points of E are rather interesting, because we can define a group
law on each of them, which is the aim of this section. These groups are useful for the
implementation of elliptic curve cryptosystems. Let E/K be an elliptic curve and let
L € P2 be a line. As a consequence of Bezout’s Theorem [45] the intersection E N L,
which are loci of some degree 3 and 1 polynomials respectively, contains three points, not
necessarily distinct, and taken with their multiplicity. We first need an auxiliary operation:

Definition 1.3. Let P,Q € E and let Lpg be the line connecting P and @ (the tangent
line through P if P = Q). Then we define P * @) as the third point of intersection of Lpg
with F.

We first state a Lemma by Chasles about cubic curves, that can be found in [22]. It will
be useful in next proposition’s proof.

Lemma 1.4 (Chasles). Let C1,Co C ]P’%{ be cubic plane curves that have 9 points of inter-
section. If C C ]P’% is any cubic curve containing 8 of those points, then it contains the
ninth one as well.

We are now ready to prove the following properties of the operation defined above.
Proposition 1.5. Let E be an elliptic curve, then VP,Q, R, S € E the following hold:
1. PxQ=QxP;
2. (PxQ)*xP=Q;
3. PxQ = P if the line Lpg connecting P, () is tangent to the curve at P;
4. (PxQ)*xR)xS=Px((Q*95)xR).
Proof. 1. The lines Lpg and Lgp coincide.

2. Take P,QQ,R € Lpg N E, the three points of intersection of Lpg with E. Then
(PxQ)«P=RxP=Q.



P Q PxQ
L 4 L 4 L 4
® ® ®
(P*Q)xR) =S g (P*xQ)*R
—e ® ®
P*((Q*S)*R)T

3. If Lpp is the tangent line to £ at P, the only other intersection point in Lpp N E is
Q.

4. P,Q,PxQ, (Q+«S)*R, QxS R, S, (PxQ)* R, Px((Q=xS)x*R) are 9 points
of intersection of E and the cubic curve generated by the vertical lines in the above
figure. Then, by Lemma the cubic curve generated by the horizontal lines,
containing 8 of the 9 previous points, must pass also through P x ((Q * S) x R).
As the intersection of F and the horizontal lines must contain at most 9 points by
Bezout’s Theorem [45], ((P * Q) * R) * .S must coincide with P * ((Q *S) *x R). O

We use the previous operation to define a composition law on the group of point of E.

Definition 1.6. Let O be the point at infinity of an elliptic curve E, then we define the
following composition law:

b: EXE—EFE

(1.5)
(PQ— P®Q =0 (PxQ).

We first prove that the above definition is actually a group law, then we give explicit
formulae to compute this by means of affine coordinates for a curve with equation [1.4}
Theorem 1.7. The composition law[I.5 has the following properties:

1. If a line L intersects E at the points P,Q, R (not necessarily distinct), then:

(PoQ)®R=0;

2. (identity element) P ® O = P, VP c E;

3. (commutativity) P ® Q = Q & P, VP,Q € E;

4. (inverse) YP € E there is a point denoted by ©P such that P& (6P) = O;
5. (associativity) (P® Q) R=P® (Q @& R), VP,Q,Rec E.

In other words, (E,®) is an abelian group with identity element O. Moreover, if we assume

that E is defined over K, then E(L) is a subgroup of E = E(K) for every field L such that
K<L<K.

Proof. We prove all parts mainly using properties of Proposition [L.5]



1. ( PEQ)®R=0%((0O*x(P*xQ))*R)=0x(OxR)*xR)=0%0 =0.
P20=0x%(Px0)=0.

Follows directly from the commutativity of the operation * and the definition of

Ll

Consider ©P = P % O and check that it is the inverse element of P; indeed P @ (P *
0)=(P®0O)® (P x*0) = 0, where the two equalities follow from (1) and (2)

5. (PeQ)OR=0x(((P*Q) x0)* R) = O*(P = ((Q = R)*0)) = Ox(Px(QOR)) =
P& (Qa®R).

Finally, if P, @ have coordinates in L, then the equation of Lpg has coefficients in L. If
further F is defined over K, then the third point of intersection must have coordinates
given by a rational combination of the coefficients of both the line and the curve and hence
in L. This proves that F(L) < E. O

We will use only + and — instead of ® and © to ease the notation. We also define for each
m € Z a scalar multiplication function [m] : E — E:

P+P+...+P if m >0,
P P = m times 1.6
— [m] (=P)+ (=P)+ ...+ (-P) if m < 0. (1.6)
—m times

Next we can find explicit formulae for the group law, assuming to have an elliptic curve
defined by the affine equation y? = 2 4 ax + b; note that one can also derive the formulae
for a general Weierstrass equation [52| with a similar approach. Given P, P, € E(K), to
apply the Definition we need to compute P = P; x P, and then O x P. We will use

projective coordinates to easily interpret lines that contain O.

Lemma 1.8. Let P = [x,y, 1] € Pﬁ( such that P € E, then O x P = [x, -y, 1].

Proof. The line connecting P with O has points given by the following equation:
[J:,y,l] +a [ﬂ;y— 1,1] = [(a—k Dz, (a+ 1)y —a,a+ 1] )

By substitution in the curve’s homogeneous equation Y27 = X3 + a X Z? + bZ> we get:

Vla+1)P+a?(a+1) = 2ya(a+1)2=23(a+1)3 +ala+ 1%z + bla+1)3
& (> — 23 —az —b)(a+1)? +a? - 2ya(a+1) =0
& ala(l -2y) —2y) =0,

where the first left hand side term in the second equation vanishes since [x, Y, 1] belongs
to the curve. Thus a solution is @ = 0, which gives P, and the other is a = 2y/(1 — 2y),
so that

1
OxP= |15 1= 1—2yj| = [z,—y,1]. O

If, in the previous Lemma, we consider the affine coordinates, then given P = (z,y), it
holds O * P = (z, —y).

It only remains to compute P; x P», where P; = [xi,yi, 1} 1 =1,2. We assume P| # P
and also P, P» # O; then we compute the connecting line Lp, p, in the projective plane.

X 1 T2
Lpp,: 0=1Y w1 v =Xy —y2)—Y(x1 —x2) + Z(x1y2 — y122)
Z 1 1



Assuming that x1 # x2, the previous equation becomes

Y =mX +qZ,
with
Y1 — Y2 L1Yy2 — Yi1x2
m = , = - =
xr1 — X2 Tl — X2

The unique point at infinity of the curve is O = [0, 1, 0], which does not lay on the line,
hence we can now look at Lp p, by means of affine coordinates. The dehomogenisation
with respect to Z gives y = max + g and by substitution in the affine equation of E, we get
the cubic equation

23 —m22? + (a — 2mq)z + b — ¢* = 0.
Note that two distinct roots of this equation, namely x1,x2, are already known since
P, P, € Lp p, N E. Denoting by t the third one, we can write the cubic as

3

(z—x)(x—a2)(z—t) =23 — (21 + 20 + 1)x® + ...

Therefore, the corresponding degree 2 terms must be equal and we have

2 2

Ty +x2+t=m" — t=m"—x1 — T2.

Using the line’s equation we find the coordinates of P, x P» and according to Lemma [1.§
it suffices to change the second coordinate sign to get

P+ P = (m2 — 1 — zo; —m> + may + mazy — q). (1.7)

Next assume x1 = x9 = T and y; # yo, so that the points are still distinct. We can find
the line connecting them as before, getting Lp,p, : X = Z%. This equation is satisfied
by O which must be the third point in Lp, p, N E. Then note that O * O = O and hence
P+ P, =0.

The last case left is when P = P, = [53, i, 1]; we take as connecting line the tangent line
to E at P, = P, = P. Note that, as we proved in our general hypotheses, all points of E
are non-singular, thus Lpp is given by

OE O, OB,
aiX(xaya]-)X + 87(‘%72/, 1)Y+ 67(x>y7 1)Z - 07

which gives the equation
(—32% — a)X +29Y + (5> — 20z — 3b)Z = 0.

If § = 0 the line becomes (—3z2 — a)X — (2ax + 3b)Z = 0 and O belongs to it; this shows
that the third point of Lpp N E is O and P, + P, = O.
Otherwise, if § # 0 we can work on the affine equation for Lpp:

Yy =mx +q.
where
332 +4a _ —y* 424z +3b
o2y B 27

and hence we can apply the same procedure as in the first case. Substituting in the curve’s
equation we get again a cubic equation in the indeterminate x, of which we know the

m

10



double root Z. Comparing the degree two term of that equation with the corresponding
one in

(x —2)%(x—t)=0 — a3 — (2% + t)2® + (% + 23t)x — T3t = 0,
we find out that
t =m? — 2z.

Hence substituting in the equation for Lpp and changing the second coordinate sign we
have

P+ P = (m?—2z,—m3 + 2mz — q)
To sum up we state the following theorem.
Theorem 1.9 (Group law formulae). Let E : y?> = 23 + ax + b be an elliptic curve and
P, = (zi,y;) # O, with i = 1,2. Define P = P + P», then:

1. If x1 # x5 we have
P = (m2 — 1z — x9; —m> + ma1 + mzg — q),

with
Y1 — Y2 L1Y2 — Y122
m = =

-731_-T27 Ty — X2

2. If x1 = xa, but y1 # y2, we have P = O.

3. If P =Py and y1 =0, we have P = O.
4. If Py = Py = (z,y) and § # 0, we have
P = (m? — 2%, —m? + 2mz — q),
with
3% +a _ —y*+2az +3b
2y B 27 '

m

These formulae show that the operation + can be computed in polynomial time, since all
the expressions found contain only sums, multiplications and fractions. As we can see, the
group law formulae are more complicated than operations on integers modulo n, classically
used in cryptography. However, the important fact is the existence of such a group law
that makes subgroups of the points of E appropriate also for cryptographic purposes.

1.3 Finding points on elliptic curves

The existence of a group structure in every set E(L) is certainly a nice property, but it
should be stressed that it is useful in cryptography only in case we are able to efficiently
find random points on the curve. A procedure that would give such a point on E : y? =
23 4+ ax + b, with a,b € K, is the following:

1. given a field L O K, randomly choose x € L;
2. solve 42 = 2% + ax + b for y; if there are no solutions, then go to step (1),

3. if the solution is unique then set P = (x,y), otherwise set P = (x,y;), where j
is randomly chosen in {1,2} and y;,y2 are the two distinct solutions to the curve
equation in the variable y.

11



In this way, we have established a possible method that has few acceptable drawbacks;
firstly, it is not possible to find O, but this is not cryptographically interesting, since it is
the identity of the group and hence not relevant. Secondly, points (z,0) on the x-axis have
slightly more probability to be found since that result does not lead to the final random
choice between two different solutions. If the group is sufficiently large, the difference from
uniform distribution is small, because there are at most three such points (intersections
between the x-axis line and E).

The efficiency of the previous procedure depends on methods used in finding square roots
in a field. We will show that this is possible in whatever finite field with probabilistic
polynomial time, applying a variant of the Tonelli-Shanks algorithm [3]. One can find
faster algorithms in [9], which are beyond the aim of this thesis.

1.3.1 Tonelli-Shanks Algorithm

Let ¢ = p* with p an odd prime and consider the finite field F,. Let first show some
preliminary results.

Proposition 1.10. Let F, be the finite field with q elements. There are ¢ — 1 squares in
F, if q is even and %(q — 1) squares if q is odd.

Proof. Recall that the multiplicative group F; of a finite field is cyclic. Hence define the
map
o: F,—T,

‘ (1.8)
T — 7,

which is a group homomorphism. Its kernel is
ker(0) = {1} U {g € F | ord(g) = 2};

and has cardinality

1 ifqi :
ker(o)l=q, oo
2 if ¢ is odd.

Indeed, if ¢ is odd then 2 | (¢—1) and so there exists a unique element of order 2. Otherwise,
if ¢ is even, then 24 ¢ — 1 and [y contains no elements of order 2. Hence, by isomorphism

theorems:
F qg—1 q even;
~Im(oc) = |Im(o)| =

O
ker(o) 1(g—1) qodd.

The next result shows how to find square roots in a particular case.

Proposition 1.11. Let G be a group of odd order m and let a € G, then 22 = a has a
unique solution in G, which is a(m+1/2.

Proof. Note that if we set 2 := a(™T1/2 we have 22 = ¢™*! = ¢™a = a. To prove the
uniqueness, let us consider the map and note that it is injective. Indeed, being m odd
we can write m 4 1 = 2k and, assuming 2% = 32, we have:

Since G is finite the map is also surjective and hence a bijection. O

12



Keeping the previous results in mind, we see what happens in general; at first, we can
easily write ¢ — 1 = 2%t for some t odd dividing by 2 as many times as possible. By the
structure theorem for cyclic abelian groups we know that

F; = ZQs X Zt

Thus we have H = {(1,h) : h € Z;}, the unique subgroup of order t of the cyclic group
[Fy. Next, if Zgs = (k), we build a chain of subgroups

H=GyCG C...CGy 1 CGy=F, (1.9)

with |Gs_;| = 257 and |chi1| = 2. To get each subgroup of the chain it suffices to take

G = (k¥ 7yxZ; forall j = 1,...,s. Next, consider the quotient G/H and the projection
map:

s GS
G, — ST,
(—>H 2

Proposition 1.12. If g € F} is not a square, then 7(g) = gH is a generator of Gs/H.

Proof. By contradiction we assume that gH does not generate G5/H and we show that it
must be g = a?, with a € F;. As F} = Zys x H 2 (k) x (h), we can write g = (k, h®) with
1<a<2%and 1 <b <t By Proposition , we know that (hb)(tﬂ)/2 is a square root
of h € Z;. It remains to check if k% is a square too; we see that

ord(k) 2%

ord(k?) = (ord(k), a) = @) =2 & (2%a)=1

By the initial hypothesis, k* cannot have order 2%, thus a must be even. This shows that
k= (k)2 O

Note that, assuming ¢ odd, it exists a non-square element, because in this case only half
of the elements in F} are squares by We do not know a deterministic algorithm that
finds a non-square element, so we will pick g € F; at random and Proposition gives
probability % to find a non-square. This property can be tested efficiently by the following
Proposition.

Proposition 1.13. A non zero element a € Fy is a square (respectively non-square) if and
only if:

qg—1

az =1 (respectively -1).

Proof. Consider the polynomial f(z) = #97' — 1 in Fy[z] and let a € F}. As a% = a holds
in Fy, we see that every element of the group is a root of f (z). Therefore, the polynomial
has exactly ¢ — 1 roots; moreover

fla) = <xq2;1 + 1) (xq%l - 1) , (1.10)

because ¢ — 1 is even. Since in F, there are no zero divisors and we know f(a) = 0, then
—1 -1
either a"2 = —lora™s =1foralla€ . Both the polynomials in the product have

exactly £(¢ — 1) roots and note that if a = b2, b € [y then a’s =b9"1 = 1. We conclude
that the square elements on [, are exactly the roots of the second factor in and the
non-square ones are roots of the first. O

13



The previous results allow us to find a generator gH of Gs/H; therefore, it is always
possible to write every element a € Fy in the form gh, for some h € H. The idea is to find
the square root of a computing it separately for ¢¢ and h. The latter has an easy square
root provided by Proposition [L.1T} for the first one we should use the above construction.
We look at the chain and we start from the top, since we are given a € Gg; we want
to descend the chain multiplying @ by powers of the non-square element, which we can
write as g = (k*Y*1 h%). Initialize an exponent counter e; := 0 and let a = (k?*, h”) be a
square; we check it applying Proposition . It follows that a € (k%) x (h) = Gs_1.

We now examine the first step of the algorithm, where we check if a € Gs_5: this happens

. . q—1 s—2
if and only if a 22 = a®>" ! = 1, because:

o |Gy o| = 2572t gives that a € G5_o = a? "t = 1;
e on the contrary, 1 = >t = (k2" 'ot p270) & 25(251at); since t is odd, we
have that 2 | o« and a € (k%) x (h) = G4_a.
-1
If that condition is true we set es := e1, otherwise, if ‘T = 1, it is easy to see that « is

odd, as before. Thus we consider ag~2 and we show that it is contained in G_o:

(ag—2)25*2t _ (k2o¢—2(2’y+1), h,@—25> 2%

_ (k72st’\/+23—1t(a*1)’ h(5726)2s_2t> = (17 1)7

because a — 1 is even and so 2° divides the exponent of k. Thus we update the exponent
counter for g setting es = e; + 2271

In general, given e;—; such that ag=%-1 € Gs_;+1, we want to define e; such that ag=% €
Gs—;.

q—1
o If (ag=®-1)2" =1, we have
—iy

2% .
<k2a—ei71(2’7+1)’ hﬁ_6i715> =(1,1) = 2°| 23—zt(2a —ei1 (27 +1)).

Therefore 2¢ | 2 — e;_1(2y + 1) and hence ag—¢-! € Gy_; = (k¥') x (h). We set
€; ‘= €;—1.

e Otherwise, observe that ag_ei—l_Qi_1 € Gs—;. First, we remark that it easy to see by
construction that 2 | e;_1 and, as before, we find out that 2° 2ac — e;_1 (2 + 1), but
2i=1 divides it by definition of e;_;. Then we have

<ag—(ei_1+2i1))28_it _ (k?*i+1m—(23*iei_1+28*1)(27+1)t h(ﬂ—ei_16—2i*16)25*it)

)

where the second component is 1 because t = ord(h) divides the exponent, so the
previous identity becomes, after few calculations,

s— a—( e;—
N i G- = e DY
Indeed, as seen before, 2 | (% — 1). In this case we set e; == e;_; + 2t 1.
We apply the previous steps for ¢ = 2,...,s and output g%s h%; this process is known as

randomized Tonelli-Shanks algorithm.
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Theorem 1.14. The randomized Tonelli-Shanks algorithm on Fg, with q an odd prime
power, fails with probability 1/2; if it does not fail it returns a square root of a, provided
that a € Fy is a square.

Proof. A random choice for the non-square element g will succeed with probability 1/2,
then after Tonelli-Shanks loop we end up with ag=¢ € H and 2 | e; We conclude that

g% B s actually the square root of a. O

To sum up, we write down the algorithm.

Algorithm 1 Tonelli-Shanks Algorithm - computes b = /a with a € F; and ¢ odd.

Require: ¢ odd, a € F}.
Ensure: b= /a

1. A+—a

2: L4 g EE{ F;

3. if Z'7 =1 then

4: fail

5: else {Z in a non-square}
6: letq—1=25

7 e+ 0

8: fori=2tosdo

9: if (AZ7¢) 2" #1 then
10: e+ e+ 2071
11: end if
12:  end for
13:  h<« AZ~¢
14 return b« ZFh'S
15: end if

This proves that it is possible to efficiently find random points on the set of rational points
of an elliptic curve over a finite field.
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Chapter 2
The Well pairing

The aim of this chapter is to define the Weil pairing, that is a bilinear map defined on the
product of two subgroups of an elliptic curve’s group of points. This provides an example
of a map for the pairing based cryptography. We need, at first, to generalize the definition
of elliptic curve, in order to introduce some tools that are necessary to define the Weil
pairings.

2.1 Algebraic varieties and curves

A slightly more general approach to elliptic curves involves some algebraic geometry tools.
We briefly introduce affine and projective algebraic varieties and see how general curves,
and more specifically elliptic ones, are defined as some of them. Then we will give some
definitions related to varieties, before introducing the Weil map. We denote by K|[X]| =
K[X1,...,Xy] the ring of n-variate polynomials over the field K and by A", P" the affine
and projective spaces over the algebraic closure K of the field K.

Definition 2.1. Given an ideal I C K[X], we say that the affine algebraic set relative to
I is the set:
Vi ={PeA": f(P)=0, ¥f e I}.

Moreover, if V is an affine algebraic set, the associated ideal I(V) is the ideal of K[X]
given by B

I(V)={feK[X]: f(P)=0VP eV}
We say that an affine algebraic set V' is defined over K, and we denote it by V/K, if I(V)
is generated by polynomials in K[X]. Its set of K-rational points is

V(K)=VNnA%.
Eventually, we say that V is an affine variety when I(V) is a prime ideal in K[X].

We see that every ideal of K[X] and K[X] is finitely generated, since every field is Noethe-
rian and thus Hilbert’s basis theorem applies, showing that these polynomial rings are
Noetherian. An important consequence is that every affine algebraic set V' is the zero set
of a finite set of polynomials. Therefore, an algebraic set is defined over the field K if and
only if there exist a finite set {f1,..., fs} C K[X] such that for every f € I(V) we have
f=fir1+--+ fors for some r1,...,rs € K[X].

Remark 2.2. Let V be an affine algebraic set and define I(V/K) :== I(V) N K[X]. Then
V is defined over K if and only if:

I(V)=I1(V/K)K[X].

16



Indeed, if we assume the previous equality, we see that for every f € I(V) we have
f = Zlizogﬂ"z‘, where g; € I(V/K) C K[X] and r; € K[X] for i = 0,...,l. Thus,
I(V) is generated by polynomials of K[X]. The converse follows from the definition of
ideal.

Definition 2.3. The affine coordinate ring of an affine variety V/K is the quotient ring

_ Kx] _ K[X]
Klv]= I(V/K)  I(V)NK[X]

We also call its field of fractions K (V) the function field of V/K. We similarly define K[V]
and K(V).

To justify the previous definition we remark that K[V] is a commutative integral domain,
because V' is an affine variety, thus I(V') is a prime ideal and so I(V) N K[X] is a prime
ideal in K[X]. Recall that the quotient of a ring by a prime ideal is an integral domain.
Moreover, the affine coordinate ring is Noetherian since it is the quotient of a Noetherian
ring.

Definition 2.4. Let V be an affine variety and P € V. We define the following ideal in
KI[V]: B
Mp:={f € K[V]: f(P)=0},

which is maximal since the map

RK[V]

TR e e

is an isomorphism. Indeed, it is clearly a ring homomorphism, which is surjective because
any k € K it is the image of the coset f(X) = k + Mp. It is also injective, since
distinct cosets f + Mp,g+ Mp € K[V]/Mp are such that f — g ¢ Mp, or equivalently
f(P)—g(P) # 0. Then the quotient ring is a field, Mp is maximal and thus prime. Notice
also that Mp /M]% is a finite dimensional K-vector space.

Proposition 2.5. The local ring of the affine variety V at P

R[V]p = {f eR(V): f= %, with g,h € K[V], h(P) # o} .

is Notherian and local.

Proof. We claim that K[V]p is the localization of K[V] at Mp. Indeed, the set S :=
K[V]\ Mp is multiplicatively closed and it gives the localization S~'K[V] = A. The set:

Mpfz{ﬁifeMp,SES}

is a well-defined ideal of A and for every g/t € A\ Mp we have that g € S and hence g/t is
a unit of A. It follows that Mp is the unique maximal ideal of A and so that A is local. To
conclude, it is well-known that the localization of a Noetherian ring is still Notherian. [

Therefore, the evaluation at P of every quotient of polynomials f = g/h € K[V]p is well
defined. Moreover, the functions in K[V]p are said to be regular (or defined) at P.

Definition 2.6. Let V be an affine variety: we say that its dimension, denoted by
diman (V), is the transcendence degree of K (V') over K.

17



Definitions and results about transcendence degree can be found for example in [58|, [37]
and we do not study this topic here, because it’s beyond the aim of this work.

These definitions can be stated also in the projective case with few differences; the two
cases are related, as usual, by the homogeneization and dehomogeneization mappings. We
say that an ideal I C K[X] is homogeneous if it is generated by homogeneous polynomials.
We associate to every such ideal a subset of the projective space by means of the following
definition.

Definition 2.7. Given a homogeneous ideal I C K|[X] we say that its associated projective
algebraic set is:

Vi={PeP": f(P)=0, Vfel}.

Moreover, if V' is a projective algebraic set, the associated homogeneous ideal I(V) is the
ideal of K[X] generated by

{f € K[X] : f homogeneous, f(P)=0VP € V}.

We say that such a V' is defined over K, denoting it by V/K, if I(V) can be generated by
homogeneous polynomials in K[X]. Its set of K-rational points is

V(K)=VnNPk.
Eventually, we say that V is a projective variety if I(V) is a prime ideal in K[X].

Same properties as before hold for projective varieties defined over the field K and similarly
it is possible to construct the coordinate ring and the function field of a projective variety
V/K as K[V N A" and K(V N A") respectively. Notice that different choices of the
affine space A™ C P give different projective function fields, but they are all canonically
isomorphic [52]. In general, we say that functions f € K (V) are regular or defined at P if
they are in the local ring K[V]p, which is still defined in the projective case as the (affine)
local ring of V N A™.

Remark 2.8. In particular, if we consider an elliptic curve F/K with Weierstrass equation
and we set f(X,Y) =Y2— X3 —aX —b, with a,b € K, then the relative function field
is
K[X,Y]
K(E) = Frac (’) .
(f(X,Y))

Similarly as before, the projective dimension of a variety V is defined as:

With all this new notions we can work on elliptic curves in a more general context. They
were defined, in the first chapter, as the zero loci of the Weierstrass equations as In
general, we can define a curve to be a projective variety of dimension 1. This means that
we have the same definitions that we have just studied in this section also in the case of
elliptic curves. Next, we give some other definitions about curves in general. We assume
for our purpose that curves are non-singular, because we focus on elliptic curves that are
so. Recall that in this general context we define a smooth or non-singular point P of a
variety V as a point such that

of;
<P>>
(an 1<i<m,1<j<n
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has rank n — dim(V), where f; € K[X] fori = 1,...,m are generators for I(V). A variety
is said to be smooth or non-singular if all its points are smooth.

The local ring of a curve C at P is a Noetherian local domain by Proposition[2.5] It follows,
by [2, Proposition 9.2], that it is a discrete valuation ring, because one can show:

dimg (Mp/M3) = 1.
We have the following discrete valuation map.

Definition 2.9. Let C be a curve and P € C; the normalized valuation on K[C]p is the
following map:

ordp : K[C]p — {0,1,...} U {o0}
ordp(f) =sup{d € Z: f e ME}.
Note that it is a discrete valuation since:
e ordp(fg) = ordp(f) + ordp(g), for every f,g € K[C]p;

e ordp(f + g) > min(ordp(f),ordp(g)), for every f,g € K[C]p.

From the definition it easily follow that ordp(f/g) = ordp(f) — ordp(g), hence the map
ordp can be extended to K(C):

ordp : K(C) — Z U {o0}.

Functions in K(C) are quotients of polynomials f(X) = g(X)/h(X); we say that roots of
the polynomial g are zeros of the function and roots of h are poles of f. It clearly follows
by definition of the mapping ordp relative to P € C(K) that:

e if kK =ordp(f) > 0 then f has a zero at P of multiplicity k;
e if £k =ordp(f) < 0 then f has a pole at P of multiplicity —k;
e if Kk =ordp(f) > 0 then f is regular (or defined) at P.

This last condition agrees with the definition of regular (or defined) function that we gave
above, when we first defined the function fields.

To keep track of zeros and poles of a function we introduce divisors. We say that the
divisor group Div(C) of a curve is the free abelian group generated by the points of C. So
a divisor D € Div(C) is a formal sum:

D:an(P)v

pPeC

with np € Z and np = 0 for almost every P € C. We call the sum deggD) = > pec™p
degree of the divisor D. It is possible to associate to every function f € K(C)* its divisor

div(f) =) ordp(f) (P).
PpeC

Note that div(f) € Div(C) since, by [52, Proposition II,1.2], there are only finitely many
points of C that are zeros or poles of f, thus the previous sum has just finitely many terms.
We say that a divisor D € Div(C) is principal if D = div(f) for some f € K(C)*. Moreover,
two divisors Dy, Dy € Div(C) are called linearly equivalent if Dy — Dy is principal. We will
apply [52, Propositions I11,3.3-3.5], that are the following results about divisors on elliptic
curves.
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Proposition 2.10. Let E/K an elliptic curve and D = Y p_pnp(P) € Div(E), then D
is principal if and only if Y pcpnp =0 and Y pcp[np]P = O, where we denote by [-] the
scalar multiplication map [1.0,

Proposition 2.11. Let E/K be an elliptic curve and let P,QQ € E. Then, (P) and (Q)
are linearly equivalent if and only if P = Q.

2.2 Maps between curves

After some basic definitions and properties about curves we examine maps between them,
first in general and then for elliptic ones. The main reference here is [52| too. We begin
giving a couple of definitions about maps and morphisms.

Definition 2.12. Let Vi, V5, C P™ projective varieties. A rational map from V; to V5 is a
map

p: Vi—V
o = [fo,---, fnl,
such that fo,..., f, € K(V1) are defined on every P € V; and whose images give a point
of Vo:
p(P) = [fo(P),..., fu(P)] € Va.

Definition 2.13. A rational map of projective varieties ¢ = [fo,..., fn] from V; to V3 is
reqular at P € Vi if it exists g € K (V1) such that:

1. gfo,...,g9fn are regular at P,

2. (gf;)(P) # 0 for some j € {1,...,n}.

If such a g exists we set ©(P) = [gfo(P),...,gfn(P)]. If, moreover, the map is regular at
every point of Vi we say that it is a morphism.

Note that the function g in Definition depends on the point P € V;. Morphisms have
the following property.

Proposition 2.14. Let ¢ : C; — Co be a morphism of curves, then ¢ is either constant
or surjective.

Moreover, the following result gives conditions for a rational map to be a morphism.

Proposition 2.15. Let C be a curve, V. C P" a projective variety, P € C a smooth point
and ¢ : C =V a rational map. Then @ is reqular at P and, moreover, if C is smooth then
@ 18 a morphism.

Next, consider two curves C;/K, Co/K and ¢ : C; — C2 a non-constant rational map
defined over K. Composition with ¢ induces an injection of function fields fixing K:

" K(Co) — K(C1) ¢*"f=foo. (2.1)

Indeed, applying the above results we know that ¢ needs to be surjective, so if fo@(P) =
go@(P), VP € Cy, then f and g coincide on Co. We say that a rational map of curves is
separable, inseparable or purely inseparable if the extension field K(C1)/¢* K(C2) has the
same property.

Proposition 2.15] can be applied to elliptic curves, which are smooth, and to the rational
maps canonically associated to them, which have explicit formulae given by Theorem
This gives the following result.
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Proposition 2.16. Let E/K be an elliptic curve, the maps giving the group law on E':

+: EXE—FE and —:EF—>F
(Pl,Pz)l—)Pl—FPQ P— —P.

are morphisms of curves.

2.2.1 Isogenies

When studying elliptic curves it is useful to describe a particular case of maps between
them, that are isogenies.

Definition 2.17. Let Ey, Es be two elliptic curves. An isogeny between £y and E5 is a
morphism of curves
p: By — Es,

such that p(O) = O. Ey and Es are isogenous if there exists an isogeny ¢ between them,
such that ¢(Ep) # {O}.

Note that by we see that every isogeny ¢ satisfies either p(E1) = {O} or ¢(E}) = Es.
Let
Hom(E}, E2) := {isogenies ¢ : £} — Ea}.

We prove that Hom(E, E») is a group under the addition law:
(v +9)(P) = o(P) + 9(P).
Indeed, by Proposition the map ¢ + ¢ given by:

+
E1%E2XEQ¢>EQ

P —— (p(P), ¥(P)) —— @(P) +¢(P),

is a composition of morphisms and thus a morphism. Moreover, it clearly maps O to itself
and hence it is an isogeny. As +p, is a group law for the group of points of the elliptic
curve Fo, it follows that the addition between isogenies defines a group law for the set
Hom(E1, E2). Since isogenies are maps between the groups of points of elliptic curves it
seems natural to focus our attention on isogenies that are group homomorphisms. It turns
out that all of them have this property.

Theorem 2.18. Let E1, Es be elliptic curves and ¢ : E1 — Ey an isogeny. Then:
(P + Q) = ¢(P) + ¢(Q),
for all P,Q € E.

Therefore, Hom(F1, E2) is exactly the group of those morphisms of curves that are group
homomorphisms. The endomorphism ring of an elliptic curve E is defined as End(F) =
Hom(FE, E). It actually has a ring structure setting:

() (P) = pop(P).
The distributive law follows from Proposition [2.18}

(a+B)oy(P) = (a+B)(v(P)) = a(y(P)) + B(v(P)) = acy(P) + S oy(P).
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The invertible elements of the endomorphism ring form the automorphism group of E,
denoted by Aut(E). We implicitly worked on groups of rational points over K, but clearly
if the curves are defined over a field K we can look at isogenies defined over K. Their
collection is the group Homg (E1, E2) and consequently we define the endomorphism ring
Endg (E) and the automorphism group Autg (E) over K.

Next, we focus on three particularly useful maps. The first one is the translation-by-Q
map:
Q: FE— E, Q(P) =P+ Q. (2.2)

It follows from the addition formulae that it is a rational map and so a morphism,
thanks to Proposition [2.15 and smoothness of elliptic curves. For every @ € E the map
T_q provides an inverse for the translation-by-() map, thus every such morphism is actually
an isomorphism. Clearly 7¢ is not an isogeny, unless () = O. It is interesting to notice, here,
that any morphism of elliptic curves is the composition of an isogeny and a translation.

Proposition 2.19. Let F' : E1 — FEs be any morphism of elliptic curves. Then F = 1o,
where T is a translation map as and ¢ € Hom(E1, Es) is an isogeny.

Proof. The map

¢ ="T_po)°F
is a composition of morphisms, such that ¢(O) = F(O)—F(O) = O. Hence ¢ is an isogeny
and we get ' = Tp(0) © ¢, as wanted. O

Therefore, it follows immediately from Proposition that every morphism is the com-
position of a group homomorphism and a translation.

Secondly, we study the family of multiplication maps [m], with m € Z, acting on points of
elliptic curves as defined in [1.6] Recall that if a curve is defined over K, then also [m] is
S0.

Proposition 2.20. For each m € Z the map [m| : E — E defined by 1S an isogeny.
Moreover, if m # 0 then it is non-constant.

Proof. For every m € Z, arguing by induction on m, we get from Proposition that
the repeated sum is an isogeny.
To prove that [m] is non-constant, we first study the case m = 2. Consider an elliptic curve

given by the equation and let P = (z,y) € E; from the explicit addition formulae
we get that the z-coordinate of [2]P is:

z* — 2022 — 8bx + a?
4(x3 + ax +b)

Since char(K) # 2,3, if P has order 2, then it satisfies the identity
2 +ar+b=0.

Hence only finitely many points of E have order 2 and so [2] # [0]. Now, since [mn] =
[m] o [n], applying the previous claim, we are reduced to considering the case of odd m.
Dividing the numerator by the denominator with the division algorithm for polynomials
we get —3ax? — 9bx + a? as residue. If it vanishes, then also the discriminant of the curve
must vanish, as can be easily checked. So the denominator does not divide the numerator
and we can find xg such that the former vanishes for x = xg, but not the latter. Choosing
yo such that Py = (zo,y0) € E, then Py is a non-trivial point of order 2, since [2]Py = O.
For an odd m we have [m]|Py = Py # O, that concludes the proof. O
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An important consequence of this result is that all the maps [m], for m € Z, m # 0, are
surjective, because they are non-constant morphisms of curves.

Eventually, assume the elliptic curve F/K is defined over a field with char(K) = p, with
p > 0. Let ¢ = pF and recall that the ¢-th power map K — K is a homomorphism,
that acts as the identity on F,; more precisely, * € F, if and only if 29 = x. Then, if I/
is the zero locus of f(z,y) = y?> — 2% —ax — b , let E(@ be the curve generated by
fD(z,y) = y? — 2 — a9z — b?. Note that E(@ is an elliptic curve too, being the zero locus
of a Weierstrass equation, and it is non-singular, since by means of an easy computation
it holds A(E@) = A(E)? # 0. The g-th Frobenius morphism is the map:

,: E— B9 d,(x,y) = (2%, y9). (2.3)
Indeed, for every point P = (z,y) € E, it holds:
FO(®(P)) = fD (a9, y%) = f(x,y)? =0.

The map is actually a morphism, since Proposition [2.15] applies; furthermore, having
®,(0) = O, ®, is an isogeny. In particular, if K = [F,, then £ = E@ and so the ¢
th Frobenius map is an endomorphism of E/F,, whose set of fixed points is exactly E(F,).

2.3 Weil pairing

We finally have the background to construct the Weil pairing. First, we need to define
an important subgroup of points on an elliptic curve. From now on all the curves E/K
are defined over a finite field K = F,x of characteristic p. Let n = |[E(K)| and assume
without loss of generality that (n,p) = 1 since, on the contrary, one can set the anomalous
attack [57], which breaks the discrete logarithm problem in linear time.

Definition 2.21. Let r € N, r # 0; the subgroup of E(L), with L O K, given by
E(L)lr] = {P € E(L) : [1]P = O},

is called the r—torsion subgroup. Its elements are all points whose order divides r. We

simply denote by E[r] the subgroup E(K)[r].

The r—torsion subgroup is the kernel of the scalar multiplication map [r]. Clearly it
exists some integer m > 1 such that E(Fpm)[r] = E[r] and then for all m’ > m we have

E (JF qm/) [r] = E[r]. Next theorem describes the structure of Elr|; its proof follows from

theorems about isogenies, that we do not study.
Theorem 2.22. Let E/K be an elliptic curve and let r € N, r # 0. Then it holds:
1. if either char(K) = 0 or char(K) = p > 0, with (p,r) =1, then:
Elr] = Zy X Zy;

2. if char(K) = p > 0, then one of the following holds:

(a) E[p’] ={0}, forall j =1,2,3...

(b) Elp)] =Zy;, for all j =1,2,3...

This result leads to the following classification of elliptic curves.
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Definition 2.23. An elliptic curve E/K, defined over a field K of characteristic p > 0, is
called supersingular if E[p] = {O} and ordinary otherwise.

Now, we can actually construct the Weil pairing; we denote by r > 2 an integer prime to
p. Let T € E[r] and consider the divisor D = r(T") — r(O). This is principal thanks to
Proposition [2.10] i.e. D = div(f) for some function f € K(E). Next, it exists T’ € E such
that [r]T" = T, because the multiplication map is surjective. Applying again we get
that it exists a function g € K(FE) such that:

div(g) = Y  (T"+R)— (R).

ReE|[r]

Indeed, it suffices to note that the coefficients of the divisors sum to zero and

Y T'+R-R=[*T=[T=0,
ReE][r]

because the r—torsion group E[r] contains 72 elements. The function g does not depend on
the choice of T”, since varying R € E[r|, all the points P = T’ + R are such that [r|P = T.
Therefore, we could write:

divig) = 3 (P)— Y (B,

[r|P=T ReE]r]

Then, zeros and poles of the composite function f o [r] are points such that multiplied by
r give T and O respectively, or in other words they are zeros and poles of f. So we have:

div(folr])=r Z (P)| —r Z (R) | =rdiv(g) =div(g").

[r|P=T ReE(r]

Therefore we can assume, multiplying by a suitable constant, that ¢" = f o [r]. Next, let
S € E[r] and P € F (it could be P =T too); we have:

g(P+8)" = f([rl(P +5)) = f([r]P) = g(P)".

This proves that g(P + S)/g(P) € p, is an r-th root of unity. So we can define a map,
which is called Weil e,-pairing, by:

eyt E[r] x E[r] — pr

(P4 5) (2.4)

g(P) ’

where P € E is any point such that both g(P + S) and g(P) are defined and non-zero.
Note that although g is defined up to multiplication by an element of K*, the Weil map
does not depend on it.

Before investigating the connection between the Weil map and cryptographic pairings, we
need to prove some properties. We start with a lemma on Galois theory on elliptic function
fields, that we will apply in the next proof. Aut(L/K) denotes the group of automorphisms
of the extension field L/K that fix elements of K.

er(S,T) =
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Lemma 2.24. If p: Ey — FEs is an isogeny, then the map:
ker p — Aut [K(E1)/¢"K(E,)]

T+— 11
s a group isomorphism, where T denotes the translation-by-T map and 77 the auto-

morphism induced on K (FE) as in[2.1, Moreover, if ¢ in separable, then [K(FE)/¢* K (E»)
15 a Galois extension.

The proof of this fact is part of [52, Theorem II1,4.10]. From Galois theory, the last
part of the statement is equivalent to say that ¢*K(FE;) contains exactly the elements
which are fixed by the automorphisms of K(E1), i.e. it is the fived field of the group of
automorphisms.

Theorem 2.25. The Weil e,-pairing defined by [2.4] is:
1. bilinear: e,(S1 + S2,T) = e,(S1,T)er(S2,T);
er(S,Th + T2) = e,(S, T1)e, (S, T2)
2. alternating: e,(S,T) = e,(T,S)™%;
3. non-degenerate: if e,(S,T) =1 for all S € E[r], then T = O;
4. compatible: if Q € E[rs] and T € E[r], then e,s(S,T) = e-([s]Q, T).

Proof. 1. As in the previous construction, let P € F; linearity in the first factor of the
map follows immediately from the definition:

g(P + 51+ Sg) ‘ g(P + 51)
g(P + 51) 9(P)

For the second factor let f1, fo, f3 € K(E) and g1, g2, g3 € K (F) the functions defined
above, relative to points T1, T and T3 := Ty + T} respectively. By Proposition [2.10]
it exists a function h € K(FE), with divisor

67(51 + SQ,T) = = er(SQ,T)er(Sl,T).

div(h) = (Th + Tz) — (T1) — (T2) + (0).

Moreover, we have:

i fs = -7 - r —r T = rdiv
v (L) = (03 4+ 1) = 1(0) = 1(T3) 4 7(0) — 1(2) +(0) = raiv(h).

This proves that it exists a constant ¢ € K* such that f3 = cfifoh". Then, if we
compose with the map [r] and recall that f; o [r] = g} for i = 1,2,3, we get:

g5 = fzolrl = c(fifeh") o [r] = c(fro[r])(f2 o [r])(ho[r])" = cgiga(ho[r])".
So it exists another constant ¢ € K* such that g3 = /g1g2(h o [r]) and hence:

er(S,Th +T2) = gg(ggP(;)S)
_ 91(P+ 8)g2(P + S)h([r]P + [r]S)
a 91(P)g2(P)h([r|P)
=e-(5,T1)e (S, Ts),

because [r]S = O and thus the factors with h simplify.
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2. From (1) we get the identity:
er(S+T,S+T)=e(S,8)e (S, T)e (S, T)e (T, T).

So, if we show that e, (7, T) = 1 for all T' € E|[r], the identity (2) follows immediately
from the above equation.
For every point @ € E, consider the translation-by-@Q map 7¢ It holds:

r—1

r—1 r—1 _
div (H fo TMT> = div(foryr) =Y _r([l —i]T) = r([—i|T) = 0.
i=0 i=0 i=0
Indeed, if f has a zero at T' of multiplicity r, then f (TMT([l —i|T)) = f(T) = 0.
So [1 —i]T is a zero of fo i), With the same multiplicity r; the same idea applies

for the pole. This equality proves that H::_Ol f o Ty is constant. Then, we choose
T' € E such that [r]T" = T, whose existence is provided by the surjectivity of the
map [r]. The product H;& g o Tj;)7v is also constant, because for every P € E:

(H go T[i]T/(P)> = 1:[ f ([P + []T))
1=0

1=0

r—1
=[P+ 1)
=0

r—1
= H fomr([r]P),
=0

where we know that the last product is constant. Its evaluation at P and P + T”,
gives:

r—1 r—1
[[o@+1E1") =] 9@ + i + 1T").
=0 1=0

When we simplify likewise terms on both sides of this equation, it remains the identity
g(P) = g(P + [r]T") = g(P + T). We conclude that:

g(P+T)
e (T,T) =N T2) g
3. er(S,T) = 1for all S € E[r| implies that g(P+.S) = g(P) for every S € E[r]. Recall
that [r] : E — FE is a non constant isogeny with ker[r] = E[r] and it induces the
map [r]* : K(E) — K(E) on the function field. It can be proved that if char(K) {7,
as this is the case, then the map [r] is separable and hence, setting ¢ = [r], the

automorphism group of Lemma is a Galois group. Note that 7¢ fixes g for all
S € Er] = ker[r], since:

9(P) = g(P +5) = g(7s(P)) = (159)(P).

Thus, ¢ is contained in the fixed field [r]*K(E) and we have g = h o [r], for some
h € K(E). Therefore

(ho[r])"=g" = folr],
so that f and A" are equal up to multiplication by a constant. Finally, since
mdiv(h) = div(f), we get div(h) = (T') — (O) and so we conclude that T' = O,
by Proposition 2.11]
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4. Consider the functions f,g € K(F), as defined above, and note that div(f®) =
rs(T) — rs(O). Then, recalling the above expression for div(g), we have:

div(fo[rs])® =rs Z (P) | —rs Z (R)

=rs[ Y @) -rs| D (R)|=div((gels)™).

[rl([s}P)=T (slR)eElr]

Therefore, it exists a constant ¢ € K* such that (g o [s])"s = ¢(f o [rs])®. Following
the procedure that defines the Weil pairing we get:

_0olPH@) _o(P Q)
B T B TV I

where P’ = [s]P. O

Recall that, assuming (char(K),r) = 1, the r-th roots of unity form a cyclic group of order
r and, thanks to Theorem E[r] has Z,-vector space structure.

Corollary 2.26. There exist points S,T € E[r] such that e,(S,T') is a primitive r-th root
of unity.

Proof. Let ug = {e,(S,T):S,T € E[r]}, with d | r, and note that pg is a subgroup of i,
since the Weil pairing is bilinear and alternating. Thus, for all S,T € E[r], it holds:

1=e.(5,17) =e.([d]S,T).

Non-degeneracy implies that [d]S = O and since this holds for every S € E[m]|, which
contains also some element of order m, it must be d = m. O

Remark 2.27. It also possible to prove that if E[r] C E(K), then u, C K* (see [52]).

Corollary 2.28. Let S,T € E[r], such that e.(S,T) is a primitive r-th root of unity. Then

the map:
f08) — e f(R)=e(RT) (2.5)

1S @ group isomorphism.

A proof follows immediately from properties in [2.26]
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Chapter 3

Cryptographic pairings

3.1 Security problems

We have examined some basic facts about elliptic curves, because of their importance in
cryptography. They provide an alternative to the common choice of finite groups Fy, for
some integer ¢, in cryptographic applications. One of the earliest works on elliptic curves
cryptography (ECC) was proposed by Koblitz [35] in 1987; the group of points E(F,), on
some elliptic curve, can be used to construct cryptosystems and this approach gives an
advantage in terms of group size. For example, when working on multiplicative groups of
finite fields we need to consider, for security’s sake, finite fields that have 1024-bit size.
Elliptic curves group law needs more complex formulae to be computed and this leads to a
higher computational cost. However, it is often sufficient to take smaller groups, of about
160-bit size, in order to guarantee the same security level. This because, at the moment,
there is no known specialized algorithm to solve the discrete logarithm problem [3.1]on ellip-
tic curves: the most efficient ones do not apply to the case of elliptic curves, as discussed
in [43]. The best generic methods are based on the birthday paradox and have O(y/n)
expected running time, where n is the group order. For this reason we can work on elliptic
curves defined on smaller finite fields than those used in the common multiplicative group
case. This compensates for the increased complexity of the group operations, because the
underlying field arithmetic is faster. Though, one should be careful about the choice of
elliptic curves and security parameters, because of improvements in the efficiency of algo-
rithms solving the discrete logarithm problem on finite fields. This induces a modification
of these parameters; some comments and up-to-date information can be found in [46|.
We define the discrete logarithm problem (DLP), that is of great importance in cryptogra-
phy, since the security of many cryptosystems rely on its hardness and on related problems.
The choice of its additive formulation is due to the additive structure of the group of points
on an elliptic curve.

Definition 3.1 (DLP). Let G = (P) be an additive group of order n. An instance of the
discrete logarithm problem (DLP) on G is the problem, given P, Q) € G, of computing the
integer x € {0,...,n — 1} such that Q = zP.

The corresponding problem on elliptic curves has an analogue definition, which uses the
multiplication maps|1.6] This problem is believed to be intractable for certain groups [41],
including the multiplicative group of a finite field and the group of points of an elliptic
curve. A second crucial problem, which has been studied since the beginning of modern
cryptography is the following.
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Definition 3.2 (CDHP). Let G = (P) be an additive cyclic group of order n. An in-
stance of the computational Diffie-Hellman problem (CDHP) on G is the problem, given
P,aP,bP € G, of computing abP.

Notice that the DHP easily reduces in polynomial time to the DLP. There are many
problems related to DHP; one of its most studied weaker versions is the following.

Definition 3.3 (DDHP). Let G = (P) be an additive group of order n. An instance of the
decisional Diffie-Hellman problem (DDHP) on G is the problem, given P,aP,bP,cP € G,
of verifying whether ¢P = abP holds in G.

Of course, being able to solve the CDHP allows immediately to solve the DDHP. We will
examine some variants of these problems in chapter [4]

We show an approximate comparison of ECC on E(F,) and "conventional” cryptography
on Fy. Denote by n = [logy p] and N = [log, q| the approximate sizes of field elements in
the different cases. Algorithms solving the DLP on elliptic curves generally have complexity
proportional to

CEc(n) = 2n/2’
as can be found in [10]. Then let:

Lq(pt,¢) = exp (¢(Ing)(InIn q)l_“) (3.1)

be a complexity function, dependent on the parameters p,c. When g = 1 the function
L, is exponential in Ing, while for 4 = 0 it is polynomial in Ing. If 0 < p < 1 the
behaviour is strictly between polynomial and exponential and it is usually called sub-
exponential. Algorithms solving the DLP on elliptic curves have exponential complexity in
n, while sub-exponential algorithms solving the same problem in Fy are available. Indeed,
discrete logarithms in such groups can be found in time proportional to Lg(1/3,cg); for
example, there exist algorithms that achieve ¢y =~ 1.92. Under certain assumptions on the
characteristic of the field, this parameter has been lowered [5,[33]. These new parameters
are more suitable for the implementation of cryptosystems, but they do not change the
ideas of this comparison. In terms of N and neglecting constant factors, we find that the
complexity in the "conventional" case is proportional to:

Ceonv(N) = exp (coN'/*(1n(N 10 2))2/%)

Equating Crc(n) and Ceony(IV) and neglecting constant factors, it follows that in order to
achieve a similar level of security in both cases, it results:

n=c NY3(In(N1n2))%/3,

where ¢; ~ 4.91. The constants n, N can be interpreted as key sizes, expressed in bits, for
cryptosystems in the two cases. One can find a detailed discussion on some well-known
modern algorithms and their complexities in 20|, ch. 19-20].

A classical example in cryptography is the Diffie-Hellman key exchange protocol, which is
computationally secure if the CDHP hardness holds. Let G = (P) be an additive cyclic
group of order n; the users Alice and Bob want to share a common secret key without
any handshake procedure. Assume that P and n are publicly known. The communica-
tion channel between the users is public and adversaries could get the information shared
through it. The protocol consists of the following steps:
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1. Alice chooses a secret random integer a € {0,...,n — 1} and sends aP to Bob;
2. Bob chooses a secret random integer b € {0,...,n — 1} and sends bP to Alice;
3. both Alice and Bob compute abP, which will be their common secret key.

If an adversary, that collects n, P,aP,bP, tries to compute the secret key it would have
to solve an instance of the CDHP. This protocol has only one exchange round, since the
messages are independent and can be exchanged at the same time. Moreover, we can easily
extend this procedure to the case of three users: they choose the secret personal param-
eters a, b, c and, after two exchange rounds, they agree on the common key abcP. An
adversary that is able to compute it from the knowledge of n, P,aP,bP, cP, abP, acP, bcP
could get the final secret key. This problem is believed to be not easier than CDHP [41].
It remains to understand whether it is possible to find a one-round key exchange protocol,
secure against an attacker that observes the communications. Joux in 2000 was able to
apply bilinear pairings, that will be introduced in the next section, to construct such a
protocol. There are many other examples of pairing-based cryptography, such as identity-
based encryption, by Boneh and Franklin [14], and the short signature scheme by Boneh,
Lynn and Shacham [17], that arise interest in studying those maps. Further information
and bibliography can be found in [41]. A more recent work by Boneh, Gentry and Waters
exploits bilinear pairings to construct a broadcast encryption scheme, which is proved fully
collusion secure [15]. An interesting feature of elliptic curves, which allows their applica-
tion to pairing-based cryptography, is the existence of bilinear pairings defined on some
subgroups the rational points group. The Weil pairing[2.4] is an easy example of such maps.

3.2 Cryptographic bilinear pairings

In the remainder of this chapter, we give three different definitions of cryptographic pairings
and we prove, in the end, that the Weil map fits them. We consider maps defined on
additive groups in analogy to the elliptic curves case. We denote by aP the sum of a € Z
times the group element P and we write 0 for the zero in additive groups or 1 for the
identity in multiplicative groups.

Definition 3.4 (Symmetric bilinear pairing). Let G, H be respectively an additive and a
multiplicative cyclic group of prime order r and let P be a generator of G. A symmetric
bilinear pairing or type-1 pairing is an efficiently computable map

e:GxG—H
such that it is:
1. non-degenerate: e(P, P) # 1;
2. bilinear: e(aS,bT) = e(S,T)®, for all a,b € Z and S,T € G.

The properties of Definition imply that when P is a generator of G, then e(P, P) is a
generator of H. Indeed, by bilinearity e(P, P)" = ¢(0, P) = 1. Moreover, if e(P, P)" = 1
for some h < r, then e(hP, P) = 1 and hence, by bilinearity, e(hP,t) = 1 for all t € G. We
conclude, since non-degeneracy gives hP = 0, while ord(P) = 7.

It follows that a symmetric bilinear pairing is completely determined by the value it takes
at e(P, P). Besides the degenerate map, given by e(P, P) = 0, there are other r» — 1 ones
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that are all equivalent up to a constant. If ej,es are symmetric pairings, then it exists
¢ € Z such that for all P, P, € G:

e1(P1, Py) = e1(aP,bP) = e1(P, P)™ = (e3(P, P)°)™ = ey( Py, P,)°,
Furthermore, these maps are symmetric, since:
e(aP,bP) = e(P,P)® = e(bP,aP).
Remark 3.5. The non-degeneracy condition of the symmetric pairing is equivalent to:
e(P,Po)=1 VPLeG&P,=0 and e(P,Po)=1 VPheG&= P =0

Indeed, assuming the conditions of Definition and the identities e(aP, bP) = 1, for all
b € Z, then e(b(aP),P) = 1 for every b € Z. Thus if, by contradiction, aP # 0, then
aP must be a generator of G, that has prime order r. Hence b(aP) = P for some b €
{0,...,7—1} and so we get a contradiction. On the other hand, e(0,zP) = e(P, P)*" =1
for all P, = zP € G. The same proof holds for the second variable.

Conversely if, by contradiction, e(P, P) = 1, then it holds e(aP, P) = 1 for all @ € Z and
hence it would be P = 0.

Note that the efficient computability is a strong requirement of Definition

In order to get more general definitions, one can loose a bit the symmetry requirement,
allowing maps defined on the product of different groups.

Definition 3.6 (Asymmetric bilinear pairing). Let G1, G2 be additive cyclic groups and
let H be a multiplicative cyclic group, all of prime order r. Assume that there exists
an efficiently computable isomorphism of groups ¢ : G2 — G1, such that its inverse
0 ' Gy — Ggis not. An asymmetric bilinear pairing or type-2 pairing is an efficiently
computable map

e: G1 X G2 — H

such that it is:

1. non-degenerate: e(Py, Py) =1 for all P, € Go if and only if P, =0 and e(Py, P») =1
for all P, € G4 if and only if P, = 0;

2. bilinear: e(aS,bT) = e(S,T)%, for all a,b € Z and S,T € G.

The existence of an efficiently computable isomorphism with non efficient inverse has many
consequences. In particular, one can analyse the pairings performance, vulnerabilities of
cryptosystems due to the application of different types of pairing and the influence of
the isomorphism on relations between cryptographic problems, like Diffie-Hellman and
its variants. We do not focus on these topics: some comments on them can be found
in [53,55] and related works. If ¢ : Gy — G7 had an efficiently computable inverse,
then type-2 pairings would essentially be the same as type-1 ones. Indeed, consider e as
in and the symmetric bilinear pairing o : G2 x G2 — H, defined by the choice of
(P2, Py) = e(p(P3), P2), where Py is a generator of Gy. Note that ¢(P;) is a generator
of Gy and hence, for every S € Gy and T € Go:

e(S,T) = e(ap(Ps),bPs)
= e(p(P), o)™
o (Py, Pp)?
o(aPy, Py) = a(p 1(S),T).
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Thus, the asymmetric pairing can be viewed as a symmetric one. In general, even if ¢! is

not efficiently computable, one can define from the asymmetric pairing a symmetric one:

€: Gg X Gg — H
(aPy,bPy) — e(p(aPz),bPs) = e(p(P), PQ)“b,

with a,b € {0,...,r —1}. Note that we can prove, similarly to the symmetric case, that
when Go = (P,), then e(p(P), P2) is a generator of H. Moreover, assuming that the
hypotheses in Definition hold, we can still require DDHP to be hard in GG1, but not in
G5 any more. Indeed, it is possible to check, by means of an efficient computation, whether
e(p(aPy),bPy) = e(p(Ps),cP,). If this holds, then e(p(P), P2)® = e(p(P), P2)¢; it fol-
lows that ab = ¢ mod r and hence abP; = cP, in GG5. Given the inefficient computability
of ¢ ™1, it is not possible to apply the same idea to solve the DDHP on G;. Eventually, we
can make the previous definition even more general.

Definition 3.7. Let G, H be an additive and a multiplicative cyclic group of order r,
respectively, and let Go be an additive group where each element has order dividing r.
If there exist no efficiently computable homomorphism neither from G; to Ga nor in the
other direction, then we call general pairing the non-degenerate, bilinear map defined at
3.6]

Here the integer r needs not to be prime and the group G2 needs not to be cyclic. However,
if no efficiently computable homomorphism exists, the definition gives a type-3 pairing,
according to literature. We give this general definition, as in |39, ch. 1], since in some
works on pairing-based cryptography are considered groups of composite orders and type-
3 pairings [13,[16].

Remark 3.8. Assume that the hypotheses in Definition hold and let P; € Gy and
P, € G2, both elements of order r; then (e(Py, P»)) = H: this can be proved using non-
degeneracy and the fact that (P;) = Gj.

The converse does not hold in general: for example, if G; =2 Zy, with £ prime, and
Go = 7y ® Zy, there are no elements of order ¢2 in G5. However, the converse holds if the
order is a prime number r, because every non-trivial group Gz is cyclic of prime order.
So if e(Py, P») generates H, then both P, and P, cannot be 0, and by non-degeneracy it
follows immediately that rP; = 0,7FP, = 0. Eventually, if hP; = 0 for some h < 7, then
we come to a contradiction:

1 +# e(P, )" = e(hPy, Py) = ¢(0, Py) = 1.
The same happens if hPy = 0 for some h < r.

Remark 3.9. The non-degeneracy (1) in Definition is equivalent to the following
conditions:

e VP € Gy, P #0, 3Q € G4 such that e(P,Q) # 1;
o VQ € G, Q # 0, AP € G4 such that e(P,Q) # 1.
The proof is straightforward.

These pairings differ from the previous ones: in particular, they are not all equivalent up
to exponentiation by a constant. This follows from the next proposition.
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Proposition 3.10. Let G1, H be two cyclic groups of composite order r, with additive and
multiplicative notation respectively. Then it exists a bilinear, non-degenerate pairing

62G1 XG2—>H
(Pl,PQ)'—>h,

where G is an additive group of order d | r, Py € Gy, Py € Go are generators and h € H
is such that h® = 1.

Proof. Pick h € H of order d | r; then the map defined extending by linearity the identity
e(P1, P,) = h is non-degenerate. Indeed, if b € {0,...,d — 1} and

e(aPy,bPy) = e(P, P)® =h® =1 VYaec{0,...,r —1},

then d | ab for all a € {0,...,7—1}; thus d | b and so bP, = 0. The same argument applies
to the second variable. Furthermore we have:

e(aPy,0) = e(Pl,Pg)ad = pod — 1,

for all a € {0,...,r — 1}. Similarly e(0,bFP2) =1, for all b € {0,...,d — 1}. O

3.3 Applying the Weil pairing to cryptography

After having examined the various types of cryptographic bilinear pairings, we show that
suitable restrictions of the Weil maps produce examples of pairings for elliptic curves
cryptography. In this case, given an elliptic curve E/F,, we can construct pairings from
products of additive subgroups of the rational points E(Fqk), for some extension field
Fox 2 Fg, to the multiplicative group sz. We remark that the Weil map is efficiently
computable, thanks to Miller algorithm [57].

It is interesting to look for information on the smallest extension of Fy, such that E[r] C
E(F); the aim is to reduce as much as possible the size of the field where arithmetic
operations are performed, in order to drop their computational cost. To this purpose,
we define the embedding degree as the integer k that produces this inclusion. It turns
out that if E[r] C E(F,), then r | (¢" — 1); however, it may happen that for a certain
smaller extension field Fyx it holds that r | (¢" — 1), but E[r] ¢ E(F,). Only under
certain assumptions the previous condition is also sufficient for this inclusion to hold, as
the following theorem proves.

Theorem 3.11 (Balasubramanian-Koblitz [4]). Let E be an elliptic curve defined over Fy
and suppose that v is a prime divisor of N = |E(F,)|, such that r { ¢ — 1. Then E(F )
contains 1% points of order v if and only if r | (¢* —1).

Proof. Whenever E[r] C E(F ), byone gets pr < ), and so r | (¢ —1). Conversely,
there exists a point P € E(FF,) of order r, because r | N and groups of points are finite
abelian. If 7 | (¢* — 1), then r { ¢ and hence E(F,m) contains 72 points of order r, for
some m . Let Q@ € E(Fgm), such that P,Q form a basis for the Z,-vector space
Elr] =2 Zy X Zy. Let ®4 denote the g-th Frobenius endomorphism [2.3[on points of E(Fgm ).
Since ®, acts as a Z,-linear map on points of order r, [57, Theorem 4.10] states that its
characteristic polynomial modulo r is:

X? —tX +q <€ Z,[X],
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with t = ¢+1— N. Let A1, A2 be the eigenvalues and note that @, fixes P € E[r]NE(F,).
Therefore, A\; = 1 and then Ay = ¢; indeed, by substitution in the characteristic polynomial:

@ —tg+q=Ng=0 mod r.
Moreover, as r 1 (¢ — 1), we see that ¢ # 1 mod r and so the eigenvalues are distinct.
Thus the action of ®, on E[r| is diagonalizable and hence <I>’; is diagonalizable too. The

latter turns out to be the identity matrix; therefore all points P, Q) are fixed by @’; , which
implies that all 7-torsion points are fixed. We conclude that E[r] C E(F). O

This leads naturally to the following definition.

Definition 3.12. Let E/F; be an elliptic curve and let 7 be a prime divisor of |E(Fy)|,
coprime to gq. The embedding degree of E, with respect to r (or to a subgroup of E(F,;) of
order r), is the smallest integer k such that r divides ¢* — 1.

The choice of points when executing some protocol implicitly defines cyclic subgroups
generated by the points themselves. However, they might change at every execution of the
algorithm and we should avoid this situation. For example, to enhance efficiency during
computations of Miller’s algorithm, the pairing should act on subgroups G1,Gs of E[r]
defined over fields whose cardinality should be as small as possible. We usually assume, for
cryptographic applications, to deal with subgroups whose order gives embedding degree
k > 1. We further suppose that |E(F )| and p = char(FF ) are relatively prime, as in
section In the following analysis, the first group is always defined as:

G = E(F,)[r] = E[r]n E(Fy),

while the second one is chosen each time in order to fit the different settings. Thus we will
obtain pairings of the form:

67“|G1><G2 1 G X Gag — .

We first prove another important result about the structure of the r-torsion subgroup,
which will be useful in the proof of [3.15]

Lemma 3.13. Given an elliptic curve E/Fy, with N = |E(F,)|, and given a large prime
r | N, let k be the embedding degree of E relative to r and assume that k > 1. Then
Elr] = G1® Gy C E(Fk), where:
G1=E([F,)[r] ={P € E[r] : ®,(P) = P} rational subgroup (3.2)
Gy ={P € E[r]: ®4(P) = [q|P} trace-zero subgroup
and ®, denotes the q-th Frobenius endomorphism [2.5,

Proof. Following the proof of Theorem |3.11} we can prove that ®, has two eigenvalues
A1 =1, A2 = q as a Z,-linear map over E[r]. They are distinct modulo r, since from k > 1
it follows that ¢ Z1 mod 7; thus the r-torsion subgroup decomposes as:

E[r] = ker(®4 — Id) @ ker(®, — ¢Id) = G1 & G, O

Now we introduce a crucial map for the implementation of type-2 pairings. Let E/F, be an
elliptic curve, and let assumptions in the previous lemma hold. The trace map is defined
as:

k—1
Tr: E(F) — EF,) R Y ®i(R).
=0

We have Tr(R) € E(F,), since ®,(Tr(R)) = Tr(R) for all R € E(F,). Being the ¢-th
Frobenius map a group homomorphism, it easily follows that also the trace map is so.
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Remark 3.14. As every @@ € G is fixed by ®,, then the Frobenius trace obviously acts
on (1 as multiplication by k. Moreover, it acts on G as multiplication by (" —=1)/(qg—1).
Indeed, given S € G, we have:

k
q® —1
q—l}s

k—1
Tr(S) =S+ [g)S+[¢*)S + -+ [¢* ]S = [Z qi] S = [
=0

If we assume, as in Lemma that the embedding degree is k > 1, then we have that
k
7| (¢¥ —1) and 71 (¢ — 1), hence r | qqf_ll. Therefore Tr(S) = O and we have:

ker (Tr‘EM) =Gy im (Tr‘EM) =G

It follows from the structure of the r-torsion subgroup E[r] (2.22), that both the rational
and the trace zero subgroups have order r, since they are both non-trivial.

Theorem 3.15. In the same hypotheses of Lemmal[3.13, the restriction of the Weil pairing
€rla, xcq (or e,«‘Gchl) is non-degenerate. More generally, if G2 # G1,Gq ts any cyclic
subgroup of E[r|, then the Weil pairing restricted to G1 x G2, G2 X G1,G4 x G or Ga x G,
1s non-degenerate.

Proof. The Weil pairing e, is non-degenerate on E[r], but it is trivial on G; x G and
G4 x Gy, since both G1,Gy are cyclic and the map is alternate. Thus we can show that
for every O # P € G it exists Q € Gy, such that e, (P,Q) # 1. Indeed, assume by
contradiction that all @ € Gy give e,(P,Q) = 1 and note that, being Er] = G1 & Gy,
every point in E[r| can be written as [a]S+[b]T", with S, T generators of G, G4 respectively.
Thus the equality

er(P,[a]S + [D)T) = e, (P, S)%,(P,T)" = e,([c]S, §)%,(P,T)" = 1

gives a contradiction with the non-degeneracy condition on FE[r]. This proves the non-
degeneracy of €rlg, xayq and the same idea applies for Crlgyxay -
Moreover, let Ga be a cyclic subgroup: for every O # P € Gy, if Q € G, is such that
e-(P,Q) # 1, then it exists R € G such that R 4+ @ € G3. Therefore we get the non-
degeneracy of the restriction e, , since:

1XGa

er(P, R+ Q) = e (P, R)er(P,Q) = e, (P, Q) # 1.
The other cases can be similarly proved. O

Now, suppose that P, are generators of the groups G1 and Gy respectively, so that
E[r] = (P) ® (Q). We shall assume, in addition, that Tr(P) = [k]P # O, since in a
cryptographic context r is much bigger than & [23].

Lemma 3.16. Let {P,Q} be a basis of E[r], as stated above. Then e,.(P,Q) is a primitive
r-th root of unity.

Proof. Suppose e,(P,Q) = ¢, with ¢? = 1 for some d | ». Thus e.(P,[d]Q) = 1, by
bilinearity, and e, (Q, [d]Q) = 1, since e, is also alternating. We can write any R € E|r] as
[a] P + [b]Q, for some integers a,b. Therefore for every R € E[r]:

er(Ra [d]Q) = er(Pv [d}Q)aer(Qv [d]Q)b =1

Now, non-degeneracy implies that [d]Q = O and thus r | d. O
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We begin studying type-2 pairings (3.6]); first of all, note that given R = [a|P +[b]Q € E|r]
for some integers a, b, then Tr(R) = [ak]P. The point

T = [k]R — Tr(R) = [bk]Q

is a generator of G, unless R € G, that would give 7" = O. In applications, one can
use the generators P, T, since they can both be efficiently found. For the latter we can
construct an efficient randomized algorithm by extracting random points until one is not in
G1. We refer to [46, ch. 8] for comments on the problem of hashing to subgroups of elliptic
curves. Next, it is possible to choose R € E|[r], such that it belongs to neither (P) nor
(T'). This can be checked with the Weil pairing, since R € (P) if and only if e, (P, R) = 1.
Indeed, assume the latter condition and note that:

eT‘(Pa R) = 67‘(P7 [a]P+ [b]Q) = er(P7 P)aer(Pv Q)b = er(PaQ)b =L

As e,(P,Q) is a primitive r-th root, by Lemma [3.16 then b = 0 mod r. This proves
that R = [a]|P + O must be in (P); the converse is straightforward. Similarly, R € (T')
if and only if e,(R,T) = 1. Therefore set G2 '= (R) and note that e, . is bilinear
and still non-degenerate, by Theorem [3.15] Moreover, the trace map restricted to Ga
gives an efficiently computable isomorphism Tr|, : G2 — G1. Indeed, it is a non-trivial
homomorphism of groups, because R ¢ (T'), and we have:

Tr([h]R) = Tr([ha]P + [hb]Q) = [ha] Tr(P) + [hb] Tr(Q) = [hak]P € (P).

It is also injective, since Tr([h1]R) = Tr([he]R) implies that [h;] Tr(R) = [he] Tr(R) and
so hy = hy mod r. Note also that, assuming r # char(F ), Theorem shows that
the group E[r] is not cyclic; thus (R) cannot be the whole r- torsion subgroup and, unless
trivial, it must be a cyclic subgroup of prime order r. Then, Tr| G is also surjective and
80 it is an isomorphism; this proves that Crlg, xay for the above choice of subgroups, is a
type-2 pairing. Restricting the Weil map to G x G, we obtain also an example of type-3
pairing, where no efficiently computable, non-trivial isomorphism exists.

3.3.1 Distortion maps for the symmetric pairings

Eventually, we examine the case of symmetric pairings. However, recalling that the Weil
pairing is alternate, we have to face the problem that e, is trivial when restricted to
products G x G of cyclic subgroups of E[r|. Following the ideas in [56], we need to
introduce a particular map that modifies the points of G.

Definition 3.17. Let E/F, be an elliptic curve and let R € E(F,) be a point of prime
order r | |E(IFy)|. A distortion map, defined over a field K D Fy, with respect to the cyclic
group G = (R), is an endomorphism ¢ € Endg(FE) such that for every @ € (R), Q # O,

it holds ¢(Q) ¢ (Q).

Let
Vg,  E(Fg)[r] — Elr]\ Gy

be a distortion map with respect to the group Gy; it allows us to construct a symmetric
bilinear pairing as follows:

& G xGr— e 6(PQ) = ep(P,(Q)). (3.4)
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This map is bilinear, since the Weil pairing is so and the distortion map is a group
homomorphism. Moreover, it is also non-degenerate; to prove it, we first show that
the group G = {Y(T) : T € Gi} is cyclic of order r. Indeed, if G; = (P), then
[r](P) = 9([r]P) = O. In addition, if we assume [h]¢)(P) = O for some h < r, we
get a contradiction with Definition [3.17) since ¢([h|P) = O € (P). Therefore, Theorem
[3.15] applies, proving the non-degeneracy of é,.

Next, we investigate on conditions for the existence of distortion maps on elliptic curves,
because of their importance in applications. Since a non-zero point T' € G gives an image
W(T) # O, a distortion map exists only in case E[r] is not a cyclic group. Otherwise there
would be a contradiction, because both @ and ¥(Q) would generate the unique cyclic sub-
group of order r in E[r]. Then, by Theorem we get as a first condition r # char(Fy),
that is generally assumed to hold in applications. Consider any extension L of the field
Fg, then the ring Endy(E[r]) of endomorphisms restricted to E[r] can be viewed as the
subgroup of all Z,-linear maps on Z, x Z,. Clearly, the distortion maps with respect to
(P) correspond to those linear maps that do not have P as an eigenvector. It turns out
that they always exist when the curves are supersingular.

Theorem 3.18. Let E/F, be a supersingular elliptic curve, with embedding degree k and
let L=TF,. If P € E(F,) has prime order r, such that (r,char(F,)) = 1, then End(E[r])
1s 1somorphic to the ring of all 2 X 2 matrices over Z,. In particular, there exist distortion
maps over L, with respect to (P).

For a proof of this theorem we refer to [56]; moreover, a complete characterisation of the
embedding degrees for supersingular elliptic curves can be found in |11, Theorem IX.20].
It is interesting to notice that these curves have embedding degree k < 6. Then, it remains
to understand what happens in case of ordinary curves. Surprisingly, in most cases, there
are no distortion maps on such curves.

Theorem 3.19. Let E/F, be an ordinary elliptic curve and let P € E(F;) be a point of
prime order r # char(F,). When the embedding degree of E with respect to r is k > 1, no
distortion map with respect to (P) exists.

Proof. Assume that ¢ € End(F) is a distortion map with respect to (P) and recall that
the endomorphism ring of an ordinary curve is commutative ( [52]). Thus, the identity

Dy (P(P)) = P(2q(P)) = P(P),

holds, since P € E(F;). We know from that, being k > 1, E[r] N E(F,) = (P) is
the eigenspace of ®, with eigenvalue 1. Then ®,(R) # R for every R € E[r] — (P); in
particular, since ¥ (P) ¢ (P) by definition we get a contradiction with the previous
identity. O

The case of ordinary elliptic curves with embedding degree k = 1 is studied in [56, Theorem
7]. However, we do not consider it, since we previously remarked that in cryptographic
applications it is usually assumed &k > 1.

As a conclusion, we propose an easy example of distortion map in the case of supersingular
elliptic curves over prime fields. Consider the curve E/F), for some prime p = 2 mod 3,
of equation y? = 23 + b. First, we compute the cardinality of E(F)).

Lemma 3.20. Given the prime p =2 mod 3, let E/F, be the elliptic curve of equation
y? =23 +b; then |E(Fp)| =p + 1.
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Proof. Consider the homomorphism

*
p

xn—>x3.

p:F, —TF

Since 3 1 (p — 1), there are no elements of order 3 in F, and so ker(¢) = {1}. Thus the
homomorphism is injective, and clearly also surjective. It follows that every element in F),
has a unique cube root in this field. Therefore, given y € I, it exists unique z = /y? — b
such that (z,y) € E(F,). Having p distinct possible values for y, and counting the point
at infinity, we conclude the proof. O

Therefore, by [57, Proposition 4.29|, these elliptic curves are supersingular; we focus on
the case of b = 1. Let ¢ € 2 be a primitive third root of unity (note that (p*—-1)=0
mod 3) and define the function:

Y E(F,) — E(F)p)
(z,y) — (Cz,y) (3.5)
O +— 0.

It can be proved that v is a group homomorphism, by means of the explicit formulae for the
group law [I.9] More precisely, it is an automorphism, since it is an injective homomorphism

of E(F,) to itself. We prove that 1 is a distortion map.

Proposition 3.21. Let E/F), be the elliptic curve defined above and let P € E(F)) a point
of order v | (p+1). Then 1, defined by[3.5 is a distortion map with respect to G1 = (P).

Proof. Assume that the equality ¢(P) = [u|P holds for some integer u. The point [u]P
belongs to E(F,), but we note that 1)(P) € Fy2 \ F, and this proves that ¢(P) ¢ (P).
Indeed, if P = (z,y) with z,y € F,, then ¥/(P) = ({z,y) and assuming ({z)? = (z, we
have (P~ = 1. Since ¢ has order 3, it holds 3 | (p — 1), which is a contradiction with the
hypothesis p =2 mod 3. O

The distortion map allows to modify the Weil pairing e, in order to get a symmetric bilinear
pairing, as seen before.

38



Chapter 4

Security analysis of a pairing-based
broadcast encryption scheme

Pairings have turned out to be very useful in many protocols of modern cryptography. We
focus on an application of symmetric bilinear pairings: the broadcast encryption system
introduced by Boneh, Gentry and Waters 15|, that we denote by 9B. Its security is based
on the so called ¢-BDHE problem, which will be defined later as a variant of standard cryp-
tographic problems [3.I] In this context, we always assume that an attacker can compute
the bilinear pairing or, at least, to ask for its computation to an oracle. From now on,
pairings e : G x G — H are supposed to be symmetric , since B is implemented by
means of this type of maps. Assume, as usual, that G, H are both cyclic groups of prime
order r, with multiplicative and additive notation respectively. We denote these groups and
the relative pairing as (G, H,e). Notation will always be similar to the elliptic curve case,
where elements of GG are points and H is a subgroup of a finite field. The non-degeneracy of
e allows to solve DDHP instances in G using the pairing. Indeed, if P € G*, then e(P, P)
must be a generator of H; thus given aP,bP, cP € G, for some integers a, b, ¢, it holds:

abP =cP & e(aP,bP) =e(P,cP).

A direct consequence for pairing-based cryptography is the impossibility of building secure
cryptosystems on (G, H, e) based on the hardness of DDHP.

4.1 MOV reduction

A well known technique for the solution of DLP on elliptic curves was pointed out in
1993 by Menezes, Okamoto and Vanstone in [42]. The MOV attack, called after their
names, reduces the DLP computation from groups of rational points on elliptic curves to
finite fields. We outline the main idea of this algorithm, since it is crucial for the security
analysis. Suppose that an attacker knows P, P, € G; so its aim is to find the integer
x € {0,...,r — 1} such that P, = xP; in G. When those points are non-trivial, they
both have order r; therefore g = e(P1, P1) € H and h = e(Py, P») € H have order r too.
Since the equality g = h” holds, solving DLP in H gives the solution of the original DLP
instance. Thus to guarantee hardness of this problem on G, its counterpart on H should
be hard. The MOV attack uses a similar technique, adapted to the specific elliptic curves
case. Assume to use pairings €., obtained form a Weil pairing and a distortion map as in
and let E/F, be an elliptic curve. We refer to [42] for details in the case of a general
elliptic curve; here suppose that E is supersingular, since we are concerned with this case.
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It can be proved [49,52] that for a supersingular curve it holds:
E(Fq) = Zny © Zn,

for some integers ni,ng, such that ne | ny. In particular, applying [49, Theorems 4.2, 4.8],
the supersingular case has n1 = ny = ¢, for appropriate integers ¢, N. A DLP instance
on E is given by P € E(F,) of known order n | |[E(FF,)|, not necessarily prime, and a second
point R € (P). The MOV reduction algorithm works as follows.

Algorithm 2 Supersingular MOV reduction - Given P € E(F;) of order n on a
supersingular elliptic curve and R € (P), computes = € {0,...,n— 1} such that R = [z]|P.
Require: P € E(F,), R € (P), n = ord(P)
Ensure: z, such that R = [z|P
compute k, the embedding degree of F with respect to n
determine integers ¢, N such that E(F,) = Zey ® Zen
pick Q' € E(F,) at random
set Q = [eN/n]Q’
compute a = é,(P, Q)
compute 5 = é,(R, Q)
compute  such that f = a® in F
if R = [z]P then
return x
else

go to step [3]
: end if

—_ =
N o= O

The algorithm outputs the correct answer, since
B = én(Ra Q) = én([x]Py Q) =a”

In [42] the authors show that algorithm [2| terminates in probabilistic polynomial time; it
may happen that the point @), defined at step [4] does not produce an element « with order
n. Note that the supersingular case is peculiar, because one can efficiently compute the
embedding degree at step [} thanks to the small bound k£ < 6 and Theorem [3.11} Clearly,
the MOV attack allows to apply faster methods for the DLP solution, available in the case
of finite fields, to solve an instance of this problem on elliptic curves.

4.2 Variants of the Diffie-Hellman problem

A variant of the computational Diffie-Hellman problem is its bilinear version, which is
specifically built for the pairing-based case.

Definition 4.1. An instance of the bilinear Diffie-Hellman problem (BDHP) in (G, H,e)
is the problem of computing e(P, P)®¢, given a generator P of G and aP, bP, cP, with
a, b, c integers.

When the BDHP is supposed to be hard in (G, H,e), then the CDHP is hard in both
the groups G and H. Indeed, if we assume that the CDHP can be efficiently solved in
G, then it is possible to compute abP from an instance of the BDHP and hence find
e(abP,cP) = e(P, P)®™°, thanks to the pairing. The same result comes from the knowledge
of e(P, P)® and e(P, P)¢, assuming that CDHP can be efficiently solved in H. Along with
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the implementation of many pairing-based cryptosystems, other weakened versions of the
main cryptographic problems have been developed. In particular, we define the following
one, on which is based the security of the broadcast encryption system ‘8.

Definition 4.2. Consider the groups with pairing (G, H,e). Let S,T be generators of
G and pick an element a € ZF. An instance of the (computational) (-bilinear Diffie-
Hellman exponent problem or {-BDHE is the problem of computing e(.S, T)“Z, given S, T,
aS, a®S,...,a"™ 18, a'*1S, ..., a**S. In the same hypotheses, its decisional version requires
to decide whether e(S, T)“Z = h holds or not in H, given h € H.

Note that if an attacker is supposed to efficiently solve the CDHP in G, then it can solve
the (-BDHE problem too, computing a‘S from a*~1S, aS. We remark that the (-BDHE
problem is weaker than the BDHP too. Indeed, assuming that the latter is easy in (G, H, e),
then an adversary, knowing a/~1S, aS and T = bS, can compute e(S, S)“Z_lab =e(S, T)“Z,
solving the first problem.

We say that A < B if the problem A can be solved in polynomial time, with polynomially
many queries to an oracle that solves B. Then, we summarize the connections between
cryptographic problems introduced before:

¢{—BDHE < BDHP < CDHP < DLP.

The same relations hold for the corresponding decisional versions. The common approach,
when studying the hardness of such problems, is to investigate the probabilistic advantage
that an adversary has in solving one of them.

Definition 4.3. A probabilistic algorithm A4, that outputs an element h € H, has advan-
tage ¢ in solving an instance of the .-BDHE problem in (G, H,e) if

Pr [A (S, T,aS,a?S,...,a" 18, a" s, ..., a%S) =e(S, T)aé] > e.

The probability is taken over the random choice of generators S, T € G, the random choice
of a € Z; and the random bits used by \A.

There are similar definitions for all other variants of the Diffie-Hellman problem, but here
we focus on the -BDHE one. Moreover, in its decisional version the adversary is asked
to distinguish e(S, T)“Z from a random value h € H. In this case, the advantage of an
attacker is defined as follows.

Definition 4.4. A probabilistic algorithm A, that outputs a bit b € {0, 1}, has advantage
¢ in solving an instance of the decisional /-BDHE problem in (G, H, e) if
1
‘ Pr [.A (S, T,aS,ad%S,...,a" 1S, a"'s,. .. ,a%S;tO,tl) = b} — 2‘ > e,
where ¢, = e(S, T)“g and t;_, = e(S,T)". The probability is taken over the random bit
b € {0,1}, the random choice of generators S,T € G, the random choice of a,t € Z} and
the random bits used by A.

This definition is based on how far the probability that A guesses the correct bit is from
1/2. Note that when it is equal to 1/2 the algorithm is choosing the output at random, so
it has no advantage in solving the problem.

Definition 4.5. We say that the (decisional) (t,e,¢)-BDHE assumption holds in (G, H, e)
if no ¢-time algorithm has advantage at least ¢ in solving the (decisional) /-BDHE problem
in G.
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4.3 Semantic security of the system ‘5

In the remainder of this chapter we want to connect the security of the system 9B to
the decisional (t,e,¢)-BDHE assumption, and provide a result about the hardness of the
latter problem. Firstly, we need to define the chosen ciphertext security of a broadcast
encryption system against a static adversary. The usual way to define it is by means of an
attack simulation and the probability that it has success. Let us recall the construction of
a particular case of 8, proposed in |15, Section 3.1], since it gives an example of notation
that will be used later. Consider n users and denote by S the set of recipients. The system
is based on the following algorithms, that work on (G, H,e).

e Setup(n) picks a random generator P € G and random elements a,y € Z*. Then it
computes P; == o'P, for i = 1,2,...,n,n+2,...,2n, and @) = vP. The algorithm
outputs the public key:

kp:=(P,P,..., Py, Poia,..., Pa) € G*
and the private keys D; = vP;, for all users i € {1,...,n}.

o Encrypt(S, k) picks a random ¢ € Z, it sets an encryption key ks = e(P,, P1)" and
it let:

Hdr = (tP, Q+ > tPuj1
jes
be an header, that will be included in the message. Then, the encryption algorithm
outputs the pair (Hdr, kg).

e Decrypt(S,i, D;, Hdr = (Cy, C1), kp) outputs the decryption key
e(5;, Ch)

k,’ =
e (Dl + Zje&j;ﬂ' Pn+1—j+ia CO)

The simulation that follows describes an attack from a set of previously authorised users,
that now collude to get information on a broadcast message. The adversary chooses the set
of recipients and tries to disclose the secret key relative to the message. Security is based
on the indistinguishability of the secret key ks € H from a random element of H. We
denote by A and C the attacker and the challenger respectively; assume they both know
the number n of users and let S denote the set of all authorised users. Then the simulation
consists of the following steps.

1. Initialization 1. A chooses to attack the target set S* of authorised users.

2. Initialization 2. C invokes Setup(n) and sends to A the resulting public key k, and
the private keys D;, for all ¢ ¢ S*.

3. Query phase 1. A adaptively issues decryption queries, q1, ..., ¢n, that are triples
¢ = (ui, S;, Hdr;), where u; € S; € S* and Hdr; € G2 are valid headers. C invokes
Decrypt(S;, u;, D;, Hdr;, k) and answers with the decryption key k;.

4. Challenge. C runs the algorithm Encrypt(S*, kp), that outputs (Hdr*, k*). Then C
chooses a random bit b € {0, 1}, sets ky = k* € H, it picks a random key ki € H
and it sends to A the triple (Hdr*, ko, k1).
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5. Query phase 2. A continues to adaptively issue decryption queries ¢pi1,---,qd,
where each query is a triple ¢; = (u;, S;, Hdr;), where u; € S; € S* and Hdr; € G2
are valid headers, with the additional constraint Hdr # Hdr*. Then C answers as in
step 3]

6. Guess. A outputs the guess v’ € {0,1} for b and wins the challenge if ¥’ = b.

We make some comments on the previous attack.

e The attacker is static, because the target set of users is chosen at step [l and it is
never updated during the simulation.

o A gets the private keys outside the set S*, since we are assuming that users in S\ S*
collude to attack a message directed to S*.

e During the second query phase, we assume that the attacker cannot issue a decryption
query of the form (u, S*, Hdr*), with u € S*, because this case would reveal the secret
key.

e This simulation tests the indistinguishability of the correct couple (Hdr*, k*) from
(Hdr*, k), for a random k € H.

Then we define security in terms of the advantage in winning against C in the previous
simulation.

Definition 4.6. A broadcast encryption system is (¢,e,m,qq) chosen cyphertezt secure,
or (t,e,n,qq) CCA secure, if for all t-time algorithms that make a total of ¢4 decryption
queries it holds

Pr{A(n) =b] — -| <e, (4.1)

where the algorithm A behaves as in the previous attack simulation, n is the number of
users and b € {0,1} is the random bit that A has to guess. The probability is taken
over the random choices of the simulation. In particular, a broadcast encryption system is
(t,e,m) semantically secure when it is (t,e,n,0) CCA secure.

The idea proposed in [15] is to prove that the -BDHE assumption implies the semantic se-
curity of the broadcast encryption system defined in [15, Section 3.2[; recall that the system
depends on a parameter and on the number of users, denoted by n and B respectively.

Theorem 4.7 (Semantic security). Consider the groups with pairing (G, H,e). For any
positive integers B and n = kB, k € N, the B-broadcast encryption system is (t,e,n) se-
mantically secure, assuming that the decisional (t,e, B)-BDHE assumption holds in (G, H,e).

We do not give the proof of this result, which can be found in [15, Theorem 3.1].

4.4 (-BDHE problem hardness in the generic group model

Theorem implies that we can study semantic security by means of investigating the ¢-
BDHE problem’s hardness. We determine in this section an upper bound to the advantage
of a generic algorithm in solving this problem, mainly following [12]| and [3§].

Before stating the main theorem of this section, we need to define the generic group model,
introduced by Shoup in [51]. This model can deal with adversaries that do not exploit any
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special feature of the group structure in their attacks. Adversaries in this setting are Turing
machines dealing with bit strings instead of group elements. They can store information
in their memory, but they are not able to compute group operations or pairings on their
own: these operations are provided by oracles. An encoding function of a finite group G on
the set {0,1}™, for some integer m, is an injective map o : G — {0,1}". The encoding o
associates to every group element a distinct bit string. We adapt the definition of generic
algorithm given in [51] to the case of pairing-based cryptography.

Definition 4.8. Consider the groups with pairing (G, H, €) and let m € N be the length of
encodings. A generic pairing-based algorithm A is a probabilistic algorithm that behaves
as follows.

o [t takes as input two encoding lists; the first one contains encodings of elements in
G, denoted by Lgs = (o(P1),...,0(Ps)), where P, € G and o(P;) € {0,1}" are
random bit strings, for ¢ = 1,...,s. The second one contains encodings of elements
in H, denoted by Ly = (o(h1),...,0(h:)), where hj € H and p(h;) are random bit
strings, for j =1,...,t.

e During the execution, it has access to three oracles. The answer to every query
is appended to the appropriate list, so that after the ¢-th query the new lists are
LG stq and Ly stq,, With ¢ = ¢1 + ¢2. Consider now the (¢ + 1)-th query; then
two oracles output random bit strings o(P; £ P;) or o(e(P;, Pj)) in {0,1}™, given
i,7 € {1,...,8 + ¢1} and one more bit, in the first case, that specifies the group
operation. The last oracle outputs random bit strings o(h; - h;ﬁl) e {0,1}™, given
i,7 € {1,...,t 4+ g2} and one more bit that specifies the operation. Assume that if
A makes twice the same query, then the oracles must give twice the same answer.
Suppose also that A and the oracles keep track of outputs during the simulation.

e It outputs a bit string, denoted by A(Lg s, Li,t) € {0,1}*, in the set of binary strings
of arbitrary length.

These oracles are indistinguishable from ones that encode elements by means of two random
encoding functions, as long as these maps satisfy the following definition.

Definition 4.9. Consider the groups with pairing (G, H,e). The encoding functions o :
G — {0,1}™ and o : H — {0, 1}™ are compatible with the oracles of Definition [1.8]if there
exist two sequences Pi,..., Psrq, € G and hy, ..., hyyq, € H, such that o(F;), o(h;) are
equal to the outputs of the corresponding queries and such that it holds:

Po=P£P;,  hy=hi-hi',  h=e(P,P)

according to the choices made in the corresponding query. Here ¢ = qg + qg is the total
number of queries.

The main limitation of the generic approach is that it may exist some specific algorithm
that exploits features of a particular group or bilinear pairing to achieve some more efficient
attack. However it is possible, by means of this analysis, to get information on the hardness
of a problem, at least in this abstract framework. Such techniques provide evidence that
a cryptographic problem could be suitable for implementing a cryptosystem and that it
should not be discarded, as long as all known algorithms for solving it are generic. When
some specific one is known, the elliptic curve and other security parameters should be
chosen in order to make that algorithm have no advantage on generic ones. For further
comments on this model and its validity we refer to [36].
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4.4.1 General Diffie-Hellman Exponent problem

Before investigating the /-BDHE problem’s hardness in the generic group model, we define
it in a more general form, suitable for the next theorem. Let r be a prime integer and let
s,t,n be positive integers. In the following part Z,[X]| = Z,[X1, ..., X,] will denote the
ring of n-variate polynomials over the field Z,. Let us consider the two vectors

U(X) = (u1(X),...,us(X)) € Z,[X]?,
V(X) = (vi(X),...,n(X)) €Z.[X]",

and the n-variate polynomial f € Z,[X]; we assume that u; = v; = 1. Let (G, H,e) be a
pair of groups with pairing. Consider a generator P € G and set h := e(P,P) € H. The
(U, V, f)-Diffie-Hellman problem in (G, H, e) is the problem of computing h/(®) € H, given

<P, us ()P ... ug(x) P, h, hP2®) h”t(x)> e G x H,

with © € Z}. Its decisional version is the problem, given the same inputs as before, to
distinguish /") € H from a random element ' € H. The polynomials, once evaluated,
give values in Z, and so this new problem describes general instances of some variant of
the DLP, as ones defined in Section [£.2] In particular, to get an instance of the (-BDHE
problem it suffices to choose:

U(X1, Xo) = (1, Xo, X1, X2, XL xHL X35,
V(X1 X5) = (1), (4.2)
(X1, X2) = XX,

Next, we define dependence and independence relations for polynomial vectors, in the
context of pairing-based cryptography.

Definition 4.10. Let U = (1,ug,...,us) € Z;[X]* and V = (1,va,...,v:) € Z;[X]' be
two multivariate polynomial vectors, with s, ¢ positive integers. We say that a polynomial
f € Z,[X] is dependent on the vectors U, V if the identity:

s t
F=>" aijuiug + brog,
k=1

ij=1

1<J
holds for some constants {a; j}i<j.ij=1,.s and {bg}r=1, ¢ in Z,. We say that f is inde-
pendent on U,V if it is not dependent on them.

Furthermore, let d; denote the total degree of f € Z,[X] and define the total degree of a
polynomial vector U € Z,[X]* as dy := max{ds|f € U}. Then, next definitions are useful
to deal with lists where a generic pairing-based algorithm stores information during the
execution. Assume that encodings are associated to polynomials.

Definition 4.11. Let L = {(04,v;)|i = 1,...,k} be a list, where (0;,v;) € {0,1}* x Z,[X]
for every ¢ = 1,...,k. We say that there is a collision in L if there exist two elements
(0i,v;) and (0j,v;) in L, with 4 # j, such that o; = 0, but v; # v;.

Definition 4.12. Let L = {(0y,v;)|[i = 1,...,k} be a list, where (0y,v;) € {0,1}* x Z,[X]
for every i = 1,..., k. We say that L is coherent, with respect to = = (x1,...,z,) € Z}, if
for all pairs ((0;,v;); (05,v;)) € L? it holds:

viFvg = vi(x) # ().
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4.4.2 An upper bound on the advantage in generic bilinear groups

This generalisation allows to find the following upper bound on the advantage that a generic
algorithm has, in solving the decisional (U, V, f)-Diffie-Hellman problem in (G, H,e). In
particular, it will give an upper bound for the special case of the /-BDHE problem.

Theorem 4.13. Let U € Z,[X]* and V € Z,[X]! be two vectors of n-variate polynomials
over Zy,. Let f € Z,[X] be an n-variate polynomial over Z, and set d := max{2dy,dy,dy}.
Let G and H be cyclic groups of prime order r, with additive and multiplicative notation
respectively and let e : G X G — H a symmetric bilinear pairing. Consider a generator
P € G and set h :== e(P, P). If f is independent on U,V , then for any generic pairing-based
algorithm A, that makes at most q queries to the oracles, it holds:

. [A (a(U(:c)P),Q(hV( )),> _, TEL yEL, bE {0,1},] _1

d(q+s+t+2)?
to t1 2 =
o(h™), o(h') ty = f(z), ti_p =y

- 2r ’

where o and o are random encoding functions of G and H respectively. Here o(U(x)P)
and o(hV®)) denote the lists of encodings o(u;(z)P), for alli=1,...,s, and o(h*®), for
allj=1,...,t.

According to Definition the left hand side of the above inequality is the advantage of
an adversary, which will be denoted by Adv4(g,r). The proof of this theorem depends on
the next lemma, which follows from results in [50].

Lemma 4.14. Let K[X| = K[X1,...,X,] be the ring of n-variate polynomials over the
field K. Let p(X) € K[X] be a polynomial of total degree d and assume that p is not
tdentically zero. Consider any finite subset S of the field K. Then, if x1,...,xy, are chosen
independently and uniformly from S, we get:

d

Prlp(z1,...,2,) =0] < —

S|
Proof. Arguing by induction on the number n of variables, in case of n = 1 the above
bound holds, since the polynomial p is univariate and hence it has at most d roots. In
case of n > 1, consider d; = degy, (p) and assume, without loss of generality, that dy > 1.
Therefore, one can write:

di
p(X1,. . Xn) =) X{gi(Xa, ..., X).
=0

By definition of d;, the polynomial g4, cannot be identically zero and we note that its total
degree is at most d — dy. Thus, by inductive hypothesis, it holds:

d—d;

P ) =0] <
r[le(w% ,l‘) 0]— |S|

Moreover, evaluating the polynomials g; at xo, ..., x, we get the univariate polynomial

di
F(X1) =) Xigi(wa, ..., zn).
i=0

Let ¢; and 2 be the events that gg4, (z2,...,2,) = 0 and f(z1) = 0 respectively. Observe
that, if the event e; does not occur, then Xfllqd1 (2, ...,xy,) is not identically zero; this
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implies that also f is not identically zero. Being f univariate, the case of n = 1 applies,
giving the inequality Pr[ea|—e1] < di/|S|. Eventually, since the event 2 occurs if and only
if p(x1,...,2,) =0, we conclude as follows:

Pr[é‘g]

Prle; A 9] + Pr[ea A (—e1)]

[e1 A £3] + Prleg|—e1] Pr[-eq]

[51] + Pr[é‘g‘—'&‘ﬂ

—dy  dy d

d—di & _ a4 O
5| S| 19|

Note that this bound gives non-trivial information only when deg(p) < |S].

r
r

IN

P
P
d

IN

Proof of Theorem[{.13 Consider an algorithm C that interacts as follows with A. In order
to deal with the decisional version of the (U, V, f)-Diffie-Hellman problem we append the
polynomials vy == Ty and v4o == T} to the vector V(X), getting V'(X, ..., Xn, To, T1).
We will use them to model the two elements that the adversary tries to distinguish. During
the whole simulation C updates the following lists, where it stores the initial inputs and
new answers to the queries issued by A:

LG,k = {(Ui7ui) 1= 17 cee 7TG,k}7 LH,k = {(9]77)]) j - 17 .. '7TH,k}7

where u; € Zy[X1,...,Xy], v; € Z;[X1,...,Xpn,To,T1] and 04,05 € {0,1}", for some
integer m. We associate encodings to polynomials, whose evaluation determines the group
elements, up to the choice of a random generator P € G. The lists Lg i, L 1, are indexed
with %, which is the number of issued queries. The constraint 7q +7pr =k +s+t+2
must hold for all £ =0,...,q. Moreover, let S and Rj denote the sets of encodings on G
and H respectively, given by all the first entries of pairs in Lg 5, and Lp ;. The simulation
consists of three parts.

Initialization. At k£ = 0 the algorithm C puts the input values in the lists, setting:

Lgo=A{(oi,u;) :i=1,...,760 = s}, Lo =A{(0j,v;):j=1,...,7u0 =t + 2},

with u; € U(Xq,...,Xp), v; € V(Xy,..., Xy, T, T1) and oy, o; distinct random stings in
{0,1}™. The order r of G and the initial encodings Sy, R¢ are given to A; without loss of
generality, we further assume that A makes oracle queries only on strings obtained from
C.

Query phase. At each step k= 1,..., ¢ the interaction between A and C consists of one
of the following queries.

e Group operations in G, H. Whenever A asks for a group operation in G, it specifies
a pair of encodings o0;,0; € Sy—1 and a bit indicating the operation o; £ 0. Then
C sets 7q 1 = 7gk—1 + 1 and performs the polynomial operation u; & u; = Urg -
If Urg, = W for some [ < 7g —1, then it defines Orgp = Ol otherwise it chooses
Org,, as a new random bit string in {0,1}™ \ {o1,...,07,,_,}. Eventually, C sets
Lok = Lak—1U{(0rg,, Urg, )} and sends o, to A, that updates the encoding set
relative to G as Sp = Sp—1 U {07, }- ’

The procedure for a group operation query in H is analogous.

e Bilinear pairing. The algorithm A specifies a pair of encodings 04,0, € Sp—1. Then
C sets Ta = THx—1 + 1 and performs the polynomial operation wu; - u; =: Vrpy -
If vy, = v for some | < 7y k1, then it defines or,, = g; otherwise it chooses
Ory, @s a new random bit string in {0,1}"™ \ {o1,...,0ry, ,}. Eventually, C sets
Lyg = Lygg—1Y{(0ry > Vry,)} and sends o, , to A, that updates the encoding set
relative to H as Ry = Rg—1 U {0, }-
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Guess. After at most ¢ queries, A terminates and returns ¥’ € {0,1}. Then C chooses
random z1,...,2p,t € Z, and a random bit b € {0, 1}, setting ¢, == f(x1,...,2z,) and
ti—p = t. Eventually, C concludes the simulation evaluating polynomials in Lg 4, Ly g at
X, =ux;,fori=1,...,n, Ty =tg and T1 = t;.

Note that Lg 4, Lu,4 are collision-free, by construction. Moreover, once the polynomials
are evaluated, the bit strings are associated to group elements. Thus, C outputs are
indistinguishable from encodings by means of random encoding functions o : G — {0,1}™
and o : H — {0,1}™, compatible with the oracles simulated by C, when both Lg 4, Lu
are coherent with respect to z1,...,Tn,,to,t1: let €5 be such event. Otherwise an oracle
would encode the same element with two different binary strings, as follows from Definition
M.12] Therefore we need to bound the probability that 5 occurs. Firstly we consider the
symbolic substitution 7 = f(X1, ..., Xy): we claim that it does not create new polynomial
identities. Indeed, note that the variable T} appears only in polynomials v; and assume
v = v;—v; # 0. Since the queries produce only sums and product from initial polynomials,
we can write v as:

s t
v = Z QU Uy + Z byvv + coTo + c1Th (4.3)
pA=1 y=1
P<A

for suitable constants a, x, by, co, ¢1 € Z,. From the independence assumption, it clearly fol-
lows that f is independent on U, V' in Z,[X1, ..., Xn, To, T1]. So if v # 0, but the substitu-
tion causes the right hand side of [£.3]to vanish, then the independence of f would be contra-
dicted. Therefore we now work on polynomials in the variables X1, ..., X, T1_3. The prob-
ability that w; — uj(z1,...,2z,) =0, for some u; # u; in Lg 4, or v; —vj(z1,...,25,t) =0,
for some v; # v; in Ly 4, is bounded by d/r. Indeed, Lemmaapplies with K = § = Z,
and, by construction, d bounds the total degree of all the polynomials. Since there are at
most 2(‘1+s'2"t+2) such pairs (u;,u;) and (vs, vj), we get:

2
R%fgé<q+s;t+62d<d@+s+t+®.

r r
When &, occurs, the simulation gives Pr[t/ = bles] = 1/2 and the following inequalities
hold:
1 Pr|-e,
Prt) = b] < Pr[b’ = bles](1 — Pr[—eg]) + Pr[-es] = 2 + r[2€ ]7
1 Pr[-e,
Prfi =) 2 Prly = bl (1~ Prfey) = 5 — T

Thus, we conclude that

r[—es <d@+s+t+22

]
O
2 - 2r

1 P
Pr[t) =b] — =| <
[P =1~ b <
Theorem gives relevant information on some specific problem, since the bound adapts
itself to the choice of input polynomials. In particular, Theorem applies when such
input vectors are defined as in Indeed, f(X1,X2) = X{X5 is independent on U,V in
Z,[X1, X3]. To prove it, assume that

20+1
XfXQ = Z A AU UN + ba

HyA=1
p<A
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for some a, ,b € Z,. It follows that we should have the identity

l _ A
X1 = Z/\e{l,...,6—17£+1,...,2£} a2\ X1,
which cannot hold for any sequence ap ) of coefficients. Recall that this choice of the
inputs gives the polynomial model for the -BDHE problem in a pair of groups with pairing
(G, H,e). Therefore the advantage of a generic algorithm A in solving the corresponding

decisional problem is bounded by

2
< 20(q+20+4)

Adva(q,r,0)
.

7 (4.4)
where ¢ is the maximum number of queries allowed to A. This inequality implies a lower
bound on the complexity of such adversary, where the time, here, is measured by the
number of queries. Indeed, consider an advantage ¢ € [0, 1/2] and assume that A can issue
at most ¢ queries; then the inequality gives, after few computations:

q> 1/%—26—4:: Gomin (7 €, 0). (4.5)

Thus gmin(r, €, £) is the minimum number of queries needed to achieve advantage at most
¢ and we conclude that any generic adversary, achieving such advantage £, must take time
at least Q(gmin(r,,¢)). Recall that, if f,¢g: N — R are two real valued functions, the big-
omega notation, f(n) € Q(g(n)), means that there exist two constants C € R and N € N,
such that it holds the inequality | f(n)| > C|g(n)|, for all n > N. We will estimate later the
complexity of each query in a specific case, in terms of finite field operations. Evidently,
the lower bound grows with the group order r, so that large groups give a higher security
level, as expected.

Remark 4.15. Let € € [0,1/2] and n, B € N be some fixed parameters; then the system
B is (t,e,n) semantically secure for every ¢ < gmin(r,e, B), since the decisional (¢,¢, B)
BDHE assumption holds in the same hypotheses and Theorem applies. Thus we deduce
information on the parameters for the semantic security of the cryptosystem B. The
parameter ¢ measures the number of queries issued by an adversary.

4.4.3 Limitations of the generic group model: an example case

The key point in the proof of is the indistinguishability of the polynomial simulation
from a real one. When the coherence of both encoding lists is achieved, an adversary A
observes the same answers as those produced by a real oracle, which outputs encodings
given by a specific encoding function of some group. Therefore an attacker would behave
the same way in both cases; guessing on encodings of abstract polynomials, before their
evaluation, the probability that A outputs the correct bit must be 1/2. The assumption
that all encodings are random strings is particularly strong and it restricts the significance
of Theorem for real applications, although it remains an important theoretic result.
Indeed, the particular representation of real elements, such as points on elliptic curves,
matters, as it could make their encodings adversarially distinguishable from uniformly
distributed ones. An example is provided by the following attack from [47]. Let E/F,
be an elliptic curve over a prime field, for some large prime p; for every integer k, the
point (X,Y,Z) € E(Fpk) is represented by means of projective Jacobian coordinates, if
the corresponding affine point has coordinates (X /72, Y/Z3). Thus it is a homogeneous
representation, where the first and second coordinates have weight 2 and 3 respectively.
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Recall that Jacobian coordinates allow to construct efficient formulae for point operations.
Assume to use standard algorithms for doubling, addition and scalar point multiplication,
as defined in [10]. Let T € E(F,) be a point of prime order r, with affine coordinates
(xr,yr); then pick a secret integer k and set P := [k]T, represented by means of Jacobian
coordinates (Xo, Yp, Zp). Denote by P;, for i = 1,...,[, the intermediate points obtained
during the execution of the doubling-and-add algorithm for scalar multiplication; moreover,
let (X;,Y;, Z;) and (x;, y;) be their Jacobian and affine coordinates respectively. The binary
encoding of k is given by:

(k)2 = (ks km—1, .- ko) & k=Y k2,
j=0

with k; € {0,1}, for j = 0,...,m, and m = |logy(k)]. We claim that it is possible to
guess the least significant bit ko with probability at least 2/3, in the case of p=1 mod 3.
Indeed, let us focus on the computation of the Z-coordinate; recall that the attacker knows
Jacobian coordinates for P, and hence also its affine representation (zo,yo). For each bit k;
of (k)2 the double-and-add algorithm performs one of the following intermediate operations:

1. if k; = 1, the addition P; := [2]P;_y + T, which yields:

JoT ’
:Ej — T

where (X7, Y/, Z}) = P} = [2] Pj_1;

2. if k; = 0, the doubling P; = [2|P;_1, which yields:

Z.
Yj—1

Note that, from (zg,yp), one can efficiently compute a:;, by summing —T = (a7, —yr)
, or y;—1, by reversing the affine version of the doubling formulae . Furthermore
assume, for example, kg = 0, which causes the last step in the double-and-add algorithm
to be a doubling as in case [2] To briefly analyse the probability to spot the correct ko we
use the following lemma, that follows from [31}, Proposition 7.1.2].

Lemma 4.16. Let ¢ = p™ be an odd prime power, for some integer n > 1. Assume that
r| (¢ —1), then the following hold:

o x € I} 15 an r-th power in Fj if and only if ale-V/r = 1;
e there are exactly (¢ —1)/r distinct r-th powers in Fy.

Therefore, since p =1 mod 3, the above Lemma implies that ﬂi(’” is not a third power
0

in F), with probability 2/3. In this case, the adversary would immediately understand the
correct value for kg, because the last step of the scalar multiplication could not be an addi-
tion as |1l Otherwise, there are at most three candidates for (Xi,Y7,Z1) and it is possible
to check if halving the results is possible or not, looking again for a contradiction. By
means of this backtracking technique, the adversary can guess kg, with probability higher
that 2/3; a similar procedure works if ky = 1. To avoid this specific attack one should
use projective coordinates only for internal calculations, giving outputs only by means of
affine coordinates. This analysis could not be performed in the generic group model, where
encodings are random bit strings, which do not take account of such vulnerabilities.
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In conclusion, although the application of Theorem produces some important infor-
mation on the security level of the decisional £-BDHE problem and asymptotic bounds on
the parameters, one should be aware that these result does not guarantee the semantic
security in all particular cases. To the best of our knowledge, only generic algorithms are
available for solving this problem and so one can take advantage of the results of these
section, when studying the security of the broadcast encryption system ‘B.

4.5 A family of elliptic curves for the secure implementation
of symmetric pairings

The hardness of the ¢-BDHE problem in a pair of groups with pairing is not the only
concern, when investigating the security of ‘8. Other vulnerabilities should be taken into
account: this section aims to show that there exist suitable elliptic curves for the imple-
mentation of symmetric pairings. We mainly refer to |[46] for comments on topics that we
do not examine in detail.

The MOV reduction, outlined in Section allows to reduce instances of the discrete
logarithm problem on an elliptic curve to instances of the same problem on a finite field,
taking advantage of bilinear pairings. Pairing-based cryptography requires to choose elliptic
curves that enable efficient pairing computation as well as a high security level. Usually, a
suitable elliptic curve E/F, should admit pairings taking values in sufficiently large finite
fields, such that the MOV reduction is ineffective. In particular, the following conditions
should hold:

e the DLP must be computationally infeasible in the cyclic subgroup E(F,)[r] < E|[r],
for some prime number r | N = |E(F,)| such that (r, char(F,)) = 1;

e the DLP must be computationally infeasible in F;k, where k is the embedding degree
of E with respect to r (3.12]).

The former requirement is achieved when r is a large prime factor of N, while the latter
depends on the embedding degree, which can be studied by means of Theorem Recall
that the /-BDHE problem is weaker than the DLP and so cryptosystems must be even more
protected from discrete logarithm attacks. A classical result by Hasse |52, ch.V, Theorem
1.1] gives information about the number of rational points on E.

Theorem 4.17 (Hasse). Let E/F, be an elliptic curve and let N denote |E(F,)|. Then it
holds:

IN—q—1] <24

Thus, when ¢ is large, N has roughly the same bit size as ¢, because from the above
inequality we get:

c1logq <log N < c3logq
for some constants c1,co € R. Then, the parameter

log q
0=
ogr

measures the ratio between the bit sizes of N and r. In order to get the above condition
on r, the ideal case is to choose a curve with ¢ &~ 1. Then the embedding degree k is
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completely defined by ¢ and the choice of the bit sizes of  and ¢*, since log ¢*/ logr = ko.
Recall also that we will always assume, as in section that |[E(F,)| and p = char(FF,) are
relatively prime, to avoid the anomalous attack [57]. Common ranges for these parameters
can be found in [24], where the authors define, as follows, requirements needed to get
elliptic curves suitable for pairing-based cryptography.

Definition 4.18. An elliptic curve E/F, is pairing-friendly if the following two conditions
hold:

1. o <2, for some prime integer r | V;
2. the embedding degree k of E' with respect to r is less than logy(r)/8.

Pairing-friendly curves must be specifically constructed, since randomly chosen ones have
small probability to satisfy this definition, as shown in [4]. We refer to [46, ch. 4,10] for the
construction of pairing-friendly curves. Currently, the most efficient cryptographic pair-
ings come from elliptic curves (or higher-dimensional algebraic varieties). As explained in
Section distortion maps are needed to get non-degenerate symmetric pairings from the
Weil ones. More generally, the same ideas apply also in the case of more efficient elliptic
curve pairings, such as the Ate ones and their variants. Therefore, as explained in Section
only supersingular elliptic curves allow the construction of symmetric pairings, which
are required for implementing 8. In [24] there is a classification of these curves, which
shows that they admit only embedding degrees k € {1,2,3,4,6}. Due to results in [1,6},27],
it is advised to avoid supersingular elliptic curves defined on fields of characteristic 2 and
3. This restricts significantly the choice of parameters, since the remaining cases give em-
bedding degrees k =2 or k = 3.

In recent years, improvements in the asymptotic complexity of the DLP computation in
finite fields have been achieved, forcing to update parameters of pairing-friendly elliptic
curves. In our case the best choice is a supersingular curve E/F,, over some field with
large prime characteristic char(F,) = p > 3, since the embedding degree is small. Medium
characteristic fields should be avoided too. Indeed, authors of [6] show that there exists an
algorithm solving the DLP in Fg, which has quasi-polynomial computational complexity
(log Q)O(loglog Q) when Q = ¢*™, g & m and m < ¢+ 2. In our case, having few choices
for the embedding degree, the size of p should be decided depending on the complexity of
the DLP computation in F x = Fyn, for some integer n.

Remark 4.19. For a large prime p, we have the following cases, from [46| Section 9.3.10].

1. If n is prime, then the complexity depends on whether the prime p is the root of a
polynomial, i.e. p = P(u) for P(X) € Z[X], or it has no special form. In the former
case only the generic algorithms apply, giving asymptotic complexity Ly (1/3,1.923),
where the complexity function Ly (4, ¢) is defined by . In the latter case, methods
from [32] apply, but it holds deg(P) = 2, so they give the same generic complexity,
as in the former case.

2. If n is composite, we distinguish the same cases as before; new methods for the DLP
computation, proposed in |7,34,48|, apply. Therefore, if p is the root of a polyno-
mial of degree at least 3, then the asymptotic complexity becomes Lyn(1/3,1.56);
otherwise, it is Lyn(1/3,1.74).

According to [46], when n is composite, the field size should be enlarged, with respect to
the first case, by a factor 2 or 4/3 respectively.
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Next, let k be the embedding degree of E/F, with respect to r. Recall that the image
of every pairing, taking values in a group of order r, is a subgroup of sz. However, to
better determine the security of a pairing-based cryptosystem, we point out that this is
not always the minimal field containing the group w, of r-th roots of unity. Indeed, u,
lies in the minimal embedding field F o, ), where ord,(p) denotes the order of p in the
multiplicative group Z;. This gives an embedding into an extension of the field IF,,, which
is not necessarily an extension of F,. The difference in size between F » and the minimal
embedding field can be relevant, as the following result from [30] proves.

Proposition 4.20. Let g = p™ be a prime power and let E/F, be an elliptic curve; consider
a prime number r, dividing |E(F,)|, and let k be the embedding degree of E with respect to

r. Then it holds:
ord,(p)

- ged(ord,(p), m)

Proof. To ease the notation, set § := ord,(p) and ~ := ged(d, m). By Theorem [3.11] £ is
the smallest integer such that ¢* =1 mod r; it follows that & | (§/7), since:

1=p’ = (p‘;)m/ﬂ/ = q‘s/'y mod 7.

Furthermore, the congruence p™* =1 mod r implies that § | mk and hence % | "Tbk In

conclusion, it holds % | k, because gcd(%, %) =1. O]
Thus the minimal embedding field is F ora,) = Fpry, instead of Fgx = Fpem and so the

bit sizes of elements in these fields differ by a factor of m. Moreover, it is possible to
enlarge this gap as wanted, by increasing the exponent m relatively prime to ord,(p);
these differences disappear when ¢ is a prime number. In general, the elliptic curve choice
for cryptographic applications should guarantee that the DLP is computationally infeasible
in the minimal embedding field and not only in F r. Tt follows from [8] a characterisation
of this field.

Proposition 4.21. Assuming that the hypotheses in Theorem[{.20 hold, then the minimal
embedding field of E with respect to r is Fpn if and only if v | ®,,(p), where ®,(X) is the
n-th cyclotomic polynomial.

After this review of the main security requirements, we introduce a family of pairing-
friendly supersingular elliptic curves that satisfy them, under the choice of suitable pa-
rameters, and that admit an efficient pairing. These curves were first proposed in [54]
and, in a more general fashion, in [59]. They are a valuable choice for the implementation
of the broadcast encryption system B and, in general, for all cryptosystems that require
symmetric pairings. Take a prime p > 3, such that p = 5 mod 6, set ¢ := p? and let
b € IF, be a square, but not a cube. Then define the elliptic curves Ej by means of the
affine equation
EyJF,: y* =23 + 0.

The authors of [54] suggest to use the reduced Ate paring, from [29], since they propose
a faster algorithm for its computation on the curves Ej,. In addition, [56, Theorem 2|
provides explicit distortion maps on these elliptic curves. It can be proved that the group
of F,-rational points on all curves Ej has cardinality

|Bb(Fq)| = p* —p+1.
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For the sake of security and efficient pairing computation, consider the largest prime divisor
r of | Ey(F,)| and assume that 72 { | Ej,(FF,)|; then the pairing should be defined on the group
G = Ey(Fy)[r]. Examples of elliptic curves satisfying all previous conditions are given in
the article. By Proposition [.21], the minimal embedding field of all the curves Ej, with
respect to 7, is F6 = [F 3, since ®g(p) = |E(F,)|. Note that in this case the embedding
degree must satisfy the inequality 2k > 6 = ord,(p) and we know that k € {2,3}. Thus
it must be & = 3 and so there is no difference between the embedding field F » and the
minimal one.

The first concern, before considering the computational complexity of the pairing com-
putation, is about the security of these curves. As remarked above, the large prime p
should guarantee the computational infeasibility of the DLP in Fpe. In particular, since
its cardinality is a prime power with composite exponent, it should be assumed that the
complexity of the DLP computation is bounded as in the second case of Remark [£.19] The
other security issue that could concern curves Ej is the Weil descent attack. The idea,
first pointed out in [25], is to reduce the DLP from an elliptic curve over a composite
finite field to the same problem on another curve over a smaller field, where more efficient
methods apply. In the case of curves Fj this attack can be performed with computa-
tional complexity O(q). Recall that f(n) € O(g(n)) if there exists a constant ¢ such that
f(n) € O(g(n)log(g(n))). According to [54] the prime p should be at least an integer of
200 bit length, in order to get a curve secure against the Weil descent attack.

4.5.1 Computational complexity of the group law and pairing computa-
tion: the case of curves E,

In Section [£.4.2] Theorem gives a lower bound for the running time of an adversary
solving the decision ¢-BDHE problem, with maximum advantage . Assuming that an
attacker has access to oracles computing the group law, on elliptic curve points, or the
bilinear pairing, then time was measured as the number of queries to these oracles. Here
we collect their computational complexities in terms of finite field operations. Despite
Theorem deals with a polynomial form of such queries, a real adversary would have
access to oracles that work on rational points of some elliptic curve. Consider the family
of curves Ej, defined above, and the symmetric pairing of [54, Definition 1]. Assume to
compute it by applying the modified Miller’s algorithm |54, Algorithm 1| and suppose that
points are represented by means of affine coordinates. For the study of computational
complexity, denote by M,, S, and I, the multiplication, squaring and inversion in Fj,»
respectively. Let II denote the computation of the p-th Frobenius map over s and assume
that it has the same computational complexity as the p3-th Frobenius map computation
over the same field. Eventually, let exp;, denote the exponentiation by h in Fjs. According
to [28], efficient arithmetic can be performed in the optimal extension field Fpn, which
satisfies the following requirements:

e p =2/ — ¢, for some integers ¢, ¢, such that log, |c| < ¢/2;
e an irreducible polynomial f(X) = X" —w € F,[X] exists.
Furthermore we need to encode p — 1 in the following Non-Adjacent Form (NAF):

¢

p—1= Zsﬂj, (4.6)

J=0

where s; € {—1,0,1} and sjs;4; = 0 for all j = 0,...,1 — ¢q. Refer to [10, ch. IV]
for an algorithm that gives this encoding. Note also that each integer has a unique NAF

o4



representation; let wf\? Ap and wy,p denote its number of 1 and —1 components respectively.
All these assumptions, which are verified in the examples proposed by [54], lead to the
following complexity for the pairing computation:

(49 + 81 + 8wy oy + Bwyap) Mz + (9 + 21 + 2w o + 3wy p) M+
H(7+ 2l + wi o p + wyap)S2 + (24 1)Se+ (4.7)
+(5 4+ 1+ wi yp + Wy ap)l2 + 11 + 21T + 1expy,,

where h = |E(F,)|/r. Moreover, assuming that all the previous hypotheses hold, we
study also the complexity of each group operation query. Indeed, the corresponding oracle
performs an addition or a subtraction of points in E(F,2), which both require the following
number of finite field operations:

3Ma + 115. (4.8)

Evidently, addition queries are much less expensive that pairing ones; note also that to
refine the result in we need a lower bound on the complexity of every query. Since
no information on the adversary’s strategy is known, a conservative assumption is that all
queries are group law computations on G. Therefore it follows that Remark holds
with

tmin (7, €, B) = qmin (7, €, B)(3Ma + 113).

In this context, the time parameter in the decision -BDHE assumption measures the
number of finite field operations.

Remark 4.22. The group operation query of Theorem [£.13] can be easily modified in
order to allow operations such as aP; = BF;, where o, 8 € Z, and F;, P; € G are admissible
query inputs. The procedure would be the same, since the new oracle would associate a bit
string to the polynomials cu; &= Bu; in the same fashion as before. Moreover, the proof does
not change, since the maximum total degree of the resulting polynomials is the same as
in the original argument. However, we do not introduce such modified query in this work,
because the above analysis would depend on the computational cost of scalar multiplication
[m] in E(F,), defined by There are many different efficient algorithms that compute
it; their complexity depends on the elliptic curve specific parameters; some classical ones
are proposed in [10]. The easiest method is the double-and-add algorithm |10, Algorithm
IV.1]; it can be adapted to the case of multiplication for some integer m, written in NAF
form, by replacing addition with subtraction in the steps corresponding to components —1
of the encoding. Its complexity becomes:

(wiap + Wyap) (BM2 + 11) + [logy(m)](4Ms + 115),

which is still less than the paring computation’s complexity examined before. Hence the
analysis of the bound in the case of modified oracles would be similar as above.

4.6 Conclusions and open problems

In Chapters [T] and [2] we introduced the mathematical background of pairing-based cryp-
tography. We mainly examined the construction of the Weil maps, which give examples of
cryptographic pairings. The general definitions of the latter ones are reviewed in Chapter
B since there are many versions of those definitions in literature. The main topic, studied
in Chapter [ is the security of the broadcast encryption system proposed in [15]. The
semantic security of this cryptosystem is connected to the decisional -BDHE assumption
by [15, Theorem 3.1]. In Section we proved the hardness of the latter problem in the
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generic group model, adapting [16, Theorem A.2| to the case of our interest. From this
result, we deduced a lower bound on the complexity of an adversary with advantage ¢.
Its running time is expressed in terms of queries to oracles computing the group law and
the bilinear pairing. This result allows to give a bound on the semantic security parameters
for the encryption scheme Some drawbacks of the generic group model are examined
in Section f.4.3} in particular, there is an example from literature showing that the spe-
cific encoding of points violates, in some cases, this model’s assumptions. Eventually, we
analysed the main security issues of pairing-based cryptography, that can be avoided by
a meaningful choice of the elliptic curve. This raises the issue of the existence of suitable
curves for implementing the studied encryption system; in particular, supersingular ones
are needed. In Section is proposed a family of such curves, that admit an efficiently
computable pairing. Eventually, given its computational complexity, we refined the lower
bound in terms of finite field operations.

An article by Lubicz and Sirvent [38] introduces a slightly different version of the generic
group model. Recall that the original one, followed in this thesis, is based on oracles that
output random bit strings, as answers to queries. These random choices correspond, at
the end of simulation, to the application of random encoding functions. In contrast, in
the new model two encoding functions are randomly chosen at the beginning and oracles
answers follow the group law induced by these maps. Then authors study the set of group
law pairs, that remain indistinguishable from the induced ones. The final probability, that
gives the bound, is computed over the random choice of such pairs over this set. It could
be interesting to adapt their results to the decisional /-BDHE problem. This would lead
to new lower bounds on the attack complexity.
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