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Abstract—In the 21st century financial fraud is on the rise in many institutions. Newly released Federal Trade Commission data shows that 

consumers reported losing nearly $8.8 billion to fraud in 2022, an increase of more than 30 percent over the previous year. The main goal for 

us is to develop an efficient fraud detection system and utilize blockchain to create a decentralized banking application. Our team has 

collaborated on various cutting-edge technologies, such as machine learning and blockchain, to create a sophisticated fraud detection system. 

We have implemented three machine learning algorithms, namely Logistic Regression, Decision Tree, and Random Forest, which have been 

used to improve the accuracy of the model for detecting fraudulent activities. As for fraud aversion, we have used the Blockchain technology 

which provides a tamper-proof system that can securely record and track financial transactions, ensuring transparency and security. This feature 

makes it an ideal solution for fraud prevention, as it guarantees that all transactions are legitimate and free from any manipulations. By 

combining the power of machine learning and blockchain technology, our team is confident in providing an innovative solution that will benefit 

all stakeholders involved 
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I.  INTRODUCTION 

The digitization of the world has brought about a plethora of 

benefits to society, such as greater connectivity, convenience, 

and access to information. However, it also comes with certain 

drawbacks that we cannot ignore. One of the most pressing 

issues is the rising number of fraudulent activities in various 

sectors such as banking, healthcare, retail, education, and 

charity. These sectors rely on online transactions and data 

storage methods, making them vulnerable to fraudulent 

activities. According to Juniper Research, online payment fraud 

losses are expected to exceed $206 billion by 2025. The effects 

of fraud go beyond financial losses and can have serious 

repercussions on an individual's personal and professional life. 

It can erode trust in institutions and systems and undermine the 

integrity of the entire financial system. To tackle this problem, 

our team has developed a comprehensive fraud detection system 

that leverages the power of machine learning and blockchain 

technology.  

Our primary objective is to build an efficient fraud detection 

system and use blockchain technology to create a decentralized 

banking application that is secure and transparent. Our team has 

collaborated on several state-of-the-art technologies, including 

machine learning and blockchain, to design a sophisticated fraud 

detection system. We have incorporated three machine learning 

algorithms, namely Logistic Regression, Decision Tree, and 

Random Forest, to enhance the accuracy of the model for 

detecting fraudulent activities. These algorithms are used to 

identify patterns and anomalies in data that could indicate 

fraudulent activities. Blockchain provides a tamper-proof 

system that can securely record and track financial transactions, 

ensuring transparency and security. This feature makes it an 

ideal solution for fraud prevention, as it guarantees that all 

transactions are legitimate and free from any manipulations. 

Blockchain technology is designed to create a decentralized, 

transparent, and secure digital environment, where all financial 

transactions can be monitored in real-time. 

Our project aims to address this issue by developing a 

sophisticated fraud detection system that leverages the power of 

machine learning. It is time to take proactive measures to 

safeguard ourselves and our organizations from fraudulent 

activities. 

II. AIMS AND OBJECTIVES 

The main aim of this project is to detect fraudulent transactions 

which are happening lot these days using Machine Learning and 

to help avert future fraudulent operations with the help of 

Blockchain.  

The objectives we focused on can be explained in four points:  

i. To perform an initial survey of the existing work to 

know its limitations. 

ii. Create user-friendly interface for users to perform 

banking operations on the blockchain easily. 
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iii. Making an accurate and efficient machine learning 

model to predict frauds in financial transactions. 

iv. Optimizing the system for more accurate detections. 

These are the major objectives we worked on during this project 

implementation. This is a feature rich project which will bring 

privacy, security and efficiency to a traditional banking sector and 

help solve many existing problems. 

III. LIMITATIONS OF EXISTING SYSTEM 

Although impressive, the existing systems had multiple 

limitations which was understood by us while working on the 

literature survey where we analysed several research papers 

from reputed journals. We covered an in-depth explanation of 

these in our survey paper titled “Survey on Fraud Detection 

using Blockchain”. Given below is the Literature survey table to 

give one an overall understanding about the different systems out 

there. 

 
Table: Comparison of present mechanisms with proposed methodology 

 
 

The above table gives us an overall understanding about the 

different pros and cons of the existing systems. As you can see that 

only the proposed system which we have mentioned at the end has 

all the pros, meaning it has overcome all the limitations of the 

existing systems given users the upmost experiences. The major 

limitations or concerns for these existing systems would be: 

i. Security Issues 

ii. Service Charges, Middle-man costs 
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iii. Geographical Barriers 

iv. Improved data quality 

Security Issues aroused with the existing systems where one can 

say that Internet banking is completely insecure as there are many 

chances of data leakage and hackings which can lead to financial 

losses to the users. Even though many organizations or systems 

does not charge the users some do, and this might be seen as a 

limitation, but these charges are quite nominal and sometimes even 

zero. 

IV. FRAUD DETECTION SYSTEM 

We propose a system that addresses the limitations of existing 

fraud prevention technologies by making a system where fraud 

detection is done using machine learning and fraud aversion is 

done using blockchain. Existing fraud prevention technologies 

have limitations, such as being rule-based, expensive, and 

generating false positives. We propose a system that addresses 

these limitations by using machine learning algorithms to detect 

fraud. Machine learning algorithms can be trained on historical 

data of fraudulent transactions to learn what to look for.  

 

Once the algorithms are trained, they can be used to scan new 

transactions for signs of fraud. This system is more effective at 

detecting fraud, less expensive to implement and maintain, and 

generates fewer false positives. Here are some of the machine 

learning algorithms that can be used for fraud detection: 

 

Logistic regression: Logistic regression is a supervised learning 

algorithm that can be used to predict the probability of an event 

occurring. In the context of fraud detection, logistic regression can 

be used to predict the probability of a transaction being fraudulent. 

Decision trees: Decision trees are a supervised learning algorithm 

that can be used to classify data. In the context of fraud detection, 

decision trees can be used to classify transactions as fraudulent or 

non-fraudulent. 

Random forests: Random forests are an ensemble learning 

algorithm that combines multiple decision trees to make a 

prediction. In the context of fraud detection, random forests can 

be used to improve the accuracy of fraud detection by combining 

the predictions of multiple decision trees. 

 

These algorithms help identify patterns and anomalies in data 

that could indicate fraudulent activities. Our proposed system 

provides a more robust solution for fraud prevention that addresses 

the limitations of existing systems and ensures the security and 

integrity of financial transactions 

V. FRAUD AVERSION SYSTEM 

We propose a system where we have developed a web3 

decentralized banking application where users will be able to send 

and receive money using their Metamask wallet. 

The application will be built on top of the Ethereum blockchain 

and will use smart contracts to store and manage user funds. Users 

will be able to create accounts, deposit funds, and send and receive 

money to other users. 

The application will be secure and transparent, as all transactions 

will be recorded on the blockchain. Users will also have complete 

control over their funds, as they will be able to access their wallets 

directly without the need for a third party. 

We believe that this application will revolutionize the way people 

bank. It will provide a secure, transparent, and user-friendly 

alternative to traditional banking. 

Here are some of the benefits of using our decentralized banking 

application: 

• Security: All transactions are recorded on the 

blockchain, which is a secure and transparent ledger. 

This makes it very difficult for fraudsters to operate 

undetected. 

• Transparency: All transactions are visible to everyone 

on the network. This makes it difficult for fraudsters to 

tamper with financial records. 

• Control: Users have complete control over their funds. 

They can access their wallets directly without the need 

for a third party. 

• Efficiency: Transactions are processed quickly and 

efficiently. There is no need to wait for approvals from 

banks or other intermediaries. 

• Cost-effectiveness: Transactions are very cost-effective. 

There are no fees charged by banks or other 

intermediaries. 

We believe that our decentralized banking application is a superior 

alternative to traditional banking. It is more secure, transparent, 

efficient, and cost-effective. We are confident that it will 

revolutionize the way people bank. 

How Users Send and Receive Money Using Metamask: 

Metamask is a cryptocurrency wallet that allows users to interact 

with decentralized applications (DApps). To send or receive 

money using Metamask, users first need to create an account and 

add funds to their wallet. Once they have funds in their wallet, 

they can use Metamask to connect to DApps and send or receive 

money. 

To send money, users simply need to enter the recipient's address 

and the amount of money they want to send. Metamask will then 

encrypt the transaction and broadcast it to the network. The 

recipient will then be able to see the transaction and claim the 

funds. 

To receive money, users simply need to share their address with 

the sender. The sender can then use Metamask to send the funds 

to the address. The recipient will then be notified of the incoming 

funds and will be able to claim them. 

Overall, the decentralized banking system is a more secure and 

fraud-resistant alternative to the traditional banking system.  

 

The figure below shows the flow of how our system processes and 

analysis data for prediction purposes. It explains or highlights the 

overall working of the machine learning part, the diagram is quite 

self-explanatory 
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Figure 1: Process Flow Chart 

 

The Block diagram below explains the stepwise procedure of how 

the entire system works.  

 
Figure 2: Block Diagram of entire model 

VI. RESULTS 

Below are the screenshots of our Model’s Application: 

 

 
Figure 3.1: Transaction Completion 

 

 
Figure 3.2: Ganache Workspace 

 

 
Figure 3.3: Blocks of Blockchain 

 

 

 
Figure 3.4: Comparison of Algorithms 
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Figure 3.5: Output of Fraud value 

 

 
Figure 3.6: Output of Normal value 

 

After the text edit has been completed, the paper is ready for 

the template. Duplicate the template file by using the Save As 

command, and use the naming convention prescribed by your 

conference for the name of your paper. In this newly created file, 

highlight all of the contents and import your prepared text file. 

You are now ready to style your paper.  

 

COMPARISON OF ALGORITHMS: 

We used three different machine learning algorithms to detect fraud 

in credit card data: random forest, decision tree, and logistic 

regression. You found that random forest had the best performance, 

with an accuracy of 99.99%. Decision tree had an accuracy of 

99.81%, and logistic regression had an accuracy of 94.87%. 

There are several reasons why random forest performed better than 

the other two algorithms. First, random forest is more robust to 

overfitting. Overfitting occurs when a model learns the training 

data too well, and as a result, it does not generalize well to new 

data. Random forest is less likely to overfit because it is made up 

of a collection of decision trees, each of which is trained on a 

different subset of the data. 

Second, random forest can handle imbalanced data better than 

decision tree and logistic regression. Imbalanced data is data where 

there are more instances of one class than another. In the case of 

credit card fraud, there are far more instances of non-fraud 

transactions than fraud transactions. Random forest is better at 

handling imbalanced data because it uses a technique called 

bagging, which helps to reduce the impact of the majority class. 

Finally, random forest can capture non-linear relationships 

between features better than decision tree and logistic regression. 

Decision trees and logistic regression can only capture linear 

relationships between features, while random forest can capture 

non-linear relationships as well. This is important because many of 

the relationships between features in credit card data are non-linear. 

Overall, random forest is a more effective algorithm for detecting 

fraud in credit card data than decision tree and logistic regression. 

It is more robust to overfitting, it can handle imbalanced data better, 

and it can capture non-linear relationships between features. 

 

 

 

IMPLEMENTATION EXAMPLES: 

There are multiple big companies working on the same principle to 

make an efficient fraud detection model. Some are successful but 

others are still trying to figure out their work. These companies’ 

are: CipherTrace [21], Chainalysis [22], Elliptic [23], AnChain.AI 

[24], Scorechain [25], Nuggets [26], MetaCert [27], BigPanda [28], 

Unbound Tech [29], Forte [30]. 

These Companies act as an example or can provide motivating 

guidance for new comers to work on their projects efficiently.  

 

 
Figure 3.7: GUI of ML Model 

 

VII. CONCLUSION 

In conclusion, the benefits of digitization are evident, but the 

increasing frequency of fraudulent activities is a significant 

challenge that requires a comprehensive solution. Fraudulent 

activities can have far-reaching effects beyond financial losses, 

undermining trust in institutions and systems, and eroding the 

integrity of the entire financial system. Our team has responded to 

this challenge by developing a fraud detection system that lever- 

ages machine learning and blockchain technology. By 

incorporating sophisticated algorithms and tamper-proof systems, 

our solution aims to enhance the accuracy of fraudulent activity 

detection, improve efficiency, transparency, and trust in financial 

transactions, and create a more secure digital environment for all 

stakeholders involved. We believe that our project has the potential 

to have a significant impact on the financial sector and beyond. It 

is time for proactive measures to prevent fraudulent activities and 

safeguard ourselves and our organizations from financial losses 

and reputational damage. Our team’s solution is one step towards 

this goal, and we are committed to ensuring its success and 

promoting a more secure and trustworthy digital environment for 

all. 
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