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Abstract-Cloud computing, an Internet based computing model, has changed the way of data owners store and manage data. In such 

environment, data sharing is very important with more efficient data access control. Issuing an aggregate key to users on data enables and 

authorizes them to search for data of select encrypted files using trapdoor or encrypted keyword. The existing schemes defined for this purpose 

do have certain limitations. For instance, Cui et al. scheme is elegant but lacks in flexibility in access control in presence of multiple data owners 

sharing data to users. Its single trapdoor approach needs transformation into individual trapdoors to access data of specific data owner. Moreover, 

the existing schemes including that of Cui et al. does not support federated cloud.  In this paper we proposed an efficient key aggregate 

searchable encryption scheme which enables multiple featuressuch as support for truly single aggregate key to access data of many data owners, 

federated cloud support,query privacy, controlled search process and security against cross-pairing attack. It has algorithms for setup, keygen, 

encrypt, extract, aggregate, trapdoor, test and federator. In multi-user setting it is designed to serve data owners and users with secure data 

sharing through key aggregate searchable encryption The proposed scheme supports federated cloud. Experimental results revealed that the 

proposed scheme is provably secure withrelatively less computational overhead and time complexity when compared with the state of the art. 

Keywords – Security, Key Aggregate Searchable Encryption, Federated Cloud, Singe trapdoor search, Query Privacy. 

I. INTRODUCTION 

Cloud computing is widely used for data storage and 

computing resources. The services rendered by cloud in 

terms of data storage, retrieval and sharing of data are 

provided through Internet. Therefore, the service is linked to 

untrusted channels and vulnerable to attacks and data 

leakage. Data owners need to encrypt data before 

outsourcing to cloud to avoid leakage. However traditional 

encryption is not flexible for data sharing and searching on 

the encrypted data. It is important to have mechanisms to 

share data to multiple users with better access control 

mechanisms. Sharing data and security keys to intended 

users is important. There are many searchable encryption 

schemes such as [1], [6], [8], [9] to mention few. These 

schemes support keyword search on encrypted contents. It is 

found that searchable encryption is very much suitable for 

data sharing over public cloud. Such schemes also prevent 

adversaries from lunching attacks on data.  

In this context, the aim of the research presented in this 

paper is to propose a security scheme that fulfils many 

security requirements. They include searchability, 

compactness, keyword privacy, and aggregate key 

unforgeability. From the literature we found that the work in 

[6], [40] and [41] is close to our work in this paper. Cui et al. 

[6] proposed a scheme for key aggregate searchable 

encryption. In this scheme data owner provides aggregate 

keys to users to enable them to access only authorized data. 

It is done by users with generation of trapdoors that facilitate 

searching over encrypted data. This scheme is found 

efficient as its size of aggregate keys and cipher texts does 

not rely on number of users and number of documents. 

However, it has some limitations in terms of keyword 

privacy and aggregate key unforgeability. Aggregate 

searchable encryption schemes are also found in [40] and 

[41]. Authors of [40] proposed verifiable searchable 

encryption where only one aggregate key is sent by data 

owner to user which is meant for search and also 

verification. Wang et al. [41] proposed a searchable 

encryption process which is authorized through secure key-

aggregation. The three schemes aforementioned are able to 

support one of the security requirements. Compactness is 

supported by [6] and [40] while [41] supports keyword 

privacy. The scheme in [42] also does not support multi-

owner environment also. In addition to the aforementioned 

drawbacks, the existing schemes do not support single 
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trapdoor based access to data of multiple data owners and 

also lack support or federated cloud. We designed a scheme 

to overcome the drawbacks and support single trapdoor and 

federated cloud besides common security requirements. Our 

contributions are as follows.  

We proposed a key aggregate searchable encryption scheme 

that leverages security and flexibility to secure data and 

share it among cloud users with controlled access to 

authorized documents. Particularly, our scheme enables 

users to gain access to data of multiple owners with a single 

trapdoor leading to computational and communication 

efficiency. The proposed scheme is designed work with 

federated cloud as well which brings more flexibility in 

cloud data sharing. We proposed several algorithms that 

constitute the proposed scheme for more optimal and 

efficient key aggregate searchable encryption. We made 

security analysis of the proposed and existing schemes such 

as [40] and [42] against many security features such as 

query privacy, controlled search process and security against 

cross-pairing attack. Our study also throws light on the  

1. We implemented the proposed scheme to evaluate 

the algorithms and overall scheme in multi-user 

cloud environment and the observations are 

compared against state of the art schemes.  

The remainder of the paper is structured as follows. Section 

2 reviews literature related to security schemes particularly 

on key aggregate searchable encryption methods suitable for 

cloud environments. Section 3 presents the proposed scheme 

with underling algorithms. Section 4 presents security 

analysis of the proposed scheme.  Section 5 presents 

comparison of proposed and existing schemes. Section 6 

presents results of experiments in terms of time complexity 

and space complexity. Section 7 concludes the paper and 

gives directions for future scope of the research.  

II. RELATED WORK 

This section reviews literature related to security schemes 

particularly on key aggregate searchable encryption methods 

suitable for cloud environments. Dong et al. [1] proposed a 

searchable encryption scheme with specific keys to users of 

the system. It is implemented to have secure data sharing in 

untrusted servers’ environment. Li et al. [2] proposed a 

methodology for convergent management scheme for 

security and data deduplication in distributed environments. 

Centry and Peikart [3] considered worst case security 

scenarios and proposed trapdoor construction methods. Lu et 

al. [4] proposed an aggregate signature scheme which is 

based on lattice and unordered in nature. It solves the 

problem of aggregate signature using intersection method. 

Reddy and Gopal [5] proposed a scheme for data security 

and sharing of data with aggregate signature scheme using 

identity-based keys. Cui et al. [6] proposed a key aggregate 

searchable encryption scheme for cloud computing. It 

enables data owner to share data across users with secure 

access control. Chen et al. [7] investigated on attribute based 

signatures with a novel approach suitable for outsourced 

security mechanism. Li et al. [8] considered hybrid cloud for 

building an access control mechanism that supports keyword 

search on the encrypted data.  

Curtmola et al. [9] made efficient constructions for 

searchable symmetric cryptography. Chu et al. [10] defined 

key-aggregate encryption mechanisms with data sharing 

support with required scalability. It is designed to be feasible 

for cloud storage. Gu et al. [11] focused on lattice based 

approach for public key encryption which supports keyword 

search. The search mechanism works on the encrypted data. 

Boneh et al. [12] proposed schemes for broadcast 

encryption. These schemes are with private keys and short 

cipher texts besides being collision resistant. Regev [13] 

focused on reducing worst case lattice problems by 

analysing concepts such as learning with errors, 

cryptography and random linear codes. Li and Kim [14] 

proposed a novel approach known as hidden lattice based 

signatures but does not consider anonymity revocation in 

their approach. Centry et al. [15] proposed a method for 

sequential aggregate signature based on trapdoor-

permutation concept towards a unified security framework.  

Boneh et al. [16] proposed a scheme for identity based 

encryption which is space efficient and does not consider 

pairings. It is based on the theory of ternary quadratic forms. 

Alwen and Piekert [17] focused on the problem of 

generating random lattice which is hard. Their idea of 

generation of hard random lattices is based on shorter bases 

generation. Du et al. [18] proposed an aggregate encryption 

scheme without certificates. It was designed to be useful for 

data security in healthcare industry. Shor [19] focused on 

discrete logarithms and prime factorization which is used in 

polynomial-time algorithms required for quantum 

computing scenarios. Liu et al. [20] proposed a coarse-

grained access control approach useful for hybrid cloud with 

searchable encryption. This scheme is designed to work in 

multi-user environment. From the literature, it is ascertained 

that there are many security schemes suitable for cloud 

environment to support data sharing and access control in 

secure fashion. However, the research in [6], [40], [41] and 

[42] is closely related to the work in this paper. These 

schemes do not support single trapdoor for accessing data of 

multiple owners and federated cloud. To overcome this 

drawback, we proposed a scheme that outperforms state of 

the art.   
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III. PROPOSED SCHEME 

We proposed a KASE scheme that is designed to leverage 

performance and efficiency of both data owners and data 

users in multi-owner, multi-user federated cloud 

environment.  

3.1 Problem Definition  

Before defining the problem, it is useful to know the 

breakthrough achieved by existing KASE schemes explored 

in [29], [40] and [42]. KASE enables secure sharing of data 

in multi-user cloud environment where data owners encrypt 

data and generate aggregate keys for the same. These 

aggregate keys are shared to data users to have authorized 

search over encrypted data. Towards this end, data users can 

generate trapdoors to search the encrypted data to obtain 

required data directly. Each data owner might have number 

of data users. The breakthrough achieved by KASE is that 

the aggregate key size and cipher text size remains constant 

for any number of data users. Thus KASE has potential to 

leverage operational efficiency in multi-user setting of cloud 

storage. Though KASE is designed to solve problems in 

group data sharing which is indispensable in cloud 

environments, it has significant limitations.  

1. The existing KASE solutions need a trapdoor to be 

generated by a data user to gain access to all 

documents shared by a single data owner. It does 

mean that data users must have multiple trapdoors 

to access data in multi-owner setting. A data user 

who desires to query electronic documents 

authorized to him by multiple owners needs to send 

multiple trapdoors to cloud server to get access to 

those documents. As of now, there is no provision 

to have a single trapdoor generation by a data user 

to access data of multiple users. This is the 

potential limitation of existing KASE schemes.  

2. Federated cloud is the seamless integration of 

different cloud platforms for achieving diversified 

business needs, scalability and availability. It 

combines all kinds of cloud deployments with a 

common standard. It offers vendor-neutral 

computing services on demand to be highly robust 

and scale up the resources beyond any boundaries. 

The existing KASE solutions were not designed to 

run in federated cloud environments. They are 

designed to run a single cloud multi-owner and 

multi-user setting. Designing a KASE scheme to 

work in federated cloud is another challenging 

problem.  

3.2 Our System Model  

We designed a system model for proposing a novel KASE 

scheme to address problems mentioned in Section 3.1. It 

reflects a federated cloud environment that is not explored in 

existing KASE research found in [29], [40] and [42]. Let the 

federated cloud denoted as F= {C1, C2,…, Cn}. There are 

multiple owners who share electronic documents to 

authorized users in a meaningful cloud based application. 

Multiple data owners are denoted as O={o1, o2, …, on). Each 

data owner may share number of electronic documents, 

denoted as D={d1, d2, …, dn}, to authorized users. There are 

multiple data users who are authorized to access electronic 

documents of multiple owners denoted as U={u1, u2, …, un}. 

Our system model is illustrated in Figure 1. Each data owner 

encrypts documents and associated keywords using our 

proposed scheme described in Section 3.3. The encryption 

results in cipher text for both electronic document and its 

associated keywords. Then the encrypted content is saved to 

federated cloud. The storage in federated cloud does mean 

that each encrypted document may be stored in one of the 

constituent clouds. Data storage and retrieval are managed 

by a program known as federator. Documents {d1, d2, d3, 

d4} shared by data owner o1 may be saved in constituent 

clouds C1, C2, C3 and C4 in F. Then for set of documents of 

o1, an aggregate key is generated and shared to one or  

more data owners. In the same fashion, documents {d1, d2, 

d3, d4} shared by data owner o2 may be saved in constituent 

clouds C1, C2, C3 and C4 in F. Then for set of documents of 

o2, an aggregate key is generated and shared to one or more 

data owners. 
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Figure 1: Proposed system model for efficient key aggregate searchable encryption with single trapdoor for accessing files of multiple users in 

federated cloud environment 
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The novelty of our method is that when aggregate keys 

{ko1,agg, ko2,agg, kon,agg} of multiple owners are shared to data 

users an overall aggregate key is generated by data user. 

Then data user can generate single searchable trapdoor for 

accessing all encrypted documents of multiple owners. 

Another novelty of our scheme is to work in federated cloud 

environment which is indispensable in the future of cloud 

usage. Then the user submits the trapdoor to federated cloud 

where federator uses the trapdoor to search for documents 

across the constituent clouds and returns search results to 

data user. In the proposed system model data user is not 

generating a separate trapdoor for accessing each data 

owner’s shared documents unlike existing KASE schemes 

discussed in [29], [40] and [42]. The provision to exploit 

federated cloud improves flexibility of our scheme as it is 

suitable for future of the cloud deployments in the real 

world. Another important aspect of our scheme is to allow 

data user to have single trapdoor for all shared documents 

by multiple data owners which makes it further efficient 

computationally and ease flexibility in operations.  

There are many use cases of our scheme in real world 

applications. For instance, in healthcare domain, a doctor 

(data user) can view different medical documents of many 

patients with a single trapdoor. In fact, doctor need not be an 

expert in cryptography as the scheme is built in an 

application in a user-friendly fashion. Moreover, the data 

user (doctor) does not know the internal operations 

pertaining to security as they are transparent to end users. 

Another use case suitable for using our scheme is that a 

project manager (data user) can gain access to all work or 

documents of team members (data owners) in a software 

development company. This way thousands of use cases are 

possible in cloud-assisted real world applications.  

3.3 Our Scheme 

Our scheme for KASE with single trapdoor for multi-owner 

data sharing in federated cloud computing is realized by 

defining a set of algorithms as presented in Table 1. The 

parties involved in our scheme include Cloud Service 

Provider (CSP) or cloud server, data owner who has original 

documents to be shared to a group of users and data user 

who is authorized to access documents shared by data 

owners.  

 

Table 1: Brief description of our algorithms 

Algorithm Signature Description Who runs it? 

Setup Setup(1λ,n) It produces system parameters required for security 

by taking inputs such as security parameter (λ)and 

total number of documents (n) of data owner.  

CSP 

Keygen Keygen It generates a key  pair public key (pk)-secret key 

(msk) 

Data owner 

Encrypt Encrypt(pk, i, m, KW) The ith document is encrypted using inputs such as 

public key (pk), cipher text class (i), a specific 

keyword (KW) and message (m) 

Data owner 

Extract Extract(msk, S) Generates ASE key (kagg). It is used to give access 

on set of documents of owner to set of users. It takes 

inputs as secret key of data owner (msk) and his 

owned set of documents (S).  

Data owner 

Aggregate Aggregate(kagg1, kagg2,...,kaggk, 

S1, S2,..., Sk)  

 

Takes aggregate keys of multiple owners and 

generates a single aggregate key (kagg). 

Runs at user side 

Trapdoor Trapdoor(kagg, w) By taking aggregate key (kagg) and keyword (w), it 

generates a single trapdoor (Tr) with which user can 

access documents shared by multiple owners. 

Data user 

Test Test(Tr, S, i) Performs actual search operation over encrypted 

documents (C) using trapdoor (Tr), set of shard 

documents (S) and document index i.  

CSP 

Decrypt Decrypt(kagg, S, i, Ci) It takes cipher text class (Ci), index I, set of permitted 

documents S and aggregate key (kagg) as input and 

Data user 
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results in decrypted document (m) 

Federator Federator() This will be used only  to delegate execution of Setup 

and Test algorithms to constituent cloud service 

providers in federated cloud. 

This algorithm is 

automatically invoked by 

the scheme while 

performing Setup and Test 

functionalities in 

federated cloud. 

 

These algorithms are designed to achieve multiple objectives such as compactness, correctness, proper delegation of rights, 

preserving query privacy, strict authorization and resistance to collision attacks. Compactness denotes that the size of aggregate 

key and is independent of number of files and number of cipher text classes. Another requirement of compactness objective is 

constant size of ciphertext. Correctness refers to the fact that a document (m) search by user using a keyword (w) should return 

true only when that exists in ciphertext documents (C) with given trapdoor (Tr). Proper delegation of rights indicates that search 

and decryption rights from data owner on collection of documents are delegated to users and users can perform search and 

decryption operations accordingly. Table 2 shows different notations used in the proposed scheme. 

Table 2: Notations used in our scheme 

Notation Description 

 
Denotes aggregate key given by data owner 

 
Denotes public information 

Ci Denotes ciphertext 

D Denotes large amounts of data 

I Denotes index 

ki Denotes an encryption key 

KW Denotes keyword in a document  

M Denotes a message 

Msk Denotes a master secret key 

N Denotes number of documents of a data owner 

Pk Denotes public key 

S Denotes a set of indices 

S1, S2,...,Sk Denotes different sets of document indices 

SP Denotes generated system parameters 

Tr Denotes a trapdoor 

Tri Denotes a trapdoor output 

W Denotes a query keyword 

Β Denotes a secret key 

 
Denotes security parameter 

 

Preserving query privacy does mean that the trapdoor (Tr) 

given by user to cloud server should not disclose its contents 

to any third party including cloud server. Strict authorization 

refers to the fact that only authorized users should be able to 

access data as per access rights and any third party is never 

allowed to do so. Resistance to collision attacks refers to the 

fact that users having multiple aggregate keys should not be 

able to access information of other aggregate key by 

combining two aggregate keys. For instance, kagg1 (to 

access set of documents denoted as S1) and kagg2 (to access 

set of documents denoted as S2) cannot be combined to 

access all documents from S1 and S2. Trying to access like 

this is referred to as collision attack.  

3.3.1 Setup Algorithm  

This algorithm is executed by cloud server to generate 

system parameter, denoted as SP=(B, PubK, T ∗), that are 

used later for secure communications. B refers to a bilinear 

map group system denoted as B=(p, G, GT , e(·)) G should 

have an order denoted by p such that 2λ ≤ p ≤ 2λ+1. The 

second system parameter is a public key (PubK) which is 

expressed as PubK=(g, g1, ..., gn) ∈ Gn+1. In the public key 
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expression number of documents is referred to as n which is 

associated with set of documents D= {doc1, doc2..., docn}. 

These documents belong to data owner. The value of n is 

incremented as the data owner uploads more documents to 

cloud. It results in adding another public parameter, denoted 

as gn+2, is incorporated into PubK. This is carried out 

without causing any modifications to other parameters. Thus 

it is known that (g, g1, ..., gn, gn+1) is the pattern in which 

PubK gets updated from time to time. There is possibility of 

increase in number of classes of ciphertext. For instance, 

ciphertext classes increase to n+m can affect PubK leading 

to (g1, g2, ..., gn, gn+2, gn+3, ..., gn+m) to be reflected in 

PubK. This actually occurs when data owner saves 

documents that are beyond pre-defined number of ciphertext 

classes to cloud. Therefore, our scheme is scalable to 

number of ciphertext classes which is expressed as gi = gα    

∈G for i = {1, 2,..., n} where α is a random number such that 

α ∈ Zp. This third parameter in SP is T ∗. It denotes a map 

of keywords and corresponding unique values. Provided 

keywords of m categories in the system, the keyword space 

is denoted as ks={w1, w2, ..., wm} and, for 1 < i < m, it is 

associated with value space KVi={KV1, KV2, ..., KVm}. 

Provided this knowhow, a hash function denoted as H(KVi) 

shows the underlying server operation for each m. Given wi 

and KVi, as key-value pair, cloud server checks whether it 

has been part of previous queries. If not, it computes Ti∗  =  

gkvi where kvi is the random value such that kvi  ∈RZp. 

Afterwards, the server updates table (Tkw) with a tuple 

denoted as <wi, KVi, kvi, Ti∗> and returns Ti∗.  

3.3.2 Keygen Algorithm  

This algorithm generates a key pair namely public key (pk)-

secret key (msk). It is executed by data owner to have pk-

msk pair such that: 

pk=v=gγ, msk=γ, where γ ∈ Zp 

The generated key pair plays crucial role in other algorithms 

of our scheme.  

3.3.3 Encrypt Algorithm  

In the proposed scheme Encrypt plays important role in 

converting plain data into cipher text in such a way that it 

can be shared to number of users. Data owner performs 

encryption process. The underling signature of the method is 

as follows. 

Encrypt(pk, i, m, KW)  

The ith document is encrypted by user using inputs such as 

public key (pk), cipher text class (i), a specific keyword 

(KW) and message (m). The algorithm generates cipher text 

for data and cipher text for keyword. This algorithm’s 

functionality is split into number of steps as given below. 

Step 1: Searchable encryption key ki is set to t as follows. 

                ki= t, and t ∈ Zp 

Step 2: Public information is computed as follows. 

               δi = (C1, C2) for ki 

                  C1 = gt 

                  C2=e(v, gi)=e(gγ, gi) 

Step 3: Cipher text generation for given keyword. 

               C3=CKW=(gkvi )t 

Step 4: Cipher text generation for given document. 

                m=doci 

                   C4 = Cm=m · e(g1, gn)t 

In the public parameters of PubK it is observed that gn+1 = 

gαn+1 to restrict an attacker from gaining information about 

message m. After generating cipher texts for keyword and 

document, the data owner sends them to cloud server.  

                   Ci = (δi, CKW, Cm) = (C1, C2, C3, C4) 

3.3.4 Extract Algorithm  

Extract algorithm is executed by data owner to generate 

ASE key (kagg). It is used to give access on set of 

documents of owner to set of users. It takes inputs as secret 

key of data owner (msk) and his owned set of documents 

(S). This algorithm helps in rendering data access and 

keyword search to a group of users on set of documents. The 

result of this algorithm is an aggregate key provided by a 

data owner. In this fashion, in our scheme, multiple data 

owners can generate kagg and give it to data users. This 

algorithm has following steps. 

Step 1: Algorithm takes secret key of data owner (msk) and 

his owned set of documents (S) as inputs. 

                     S ⊆ {1, 2,...,n} 

Step 2: Algorithm computes kagg. 

kagg = πj∈S gγ j 

Step 3: Data owner sends kagg and S to set of users to give 

them access rights and delegate keyword search. 

3.3.5 Aggregate Algorithm  

This algorithm takes aggregate keys of multiple owners and 

generates a single aggregate key (kagg). This plays crucial 

role in our scheme where it is intended to reduce number of 

trapdoors to only one for user to access shared documents of 

multiple owners. It has the following steps. 
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Step 1: It takes aggregate keys from many data owners on 

sets of documents 

kagg1, kagg2,...,kaggk on S1, S2,...,Sk 

Step 2: It generates single aggregate key 

kagg = kagg1 · kagg2 · ... = πj∈S1 gγ1 j · πj∈S2 

gγ2 j · ... = πj∈S,i∈{1,2,...,k}gγi j = kagg 

This algorithm provides access rights to users on all the 

documents shared by multiple users by enabling single 

trapdoor generation.  

                    S = S1 ∪ S2 ∪ ... ∪ Sk 

An authorized user has kagg1 associated with set of 

documentsof owner 1 denoted as S1. In the same fashion, 

another user has kagg2 associated with set of documentsof 

owner 2. This way multiple data owners send aggregate keys 

to authorized data users. Aggregate(·) algorithm helps in 

generation of an aggregate key kagg for all aggregate keys 

of different data owners. This kagg enables authorized users 

to generate a single trapdoor to gain access to shared 

documents of multiple data owners.  

3.3.6 Trapdoor Algorithm  

By taking aggregate key (kagg) and keyword (w), it 

generates a single trapdoor (Tr) with which user can access 

documents shared by multiple owners. This algorithm is 

executed by data users. Instead of generating a trapdoor for 

shared documents of each data owner, this algorithm 

generates a single trapdoor Tr. This is an important 

contribution of our scheme. It has the following steps. 

Step 1: It takes aggregate key (kagg) and keyword (w) as 

inputs 

Step 2: For given keyword w, this algorithm computes single 

trapdoor Tr 

                    Tr = (Tr0, Tr1)=(kagg · (gkvi )b, gb), where b ∈ 

Zp 

After generating Tr, user needs to send Tr and S to server to 

enable it to perform desired keyword search. User can 

perform search on any document that belongs to S as far as 

the set of documents come under the purview of Tr.  

3.3.7 Test Algorithm  

This algorithm is executed by cloud server to perform 

keyword search expected by end users. In fact, it performs 

actual search operation over encrypted documents (C) using 

trapdoor (Tr), set of shard documents (S) and document 

index i. It has the following steps. 

Step 1: It takes Tr, S and i as inputs. 

Step 2: If i ∈ S Then, it returns true indicating that keyword 

associated with cipher text is same as that of keyword in the 

query. If not, it returns false. 

While running this algorithm, the cloud server receives 

trapdoor: 

              Tr = (Tr0, Tr1) 

Then the server runs the algorithm to perform keyword 

search on ith document and returns NULL if the document 

does not belong to S. Otherwise the algorithm returns result 

as: 

              R ∈ {0, 1} 

R holds 1 if the ith document is associated with given 

keyword w and R holds 0 if the ith document has no such 

keyword. In order to know whether ith document has 

keyword, the server computes 

                C = πj∈SC2,j = πj∈S e(v, gj ) 

In order to search over data of multiple owners, the server 

generates C using: 

C2,j | ∀j ∈ S 

Where S holds all shared documents of k data owners. The 

judgement of server to return true or false as desired is as 

follows. 

0 or 1=?=e(C , C1) · e(C3, Tr1)/e(Tr0, C1) 

3.3.8 Decrypt 

This algorithm takes cipher text class (Ci), index I, set of 

permitted documents S and aggregate key (kagg) as input 

and results in decrypted document (m). This algorithm is 

executed by an authorized user to gain access to the 

encrypted documents retrieved using kagg given by a data 

owner. It has the following steps. 

Step 1: It takes cipher text class (Ci), index I, set of 

permitted documents S and aggregate key (kagg) as input 

and results in decrypted document (m) as input. 

Step 2: If i ∈ S then it returns the message m, else it returns 

NULL.  

m=C4e(kaggπj∈S,j/=ngj+1,C1)/e(pub·C ’,C1) 

3.3.9 Federator Algorithm 

In the proposed architecture, federator is the component that 

facilitates cloud server side functionalities since there are 

multiple cloud platforms combined. This component has an 

associated algorithm known as Federator which has 

provision to deal with constituent cloud platforms 

appropriately. This algorithm is required only in case of 
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Setup() and Test() functions as they are to be carried in the 

cloud server.  

IV. SECURITY ANALYSIS 

This section analyses security in terms of query privacy, 

controlled search process and security against attack such as 

cross-pairing.  

4.1 Query Privacy 

Query privacy refers to the fact that an attacker cannot learn 

a keyword associated with a query that is submitted by user 

in the form of trapdoor. and cannot learn a keyword linked 

to stored keyword-cyphertext. This feature of the proposed 

scheme is divided into two propositions.  

First One:An attacker cannot know a keyword which is 

part of a user query associated with a trapdoor 

Here is the proof of the proposition. When an attacker, 

denoted as A, wanted to know a keyword from query  of 

trapdoor submitted, A needs to have aggregate key 

which  is not possible. The reason behind this is that A 

knows only public parameters SP =  and 

with them, adversary cannot obtain aggregate key from 

which is expressed as follows.  

=  =  where 

 

For each document in S, attacker need to compute  where 

secret key of data owner  is involved. Therefore, it is not 

possible for the adversary to learn any keyword from the 

given query.  

Second One: An attacker cannot know a keyword using 

public information and outsourced keyword-ciphertext 

Here is the proof of the proposition.A cloud server has 

access to public information and outsourced keyword-

ciphertext. Assume that cloud server is an attacker and tries 

to obtain a keyword from the encrypted data. Public 

information such as δi = (C1, C2) and public key PubK = (g, 

g1,...,gn) ∈ Gn+1 cannot help the attacker to know a 

keyword t as it involves discrete logarithm problem. Thus 

attacker fails in obtaining actual value of t. The two 

propositions show that the proposed scheme ensures query 

privacy.  

3.4.2 Controlled Search Process 

The proposed scheme ensures controlled search process. It 

does mean that an authorized user can only perform search 

on set of documents associated with given aggregate keys 

and the user cannot new aggregate keys to gain access to 

unauthorized set of documents. This is reflected when four 

propositions are combined.  

First One: An attacker cannot know a keyword which is 

part of a user query associated with a trapdoor 

Here is the proof of the proposition. It also proves that the 

proposed scheme is correct. On obtaining Tr, Test is invoked 

at the server side in order to perform keyword search 

without the need for transforming the single Tr into owner-

dependent Tr. Since the Tr consists of kagg for search over 

documents shared by multiple data owners, adversaries 

trying to know keyword associated with user query will fail. 

On receiving Tr from user, the server computes =  = 

, i∈{1,2,...,m} e( , ) and performs keyword search 

 which is computed 

further as follows. 

 

 

                                        =1. 

Thus, it proves that only the user who has valid Kagg can 

perform keyword search successfully.  

Second One: An attacker cannot know a keyword using 

public information and outsourced keyword-ciphertext 

Here is the proof of the proposition. A cloud server has 

access to public information and outsourced keyword-

ciphertext. Assume that cloud server is an attacker and tries 

to obtain a keyword from the encrypted data. Public 

information such as δi = (C1, C2) and public key PubK = (g, 

g1,...,gn) ∈ Gn+1 cannot help the attacker to know a 

keyword t as it involves discrete logarithm problem. Thus 

attacker fails in obtaining actual value of t. The two 

propositions show that the proposed scheme ensures query 

privacy.  
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Third One: When an authorized user becomes malicious 

and collides with server, he cannot perform keyword 

search for any document that is not in the scope of his 

aggregate key. 

Here is the proof of the proposition. Since each data owner 

performs key aggregation and has his secret key kept 

private, this kind of collision does not work. Adversary will 

fail to get secret key or keyword from the trapdoor given to 

him. Even by combining many aggregate keys, user will not 

be able to infer required information. Thus users cannot 

perform collision attacks to search or decrypt the documents 

which are not associated with the given trapdoor.  

Fourth One: For documents shared by data owners, an 

attacker cannot produce a new aggregate key based on 

the known aggregate key.  

Here is the proof of the proposition. An authorized user 

turned adversary, denoted as A, has his aggregate key 

denoted as  which is meant for accessing set of 

documents S. Computing new aggregate key to access 

documents not in the range of S is not possible. It is because 

computation of new aggregate key needs data owner’s secret 

key. Therefore, adversary cannot generate aggregate key for 

other documents. With the four propositions, it is proved 

that controlled searching is made possible in the proposed 

scheme.  

3.4.2 Security Against Cross-Pairing Attack 

The proposed scheme does not allow cross-pairing attack. 

An attacker (malicious user or cloud) may analyse stored 

ciphertext for which he is not authorized. The knowledge of 

PubK = (g, ,..., ) ∈Gn+1 and other information such as 

= ( , ). It is also linked to  =  ,  = e(v, ) = e(  

,  ) and adversary tries to get m through computation of 

. As the term denoted as  =  is not part 

of PubK, it is not possible for an adversary to know 

. In other words, adversary cannot make cross-

pairing attack based on reuse of PubK information and . 

Moreover, as per the discrete logarithm problem, A cannot 

get the value associated with t.  In addition to this, using 

PubK information and keyword-ciphertext also cross-pairing 

attack is not possible as the proposed scheme protects 

contents of Tr with b . The cross-pairing therefore 

generates incompatible values and thus attack fails.  

V. PERFORMANCE COMPARISON  

This section provides analysis and comparison of the 

proposed and existing KASE schemes in terms of their 

features, complexity and overhead.  

5.1 Feature Comparison  

KASE schemes presented in [40] and [42] are compared 

with the proposed scheme. As presented in Table 3, 

important features are compared among all the schemes. The 

features include the search process support in multi-owner 

data, support for single aggregate key, whether 

transformation is required from single trapdoor to multiple 

individual trapdoors and support for federated cloud.  

Table 3: Comparison of schemes in terms of important features (* indicates need to have multiple trapdoors to be obtained before submitting to 

server) 

Scheme Search of Multi-

Owner Data 

Support for Single 

Aggregate Key 

Transformation Required to 

Have Individual Trapdoors 

Federated 

Cloud Search 

Security Against 

Cross-Pairing Attack 

[42] No No Yes No No 

[40] Yes * Yes Yes No No 

Proposed 

Scheme 

Yes Yes No Yes Yes 

 

The proposed scheme supports users to search data of 

multiple owners using a single aggregate key which reduces 

in overhead and complexity. Besides the proposed scheme 

supports federated cloud which is essential due to emerging 

trends in the cloud infrastructure provisioning. The proposed 

scheme directly allows users to use single trapdoor without 

the need for transforming that into number of individual 

trapdoors unlike [40] and [42] that do not. The existing 

KASE schemes [40] and [42] do not support federated cloud 

search.  

5.2 Communication Complexity 

Communication overhead of the proposed and existing 

([40], [42]) KASE schemes is analysed. It is based on a 
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search request sent to the server in a context of multi-owner 

sharing data to users. Since the proposed scheme needs only 

single trapdoor to be sent to federated cloud its 

communication cost is constant such as O(1). Thus it is more 

efficient when compared with existing ones [40] and [42]. 

Table 4 shows the communication overhead comparison 

among the KASE schemes.  

Table 4: Communication overhead comparison for multi-owner 

data search 

Scheme Communication Cost 

(multi-owner data search) 

[42] T*U 

[40] U+T*A 

Proposed Scheme T 

 

Since the proposed scheme needs only single trapdoor to 

search in the context of multi-owner data sharing. The 

scheme in [42] needs communication cost of number of 

trapdoors (T) multiplied by number of data owners (U). The 

scheme in [40] has the overhead of T multiplied by required 

number of auxiliary values for the process of searching plus 

U. Thus the proposed scheme outperforms existing ones in 

terms of communication cost.  

5.3 Storage Overhead 

KASE schemes need storage for PubK, , Tr and 

encrypted data (C). The storage overhead of the proposed 

scheme and the existing ones is provided in Table 5.  

Table 5: Storage overhead of different KASE schemes 

Scheme Tr 

(multi-owner) 

PubK Ciphertext 

[42] U|G| (2n + 1)|G| 
2G+  

[40] |G| + U * A (2n + 1)|G 
3G+  

Proposed Scheme 2|G (n + 1)|G 
2G+  

 

The public key overhead is based on associated number of 

documents (n) of each data owner. The number of 

documents (n) and bilinear group G are affecting the PubK 

storage overhead of the schemes [40] and [42] and proposed 

scheme. However, the proposed scheme has less overhead 

when compared with existing ones. Tr storage overhead is 

depending on the G and U in case of [40] and [42] but the 

proposed scheme depends on G only. With regard to 

ciphertext storage overhead, all the schemes’ overhead is 

based on G and  (two bilinear groups). However, the 

ciphertext storage overhead of the proposed scheme is less 

than that of [42] but equal to that of [40].  

5.4 Computational Cost 

The computational overhead of the proposed and existing 

schemes is provided in Table 6 in terms of overhead 

required by trapdoor generation, generation of aggregate 

key, encryption and keyword search in multi-owner setting.  

 

Table 6: Computational overhead of all schemes for different operations 

Scheme Tr Generation Kagg Generation Encryption Keyword Search 

[42] U ·M - 2E+3P +2M (|S|·M)+ U(|S|·M+2P) 

[40] (M+E)+ U(M+E) U ·M 2E+3P +2M U(|S|·M)+ U(|S|+2M)+2P 

Proposed Scheme 2E+M U ·M 2E+2P +M 3P +|S|·M 

 

In the overhead values E denotes exponentiation, U denotes 

number of data owners, P denotes the process of pairing, M 

denotes scalar multiplication, S denotes a set while |S| 

denotes size of S. Trapdoor generation computation cost of 

the proposed scheme is constant and its does not rely on U 

while the existing methods’ computational overhead 

increases when number of data owners increase. While 

performing keyword search also, proposed scheme needs 

constant number of pairing operations. Moreover, the 

existing schemes cause more overhead as they need to use 

trapdoor transformation process. On the other hand, 

proposed scheme allows direct search using single trapdoor 

without generating trapdoors for individual users. They 

keyword search and query performance of the proposed 

scheme is also better than existing methods. Kagg 

generation of the proposed scheme needs same 

computational overhead as that of [40] while encryption 

process of the proposed scheme outperforms existing ones.  

VI. EXPERIMENTAL RESULTS 

We built a prototype to evaluate our scheme and also that of 

[40] and [42] with simulation study. Around 40 experiments 

are conducted with each operation of the scheme involved. 

Average of values for parameters considered are used for 

comparison. Experiments are done using a computer with 

Windows 10 64-bit OS, Intel Core i5-4210U CPU @ 1.70 

GHz, 4 GB RAM and Intel HD graphics family. Simulations 

are made to observe performance of schemes in terms of 

space and time complexity against number of data owners, 

number of keywords, size of trapdoor and size of system 

parameters.  
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Figure 2: Storage overhead in terms of size of trapdoor against 

number of data owners 

The observations provided in Figure 2 reveal size of 

trapdoor against number of data owners. It is observed that 

there is linear increase in the size of trapdoor in case of 

existing schemes in [40] and [42]. However, in the proposed 

method, the size of trapdoor is constant even if the number 

of data owners increased. The scheme in [40] does not 

support single trapdoor. Therefore, its size depends on the 

number of data owners giving access to their data to users. 

In the same fashion, the scheme in [42] exploits single 

trapdoor concept but it has to transform it into multiple 

individual trapdoors leading to linear increase in the size of 

trapdoor.  

 
Figure 3: Storage overhead in terms of size of system parameters 

against number of documents shared by data owner 

With respect to size of system parameters, the proposed 

scheme needs n+1 (where number of documents is denoted 

by n). Whereas the existing schemes need 2n+1 in terms of 

size of system parameters. This will also affect computation 

time required for different operations.  

 

Figure 4:Computation time for encryption against number of 

keywords 

As presented in Figure 4, the computation time required by 

encryption algorithm is observed against number of 

keywords. As the number of keywords is increased, it causes 

overhead in a linear fashion. It is evident with all the 

schemes. However, the computation time of the proposed 

scheme is significantly less than existing schemes. The 

rationale behind this is that the encryption algorithm 

involves less number of multiplication and pairing 

operations.   
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Figure 5: Computation time for test algorithm against number of 

data owners 

The Test(.) operation of the proposed scheme is evaluated in 

term of execution time against number of data owners. As 

shown in Figure 5, for any number of data owners, the test 

operation carried out by CSP shows same time cost in case 

of the proposed scheme.  However, the existing schemes 

need linear increase in the time cost as the number of data 

owners is increased. The reason behind this is that search 

operation in cloud server is done using single trapdoor in the 

proposed scheme while existing schemes need a trapdoor for 

each user. This they cause more time complexity as the 

number of data owners increase.  

 

Figure 6: Computation time for test algorithm against number of 

keyword ciphertexts in set S 

The Test(.) operation of the proposed scheme is evaluated in 

term of execution time against number of keyword cipher 

texts associated with a set of shared documents denoted as 

S. As shown in Figure 5, for any number of keyword cipher 

texts, the test operation carried out by CSP shows same time 

cost in case of the proposed scheme.  However, the existing 

schemes need linear increase in the time cost as the number 

of data owners is increased. The reason behind this is that 

search operation in cloud server is done using single 

trapdoor in the proposed scheme while existing schemes 

need a trapdoor for each user. Thus they cause more time 

complexity as the number of keyword cipher texts increase.  

VII. CONCLUSION AND FUTURE WORK 

In this paper we proposed an efficient key aggregate 

searchable encryption scheme which enables multiple 

features such as support for truly single aggregate key to 

access data of many data owners, federated cloud support, 

query privacy, controlled search process and security against 

cross-pairing attack. This scheme is designed to be more 

flexible and efficient in serving user groups in cloud-assisted 

application scenarios. It has algorithms for setup, keygen, 

encrypt, extract, aggregate, trapdoor, test and federator. In 

multi-user setting it is designed to serve data owners and 

users with secure data sharing through key aggregate 

searchable encryption.  The proposed scheme supports 

federated cloud. Experimental results revealed that the 

scheme is provably secure with relatively less computational 

overhead and time complexity when compared with the state 

of the art. In future, we consider an Internet of Things (IoT) 

use case and investigate on improving the proposed scheme 

to adapt to such environment.  
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