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Abstract— Data security is a very important and crucial part of Cloud storage. Day by day, thousands of operations function over the 

Cloud, verify logs generated from all transactions is very difficult. The attacker may temper or remove targeted logs or attack traces on the 

system with stealthy techniques. It is required to maintain the security of the log to trace back all the transactions to identify such tempering 

and loss of logs. Temper-proof log storage is a challenging issue on the Cloud. To overcome the issue, we propose strong and secure log storage 

using Blockchain technology and IPFS. Detecting log tempering and tracing is challenging due to large log volumes. We recommend the usage 

of Blockchain technology due to its inherent feature of immutability to address the issue of log tempering. We present LChain which provides 

immutable storage of logs with tracing. Blockchain technology helps yp create immutable logs but also offers non-repudiation and scalability. 

Smart contracts are used for efficient searching and enhancing computational power. 

Keywords- Log Storage, Cloud, Blockchain, Smart Contract, Integrity, Access Control 

 

I.  INTRODUCTION  

Logs are used as pieces of evidence when issues arise in the 

system. For instance, forensic investigation logs help identify the 

pattern or strategy of the attacker.  To keep an organization safe 

and secure, it is vital to monitor and verify logs periodically. An 

effective log monitoring and analysis helps recognize the 

loopholes in the system which can be utilized by the malicious 

user(s). 

Due to the real-time scenario, most monitoring mechanisms 

have a minimum window time frame with a small time duration 

to deal with unexpected situations, which helps the attackers 

deceptively attack for a long period. Therefore, it is significant 

to store and maintain the huge volume of logs for a long period 

and use them for threat detection.  It requires a huge investment 

to collect, store, index, or sort the logs. Many systems are 

available which can be used to identify various attacks and types 

of threats [1][2]. 

Through this article, we have studied various situations for 

the Cloud domain which show the importance of secure log 

storage management. For instance, in infrastructure-as-service 

(IaaS), the data resides at a service provider’s site which makes 

it vulnerable, especially in the situation when the service 

provider behaves maliciously and provides incomplete or 

tempered log reports. This results in a dependency on the 

provider and leaves the data owner with a choice of nothing but 

believing the service provider as it has sole and full authority 

over the data. The issue becomes more complex in the scenario 

of a community cloud where infrastructure is shared between 

several organizations. This leads us to identify some mutually 

trusted solutions that can assure the client’s data security. 

To conclude the above discussion, it is required to have a 

trusted, traceable, immutable and verifiable log system to 

maintain trust among Cloud service providers and their users. 

There are multiple solutions available for log tampering 

detection over the Cloud [3], [4] but merely tampering detection 

may not be enough hence we focus on immutable log storage 

using Blockchain technology. 

In this paper, we have studied various solutions provided to 

address security issues of Cloud log storage using Blockchain 

technology. The objective of our research is to propose an 

architecture LChain that provides immutable log storage using 

Blockchain technology. We use an Interplanetary system to 

overcome the big file-handling issue of Blockchain. We also 

focus on efficient searching which results in less gas 

consumption by using mapping instead of the array in the smart 

contract. The usage of smart contracts improves computational 

efficiency. The rest of the paper is arranged as follows. In section 

2, we discuss contemporary work which addresses security 

issues in log storage over the Cloud. Section 3 discusses some 

preliminary studies related to our proposed work. We propose 

our system in Section 4. Section 5 demonstrates the 
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implementation result with a detailed analysis. We conclude our 

study in section 6 followed by a list of references at the end of 

the article. 

II. RELATED WORK 

An efficient way to manage log storage has attracted many 

researchers’ attention. They have focused on many prospective 

solutions that could detect and prevent issues in log storage. 

Authors of [5] have proposed a technique Logcrypt to store a log 

cryptographically in such a way that it cannot be altered. 

Authenticity is achieved through the usage of public key 

cryptography. Multiple logs were maintained concurrently and 

verified logs with a single initial value.  Authors of [6] have 

proposed algorithms to transfer logs over the Cloud storage. Log 

monitors are stored in centralized servers that generate queries if 

they find any unusual activities by focusing on integrity and 

security concerns. Authors of [7] have proposed a healthcare 

management system that uses Blockchain technology to store 

patient data. Every transaction is stored on Blockchain to 

provide security to patients’ data. Data of patients is encrypted 

using cryptographic techniques, which also guarantee 

pseudonymity. They examine the data processing practices as 

well as the affordability of the smart contracts employed in their 

system. Authors of [8] have proposed solutions that provide 

immutable log storage using Blockchain technology. In this 

system, all transactions are stored on a block of Blockchain that 

is immutable and tamper-proof. In this system, every log is 

stored with the signing key using a logging Cloud server for 

long-term analysis and maintenance. All logs are stored on a 

local log server which is monitored using a log monitor client. 

Authors of [9] have proposed a Blockchain-based query-

response system that works efficiently. They have used a 

permissioned Blockchain network with a multichain module 

called streams which uses the key value to store data. Only 

indexes of data are stored on the Blockchain network. Authors 

of [10] proposed a system LCaaS that uses a hierarchical ledger 

and a repository that can be accessed by all Cloud participants. 

It stores all logs on the hierarchical ledger, hence it provides 

immutability to the storage and also avoids tempering or stealing 

logs. Authors of [11] have used smart contracts to create an 

index of every log file and store all transactions over the 

Blockchain. The proposed system uses Anchor and Query 

modules where Anchor upload logs on the storage and Query 

handles the requests by obtaining index value through a smart 

contract. The query identifies the hash index of the file and 

replays the log file content to the client. In this proposed scheme 

they have used private Ethereum and IPFS clusters. Authors of 

[12] have designed a log storage system using HyperLedger 

permissioned Blockchain network. This system uses two 

operations: data appending and querying. Data appending uses a 

trigger function and appends data to the Blockchain. For the 

query process, it uses the function that retrieves the log data from 

the storage using key elements. This proposed system only 

works for elastic search for the data storage system. Authors of 

[26] proposed a solution where the encrypted file is stored on the 

cloud and IPFS generates the hash value of the file stored on the 

blockchain network. Here they remove single-point failures like 

a centralized system. Domain authority will manage all the 

access controls from the clients or data users. Administrator 

manage the system by setting up the system and parameter 

initialization.         

In this research, we aim to propose a scheme wherein we 

store the logs on a Cloud server using Interplanetary File System 

(IPFS). The hash value of the log is stored on the Blockchain 

network. Further, we use the smart contract to perform 

cryptographic operations like retrieval of requested data and 

appending of data as per the request of the client, which results 

in trust among the non-trusted entities and offers a reduction in 

communication and computational overhead. We proposed a 

novel solution using Blockchain, smart contracts, and IPFS to 

secure log storage without using a third-party monitoring 

system. 

The major contribution of this paper is as follows. 

1. We achieve integrity of data through the inherent feature 

of the immutability of Blockchain as data once stored 

can’t be altered. Further, the exact location can’t be 

predicted due to the fact that the Blockchain is distributed 

in nature resulting in hard to predict the exact file 

location. 

2. We offer high availability and the system resists a single 

point of failure. 

3. Performance in the form of search time is also improved 

by using mapping technology in a smart contract. 

4. We compare our work with the existing system on criteria 

such as computation, size, and validation time. 

III. PRELIMINARIES 

In this section, we analyze our scheme Lchain proposed 

through figure 1 and figure 2 with the usage of Blockchain, 

Smart Contract, and IPFS. 

A. Blockchain  

Blockchain technology consists of a block structure that 

provides an immutable distributed public ledger. Blockchain 

prevents any unethical activities like tempering or removing data 

from storage. Blockchain is a chain of blocks and each block 

contains the header and set of a transaction where the block 

header stores hash value, Merkle Root, Timestamp, version, 

nonce value, etc. A new hash of the block is calculated using the 

previous block hash value, hence it is very difficult to temper the 

block as each block is linked with the previous and next blocks. 

Blockchain provides trust, traceability, security, and 
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transparency. Due to these advanced features, Blockchain 

technology can be used in log storage management as the log 

once stored on Blockchain cannot be altered.     

Ethereum (a decentralized, open-source Blockchain with 

smart contract functionality) enables the development and 

execution of a smart contract and distributed application without 

any central authority. It is an open-source platform and uses its 

currency (Ether). It uses the Turing programming language to 

build and run applications. 

B. Smart Contract 

We use smart contracts because it manages all data access 

mechanisms, and use the ownership certificate. It also manages 

all transaction details on the Blockchain network. All the 

transactions are saved on the Blockchain network that can’t be 

modified. Smart contracts are easy to build and deploy and use 

less computational power. Smart contract performs all 

operations between Cloud and Data Owner / User without the 

interference of third-party. A smart contract helps the user to 

store metadata on the Blockchain when any type of update 

occurs. A smart contract is a decentralized platform that 

validates and enforces agreements through transactions. 

C. Smart Interplanetary File System (IPFS) 

An IPFS is a system that is used to store and access files, 

data, websites, or applications. It uses content addressing where 

all files or data are identified by the use of the content, not by the 

location. It generates a cryptographic hash value that is unique 

for every content. It searches the data using that hash value not 

by the location so it gives faster results than other searching 

devices. As the decentralized version of HTTP, IPFS 

(Interplanetary File System) is a peer-to-peer network of nodes 

that collaborate for the purpose of sharing and storing 

information. IPFS retrieves the data based on what data is, not 

where data is stored like cloud storage servers.  You won’t have 

to search through cloud folders as cloud servers try to remember 

where you put them. 

IV. SYSTEM MODEL 

This section provides a detailed overview of the Lchain 

system model. We describe all participants, the flow of our 

proposed system model, and all phases with detailed algorithms. 

A. Entities of system model  

The components of the system model are explained as 

follows.  

Log Generators: These are the devices that generate logs that 

are stored on the Interplanetary File System(IPFS). It collects the 

logs from various log generator devices which are connected 

through a network. It uploads the logs on the server and sets the 

threshold values for several logs that can be stored in one batch.     

 

Owner: The Owner makes requests to access the logs if any 

suspicious activities are found. The owner uploads the data on a 

server. The owner will get an integrity report so he can identify 

the loss of data or any fraud.    

Smart Contract: Smart contracts are the functions that 

automatically manage all functions like storing hash values to 

the Blockchain, retrieving the data from the Cloud log storage 

server, and identifying the integrity of data. All the operations 

are handled by smart contract without interference from any 

trusted third party. We use mapping to store log file metadata 

using the hash value returned by IPFS so it will reduce timing in 

searching for the requested log file data. 

Interplanetary File System (IPFS): Interplanetary File 

System stores the log files and generates the hash of that file. It 

stores the metadata, and public parameters and maintains the 

integrity, and immutability of data. Domain authority can 

manage user credentials and help businesses to create a trusted 

environment. It is a distributed hash table that maps unique hash 

to data which is generated by the log generator devices and 

uploaded on servers. It is a decentralized storage system where 

the file is distributed in such a way that it’s not easy to identify 

the location. Storing all data on a Blockchain is very expensive 

so we use a solution like IPFS. It is distributed file system that is 

available free to anyone. You can store any type of file on 

servers. It provides security, reliability, and privacy to our 

system.  

Blockchain: Generated logs have a unique hash value which 

was generated by Interplanetary File System(IPFS) stores on 

blocks. It provides fast searching of data in the Blockchain by 

using mapping of a hash value to the file metadata. Blocks store 

the Blockchain ID, IPFS Hash value, timestamp, and file ID as 

transactions over the Blockchain. We save only metadata on 

Blockchain hence it became cheaper for our system. 

B. Architecture Overview 

An overview of the proposed architecture is illustrated in Fig 

1. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Lchain system model using Blockchain and IPFS. 
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An overview of the LChain System Model using Blockchain 

is illustrated in Fig. 1. All model steps are outlined below. 

1. Log generator devices will generate log files.  

2. Encrypted log files uploaded to Interplanetary File 

System(IPFS). 

3. Interplanetary File system generates a unique hash 

code for the encrypted log file. Generated unique hash 

code will be saved on the Blockchain using the 

function UploadHash. 

4. When the Owner finds any suspicious activity he sends 

a query request using the RetriveLog function of a 

smart contract. 

5. Requested log file will be searched using the file index 

which is saved on the Blockchain. The Search function 

will search file hash from the Blockchain using file 

index and replay to the IPFS. The GetFile function 

searches log files on the Cloud servers using hash 

value and replays to the Owner. GetHash function gets 

IpfsHash using the GetHash function. The IpfsHash 

value generated from IPFS and FHash value received 

from the Blockchain will be compared. 

6. An integrity report will be provided to the client. 

Hence Client can easily identify tempering or loss of 

the logs. ‘ 

 

C. Smart contract Design 

Below section, we describe a smart contract algorithm used 

in our proposed work. A smart contract is written in solidity 

language and deployed on the Ethereum Blockchain platform 

using the Truffle compiler. 

 

1. UploadHash: The SendHash function gets Ipfshash  

from IPFS and saves that hash value on the Blockchain 

network. Log file data is stored using mapping instead 

of the array so searching for data becomes faster in the 

Blockchain network. 

   

Algorithm 1 Upload hash value on the Blockchain 

Procedure UploadHash  

//SendHash procedure will return the hash 

value of the file stored on IPFS. 

IpfsHash = SendHash(memory); 

 

//Upload data on Blockchain for fileid 

mapping(IpfsHash=>FileId) lfile.txt 

Add_mappingfile (Sha256(Blockchain_Id, 

File_Id, IpfsHash, timestamp) { 

append (Sha256(Blockchain_Id, File_Id, 

IpfsHash, timestamp)-> lfile.txt 

 

Upload (SHA256(Blockchain_Id, File_Id, 

IpfsHash, timestamp) 

 

//GetHash function will return the stored 

hash value on the Blockchain for the 

requested file.  

IpfsHash=GetHash(Fileindex); 

end if 

end procedure 

2. RetriveLog: This function is used when a client is requesting 

for the log file when any suspicious activity is identified. It 

will compare new and old hash values and notify the client 

about the integrity of the log. 

 

Algorithm 2 Log retrieved from Cloud storage and get the new 

hash value of the log file from IPFS. Compare the hash value 

with the hash stored on the Blockchain which will be retrieved 

from the Blockchain. 

Procedure RetriveLog  

//request received from the Owner 

Request(Fileindex); 

 

//Find the stored hash value of the requested 

file from the Blockchain 

Fhash=search(Fileindex); 

 

// Send Fhash to IPFS and receive the requested 

log file. The GetHash function will return a new 

hash value for the requested file.  

IpfsHash=GetHash(GetFile(Fhash)); 

 

//compare the new hash with the hash value 

stored on Blockchain 

If(IpfsHash, Fhash) =True then 

Message (CID,” file is correct”);  

else 

Message (CID,” file is Incorrect”); 

end if 

end procedure 

 

V. IMPLEMENTATION RESULTS AND ANALYSIS  

All experiments were carried out under the system windows 

11,16 GB RAM and 2.7 GHz intel i7 11 generation processor. 

Implementation has been done using Node.js and the npm 

version used 16.15.0. An interplanetary file System(IPFS) is 

used to upload the file to the Cloud storage server. Ganache 

v2.5.4 is the Ethereum Blockchain that is used to run and test the 

contract files. Truffle v5.6.4 is used to build, debug and deploy 

smart contracts over the Ethereum Blockchain network. Visual 

studio code is used as an editor to write a smart contract and 

other files.  
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Figure 2. Average time to load number of logs on the log 

server 

 

The Lchain system model is executed and obtained results 

using above mention configuration and technology. Fig 2. shows 

the average load time per node with respect to the number of logs 

loaded at a time. The graph shows a linear variation number of 

log entries. If the buffer size is large then retrieval of logs is also 

faster. We set the buffer size to 104 as per the transaction limit 

reached. Fig 3. shows the validation overhead when the client 

requests the log files. In such cases, we have compared 10 times 

to identify the result of validation time. The proposed system 

model also shows linear variation in validation time for 10 log 

files. Compare to the existing system our proposed system shows 

minimum delay in the verification of the logs. 

 

 

 

 

 

 

 

 

 

Figure 3. Verification Delay comparison with the existing system 

 

This paper proposes a system model which provides 

immutable log storage with integrity verification using 

Blockchain technology. We have also discussed existing 

technology which has identified some problems like integrity, 

security, and performance of the system. Hence we have built a 

solution using Blockchain technology and an IPFS-based Cloud 

log storage system that overcomes existing problems in current 

Cloud storage platforms. IPFS stores files on the Cloud in a 

distributed manner so it is very hard to locate files per user. The 

hash value of the corresponding file is stored on the Blockchain 

which is immutable, transparent, and fully secure. Trust between 

the Cloud log storage server and the client is established with the 

system.  

Through this research, our major contributions are as under. 

1. Privacy: Real data stored on the storage server can’t be 

directly identified due to IPFS, where IPFS stores and 

search file using the hash value. Hash value stores on the 

Blockchain without file location so again there is no direct 

access available publically. Hence Privacy for a client on 

Blockchain and contents are not accessible using a user 

id. 

2. Distributed Ledger: It is shared between the client and the 

server. Access management of data is possible with the 

system so anyone can’t access the data stored on the 

server.  

3. Immutability: File hash is generated using IPFS and files 

are distributed over the servers so it shows immutability 

in storage. The hash value of the file stored on the 

Blockchain. In the Blockchain, it is impossible to alter 

transactions in a block due to hashing calculation of 

Blockchain technology. Blockchain also guarantees 

immutable property to our system. 

4. Scalability: Due to the parallel processing feature of 

Blockchain multiple blocks are created at the same time, 

added to super blocks at the same time, and upload in the 

Blockchain network. Because of these characteristics, it 

provides scalability to our system. Blockchain technology 

consists of so many servers that any block can have added 

to any chain at the same time so there is no loss of data.  

5. Efficient Searching: We used mapping instead of an array 

in a smart contract to store values on the Blockchain. 

Mapping is used to fetch data on a key-based or value-

based. So it gives faster results. Hence our proposed 

system has less time in searching the values compared to 

the existing system. 

VI. CONCLUSION 

In this paper, we have presented a design and implementation 

of a model Lchain that makes use of Blockchain technology and 

IPFS to offer security to data. Blockchain technology offers 

immutable and tamper-proof data storage. We use smart 

contracts to overcome the problem of trusted third parties or any 

centralized authority which may create a single point of failure. 

As the servers only store the logs of data or transactions, users’ 

anonymity is protected.  Mapping permits smart contracts to 

fetch data faster from the Blockchain. Our system has less 

validation and storage overhead. The proposed system creates 

trust between Cloud users and Cloud storage servers using IPFS 

and Blockchain technology. 
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