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Abstract— In this paper, psuedo random binary sequences are generated from the “Chaos Based Key Stream Generator- using novel 

Permutation technique with two dimensional patterns and substitution technique with Z4 mapping” and investigation of auto correlation property 

for the generated seuwnces is   presented. Initially a chaotic function, considering Logistic map is used to generate a Pseudo Random Numbers 

(PRNs). Then these numbers are converted into binary sequences using binary mapping. These sequences are further modified by novel 

permutation techniques defined using 2-Dimensional patterns, and substitution technique defined over Z4 transformation in order to improve 

their statistical properties. The resulting sequences are investigated for auto correlation properties using Normalized Hamming Auto Correlation 

function. The purpose of this work is to assessing the quality of sequences of uniformly distributed pseudorandom numbers from the proposed 

generator. It is found that, generated sequences exhibit good auto-correlation property which is suitable for key sequence or secret key for 

cryptographic applications. 

Keywords- Pseudo Random Numbers (PRN’s), Chaos Based Cryptography, Auto Correlation test, Stream Ciphers, Data Security. 

 

I.  INTRODUCTION  

Recent developments in internet technologies has the major 

concern for data security to maintain confidentiality, integrity, 

and authenticity. This has led to the various research and 

developments in cryptography. In addition to the available 

traditional cryptographic algorithms, designing new algorithms 

suitable for real time applications is challenging. Alternately, 

chaos based cryptography is also finding interest due to their 

randomness properties such as high non-linearity, sensitivity to 

initial conditions, large periodicity, uniform distribution etc. [1-

2]. 

Random numbers or Pseudo Random Numbers (PRN’s)   are 

widely used in various applications like secure communication, 

gaming industry, software testing, VLSI testing , AI based 

decision making algorithms etc. in modern technological fields. 

The required characteristics of PRN’s such as unpredictability, 

periodicity, uniform distribution property, correlation, 

ergodicity etc. depends on the applications [3-7]. Sequences 

having better randomness properties are desirable for 

cryptographic applications and are widely used as secret key for 

symmetric key system.   

In recent decade chaos based random number generators are 

emerging as alternate methods for traditional algorithms due to  

their highly nonlinear nature. Chaos based cryptography offers 

better cryptographic needs with respect to key generation. The 

first attempt of using the chaos theory in cryptography was 

initiated by Robert Matthews in 1989 through his work, which 

attracted much interest [8]. Chaotic maps-based cryptographic 

model includes various one-dimensional chaotic maps like 

logistic, cubic, tent and quadratic map etc. While designing 

chaos-based cryptographic algorithms, the practical problem 

arises due to difficulty in achieving high precision. Chaotic 

functions are of important classes of random sequence 

generation for stream cipher system [9-10]. Some of the stream 

cipher algorithms based on chaotic systems and their 

implementations are discussed in [11-15].  

One of the important components of Pseudo Random 

Numbers (PRN’s) is family of sequences having good 

correlation properties for sequence length over suitable length. 

Use of sequence having better autocorrelation function is 

suitable for cryptographic applications. The good correlation 

property for Pseudo Random Numbers (PRN’s) is usually 

measured using autocorrelation function. Hamming 
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Autocorrelation function may be used to find the correlation 

function of random binary sequence [16-22]. Autocorrelation is 

a statistical test that determines whether a random number 

generator is producing independent random numbers in a 

sequence. The autocorrelation tests are concerned with the 

degree of correlation of numbers in a sequence. 

 

II. PROPOSED MODEL OF CHAOS BASED KEY STREAM 

GENERATOR (CBKSG) USING NOVEL PERMUTATION AND 

SUBSTITUTION TECHNIQUES 

The proposed method uses a novel permutation and 

substitution techniques for generating pseudo random binary 

sequence. The process involved in the proposed model to 

generate pseudo random binary sequence from the proposed 

‘Chaos-Based Key Stream Generator (CBKSG)’ using novel 

permutation and substitution techniques is as shown in “Fig. 1”. 

 

 
Figure 1. Proposed Chaos-Based Key Stream Generator (CBKSG) 

 

The process is briefly explained as follows. Initially Pseudo 

Random Numbers (PRNs) are generated using logistic map. 

Then novel permutation and substitution techniques are applied 

to the resultant sequences of logistic map. A novel permutation 

technique is defined by various two-dimensional patterns and 

substitution technique is defined by Z4 mapping.  

In permutation technique, the defined patterns are named as 

window pattern and spiral pattern. They are made to visit 

randomly on the resultant binary sequence of logistic map which 

are arranged in two-dimensional space. The random visit made 

by the 2-Dimensional patterns are considered to construct new 

binary sequences and they are tested for their auto correlation 

properties. In substitution technique, binary sequences obtained 

after the permutation are subjected to nonlinear mapping Z4 

transformation to obtain new binary sequences and they are 

tested for their auto correlation properties. The process for 

generating pseudo random binary sequence involves three 

stages. In stage-1, logistic map is used to generate pseudo 

random sequences. In stage-2, a novel permutation technique is 

developed and applied. In stage-3, a novel substitution technique 

is developed and applied. They are briefly explained in the 

following section. 

A. Stage-1: Logistic map 

In first stage, a pseudo random sequence (floating in nature) 

is generated using a logistic map as defined in (1). The 

bifurcation diagram of Logistic map is as shown in “Fig. 2”.  

 

 

Figure 2. Bifurcation diagram of Logistic Map 

It exhibits the chaotic behavior in the range 3.99≤  r < 4. The 

output of logistic map is a floating point sequences which is 

considered in the range of 0.000000 to 0.999999 and mapped to 

integer of six digits. Then it is converted into a binary stream of 

length N=106.  

 𝑥𝑛+1 = 𝑟𝑥𝑛(1 − 𝑥𝑛)                                            (1) 

Where     0 ≤ 𝑥0 < 1 and 0 ≤ r < 4; 

 𝑥0 𝑡ℎ𝑒 𝑖𝑛𝑖𝑡𝑖𝑎𝑙 𝑣𝑎𝑙𝑢𝑒 ,  𝑥𝑛+1, the next value 

Example 1: If the number obtained from logistic map is 

0.125536 (floating point), then it is converted to a integer 

number (𝐼𝑛) by multiplying 106, which results in 125536 , this 

number will then be converted into binary number ‘1’ by using 

(2). 

𝐵 = {
1, 𝐼𝑛 = 𝐸𝑣𝑒𝑛
0, 𝐼𝑛 = 𝑂𝑑𝑑

                                                    (2) 

The binary sequence {B} obtained from this stage will 

undergo permutation process by novel permutation techniques 

which are explained in next section. 

B. Permutation Technique  

In second stage, two dimensional permutation patterns called 

‘Window Pattern’ is denoted by ‘Pw’ and ‘Spiral Pattern’ is 

denoted by ‘Ps’ are defined as shown in “Fig. 3” and “Fig. 4” 

respectively. In Pw, the nodes *( ) and O( ) represents the path of  

binary numbers which  have to be traced as per the order of 

window pattern 1 to 9 which is defined over 3×3 matrix. In Ps, 

the binary values have to be traced as per the spiral pattern with 

the initial position considered as {N/2, N/2} for any square 

matrix of size N. 
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Figure 3. Window pattern   Figure 4. Spiral pattern 

 

 The window pattern is considered as the first 

permutation technique which is applied to the resultant binary 

numbers of logistic map from stage-1 which are arranged in 

large two dimensional space. The spiral pattern is considered as 

the second permutation technique which is applied to the 

resultant binary numbers from window pattern which are 

arranged in large two dimensional space. Then, the binary 

sequences obtained from this stage will undergo substitution 

process which is considered as stage-3. 

C. Stage-3: Substitution Technique 

Define In third stage, substitution process called Z4 mapping 

is defined and applied to the output sequences of stage-2. The Z4 

mapping process is explained as follows. 

• Sequence over {Z4}  is defined as   {Z4}= { 0,1,2,3}  

• Binary 2-tuple of binary sequences (B2) which are 

obtained from stage-2 are mapped to Z4 elements as 

depicted in “Fig. 5”. 

 

 
Figure 5. Binary to Z4 mapping 

 

Final binary sequence ‘B’, is obtained by mapping the Z4 

sequence back to binary as defined in (3) and depicted in “Fig. 

6”. The overall process is explained with an illustration for each 

stage in the following section. 

 

B = {
1, 𝐹𝑜𝑟 0, 3 Є Z4 
0, 𝐹𝑜𝑟 1, 2 Є Z4 

                 (3)   

                                                   

 

Figure 6. Z4 to Binary mapping 

D. Illustration 

a) Stage-1: Logistic map 

Let us consider a 36 bit binary sequence (Bs) resulted from 

logistic map is given in (4). Bs is arranged in a 2-D Matrix of size 

6×6 as shown in “Fig. 7”, which is then shuffled in next stage by 

using permutation patterns. 

 

𝐵𝑆 =  {011010100101101101001101100110011010}  

(4) 

0 1 1 0 1 0 

1 0 0 1 0 1 

1 0 1 1 0 1 

0 0 1 1 0 1 

1 0 0 1 1 0 

0 1 1 0 1 0 

 

Figure 7. Binary sequence obtained from logistic map 

E. Stage-2: Permutation Technique 

a) Window pattern 

A window pattern will be applied for the binary values which 

are arranged in 2-D space as shown in “Fig. 8”. The pattern will 

be moved from left to right along the binary values from the top 

left position to bottom right position without overlapping. The 

trace for each window is as discussed in the section 2.2. The 

permuted binary sequence is generated as per the path traced by 

the window pattern (as shown in figure.3) is given by B1 in (5).  

 

𝐵1 =  {110001110111000110100101100100111001}   (5) 
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0 1 1 
0 

1 0 

1 0 0 1 0 1 

1 0 1 1 0 1 

0 0 1 1 0 1 

1 0 0 1 1 0 

0 1 1 0 1 0 

Figure 8. Application of a window pattern 

 

The sequence B1 is then arranged in a 2-D Matrix of size 6×6 

as shown in “Fig. 9”. 

 

1 1 0 0 0 1 

1 1 0 1 1 1 

0 0 0 1 1 0 

1 0 0 1 0 1 

1 0 0 1 0 0 

1 1 1 0 0 1 

 

Figure 9. Permuted sequences from window pattern 

 

b) Spiral pattern 

A spiral pattern will be applied as shown in “Fig .10” for the 

binary values resulted from the window pattern shown in “Fig. 

9”.  Permuted binary sequence is generated as per the path 

traced by the spiral pattern is given by B2 in (6).  

𝐵2 =  {011000101110010011011100011010100111}  (6) 

1 1 0 
0 

0 1 

1 1 0 1 1 1 

0 0 0 1 1 0 

1 0 0 1 0 1 

1 0 0 1 0 0 

1 1 1 0 0 1 

 

Figure 10. Application of a spiral pattern 

F. Stage-3: Substitution Technique 

Substitution technique, Z4 mapping is applied to the output 

sequences of stage-2 as illustrated below. The resultant final 

binary sequence is denoted as B in (7).  

Consider the sequence  

 

B2={011000101110010011011100011010100111}       and  

 

Corresponding {Z4} sequence = {120232…….…..} 

 

Mapped final binary sequence ‘B’ is given in (7). 

 

B=  {100010 … … … }                                                           (7) 

 

In this manner a set of about 10000 binary sequences each of 

length 106  are generated for various initial values ‘x0’ and 

system parameter ‘r’. These sequences will be further tested for 

auto correlation properties. 

III. NORMALIZED CYCLIC HAMMING AUTOCORRELATION 

(NCHA) FUNCTION 

Autocorrelation plots are generally used to know whether the 

sequence possess randomness properties. This randomness is 

determined by computing autocorrelation for sequences. If the 

value of autocorrelation of sequence is very small or negligible 

for all shifts of the sequences, such sequences are considered to 

be random and for non-random sequences such value will be 

significantly higher for more shifts. 

Normalized Cyclic Hamming Autocorrelation function is 

defined in the following section, and it is used to determine the 

randomness of the sequence generated using the proposed 

method.  

 

A. Definition and Illustration 

The normalized cyclic Hamming auto correlation function of 

two binary sequences {S} and its shifted version {S’} of length 

N is defined in (8a) and (8b) followed by (8). 

 

α𝑆𝑆′(τ) = [𝑁𝑎 − 𝑁𝑑] / N,       0 ≤ τ ≤  N − 1        (8)        

 

Where,  

α s s’(τ) is the normalized cyclic Hamming auto correlation 

function of binary sequence S and its shifted versions S′  

N=Length of the sequence   

𝑁𝑎=Number of agreements of symbols  

𝑁𝑑 =Number of dis-agreements of symbols between the 

sequence S and its circularly shifted version S′ and, 

τ = Shift parameter 

 

This is illustrated as follows   

Consider the binary sequence S of length 20 bits as in (8a). 
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S =  {101000110 01111000111}               (8a) 

                               

It’s circularly shifted to right by one bit position ( τ = 1 ) 

represented as S’ and is given in (8b). 

 

S’ =  {1101000110 0111100011}                (8b) 

 

The number of agreements and number of disagreements for the 

example sequences S and S’ is listed in table (1).  It is found that 

the number of agreements and disagreements between sequence 

S and S’ is Na=11 and Nd=09 respectively. Computing α s s’(1) = 

(Na - Nd) / N, we get the value as 0.1. Similarly α𝑆𝑆′(τ) value 

may be obtained for all the shifts (τ) [0 to N-1]. 

TABLE 1: Number of agreements and number of disagreements for the 

example sequences S and 𝑆’ 

 

B. Case studies 

The value of α s s’ (τ ) is computed by considering 

various cases of binary sequences generated using the proposed 

method to study the correlation properties of the sequences 

shown in table 2. The plots of autocorrelation tests are shown in 

“Fig.11” and “Fig.12” for different cases. 

• Case 1 

In this case the initial value 𝑥0  is varied and system 

parameter ‘r’ value is maintained constant as per (1), to generate 

the binary sequences using the proposed method, the resultant 

sequences are subjected to autocorrelation test.  

For example, for variable initial value say 𝑥0 =0.091921 and 

fixed parameter r = 3.9, sequences can be obtained by 

varying 𝑥0 .  The corresponding NCHA plots are as shown in 

“Fig. 11”. 

• Case 2 

In this case the initial value 𝑥0  is maintained constant and 

system parameter ‘r’ value is varied as per (1), to generate the 

binary sequences using the proposed method, the resultant 

sequences are subjected to autocorrelation test.  

For example, for fixed 𝑥0=0.091921 and variable parameter r = 

3.911, sequences can be obtained by varying ‘r’. The 

corresponding NCHA plots are as shown in “Fig. 12”. 

 

It is evident from NCHA plots that the off peak value 

is small and ranges are almost in the vicinity of -0.001 to +0.03. 

This shows the autocorrelation value is very small for all the 

shifted versions of the sequences, except the peak value at the 

origin. This indicates that the random nature of the sequence is 

obtained from the proposed method. 

In this way, a set of 10000 sequences are generated and 

tested for auto correlation properties. Majority of the sequences 

pass auto-correlation tests. Thus the sequences are found to be 

pseudo random in nature as suitable for cryptographic 

applications. 

 

TABLE 2: Auto-correlation test results 

Case Study: 

Map used: 

Logistic 

map 

Length of 

sequence 

=20000 bits 

 

Initial values of the 

proposed PRNG 

Range 

of 

autocorr

elation 

value 

(approxi

mate) 

Impli

cation 

Case 1 r=3.9 𝑥0=0.091921 -0.001 

to +0.03 

Pass 

𝑥0=0.0919212 -0.001 

to +0.03 

Pass 

𝑥0=0.0919213 -0.001 

to +0.03 

Pass 

Case 2 𝑥0 =0.

09192

1 

r=3.911 -0.001 

to +0.03 

Pass 

r=3.912 -0.001 

to +0.03 

Pass 

r=3.913 -0.001 

to +0.03 

Pass 

 

Case 1: Map used: Logistic map 

Length of sequence =20000 bits 

‘r’ fixed, ‘𝑥0’ varied 

 
a. Parameter ‘r’=3.9 , 𝑥0=0.091921 

S 1 0 1 0 0 0 1 1 0 1 1 1 1 1 0 0 0 1 1 1 

S’ 1 1 0 1 0 0 0 1 1 0 0 1 1 1 1 0 0 0 1 1 

a / d a d d d a a d a d d d a a a d a a d a a 
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b. Parameter ‘r’=3.9 , 𝑥0=0.0919212 

 

c. Parameter ‘r’=3.9 , 𝑥0=0.0919213 

Figure 11. NCHA Plot of binary sequences obtained at final stage 

 

 

Case 2: Map used: Logistic map 

Length of sequence =20000 bits 

 ‘𝑥0’ fixed, ‘r’ is varied 

 
a. Parameter ‘r’=3.911 , 𝑥0=0.091921 

 
b. Parameter ‘r’=3.912 , 𝑥0=0.091921 

 

c. Parameter ‘r’=3.913 , 𝑥0=0.091921 

Figure 12. NCHA Plot of binary sequences obtained at final stage 

CONCLUSION 

In this work, the pseudo random binary sequences are 

generated by the proposed model “Chaos Based Key Stream 

Generator” which uses novel permutation and substitution 

techniques and an auto correlation test is carried out on the 

resultant sequences by considering various parameters like 

initial value (𝑥0) and system parameter function (r). From the 

results it is seen that majority of the sequences exhibit good auto 

correlation properties as in the previous cases discussed. Hence 

it if evident that probability of randomly chosen sequences 

exhibit better autocorrelation properties  which is desirable for 

the random sequence for consideration for cryptographic 

application for encryption of message. Thus, the binary 

sequences generated from proposed model using novel 

permutation technique with various two dimensional patterns 

and substitution technique with Z4 mapping proves to be an 

efficient ‘Pseudo Random Binary Sequences’ as suitable for 

cryptographic applications. 
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