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ABSTRACT 

Yoo, Sungjin. Ph.D. The University of Memphis. August 2019. New Organizational Challenges 

in a Digital World: Securing Cloud Computing Usage and Reacting to Asset-Sharing Platform 

Disruptions. Co-Major Professors: William J. Kettinger, Ph.D. and Chen Zhang, Ph.D. 

 

Information technology (IT) and IT-enabled business models are transforming the 

business ecosystem and posing new challenges for existing companies. This two-essay 

dissertation examines two such challenges: cloud security and the disruption of asset-sharing 

business models. 

The first essay examines how an organization’s usage of cloud storage affects its 

likelihood of accidental breaches. The quasi-experiment in the U.S. healthcare sector reveals that 

organizations with higher levels of digitalization (i.e., Electronic Health Records levels) or those 

with more IT applications running on their internal data center are less likely to experience 

accidental breaches after using public cloud storage. We argue that digitalization and operational 

control over IT applications increase organizations’ awareness and capabilities of establishing a 

company-wide security culture, thereby reducing negligence related to physical devices and 

unintended disclosure after adopting cloud storage. The usage of cloud storage is more likely to 

cause accidental breaches for organizations contracting to more reputable or domain expert 

vendors. We explain this result as the consequence of less attention being focused on securing 

personally accessible data and physical devices given high reliance on reputed and 

knowledgeable cloud providers. This research is among the first to empirically examine the 

actual security impacts of organizations’ cloud storage usage and offers practical insights for 

cloud security management. 
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The second essay examines how Asset-Sharing Business Model Prevalence (ASBMP) 

affects the performance implications of industry incumbent firms’ competitive actions when 

faced with entrants with asset-sharing business models, like Airbnb. ASBMP represents the 

amount of third-party products and services that originally were unavailable inside the traditional 

business model but now are orchestrated by asset-sharing companies in an industry. We use 

texting mining and econometrics approaches to analyze a longitudinal dataset in the 

accommodation industry. Our results demonstrate that incumbents’ competitive action 

repertoires (i.e., action volume, complexity, and heterogeneity) increase their performance when 

the ASBMP is high but decrease incumbents’ performance when the ASBMP is low. Practically, 

incumbents who are facing greater threat from asset-sharing firms can implement more 

aggressive competitive action repertoires and strategically focus on new product and M&A 

strategies. This research contributes to the literature of both competitive dynamics and asset-

sharing business models. 
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INTRODUCTION 

 

The increasing dynamism and turbulence of the business environment make firms more 

difficult to sustain competitive advantages. An importance source of such environmental 

turbulence is the constantly evolving information technologies (IT) and IT-enabled business 

models. Entreprenurs and existing companies can leverage these frontier technologies to achieve 

competitive advantage; meanwhile, they should actively manage the new challenges associated 

with emerging technologies. In this dissertation we focus on two such emerging technologies and 

the associated new organizational challenges: cloud security and the disruptive effects of asset-

sharing business models.  

Cloud computing has attracted great attentions as an alternative or an adjunct technology 

to traditional in-house applications (Choudhary & Vithayathil, 2013). Through the combination 

of broad network access, on-demand self-service, rapid elasticity, resource pooling, and 

measured service (Mell & Grance, 2011), cloud computing increases the ease of access of 

services and business continuity, reduces investments in IT infrastructure, and provides infinite 

and expandable resources and capacity (Naldi & Mastroeni, 2016). Organizations’ effective use 

of cloud computing also deliver strategic and transformative impacts such as strengthening 

organizational agility and adaptability, improving functional competencies (i.e., operational 

capabilities), and enhancing the dynamic capabilities for organizations (Battleson, West, Kim, 

Ramesh, & Robinson, 2016). 

However, research has expressed the concerns about the information security of cloud 

computing. Most prior literature argued that cloud computing is associated with higher security 

risks due to the security network externalities and loss of resource control (August, Niculescu, & 

Shin, 2014; August & Tunca, 2006; Battleson et al., 2016). In contrast, others argue that cloud 
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computing may be more secure because of reputable vendors’ security protection capabilities and 

IT security efforts (Chen & Wu, 2013; Lacity & Reynolds, 2014). Given the inconsistent 

assumptions about cloud security, Essay 1 examines how an organization’s usage of cloud 

storage affects its likelihood of accidental security breaches.  

Different from physical data storage, cloud storage is based on virtualized infrastructure, 

which is accessed through cloud computing services. We focus on the accidental breaches 

because it is a common problem after adopting cloud storage but under-studied in prior IT 

security research. Accidental security breach happens without intention to access and 

compromise data and among all types of IT security incidents, accidental security commonly 

happens in reality. In cloud-based architecture, data is continually replicated and processed by 

different storages/servers or from physical devices to the cloud storage. In such a case, the 

disposal or relocation of the old equipment will cause the loss and misplacement of the physical 

devices, thus facing accidental security breach. Regardless of accidental or not, a security 

incident causes financial loss to firms, hurts organizational reputation, and disrupts business 

continuity. 

Using quasi-experiment in the U.S. healthcare sector, our results reveal that cloud storage 

usage by itself does not significantly determine organizations’ accidental security breaches. 

However, organizations with higher levels of digitalization (i.e., Electronic Health Records 

levels) or those with more IT applications running on the data center are less likely to experience 

accidental security breaches after using cloud storage. We argue that digitalization and control 

over IT applications increase organizations’ awareness and capabilities of establishing company-

wide security culture and thereby reduces negligence related to physical devices after adopting 

cloud storage. The usage of cloud storage is more likely to cause accidental breaches for 
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organizations that contract to “well-established” vendors (e.g., higher reputation or domain 

expertise). We explain this result as the consequence of a less mindful focus of organizations on 

securing their physical devices when the cloud service provider has a well-established reputation.  

Essay 2 focuses on industry incumbents’ competitive actions in the presence of new 

asset-sharing business models. Enabled by digital infrastructures and two-sided network effects, 

asset-sharing business models have fundamentally transformed market environments and society 

(Parker, Van Alstyne, & Choudary, 2016). The entrats with asset-sharing business models, such 

as Uber in the taxi industry and Airbnb in the accommodation industry, create value by 

connecting suppliers’ underutilized assets and consumers’ demands through a digital artifact 

(Parker et al., 2016; Zhu & Iansiti, 2012). Comparing to companies with a “traditional” linear 

business model, entrepreneurs with their asset-sharing business models are more agile and can 

grow at an exponential rate. A number of studies have demonstrated that the use of these asset-

sharing platforms addresses many societal problems, such as reducing alcohol-related motor 

vehicle fatalities (Greenwood & Wattal, 2017), decreasing rape occurrences (Park, Kim, Pang, & 

Lee, 2017), and increasing capacity utilization rate (Cramer & Krueger, 2016). 

Given asset-sharing business models’ ability to foster two-sided network effects (Parker 

& Van Alstyne, 2005), incumbents (e.g., in finance, taxi, accommodation, package delivery, and 

healthcare industries) are threatened by the rising tide of asset-sharing business models 

challenges. Some pioneering studies (Blal, Singal, & Templin, 2018; Zervas, Proserpio, & Byers, 

2017) have shown that the growth of asset-sharing business models is negatively related to 

incumbents’ financial performance. Prior literature with qualitative methods devises possible 

strategies for incumbents in industries to respond to the growth of asset-sharing business models 

(Jones, Hillier, & Comfort, 2016; Zhang, Kolte, Kettinger, & Yoo, 2018). However, there is little 
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study quantitatively concerning the effectiveness of incumbents’ competitive strategies in the 

presence of new entrants with an asset-sharing business model.  

Therefore, in Essay 2 we examine how Asset-Sharing Business Model Presence (ASBMP) 

affects the performance implications of industry incumbents’ competitive actions. An 

incumbent’s competitive action repertoire measures whether it carries out a larger number of 

competitive actions (i.e., action volume) that are complex across categories (i.e., action 

complexity) and are deviate from their incumbent competitors (i.e., action heterogeneity). We 

selected as our empirical setting, the accommodation industry, where incumbents have been 

disrupted by asset-sharing firms such as Airbnb and HomeAway.  

We used texting mining and econometrics approaches to analyze a longitudinal dataset 

collected from multiple sources. Our results demonstrate that an incumbent’s competitive action 

repertoire (i.e., action volume, complexity, and heterogeneity) is positively associated with its 

performance when ASBMP is high, but negatively affects its performance when ASBMP is low. 

Our post-hoc analysis examining the differential impacts of various types of competitive actions 

indicates that incumbents’ new product strategies (e.g., launching new branches) and merger & 

acquisition (M&A) activities better contribute to their performance when the ASBMP is high. 

Overall, our results suggest that: incumbents who are facing stronger disruption from sharing 

ecosystem platforms can implement more aggressive competitive action repertoires and 

strategically focus on new product and M&A strategies. This research contributes to the literature 

of both competitive dynamics and asset-sharing business models. 

Collectively, this two-essay dissertation contributes to our understanding of 

organizational strategies in the presence of new challenges such as security risks and new 

business model disruptions. 
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ESSAY 1. HEAD IN THE CLOUDS: A QUASI-EXPERIMENT ON CAUSES OF 

ACCIDENTAL SECURITY BREACHES WITH CLOUD COMPUTING 

 

INTRODUCTION 

Cloud computing has attracted considerable use as an alternative or an adjunct 

technology to traditional in-house computing (Choudhary & Vithayathil, 2013). Despite its 

technical and strategic benefits such as high scalability, flexible pricing, and effects on 

improving organizational functional competencies and adaptability (Battleson et al., 2016), 

security risks have been acknowledged as one of the major concerns when adopting cloud 

computing. Past research has considered various types of cloud security risks, including external 

attacks by hackers (August et al., 2014) and threats from malicious insiders (Kandias, Virvilis, & 

Gritzalis, 2011), on both cloud vendors’ and clients’ sides (Liu, Sheng, & Marston, 2015). 

However, these examined cloud security risks are primarily malicious in nature. Relatively little 

research has been done to understand accidental breaches that are caused by employees’ 

unintentional behaviors in a cloud environment, though such breaches commonly happen and are 

equally harmful.  

Accidental breaches include both unintended disclosure (e.g., sensitive information that is 

publicly posted and mishandled or sent to the wrong party) and the physical loss of paper 

documents, portable devices (such as laptop, smartphone, memory stick, and hard drive) and 

stationary devices (such as computer or server) (Kwon & Johnson, 2018). Accidental breaches 

account for a large percentage of total security breaches in practice. For example, Shred-it, in its 

2018 research report, demonstrated that more than 40% of business executives believe that 

accidental breaches are the main cause of their most recent security breaches
1
. Johnson, McGuire, 

                                                           
1
 https://www.techrepublic.com/article/over-40-of-reported-security-breaches-are-caused-by-employee-negligence/ 

https://www.techrepublic.com/article/over-40-of-reported-security-breaches-are-caused-by-employee-negligence/


6 
  

& Willey (2009) demonstrated that there are more information breaches caused by employees’ 

accidental data sharing than by malicious outsiders. Records breached in accidental incidents are 

fast growing—going from under 250 million in 2016 to about 2 billion in 2017, according to the 

Breach Level Index report
2
. Importantly, accidental breaches occurred more frequently in two 

industries with very sensitive data—the financial and healthcare sectors—with the portion being 

one-third and 42%, respectively
3
. Liu, Musen, & Chou (2015) found that most health 

information breaches during 2010-2013 occurred via laptop computers (32.7%), paper (22.3%), 

and portable electronic devices (15.6%), which are the major sources of accidental breaches. 

Accidental breaches have major, negative impacts such as failed audits, public ridicule, litigation, 

regulatory actions, and loss of reputation.  

Organizations’ migration to the public cloud has the potential to increase the risks of 

accidental breaches. In this regard, prior literature acknowledged that users’ behaviors toward 

new information systems (such as public cloud storage) exhibit inertia whereby IT users tend to 

maintain some existing routines and behavioral patterns with old systems (i.e., in-house storage) 

after an alternative new system is introduced (Polites & Karahanna, 2012). For example, after 

downloading and/or accessing information from the cloud to a personal or public computer, users 

may fail to perform new security behaviors as required in a cloud environment (e.g., fully 

deleting files from personal or public devices). Unintended disclosure thus may happen, 

especially at the earlier stages of the cloud storage implementation and when user behavioral 

rules on security in the public cloud environment are not well-established. Also, when 

organizations implement public cloud storage, they will face the need to retire some in-house IT 

devices while allowing some simultaneous usage of both in-house and public cloud storage. 

                                                           
2
 https://breachlevelindex.com/assets/Breach-Level-Index-Report-2017-Gemalto.pdf 

3
 https://www.cutimes.com/2017/08/07/accidental-data-breaches-remain-the-leading-cause/  

https://breachlevelindex.com/assets/Breach-Level-Index-Report-2017-Gemalto.pdf
https://www.cutimes.com/2017/08/07/accidental-data-breaches-remain-the-leading-cause/
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However, employees’ and organizations’ increasing focus on public cloud resources may result 

in diminished attention to their remaining in-house IT physical devices, especially those 

duplicated or replaced by the cloud storage.  

In this research we examine cloud security by focusing on the effects of organizations’ 

public cloud storage usage on their likelihood of accidental breaches. Given that lack of security 

awareness and attention are the root to the occurrence of accidental breaches, we utilize the 

mindfulness perspective. Mindfulness theory emphasizes how individuals and organizations 

allocate attention on IT security related issues, change their awareness of the context, and 

correspondingly take actions (Jensen, Dinger, Wright, & Thatcher, 2017). The premise is that an 

organization and its employees with higher levels of mindfulness of security risks from 

unintended disclosure, loss or careless use of physical devices are less likely to encounter 

accidental breaches. Given that organizational IT characteristics (e.g., IT infrastructure and IT 

applications) and cloud storage vendors’ attributes (e.g., reputation and know-how of the context) 

will affect the patterns of using cloud storage, we further investigate the moderating effects of 

organizations’ and cloud storage vendors’ characteristics. 

We design a quasi-experiment in the context of the U.S healthcare sector to validate our 

premises. The healthcare industry is well suited for our experimental design as hospitals are 

subject to regulations on security protection and security breaches disclosure
4
, and have used 

both in-house devices and the public cloud to store sensitive information. Specifically, by using 

propensity score matching (PSM) to control other confounding factors which might influence 

hospitals’ cloud storage adoption decisions, security strategies, and security performance, we 

compare hospitals’ security performance of cloud storage and in-house storage in a difference-in-

                                                           
4
 For more details, refer to the Health Insurance Portability and Accountability Act (HIPAA) defined security rules 

on https://www.hhs.gov/hipaa/for-professionals/security/index.html.  

https://www.hhs.gov/hipaa/for-professionals/security/index.html
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differences (DID) model. Such PSM based DID approach (denoted as PSM-DID hereafter) is 

widely used in recent studies (e.g., Goh, Heng, & Lin, 2013; Hosanagar, Fleder, Lee, & Buja, 

2013; Li, 2016) and has shown superior performance in econometric-based experimental 

estimation.  

Our results demonstrate that cloud storage usage does not necessarily change an 

organization’s likelihood of accidental breaches. Rather, the effects of cloud storage usage on 

accidental security breaches depend on the attributes of the organization and its cloud storage 

vendors. Specifically, the usage of public cloud storage will cause higher possibility of 

accidental breaches for organizations that contract their cloud storage to a vendor with higher 

domain expertise or the vendor who has a higher reputation. Also, organizations with a higher 

level of digitalization (i.e., Electronic Health Records [EHRs]) or those with a higher percentage 

of IT applications running on the in-house data center are less likely to experience accidental 

breaches after using cloud storage. The main reasons, as suggested by the mindfulness 

perspective, are that “well-established” cloud storage vendors increase the organization’s 

confidence and reliance on the cloud and thus reduce its attention on unintended disclosers 

and/or securing physical devices, thereby inappropriately diminishing its attention to prudent 

security behaviors. Conversely, higher levels of digitalization and control over IT applications 

increase an organization’s capabilities and awareness of maintaining company-wide security 

practices, thus reducing the likelihood of accidental breaches after adopting cloud storage. 

This research is among the first to empirically examine the actual security impacts of 

organizations’ cloud storage adoption. Our theoretical development based on the mindfulness 

perspective delineates how cloud storage usage by itself or interacting with other contextual 

elements affects the occurrence of accidental breaches. By focusing on an understudied type of 
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security risks—accidental breaches—this research highlights the importance of unanticipated 

security risks after adopting new systems such as public cloud storage. Our empirical validations 

of the theoretical perspective also offer possible explanations of past inconsistent assumptions on 

cloud security. Furthermore, this study provides implications for IT security managers about how 

to make better security policies and strategies toward cloud storage usage. 

LITERATURE REVIEW AND THEORETICAL BACKGROUND 

Cloud Security 

Prior cloud security studies have extensively examined technical aspects of cloud security 

by designing more secure technical artifacts of cloud computing (Chen, Wang, & Wang, 2012; 

Roy, Sarkar, Ganesan, & Goel, 2015). In addition, there are several conceptual frameworks 

focusing on the comprehensive understanding of IT security threats, potential managerial and 

technical responses, and new security challenges in the cloud computing context. For instance, 

based on the routine activity theory (RAT), Choo (2014) has proposed a conceptual model 

explaining the security risks of mobile cloud storage users. Na, Park, & Huh (2010) 

structuralized the IT security threats of personal cloud and developed a service model and 

security framework. Takabi, Joshi, & Ahn (2010) reviewed a list of security challenges in the 

cloud environment.  

With the increasing focus on the economics of cloud computing in the information 

systems (IS) field, researchers have considered the security risks of cloud computing when they 

analytically model the competition among the cloud service providers and/or client organizations’ 

usage behaviors and deployment decisions (August et al., 2014; August & Tunca, 2006; Chen & 

Wu, 2013). However, competing assumptions concerning cloud security were made in these 

studies. On the one hand, some studies argued that cloud computing usage is associated with 

higher IT security risks for three main reasons. First, since cloud computing increases the 
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number of users with (potential) access to credential information, information stored in the cloud 

environment are more likely to be hacked (Battleson et al., 2016). Second, users are 

interconnected in a cloud-based application, posing security network externalities (August et al., 

2014); information security risks will increase when more users perform unsecure behaviors 

(such as uninstalling or not using security patches) (August & Tunca, 2006). Third, information 

security risks are determined by both internal behaviors and external stakeholders such as 

contracted vendors and their other clients (Armbrust et al., 2010), making security protection 

more complicated. On the contrary, some other recent studies argued that well-established 

vendors make cloud computing services more secure than traditional in-house IT applications 

(Chen & Wu, 2013). Furthermore, the advancement of cloud computing technology has 

enhanced several security protection mechanisms in cloud infrastructure (Armbrust et al., 2010). 

In addition, the responsibilities of IT security protection are shared among various stakeholders 

in a cloud ecosystem (Takabi et al., 2010). Institutional legitimacy increases different parties’ 

pressures to give more effort on security protection. 

Our review of cloud security literature reveals that there is a lack of empirical studies 

examining whether cloud usage causes (or reduces) IT security incidents (Naldi & Mastroeni, 

2016). An empirical investigation of cloud computing’s security impacts should not only 

complement the conceptual frameworks and technical artifacts design literature by showing 

actual cloud security performance, but also offer empirical evidence that may validate the results 

and/or improve the assumptions of past economics research on cloud computing. Furthermore, a 

closer look at the relationship between an organization’s usage of cloud computing and their 

likelihood of accidental security breaches may offer a novel theoretical understanding of the 

issue. As a starting point, this research examines how an organization’s usage of cloud storage 
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affects its likelihood of accidental security breaches—a common and important type of security 

breaches in practice that is not well-studied. Related literature on cloud storage, accidental 

security breaches, and mindfulness perspective are reviewed in the subsequent sections. 

Organizational Data Storage Design: The New Option of Cloud Storage 

The increasing digitalization of business operations and processes drives the demand for 

organizational strategic management of data storage infrastructure. For example, artificial 

intelligence (AI) data storage workflow
5
—ranging from data collection and integration, data 

processing and cleanup, model training, and statistical inferences to active and cold archive—

poses new challenges of organizational data storage management. It requires organizations to 

deploy complementary data storage architectures, strategically select vendors, expand data 

storage capacity and establish policies and procedures that accommodate security in the new 

public cloud environment. 

With the expansion and maturity of the cloud computing business model, organizations 

are facing the strategic decision of choosing between in-house storage and public cloud storage. 

Such an alternative is often labeled as the “Buy versus Lease” decision (Naldi & Mastroeni, 

2016), where organizations may purchase their own storage infrastructure in an in-house solution 

or lease the infrastructure from a cloud vendor in a public cloud storage solution. Compared to 

in-house storage, firms can zero their investments in data storage devices with the use of public 

cloud storage. In addition, public cloud storage enables organizations to switch from an 

infrastructure-based to a service-based operational mode. Cloud storage plays an important role 

in the current trend of virtualization (Lenk, Klems, Nimis, Tai, & Sandholm, 2009). Cloud 

storage, along with computational power and networking, is independent from the afforded 

application systems, which foster the decoupling mechanism and therefore provide foundations 

                                                           
5
 Gartner Report. Three Ways That AI Will Impact Your Data Management and Storage Strategy. August 2018. 
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for generating transformative value through platformization and recombination (Benlian, 

Kettinger, Sunyaev, & Winkler, 2018). 

Although Naldi & Mastroeni (2016) have developed an economic-based approach to 

assist organizations’ strategic choices between in-house storage and public cloud storage, the 

security issue was regretfully omitted because of the mixed results from prior related literature. 

In this research, by focusing on comparing the security performance of in-house versus public 

cloud storage, our results will complement the critical dimension of security risks in Naldi and 

Mastroeni’s decisional approach. 

IT Security: Retaining Attention on Accidental Breaches 

Past IT security studies have extensively examined organizational strategies to detect and 

prevent external attacks. For example, prior literature has analytically derived organizations’ 

optimal software patching policies to minimize risks of being attacked (Arora, Krishnan, Telang, 

& Yang, 2010; August & Tunca, 2008; Hasan Cavusoglu, Cavusoglu, & Zhang, 2008), 

uncovered organizational vulnerabilities and their exploitations (Mitra & Ransbotham, 2015; 

Ransbotham, Mitra, & Ramsey, 2012), unpacked the IT security compromise process 

(Ransbotham & Mitra, 2009), and offered insights on firms’ implementation of IT security 

protection systems (Angst, Block, D’Arcy, & Kelley, 2017; Huseyin Cavusoglu, Mishra, & 

Raghunathan, 2005; Kwon & Johnson, 2014). Recognizing the mutual relationships between 

hacker behavior and organizational IT security strategies (Huseyin Cavusoglu, Raghunathan, & 

Yue, 2008), prior studies have examined different types of hacker behavior and external attacks 

(Dey, Lahiri, & Zhang, 2012; Mitra & Ransbotham, 2015; Mookerjee, Mookerjee, Bensoussan, 

& Yue, 2011). Furthermore, behavioral IT security researchers believe that organizations can 

enhance their IT security performance by increasing “good” security behaviors by employees. 
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Such behavioral approaches include but are not limit to IT security education, training, and 

awareness programs (D'Arcy, Hovav, & Galletta, 2009; Puhakainen & Siponen, 2010), in-role 

and extra-role behaviors (Hsu, Shih, Hung, & Lowry, 2015), neutralization (Siponen & Vance, 

2010), and fear appeal (Johnston, Warkentin, & Siponen, 2015) (see Moody, Siponen, & Pahnila, 

2018 for a comprehensive review of antecedents of employees’ information security policy 

compliance behaviors).  

The well-examined IT security risks posed by hackers (i.e., external attacks) and internal 

employees (e.g., intentional information systems misuse, access policy violation, non-

compliance, and reactance behaviors
6
) are all malicious in nature. The accidental security 

incidents caused by employees’ unintentional behaviors are yet-to-be-understood, although such 

breaches frequently happen in practice and can have a major, negative impact. Different from the 

breaches caused by malicious insiders and external hackers, accidental breaches happen without 

an intention to attack and access to the information. Accidental breaches typically are the 

consequences of unintentional actions such as leaving a computer unattended displaying secured 

data, inadvertently routing confidential information to the wrong electronic address, or losing or 

misplacing physical devices such as laptops and portable data storage (Kwon & Johnson, 2018). 

The inattention of both security policies and employees contribute to the occurrence of 

accidental breaches. The increase of employee awareness could reduce the possibility of 

accidental breaches. Therefore, we examine organizations’ accidental breaches with the 

mindfulness perspective. 

Mindfulness Perspective  

Mindfulness is conceptualized as trait components and possessing states (Langer, 1989) 

and exhibits the characteristics of receptive attention to current experiences and surroundings 

                                                           
6
 Please refer to Hsu et al. (2015) for a detailed summary of security-related behaviors examined in IS research. 
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(Brown, Ryan, & Creswell, 2007). Individuals with higher levels of mindfulness often have 

stronger self-regulation and behavioral control (Brown et al., 2007; Leary, Adams, & Tate, 2006). 

Prior IS research has focused on the effects of mindfulness in individuals’ adoption and post-

adoption behaviors toward various information systems (Thatcher, Wright, Sun, Zagenczyk, & 

Klein, 2018). Recent IS studies have started to explore the role of mindfulness in individuals’ IT 

security behaviors. Jensen et al. (2017) is among the first to demonstrate the effectiveness of 

using mindfulness techniques in IT security training to mitigate phishing e-mail attacks. 

However, the lack of employees’ security mindfulness extends beyond phishing emails to 

include the risks of physical security protocols and procedures. For instance, a Shred-it 2018 

study indicates that more than 25% of U.S, employees have admitted to the mindless and 

unsecure behavior of leaving their computers on and unlocked even after they leave work
7
. 

Hence, it is rational to utilize the mindfulness lens beyond phishing emails to other areas such as 

cloud computing security and unintended disclosure. 

The mindfulness concept is also used at the organizational level (labelled as collective 

mindfulness) examining high reliability organizations (Butler & Gray, 2006; Weick & Roberts, 

1993), team performance (Curtis, Dennis, & McNamara, 2017), and IT innovation (Fichman & 

Melville, 2014; Swanson & Ramiller, 2004). Collective mindfulness is caused by the behaviors 

of each individual, but not a simple summation of individual behaviors (Curtis et al., 2017). 

Rather, collective mindfulness refers to “a totality with intricately connected and interdependent 

components” (Carlo, Lyytinen, & Boland, 2012, p. 1102). Specifically, collective mindfulness 

will be triggered when individuals engage in contributing, aligning, and representing behaviors 

(Curtis et al., 2017). Contributing indicates individuals’ behaviors and actions within a social 

context (Weick & Roberts, 1993). In the context of organizational IT security, contributing can 

                                                           
7
 https://www.techrepublic.com/article/over-40-of-reported-security-breaches-are-caused-by-employee-negligence/ 

https://www.techrepublic.com/article/over-40-of-reported-security-breaches-are-caused-by-employee-negligence/
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be understood as employees’ self-regulation and behavioral control of IT security. Aligning 

involves the interconnections of individual actions within the same social context, which is an 

empathetic activity and occurs when individuals identify with others (Curtis et al., 2017). 

Accordingly, aligning is the degree to which employees see their own IT security behaviors and 

beliefs are similar to other employees within the same organization in the context of IT security. 

Representing refers to individuals’ identification of others’ actions to develop a shared mental 

model (Weick & Roberts, 1993). Individuals search for various cues to recognize and identify 

the members, tasks, behaviors, and routines of completing the tasks (Pentland, 2005). 

Representing, in the IT security context, captures the extent to which employees perceive that the 

organization has shared understanding and behaviors of IT security among its employees. 

Therefore, to theoretically link organizations’ usage of cloud storage and accidental breaches, we 

not only theorize what employees’ psychological traits and security behaviors are (i.e., 

contributing), but also conceptually consider their interactions (i.e., aligning) and the collective 

shared security culture (i.e., representing). 

Overall, mindfulness theory focuses on individuals’ and organizations’ capabilities of 

perceiving cues, interpreting them, and taking timely and appropriately actions (Butler & Gray, 

2006). The fundamental insight of mindfulness perspective is that “mindfulness is associated 

with positive outcome and mindlessness with failure” (Carlo et al., 2012, p. 1082). Individuals 

and organizations that unintentionally or intentionally “engage their work mindfully are likely to 

result in more reliable outcomes” (Butler & Gray 2006, p. 217). Conversely, mindlessness, 

characterized by less appreciation of context and more usage of existing routine or automatic 

process, will result in “poor” performance (Weick & Roberts, 1993). The main theoretical 

mechanism explained by the lens of mindfulness is that—an increased level of mindfulness helps 
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individuals and organizations dynamically allocate attention on IT security related issues, 

increase their awareness of the context, and correspondingly take actions, therefore enhancing IT 

security outcomes.  

HYPOTHESES DEVELOPMENT 

We utilize the mindfulness perspective to understand how organizations’ use of public 

cloud storage interacts with their likelihood of accidental breaches. In addition, organizations are 

heterogeneous in terms of IT infrastructure, resource control, and cloud storage vendor selection, 

which may change their patterns of cloud storage usage and thereby affect the security behaviors 

and performance. Thus, we further explore organizational IT characteristics (i.e., digitalization 

level and IT applications allocation between an in-house data center and outsourcing) and cloud 

storage vendor attributes (i.e., vendor reputation and domain expertise) that may change the 

relationship between cloud storage usage and accidental security breaches. Figure 1 presents the 

research model.  

 
Figure 1. The Research Model (Essay 1) 
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Effects of Cloud Storage on Organizational Accidental Security Breaches 

Drawing on the mindfulness perspective, we argue that organizations’ use of cloud 

storage will increase their risks of accidental breaches for the following reasons. First, 

organizations’ in-house storage generally includes paper documents, portable devices (e.g., 

phones, laptops, tablets, memory sticks, hard drives, and CDs), and stationary device (e.g., 

computers and servers). Accidental security breaches may happen when these in-house 

computing and storage devices are lost, discarded, stolen, or inappropriately accessed. In the 

changing context (e.g., the way to access information systems and the working environment) 

caused by cloud storage usage, employees must dynamically allocate attention to both their in-

house physical storage and the new public cloud storage. However, the cloud computing option 

offers advantages that may attract more and more attention. For example, cloud storage 

overcomes geographical presence requirements when accessing data (Kandias et al., 2011), 

making it more convenient for users to use. With the increasing usage of cloud storage, 

individuals may think of their locally stored file storage as backup, an old file or system, archive, 

or personal information. Furthermore, when organizations adopt cloud storage, they often devote 

their energy in establishing the procedures and policies of using cloud storage safely and 

effectively. And, while employees often agree to be good stewards of localized or cloud stored 

data, they may disregard these procedures or expose this data unintentionally. With the 

increasing organizational policies and procedures directed at supporting newly adopted cloud 

storage, users are likely to pay more attention on how to appropriately interact with the 

information stored on the cloud, thereby neglecting remaining in-house or personal physical 

devices and paper documents even though they may contain sensitive information. 
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Second, accidental breaches can include addition unintended disclosures, including 

sensitive information publicly posted and mishandled or sent to the wrong party via email, 

mailing, fax, or publishing online. With access to cloud storage, employees can access data and 

information stored on the cloud almost anywhere using their personal or other public devices 

(Kandias et al., 2011), which increases the security risks of unintended disclosure. For example, 

a very busy professional may inadvertently “reply to all” in an email with a confidential 

attachment originating in the cloud when the intent was to direct the message to a single 

“authorized” person. Or, an employee could be viewing confidential data stored on the cloud on 

their cell phone at a restaurant and set their phone down and step away for a moment, leaving the 

data exposed. Or, they could download a confidential file from the cloud to their tablet or laptop 

and forget their device in a plane seat pocket, exposing confidential information. The popular 

press is replete with similar examples
8
. This situation may be exacerbated by the recognized 

phenomenon of behavioral inertia whereby employees partially follow their past routines and 

behavioral patterns of use while also beginning to use new systems (Polites & Karahanna, 2012). 

In the cloud computing context, employees may continue to download data from the cloud 

storage on to a publicly shared device using the data the way they did pre-cloud computing and 

may not fully delete all these files and information from their physical device. This increases the 

risk of unintended disclosure.  

Furthermore, there are usually well-defined user roles (e.g., database, network, or system 

administrators) in an in-house computing environment. However, when organizations move to 

public cloud storage, the employee or external person who manages the cloud infrastructure is 

likely to be the one configuring the IT security systems and policies (Kandias et al., 2011). For 

                                                           
8
 Examples include but are not limited to: 

https://www.businesswire.com/news/home/20160307005482/en/Inadvertent-Disclosure-Sensitive-Data-Greatest-

Risk-Cloud-Based; https://www.hipaaguide.net/examples-of-unintentional-hipaa-violations/  

https://www.businesswire.com/news/home/20160307005482/en/Inadvertent-Disclosure-Sensitive-Data-Greatest-Risk-Cloud-Based
https://www.businesswire.com/news/home/20160307005482/en/Inadvertent-Disclosure-Sensitive-Data-Greatest-Risk-Cloud-Based
https://www.hipaaguide.net/examples-of-unintentional-hipaa-violations/


19 
  

example, users of the Amazon Elastic Cloud (EC2) can configure all aspects of the virtual 

storage by accessing and using a simple web-based dashboard. Lack of clearly defined user roles 

(especially the lack of employees managing the cloud storage and user behaviors on the cloud) 

may weaken the monitoring mechanisms of user behaviors on the cloud, thereby increasing users’ 

likelihood of unintended disclosure of data stored on the cloud. This risks of unintended 

disclosure in a cloud environment might be further exacerbated by the sociopsychological 

phenomenon of diffusion of responsibility (Darley & Latane, 1968), whereby employees and 

organizations may be less likely to take responsibility for their actions when others, that could 

handle the issue or problem, are present.  In the case of accidental security breaches, 

responsibility for data security may be readily deferred to the third-party vendors provides cloud 

storage services. 

Third, in the cloud security context, organizations with cloud storage face security threats 

with new cloud-based features from both external hackers and malicious insiders and they must 

dedicate considerable attention to these threats. This mindfulness towards malicious attacks 

occurs for several reasons. First, given that software applications are often used in a network 

setting, software running on interconnected networks of the cloud will impose security 

externalities (August et al., 2014). Security risks will be increased by the number of users who 

choose to be unpatched in equilibrium (August & Tunca, 2006). Second, the high scalability and 

accessibility of cloud storage will increase malicious insiders’ possibilities of performing insider 

attacks. In on-premise data storage, authorized users need to be both physically (i.e., go 

physically on-site) and digitally (i.e., validate specific access credentials such as PIN and RFID) 

presented.  
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In contrast in the cloud context users may be granted full access to the cloud console’s 

credentials if they have validated access to the cloud’s virtual infrastructure (Kandias et al., 

2011). The lack of physical validation makes it more challenging to locate which specific insider 

has performed an attack. In addition, most traditional IT security protection systems such as 

Intrusion Detection Systems cannot be easily physically installed with cloud storage. 

Furthermore, since authorized users to the cloud console will have the full control over the cloud, 

they can easily and instantly terminate virtual systems by creating new virtual systems and 

modifying or destroying existing ones. Therefore, organizations that are aware that data stored 

on the public cloud needs to be protected from both external-facing security threats and from 

insiders (Armbrust et al., 2010), may reduce their mindfulness on accidental breaches. 

For these reasons organizations may dynamically distribute their attention on different 

types of security breaches—malicious (i.e., insider threats and external attacks) and accidental 

breaches—based on the contextual characteristics. Such attention allocation indicates that an 

organization is not likely to be mindful on all aspects of the security risks at a certain period, 

which is also consistent with findings from the prior IT security studies (Kwon & Johnson, 2018) 

and the premise of the attention-based view of the firm (Gopal & Gosain, 2010; Ocasio, 1997). 

For example, Kwon & Johnson (2018) found that the meaningful-use attestation—which focuses 

on hospitals’ adoption of EHR systems and requires them to have reasonable IT security 

protection mechanisms to prevent potential risks and vulnerabilities—is more likely to reduce 

external attacks but cause more accidental breaches in a short-term. Per the definition of 

meaningful-use attestation, attesting hospitals are more likely to increase awareness on and pay 

more attention to external attacks and malicious insiders which typically receive more public 

media attention, thereby exhibiting lower mindfulness on internal accidental risks. In addition, 
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taking the attention-based view, Gopal & Gosain (2010) found that an organization’s focus of 

one type of control (e.g., behavioral control, quality-based outcome control, and efficiency-based 

outcome control) in IT project outsourcing is likely to have insufficient attention on other types 

of control.  

Taken together, behavioral inertia whereby employees continue to retain inhouse or 

personal data storage even after the move to the cloud, an environment where data security 

responsibility is more readily deferred to a third-party vendor, and where a high proportion of 

institutional security focus is typically directed to malicious threats, give opportunity for a 

mindless increase in accidental security breaches. Hence we theorize that: 

Hypothesis 1 (H1). A firm that uses cloud storage is more likely to encounter accidental security 

breaches. 

Moderating Effects of Cloud Storage Vendor Characteristics 

Domain expertise relates to a deep understanding of the subject area of a system; for 

examples expertise in: a financial modeling system for a bank, consumer web pages for a retail 

company, or a new network management software package to be used by a global company 

(Carmel & Agarwal, 2002). The significant positive relationship between vendors’ domain 

expertise in an industry and the quality of outsourced products and services delivered is well 

documented in the prior studies (Zhang et al., 2011). For example, the healthcare industry is 

known as a special context where a plethora of regulations and patients’ information is 

particularly sensitive. Healthcare providers therefore will benefit from contracting with vendors 

with expertise in the healthcare sector
9
. Domain expertise in this research is defined as whether 

the cloud storage provider has specialization in the industry sector. 

                                                           
9
 http://blog.harbinger-systems.com/2014/03/factors-in-selecting-the-right-outsourcing-provider/  
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Public cloud storage providers with domain expertise are more likely to customize their 

product offerings in such a way that fits the business and behavioral rules in the specific domain. 

In addition, domain expertise can increase the cloud storage providers’ capabilities of providing 

complementary services around the products. By contracting with a public cloud storage 

provider with domain expertise, organizational employees are more likely to have better user 

experiences interacting with the cloud storage and rely less on their in-house physical storage 

devices. With reliance and satisfaction with the cloud storage, users may abdicate some personal 

responsibility for data stewardship to the public cloud provider for careful management of 

sensitive information stored on the cloud, increasing the risks of unintended disclosure. 

Cloud storage providers with domain expertise have distinct advantages of understanding 

business rules, security regulations, and behaviors of client organizations and hackers, making 

domain-specific IT security threats more familiar and visible to these vendors (Armbrust et al., 

2010). Thus, domain expertise will increase cloud storage vendors’ capabilities of satisfying 

security requirements. By contracting with a cloud storage vendor with domain expertise, users 

can become increasing information output oriented, building confidence in the vendor’s 

competencies, develop trust in the security of public cloud storage vendor, trigger diffusion of 

responsibility, and in doing so, dedicate less attention to IT security processes themselves. Such 

reliance on the cloud storage vendor’s security features will reduce organizations’ mindfulness 

on managing their physical devices and increase unintended disclosures. 

Hypothesis 2 (H2). The effect of cloud storage usage on the likelihood of encountering 

accidental security breaches is stronger for firms that contract to cloud storage vendors with 

higher domain expertise. 
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IT outsourcing and cloud computing literature has focused on vendor reputation and 

agrees on its positive effects on the outsourcing performance (Levina & Ross, 2003; Son, Lee, 

Lee, & Chang, 2014). Reputation is a cross-disciplinary terminology and has been defined in 

different ways. For example, economic researchers use reputation to represent product quality 

and price (Shapiro, 1983). Reputation is specifically related to a social identity in the 

organizational behavior research (Rao, 1994). From the perspective of marketing, reputation is 

mainly considered as a key component of brand equity and associated with firms’ credibility 

(Herbig, Milewicz, & Golden, 1994). One shared consensus underlying these diverse 

perspectives is that: reputation is the result of a firm’s past actions (Nguyen & Leblanc, 2001). If 

a firm repeatedly meets its customers’ requirements and expectations, it will have a favorable 

reputation (Herbig et al., 1994).  

Product/service quality (such as ubiquity, reliability, and flexibility of the cloud storage) 

and IT security are the important criteria when organizations decide which cloud storage vendor 

to use. Unqualified cloud storage vendors are more likely to have technical failures, which can 

cause client companies’ business discontinuity (Son et al., 2014). Cloud storage vendors’ 

reputations are cumulated based on past successful vendor-client relationships in offering high-

quality products and services. Reputable cloud storage vendors in the market are more likely to 

support managed networks and a multi-layer security approach by employing a diverse set of 

techniques, such as encryption and authentication
10

.  

Compared to security controls in centralized in-house IT system—in which the 

company’s IT administrators have complete control for the whole stack of computing resources, 

procedures and implementation—multiple parties such as cloud users and providers must 

collaboratively design, develop, deploy and operate applications in the cloud environment (Liu et 
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 https://www.synaptic.att.com/clouduser/html/productdetail/Storage_as_a_Service.htm.  

https://www.synaptic.att.com/clouduser/html/productdetail/Storage_as_a_Service.htm


24 
  

al., 2011). Clients are more likely to have higher expectations for the self-regulated security 

behaviors of reputable cloud storage vendors. Hence, similar to the effects of cloud storage 

vendors’ domain expertise, we argue that the higher perceptions on reputable vendors’ 

product/service quality will further increase employees’ reliance on the cloud storage and 

therefore reduce attention on physical storage devices or the possibility of unintended disclosures. 

Hypothesis 3 (H3). The effect of cloud storage usage on the likelihood of encountering 

accidental security breaches is stronger for firms that contract to cloud storage vendors with 

higher reputation. 

Moderating Effects of Organizational IT Characteristics 

Motivated by the observed and anticipated business value of fusing digital technologies 

in all business processes, organizations in various industry sectors are deliberately working 

toward digitalization. El Sawy, Jraemmergaard, Amsinck, & Vinther (2016) define digitalization 

as the process of evolving to a digital business and the increasing use of digital technologies in 

transforming organizational business models and value-creation opportunities. Through 

organizational digitalization initiatives, digital technologies and local business processes will be 

infused, inseparable, and mutually reshaped (Orlikowski, 2000). In the healthcare sector 

digitalization of health records and business processes through the adoption of health IT systems, 

especially EHRs, is a priority (Agarwal, Gao, DesRoches, & Jha, 2010; Atasoy, Chen, & Ganju, 

2017). An EHR maintains a wide range of patients’ data emanating from clinical processes such 

as treatment histories, medical plans, allergies, diagnoses, laboratory and test results, 

immunization records, and radiology images. In addition, EHRs can streamline and automate 

healthcare providers’ workflows and enable users’ access to decision support tools. Thus, EHRs 

go beyond standard clinical data management and can be utilized to transform a healthcare 
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organization—e.g., enhanced healthcare quality, reduced healthcare costs, improved 

coordination, and increased patient involvement (Agarwal et al., 2010). Therefore, we 

specifically focus on hospitals’ use of EHRs as the indicator of their digitalization.  

Since EHRs contain sensitive patients’ data, hospitals have a heightened awareness on 

the criticality of securing their digital assets. Unauthorized EHR access is a major data security 

violation in the healthcare industry. It attracts tremendous scrutiny from healthcare regulatory 

institutions and must be properly addressed (Agarwal et al., 2010; Kohli & Tan, 2016). Given the 

high risk associated with EHR security breaches, the healthcare industry is constantly investing 

in new security safeguards to overcome EHR’s vulnerability. Furthermore, the digitalization of 

hospitals through EHR adoption not only increases the difficulties in security protection but also 

motivates hackers to expanding a target (Hui, Kim, & Wang, 2017; Wang, Gupta, & Rao, 2015). 

Therefore, hospitals with higher EHR levels are forced to employ more mindful IT security 

management.  

In moving data from in-house storage to public cloud storage, hospitals with higher EHR 

levels will pay more attention to the retirement of physical storage devices as well as to 

appropriate behavioral rules for interacting with public cloud storage. Developing a more 

sophisticated IT security culture, employees at a hospital with higher EHR levels will dedicate 

more attention to security behaviors when they access data stored on both cloud and physical 

devices. Hence, we argue that hospitals with higher EHR levels as well as their affiliated 

employees are more likely to be mindful on IT security since they possess and constantly engage 

with sensitive and strategic digitalized assets. The retirement of in-house data storage devices 

and the simultaneous usage of both cloud and in-house storage will further increase their 

awareness of IT security risks and correspondingly allocate more attention, thus reducing the 
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security risks of physical loss, the breaches of portable and stationary devices, and the likelihood 

of unintentional disclosure. 

Hypothesis 4 (H4). A firm with a higher digitalization level (i.e., EHR level) is less likely to 

encounter accidental security breaches after migrating to cloud storage. 

The emergence of cloud storage, especially the public cloud, is revolutionizing data 

storage design. Specifically, under the public cloud storage, data is stored on the Internet and the 

services are outsourced to third-party vendors who take the responsibilities of updates and 

maintenance. Conversely, the traditional in-house data center offers an on-premise hardware 

solution where IT resources are locally presented and managed. Data is stored within an 

organization’s local network. An organization’s data center is typically operated by an internal 

IT department. Theoretically, there is less external IT security threat with in-house storage as 

risks come almost solely from internal sources.  

The key security implication of an in-house data center versus public cloud storage 

infrastructure is the extent to which the organization retains resource control. With the traditional 

data center infrastructure, organizations have full control over their digital assets. It is proprietary 

and often customized based on the client organization’s unique situation. Although the in-house 

data center infrastructure is often believed to have security advantages over cloud storage, a 

cloud-based infrastructure has its advantages of cost reduction, scalability, and flexibility 

(Benlian et al., 2018; Kaufman, 2009; Mell & Grance, 2011). Given tradeoffs of running all of a 

company’s IT applications on the public cloud versus running all on an in-house data center, 

organizations often make strategic decisions of hosting on an application-by-application or 

component-by-component basis
11

. 
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Thus, the extent to which an organization retains controls over its IT applications by 

running them in an on-premise data center will affect its attention allocation and awareness of 

security risks for the following reasons. First, if an organization has most of its IT applications 

running on its own data center, it must take more responsibilities for data security to address 

increased risk. Second, the higher level of resource control resulting from the decision of keeping 

IT applications in-house will support capabilities for developing stronger in-house IT security 

policies and culture encouraging more attention on physical storage devices and unintentional 

disclosures. Third, if more IT applications are running on within an organization, its in-house 

devices and data management procedures will be more important to employees in getting their 

jobs done and therefore they will be more visible to the organization and its employees. Hence, 

organizations with a higher percentage of IT applications running on in-house data center are 

more likely to develop mindfulness on the security management of physical devices and 

behavioral rules on cloud storage, thereby reducing the likelihood of accidental security breaches. 

Hypothesis 5 (H5). A firm with a higher portion of IT applications running on an in-house data 

center is less likely to encounter accidental security breaches after migrating to cloud storage. 

RESEARCH METHODOLOGY 

Research Context 

The U.S. healthcare sector was selected as the research context. The U.S. healthcare 

sector is highly regulated, whereby hospitals and other healthcare organizations are mandated to 

disclose security incidents and set a required level of security protection. For example, the Health 

Insurance Portability and Accountability Act (HIPAA) defines privacy and security rules
12

. The 

healthcare industry is experiencing digital transformation at an accelerated pace through the 
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implementation of digital records—such as EHR, electronic medical record (EMR), and personal 

health record (PHR)—and the digital output from various clinical devices such as magnetic 

resonance imaging (MRI). The adoption of cloud storage has transformative impacts on 

healthcare providers’ cost reduction, operation efficiency improvement, and functionality 

enhancement
13

. Furthermore, given that the healthcare sector has a high volume of sensitive 

patients’ data, electronic devices and media such as laptops, tablets, desktops, hard drives, 

memory cards, and CDs/DVDs play an important role in the industry. The increasing portability 

of devices and media make them more easily misplaced, lost, or stolen causing accidental 

security breaches
14

. Given that both cloud storage and accidental breaches are critical in the 

industry and researchers can access comprehensive data, the U.S. healthcare sector is appropriate 

for this research. 

Data Collection 

Consistent with prior IT security literature (e.g., Angst et al., 2017; Kwon & Johnson, 

2014), hospitals’ data breach data was gathered from multiple sources including the Privacy 

Rights Clearinghouse, Health & Human Services, and the Identity Theft Resource Center. 

Hospital demographic and IT adoption data were collected from the HIMSS Analytics
TM

 

Database. The HIMSS data set not only contains IT adoption data (security application, cloud 

computing technology adoption and other technologies), but also includes a number of hospital 

characteristics. Data collected from these different sources then was merged based on hospital 

name, city, and state. 
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Empirical Approach: Propensity Score Matching Based Difference in Differences 

We used the PSM-DID approach, which is an econometric-based quasi-experimental 

design and has been widely used in recent IS studies (e.g., Goh et al., 2013; Hosanagar et al., 

2013; Li, 2016) to deal with the endogeneity of behaviors, policies, or actions, and identify their 

causal impacts on outcome variables. The DID method is a common empirical strategy for 

evaluating the effect of policies or program implementations for different groups at a particular 

time. The primary benefit of using DID models is that we can identify the causal effect of cloud 

storage usage by estimating the difference in the change of the likelihood of accidental security 

breaches from the period before to the period after cloud storage adoption between two groups of 

hospitals: treatment versus control. Hospitals for which we estimate the effect of cloud storage 

adoption are included in the treatment group, whereas hospitals in the control group are those 

that we select as the baseline to compare with the pre-specified treatment group. A common way 

of constructing the control group is to select hospitals that did not adopt cloud storage (Goh et al., 

2013). However, one concern about matching the control group is that hospitals that did not 

adopt cloud storage are systematically different from those that have done so. As recommended 

by prior related studies (Hosanagar et al., 2013), we utilized PSM and identified a matched 

sample of treated and untreated hospitals to handle the confounding. We ensure that the treated 

and control hospitals in each matched pair have almost the same probability of receiving the 

treatment (i.e., adopting cloud storage) so that the treated and control hospitals are reasonably 

similar and comparable (Li, 2016). 

In sum, we use PSM to minimize selection bias in our quasi-experimental research design. 

We construct a balanced sample of treated and control hospitals. Then, we use a DID 

specification to test the causal effect of cloud storage usage by estimating differences in the 
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change of the likelihood of data breach from the periods before to those after cloud storage usage 

between matched treated and control hospitals. By doing so, we can identify the causal impact of 

cloud storage usage on the likelihood of hospitals’ accidental security breaches. 

Model Identification 

Sample Matching – Propensity Score Matching. HIMSS Analytics
TM

 Database 

surveyed hospitals’ adoption of cloud storage in their long-term storage portfolio in 2013, which 

provides an excellent opportunity for conducting a quasi-experiment. We thus selected hospitals 

that have implemented cloud storage in the year 2013 as the treatment group. This process 

resulted in 50 hospitals that were identified in the treatment group. Then, we matched a number 

of hospitals that have never adopted cloud storage as of 2013 as a comparable control group 

based on the PSM model. The performance of PSM is superior when we strategically account for 

the heterogeneity of pre-treatment covariates (Heckman, Ichimura, Smith, & Todd, 1998; 

Shadish, Cook, & Campbell, 2002). To fulfill this requirement, we selected a number of 

pretreatment covariates that may simultaneously affect hospitals’ adoption of cloud storage. 

Table 1 presents the detailed description and descriptive statistics of the selected key 

pretreatment covariates. 

Following the PSM approach, we ran a logistic regression to ensure whether adopting 

cloud storage can be statistically predicted by the covariates. The descriptive statistics of these 

covariates and the logistic regression results are reported in Table 1. Before matching samples, 

we randomly sorted all the hospitals to ensure that the subsequent matching is not affected by the 

ordering. Prior studies suggested the empirical strategies concerning how the total sample should 

split to events (treatment) and non-events (control) groups (Breslow, Day, & Davis, 1987; 

Pinczowski, Ekbom, Baron, Yuen, & Adami, 1994; Rudolfer, Paliouras, & Peers, 1999). Among 
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different sampling approaches of non-events, a 50%–50% split (between events and non-events) 

is proved to be optimal for estimation purposes (Steinberg, Carter, Beaty, Childs, & Walsh, 1990; 

Wang, Kannan, & Ulmer, 2013). Therefore, we used a 50%–50% split of treatment group and 

control group. In other words, we matched 50 hospitals that did not adopt cloud storage in the 

year 2013 based on the propensity scores to form the control group. 

 

Table 1  

Details of Key Pretreatments Covariates 

Variable Description Mean StdD Range Coefficient 

Lhealthsystemsize Log (the number of hospitals 

in the health system) 

3.62 1.91 [0, 6.94] -0.4994*** 

(0.1137) 

Lnofoperatingrooms Log (the number of operating 

rooms) 

1.61 0.92 [0, 4.39] 0.1836 

(0.3488) 

Lage Log (1 + the age of a 

hospital) 

3.24 0.98 [0, 5.28] 0.2149 

(0.1814) 

Lnoffte Log (the number of full time 

equivalent employees) 

6.06 1.22 [2.35, 

11.54] 

0.1229 

(0.2984) 

Lnofstaffedbeds Log (the number of staffed 

beds) 

4.35 1.12 [0.69, 

7.35] 

-0.3990 

(0.3011) 

Litquipment Log (1 + the number of 

laptops and computers in 

service) 

2.97 3.17 [0, 10.75] 0.0022 

(0.0622) 

Lisbudget Log (1 + the amount of IT 

budget in dollars) 

3.06 5.34 [0, 16.45] -0.0811** 

(0.0321) 

Lservers Log (1 + the number of 

services in service) 

1.16 0.60 [0, 2.89] -0.3511 

(0.3218) 

Lwireless Log (1 + the number of 

wireless access points) 

1.28 2.16 [0, 11.81] 0.0837 

(0.0760) 
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Table 1 (Continued) 

Variable Description Mean StdD Range Coefficient 

Ehradoption The number of EHR systems 3.72 1.62 [0, 5] -0.1566* 

(0.0950) 

Securityprotection The number of IT security 

protection systems 

4.32 2.57 [0, 10] 0.3735*** 

(0.0910) 

Storage The number of long-term 

storage approaches 

1.68 2.01 [0, 14] 0.3581*** 

(0.0610) 

Disasterrecovery 1 if a hospital has disaster 

recovery plan, and 0 otherwise 

0.29 0.45 Dummy 0.7193** 

(0.3094) 

Notes. Number of Observations: 5467; Significance level: *p < 0.1; **p < 0.05; ***p < 0.01; 

Model fit: Pseudo R
2
 = 0.2313. 

 

The nearest neighbor matching with replacement (NNMR) was used in the PSM 

approach (Li, 2016; Rishika, Kumar, Janakiraman, & Bezawada, 2013). Technically, each 

hospital in the treatment group, one control hospital that has the most similar predicted 

propensity score is chosen as the matched pair and included in the control group. By doing so, 

NNMR affords to minimize the bias between the treated and control hospitals. NNMR ensures 

that the most similar controlled hospital in the sample are chosen (Caliendo & Kopeinig, 2008). 

Another benefit of using the NNMR algorithm is that it allows us to separately deal with each 

matched pair of the treatment and control groups and allows us to control for any residual 

variability in estimating the effect of cloud storage adoption (Rishika et al., 2013). However, if 

the nearest control hospital is still far away, NN matching faces the risk of a bad match. To 

mitigate this potential concern, we set the maximum tolerance level (caliper) of 0.001 in the 

NNMR (Caliendo & Kopeinig, 2008). 
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Table 2  

Matched Sample Covariate Balance 

Variable 
Unmatched Sample  Matched Sample 

Treatment Control t-test  Control t-test 

Lhealthsystemsize 2.57 3.63 -3.91***  2.36 0.70 

Lnofoperatingrooms 1.86 1.61 1.87*  1.77 0.53 

Lage 3.71 3.23 3.44**  3.76 -0.31 

Lnoffte 6.39 6.06 1.93*  6.26 0.57 

Lnofstaffedbeds 4.47 4.35 0.79  4.39 0.34 

Litquipment 4.71 2.95 3.90***  4.71 0.00 

Lisbudget 2.50 3.06 -0.74  3.08 -0.59 

Lservers 1.35 1.16 2.19**  1.24 1.02 

Lwireless 3.13 1.26 6.10***  3.09 0.09 

Ehradoption 3.92 3.71 0.89  3.58 0.94 

Securityprotection 6.48 4.30 6.01***  6.72 -0.67 

Storage 4.30 1.65 9.37***  3.68 1.11 

Disasterrecovery  0.56 0.29 4.28***  0.52 0.40 

Model Fit       

    LR χ
2
 131.94***   7.91  

    Mean Bias 48.8   10.8  

    Median Bias 51.9   10.8  

Notes. This table reports the means of hospital characteristics by treatment and control groups 

and the corresponding t-test along with their statistical significance; Significance level: *p < 

0.1; **p < 0.05; ***p < 0.01. 
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We successfully matched the corresponding nearest 50 control hospitals for 50 treated 

hospitals by using the PSM. Table 2 shows a substantial imbalance between treated and control 

hospitals before matching regarding a number of covariates. However, the matched treatment 

and control hospitals share similar characteristics after matching. Specifically, the difference in 

any of the selected covariates is not statistically significant at the p < 0.05 level. Table 2 shows 

that while before the matching the imbalances in the treated and control hospitals was substantial, 

the imbalance between the treated and control, hospitals after performing matching are 

significantly reduced to an acceptable level.  

Finally, we found that the whole set of covariates of the matched sample jointly do not 

have the predictive power for a hospital’s decision to adopt cloud storage. The likelihood ratio 

(LR) chi-square statistic is not significantly different with zero (LR χ
2
 = 7.91; p > 0.1). Therefore, 

the various balance checks demonstrate that the matched hospitals in the treatment and control 

groups are fairly similar. Hence, we can use the PSM matched sample to identify the causal 

effect of cloud storage adoption on security performance using the DID approach.  

Experimental Evaluation – Difference in Differences. As discussed, we matched 

treatment and control groups. However, we still needed to utilize the time dimension to control 

for the differences before and after cloud storage adoption. Although HIMSS surveyed hospitals’ 

adoption of cloud storage from the year 2013, it is possible that some hospitals implemented 

cloud storage before 2013. To this end, we have used several ways to identify the specific date of 

implementing the cloud storage. First, the HIMSS Analytics
TM

 Database contains the detail 

information of hospitals’ outsourcing activities such as vendor company name, contract month, 

contract year, functional areas, and contract duration. Thus, we used the cloud storage vendor’s 

name to locate the exact contract month and year. Second, some hospitals may not disclose the 
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cloud storage vendor. For these hospitals, we firstly conducted a keyword search using the 

hospital name and the keyword “cloud” on the Lexis-Nexis database and Google. The 

announcement date of a hospital’s cloud storage adoption was recorded and used as its cloud 

storage implementation date. For other hospitals that did not publicly announce the cloud storage, 

we use the date their organizational representatives filled the HIMSS survey as the approximate 

time of cloud storage implementation. The results demonstrate that the earliest cloud storage 

adoption in the U.S. hospitals was in 2012. Therefore, we use the 100 sampled hospitals’ data in 

year 2013 as the experimental period and further collected the 2011 data to form the control for 

time dimension in the DID model. Our final sample includes hospitals from the year 2011 to year 

2013, resulting in 198 hospital-year observations. Since we have gathered the information of 

treated hospitals’ cloud storage implementation date, and hospitals’ security breaches are 

reported with precise times because of the reporting requirements, we are able to assign the 

dependent variable (i.e., accidental security breaches) data to the two periods. Specifically, for 

the 50 hospitals with cloud adoption (i.e., treatment group) in year 2013 (i.e., after adopting 

cloud storage), we only count their accidental breaches occurred after their cloud storage 

adoption date.  

Our dependent variable AccidentalBreach is coded as 1 if a hospital had an accidental 

data breach, and 0 otherwise
15

. According to the categorization of security breaches types by the 

Privacy Rights Clearinghouse, accidental security breaches include physical loss of portable 

devices, stationary devices, and unintended disclosure. To fit the analytical framework of DID, 

we developed two dummy variables to examine the treatment effects of the hospitals’ cloud 

                                                           
15

 In our sample, 18 hospitals have experienced one accidental security breach in the observed period. 7 hospitals 

have encountered two accidental security breaches. Thus, we develop a dummy measure of the dependent variable, 

which is also consistent with prior studies on healthcare IT security breaches (e.g., Angst et al., 2017; Kwon & 

Johnson, 2014). 
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storage usage. Specifically, Treatment indicates the treatment versus control group in either 

period, which turns on (i.e., equal to 1) for hospitals that have reported the usage of cloud storage 

in their long-term storage portfolio, otherwise 0. After is a dummy variable which takes the value 

of 1 if the observation is in the year 2013 and 0 otherwise. The estimator on the interaction term 

between Treatment and After refers to the treatment effects under a DID analysis. The variable 

DomainExpertise refers to whether a hospital’s cloud storage vendor has domain expertise in the 

healthcare sector, which takes the value of 1 if the vendor’s cloud storage product is specifically 

developed for healthcare providers and 0 otherwise. A structural content analysis approach was 

used to code the variable
16

. We developed the variable VendorReputation to represent whether a 

hospital’s cloud storage vendor is certified with ISO 9001 and/or ISO 27001 (Son et al., 2014), 

which takes the value of 1 if the vendor is ISO certified and 0 otherwise. We used the total 

number of EHR systems
17

 that are live and operational in a hospital i to measure the variable 

EHRLevel (Atasoy et al., 2017). The variable DataCenterApps was measured by the percentage 

of IT applications that are running on a hospital’s data center out of its total number of IT 

applications. The descriptive statistics and the correlations of all variables are shown in Table 3. 

 

 

                                                           
16

 Based on the coding schema jointly developed by all authors of this paper, two authors independently coded each 

cloud storage vendor’s related product. The two coders have consistent coding on more than 90% of vendors in the 

sample. Inconsistencies in the coding were resolved through the discussion between the coders. To ensure the 

subjectivity of the content analysis, the coding was completed before the collection of hospitals’ security breaches 

data. Without knowing the dependent variable, the coding of independent variables will be more subjective. 

17
 Prior related studies (e.g., Atasoy et al., 2017) have suggested five main EHR systems including clinical data 

repository, clinical decision support systems, physician documentation, order entry, and computerized physician 

order entry. 
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Table 3.  

Descriptive Statistics and Correlations 

Variable Mean Std. Dev. 1 2 3 4 

1. AccidentalBreach 0.126 0.333     

2. EHRLevel 3.354 1.782 -0.050    

3. DataCenterApps 0.936 0.217 0.001 -0.130   

4. DomainExpertise 0.091 0.288 0.144* -0.083 -0.030  

5. VendorReputation 0.071 0.257 0.192** -0.077 0.081 0.735** 

Notes. Number of observations is 198; Significance level: *p < 0.05; **p < 0.01. 

 

Since our dependent variable is binary (0 or 1), we use a Probit regression
18

 to estimate 

the likelihood of accidental security breach of hospitals. To mitigate the concerns of 

multicollinearity, the moderators EHRLevel and DataCenterApps are standardized by subtracting 

the mean and divided by the standard deviation of the sample. Specifically, we estimate 

Φ
-1

(AccidentalBreachit) = β0+β1Treatmenti +β2Aftert +β3Treatmenti×Aftert+β4Moderatorit 

                                                                      +β5Moderatorit×Treatmenti+ Β6Moderatorit×Aftert 

                                               +β7Moderatorit×Treatmenti×Aftert+ uit  

where Φ is the standard cumulative normal, i refers to a specific hospital in the sample, 

uit represents the error term, Moderator represents all the moderate variables that are examined in 

this study, which includes DomainExpertise, VendorReputation, EHRLevel, and DataCenterApps. 

RESULTS 

Results of Hypothesis Testing 

Table 4 presents the results of hypothesis testing. Column (1) reports the direct effect of 

cloud storage usage. The coefficient on Treatment×After is not statistically significant (β = -

                                                           
18

 We ran logistic regression. However, when testing the moderating effect of DataCenterApps, the logistic 

regression model was not concaved. Therefore, we report the results with Probit regression approach for hypothesis 

testing. The results of logistic regression in other estimation models are all consistent with the hypothesis testing. 
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0.136, p = n.s.), demonstrating that the usage of cloud storage does not generate a significant 

causal effect on the likelihood of organizational accidental security breach. Therefore, H1 is not 

supported. This suggests that the security implications of cloud storage usage depend on the 

characteristics of the organization as well as its contracted cloud storage vendor. Under different 

contextual attributes, both employees and the organization will accordingly allocate their 

attention and correspondingly take heterogeneous actions. This result demonstrates that none of 

the prior studies that have contradictory hypotheses or assumptions on the relationship between 

cloud computing and IT security risks are wrong. Rather, the main takeaway from our study is 

that: when configuring the IT security risks of cloud computing, one should highly consider the 

contextual elements. Hence, the insignificant of H1 also confirms the validity of our original 

intention to investigate how organizational characteristics and cloud storage vendors’ attributes 

modify the effects of cloud storage usage on organizations’ likelihood of accidental security 

breaches. 

The results of the moderating effect of cloud storage vendors’ characteristics are 

summarized in Columns (2) and (3) as shown in Table 4. In support of H2, the coefficient on the 

three-way interaction term (i.e., DomainExpertise×Treatment×After) is positive and statistically 

significant (β = 0.945, p < 0.05), demonstrating that hospitals who contract to the domain expert 

cloud storage vendors are more likely to experience accidental security breaches. Consistent with 

H3, the moderating effect of cloud storage vendors’ reputation is positive and significant (β = 

1.227, p < 0.05), indicating that hospitals with reputable cloud vendors are more likely to 

encounter accidental breaches than others with un-reputable vendors or those without cloud 

storage usage.  
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Table 4  

Results of Hypothesis Testing 

Variable 
Direct 

Effects 

Moderating Effects 

Domain 

Expertise 

Vendor 

Reputation 

EHR  

Level 

Data Center 

Applications 

Intercept -1.383*** 

(0.261) 

 

-1.383*** 

(0.261) 

-1.383*** 

(0.261) 

-1.391*** 

(0.275) 

-3.449*** 

(0.138) 

Treatment 0.611* 

(0.328) 

 

0.611* 

(0.328) 

0.611* 

(0.328) 

0.593* 

(0.341) 

2.679*** 

(0.242) 

After -0.172 

(0.385) 

 

-0.172 

(0.385) 

-0.172 

(0.385) 

-6.355*** 

(0.369) 

1.830*** 

(0.331) 

Treatment × After -0.136 

(0.486) 

 

-0.590 

(0.556) 

-0.649 

(0.551) 

6.039*** 

(0.498) 

-2.490*** 

(0.438) 

Moderator  -- -- -0.027 

(0.276) 

 

-7.310*** 

(0.604) 

Moderator × Treatment  -- -- 0.450 

(0.344) 

 

7.385*** 

(0.633) 

Moderator × After  -- -- 7.222*** 

(0.670) 

 

7.591*** 

(0.642) 

Moderator × Treatment 

× After 

 0.945** 

(0.470) 

1.227** 

(0.485) 

-8.303*** 

(0.732) 

 

-9.449*** 

(0.138) 

Pseudo R
2
 4.50% 7.33% 9.02% 17.27% 

 

7.17% 

Notes. Robust standard errors are in parentheses; Number of observations: 198; Significance 

level: *p < 0.1; **p < 0.05; ***p < 0.01. 

 

Columns (4) and (5) in Table 4 present the results of the moderating effects of hospitals’ 

characteristics on the impact of cloud storage adoption. The results show that the moderating 

effects of EHR level (β = -8.303, p < 0.01) and the percentage of IT applications running on data 

center (β = -9.449, p < 0.01) are negative and statistically significant, indicating that hospitals 
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with higher EHR levels or with more IT applications running on in-house data center are less 

likely to encounter accidental breaches after using cloud storage. Hence, H4 and H5 are 

supported. 

 

Table 5  

Number of Records Breached as the Dependent Variable 

Variable 
Direct 

Effects 

Moderating Effects 

Domain 

Expertise 

Vendor 

Reputation 

EHR  

Level 

Data Center 

Applications 

Intercept 0.699** 

(0.340) 

0.699** 

(0.341) 

0.699** 

(0.341) 

0.707* 

(0.370) 

 

0.711** 

(0.348) 

Treatment 0.738 

(0.556) 

0.738 

(0.558) 

0.738 

(0.558) 

0.753 

(0.583) 

 

0.740 

(0.566) 

After -0.397 

(0.401) 

-0.397 

(0.402) 

-0.397 

(0.402) 

-0.411 

(0.424) 

 

-0.411 

(0.405) 

Treatment×After 0.204 

(0.744) 

-0.602 

(0.671) 

-0.651 

(0.657) 

0.770 

(0.800) 

 

0.197 

(0.749) 

Moderator  -- -- 0.025 

(0.351) 

 

-0.204** 

(0.100) 

Moderator×Treatment  -- -- 0.324 

(0.466) 

 

0.523 

(0.581) 

Moderator×After  -- -- 0.232 

(0.394) 

 

0.597 

(0.434) 

Moderator×Treatment×After  2.240** 

(1.076) 

3.054** 

(1.280) 

-2.384*** 

(0.768) 

 

-1.309* 

(0.732) 

Pseudo R
2
 2.92% 

 

7.13% 9.76% 16.31% 4.47% 

Notes. Robust standard errors are in parentheses; Number of observations: 198; Significance 

level: *p < 0.1; **p < 0.05; ***p < 0.01. 
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Robustness Checks 

We conducted a series of robustness checks and find consistent results with our main 

analysis. First, consistent with most prior IT security studies, our dependent variable is a dummy 

measure indicating whether a hospital has experienced an accidental security breach in a given 

year. Such binary outcome measures may omit a lot of details contained in the security breach. 

To ensure the robustness of our results, we used an alternative measure of accidental security 

breach by counting the total number of records breached in the accident. The dependent variable 

was transformed using logarithm since its distribution is highly skewed. We fitted the ordinary 

least square (OLS) regression on the data. The results presented in Table 5 are consistent with 

our hypothesis testing results. 

Although the PSM-DID approach will control for all observed time-variant and all the 

time-invariant confounding factors, there might be unobserved time-variant factors causing 

hidden biases. If the unobserved heterogeneity simultaneously influences the matching results 

(i.e., assigning hospitals into the treatment and control groups) in PSM and the outcome variable 

(i.e., accidental security breaches), the results would be biased and unstable. Thus, we performed 

a sensitivity analysis using Rosenbaum bounds approach. Rosenbaum (Rosenbaum, 2002) 

proposed the bounds on the odds ratio that either of the two matched cases will be assigned into 

the treatment group. Mathematically, the bounds can be written as 
1

𝛤
≤
𝑃𝑖(1−𝑃𝑗)

𝑃𝑗(1−𝑃𝑖)
≤ 𝛤, where 𝛤 

measures the degree of estimation bias due to the hidden bias, and 𝑃𝑖 and 𝑃𝑗 denote the 

probability of receiving and not receiving treatment, respectively. The PSM will be free of 

hidden bias when 𝛤 = 1, since the matched cases have the same probability of participating 

under this scenario. As shown in Table 6, the QMH statistic is 1.11 when the matching is free of 

hidden bias (i.e., 𝛤 = 1) but does not constitute evidence that using cloud storage will lead to 
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higher likelihood of accidental security breaches. If we assume that the treatment effect is over-

estimated, such positive and insignificant effect of cloud storage usage on organizational 

accidental security breaches will remain unchanged until the hidden bias doubles the odds of 

using cloud storage. If the treatment effect is under-estimated, the effect of cloud storage usage 

will remain insignificant at the 95% confidence level until the hidden bias is 1.8 times of the 

odds of using cloud storage. Therefore, the hidden bias is not of concern in this research. 

 

Table 6  

Results of Rosenbaum Bounds Test 

Gamma () 

Over-Estimation  Under-Estimation 

QMH Statistic p-value  QMH Statistic p-value 

1.0 1.11 0.13  1.11 0.13 

1.1 1.04 0.15  1.20 0.12 

1.2 0.97 0.17  1.28 0.10 

1.3 0.91 0.18  1.35 0.09 

1.4 0.85 0.20  1.42 0.08 

1.5 0.80 0.21  1.48 0.07 

1.6 0.75 0.23  1.54 0.06 

1.7 0.71 0.24  1.60 0.05 

1.8 0.67 0.25  1.66 0.05 

1.9 0.63 0.27  1.72 0.04 

2.0 0.59 0.28  1.77 0.04 
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To ensure the robustness of our DID analysis, we performed two falsification tests and 

present the results in Table 7. First, the DID analysis assumes that the cloud storage only affects 

the likelihood of accidental security breaches of hospitals that have used cloud storage. We 

randomly selected 50 hospitals (the same number of actual cloud storage usage hospitals in our 

treatment group) that did not report the usage of cloud storage in their long-term storage 

portfolio and assign them as the placebo cloud storage usage. Then we followed the same PSM 

approach to match another 50 hospitals as the placebo control group. We reran the DID model 

with the new placebo sample. The first and second columns as shown in Table 7 show that the 

moderating effects of EHR level and percentage of IT applications running on data center are 

insignificant, therefore increasing our confidence of the hypothesis testing. Second, the DID 

model has the strong assumption on parallel trends. So, we needed to check whether the 

accidental security breaches trends for hospitals with and without cloud storage are significantly 

different before the treatment group actually used cloud storage. We used the sampled hospitals’ 

data on year 2010 to conduct the test. The variable After is recoded as a dummy variable that 

takes the value of 1 if the observation is in the year 2011 and 0 otherwise. The re-estimated DID 

model as shown in the third and fourth columns in Table 7 show that the moderating effect of the 

percentage of IT applications running on data center is insignificant. Although the coefficient on 

the moderating effect of EHR level is significant, the direction is reversed compared to our main 

hypothesis testing results. Hence, our main results are not spurious since the cloud storage usage 

should not have affected hospitals’ likelihood of accidental security breaches before the treated 

hospitals actually used the cloud storage. In addition, consistent with the prior literature (e.g., 

Greenwood and Wattal 2017), we ran the relative time model to ensure the parallel trends 

assumption. The results as shown in Table 8 demonstrate that none of the pre-treatment time 
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dummies are statistically significant, indicating that the assumption of the DID model is 

validated. 

 

Table 7  

Results of Falsification Tests 

Variable 

First Falsification Test  Second Falsification Test 

EHR Level Data Center 

Applications 

 EHR Level Data Center 

Applications 

Intercept -1.396*** 

(0.273) 

 

-1.336*** 

(0.273) 

 -9.363*** 

(0.545) 

-5.950*** 

(0.219) 

Treatment 0.010 

(0.365) 

 

-0.029 

(0.382) 

 7.758*** 

(0.618) 

4.324*** 

(0.369) 

After -0.051 

(0.395) 

 

0.091 

(0.372) 

 7.976*** 

(0.602) 

1.631*** 

(0.295) 

Treatment×After -0.218 

(0.611) 

 

0.194 

(0.509) 

 -7.251*** 

(0.701) 

-0.771 

(0.469) 

Moderator -0.121 

(0.293) 

 

0.217 

(0.284) 

 6.660*** 

(0.890) 

-12.857*** 

(1.887) 

Moderator×Treatment -0.229 

(0.339) 

 

0.001 

(0.324) 

 -6.477*** 

(0.934) 

13.121*** 

(1.875) 

Moderator×After 0.583 

(0.401) 

 

0.268 

(0.449) 

 -6.685*** 

(0.924) 

3.160 

(2.042) 

Moderator×Treatment×After 0.739 

(0.624) 

 

-0.495 

(0.508) 
 6.891*** 

(0.986) 

-3.336 

(2.076) 

Pseudo R
2
 7.95% 

 

3.86%  14.34% 12.24% 

Notes. Robust standard errors are in parentheses; Number of observations: 195; Significance 

level: *p < 0.1; **p < 0.05; ***p < 0.01. 
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Table 8 

Relative Time Model of Cloud Usage on Security Breach 

Variable Estimator 

Intercept -1.741*** (0.187) 

3 years until cloud usage (year 2010) 0.187 (0.338) 

2 years until cloud usage (year 2011) -0.017 (0.581) 

1 year until cloud usage (year 2012) Omitted Base Case 

0 years since cloud usage (year 2013) 0.499 (0.497) 

Year fixed effects Yes 

Pseudo R
2
 2.11% 

Notes. Robust standard errors are in parentheses; Number of 

observations: 395; Significance level: *p < 0.1; **p < 0.05; ***p < 

0.01. 

 

DISCUSSION AND CONCLUSIONS 

In this research we investigate how cloud storage, by itself or by interacting with other 

contextual elements, affects organizations’ accidental security breaches through the theoretical 

lens of mindfulness. A quasi-experimental design in the U.S. healthcare sector validated most of 

our hypotheses and demonstrates that cloud storage, after controlling for possible confounding 

factors, is not necessarily associated with organizations’ accidental security breaches. Rather, 

cloud storage plays a significant but different role in determining accidental security breaches of 

organizations with heterogeneous IT characteristics and with different cloud storage vendors. 

Specifically, cloud storage will cause more accidental security breaches if the organization 

contracts its cloud storage to “well-regarded” vendors (i.e., the vendors with domain expertise or 

those with high reputation). However, cloud storage will reduce the likelihood of accidental 
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security breaches for organizations with higher levels of EHR usage or those with higher levels 

of IT applications control. 

Theoretical Contributions 

This research offers several theoretical contributions to the prior IS literature. First, 

although prior literature has conceptually, analytically, or technically discussed the security 

implications of cloud computing, this study is among the first to conduct an empirical 

examination of how cloud storage usage in organizations affects actual outcome of accidental 

breaches. Our contextualization of mindfulness provides a theoretical framework that 

demonstrates how researchers can begin to delineate the security impacts of cloud storage usage 

(or even other types of new IT systems implementation and deployment). Similar to the 

theoretical development in this research, future studies can examine how the usage of cloud 

storage or the deployment of other new IT systems changes attention on IT security risks, 

awareness of the context, and possible corresponding actions.  

Second, our focus of accidental security breaches encourages researchers and 

practitioners to pay additional focus on the unanticipated consequences of IT security risks. The 

large bodies of prior cloud security literature and business practices have emphasized the 

criticality of protecting from external attacks and insider threat on the cloud, which may under-

state the risks of accidental security breaches. This research highlights the importance of 

understanding the antecedents of organizational accidental security breaches. Although 

accidental security breaches are one of the most commonly occurring security incidents in 

practice, its unintentional nature may divert research and practitioners’ attention and resources 

towards malicious breaches. In this research we show how accidental security breaches occur 

and what might be organizational strategies to manage accidental breaches. Our theoretical 
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development and results suggest that a lack of mindfulness is particularly important in causing 

the occurrence of accidental breaches. This research offers a starting point and encourages future 

studies to generate deep insights concerning the antecedents and consequences of accidental 

security breaches. 

Third, our special focus on the link between cloud storage and security risks has potential 

to offer theoretical foundations for the economics of cloud computing research. Past cloud 

computing research from an economic perspective has been devoted to understanding the market 

competition among cloud computing providers as well as cloud computing users’ behaviors and 

adoption decisions. Although security aspects of cloud computing, as a critical dimension of both 

cloud vendors’ and clients’ decisions and behaviors, have garnered researchers’ focus, some 

inconsistent assumptions were identified in the past analytical models (August et al., 2014; 

August & Tunca, 2006; Chen & Wu, 2013). Specifically, some studies believe that cloud 

computing is associated with higher security risks due to the security network externalities and 

loss of resource control (August et al., 2014; August & Tunca, 2006; Battleson et al., 2016), 

while others argue that cloud computing may be more secure because of reputable vendors’ 

security protection capabilities and IT security efforts (Chen & Wu, 2013; Lacity & Reynolds, 

2014). Our empirical examination of cloud security based on mindfulness perspectives 

demonstrates that cloud will be riskier when employees and organizations are less mindful but 

will be more secure if they pay more attention to the security management of cloud. Our results, 

by emphasizing the underlying role of attention, not only reconciles inconsistencies, but also 

complements the economics of cloud computing studies by making the cloud security 

assumption clearer. In addition, by empirically examining the relationship between cloud storage 

usage and accidental breaches through a quasi-experiment, this research directly answered the 
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research gap identified in a recent cloud storage research that “though the security of cloud 

solutions is an issue of concern, at present no thorough experimental comparisons of the security 

performance of cloud vs in-house storage have appeared in the literature” (Naldi & Mastroeni, 

2016, p. 17).  

Practical Implications 

This study provides several practical implications for organizations. First, the central 

message of our theoretical development and results is that in the presence of cloud storage usage, 

organizations should strategically allocate attention between cloud storage and in-house physical 

devices as well as among different types of security risks including external attacks, insider 

threats, and accidental breaches. Organizations and their employees are expected to be 

mindfulness on different aspects of IT security risks. Second, although the security issue has 

been a concern for many organizations when considering cloud computing adoption, our results 

demonstrate that cloud storage usage has no significant influence on organizational accidental 

security breaches when other things being equal. Thus, in at least the case of accidental breaches, 

organizations should not simply believe that moving to the cloud environment is associated with 

higher IT security risks. Third, our results indicate that the impact of cloud storage on the 

likelihood of accidental security breaches is contingent on organizational characteristics and 

cloud storage vendor attributes. Therefore, if an organization contracts to a “well-regarded” 

cloud storage vendor, indicated by higher reputation and/or domain expertise, it should not allow 

itself to become so reliant on the vendors that they abdicate their attention away from good 

security safeguards for physical devices and the potential of unintentional disclosures. In 

addition, if an organization retains higher control on its IT applications through some in-house 
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storage or has higher level of EHR usage, a higher level of mindfulness should reduce the 

likelihood of accidental breaches. 

Limitations and Future Research Directions 

Although this paper provides several theoretical and practical implications, some 

limitations should be noted and further addressed in future research. First, although we believe 

that accidental breaches are worthy of more attention from researchers and practitioners, further 

research might perform a comparative study to examine different causes of different types of 

security breaches when more comprehensive datasets are available. Second, given that cloud 

storage plays a critical role in different cloud deployment models (i.e., IaaS, PaaS, and IaaS), our 

theory and results could be generalizable to consider different deployment models. Future 

research could examine this in more details. For example, studies could be done to understand 

how deployment models interact with organizational security performance differently in various 

stages of the cloud technology’s lifecycle or the organizations’ digitalization maturity. Third, 

because of data limitations, we consider cloud storage vendors’ reputation and domain expertise 

in this research. There are many other interesting aspects of cloud vendors and organizations’ 

cloud computing usage behaviors that might modify the effects of cloud usage on security risks. 

For instance, future researchers can investigate the security implications of service level 

agreement of the cloud computing service contract, the cloud vendor sourcing strategies (such as 

single sourcing versus multi-vendor sourcing), the strategic allocation of IT applications or 

components between cloud and in-house data center, and organizations’ IT infrastructure and 

architecture, etc. To overcome the limitation of secondary data availability, future research can 

utilize different approaches (such as case study, survey, agent-based simulation, and natural 

experiment in client organizations) or the combination of primary and secondary data. Fourth, 
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this research focused on the actual outcome of accidental security breaches, which may open 

some questions about the actual security performance of cloud computing. Although our measure 

is consistent with past IT security studies (Angst et al., 2017; Kwon & Johnson, 2014), 

examining organizations’ abilities to successfully prevent security incidents might offer fresh 

insights. For example, future studies might measure the percentage of actual security breaches 

out of the total unsecure behavior identified. Measuring unsecure behaviors that may cause 

accidental breaches is challenging, but a diary study in a case company may provide a source of 

more accurate measures. 
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ESSAY 2. WHEN INDUSTRY INCUMBENTS MEET AN ASSET-SHARING BUSINESS 

MODEL: DO INCUMBENTS’ COMPETITIVE ACTIONS PAY OFF? 

 

INTRODUCTION 

Industries evolve over time due to constant new entrants with new technologies or 

fundamentally different business models. For example, Uber brought a successful new asset-

sharing way of doing business and significantly changed the competitive landscape of the urban 

transportation industry. At the firm level, competitive dynamics literature suggests that 

incumbent firms initiate a series of competitive actions and reactions to achieve a competitive 

advantage and fight off threats (Connelly, Tihanyi, Ketchen, Carnes, & Ferrier, 2017). However, 

considering the disruptive nature of the asset-sharing business model, the question becomes 

when and how industry incumbents such as Hilton and Marriot in the Airbnb case should 

undertake strong competitive actions to ensure they keeps growing. To address this question, it is 

crucial to position firms’ competitive dynamics within the evolution of the industry and to better 

understand the effectiveness of firms’ competitive actions in the presence of new asset-sharing 

business model competitors such as Airbnb. 

Emerging competitors with asset-sharing business models go beyond the Uber and 

Airbnb examples and appear in various industries—e.g., dining (Kitchit, EatWith), inter-city 

transit (BlaBlaCar, carpooling.com), labor (TaskRabbit, Handy), and local delivery (Instacart, 

Postmates) ((Sundararajan, 2013). Firms with asset-sharing business models provide logistical 

nexus of ecosystems that bring together individuals and businesses with underutilized assets and 

those who need to temporarily rent these assets (Zhang et al., 2018). Due to factors such as 

reduced asset investments, two-sided network effects, and information transparency (Parker et al., 

2016), asset-sharing companies are wreaking havoc in several industries as shown in various 
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studies (Blal et al., 2018; Zervas et al., 2017) and practitioner reports
19

. Prior literature has begun 

to qualitatively explore and suggest possible strategies for incumbents in industries such as 

accommodations and logistics to respond to the entry and growth of competitors with asset-

sharing business models (Jones et al., 2016; Zhang et al., 2018). However, there is a lack of 

understanding of the effectiveness of incumbents’ competitive strategies in the presence of 

competitors (or new entrants) with an asset-sharing business model.  

Therefore, we investigate whether the effectiveness of incumbents’ competitive actions is 

contingent on the extent of competition from asset-sharing business models and, if so, what is the 

impact. We choose the accommodation industry as the research context since it was among the 

first to experience a significant impact by asset-sharing companies such as Airbnb.  

We define Asset-Sharing Business Model Presence (abbreviated as ASBMP hereafter) as 

the availability of previously unavailable assets in a market that are being offered as new 

products or services due to the entry of asset-sharing platform business model in an industry. 

Specifically, we use the total number of listings on Airbnb to measure ASBMP in the 

accommodation industry, which changes over time and indicates the quantity of the underutilized 

assets available on the asset-sharing platform. This measure allows us to infer the dynamism of 

the industry based on the growth of asset-sharing businesses and has been used in prior empirical 

studies (e.g., Zervas et al. 2017). Following prior literature (Chi, Ravichandran, & Andrevski, 

2010; Smith, Ferrier, & Ndofor, 2001), we consider the repertoire of an incumbent firm’s entire 

set of competitive actions over time and use three dimensions to indicate the extent to which the 

incumbent launches a large number of competitive actions (i.e., action volume) that are complex 
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 Examples of such practical reports include but are not limited to: HVS 2015 report that can be accessed from 

https://www.hanyc.org/wp-content/uploads/2015/10/HVS-Impact-Study-FINAL-Airbnb-and-the-NYC-Lodging-

Market-10-27-15-copy.pdf; and STR Inc. 2017 report as seen in https://hospitalityinsights.ehl.edu/str-hospitality-

airbnb-and-hotels-global-markets-trends. 

https://www.hanyc.org/wp-content/uploads/2015/10/HVS-Impact-Study-FINAL-Airbnb-and-the-NYC-Lodging-Market-10-27-15-copy.pdf
https://www.hanyc.org/wp-content/uploads/2015/10/HVS-Impact-Study-FINAL-Airbnb-and-the-NYC-Lodging-Market-10-27-15-copy.pdf
https://hospitalityinsights.ehl.edu/str-hospitality-airbnb-and-hotels-global-markets-trends
https://hospitalityinsights.ehl.edu/str-hospitality-airbnb-and-hotels-global-markets-trends
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across categories (i.e., action complexity) and are deviated from its industry competitors (i.e., 

action heterogeneity). To quantify incumbents’ competitive actions, we performed text mining 

on their news releases collected from the LexisNexis database.  

Our longitudinal analysis of the nine largest incumbents during years 2009-2015 

demonstrates the significant moderating effects of ASBMP on the relationships between 

incumbents’ competitive action repertoires (i.e., action volume, complexity, and heterogeneity) 

and performance. Specifically, our results indicate that when an industry evolves to a more 

dynamic and turbulent stage, manifested by the existence and growth of new entrants with asset-

sharing platform business models, incumbents with traditional business models will benefit more 

from engaging in competitive action repertoires with high volume, complexity, and 

heterogeneity.  

However, we also find that aggressive competitive action repertoires (i.e., high action 

volume, complexity, and heterogeneity) will negatively influence incumbents’ performance 

when an industry is in a relatively stable stage where most firms have similar business models. 

As new entrants with asset-sharing business models change the traditional market structure, 

customer base, and industry norms, engaging in competitive actions will increase incumbents’ 

fitness in the new environment. In contrast, when competitors in the industry all operate with 

primarily the same business models, engaging in competitive actions will lead to a situation 

where all firms invest more just to keep pace with their rivals (Barnett & Hansen, 1996), thereby 

decreasing their performance.  

Our post-hoc analysis reveals that when the competition from asset-sharing companies is 

strong (i.e., high ASBMP), incumbents’ actions of launching new products and engaging in 

M&A activities are most effective in improving their performance. Incumbents’ partnership 
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strategies have a consistently positive influence on their performance regardless of the extent of 

ASBMP. 

This research contributes to both competitive dynamics and asset-sharing research by 

positioning firms’ competitive dynamics within an industry’s evolution after new entrants with 

asset-sharing business models emerge. Our results offer new contingency factors that enrich our 

understanding of the performance implications of firms’ competitive action repertoires. In 

addition, we provide a theoretical view and empirical demonstration of how incumbents can 

achieve temporary competitive advantages after new competitors with asset-sharing business 

models enter the industry. As such, we offer important practical implications for business 

managers about how to craft competitive strategies when asset-sharing platforms are entering 

and disrupting the industry environment. 

THEORY AND HYPOTHESES 

Competitive Actions and Firm Performance 

The competitive dynamics perspective has advised firms on how to achieve temporal 

competitive advantages and survivability in hyper-turbulent and dynamic environments (Chen, 

Lin, & Michel, 2010). It focuses on how firms initiate a series of competitive actions and 

reactions to enhance their competitive position in the market and ultimately improve 

performance (Connelly et al., 2017). The premise of competitive dynamics is that firms’ 

competitive advantages are dependent on time (Chen et al., 2010). In other words, any advantage 

a firm enjoys through its competitive actions is only sustainable for a short period until 

competitors respond.  

To capture the attributes of competitive dynamics, scholars conceptualized a firm’s 

competitive action repertoires, which represent its entire set of competitive actions (e.g., 

products development, marketing campaigns, inter-firm relationships, and executives turnover) 
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in a given period to proactively deter its rivals and to react to rivals’ competitive actions (Tieying, 

Subramaniam, & Cannella, 2009). Synthesizing prior competitive action repertoires literature 

(Chi, Holsapple, & Srinivasan, 2007; Chi et al., 2010; Ferrier, 2001; Ferrier, Smith, & Grimm, 

1999; Miller & Chen, 1996), we consider three key dimensions: action volume, action 

complexity, and action heterogeneity.   

Action volume refers to the total number of competitive actions implemented by a firm at 

a given period. Firms that are implementing more new competitive actions will have stronger 

capabilities of exploring and seizing market opportunities as well as closing off rivals’ potential 

competitive actions (Ferrier et al., 1999). In addition, by undertaking intensive competitive 

actions, firms can learn from their experience and accumulate knowledge for managing 

competitive actions. Thus, they are better able to create internal assets and capabilities to help 

them cope with new market dynamics (Grimm & Smith, 1997; Ferrier et al., 1999). Most 

previous studies have found a positive effect of action volume on firm performance (Chi et al., 

2007; Ferrier et al., 1999; Smith, Grimm, Gannon, & Chen, 1991; Young, Smith, & Grimm, 

1996). 

However, in certain scenarios firms may not benefit from aggressively taking 

competitive actions. Irrational and/or excessive competitive actions might cause negative 

impacts on firm performance (Barnett & McKendrick, 2004). Firms may not adequately consider 

their internal resources constraints and strategic plans/goals before taking aggressive actions; and 

they may implement aggressive competitive actions simply to follow the trend and imitate their 

rivals’ actions, thereby escalating rivalry and races (Barnett & McKendrick, 2004; Derfus, 

Maggitti, Grimm, & Smith, 2008). Also, firm performance is not only influenced by market 

expansion through aggressive competitive actions but also determined by the cost of 
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implementing those actions (Barney, 1986). If the cost of implementing competitive actions is 

greater than the returns, firms will not obtain above normal economic returns.  

Action complexity denotes the extent to which a firm’s competitive action repertoire 

consists of different types of competitive actions (Ferrier, 2001; Ferrier et al., 1999). Prior 

studies have shown that firms carrying out a wider range of competitive actions are more likely 

to have better market performance and stronger survivability (Ferrier et al., 1999) for several 

reasons. First, consumers’ preferences and market competition are evolving over time (Miller & 

Chen, 1994). Firms who implement diverse and complex competitive actions repertoire are 

positioned to better satisfy heterogeneous consumer preferences. Second, firms with a variety of 

competitive actions can effectively respond to different types of rivals’ attacks (Ferrier, 2001; 

Miller & Chen, 1994). Third, a firm’s complex competitive repertoires serve as positive signals 

to the market and investors (Basdeo, Smith, Grimm, Rindova, & Derfus, 2006) of the top 

executive team’s management skills (Miller & Chen, 1994) and a broader range of underlying 

firm capabilities (Ferrier et al., 1999). The market and investors can infer such unobservable 

capabilities from the complexity of the firm’s competitive action repertoire. Also, since firms 

with more complex competitive repertoires are interpreted as more aggressive and innovative 

market players (Ferrier, 2001), they are perceived as more capable than their competitors 

(D’Aveni, 1994). Finally, a firm with a complex competitive action repertoire can facilitate 

dynamic learning and generate innovative outcomes by recombining their diverse actions 

(Ferrier et al., 1999; Grimm & Smith, 1997).  

However, pursuing complex competitive actions repertoire may negatively affect firm 

performance. First, by pursuing diverse competitive actions, firms may lose their core 

competency. Sustaining parsimony in the types of competitive actions enables a firm to achieve 
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competitive advantages by repeatedly engaging what they do best and minimizing the chance of 

error and ineffectiveness (D'Aveni & MacMillan, 1990). Thus, firms with a low level of 

complexity in their competitive actions can save costs, satisfy shareholders, and enhance their 

unique strengths (Amburgey, Kelly, & Barnett, 1993). Furthermore, by implementing overly 

diverse and constantly changing competitive action repertoire, firms may struggle to translate 

actions or sets of actions into desirable goals (Levitt & March, 1988). 

Action heterogeneity represents the extent to which a firm’s set of competitive actions 

deviate from the industry norm (Miller & Chen, 1994, 1996). Past studies have found that action 

heterogeneity increases firms’ competitive advantages and performance (Prahalad & Hamel, 

1990) because firms implementing competitive actions that deviate from the industry norm can 

restructure market share, disrupt market competition, and change competition rules in their 

favors (Chi et al., 2010; Ferrier et al., 1999). In addition, by undertaking heterogeneous 

competitive actions, these firms make it difficult for their competitors to anticipate their next 

moves (Chen & MacMillan, 1992) and to copy their unique business models (Chen & Miller, 

1994). Furthermore, heterogeneous competitive actions enable firms to identify new 

opportunities by exploring new market segments and satisfying customers’ diverse needs.  

However, institutional theory infers that stakeholders (e.g., market investors and 

business partners) consider a firm’s decisions as rational if it coverages its competitive actions to 

the industry peers. In contrast, the firm with significantly different competitive actions 

comparing to its peers is subject to questions and actions that challenge its legitimacy (DiMaggio 

& Powell, 1983). These questions and actions are widely known as legitimacy challenges 

(Hirsch & Andrews, 1984). For example, hotel companies are increasingly investing in 

technologies to digitalize their products and services through mobile integration, artificial 
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intelligence chatbots, data analytics, and virtual reality, etc.
20

 Initiating such digitalization related 

competitive actions too early will cause the serious uncertainty concerns of the investment, while 

entering the game too late will make the firm fall behind other competitors’ digitalization 

journey and lose competitive advantages. Converging to the “right” amount of efforts in these 

competitive actions that are similar to other competitors can balance the uncertainty and potential 

benefits. Therefore, from an institutional perspective, a firm may face legitimacy challenges if it 

pursues a higher level of action heterogeneity (Deephouse, 1999) and undertakes competitive 

actions outside of the industry’s acceptable range (DiMaggio & Powell, 1983; Suchman, 1995). 

Legitimacy challenges may decrease the firm’s capabilities to acquire external resources from its 

partners, customers, suppliers, and regulators (DiMaggio & Powell, 1983). Thus, action 

heterogeneity may negatively impact the firm’s performance. 

In sum, competitive dynamics literature generally finds that higher volume, complexity, 

and heterogeneity of competitive action repertoires can help firms limit rivals’ opportunities, 

therefore enhancing their competitive advantages and performance such as market share and 

profits (D’Aveni, 1994; Ferrier, 2001; Ferrier et al., 1999; Young et al., 1996). However, strategy 

research has also demonstrated that there is no universal set of competitive strategy optimal for 

all firms (Ginsberg & Venkatraman, 1985). Engaging in aggressive competitive action 

repertoires may sometimes cause negative impacts on the firm performance in certain contexts as 

discussed above.  

In addressing this duality, past strategy literature has taken a contingency perspective 

and argued that the performance implications of firms’ competitive action repertoire might be 

complex and likely to be contingent on the temporal attributes of the environment (Nadkarni, 
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 https://www.forbes.com/sites/danielnewman/2018/01/02/top-6-digital-transformation-trends-in-hospitality-and-

tourism/#7b7ccd3067df  

https://www.forbes.com/sites/danielnewman/2018/01/02/top-6-digital-transformation-trends-in-hospitality-and-tourism/#7b7ccd3067df
https://www.forbes.com/sites/danielnewman/2018/01/02/top-6-digital-transformation-trends-in-hospitality-and-tourism/#7b7ccd3067df
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Chen, & Chen, 2016). Such temporal environmental features include but are not limited to: 

industry velocity (Eisenhardt & Martin, 2000), hyper-competition (Chen et al., 2010; D’Aveni, 

Dagnino, & Smith, 2010), market uncertainty (Chen & Miller, 1994), market concentration 

(Haveman & Nonemaker, 2000), market growth (Miller, 1992), industry dynamism (Davis, 

Eisenhardt, & Bingham, 2009), and nascent versus established industries (Rindova, Ferrier, & 

Wiltbank, 2010). Overall, these studies demonstrate that industry environment sets a boundary 

condition that moderates firms’ decisions and effectiveness of competitive actions. For example, 

a more turbulent environment will trigger firms’ aggressiveness of competitive actions (Nadkarni 

et al. 2016), while competing in a high growth or concentrated market will reduce the need of 

engaging in competitive actions (Hughes-Morgan, Ferrier, & Morgan, 2018).  

However, these studies tend to exclusively focus on the industries only consisting of 

firms with the same traditional linear value chain business models. Industries are evolving over 

time with constant new entrants with new business models, such as the asset-sharing firms’ 

presence in various industries including accommodation, healthcare, and transportation, etc. How 

the entry and presence of new business models can change the mechanisms of industry 

incumbents’ competitive actions documented in prior competitive dynamics literature is 

understudied. In this research, we focus on asset-sharing business models, which is enabled by 

platform infrastructure and garners considerable attention from both practice and academia. 

Several asset-sharing platforms such as Airbnb and Uber have shown fast growth and negative 

effects on incumbents’ market performance (Blal et al., 2018; Zervas et al., 2017). Considering 

the unique characteristics of asset-sharing business models, we theorize the differential 

mechanisms of incumbents’ competitive actions before and after the growth of asset-sharing 

firms in the market. In other words, this research examines how the presence of asset-sharing 
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companies moderates the effects of incumbents’ competitive action repertoire on their 

performance. 

Impacts of Asset-Sharing Business Models 

Different from earlier Internet-based secondary marketplaces such as eBay and Amazon, 

asset-sharing companies focus on facilitating recurring short-term rental or service provision 

rather than resale transactions where asset ownership is transferred. In addition, comparing to 

long-standing short-term rental services for consumption involving durables (via, for example, 

traditional hotels or car rental companies), the transactions on asset-sharing platforms are largely 

between individuals or peer-to-peer rather than between an individual and a firm focused on 

providing rental services. Due to these unique characteristics, asset-sharing business models have 

enjoyed superior products and services capabilities (i.e., diverse products with low costs), 

exponential growth through the self-organized and networked communities, and increased 

market efficiency (Greenwood & Wattal, 2017; Zervas et al., 2017). In addition, different from 

new entries with “traditional” (industry similar)  business models, asset-sharing firms may enter 

the market from the low-end segment, high-end segment, or both. The diversity of the assets 

owned by individuals joining the platform makes it even more difficult to predict which market 

segment the disruptor will first attack. These diverse assets may create an entirely new market 

that converts noncustomer into customers. Furthermore, the evolutionary trajectories of asset-

sharing firms become flexible and unpredictable. By collecting and analyzing data about the 

demand and supply sides of the platform, the disruptor is likely to identify emerging business 

opportunities, experiment with various business models, identify which assets are more desirable 

and profitable, and make adjustments accordingly. Besides moving within the focal industry with 

flexibility and agility, these disruptors can move “well beyond industry boundaries…They can 
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create strange competitive bedfellows as companies in different industries are affected” 

(Sampere, 2016, p. 4.) 

Both academia and practitioner reports have stressed the threat of asset-sharing 

platforms on incumbents’ market performance. For example, Zervas et al. (2017) found that one 

unit increase in Airbnb listings corresponded with a 0.37% decrease in hotel room revenue, and 

such negative impacts are greater for lower-end hotels, independent hotels, and hotels without 

much business clientele. The tourism research company HVS in its 2015 report
21

 estimated that 

in the 12 months ending August 2015 Airbnb caused a direct loss of $451 million for New York 

City hotels. From incumbents’ perspective, some pioneering studies (e.g., Jones et al. 2016, 

Zhang et al., 2018) have qualitatively explored the response strategies that incumbents in some 

specific industries such as accommodation and logistics industries have taken. However, the 

effectiveness of incumbents’ response strategies is neither quantitatively validated nor 

conceptually theorized.  

Moderating Effects of Asset-Sharing Platforms on Performance Impacts of Incumbents’ 

Competitive Action Repertoires 

Strategy research has acknowledged that environmental volatility sets the boundary 

condition that moderates the relationship between a firm’s competitive action repertoire and its 

performance (e.g., Nadkarni et al., 2016). The disruptive influence of asset-sharing firms has 

been noted in prior research (e.g., Blal et al., 2018; Zervas et al., 2017) and represents an 

incremental driver of environmental volatility for market incumbents. Although competition 

from other incumbents and new ventures in the same industry is also a source of environmental 

volatility (e.g., Chen et al., 2010; Pan, Huang, & Gopal, 2018), asset-sharing is inherently 

different because of its fundamentally new business model enabled by platform infrastructure 
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 For more details about the report, please refer to https://www.hanyc.org/wp-content/uploads/2015/10/HVS-

Impact-Study-FINAL-Airbnb-and-the-NYC-Lodging-Market-10-27-15-copy.pdf.  

https://www.hanyc.org/wp-content/uploads/2015/10/HVS-Impact-Study-FINAL-Airbnb-and-the-NYC-Lodging-Market-10-27-15-copy.pdf
https://www.hanyc.org/wp-content/uploads/2015/10/HVS-Impact-Study-FINAL-Airbnb-and-the-NYC-Lodging-Market-10-27-15-copy.pdf
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and various platform afforded capabilities as discussed above (Zhang et al., 2018). Under the 

contingency of environmental dynamism and turbulence created by the higher level of ASBMP, 

we argue that initiating more aggressive competitive action repertoires is particularly valuable 

for incumbents, for several reasons.  

Action Volume. As discussed above, action volume may positively or negatively 

influence firm performance, following different theoretical mechanisms. In this research we 

argue that considering the evolution of an industry over time, the presence of new business 

models (e.g., asset-sharing business model) sets a boundary condition that favors different 

mechanisms of competitive actions in different stages. Specifically, action volume decreases 

incumbents’ performance when the ASBMP is low, but increases incumbents’ performance 

when the ASBMP is high, for the following reasons. 

Before asset-sharing firms enter the industry (i.e., lower ASBMP), incumbents often have 

similar business models, shared understanding of the market, and identical evolutionary 

trajectories. Higher action volume by one firm may trigger rivals’ response actions with greater 

volume and faster speed (Derfus et al., 2008). Consequently, firms in the same industry are more 

likely to excessively engage in competitive actions, leading to irrational decisions and higher 

costs (Barnet & McKendrick, 2004). But the new market opportunities that can be explored from 

firms’ aggressive competitive actions are limited due to the higher homogeneity of incumbents’ 

business models and relatively stable market size (e.g., number of potential customers in the 

industry). Furthermore, when the market is dominated by a few incumbents with traditional 

business models, it is easier for them to achieve cooperative equilibrium because only actions of 

these incumbents need to be coordinated (Besanko, Dranove, Shanley, & Schaefer, 2009). In 

such a stable market environment without threat from asset-sharing business model, deviation in 
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terms of conducting an unusually high volume of competitive actions by any incumbent firm can 

be easily detected by other firms. It permits other incumbents in the market to participate in 

continuous and escalating actions and cancel out the incumbents’ competitive actions (Derfus et 

al., 2008). Hence, in such a relatively stable environment with limited new market opportunities, 

when ASBMP is low, incumbents’ action volume negatively influences their performance. 

However, as an industry evolves to the stage where asset-sharing business models 

achieve higher presence, the industry boundary conditions are expanded and the market 

competition becomes fiercer. Asset-sharing firms can unlock the underutilized assets that people 

possess and make those assets available for someone else to use, not only reducing their 

investments on assets but also dramatically improving their capabilities of offering diverse 

products and services (Zhang et al., 2018). For example, on the Airbnb platform, numerous 

homes with different prices, amenities, and locations are available for short-term rental in many 

cities. Such diversity of products and services is growing rapidly because of the two-sided 

network effects—e.g., the increased number of Airbnb hosts and their property listings on the 

platform will trigger the growth of the install base of hosts as well as the number of customers 

who use Airbnb, and vice versa. In addition, asset-sharing companies offer more transparent 

marketplaces, reducing transaction costs and improving market efficiencies (Greenwood & 

Wattal, 2017). For instance, Airbnb is a trusted community marketplace that fulfills its mission 

of matching travelers seeking accommodation with hosts who have room to spare remarkably 

well (Zervas et al., 2017). Overall, the unique attributes of asset-sharing business models—i.e., 

diverse assets, two-sided network effects, and information transparency—enable their 

unpredictable evolutionary trajectories and exponential growth (Sampere, 2016; Zhang et al., 

2018), leading to a fast-changing competitive landscape. 
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As the ASBMP increases and the environment becomes even more turbulent, incumbents 

that implement more competitive actions tend to have more opportunities to observe and learn 

about the asset-sharing business model and the new entrants. The accumulated knowledge can 

not only help them more effectively manage their competitive actions but also enable them to 

explore and experiment with new market opportunities brought by the asset-sharing business 

model. Compared with other incumbents with fewer competitive actions, these incumbents are 

better able to build their capabilities to cope with the market dynamics where traditional business 

models and asset-sharing business models co-exist. In such a turbulent environment, incumbents 

with a higher volume of competitive actions can close off or at least chase the competitive moves 

of the asset-sharing firms and mitigate their unpredictable disruptive influences. Therefore, we 

hypothesize that 

Hypothesis 1 (H1). Incumbents’ action volume and ASBMP jointly influence incumbents’ 

performance, such that action volume reduces incumbents’ performance when the ASBMP is low 

but positively affects incumbents’ performance when the ASBMP is high. 

Action Complexity. Before an industry witnesses the growth of asset-sharing business 

models (i.e., lower level of ASBMP), incumbents can develop a core capability by focusing on 

an efficient configuration of competitive action repertoires that they do best and maximize the 

performance impact. By keeping action complexity low, incumbents can avoid disconcerting 

their existing customers, reduce the chance of error, and foster their strengths (Amburgey et al., 

1993). In addition, conducting a diverse set of competitive actions often requires excessive 

resources and coordination efforts. 

However, as the industry evolves to the stage where asset-sharing companies achieve 

stronger presence (i.e., higher level of ASBMP) and the competitive environment becomes more 
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turbulent, incumbents’ initiations of complex competitive action repertoires can improve their 

performance. Prior literature on organizational learning demonstrates that firms should focus on 

explorative learning in turbulent environments (Van Den Bosch, Volberda, & De Boer, 1999). 

Incumbents with more complex competitive actions can facilitate explorative learning and 

accordingly refine organizational routines and accumulate knowledge from launching different 

types of competitive actions (Grimm & Smith, 1997). Action complexity also increases the 

variation, experimentation, and flexibility of incumbents’ competitive moves (Greve, 2007), 

therefore enhancing their capabilities of adapting to the unpredictable moves of asset-sharing 

companies. Furthermore, complex competitive actions help incumbents better satisfy the 

heterogenous preferences of consumers (Miller & Chen, 1996), thereby preventing current 

customers from switching to asset-sharing firms, which may offer different value propositions to 

customers that incumbents may not provide (Guttentag & Smith, 2017). 

Therefore, when ASBMP is high, a complex set of competitive actions can help 

incumbents mitigate the disruptive effects of asset-sharing firms. We hypothesize that 

Hypothesis 2 (H2). Incumbents’ action complexity and ASBMP jointly influence their 

performance, such that action complexity reduces incumbents’ performance when ASBMP is low 

but positively affects their performance when ASBMP is high. 

Action Heterogeneity. Institutional theory suggests that, when there are relatively stable 

industry norms, firms are socially governed to conform to these norms (DiMaggio & Powell, 

1983). When ASBMP is low, market competition exists mostly among the incumbents with 

similar business models and the industry norms are well-established and stable. If a firm deviates 

too much from these norms, its stakeholders such as business partners and investors are likely to 

perceive its competitive actions as irrational moves, reducing its business opportunities and 
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increasing the capital costs (Miller, Grimes, McMullen, & Vogus, 2012). In addition, deviating 

competitive actions too much from the industry norms increases the risks from the consumers’ 

perspective. For example, if a hotel company offers too many digital features or adopting pre-

matured emerging technologies in their products and services, its customers are likely to be 

unfamiliar with these new consumption approaches and question the value of such investment 

(Ho, Tian, Wu, & Xu, 2017). Similarly, when most industry peers heavily invest in digital 

technologies such as Internet of Things integration, the hotel firm who did not do so will be 

viewed as offering “old-fashion” services and is less attractive to customers. Thus, with a high 

level of action heterogeneity, a firm’s legitimacy in the industry will be challenged, negatively 

affecting its performance (Suchman, 1995). Hence, in the presence of low ASBMP, incumbents’ 

competitive heterogeneity may have a negative impact on their performance.  

In contrast, when an industry evolves to the stage where firms with asset-sharing business 

models achieve stronger presence (i.e., high ASBMP), the industry environment becomes more 

turbulent and the traditional industry norms may be subject to change. As asset-sharing 

companies develop more innovative business practices to support the strategic and operational 

goals of their asset-sharing platforms, they are also shifting the common practices and norms in 

the industry. For example, asset-sharing firms have focused on developing new capabilities such 

as the governance of socio-economic ecosystem around the platform and data asset management 

(e.g., Application Programming Interface [API] strategy by synergizing and matching the data) 

(Parker & Van Alstyne, 2017). Subsequently, some leading hotel incumbents are also launching 

their API strategies to facilitate open innovation
22

. In addition, to meet traveler’s changing needs, 

asset-sharing firms are often experimenting with new product/service offerings due to the diverse 

                                                           
22

 https://searchcio.techtarget.com/news/450296266/Hotel-API-strategy-brings-UK-chain-closer-to-digital-guest-

and-customer-data  

https://searchcio.techtarget.com/news/450296266/Hotel-API-strategy-brings-UK-chain-closer-to-digital-guest-and-customer-data
https://searchcio.techtarget.com/news/450296266/Hotel-API-strategy-brings-UK-chain-closer-to-digital-guest-and-customer-data
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assets being shared on their platforms, impacting the industry norm associated with innovations 

and market segment expansions. 

Due to the changes in the industry norms after asset-based business model gains stronger 

presence (i.e., higher level of ASBMP), incumbents with greater competitive heterogeneity 

relative to their competitors are less likely to face these legitimacy challenges (as discussed 

above when ASBMP is low). They are more likely to increase their innovativeness, explore new 

market segments, strengthen their abilities to match potential attacks of asset-sharing platforms 

in some unexpected areas, and improve their capabilities of creating competitive advantages 

relative to the other incumbents. Therefore, we hypothesize that 

Hypothesis 3 (H3). Incumbents’ action heterogeneity and ASBMP jointly influence 

incumbents’ performance, such that action heterogeneity reduces incumbents’ performance 

when the ASBMP is low but positively affects incumbents’ performance when the ASBMP is high. 

Figure 2 depicts our research model. 

 
Figure 2. The Conceptual Model (Essay 2) 
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RESEARCH METHODOLOGY 

Research Setting 

We examine the research question in the context of the accommodation industry for 

several reasons. First, the accommodation industry is a competitive market where traditional 

hotel chains and asset-sharing platforms compete. Incumbents initiate diverse competitive 

actions, such as opening new branches, entering a new market, implementing M&A, providing 

diverse promotions, adopting targeted marketing, and offering discount pricing, to gain 

competitive advantage. In addition, the accommodation industry is transparent where incumbents’ 

information is observable to researchers. Furthermore, in contrast to other asset-sharing 

platforms, such as Uber whose expansions are geographically and temporally restricted, Airbnb’s 

scope of activity and expansion are rolled out with less geographic restriction. Therefore, the 

distinguishable boundaries, the data availability, and the dynamic environment make the 

accommodation industry as an appropriate context for this study. 

Data 

Following the sampling criteria used in prior competitive dynamics research (e.g., Chi et 

al., 2010; Smith et al., 1991), we tested our hypotheses using a sample of firms from North 

America hotel and motel industry (SIC 7011) (i.e., accommodation industry in this paper) that 

provides lodging or the bundle of lodging and meals. We focused on the nine largest hotels in US 

accommodation industry (regarding revenue and market share based on Bloomberg database). 

We collected longitudinal quarterly data on these firms from the year 2009 to 2015. Observations 

with missing data on firm performance and control variables were removed from the sample. The 

final sample includes 190 firm-quarter observations. We collected the incumbents’ financial data 

and other firm characteristics from Compustat. Airbnb listing data was gathered from Inside 
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Airbnb
23

, which has been extensively used in prior research that used Airbnb as the context 

(Gutiérrez, García-Palomares, Romanillos, & Salas-Olmedo, 2017; Wang & Nicolau, 2017).  

We utilized content analysis of news articles to identify firms’ competitive actions. 

Content analysis is based on the frequency of pre-defined keywords that appear in each news 

article about the focal firm (Ferrier et al., 1999; Smith et al., 1991). This approach helps 

researchers quantify firms’ competitive actions by transforming qualitative texts into a unit-by-

variable matrix (Chi et al., 2010; Gnyawali, Fan, & Penner, 2010; Li, Shang, & Slaughter, 2010). 

We collected data from the LexisNexis database which is one of the world’s largest electronic 

databases for legal and public-records related information and pioneers the electronic 

accessibility of legal and journalistic documents. All noteworthy responses of a firm are likely to 

be covered by the LexisNexis database since it includes more than 20,000 media outlets 

worldwide. The database provides the full text of articles from the daily newspaper, consumer 

magazines, trade journals, news websites, top blogs, and TV transcripts. The contents of 

LexisNexis cover every continent and are fully licensed for copyright compliant use
24

. Given the 

comprehensiveness of its content and it has been widely used in prior strategy research (e.g., Bos, 

Faems, & Noseleit, 2017), we believe that our data collected from LexisNexis is comprehensive 

and reliable to cover all the important actions of incumbents in the accommodation industry. 

To code firms’ competitive actions, we downloaded all the hotels’ news reported in the 

LexisNexis database during years 2009-2015. We implemented an algorithm that first removed 

filler words, punctuation, and stoped words from the LexisNexis. Given that not all texts are 

hotels’ public announcement or news releases associated with their competitive actions, our 

                                                           
23

 http://insideairbnb.com/about.html  
24

 http://app.datasift.com/source/64/lexisnexis  

http://insideairbnb.com/about.html
http://app.datasift.com/source/64/lexisnexis
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search criteria include the combination of each hotel’s name and related keywords
25

. To further 

increase our accuracy in identifying hotels’ competitive actions, we only include incumbents’ 

official announcements by restricting the distance from the hotel name to the keyword within 

four vocabularies (e.g., Hilton launches … or IHG has appointed …). Furthermore, we used the 

similarity analysis function provided in the LexisNexis database to exclude duplicated contents 

in the search results
26

. The final sample used in the content analysis includes 3,501 competitive 

moves for all sampled firms in each period. 

Following prior competitive dynamics research (e.g., Chi et al., 2010; Li et al., 2010), 

we conducted structured content analysis to categorize each news article into a specific type of 

competitive actions. The categories of competitive actions were developed based on prior 

competitive actions research and the specific characteristics of the accommodation industry. 

Similar to other contexts such as global automobile and software industries that are well 

examined in prior literature (e.g., Chi et al., 2010; Li et al., 2010), there are four types of 

competitive actions, including New Product (e.g., launching new branches or global expansion), 

New Marketing (e.g., announcement of new promotional campaigns), New Personnel (e.g., 

appointment of new senior executives), and M&A (e.g., acquire another hotel) actions. However, 

given that the main players in the accommodation industry are increasingly focusing on the 

strategies of partnership
27

 and asset lightening (Olsen & Zhao, 2008), we also included the  

                                                           
25

 The keywords reflecting firm announcements includes launch, debut, advertis, promot, campaign, distribut, expan, 

hir, firing, layoff, appoint, merge, acqui, partnership, leverage, lighten, sell, modif, alliance with, enter, reward, or 

open. The keywords are selected based on Li et al. (2010). In addition, one author of this study went through a 

number of each hotel’s press releases to complement the keywords list. 

26
 There are three duplicate options including “Off”, “On-High Similarity”, and “On-Moderate Similarity”. We 

selected the third option (i.e., on-moderate similarity) that selects documents with relatively less similarity to the 

final search results. With the function of similarity analysis, it only chooses one article as the “leading document” in 

each group of similar documents. 

27
 https://skift.com/2016/11/23/hyatt-wants-to-make-a-bigger-push-into-adjacent-spaces/  

https://skift.com/2016/11/23/hyatt-wants-to-make-a-bigger-push-into-adjacent-spaces/
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Table 9 

Identifying Categories of Competitive Actions 

Category Keywords Examples 

New Product 

launch*, open*, 

sign*, debut*, 

arriv*, expan*, 

new brand* 

- A new HILTON hotel property plans to OPEN in Baltimore in late May, positioning 

itself as one of the few extended-stay lodging options in the city at a time when 

hoteliers express concern about occupancy rates and a glut of available rooms. 

- INTERCONTINENTAL Hotels & Resorts (IHG) is LAUNCHING 30 new hotels. 

 

New Marketing 

discount*, rebat*, 

distribut*, 

promot*, reward*, 

advertis* 

- HYATT is offering a 21 percent DISCOUNT at more than 260 properties in North 

America for reservations made by Nov. 5. The deal applies to stays through Feb. 1 

at Grand HYATT, HYATT Regency, HYATT Place and HYATT Summerfield 

Suites. 

 

In
te

rf
ir

m
 R

el
at

io
n
sh

ip
 

Partnership 

partner*, allian*, 

collabor*, 

interfirm* 

- HILTON Hotels has formed a PARTNERSHIP with LVMH Moet Hennessy Louis 

Vuitton, the world's largest maker of luxury goods, to create or upgrade 135 spas in 

its upscale hotels. 

- STARWOOD announced an EXPANDED PARTNERSHIP with Design Hotels AG 

 

Merger & 

Acquisition 

merg*, acqui* - In the United States, WYNDHAM Vacation Rentals ACQUIRED the vacation 

rental assets of Oceana Resorts, a leading provider with more than 25 years’ 

experience in Myrtle Beach, S.C., a market which attracts over 14 million visitors 

annually. 

- INTERCONTINENTAL Hotels Group (IHG) has ACQUIRED US boutique hotel 

group Kimpton 
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Table 9 (Continued) 

Category Keywords Examples 

O
p
er

at
io

n
 

Asset 

Lightening 

lighten*, sell*, 

modif* 

- STARWOOD Hotels & Resorts agreed to SELL its Hotel Danieli in Italy for $244 

mil 

- HILTON Group has agreed to SELL its hotels business to its American cousin, 

HILTON Hotel Corporation 

 

New 

Personnel 

hir*, firing*, 

layoff*, appoint* 

- Grand HYATT Doha has announced the APPOINTMENTS of Puneet Baijal as 

director and Othmane Lamine as the assistant director of food and beverage at the 

hotel. 

- WYNDHAM Hotel Group South Pacific has APPOINTED Anthony Collins as 

franchise development manager to source new franchise opportunities. Mr Collins 

will be responsible for securing new franchise properties under WYNDHAM Hotel 

Group's brands 
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categories of Partnership (e.g., announcement of a strategic alliance with another firm) and Asset 

Lightening (e.g., selling some facilities out). The keywords used to cluster firms’ competitive 

actions along with illustrative examples are presented in Table 9.  

Measurement 

Firm Performance. Consistent with prior strategy literature and competitive dynamics 

research (e.g., Cornelly et al., 2017; Nadkarni et al., 2016; Pan et al., 2018), we use return on 

assets (ROA) to measure firm performance. Specifically, the variable ROAit refers to an 

incumbent i’s performance at time t and is computed as the operating income before depreciation 

and amortization over the total assets. 

Competitive Action Repertoires. The variable ActionVolumeit is the total number of 

competitive actions implemented by incumbent i in a given quarter t. We computed incumbent 

i’s complexity of its competitive actions in quarter t, ActionComplexityit, by using Blau’s (1977) 

index (Chi et al., 2010). A high score of action complexity demonstrates that a firm implements a 

more complex competitive actions portfolio whereas a low score represents a simpler 

competitive actions repertoire (Ferrier et al., 1999). Mathematically, it is calculated as 

𝐴𝑐𝑡𝑖𝑜𝑛𝐶𝑜𝑚𝑝𝑙𝑒𝑥𝑖𝑡𝑦 = 1 −∑(𝑁𝛼/𝑁𝑇)
2

𝛼

 

where Nα indicates the number of competitive actions in the α th category. NT represents 

the total number of competitive actions across all competitive action repertoire categories. Nα/ 

NT means the proportion of competitive actions in the α th category.  

We used Euclidean distance to compute the variable ActionHeterogeneityit representing 

incumbent i’s heterogeneity of competitive actions in quarter t (Chi et al., 2007). A greater value 

of the variable indicates a highly distinct response pattern that deviates from the quarterly 

industry norm based on i’s competitive actions repertoire. Mathematically, it is calculated as 
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𝐴𝑐𝑡𝑖𝑜𝑛𝐻𝑒𝑡𝑒𝑟𝑜𝑒𝑛𝑒𝑖𝑡𝑦 =  𝑆(𝑋𝑖, 𝑋𝑗) = √
(𝑋𝑖 − 𝑋𝑗)′(𝑋𝑖 − 𝑋𝑗)

𝑛
 

where 𝑋𝑖 = [𝑋𝑖1, 𝑋𝑖2, … , 𝑋𝑖𝑛]
′; 𝑋𝑗 = [𝑋𝑗1, 𝑋𝑗2, … , 𝑋𝑗𝑛]

′; 𝑖 ≠ 𝑗; 𝑖 = 1, 2, … , 𝑛; 𝑗 = 1, 2, … , 𝑛. 

Asset-Sharing Business Model Presence (ASBMP). Given that Airbnb is the most 

successful asset-sharing business models in the accommodation industry, we selected Airbnb as 

a representative of asset-sharing companies in our research context. Consistent with prior 

literature (e.g., Blal et al., 2018; Zervas et al., 2017), we used the number of listings on Airbnb 

platform to measure the asset-sharing business model presence. In our econometrics analysis, the 

variable was centered by subtracting the mean and dividing by the standard deviation, to mitigate 

potential multi-collinearity and better explain the results. In addition, our model identification in 

the estimation of panel vector autoregression (PVAR) demonstrated that the variable is not 

stationary. We thus transformed this variable using first-difference in the analysis to fit the 

PVAR model. We argue that the first-differenced measure can better represent the growth of 

Airbnb presence in the market. Mathematically, the variable ASBMPt is computed as: 

𝐴𝑆𝐵𝑀𝑃𝑡 =
(𝐴𝐿𝑡 − 𝐴𝐿̅̅̅̅ )

𝜎𝐴𝐿
−
(𝐴𝐿𝑡−1 − 𝐴𝐿̅̅̅̅ )

𝜎𝐴𝐿
 

where 𝐴𝐿 refers to the total number of Airbnb listings, t represents time, 𝐴𝐿̅̅̅̅  is the sample 

mean, and 𝜎 denotes the standard deviation of the sample. 

Control Variables. Following prior strategy literature (Brush, Bromiley, & Hendrickx, 

2000; Pan et al., 2018) , we control for a number of firm attributes that may affect its ROA. The 

variable FirmSizeit is measured by the natural log of incumbent i’s total sales at time t. We 

control for firm i’s leverage using its long-term debt divided by total assets, denoted as 

Leverageit. Incumbent i’s cash holdings at time t is controlled for and represented as Cashit. We 

also control for the firm’s Tobin’s q using the market to book ratio of incumbent i in quarter t 
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and denote the variable as Tobin’s qit. Furthermore, we control for firm-level fixed effects and 

time fixed effects in our empirical model identification.  

 

Table 10  

Descriptive Statistics, VIF, and Correlations 

Variable Mean SD Min Max VIF 1 2 

1. ROA 0.00 1.00 -3.83 6.23 1.76   

2. ActionVolume 0.00 1.00 -0.95 3.60 4.21 -0.09  

3. ActionComplexity 0.00 1.00 -1.78 1.49 2.11 0.02 0.50* 

4. ActionHeterogeneity 0.00 1.00 -1.14 4.93 3.14 0.04 0.66* 

5. ASBMP 0.12 0.07 0.006 0.24 1.40 0.14 0.37* 

6. FirmSize 0.00 1.00 -2.45 1.48 5.22 -0.55* 0.48* 

7. Leverage 0.00 1.00 -6.41 5.24 1.17 -0.20* 0.07 

8. Cash 0.00 1.00 -0.89 5.20 2.30 0.46* -0.15* 

9. Tobin’s q 0.00 1.00 -1.06 2.44 2.87 0.57* -0.30* 

Variable 3 4 5 6 7 8 9 

4. ActionHeterogeneity 0.01       

5. ASBMP 0.16* 0.45*      

6. FirmSize 0.40* 0.06 0.09     

7. Leverage -0.03 -0.02 0.01 0.24*    

8. Cash -0.01 0.05 0.08 -0.67* -0.32*   

9. Tobin’s q -0.16* 0.06 0.09 -0.75* -0.33* 0.53*  

Notes. Observations: 190; *p<0.05. 
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Table 10 presents the descriptive statistics, correlations, and variance inflation factor 

(VIF) of all variables used in the empirical estimation. The VIF values are all well below the 

threshold of 10, indicating that multi-collinearity is not a major concern in this study. 

Empirical Approach and Model Identification 

Although we account for changes in firm characteristics and time fixed effects, there are 

other sources that may cause endogeneity issues such as reverse causality. For example, 

incumbents with higher levels of ROA are expected to have stronger capabilities and resources to 

carry out aggressive competitive actions. We therefore used the panel vector autoregression 

(PVAR) model estimated by the generalized method of moments (GMM) (Binder, Hsiao, & 

Pesaran, 2005). Given that vector autoregression (VAR) models assume main variables to be 

endogenous and do not require additional explanatory variables (Holtz-Eakin, Newey, & Rosen, 

1988), they have been used to infer bidirectional relationship, endogeneity, reverse causality, and 

serial correlations between endogenous variables (Granger & Newbold, 1974). The panel data 

structure allows us to account for unobserved firm heterogeneity and utilize instruments within 

the model such as lagged dependent variable in the GMM estimation to obtain consistent 

estimates (Chen, De, & Hu, 2015). We estimated a reduced form of VAR model where firm 

performance, competitive action repertoire, and ASBMP are specified as endogenous variables, 

and each endogenous variable is a linear function of its past values, the past values of all other 

endogenous variables, a set of exogenous variables, and the error term. Our PVAR model is 

specified as follows: 



77 
  

(

 
 

𝑅𝑂𝐴𝑖𝑡
𝐴𝑐𝑡𝑖𝑜𝑛𝑉𝑜𝑙𝑢𝑚𝑒𝑖𝑡

𝐴𝑐𝑡𝑖𝑜𝑛𝐶𝑜𝑚𝑝𝑙𝑒𝑥𝑖𝑡𝑦𝑖𝑡
𝐴𝑐𝑡𝑖𝑜𝑛𝐻𝑒𝑡𝑒𝑟𝑜𝑔𝑒𝑛𝑒𝑖𝑡𝑦𝑖𝑡

𝑆𝐸𝑃𝐵𝑀𝑃𝑡 )

 
 

= 𝜶 +∑𝜷

(

  
 

𝑅𝑂𝐴𝑖,𝑡−𝑠
𝐴𝑐𝑡𝑖𝑜𝑛𝑉𝑜𝑙𝑢𝑚𝑒𝑖,𝑡−𝑠

𝐴𝑐𝑡𝑖𝑜𝑛𝐶𝑜𝑚𝑝𝑙𝑒𝑥𝑖𝑡𝑦𝑖,𝑡−𝑠
𝐴𝑐𝑡𝑖𝑜𝑛𝐻𝑒𝑡𝑒𝑟𝑜𝑔𝑒𝑛𝑒𝑖𝑡𝑦𝑖,𝑡−𝑠

𝑆𝐸𝑃𝐵𝑀𝑃𝑡−𝑠 )

  
 

𝑛

𝑞=1

+∑𝛃𝑠 ∙ 𝑪𝒐𝒏𝒕𝒓𝒐𝒍𝑖,𝑡−𝑠

𝑝

𝑠=1

+ 𝜹𝑡 + 𝒇𝑖 + 𝜺𝑖𝑡 

where 𝑝 represents the number of lags, 𝚽𝑠 is a 5×5 matrix of coefficients for 

endogeneous variables, 𝑪𝒐𝒏𝒕𝒓𝒐𝒍 refers to the vector of all control variables, 𝛃𝑠 is the matrix of 

coefficients for all control variables, 𝜹𝑡 and 𝒇𝑖 refer to the quarter and firm fixed effects, and 𝜺𝑖𝑡 

is a four-element vector of error terms. 

Consistent with prior research testing interaction effects and to better interpret the results, 

we first centered all variables by subtracting the sample mean and divided by the standard 

deviation. Then, we followed the standard procedure to estimate the PVAR model. First, PVAR 

requires endogenous variables to be stationary. Given our unbalanced panel data structure, we 

performed the Fisher-type unit root tests (Choi, 2001) based on augmented Dickey-Fuller tests. 

Given that Airbnb listing data did not satisfy the stationary test, we transformed it using the first 

difference. The stationary test results of endogenous series after transformation are presented in 

Table 11. Then, we determined the optimal number of lags using MBIC, MAIC, MQIC (Abrigo 

& Love, 2016). We estimated the first-to third-order panel VAR model by using the first five 

lags of endogenous variables as instruments. The comparison of these different models is 

summarized in Table 12. All three indicators consistently show the rationality of using the first-

order PVAR model (Abrigo & Love, 2016).  
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Table 11 

Fisher-Type Unit Root Test 

Variable Inverse χ
2
 Inverse Logit Modified Inverse χ

2
  

ROA 276.81*** -24.88*** 43.13*** 

ASBMP 79.40*** -5.17*** 10.23*** 

Competitive Action 

Repertoire 

   

Six CAs 172.51*** -15.19*** 25.75*** 

Five CAs (AL + NP) 171.73*** -15.12*** 25.62*** 

Five CAs (PT + 

M&A) 

164.64*** -14.43*** 24.44*** 

Four CAs 163.61*** -14.32*** 24.27*** 

Notes. *p<0.1; **p<0.05; ***p<0.01 

 

 

Table 12  

Selection Order Criteria 

Lag CD J J p_value MBIC MAIC MQIC 

Six CAs 

1 0.9472 69.9052 0.0006 -104.4855 -2.0948 -43.6949 

2 0.9667 59.5414 0.0003 -71.2517 5.5414 -25.6587 

3 0.9825 40.5097 0.0018 -46.6857 4.5097 -16.2904 

Five CAs (AL + NP) 

1 0.9470 70.1246 0.0006 -104.2661 -1.8754 -43.4755 

2 0.9667 59.9914 0.0003 -70.8016 5.9914 -25.2087 

3 0.9825 40.9026 0.0016 -46.2928 4.9026 -15.8975 
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Table 12 (Continued) 

Lag CD J J p_value MBIC MAIC MQIC 

Five CAs (PT + M&A) 

1 0.9471 69.7417 0.0006 -104.6490 -2.2583 -43.8584 

2 0.9665 59.5579 0.0003 -71.2351 5.5579 -25.6422 

3 0.9824 40.6389 0.0017 -46.5564 4.6389 -16.1611 

Four CAs 

1 0.9469 69.7911 0.0006 -104.5996 -2.2089 -43.8090 

2 0.9664 59.7344 0.0003 -71.0587 5.7344 -25.4657 

3 0.9823 40.8575 0.0016 -46.3378 4.8575 -15.9425 

 

Furthermore, to remove the firm-specific unobserved heterogeneity, we employed the 

forward-orthogonal transformation. The system GMM estimator was estimated to mitigate 

potential endogeneity concerns arisen for a dynamic panel model (i.e., fixed effects model with 

lagged dependent variables as regressors) (Love & Zicchino, 2006). 

RESULTS 

Table 13 presents the results of our PVAR estimations. We employed the hierarchical 

modeling approach that shows the direct bidirectional relationships among endogenous variables 

and adds the interaction between incumbents’ competitive action repertoire and ASBMP. The 

results show that ASBMP significantly and positively moderate the effects of action volume (β = 

7.938, p < 0.01), action complexity (β = 4.926, p < 0.01), and action heterogeneity (β = 5.832, p 

< 0.01) on incumbents’ ROA. As shown in Figure 3, action volume, complexity, and 

heterogeneity positively affect incumbents’ ROA when ASBMP is high but negatively influence 

their ROA if ASBMP is low. Therefore, our theoretical developments (i.e., H1-3) are supported. 
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Table 13 

Results of Hypothesis Testing 

Variables Model (a) Model (b) Model (c) 

ROAi,t-1 0.167 

(0.259) 

 

0.343*** 

(0.117) 

0.155 

(0.181) 

ActionVolumei,t-1 -0.587* 

(0.356) 

 

0.190** 

(0.090) 

0.139 

(0.163) 

ActionComplexityi,t-1 -0.033 

(0.108) 

 

-0.354*** 

(0.094) 

-0.114 

(0.108) 

ActionHeterogeneityi,t-1 -0.311** 

(0.139) 

 

-0.111* 

(0.066) 

-0.683*** 

(0.250) 

ASBMPt-1 -5.263** 

(2.296) 

 

-5.292*** 

(1.268) 

3.985*** 

(1.491) 

ActionVolumei,t-1 × ASBMPt-1 7.938*** 

(2.858) 

 

  

ActionComplexityi,t-1 × ASBMPt-1  4.926*** 

(0.878) 

 

 

ActionHeterogeneityi,t-1 × ASBMPt-1   5.832*** 

(1.658) 

 

FirmSizei,t-1 1.351 

(2.227) 

 

2.072** 

(0.977) 

-4.660*** 

(1.287) 

Leveragei,t-1 0.014 

(0.071) 

 

-0.042 

(0.052) 

0.096 

(0.104) 

Cashi,t-1 0.806** 

(0.354) 

 

0.185 

(0.169) 

0.971*** 

(0.305) 

Tobin’s qi,t-1 0.773* 

(0.454) 

 

0.234 

(0.213) 

-1.026*** 

(0.358) 

Firm and Time Fixed Effects Yes 

 

Yes Yes 

Notes. Number of observations: 163; Robust standard errors, clustered by firm, are in 

parentheses; Significance Level: *p < 0.1, **p < 0.05, ***p < 0.01. 
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Note: In each figure, the x-axis and y-axis use the standardized variables. We used the lowest (i.e., 0.006) and 

highest (i.e., 0.24) observed values of ASBMP as the cases of Low ASBMP and High ASBMP, respectively. Based 

on our results, we also discuss the threshold of ASBMP. Specifically, when ASBMP (i.e., the growth of standard 

deviation from the sample mean of Airbnb listing) is greater than 0.074, action volume is positively associated with 

incumbents’ performance. Action complexity will be positively associated with incumbents’ performance when 

ASBMP is greater than 0.072. Incumbents will benefit from higher levels of action heterogeneity when ASBMP is 

0.117 or higher. 

Figure 3. Moderating Effects of Asset-sharing Business Model Presence 

 

We conducted a series of robustness checks. Given that prior competitive dynamics 

research has used different categories of firms’ competitive actions (Chi et al., 2010; Li et al., 

2010), our results might be sensitive to the categorization criteria. Hence, we use alternative 

categorizations of incumbents’ competitive actions. First, asset lightening can be considered as 

one type of organizational operations, which is similar to the role of personnel turnover. We thus 

combined asset lightening and new personnel actions and denote as operation actions. Second, 

we merged partnership and M&A actions since both are related to firms’ inter-firm relationships. 

Finally, we combined these two alternative categories of competitive actions, namely operation 

and inter-firm relationship, with the other two competitive actions (i.e., product and marketing 

actions) as originally specified in our content analysis. The results of our PVAR estimations with 

these alternative categorizations of competitive actions as shown in Table 14 are consistent with 

our hypothesis testing results.  
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Table 14 

Robustness Check: Dimensions of Competitive Action Repertoire 

Variables 

Five Competitive Actions 

(Asset Lightening + Operation) 

Five Competitive Actions 

(Partnership + M&A) 

Four Competitive Actions 

Model 2a Model 2b Model 2c Model 3a Model 3b Model 3c Model 4a Model 4b Model 4c 

ROAi,t-1 0.286 

(0.209) 

 

0.294** 

(0.120) 

0.075 

(0.186) 

0.272 

(0.183) 

0.226** 

(0.105) 

0.216 

(0.185) 

0.262 

(0.217) 

0.247** 

(0.102) 

0.184 

(0.191) 

ActionVolumei,t-1 -0.743 

(0.499) 

 

0.281*** 

(0.094) 

0.177 

(0.140) 

-0.648 

(0.445) 

0.278*** 

(0.091) 

0.241 

(0.152) 

-0.629 

(0.419) 

0.269*** 

(0.100) 

0.235 

(0.150) 

ActionComplexityi,t-1 0.017 

(0.119) 

 

-0.356*** 

(0.103) 

-0.125 

(0.097) 

-0.033 

(0.107) 

-0.402*** 

(0.097) 

-0.162* 

(0.094) 

-0.034 

(0.123) 

-0.423*** 

(0.099) 

-0.156 

(0.099) 

ActionHeterogeneityi,t-1 -0.256* 

(0.137) 

 

-0.149** 

(0.067) 

-0.654*** 

(0.241) 

-0.301** 

(0.120) 

-0.152** 

(0.066) 

-0.682*** 

(0.238) 

-0.317** 

(0.133) 

-0.138* 

(0.072) 

-0.665*** 

(0.241) 

ASBMPt-1 -6.315** 

(2.539) 

 

-4.598*** 

(1.171) 

4.163*** 

(1.387) 

-5.055** 

(2.390) 

-5.387*** 

(1.127) 

4.496*** 

(1.398) 

-5.474** 

(2.583) 

-4.737*** 

(1.195) 

4.658*** 

(1.491) 

ActionVolumei,t-1 × ASBMPt-1 8.623** 

(3.853) 

 

  8.464** 

(3.420) 

  8.329*** 

(2.984) 

  

ActionComplexityi,t-1 × ASBMPt-1  4.416*** 

(0.891) 

 

  5.019*** 

(0.848) 

  4.936*** 

(0.860) 

 

ActionHeterogeneityi,t-1 × ASBMPt-1   5.576*** 

(1.605) 

 

  5.756*** 

(1.511) 

  5.585*** 

(1.568) 

FirmSizei,t-1 2.264 

(2.470) 

 

1.444 

(1.008) 

-5.158*** 

(1.237) 

1.566 

(2.424) 

1.645* 

(0.894) 

-4.678*** 

(1.187) 

1.688 

(2.211) 

1.839* 

(0.949) 

-4.886*** 

(1.252) 

Leveragei,t-1 -0.019 

(0.070) 

 

-0.001 

(0.052) 

0.105 

(0.094) 

0.003 

(0.071) 

-0.028 

(0.045) 

0.143 

(0.101) 

-0.008 

(0.074) 

-0.019 

(0.055) 

0.158 

(0.105) 
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Table 14 (Continued) 

 

 

 

Variables 

Five Competitive Actions 

(Asset Lightening + Operation) 

Five Competitive Actions 

(Partnership + M&A) 

Four Competitive Actions 

Model 2a Model 2b Model 2c Model 3a Model 3b Model 3c Model 4a Model 4b Model 4c 

Cashi,t-1 0.658** 

(0.322) 

 

0.342* 

(0.187) 

1.089*** 

(0.286) 

0.713** 

(0.333) 

0.292* 

(0.154) 

0.941*** 

(0.285) 

0.712** 

(0.312) 

0.294 

(0.182) 

0.981*** 

(0.296) 

Tobin’s qi,t-1 0.918 

(0.579) 

 

0.099 

(0.204) 

-1.135*** 

(0.307) 

0.686 

(0.484) 

0.179 

(0.179) 

-1.249*** 

(0.315) 

0.745 

(0.460) 

0.091 

(0.209) 

-1.321*** 

(0.337) 

Firm Fixed Effects Yes 

 

Yes Yes Yes Yes Yes Yes Yes Yes 

Time Fixed Effects Yes 

 

Yes Yes Yes Yes Yes Yes Yes Yes 

Notes. Number of observations: 163; Robust standard errors, clustered by firm, are in parentheses; Significance Level: *p < 0.1, **p < 0.05, ***p < 0.01. 
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Although our hypothesis testing results provide insights about incumbents’ competitive 

action repertoires, incumbents also will benefit from more detailed recommendations about 

which type of competitive actions is more effective in competition with asset-sharing companies. 

Thus, we further examine the effects of the volume of each type of actions. In other words, we 

fitted PVAR with the volume of each action type, ASBMP, and performance as endogenous 

variables and pre-determined exogenous control variables. The results as shown in Table 15 

demonstrate that with a high level of ASBMP, incumbents’ new product and M&A actions have 

stronger positive influences on their operational performance. As discussed above, asset-sharing 

platforms have stronger products and services capabilities such as offering new and diverse 

products and services, low investment on resources, and easy access to expansible resources 

from outside. Incumbents can implement new product action to address the changes in customer 

needs caused by ASBMP and match asset-sharing firms’ wider ranges of products and services. 

For example, incumbents in the accommodation industry generally focus on providing services 

to tourism locations and larger cities. However, asset-sharing firms such as Airbnb do not limit 

to providing services in terms of location and offer more diverse choices ranging from low-end 

to high-end products and services. In this case, if hotel incumbents develop new products 

covering previously under-served markets, they can better compete with the asset-sharing firms. 

Similarly, to compete with asset-sharing platforms’ diverse products and services, incumbents 

can acquire resources (e.g., assets, capabilities, and knowledge) from other firms through M&A. 

Our results also indicate that, regardless of the degree of ASBMP, incumbents engaging in 

partnership actions have better operational performance. Partnerships increase incumbents’ 

abilities to assimilate external information, knowledge, and resources from external partners.  
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Table 15 

Post-Hoc Analysis: Effects of Different Action Types 

Variables Model 5 

 

Model 6 Model 7 Model 8 Model 9 Model 10 

ROAi,t-1 0.042 

(0.375) 

 

0.001 

(0.241) 

0.490*** 

(0.090) 

0.414** 

(0.202) 

0.179 

(0.351) 

-0.098 

(0.306) 

Producti,t-1 0.494*** 

(0.168) 

 

     

Producti,t-1 × ASBMPt-1 0.472** 

(0.230) 

 

     

Partnershipi,t-1  0.222** 

(0.094) 

 

    

Partnershipi,t-1 × ASBMPt-1  0.149 

(0.141) 

 

    

M&Ai,t-1   0.025 

(0.057) 

 

   

M&Ai,t-1 × ASBMPt-1   0.222*** 

(0.052) 

 

   

Marketingi,t-1    -0.374*** 

(0.103) 

 

  

Marketingi,t-1 × ASBMPt-1    0.182 

(0.139) 

 

  

Operationi,t-1     -0.016 

(0.047) 

 

 

Operationi,t-1 × ASBMPt-1     0.025 

(0.071) 

 

 

Lighteningi,t-1      0.091 

(0.058) 

 

Lighteningi,t-1 × ASBMPt-1      -0.044 

(0.077) 

 

ASBMPt-1 0.932 

(2.501) 

1.780 

(2.041) 

-1.109 

(0.799) 

9.169*** 

(2.454) 

4.265 

(2.761) 

7.073*** 

(2.242) 

 

FirmSizei,t-1 -2.659 

(2.412) 

-2.510 

(1.809) 

0.744 

(0.516) 

-5.331*** 

(1.500) 

-6.398*** 

(2.368) 

-6.212*** 

(1.823) 
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Table 15 (Continued) 

Variables Model 5 

 

Model 6 Model 7 Model 8 Model 9 Model 10 

Leveragei,t-1 0.260 

(0.180) 

 

0.159 

(0.099) 

-0.178*** 

(0.046) 

0.212** 

(0.095) 

0.419** 

(0.178) 

0.312** 

(0.149) 

Cashi,t-1 1.533*** 

(0.542) 

 

0.956*** 

(0.319) 

0.188* 

(0.104) 

1.153*** 

(0.304) 

1.711*** 

(0.563) 

1.352*** 

(0.404) 

Tobin’s qi,t-1 -0.434 

(0.518) 

 

-0.293 

(0.415) 

0.606*** 

(0.153) 

-1.886*** 

(0.460) 

-1.594** 

(0.695) 

-1.455*** 

(0.501) 

Firm Fixed Effects Yes 

 

Yes Yes Yes Yes Yes 

Time Fixed Effects Yes 

 

Yes Yes Yes Yes Yes 

Notes. Number of observations: 163; Robust standard errors, clustered by firm, are in parentheses; 

Significance Level: *p < 0.1, **p < 0.05, ***p < 0.01. 

 

 

DISCUSSIONS AND CONCLUSION 

In this research, we investigate how the presence of asset-sharing business models 

moderates the relationship between incumbents’ competitive action repertoires and their 

performance. Our empirical analysis of a longitudinal dataset of nine largest U.S. firms in the 

accommodation industry over the years 2009-2015 demonstrates that as the presence of asset-

sharing business models increases, incumbents with greater competitive action repertoires (i.e., 

high volume, complexity, and heterogeneity) have better operational performance (i.e., ROA) 

than those with less aggressive competitive action repertoires. The post-hoc analysis examining 

the impacts of different types of competitive actions indicates that incumbents’ actions of 

launching new products and M&A are more effective in improving their performance when 

asset-sharing companies have strong presence in the market (such as more asset providers on the 

asset-sharing platform). Incumbents’ partnership strategies have a consistently positive influence 

on their performance regardless of the extent of ASBMP. 
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Our results contribute to the prior literature and offer managerial implications in several 

ways. First, we add to the extant competitive dynamics literature by focusing on asset-sharing 

business models. Prior competitive dynamics literature mainly focuses on the context of pipeline 

/linear value chain business models and demonstrates that firms carrying out competitive actions 

with greater intensity, complexity, and heterogeneity have better performance than their rivals 

(Ferrier et al., 1999; Ndofor, Sirmon, & He, 2011; Young et al., 1996). However, nowadays, 

incumbents not only compete with other pipeline rivals in the industry but also face threats from 

new platform enabled asset-sharing business models. By theorizing how the performance 

implications of incumbents’ competitive action repertoire vary with the degree of ASBMP, we 

regard asset-sharing business models as an important boundary condition and advise how 

pipeline incumbents may adjust their competitive actions to improve firm performance. 

Specifically, incumbents’ aggressive competitive action repertoires (i.e., high volume, 

complexity, and heterogeneity) will be effective only when asset-sharing companies achieve 

stronger presence in the market.  

Second, we contribute to the existing literature on asset-sharing by examining how asset-

sharing business models modify the impacts of incumbents’ competitive action repertoire on 

their operating performance. Prior literature has identified the negative effect of asset-sharing 

firms on incumbents’ performance in different industries (Blal et al., 2018; Zervas et al., 2017) 

and has qualitatively suggested strategies for incumbents to compete with asset-sharing platform 

business models (Zhang et al., 2018). However, it was equivocal how intensively incumbents 

should implement these strategies to deal with the threat from the asset-sharing companies and 

which strategy works better at certain times. Drawing on the competitive dynamics perspective, 
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this research examines when an industry evolves over time with different levels of ASBMP, how 

incumbents’ competitive action repertoires affect their performance differently.  

Although we only use the accommodation industry as our research context, the 

implications of our research can be generalized for incumbents with a traditional business model 

in other relatively low-tech industries that are being affected by asset-sharing platforms. These 

industries have similar characteristics such as the degree of concentration, the importance of 

assets, and types of main resources. For instance, in contrast to platform owners and participants, 

incumbents in low-tech industries heavily focus on providing products or services by utilizing 

their assets (Van Alstyne, Parker, & Choudary, 2016). Therefore, this study can provide 

meaningful implications and lessons for incumbents in other low-tech industries such as logistics 

that are likely to be threatened by asset-sharing platforms (Zhang et al., 2018).  

Although this study offers significant theoretical contributions and practical implications, 

it is important to note some limitations and discuss opportunities for future research. First, we 

chose the accommodation industry as the single research context and used Airbnb as the 

representative asset-sharing firm. Although Airbnb is the largest asset-sharing platform in the 

accommodation industry, other similar platforms such as HomeAway might cause confounding 

impacts in the industry. Future studies can further extend this research by examining other 

contexts such as taxi and finance industries with multiple asset-sharing platforms. In addition, 

consistent with prior competitive dynamics literature and due to data limitation, we focused on 

the structure of firms’ competitive action repertoires and did not measure the differential impacts 

and investments in different competitive actions. Future research can employ other 

methodologies such as qualitative case study and field survey to quantify impacts of firms’ 

investments in different competitive actions. 
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Furthermore, this research, as a starting point, examined how incumbents can compete 

with asset-sharing business models by strategically building their competitive action repertoires. 

We acknowledge that incumbents can also develop other strategic orientations to gain 

competitive advantages under the negative influences of asset-sharing firms. For example, future 

research can investigate how asset-sharing business models moderate the impacts of incumbents’ 

structure of the top management team or board of directors on their performance. By doing so, 

business managers can survive in the competition with asset-sharing business models by utilizing 

their leadership advantages. Overall, we believe that there will be more opportunities to integrate 

the asset-sharing business models into strategy research. 
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