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ABSTRACT

Security cloud-based applications is a dynamic problem since modern attacks are
always evolving in their sophistication and disruption impact. Active defense is a
state-of-the-art paradigm where proactive or reactive cybersecurity strategies are
used to augment passive defense policies (e.g., firewalls). It involves using knowl-
edge of the adversary to create of dynamic policy measures to secure resources and
outsmart adversaries to make cyber-attacks difficult to execute. Using intelligent
threat detection systems based on machine learning and active defense solutions
implemented via cloud resource adaptations, we can slowdown attacks and derail
attackers at an early stage so that they cannot proceed with their plots, while
also increasing the probability that they will expose their presence or reveal their
attack vectors.

In this MS Thesis, we demonstrate the concept and benefits of active defense in
securing cloud-based applications through rule-based adaptations on distributed
resources. Specifically, we propose two novel active defense strategies to mitigate
impact of security anomaly events within: (a) social virtual reality learning envi-
ronment (VRLE), and (b) healthcare data sharing environment (HDSE). Our first
strategy involves a "rule-based 3QS-adaptation framework" that performs risk and
cost aware trade-off analysis to control cybersickness due to performance/security
anomaly events during a VRLE session. VRLEs provide immersive experience to
users with increased accessibility to remote learning, thus a breach of security in
critical VRLE application domains (e.g., healthcare, military training, manufac-
turing) can disrupt functionality and induce cybersickness. Our framework imple-
mentation in a real-world social VRLE viz., vSocial monitors performance/security
anomaly events in network data. In the event of an anomaly, the framework fea-
tures rule-based adaptations that are triggered by using various decision metrics.
Based on our experimental results, we demonstrate the effectiveness of our rule-

based 3QS-adaptation framework in reducing cybersickness levels, while maintain-
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ing application functionality. Our second strategy involves a “defense by pretense
methodology” that uses real-time attack detection and creates cyber deception for
HDSE applications. Healthcare data consumers (e.g., clinicians and researchers)
require access to massive, protected datasets, thus loss of assurance/auditability
of critical data such as Electronic Health Records (EHR) can severely impact loss
of privacy of patient’s data and the reputation of the healthcare organizations.
Our cyber deception utilizes elastic capacity provisioning via use of rule-based
adaptation to provision Quarantine Virtual Machines (QVMs) that handle redi-
rected attacker’s traffic and increase threat intelligence collection. We evaluate
our defense by pretense design by creating an experimental Amazon Web Ser-
vices (AWS) testbed hosting a real-world OHDSI setup for protected health data
analytics/sharing with electronic health record data (SynPUF) and publications
data (CORD-19) related to COVID-19. Our experiment results show how we can
successfully detect targeted attacks such as e.g., DDoS and create redirection of

attack sources to QVMs.
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Chapter 1

Introduction

1.1 Active Defense Overview

Active defense [1] is a proactive cybersecurity strategy that involves creation of
dynamic management or even offensive measures to outsmart adversaries in order
to make cyber-attacks difficult to execute. Using intelligent detection systems and
defense solutions such as honeypots [2| and machine learning algorithms, active
defense can be performed to slow down attacks and derail attackers at an early
stage so that they cannot proceed with their plan, increasing the probability that
they will expose their presence or reveal their attack vector. Thus, active defense
schemes gain threat intelligence on targeted attacks and enable organizations to
understand the nature of attacks, create robust defenses and also prevent recur-

rence of attacks.



1.2 Need for Active Defense in cloud-hosted video-
based applications

Active defense mechanisms in cloud platforms need to be robust against targeted
attacks (such as DDoS, malware and SQL injection) whose impact can be am-
plified due to the elastic resource nature of cloud platforms. Particularly, there
are critical challenges in securing interactive video based learning environments.
Studies such as [3]| outlines interactive video based learning environments i.e.,
E-learning, a novel way in the learning process that involves more interaction
between the learners and teachers to some extent network environment and is a
honey pot to attract many attackers and it may have some potential security risks
such as: malicious attacks, hackers and so on. Another such example is Virtual
Reality based Learning Environments (VRLES) such as vSocial [4] for youth with
learning disabilities. With the dynamic user-system interactions for content ren-
dering, VRLESs are a target for an attacker to trigger security attacks [5], [7]. In
addition, the work in [8] details about the performance issues that can disrupt
the social VRLE user experience. However, prior works lack in the knowledge to
address both performance and security issues that can impact the user experience
and user safety in VRLE sessions. Failure to address such impediments can lead
to deface attacks on the VR content with offensive images [9] that can hamper
user experience. They can also lead to application latency issues that degrade
performance. Based on prior works in VRLE and other IoT applications [10], [11]
we adopt the following definitions of various performance (3Q)) factors: Quality of
Application (QoA) — a measure of the application performance; Quality of Service
(QoS) — a measure of network resources such as bandwidth and jitter; Quality
of Experience (QoE) — a measure of the perceived satisfaction or annoyance of a
user’s experience. Similarly, we adopt the definition of security — as a condition
that ensures a VR system is able to perform critical application functions with
the establishment of confidentiality, integrity, and availability [7]. Together, such

performance and security issues can induce “cybersickness” (e.g., eyestrain, nau-
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sea, headache, disorientation of user movement) [12, 13|. Hence, there is a need
to study methods to mitigate impact of performance and security anomaly events

that induce cybersickness.

1.3 Need for Active Defense in cloud-hosted data
driven applications

As outlined above, there are critical challenges in securing data driven appli-
cations such as healthcare applications to avoid issues with availability or data
breaches/loss, while also providing solutions that are cost effective, efficient, and
timely [14]. Healthcare applications with data processing pipelines handle criti-
cal data such as Electronic Health Records (EHR), and sensitive personal health
related data generated through medical devices. There have been prior works on
securing EHR data in cloud-based platforms using Blockchain-based solutions [15]
or through access control mechanisms based on the lattice model [16]. There
have been proposals for attribute-based encryption access control, homomorphic
encryption, and storage path encryption to improve privacy and security in health-
care applications [17]. However, to the best of our knowledge, none of the prior
works have focused on active defense involving making use of dynamic manage-
ment or offensive strategies, particularly relating to healthcare data processing
pipelines orchestrated in cloud platforms.

In this work, we demonstrate the concept and benefits of active defense in securing
cloud-based applications through rule-based adaptations on distributed resources.
Specifically, we propose two novel active defense strategies to mitigate impact of
security anomaly events within: (a) social virtual reality learning environment
(VRLE), and (b) healthcare data sharing environment (HDSE). Our first strat-
egy involves a "rule-based 3QS-adaptation framework" that performs risk and
cost aware trade-off analysis to control cybersickness due to performance/security

anomaly events during a VRLE session. VRLEs provide immersive experience to



users with increased accessibility to remote learning, thus a breach of security in
critical VRLE application domains (e.g., healthcare, military training, manufac-
turing) can disrupt functionality and induce cybersickness. Our framework imple-
mentation in a real-world social VRLE viz., vSocial monitors performance /security
anomaly events in network data. In the event of an anomaly, the framework fea-
tures rule-based adaptations that are triggered by using various decision metrics.
Based on our experimental results, we demonstrate the effectiveness of our rule-
based 3QS-adaptation framework in reducing cybersickness levels, while maintain-
ing application functionality. Our second strategy involves a “defense by pretense
methodology” that uses real-time attack detection and creates cyber deception for
HDSE applications. Healthcare data consumers (e.g., clinicians and researchers)
require access to massive, protected datasets, thus loss of assurance/auditability
of critical data such as Electronic Health Records (EHR) can severely impact loss
of privacy of patient’s data and the reputation of the healthcare organizations.
Our cyber deception utilizes elastic capacity provisioning via use of rule-based
adaptation to provision Quarantine Virtual Machines (QVMs) that handle redi-
rected attacker’s traffic and increase threat intelligence collection. We evaluate
our defense by pretense design by creating an experimental Amazon Web Ser-
vices (AWS) testbed hosting a real-world OHDSI setup for protected health data
analytics/sharing with electronic health record data (SynPUF) and publications
data (CORD-19) related to COVID-19. Our experiment results show how we can
successfully detect targeted attacks such as e.g., DDoS and create redirection of

attack sources to QVMs.

1.4 Thesis Outline

The remainder of this thesis is organized as follows: In Chapter 2, we describe the
thesis related work on Intrusion Detection Sysytems (IDE) and active defense. In

Chapter 3, we describe background that provide context to the solution approach.



Chapter 4 we elaborate on our solutions and provide a detailed description of our
approaches with reference architectures. Chapter 5 evaluates the effectiveness of

our frameworks. Finally, Chapter 6 concludes the thesis.



Chapter 2

Related Work

2.1 Intrusion Detection Systems (IDS)

Many prior works have addressed detecting security threats in cloud environ-
ments by using a variety of IDS techniques that utilize pattern recognition and
machine learning concepts. The study presented in [18] provides an extensive
review on cloud computing focusing on security gaps, and proposes a proactive
machine learning based threat detection model. Similarly, authors in [20] propose
a learning-based IDS to detect network-based intrusion in cloud platforms. Par-
ticularly, DDoS attacks pose serious threats to cloud-hosted services. Studies pre-
sented in [21, 22, 23] detail detection of DDoS attacks, and studies in |24, 25, 26, 27|
present techniques for detection of APTs, including attacks such as malware, bot-
nets, data breach and data scraping.

Coupled with these emerging techniques, IDSes tend to be effective against de-
tecting targeted attack threats. The work in [19] presents a comprehensive review
about IDS and a study in [28| outlines current need for an advanced novel IDS
approach additionally studies in [29] detail many host-based and network-based
IDS techniques that are widely used by enterprises in both their data centers, as

well as in their cloud-hosted application environments.



2.2 Active Defense Schemes

There are many prior works involving different kinds of cyber deception to trick
the attacker and defend against threats. For example, the work presented in [29]
proposes the use of system agents to launch on-demand honeypot VMs with en-
hanced VM introspection techniques. Another study in [32] uses the concept of a
‘honey patch’ to make a patched server reply to an adversary in a similar fashion
to the way a non-patched server would. It then produces a container that appears
to be a vulnerable system — but with redacted information hidden from the ad-
versary, which helps to avoid leaking of sensitive information.

Studies such as those in [30] propose prevention strategies against DDoS attacks
targeting eHealth clouds. Their approach involves detection of malicious activ-
ity to alert system administrator and subsequently blacklist the attacker’s source
address to block communications from the adversary. Similarly, the study in [31]
proposed an active defense mechanism against data ex-filtration attacks in SaaS
clouds by using a technique that matches the default identifier i.e., MAC address
with the embedded identifier within the file. If the MAC address does not match,
a corresponding decoy document (i.e., a honey file) is returned. Additionally,
the framework in [33| involves an active defense strategy that uses decoys of real
system components to obfuscate the network and in turn make it harder for a

potential adversary to identify the real components.



Chapter 3

Applications Background

3.1 Interactive video based learning environment
case study : vSocial

Social Virtual Reality Learning Environments (VRLEs) are a convergence of vir-
tual reality (VR), Internet-of-Things (IoT) and cloud computing technologies [38].
As shown in Figure 3.1, they integrate real-world smart things (i.e., VR head-
sets/glasses) with virtual objects/avatars for a real-time immersive interaction
of geographically distributed users [53]. Social VR applications in education or
collaborative tasks adopt virtual worlds as learning environments [54|, where par-
ticipants can interact effectively with higher engagement and performance [55]. To
facilitate continuous interaction between the users (e.g., instructors and students),
the networked VRLE components collect data from distributed user locations, and
seamlessly integrate web-based tools to render VRLE content. However, such ca-
pabilities in these socio-technical systems demand for high-performance and robust

VRLE application features.
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Figure 3.1: Proposed framework for security and privacy analysis of social VRLE applications
in order to adapt the system design

3.1.1 Factors Impacting VRLE Applications

Prior works [5, 7, 8] addressed performance and security issues in social VRLE ap-
plications. The work in [5] described potential security, privacy and safety issues
that can trigger disruption in the VRLE application functionality. In addition, the
work in |7] also detailed vulnerable components in VRLE that can lead to sophis-
ticated cyber-attacks such as Loss of Integrity and privacy leakage. Authors in 8|
model performance issues via a 3Q-model to determine the causes of disruption of
VRLE user experience.

The impact of such effects can specifically induce cybersickness, thus compromis-
ing user safety in a VRLE session [45, 46]. On the other hand, works related
to other applications such as remote instrumentation [56] and video-based cloud
applications [57] analyze performance factors that disrupt user experience and pro-
pose a 3Q factors interplay model for determining suitable adaptations. Using the
outlined security and performance issues of VRLE in the above state-of-the-art, we
propose a continuous 3QS anomaly event monitoring approach to guide adaptation

control decisions to minimize cybersickness levels during a VRLE session.



3.1.2 Application Adaptation Frameworks

There have been works [58, 59| that address either performance or security issues
in the context of a control-feedback scheme to adapt cloud-based IoT applications.
For instance, the works in [58, 59, 60| present solutions that feature adaptive con-
trol mechanisms to address scalability and latency issues based on user’s service
level objective (SLO) and cost constraints. Adaptive control mechanisms [61] re-
lated to addressing security issues at the application layer have been studied at
an on-demand resource management level involving e.g., DoS attacks [62]. In
contrast, our 3QS-adaptation framework considers the interplay of security and
performance factors potentially inducing cybersickness. Our adaptations consider
time-sensitive response of the system by using performance metrics such as: re-
sponse time, resource usage for an adaptation and risk of performing that adap-

tation along with the cost constraint for a given performance/security issue.

3.2 Data Driven application case study : OHDSI

Healthcare data consumers (e.g., clinicians and researchers) require access to mas-
sive datasets which are usually residing in multiple and disparate data sources.
This creates many challenges for the data consumers to access and compile the
data required to conduct research and make timely decisions. Data processing
pipelines are increasingly being used to combine data from multiple sources, allow
access to multiple users, and include multiple data analytic tools to orchestrate
data aggregation, processing and visualization processes. To facilitate the orches-
tration of such data pipelines, exemplar technologies, such as OHDSI [51]| have
been adopted for use in cloud environments by healthcare organizations.

To develop our network-based active defense solution, we deployed the open-
source OHDSI on the AWS platform as illustrated in Figure 3.2. The OHDSI on
AWS deployment provides an enterprise class, multi-user, and scalable healthcare

data sharing and analytics functionality [37]. Its main components include a Com-
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Figure 3.2: Overview of the data pipeline orchestration built on top of the OHDSI on AWS
infrastructure.

mon Data Model (CDM) based on the OMOP-CDM schema, which is deployed
on an AWS Redshift data warehouse. The CDM schema allows the integration of
disparate data-sources into a common format (model) and common representation
(terminology, vocabulary, coding), allowing the definition and execution of stan-
dard analytic processes. Other OHDSI components include out-of-the-box open-
source analytic tools such as: (i) ATLAS, a web-based application for researchers
to conduct analyses on data loaded to the OMOP-CDM through creation of co-
horts based on drug exposure or diagnosis of a particular condition. The cohort
results are visualized in the tool’s user interface, or stored in a relational repos-
itory to be used by other analytic tools; (ii) ACHILLES, an application used to
analyze the database hosting the CDM and evaluate data quality; (iii) ATHENA,
a tool that is used to generate and load standardized data vocabularies into the
CDM repository. Once data is available in the CDM, evidence knowledge can be
generated using the included analytic tools and models available in the workspace

available via Jupyter Notebooks or R-Studio.
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3.2.1 Application Threat Model

To better understand the threats and their imposed risks to the OHDSI application
use cases, we use the Microsoft STRIDE methodology [52] to create an application-
level threat risk model. We organised the attacks against the OHDSI application
into Loss of users’ trust, Loss of confidentiality, Loss of availability and Loss of

integrity.

e Spoofing: IP spoofing Example - An attacker can alter the IP packet to gain
access to the OHDSI application server as an authorized user. Successful IP
spoofing attack can cause loss of trust for users and loss of confidentiality in

the OHDSI system.

e Tampering: Data Alteration Example - Malicious user can spoof queries
to retrieve and modify data and can cause loss of integrity in the OHDSI

system.

e Repudiation: Example - Attacker can impersonate a user to retrieve and
modify data that can lead to loss of confidentiality and integrity for OHDSI

system users.

e Information Disclosure: SQL injection/Malware infection Example - At-
tacker can perform a SQL injection attack to affect the database or gain
access to unauthorized data. Also presence of malware on system can lead
to leakage of users’ data. Such attacks can cause loss of confidentiality and

integrity for OHDSI application users.

e Denial of Service: Example - Attacker can perform multiple SQL queries
to overwhelm the database system, which can lead to loss of availability for

OHDSI users.

e Elevation of Privilege: Data Tampering Example - An attacker can tamper
data or even delete data on the network, which can then lead to loss of

integrity for data, and loss of availability for the OHDSI users.
12



Exploitation of potential vulnerabilities such as DDoS, Malware/SQL injection
identified by our threat model pose major threats to healthcare data processing
pipelines. These vulnerabilities may result in possible risks to patient safety and
theft or loss of health related information, which have serious consequences in the

healthcare organization operations.

3.2.2 Risk Assessment

Following the threat modeling study performed using the STRIDE methodology,
we use the methodology in the NIST risk assessment guideline [43] to calculate the
potential risk levels for various threats impacting the OHDSI in AWS application.
The NIST methodology populates the impact values and likelihood values for
specific threats being considered. The impact values are derived from assessed
potential impact resulting from a compromise of the confidentiality, integrity, or
availability for any information type due to security threats. The likelihood values
are a weighted factor based on a subjective analysis of the probability that a given
threat is capable of exploiting a given vulnerability of the threats. Following this,
the overall risk values are calculated by factoring the likelihood and impact scores,
which are finally normalized into a quantitative scale of 0-10. These ranges for
scales are: 9-10 indicating very high risk, 7-8 indicating high risk, 4-6 indicating
moderate risk, 1-3 indicating low risk, and 0 indicating very low level of risk. We
evaluate the risk levels for different threat events in the STRIDE model based
on the NIST methodology and present the details of the results in Section V
(Performance Evaluation) of this paper. Our risk assessment guides the design

principles for our Dolus-OHDSI active defense system design.
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Chapter 4

Active Defense Frameworks and
Solution Approaches

In this chapter, we present the overview of our two novel active defense strategies
to mitigate impact of security anomaly events within: (a) social virtual real-
ity learning environment (VRLE), and (b) healthcare data sharing environment
(HDSE). Our first strategy involves a "rule-based 3QQS-adaptation framework" that
performs risk and cost aware trade-off analysis to control cybersickness due to per-
formance /security anomaly events during a VRLE session. Our second strategy
involves a “defense by pretense methodology” that uses real-time attack detection

and creates cyber deception for HDSE applications.

4.1 Rule-based 3QS-adaptation Framework for vSo-
cial

In this section, we present the overview of our novel rule-based 3QS-adaptation
framework as described in [63], to control the impact of cybersickness levels in

VRLE as shown in Figure 4.1.
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Figure 4.1: Rule-based 3QS-adaption framework for a social VRLE system.

4.1.1 Anomaly Event Monitoring Tool

To identify any potential 3QS issues in a social VRLE, we developed an anomaly
event monitoring tool [34] to observe the network behavior changes, and user
activity trends during the VRLE session. We create alarms to trigger when an
anomalous behavior pattern is identified in the vSocial application. The anomaly
event types include: QoA issues (e.g., visualization delay due to network lag),
QoS issues (e.g., packet loss), and security issues (e.g., DoS attack, unauthorized
access). Next, we collect this anomaly event data as shown in Figure 4.1 in order
to calculate the corresponding impact on the cybersickness level for the session
user(s). Following this, we classify the collected anomaly event data into specific

3QS categories.

4.1.2 Adaptation Decision Making

The anomaly event data is classified based on 3QS issue categories. Given anomaly
event, our 3QS-adaptation framework activates a decision module that has knowl-

edge of potential adaptations for the specific event as shown in Figure 4.1. Each of
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Algorithm 1: Build Decision Units
Input: Anomaly type list
Output: Relevant Decision units
begin
Function BuildAdaptation ():
for each AnomalyType € AnomalyTypeList do
Function BuildDecisionUnits ():
Let TupleList = [ |
for each Adaptation € TupleList do
| Let Tuple = (A, Ct,I) TupleList.append(Tuple)
end

return DecisionUnit{ AnomalyType;, TupleList}
end Function
end

return Adaptation{ DecisionUnity, ..., DecisionUnitsy}
end Function
end

the detected anomaly event categories are sent as input to the Algorithm 1 which
details the functionality of the decision module. The decision module allows it to
compare an anomaly event in a particular category with a set of relevant decision
units as described in Algorithm1. Each decision unit has the knowledge on how to
deal with a specific type of anomaly event i.e., decision units contain a list of po-
tential candidate adaptations that are retrieved from the knowledge base module.
The function BuildDecisionUnits() in Algorithm 1 describes how decision units
are developed where, each decision unit contains a list of defined tuples. These
tuples are of the form {A,, Ct, I}, where A, represents the adaptation name,
C't represents the history of adaptation in terms of number of times that specific
choice was implemented, and I represents the impact on cybersickness level after
the adaptation was implemented for a given anomaly event. As and when such
decision units are created, our decision module retrieves the decision units using
the BuildAdaptation() function in Algorithm 1.

Next, the decision module traverses through the list of candidate adaptations in
each of these retrieved decision units to determine the most suitable adaptation.
Each of the listed decision units will be sorted using the order of attributes I, Ct

in tuples which are termed as “decision metrics” along with the reduced response
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time taken by a specific adaptation. The head of the sorted list of candidate adap-
tations represent the most suitable adaptation for a given anomaly event. With
every iteration of handling anomaly events, the Ct value related to the consid-
ered adaptation gets updated into the knowledge base. Thus, using the decision
module, our 3QS-adaptation framework facilitates dynamic decision making for a
suitable adaptation to reduce the induced cybersickness level for a given anomaly
event.

Our proposed 3QS-adaptation framework stores the baseline data of benign ap-
plication behavior into the knowledge base for handling future anomaly events in
a social VRLE. The knowledge base actively stores VRLE session information,
detected anomaly event patterns along with the potential adaptations and associ-
ated user data. The anomaly event traces in the knowledge base can be helpful to
a network /system administrator to determine the causes of the detected anoma-
lies, and improve the effectiveness of the adaptations. Moreover, the knowledge
base can be used as a medium for threat intelligence collection to train our deci-
sion module for mitigation of zero-day 3QS anomaly events that can arise in an

individual scenario and/or in combination scenarios.

4.1.3 Adaptation Control

The control module in our 3QS-adaptation framework enacts suitable adaptations
for a given anomaly event category. Once the decision outcome (i.e., suitable adap-
tation) is obtained, the control module first calculates the risk level associated to a
choice of adaptation, along with the cost incurred to control the induced cybersick-
ness anomaly event. Next, the control module invokes an action using an alarm
(using e.g., AWS CloudWatch) for the relevant functionality of the determined
adaptation. In addition, the risk and cost aware decision outcome implementation
is evaluated for the feedback (e.g., control on cybersickness level, user satisfaction).
If the anomaly event is successfully handled, then this session information along
with the control module data is updated into the knowledge base for handling
17



similar future anomaly events. Thus, the anomalies are monitored continuously,
and we perform dynamic decision making to invoke the suitable control actions
iteratively for on-demand resource provisioning that delivers satisfactory user ex-

perience and controls cybersickness levels in a social VRLE.

4.1.4 Priority-based Queuing Model

In our 3QS-adaptation framework, the entire timeline of anomaly event process-
ing can be divided into three parts each considered at VRLE application plant,
anomaly monitoring tool and decision module as shown in Figure 4.1. This be-
havior of anomaly event data processing represents a queue, and thus we model
our framework into a M/M/1/K finite queuing system to capture the pattern of
VRLE application performance. This analytical model is based on an embedded
Markov Chain, featured by states, events, transitions. The requests that enter
into the queue are the anomaly events caused by 3QS issues, which are processed
mainly on a priority basis i.e., in the order of events that have the ability to cause
higher cybersickness levels. We focus especially on the response time in addressing

the anomaly events inducing cybersickness.

Stage 1 Stage 2 Stage 3
VRLE Retrieve | | Anomal_y da_lta . 'Decisinn | . Action executed on
event anomaly data categorization into buffer VRLE components

Figure 4.2: Modeling stages of our proposed rule-based 3QS-adaptation framework as a queue.

The processing of an incoming request includes three stages: stage 1 (collecting
anomaly event data), stage 2 (categorization into anomalies caused by 3QS issues),
and stage 3 (anomaly event data pushed into the decision module) as shown in
Figure 4.2. After stage 3, the processed event record leaves the queue, where the
anomaly data is sent to the decision module to determine the suitable action on
the corresponding VRLE component. Each stage described in Figure 4.2, has a

different average service rate, represented as py, 2, and pz. Thus, the overall
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Table 4.1: Performance metrics of our queuing model.

No. of events W, X R, No. of processed
in queue (in sec) | (in sec) | (in sec) | severe anomalies
10 2400.48 0.146 3300 4
20 2700 0.204 6303.98 o}
30 8700 0.28 9304.15 7
40 11700 0.36 12304.32 11

response time of the system in processing one data record can be computed by
solving the markov chain transition model. In this process, the execution of the
three stages is mutually exclusive, which means that the second record will not be
processed until the previous one is completed. We assume the processing times at
each stage is exponentially distributed, and the data retrieval at stage 1 follow a
Poisson arrival with an expected rate of .

The mean response time (RT,) to process an anomaly event in the queue can be

obtained by using the Little’s formula [§].

The wait time of the queue W, is derived based on the number of events in the

queue L, and arrival rate ()
L
W, = Tq (2)
X is the sum of the mean service time for all three stages, and can be written as -

X=3 1/ (4)

We use the above analytical model in the performance evaluation experiments
to determine the waiting delays that might occur in processing the anomaly events
inducing cybersickness. To elucidate, a low cybersickness inducing anomaly trigger

can be delayed, while a severe threat posing anomaly trigger can be urgently
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handled by allowing it to experience lower wait times in the triggers handling
queue. To achieve such a handling, we use our priority queue model as a Binary-
Heap [50] to perform reheapficiation of the events in the queue once an anomaly
event is deleted from the queue.

Using the above formulation, Table 4.1 lists the calculation of the overall system
response time (R;) as Sum (RT,, R, ), where RT is the response time in queue
and R, is the time taken for an adaptation to implement. In addition, we also
enlist the number of processed severe anomaly events (i.e., with high cybersickness

level) for a given number of anomaly events in the queue in Table 4.1.

4.2 OHDSI-Dolus System Design based on Defense
by Pretense Methodology

Our work builds upon prior work on the Dolus ‘defense by pretense’ system [35]
which sits on a cloud network to perform tasks to intelligently detect and mitigate
targeted attacks such as DDoS and Advanced Persistent Threats (APTs) in cloud
platforms. Dolus uses a ‘defense by pretense’ active defense strategy that creates
cyber deception by leading attackers into experiencing a false sense of success
while a robust co-operative defense solution is being designed to mitigate attack
impact or even dis-incentivize the attacker to continue a targeted attack. The
cyber deception utilizes elastic capacity provisioning via use of Quarantine Virtual
Machines (QVMs) that handle redirected attacker’s traffic and increase threat

intelligence collection.

Figure 4.3 shows the OHDSI-Dolus system as described in [64], with physical
architecture components for initiation and maintenance of pretense in the event of
a targeted attack. The OHDSI-Dolus takes advantage of elastic compute services
provided by cloud service providers, particularly the application load balancer

and on-demand provisioning of virtual instances. We place the application load
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Figure 4.3: Tlustration of proposed OHDSI-Dolus system where an attacker is tricked by
redirection of malicious traffic to a quarantine VM for pretense, while the legitimate users can
access the OHDSI hosted data sets.

balancer in between user and the cloud resources that are deployed in a virtual
private cloud (VPC).

When the IDS suspects a network intrusion or cyber-attack event, then a Quality
of Detection (QoD) protocol gets triggered in the OHDSI-Dolus system. If QoD
value is above a certain threshold which validates that an intrusion or cyber-attack
event has indeed been detected accurately, then the Dolus pretense is initiated and

maintained.

4.2.1 Ensemble Learning

We use the ensemble learning methodology to determine the accuracy of our at-
tack detection. Network traffic is collected through the network-based IDS in
OHDSI-Dolus when legitimate users and attackers try to access the cloud-hosted

OHDSI services. Users interact with the OHDSI application server by requesting
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different healthcare related data resources. We monitor the attack traffic targeted
to the data processing pipeline server and capture e.g., bytes transmitted, number
of packets, source, and destination IP address. Subsequently, the QoD is calcu-
lated by taking attack-related factors into consideration as well as the based on
the complexity /effectiveness of the detection mechanisms evidenced by e.g., data
sanity, and detection time/accuracy. The formula to calculate the QoD value is

as follows:

1
QoD = —

n t
i—1 @

& (4.1)

In the QoD formula, the (a; € [0, 1]) refers to the accuracy of the ensemble learn-
ing model (dependent also on data sanity) used to identify the cyber-attacks. t4 is
the time taken (in seconds) for the machine learning model to detect the attacks
and n represents number of test iterations in the evaluation. These QoD values
ranges from 0 to 100, hence we normalize these values into |0,10] range by dividing
the values by 10. If QoD values are above non-zero, the pretense initiation and
maintenance is invoked, however the administrator may set a higher threshold as
suited in accordance with the active defense policies of the healthcare organiza-
tion.

We use Frenetic (an open-source software-defined network controller platform [35])
to execute Python scripts that identify suspicious packets, gather attack patterns
in order to redirect packets to pertinent QVMs. IP addresses of the attackers
are then blacklisted by updating a corresponding network policy. We character-
ize the attack data for DDoS by measuring e.g., the total bytes transferred, rate
of transfer, connections made, and attack duration. This allows us to get dy-
namic “suspiciousness scores” of attackers and their domain nodes for targeted
attacks. To emulate a DDoS attack, we exhaust the targeted application using a
SlowHTTPTest [36] and thereby cause random changes in e.g., number of pack-
ets, and attack times. We also perform event-based simulations to get different

suspiciousness scores for attacks as follows:

22



Destination suspiciousness for trace t:

numDst; — numDstMin,;

dst; = wge X
! st 2 umDst M ax; — numDstMin,;

Flow suspiciousness for trace t:

numFlows; — numElowsMin;

flows; = wipws X -
‘ Hlows numElowsMax; — numElowsMin;

Bytes suspiciousness for trace t:

numBuytes; — numBytesMin;

bytes; = Wyytes X —
Y vt numBytesMax; — numBytesMin;

Wqst € [007 10]7 W flows € [007 10]7 Whytes € [007 10]

Device suspiciousness for trace t:

\/dst? + flows? + bytes?
S§S; =
3

(4.2)

(4.4)

(4.5)

We calculate the ss values based on the captured network traces using three main

features: destinations, flows, and bytes. For each attacker node ¢ on the network,

and for trace t, we assume the weight parameters i.e., Wast, Wiows, Woytes t0 be

equal to 1 in a general case of suspiciousness score calculations. Also, the Min

and Max values are assumptions made per attack nodes based on the expected

behavior of the network flows corresponding to user hosts’ traffic.

4.2.2 OHDSI-Dolus Pretense Initiation and Maintenance

The entire procedure of our OHDSI-Dolus interactions involving sequential steps

are shown in Figure 4.4 for classification of user traffic and attacker traffic as well

as creation of the attacker quarantine with active defense through initiation and

maintenance of pretense.
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Figure 4.4: Sequence diagram of OHDSI-Dolus defense system interactions for network traffic
analysis and attack detection, along with attacker quarantine and active defense through initia-
tion and maintenance of pretense.

Firstly, a user from internet accessing the cloud-based healthcare data applications
makes requests to the listener based on rules configured in OHDSI. The listener
then redirects the user’s traffic to the target application server. An IDS placed
inside the VPC is used detect network intrusions by sniffing network traffic flows
in real-time to the OHDSI application server. If network intrusion or malicious
activity is detected, the IDS will alert the system administrator, and then the
adversary’s IP address will be blocked at the application server. After blocking
attackers IP address, the listener on the load balancer automatically redirect the
traffic from the attacker to a Quarantine Virtual Machine (QVM) by using config-
ured rules. Finally, by initiating pretense, the attacker will be deceived by being

presented with decoy files of protected data to give a false sense of success.
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Chapter 5

Active Defense Evaluation Results

In this section, we demonstrate the effectiveness of our two noval active defense
frameworks. First, a rule-based 3QS-adaptation framework using tesbed setup
that involves a virtual reality based interactive video learning platform viz. vSo-
cial and defense by pretense framework data driven healthcare application viz.
OHDSI-Dolus system on Amazon Web Services (AWS) resources. Our validation
results show that our rule-based 3QS-adaptation framework’s adaptation choices
are effective in reducing the cybersickness levels and in maintaining the applica-
tion functionality at a usable level. Further We evaluate our second active defense
based OHDSI-Dolus system design by creating an experimental AWS testbed
hosting a realistic OHDSI setup for protected health data analytics with elec-
tronic health record data (SynPUF) and publications data (CORD-19) related to
COVID-19 [37]. Our experiment results show how we are able to successfully de-
tect targeted attacks such as e.g., DDoS and create redirection of attack sources
to QVMs. As a response from QVM, we successfully initiate a defense by pretense
by sending fake HTTP responses and honey files from the decoy application to
attackers mimicking the OHDSI application, which creates a false sense of success

for the attackers.
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5.1 Performance Evaluation of Rule-based 3QS Adap-
tation Framework

We setup our experimental testbed in a public cloud i.e., Amazon Web Services
(AWS) [39] as shown in Figure 5.1. In this testbed, we host the open-source vSo-
cial application [38] on an Amazon Elastic Compute Cloud (EC2) instance [39] to
render the VRLE content to the users. We also host a controller node on another
EC2 instance to: (i) capture network data using Amazon CloudWatch [39], and
(ii) monitor the network data using our anomaly monitoring tool alongside a de-
cision module hosted on a separate Jupyter notebook instance [39]. In addition,
we store the captured and processed network data in the controller node into a
DynamoDB [39] service. This DynamoDB service serves as a knowledge base for
future anomaly events. We also connect our knowledge base to Amazon S3 [39]
service using the Amazon Lambda [39] service in order to provide seamless in-
teraction between the decision module and the anomaly monitoring tool. Before
illustrating our experimental scenarios, we first detail the tools used for anomaly

data collection required for our framework.

As part of anomaly data collection, we simulate a QoS issue (packet drop), QoA
issue (packet drop + network lag), Security issue (DoS, packet duplication +
packet tampering) in our vSocial application setup. We calculate the packet rate
by capturing the raw data associated to the timestamp of each packet for each
of the simulated 3QS issues along with the baseline data (of benign behavior) of
the vSocial application. To simulate a DoS attack on vSocial, we used Clumsy
0.2 [40], a windows based tool to control networking conditions such as lag, drop,
throttle, or tamper of live packets. To see the impact on our VRLE application
performance, we specifically drop a certain percentage of live network packets.
Using the Wireshark [41] tool, we capture packets being sent to-and-from our
VRLE server in order to demonstrate possible data loss resulting from the packet

capture. With the above specified tools and the experimental testbed setup, we
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Figure 5.1: Experimental testbed setup for 3QS-adaptation framework evaluation using
anomaly event monitoring and rule-based decision making.

collect the anomaly data relevant to 3QS issues in VRLE sessions.

To identify traces of 3QS anomaly events in the collected network data during
a VRLE session, we developed a web-based anomaly monitoring tool using the
Flask micro framework with Python3 [42]. Our anomaly monitoring tool uses
AWS CloudWatch alarms to create triggers based on a threshold condition for ev-
ery 3QS anomaly. For instance, a QoS alarm is triggered if the threshold condition
if ([No. of packets out] < 7280 packets/second) fails. Similarly, for a QoA alarm,
we use a threshold condition if the (CPU Utilization %) > 8%. Next, the anomaly
monitoring tool will pass the collected anomaly data to the decision module of our
3QS-adaptation framework. We store this detected anomaly data into a AWS S3

bucket [39], which is further interfaced with DynamoDB [39], the knowledge base.

5.1.1 Adaptation Decision Making and Control Unit

With the captured anomaly data, the decision module will look up for the relevant
adaptation and control module makes a decision to implement relevant adaption.
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Table 5.1: Potential adaptation choices for different 3QS anomaly events.

Anomaly Issue Specific Category Adaptation Name
Upgrading Instance Type (A1)
QoA High CPU Utilization Higher Resources (A2)

Modifying Instance Volume (A3)
Enabling Enhanced Networking (A4)

QoS Low Network Bandwidth Higher Network Bandwidth (A5)
. . : Amazon Route 53 (A6)
Security Denial of Service AWS GuardDuty (A7)
Intrusion Unauthorized Access Blacklist IP via third-party app (AS8)

A sample list of potential adaptations for a specific decision unit are shown in the
Table 5.1. For example, a QoA issue arising due to {packet drop + lag} can be
mitigated using the adaptations in Table 5.1. Using the decision outcome, next the
control module implements the adaptation based on the risk and cost aware anal-
ysis. For instance, for a security issue, we utilize the adaptation Blacklist IP (AS)
to block unauthorized access based on the threshold condition (number of login
attempts > 5). when an AWS alarm relevant to a security anomaly is triggered,
the control module invokes an action for the suitable adaptation A8 keeping in
mind the decision outcome, risk and cost factors. Similarly Based on such imple-
mentations for anomaly events in VRLE, we show the results of our adaptations
using the “performance metrics" {response time, Threshold measures}, cost in-
curred in Table 5.2.

Once the decision related to an anomaly event is incorporated, its relevant infor-
mation is updated into the knowledge base to train for future anomaly events.
In our 3QS-adaptation framework, a knowledge base has been created using a
DynamoDB service. To facilitate periodic updates from each of the modules in
our framework into DynamoDB, we use the Amazon S3 service along with AWS
Lambda functions. We use these both storage systems as our decision module
that is hosted on a Jupyter notebook instance that takes only CSV data as input.
The full capability of our knowledge base can be extended to other applications

and can be utilized for employing additional adaptations in VRLE systems.
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5.1.2 Quantification of Cybersickness for 3QS Anomalies

In this section, we objectively measure the induced cybersickness level for a given
set of anomaly events i.e., visualization delay due to network lag (QoA issue),
packet loss (QoS issue), and DoS attack (security attack). The works in [47]
study that the quantifying effects of latency as the objective parameter to assess
cybersickness. Based on the findings of the study, we measure the latency as
the primary objective metric of cybersickness for several 3QS anomaly events in
VRLE. Each of these attack anomaly events are simulated in different network
conditions as detailed in our prior work [5]. We also found that 23.5 ms is the
baseline latency for a normal functioning VRLE session, beyond which a user

experiences cybersickness.
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Figure 5.2: Avg. Latency measured (in ms) for QoA anomaly, QoS anomaly scenario in
different adaptation scenarios.

The graphical results in Figure 5.2 detail the control of cybersickness level
using latency metric for the adaptations (i.e., upgrading instance (A1), scaling
of higher Resources (A2)) listed in Table 5.1. We also consider a no-adaptation
(NA) scenario to study the adverse impact on cybersickness if no action is taken
to control the raised anomaly event. Moreover, in real-world applications such as
vSocial, there is a possibility that one adaptation action might not be enough to
mitigate the anomaly impact, and an adaptation should consider the possibility

of a combination of performance and security issues inducing cybersickness |7].
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To address such an case, from the results in Figure 5.2, we observe that for a QoA
anomaly, adaptations Al, A2 reduce the cybersickness by 26.43% and 13.46% re-
spectively. In case of a QoS anomaly, the adaptation A4 reduces the cybersickness
significantly by 30.28%. In addition, A1 and A2 reduce cybersickness by 17.28%
making them the next suitable choice for a QoS anomaly as shown in Figure 5.2.
We also note that the combination of best adaptations i.e., A1l and A4 reduces
cybersickness by 29.39% for a QoA anomaly and 20.48% for a QoS anomaly event
as shown in Figure 5.2. However the choice of combination can vary based on
the considered list of potential candidates that can further impact the control of

cybersickness levels in a VRLE session.

5.1.3 Risk and Cost Aware Trade-off Analysis

We term risk as “failure risk" which is a likelihood value of an adaptation that
can fail in controlling the cybersickness for a given anomaly event. We adopt the
NIST SP800-30 [43] based risk assessment method [48] where we use L(D)- the
likelihood of decision of a specific adaptation and I represents the Impact of an
adaptation in controlling the cybersickness level. We estimate the L(D) based on
the order of decision metrics. Using these both L(D) and I, we calculate the failure
risk as Ry = 1— f(L(D), I) where, f(L(D), I) is the average function adopted from
existing works [48]. We use a pre-defined semi-quantitative scale of 0-1 as guided
by NIST for the impact/likelihood event assessments, with 1 indicating very high,
and 0 indicating very low levels of impact. Using the latency measurement results
in Figure 5.2, we consider the best/worst combination of adaptation choices for
each anomaly event as illustrated in Figure 5.3.

We measure the performance metrics and system response time due to these
adaptations using CloudWatch as shown in Table 5.2. With this, we highlight
the functionality of our framework that takes dynamic decisions to control the
cybersickness and maintain satisfactory application functionality. Based on our
experimental results (i.e., cost-performance and risk evaluation), we enlist suitable
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Figure 5.3: Risk evaluation associated with the best (BA1, BA2), worst (WA1) and combina-
tion of adaptations in controlling cybersickness for the given QoA and QoS anomaly event.

Table 5.2: Cost-aware application performance analysis of adaptations chosen for
3QS anomaly events.

Anomaly Adaptation Cost . R
Event name (in $/hr) Threshold Metric (in seconds)
QoA Al 0.23 CPU utilization rate 0.54
A2 2.4 is decreased to 4% 300
QoS A4 0.10 Packet rate at 7280 1
AS 0.10 packets/second 300
DoS A7 0.33 Packet data measure 0.51
Unauthorized Number of login Varies based on
A8 0.02
access attempts <5 number of users

rules (i.e., best practices) to adopt for future anomaly events.

5.1.4 Recommendations Based on Key Findings

Based on our experimental evaluation of our framework to control cybersick-
ness level using the listed adaptations in Table 5.1, we recommend rule-based
practices as shown in Table 5.3. These practices are expressed in a semantic
form i.e., we enlist Event-Condition-Action (ECA) rules with a typical form of
IF —THEN — (ELSE) |49] to adopt for future VRLE systems. From the re-
sults shown in Table 5.3, for a QoA anomaly with the given scenario in VRLE,
we recommend adaptation Al due to the low cost incurred and high impact on
cybersickness control when compared to adaptation A2. Similarly, for an Unau-
thorized Access (UA), we recommend adaptation A8 over A7 due to the incurred
cost and also the lack of control with the GuardDuty service in A7 as shown in
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Table 5.3.

Table 5.3: Recommendations based on risk level (R;), Cost level (C}), and control

on cybersickness (ACS).
IF THEN ELSE
Anomaly Scenario in VRLE session A; R | C | ACS% A; R | C | ACS%
QoA Increasing number of users; Al | L|L |2643%| A2 |M|M|13.46%
To improve application run time
QoS Lower latency in VRLE content A4 L | L|[3028% | Al+A4 | L | M | 20.48%
UA Only valid users in VRLE session A8 L|L| 207% A7 M| H -
DoS Avoid loss of content availability | A1+A6 | M | M | 36.1% | A1+A7 | M | H -

In addition, our recommendations can range from ideas of checking for malware
and updating security groups to extreme actions such as terminating the appli-
cation instance altogether. Using such rule-based adaptations, we showcase the
benefit of our proposed framework that controls the cybersickness level induced

by the 3QS related anomalies.

5.2 Performance Evaluation of defense by pretense
based OHDSI-Dolus system

Our OHDSI on AWS testbed set up is shown in Figure 5.4. There are three
servers, including the application (OHDSI Server), the network-based IDS, and
the QVM. All of these servers are set up using EC2 virtual instances, and are
configured within the same virtual private cloud as private nodes, i.e., only acces-
sible from other nodes within the testbed. While the data from the application
and the QVM can be accessed by the users (benign or malicious) depending on
their request type, the network-based IDS server is used solely for network traffic
mirroring and for analysis involving attack detection. Our testbed also includes
an Application Load Balancer (ALB), the only public-facing component in the
testbed. The ALB works as a wrapper component which performs both the logic
check and acts as a distributor depending on the load it receives, through which

users can access the private servers by using their public IP addresses.
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Figure 5.4: AWS testbed used to evaluate OHDSI-Dolus for targeted attacks.

The ALB has three listener rules, each pointing to a target server or AWS service
and has a different priority. The first listener rule points to a Lambda function as a
target which has the highest priority of all the rules. This Lambda function receives
all the HTTP requests when users try to access the OHDSI application server, and
will obtain the source IP of the user trying to access the server. Lambda function
also fetches the blacklisted IP list from the AWS S3 bucket to match with the pre-
viously blacklisted attacker’s IP addresses. The Lambda function then maps the
source [P of the user with this list to conclude whether or not the traffic that the
ALB is receiving is coming from an attacker IP. Once such a conclusion is made,
the Lambda function responds to the ALB with an HTTP response that provides
the re-route information which consists of the port numbers that the ALB uses to
forward the traffic to either the OHDSI application server or to the QVM.

After receiving response from the Lambda function, the ALB will re-route traffic
to the respective OHDSI application server or to the QVM. The other two listener
rules point to the application server and the QVM. There is no need to prioritize
these rules because both of them use different conditions, which will make them
both exclusive of each other. For evaluation purposes, we use different ports to

determine which server to re-route when a certain rule is matched.
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The network-based IDS server constantly monitors the traffic for the OHDSI appli-
cation server that has been mirrored to the network-based IDS using VPC traffic
mirroring. It checks to categorize if an attack has occurred based on the network
connection patterns and our attack detection logic. Upon detection of an attack,
the network-based IDS server creates a list of IPs to be blacklisted and appends
them to a database to keep track of the IPs that need to be re-directed to the

QVM whenever a request is made from related IPs.

5.2.1 Risk Assessment Results

We evaluate the risks of various threat events in the STRIDE categories based on
the NIST guidelines [43]|. As shown in Table 5.4, the risk levels for different threats
against the OHDSI healthcare application varies in the STRIDE model due to their
distinct potential impact and likelihood values. The risk value of Data Alteration
event under the Tampering category is the lowest among all the threats in the
STRIDE categories. Due to the fact that the likelihood of tampering is relatively
low (score of 3), which leads to a minimal chance of occurrence. Recently many
techniques have been developed to enforce encryption of Data-at-Rest and Data-
in-Transit. In addition, file integrity monitoring systems can be placed to deal
with tampering threats, which also contributes to the low likelihood value in this
category.

Table 5.4: Threat events related to OHDSI application with NIST-based guideline
[43] used for risk calculation.

Category|Threat Events Application Impact STRIDE Threat Likelihood Impact|Threat Risk
An attacker can alter the IP packet to gain access to Healthcare
A IP spoofing o . P 8 Spoofing 5 21 |Moderate (5)
application server as authorised user.
B Data Alteration Malicious user can spoof the query to retrieve unauthorized data. Tampering 3 10 |Low (3)
C Man-In-Middle attack |Attacker can impersonates as a user to retrieve unauthorized data. Repudiation 5 6 Moderate (4)
L An attacker can perform an SQL injection attack to affect the
SQL injection/Malware ) X . . .
D infecti database or to gain access to unauthorized data. Also, the presence of |Information Disclosure|9 28  |Very High (9)
infection
malware on the system can lead to leakage of users’ unauthorized data.
Attacker can perform multiple SQL queries to overwhelm the
E DDoS Attack P ! QL q Denial of Service 8 26 |High (8)
database system.
An attacker can tamper data because there’s no integrity protection
F Data Tampering X P sriy p Elevation of Privilege |3 24 |Moderate (4)
for data on the network.

On the other hand, the SQL injection/Malware infection under the Information

Disclosure category and the DDoS attack under the Denial of Service are the two
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Likelihood

Figure 5.5: Heat map visualization of risk levels for different STRIDE categories A - F.

highest risk categories, with risk levels of 9 and 8, respectively. This is due to the
fact that the impact and likelihood are both high in these two categories relating to
modern healthcare data processing applications, as opposed to Data Tampering,
which also has a high impact but a very low likelihood of occurrence. The rest
of the STRIDE categories have risk values that lie in between the Tampering and
Information Disclosure categories, indicating that they represent moderate threats
in the healthcare data processing pipeline applications. The risk levels are also
visualized in the heat map in Figure 5.5, where the red color represents high risk,
green color represents low risk, and yellow color represents medium risk in the

relative STRIDE categories A - F.

5.2.2 Detection Results

We present the performance of our OHDSI-Dolus considering an exemplar attack
with a high risk level, i.e., the DDoS attack, which is one of the most prevalent at-
tacks in the STRIDE categories with regarding to OHDSI health data processing

applications. Recall that the QoD parameter determines the overall the accuracy
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and speed of cyber-attack detection impacting the OHDSI healthcare application.
We evaluate the QoD metric based on the ensemble learning accuracy and time
taken for the models to run in OHDSI-Dolus, and compare the performance with
state-of-the-art detection schemes in [30] and [44].

To identify potential network intrusion or a cyber-attack event, we setup our
network-based IDS in our VPC on an EC2 instance. We use the ensemble learning
based detection scheme used as part of the OHDSI-Dolus related IDS implemen-
tation. We take advantage of the AWS VPC traffic mirroring service to mirror
the network traffic flowing into our VPC that is routed to the IDS. We also used
the AWS Cloud Watch service to monitor the OHDSI application server’s network
flow i.e., mirrored network traffic, as shown in Figure 5.6. We can see from the
graph, the different levels of network packets mirrored from the OHDSI server
during the EC2 instance initiation, OHDSI application server launch and during

user data query.

400 EC2 Instance
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350

User Data
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OHDSI Server
Launch

300
250
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100

0
06:00 06:05

Number of Packets

Network Packets In =Network Packets Mirror In

Network Packets Out =Network Packets Mirror Out
Figure 5.6: Dolus mirroring OHDSI server traffic at different stages for analysis and detection
as viewed with AWS Cloud Watch.
To evaluate the performance of our OHDSI-Dolus mechanism, we compare its per-

formance with other DDoS detection mechanisms presented in [30] and [44]. We

primarily choose these works for comparison since the studies presented take ad-
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vantage of ML based attack detection against cloud-based systems. The work in
[30] presents CS_DDoS, a framework for detection and prevention of DDoS attack
in cloud environments. In CS_DDoS, the incoming packets are classified using
several machine learning models to decide whether the sources are associated with
a genuine client or an attacker based on feature matching.

Authors in [44] propose to use the extreme gradient boosting (XGBoost) as the
detection method in a cloud platform with software-defined networking. The de-
tection results validate that XGBoost performs relatively better than CS_DDoS
with higher accuracy, lower false positive rate, fast-speed and has scalability in

detection of DDoS attacks.

12

10

QoD

o N OB O
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Figure 5.7: Quality of Detection (QoD) results of DDoS attack detection based on accuracy
and time taken by state-of-the-art detection mechanisms in comparison with our OHDSI-Dolus.

Figure 5.7 shows that our healthcare data processing pipeline, the OHDSI, equipped
with OHDSI-Dolus outperforms the state-of-the-art mechanisms viz., CS_DDoS
and XGBoost in DDoS attack detection. The comparison is done using the ac-
curacy over time QoD calculation in Equation (4.1). In the results, we average
the accuracy of different machine learning models used across the average of time

they took for the calculation for QoD.
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5.2.3 Defense by Pretense Qualitative Evaluation

Upon detection of a DDoS attack, our OHDSI-Dolus system initiates attack mit-
igation by re-routing the network traffic from the attacker to the QVM. In the
QVM, we successfully deployed a decoy service that mimics a running OHDSI
application server. This server serves dummy honey files that are intended only
to be provided to attackers to maintain the pretense, and the attackers are led to
believe they have gained access to the main OHDSI application server, while in
reality they have been deceived.
We perform qualitative comparison between our OHDSI-Dolus system with the
defense scheme presented in the works of [30] and [31]. The CS_DDoS framework
in [30] uses IP blacklisting to mitigate DDoS attacks on a cloud platform. In
contrast, [31] proposes a mechanism to mitigate data ex-filtration attacks using
deception in cloud platforms. Whenever a download or sharing request is made, if
the host MAC address does not match the embedded identifier within the file, the
corresponding decoy document (instead of the actual file) is returned to deceive
the attacker.

Table 5.5 summarizes the main features of our OHDSI-Dolus and qualitatively
Table 5.5: Comparison of OHDSI-Dolus performance with state-of-the-art active

defense mechanisms that have the potential to be used for protection of cloud-
based healthcare data processing pipelines.

CS_DDoS Detection/Defense [30] Deception based Defense [31] OHDSI-Dolus Detection/Defense
Feat ML-based detection attacks and prevention |Detection using detection engine and prevention|Detection of cyber-attacks by ML-enabled network-based IDS and
Features
using IP blacklisting. by generating decoy documents. mitigation by initiating Pretense.
Able to reduce bandwidth consumption by Detection without relying on cloud providers o
Advantages Scalable, Cost-effective and casy to deploy.
early detection. using cyber deception.

. X . X . X The scalable and cost-effective mechanism for early

Suitable for| Early DDoS attack detection. Generation of decoy objects based on input.
detection and mitigation.

o P L .| Detection scheme can be spoofed by spoofing The proposed scheme is based on relevant services

Limitations|Detection fails if attacker is using spoofed IP’s.
MAC addresses. provided by cloud providers.

compares it with two state-of-the-art mechanisms i.e., CS_DDoS [30] and Decep-
tion based defense [31] in terms of the features, advantages, use case spectrum,
and their limitations. We show that our OHDSI-Dolus scheme is more scalable,
cost-effective, and easier to deploy as we take advantage of low-cost and most
commonly used services provided by public cloud providers. Thereby, using our

OHDSI-Dolus, the attackers can be effectively engaged with a QVM that helps to
38



gain more threat intelligence information on the attacker and the corresponding

attack vectors.
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Chapter 6

Conclusion

Active defense is a state-of-the-art paradigm where proactive or reactive cyberse-
curity strategies are used to augment passive defense policies (e.g., firewalls). It
involves using knowledge of the adversary to create of dynamic policy measures to
secure resources and outsmart adversaries to make cyber-attacks difficult to exe-
cute. In this work, We developed two novel active defense strategies to mitigate
the impact of security anomaly events within: (a) novel Rule-Based Performance
and Security (3QS) Adaptation Framework to mitigate the impact of performance
and security anomaly events that induce cybersickness in social virtual reality
learning environment (VRLE), and (b) a novel cloud-based attack detection and
active defense mechanism viz., "OHDSI-Dolus" for a cloud-hosted healthcare data
sharing environment (HDSE). In our rule based adaptaion framework We quan-
tified the cybersickness metric objectively using a latency metric for a simulated
anomaly event scenario. We utilized a priority-based queuing model that handles
anomaly events in the order of highest cybersickness inducing levels. To determine
the suitable adaptation for handling a given anomaly event type, our approach in-
volves performing risk and cost aware analysis for each decision outcome. Once a
suitable adaptation is incorporated for a given anomaly event type,cybersickness
measurements are updated and used as feedback to determine the impact on the

anomaly event. Our validation results for rule based adaptaion framework show
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that the real-time adaptations suggested by our rule-based framework: (i) reduce
the cybersickness level by 26.43% for a QoA anomaly and the same for a QoS
anomaly event by 30.28%, and (ii) maintains the application functionality within
the threshold limit (beyond which an application is non-functional) along with low
system response times. Based on these key findings, we enlisted suitable practices
for prevention of 3QS issues based on NIST SP800-160 guidelines. Furthermore,
in our cloud-based attack detection and active defense mechanism we analyzed
unique attack surfaces in the healthcare data processing pipelines using the Mi-
crosoft STRIDE methodology and performed a related risk assessment based on
the NIST guidelines to identify the prominent threats such as DDoS attack and
APT. Based on the the risk assessment,we developed a design for an active defense
solution i.e., OHDSI-Dolus that can be integrated with healthcare data process-
ing pipelines. Moreover, we showed that through active defense strategies, our
OHDSI-Dolus system is capable of threat detection and provides threat mitiga-
tion services to effectively defend against targeted attacks in a robust manner.We
showed how our OHDSI-Dolus system actually takes advantage of “defense by pre-
tense” theory for mitigation of threats such as DDoS and APTs for cloud-based
healthcare data processing pipelines by luring the attacker to quarantine virtual

machine instances.
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