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 The emergence of the coronavirus disease 2019 (COVID-19) global crisis 

negatively affected all aspects of human life. One of the most important 

methods used worldwide to survive this global crisis is the vaccination 

process to circumvent the proliferation of this pandemic. Many restrictions 

were alleviated in many countries such as access to public facilities and 

events. There is a huge amount of data about vaccination campaigns that are 

collected and maintained worldwide. Although the vaccination data can be 

analyzed to find out how the alleviation of restrictions can be applied if the 

data management process requires preserving key aspects like trust, 

transparency, and availability for easy and reliable access to such data. In 

this regard, blockchain technology is an excellent choice for meeting the 

requirements and providing a secure trusted framework for global 

verification. In this article, the related literature on blockchain technology is 

surveyed and summarized for all systems that embody solutions. The pros 

and cons of each solution are presented and provide a comparative summary. 

Furthermore, a detailed analysis is given to present the current problems and 

provide a promising mechanism to verify the vaccinated persons anywhere 

in the world, in a secure manner while retaining individual privacy. 
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1. INTRODUCTION 

Throughout history, humanity witnessed many waves of pandemics, including swine flu, bird flu, 

and severe acute respiratory syndrome (SARS). In this era, the earth has been hit by the coronavirus disease 

2019 (COVID-19) epidemic that caused 5,054,267 cumulative deaths to date according to the World Health 

Organization (WHO) [1]. Further harms the health and other resources at a massive scale in the individuals, 

society, corporate, and government [2]. The COVID-19 pandemic has unfavorably impacted almost all 

aspects of human life. The movement of social and other activities stopped for a long time due to lockdowns. 

Now individuals, governments, and enterprises are carefully redefining their activities and procedures to 

comply with the better guidelines in avoiding the spread of the coronavirus. 

Indeed, humanity has faced many challenges in various fields due to this coronavirus. One of the 

most important is the partial or total ban that was imposed in many countries. The ban has an active impact 
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and as well negatively affected a large number of people, which heavily disrupted daily life. Due precautions 

imposed from physical distancing, preventing the exchange of belongings, and many other, results in 

changing the ways of life in every field. A more specific example is the Grand Mosque in Mecca, Saudi 

Arabia used to be visited by millions of Muslims from every part of the world around the year. But in the 

pandemic managing the huge numbers was very difficult and therefore novel policies have been forced to 

monitor every single person entering the premises of the Grand Mosque to prevent the spread of infection. 

Accordingly, to mimic the restrictions of social distancing, many technologies are introduced and 

become popular that support remote communication such as Zoom and Microsoft Teams but emerges with 

cybersecurity issues [3]. At the government level, many customized systems and applications are developed 

to ensure proper and secure communication and transactions. Therefore, based on the above-mentioned 

challenges and many others, it is necessary to take quick action to deal with the crisis. Therefore, 

governments, health organizations, and scientists put all their efforts into producing vaccines for COVID-19, 

[1] mentioned that researchers are currently testing many vaccines in clinical trials in different stages, and 9 

vaccines are approved for full use as shown in Figure 1. 

 

 

 
 

Figure 1. Coronavirus vaccine tracker 

 

 

Moreover, according to the WHO [1], “as of October 28, 2021, a total of 6,838,727,352 vaccine 

doses have been administered”. A person should take two doses that may differ in type depending on and 

varies from country to country. This may lead to some difficulties, for example, a person may take a specific 

vaccine in one country and be classified as immunized, but then moves to another country may unrecognize 

the vaccine type and categorize the person as not immunized. The process to manage vaccination and 

immunization data at the global scale is a major challenge. This issue requires a framework that confirms 

privacy, transparency, and availability, can ensure stakeholders’ security, and provide full proof verification 

of the vaccine [4]. The blockchain system is considered one of the best solutions to reduce the negative 

impact of the pandemic, as it has features that cover most of the requirements of this era to provide services 

in a safe, secure, and available manner all the time, and in particular it can be an appropriate solution to 

provide the requirements of vaccine management systems needed by governments and official bodies,  as 

shown in Figure 2. The paper [5] provides a detailed assessment and analysis of the suitability of blockchain 

technology in meeting COVID-19 certification requirements from an ethical, legal, technical, and security 

standpoint. We conclude from the paper that blockchain prevents discrimination, is an available technology, 

protects personal data, upholds human rights, and has many other advantages. 

Several studies have talked about the role of blockchain in pandemic situations, Kalla et al. [6] 

discussed some expected performance and existing implementations for blockchain-enabled use cases and the 

role of blockchain, and pertinent challenges for identified use cases. Also, Alam et al. [7] mentions 6 of the 

blockchain applications in the pandemic situation, the most important of which are early detection of a 

vulnerable population, vaccine, and essential medicine supply chain. The [8] presented an in-depth analysis 

of the recent blockchain-based solutions for COVID-19 contact tracing for the management of 

immune/vaccine certifications. Blockchain technology can help by storing in a decentralized, highly secure, 

and immutable manner. More precisely defined in [6] as “a collection of computing nodes that are connected 

in a peer-to-peer (P2P) manner and mutually verify transactions executed within the network”. 

The term “Blockchain” expresses the basic structure, which is a chain binding a collection of blocks 

or ledgers so that each user connected to the network is allowed to add a block of the transaction (ledger). 

Besides, the block has a few specifications, each block is assigned to a cryptographic hash value that changes 

its value directly when the block is deleted or tampered with, which indicates possible malicious activity. The 

term blockchain may seem new or ambiguous to some, but it is a kind of cryptography-enabled database. At 

the end of the 90s, the work began on developing secure and encrypted chains of blocks. In 2008, Satoshi 

Nakamoto published his research entitled “Bitcoin: A peer-to-peer electronic cash system” [9], which was the 

beginning of the actual inception of the blockchain, or in the broadest sense, distributed ledger technology 

(DLT). Studies [10]–[14] explain the use of blockchain in identity management and e-voting systems and 
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show the importance of regulating and managing immune/vaccine certifications. Alam et al. [7] stated that 

this technology can be efficiently used to counter the shortcomings of traditional E-health record issues and 

to help in managing the COVID-19 pandemic issue efficiently and effectively by providing reliable, accurate, 

and, secure data storage and exchanges. Moreover, the work in [6] showed the key features of blockchain can 

address many critical issues related to health records tracing such as availability, decentralization, and 

scalability. This can be achieved through implementing contact tracing, vaccination records, and medical 

history. Figure 2 illustrated the advantages of integration of blockchain technology capabilities with  

COVID-19 vaccination systems. 

This survey paper is the first to review the literature on the blockchain for global vaccination efforts. 

Moreover, the article explains and discusses the global vaccination verification framework or the mechanism 

that can securely share people’s information on a global scale without privacy leakage. Section 2, first 

describes blockchain technology and the different types, then extensively review the related works, and 

provides a summary of the most prominent solutions. In section 3, we discuss the current issues and methods 

to develop the global blockchain mechanism to verify vaccinated individuals. Finally, section 4 concludes 

this paper with future works. 

 

 

 
 

Figure 2. Blockchain for COVID vaccinations 

 

 

2. LITERATURE REVIEW 

In this section, blockchain technology is described including the actual structure and the different 

types with examples. In addition to the core concept of blockchain, this section as well elaborates on how 

these variations are applied in the real world. Furthermore, the related work has been reviewed and compared 

to show the issues, solutions, and areas covered by blockchain. 

 

2.1. Blockchain architecture 

The conventional architecture of database and World Wide Web (WWW) makes use of a client-

server and distributed database servers’ model. On the other hand, recently introduced blockchains use a P2P 

model, where each encrypted database server in the network is a part of complete the blockchain system [9]. 

They accept single management for not tampering with the stored ledgers. These ledgers shared the entities 

between the P2P network even in an untrusted situation [8]. Blockchain comprises two important structures: 

pointers and linked lists. A graphic representation can be seen in Figure 3 [9]. 

The blockchain has two main parts: the first part is the header, which contains the hash of the 

previous block (that is, the header of the n block contains the hash of the n-1 block) and it also contains the 

Merkle root, which can be defined as a hash value that can validate every hash of the transactions that are 

part of block [15]. The second part section is the body, and it contains the transaction data [16]. The main 

components of the blockchain [9]: i) node: network computer or user, ii) transaction: the blockchain basic 

unit, iii) block: a data structure used to keep a set of transactions, iv) chain: an ordered structure of blocks, 

v) miners: nodes that verify the process before inserting it into the architecture, vi) consensus protocol: set of 

operation rules, and vii) the working on blockchain. 



Int J Elec & Comp Eng  ISSN: 2088-8708  

 

 Blockchain for global vaccinations efforts: State of the art, challenges … (Jalal Al-Muhtadi) 

5579 

 
 

Figure 3. Blockchain architecture 
 

 

2.2. Cryptography in blockchain 

There are two types of cryptographic algorithms in the blockchain: hash functions and  

asymmetric-key cryptography. For hash functions, SHA 256 is typically used. This algorithm is used to give 

a single view to each participant in the network. Hash functions have many benefits to the blockchain, the 

most important of which are: uniqueness, deterministic (since any input will always have the same output if 

passed through the hash function), and quickness. Most importantly, reverse engineering is not possible. 

Hash functions play a key role in linking the blocks together and in maintaining the integrity of the data 

stored within the blocks, because any change to the data, for example, will lead to inconsistency and make 

the complete chain invalid [17]. 

Asymmetric-key cryptography is a process that uses a pair of related keys, a public key and a private 

key, to encrypt and decrypt. The private key is generally generated by a random number algorithm, whereas 

the public key is calculated by carrying out an irreversible algorithm. The public and private keys can be 

transmitted over unsecured channels. It is very substantial to guarantee the security of the asymmetric 

encryption algorithm during the transmission of data [17]. A digital signature is an important part of 

encryption. A digital signature gives integrity to the process and non-repudiation quality, as a signature does 

in real life. It also ensures the validity of the blockchain and the data is verified [17]. 

 

2.3. Blockchain types 

Blockchain technology to provide privacy and security depends on network deployment. This 

deployment and the system architecture varies based on the actors or participants. According to the involved 

participants, the blockchain technology system is categorized into three different types for which the details 

are as follows. 

 

2.3.1. Public blockchain 

Public blockchains are completely open since they allow all participants to read and access data to 

carry out transactions without relying on a third party or a central registry, so all participants contribute to the 

process of creating a consensus [18]. The most popular examples of public blockchains are Bitcoin (BTC) 

and Ethereum (ETH). Both of them are cryptocurrencies, that can be viewed and used by everyone, and 

anonymity is allowed here (for example anyone can buy and sell Bitcoin without revealing their identity). 

The biggest advantage of a public blockchain is that it is reliable as everything is recorded, and public and 

cannot be changed. The other major advantage is security as it increases as the public The other major 

advantage is security as it increases as the public blockchain becomes more decentralized and active. 

Transparency is also a great advantage, as all transaction-related data is open to the public for verification. 

On the other hand, the public blockchain has disadvantages, the most important of which is speed. Public 

blockchains are slow, processing seven transactions every second. The problem of speed becomes clear when 

compared to Visa, which processes 24,000 transactions per second [19]. 

 

2.3.2. Private blockchain 

The main difference between public and private blockchains is the access level of each participant. 

A private blockchain allows specific users to access a closed network, where users have certain rights and 

restrictions, therefore some users have full access while others have limited access, based on the network’s 

discretion. A private blockchain is not necessarily dependent on cryptography. The most important examples 
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of the private blockchain are Ripple (XRP), and Hyperledger (HL) [12]. Here anonymity is not allowed 

because this type is used in business and corporate spheres, so the participant must be revealed. 

The most important advantage of a private blockchain is speed, it can process thousands of 

transactions per second, while the blockchain performs only seven, and the reason for this is that the number 

of participants is less and thus reaching consensus is faster, and it also gives it more scalability than the other. 

The problem with private blockchains is that they are centralized even though the blockchain was originally 

invented to avoid centralization. Security is also a concern, because the number of nodes is less, and it is 

easier for malicious parties to penetrate security [9], [19]. 
 

2.3.3. Semi-private blockchain 

The third type is called semi-private, consortium, or federated blockchain, all names refer to the 

same type that the consensus process is managed by preliminarily assigned nodes (ex. a consortium of 15 

financial institutions, each of which controls a node and of which 10 must sign every block to validate the 

block). The privilege to read the blockchain can be public or restricted to the participants. R3 (banks) and 

EWF (Energy) are examples of consortium blockchains [9], [20]. Table 1 summarizes the main differences 

between the three types of blockchain [9]. 
 

 

Table 1. Blockchain types 
Property Public Blockchain Semi-private Blockchain Private Blockchain 

Consensus determination All participants Selected set Within one organization 
Read permission Public Public or restricted Public or restricted 

Immutability level Almost impossible to tamper Could be tampered Could be tampered 
Speed Low High High 

Centralization No Partial Yes 
Encryption General  General and customized Customized 

 

 

2.4.  Blockchain-based immunization 

In this section, we discuss how blockchain can support the validation of immunity passports and 

vaccination certificates which are formal documents confirming the users’ health. An immunity passport is 

an official document certifying that an individual has been infected and then recovered from COVID-19. 

Anyway, it is much safer for the immune system to learn how to protect you from diseases through 

vaccination than by catching the disease and attempting to treat it. These documents have interesting uses 

such as allowing immune citizens to go on public transport or using them to reduce the risks related to goods 

delivery services for vulnerable or aged people [8]. 

At first, Maheswari [9] talks about an overview of blockchain technology, where it reviews its 

definition, history, architecture, and types. Then, the second artwork deals with the main differences between 

the two types of blockchain: public and private, and is keen to raise some questions for researchers in the 

future within this range. Based on these papers, the main characteristics of this great technology, which we 

see have already been applied in very many fields or at least presented as a proposal to solve serious 

problems, such as [10], [11], which propose blockchain as a solution to manage the identity system, as this 

technology covers most of the needs of identity management systems and solves most of its challenges, the 

most important of which are trust, scalability, and privacy. Also, a detailed technical comparison between 

existing solutions that rely either on Ethereum or on Quorum or other frameworks. 

Blockchain is also receiving great interest in the field of electronic voting, which is considered the 

most important need for privacy, transparency, and reliability, and we note that all these concepts are 

provided by the Blockchain. Hjalmarsson et al. [12] presented a solution blockchain as a service for  

e-voting that uses a permissioned (private) blockchain, and three frameworks are considered: Exonum, 

Quorum, and Geth. The researchers believe that this system would enable secure and cost-efficient elections 

while guaranteeing voters’ privacy. Similarly, the researchers introduce in Xiao et al. [14] the status of 

blockchain-based electronic voting system development that is supposed to address the problems presented 

by traditional voting systems, and they also present a comparison of different blockchain-based electronic 

voting systems. Khan et al. [13] presents a detailed study of performance and scalability constraints for an e-

voting system. Researchers have built a blockchain-based e-voting system to examine permissioned and 

permissionless blockchain settings with different scenarios for voting population, block size, block 

generation rate, and transaction speed. So, they conclude interesting findings concerning the effect of these 

parameters on the efficiency and scalability of the e-voting model. Likewise, the manuscript [21] reviews 

blockchain technology in terms of its features, applications, and others, as well as proposes it as a 

developmental solution for the field of e-government, where the extent to which the technology is suitable for 

this dimension has been clarified. 
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As for the current time and the field of health, in particular, the new coronavirus has appeared in the 

past two years and has changed many things in life, and accordingly, new challenges have emerged that 

technology seeks to improve. On the other hand, the importance of blockchain technology to counter the 

impact of COVID-19 has emerged, and many studies have indicated this, such as “The role of blockchain to 

fight against COVID-19” [6], where the challenges the world faced due to the epidemic were presented, with 

examples from real life attached, then the features of the blockchain that can mitigate the challenges and can 

support proper implementation of many use cases, such as contact tracing, patient information sharing, 

disaster relief, and contactless delivery, were presented. Moreover, [7] is an example of one of the 

applications of the blockchain to counter the impact of the pandemic. Alam et al. [7] propose the blockchain 

technology be used in electronic health records, based on the needs of electronic health records that are 

summarized in six points: interoperability, privacy, and security, confidentiality, access control, data sharing, 

data integrity, and availability. Thus, it becomes clear that these needs are compatible with the advantages of 

the blockchain. Ricci et al. [8] give details about a systemic review of blockchains for COVID-19 contact 

tracing and vaccine support is given, and as well present different techniques such as zero-knowledge, Diffie 

Hellman, blind signatures, then explains how they are used with blockchain to show robust and  

privacy-preserving solutions. Also, a description of blockchain applications further on contact tracing and 

vaccine certification is presented. 

Antal et al. [22] introduce a blockchain platform to manage the COVID-19 vaccine supply where 

the system allows beneficiaries to register for the vaccine, and can administer vaccines, and provide delivery 

services to users and medical centers whose job it is to prepare the vaccines. In addition, doctors can check 

the vaccines and can also follow up on patients in the event they show symptoms as a result of vaccination. 

The system uses the Ethereum platform and the authors have demonstrated the results, which show the 

increase in effectiveness with the transparency in each of the vaccine distributions. 

Table 2 (see in Appendix) serves as a summary of the related work section that was used to build 

this research. The table is divided into two main parts. Where the first column expresses that the paper 

explains the history of blockchain, then the structure, which shows whether the structure was clarified by 

researchers. Then which type of blockchain are covered and what are the issues addressed in the related work. The 

applications column shows the covered platforms, and finally, the last column shows the smart contract property. 

Further, the relation with COVID-19 is shown, and whether the related work discusses contact tracing, 

immunity, and vaccination. 
 

 

3. BLOCKCHAIN-BASED VACCINATION SYSTEM 

The designs in [12], [22] together can provide a smooth platform. As the electronic voting system 

given in [12] uses permission enabled Go-Ethereum with Proof of Authority (PoA) to provide privacy and 

security, the system consisted of district node and boot node. Where every district node separately interacts 

with the boot node. 

When the election is initiated, a voting smart contract distributes to its corresponding district node 

and is given permission that allows it to interact with the corresponding contract. When an individual votes, 

the voting data is validated by the majority of district nodes, and each vote they agree on is added to the 

blockchain. the second component is the boot node as shown in Figure 4. Every institution in the network 

hosts a boot node that helps the district nodes to find out each other and contact. To make district nodes find 

each other faster, boot nodes run on a static internet protocol (IP). Voters can see their votes and make sure 

that they have been included in the network through the transaction ID that each voter receives from his/her 

transaction, which gives transparency and traceability as shown in Figure 4.  

 

 

Voting smart 

contract 
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district nodes

Election Process 

Initiated
Individual vote
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Figure 4. Blochchain based election process 

 

 

Hjalmarsson et al. [12], in Antal et al. [22] presented an Ethereum blockchain system through which 

the vaccination supply can be managed and check their results using Eherscan. Stakeholders are divided into 

No 

Yes 
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5 main groups: beneficiaries, companies responsible for transmitting vaccine batches, internet of things (IoT) 

devices [23], [24] for monitoring, doctors who monitor patients’ health and manage vaccination, and finally 

the medical centers [25] as shown in Figure 5. Underneath, the given system uses Merkle root (𝑃_𝐻𝐴𝑆𝐻) 

that becomes the payload for the Blockchain transaction. Therefore, it serves as an indication of the request 

of receiving the vaccine. As result, the beneficiary receives a QR code that enables him/her to avail of the 

services with a detailed report on the side effects. Barakat and Al-Zagheer [26] proposed vaccination systems 

using blockchain technology to facilitate the process of vaccination distribution by the government. 

Nithin et al. [27] proposed an Ethereum-based decentralized application for vaccination records that 

is intended to reduce human effort in the digital records management process. The work does not offer a 

mechanism to close the loop and provide certification that can be integrated with other systems, i.e., flights, 

and schools. Several other works [28]–[31] presented a digital vaccine passport system, where vaccination 

certification is issued using blockchain technology. The methods lack a tracking process for the vaccination 

as well as integrating it with other applications. Hence there is a lack of presenting a comprehensive system 

for vaccination recording, tracking, monitoring, and validation. In particular, one that can be integrated with 

other systems to facilitate the use of the certificates. 

 

 

 
 

Figure 5. Blockchain-based vaccination system 

 

 

All transactions are placed in the blockchain as immutable and are stored in blocks to be copied and 

ready to be communicated to all participants. The system aims to ensure the privacy of identities and prevent 

impersonation in the main by the following system. In this system the first beneficiary creates a secret key 

that is used later to prove identity. Further to achieve privacy, the Merkle proof is used and is calculated by 

(1) [15] which is based on the personal identification (PI) number for the beneficiary and the secret key (SK). 

 

𝑃_𝐻𝐴𝑆𝐻 = 𝐻𝑎𝑠ℎ(𝐻𝑎𝑠ℎ(𝑃𝐼), 𝐻𝑎𝑠ℎ(𝑆𝐾)) (1) 

 

If the vaccination verification platform is based on Ethereum as well as PoA as the consensus 

mechanism that helps ensure the network’s privacy and security. The proposed platform consists of only two 

main actors: beneficiaries and authorized national vaccination verifiers, which are the government bodies like 

immigration, border control, airlines, and police. Each participant in the network as shown in Figure 6 have a 

secret key and some ID number to compute Merkle root, in addition to a transaction ID that allows the follow-

up. Initially, the user must create a secret key (SK) used to ensure that identity is not impersonated [22], also the 

authorized national vaccination verifiers and vaccination centers have identification numbers (VI). The user 

enters from the vaccination center for example to the system through Merkle root (𝑃_𝐻𝐴𝑆𝐻), which is 

calculated as (2) [15] to ensure privacy and non-impersonation and complete process is shown in Figure 7.  

 

𝑃_𝐻𝐴𝑆𝐻 = 𝐻𝑎𝑠ℎ(𝐻𝑎𝑠ℎ(𝑉𝐼), 𝐻𝑎𝑠ℎ(𝑆𝐾)) (2) 
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As for adding data, the authorized national vaccination verifiers and vaccination centers should have 

permission to approve and include it in the blockchain as an immutable record. After the approval of the 

majority, a transaction identifier (TI) is attached to each transaction, so it is given to the beneficiary to allow 

him/her to view their data. A Merkle root (𝑃_𝐻𝐴𝑆𝐻) is used again as well as presented in Figure 7, which is 

calculated as (3) [15]. In this manner, the system provides the advantage of transparency, privacy, and security. 

 

𝑃_𝐻𝐴𝑆𝐻 = 𝐻𝑎𝑠ℎ(𝐻𝑎𝑠ℎ(𝑇𝐼), 𝐻𝑎𝑠ℎ(𝑃𝐼), 𝐻𝑎𝑠ℎ(𝑆𝐾)) (3) 

 

 

 
 

Figure 6. Global blockchain platform to validate COVID-19 vaccinations 
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Figure 7. Flowchart of the complete process of proposed global blockchain framework to validate COVID-19 

vaccinations 

 

 

4. CONCLUSION 

Provide this paper presents a review of platforms to record and track COVID-19 vaccinations using 

Blockchain technology. This article explains how Blockchain technology can be used for COVID-19 

vaccination recording, tracking, and certification. The paper first presents a comprehensive review of related 

studies to address this problem. Existing methods are analyzed and several shortcomings were identified. In 

addition, based on the limitations of the existing solutions, the paper proposed a global platform to validate 

COVID-19 vaccinations as a solution that is based on Blockchain technology to provide a smart and secure 

platform for vaccine and immunization verification with complete transparency. The work presents a  
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high-level plan for developing the proposed platform and identifying the important elements and techniques. 

In light of the diversity in vaccines, the number of doses, and the huge amounts of vaccine data worldwide, 

this article contributes to facilitating the management of this information and presenting it more reliably and 

privately. In the future, the proposed idea will be deployment on real testbed to perform the experimentations 

and with increase the use of the novel platform to include other uses. 
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platform 

N 

[5] Y Y Y Y Y Y Scalability, redesign, leakage Bitcoin, Ethereum, Hyperledger 

Fabric, R3, MedicalChain, Apla 

N 

[6] Y Y N Y Y Y Privacy, data aggregation, early 
detection of vulnerable people 

E-healthcare Y 

[7] Y Y Y Y Y Y Transparency, Scalability, Privacy, 

Trust 

E- healthcare Bitcoin, Ethereum Y 

[22] N Y N Y Y Y Privacy, Transparency, Correctness, 

Scalability, Trust, Throughput 

Ethereum Y 

[32] N Y Y Y N Y Transparency, security, and 
accountability 

Bitcoin, Ethereum and quorum N 

[33] Y Y N Y N Y security, trust, economics, and 

auditability 

Ethereum, Bitcoin and proposed 

system 

Y 

[34] N Y N Y Y Y Privacy, Transparency, Scalability proposed system Y 

[35] N Y N Y N N Privacy, Transparency, Trust E- healthcare, proposed system N 
[36] Y Y N Y Y Y Privacy, Data aggregation, Trust Ethereum Y 

[37] Y Y N Y Y N Privacy, Trust, Correctness, Scalability Ethereum Y 

[38] N Y N Y Y Y Privacy, Trust, Correctness, Scalability proposed system N 
[39] N Y N Y Y N Privacy, Trust, Correctness, Scalability Ethereum Y 

[31] N Y N Y N Y Scalability, Data aggregation, 

Transparency 

proposed system N 

[40] N Y N Y Y Y Scalability, Data aggregation, proposed system N 

[41] N Y N Y Y Y Scalability, Data aggregation, 

performance, flexibility 

proposed system N 

[42] N N Y N Y Y Performance, certification, flexibility Ethereum Y 

[43] N N Y N Y Y Performance, flexibility proposed system N 

[44] N N Y Y N Y Scalability, performance, flexibility proposed system N 
[45] N N N Y N Y Scalability, Data aggregation, 

flexibility 

proposed system N 

[46] N N N Y N Y Scalability, Data aggregation proposed system Y 
[47] N N N Y N N Scalability, Data aggregation proposed system N 

[48] N Y Y Y N Y Scalability, Data aggregation proposed system Y 

[49] N N N Y N Y Scalability, certification proposed system N 
[50] N N N Y N Y Scalability, certification proposed system N 

[51] N N N Y N N Scalability, certification proposed system N 
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