
Japanese Society and Culture Japanese Society and Culture 

Volume 5 Article 2 

3-31-2023 

Reform of Procedure about Civil Remedies for Victims of Slander Reform of Procedure about Civil Remedies for Victims of Slander 

on the Internet in Japan on the Internet in Japan 

Hiroshi Shimizu 
Toyo University 

Follow this and additional works at: https://gensoken.toyo.ac.jp/japanese-society-and-culture 

 Part of the Law Commons 

Recommended Citation Recommended Citation 
Shimizu, Hiroshi (2023) "Reform of Procedure about Civil Remedies for Victims of Slander on the Internet 
in Japan," Japanese Society and Culture: Vol. 5, Article 2. 
Available at: https://gensoken.toyo.ac.jp/japanese-society-and-culture/vol5/iss1/2 

This Article is brought to you for free and open access by Institute of Social Sciences. It has been accepted for 
inclusion in Japanese Society and Culture by an authorized editor of Institute of Social Sciences. 

https://gensoken.toyo.ac.jp/japanese-society-and-culture
https://gensoken.toyo.ac.jp/japanese-society-and-culture/vol5
https://gensoken.toyo.ac.jp/japanese-society-and-culture/vol5/iss1/2
https://gensoken.toyo.ac.jp/japanese-society-and-culture?utm_source=gensoken.toyo.ac.jp%2Fjapanese-society-and-culture%2Fvol5%2Fiss1%2F2&utm_medium=PDF&utm_campaign=PDFCoverPages
https://network.bepress.com/hgg/discipline/578?utm_source=gensoken.toyo.ac.jp%2Fjapanese-society-and-culture%2Fvol5%2Fiss1%2F2&utm_medium=PDF&utm_campaign=PDFCoverPages
https://gensoken.toyo.ac.jp/japanese-society-and-culture/vol5/iss1/2?utm_source=gensoken.toyo.ac.jp%2Fjapanese-society-and-culture%2Fvol5%2Fiss1%2F2&utm_medium=PDF&utm_campaign=PDFCoverPages


Reform of Procedure about Civil Remedies for Victims of Slander on the Internet in Japan   025

Reform of Procedure about Civil Remedies for Victims of 
Slander on the Internet in Japan

Hiroshi Shimizu ※

Abstract

In recent years, suicides caused by slander on the Internet have become a major social problem 

in Japan. However, the procedure for disclosure of sender’s information, which is used to prepare for 

filing a lawsuit claiming damages against the wrongdoer, had problems regarding the structure of the 

procedure and the subject of disclosure. Therefore, the Act on Limitation of Liability of Providers was 

amended in 2021. This paper provides an overview of this amendment.

Keywords:  Slander on the Internet, Civil Litigation, Sender’s Information Disclosure, Alternative Dispute 

Resolution

1. Introduction

It is a well-known fact that the anonymity of the Internet has facilitated the free expression of opinions 

on various issues because the speaker cannot be identified, and this has contributed to the creation 

of many innovations. However, just as there is light and shade in everything, it is also true that this 

anonymity has its negative side. One problem that arises from the negative aspect of anonymity is the 

problem of slander on the Internet. For example, there are replies to information sent out through SNS 

that are ridiculous without any reason or comments presumably aimed at harassment.

Of course, those who send out information do so with the expectation of reactions from recipients, 

and to some extent, they may anticipate a negative response. In addition, criticism made with reasonable 

grounds may be painful for the original poster. However, it is an essential element for stimulating 

discussion and improving things.

By contrast, completely unfounded criticism, accusations that only aim to cause psychological 

damage to others, and accusations that cause negative feelings in others are merely harmful. They will 

never contribute to moving things in the right direction. This behavior is an abuse of the anonymity of 

the Internet.

What I have described above is probably obvious to most people. Unfortunately, however, slander 

on the Internet, which exploits this anonymity, is currently raging like a monster. With the recent 

development of social networking services and the widespread use of smartphones, this trend is growing 

as more and more people are sending out information.
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One example is that there have been incidents in which information providers exposed to slander 

have become mentally trapped and eventually committed suicide.1 This situation no longer allows us 

to excuse the issue as a prank or joke. If legal interests have been violated, remedies must be provided 

to the victim or their heirs, regardless of whether the victim has committed suicide.2 In this regard, it 

is obvious that the victim can demand  in court for the operator of the Internet site that published the 

slanderous article to delete it. However, there is still a possibility that the real perpetrator, the one who 

posted the article, will repeat the perpetration.3 Therefore, we need a mechanism to hold the sender 

directly accountable. In this regard, Article 710 of the Japanese Civil Code provides for the right to claim 

damages for mental anguish. In other words, victims of slander on the Internet can exercise their right 

to claim damages against the sender, the perpetrator. Of course, this right can be exercised outside of 

court, but it is unlikely that the perpetrator will voluntarily agree to fulfill the obligation of compensation. 

As a result, the victim has virtually no other choice but to exercise this right through the courts. This is 

where the anonymity of the Internet is a major obstacle to the exercise of victims’ rights. In other words, 

in Japan, when enforcing rights through litigation, it is necessary, in principle, to identify the obligor who 

is the other party. This is because if the duty bearers are not identified, it is not clear who must obey the 

judicial decisions made by the court, and the effectiveness of the judicial decisions cannot be ensured. 

Therefore,  if the name and address of the other party is not clearly stated in the document submitted to 

the court at the start of the proceedings, the document will not be accepted. Hence, not knowing who the 

other party is,  results in denying the victim access to the court.

Leaving such a situation unresolved will unfairly force victims to endure damages and lead to 

the hollowing out of the content of their rights. This situation could lead to a collapse of social order, 

stagnation of technological innovation, and be an impediment to economic development. Therefore, 

in 2001, Japan enacted the Law Concerning Limitation of Liability for Damages of Internet Service 

Providers and Disclosure of Information on the Sender (LLPDIS).4  As the name implies, this law limits 

the liability of Internet service providers for damages and provides the right for those who have suffered 

an infringement of their rights to request the Internet service provider to disclose information about the 

sender, provided that specific requirements are fulfilled. This allows the victim to collect the information 

necessary to identify the sender.

However, this law also aims to protect Internet service providers as an industry by reducing the 

procedural burden on Internet service providers,5 although it is criticized for not being easy for victims 

to use. The law was amended in April 2022 in response to growing public criticism of the frequent 

incidents of suicide and other serious consequences caused by Internet slander and inadequate access to 

remedies.6

2. Summary of procedures to date

2.1.  Structure of civil proceedings in Japan
As a prerequisite for explaining the procedures for redressing slander on the Internet, let me first 

outline the civil justice system in Japan. Japan’s modern civil procedure system was introduced in 1890 

with the enactment of the Code of Civil Procedure, modeled on the German Uniform Code of Civil 

Procedure of 1877. However, delays in litigation became a problem, and a reform was made in 1926 with 
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reference to the Austrian Code of Civil Procedure. Later, in 1946, a partial revision was made under the 

influence of American law. Then, the provisions on compulsory enforcement and provisional measures, 

set forth in the Code of Civil Procedure, were separated and enacted as a single law. In addition, in 

1996, there was a complete reform of the Code of Civil Procedure based on Japanese practice.7  Thus, 

the Japanese civil litigation system is based on continental law, especially German law, with partial 

modifications from American law, and then merged and reconstructed as Japanese practice.

In such civil litigation practice in Japan, the subject of the trial is the existence or non-existence of 

rights or legal relations as defined by substantive laws such as the Civil Code.8 Therefore, if the subject 

rights are different, the cases will be handled as different cases by different judges.9 In addition, as 

will be discussed later, lawsuits requesting disclosure of information about the sender will be brought, 

at least, against both the operator of the Internet site where the article was posted, that is, the content 

provider, and the access provider. Therefore, if the opposing party is thoroughly contested, the plaintiff 

must obtain at least six court judgments.10

In addition, it is generally accepted that major Internet service providers rarely keep access logs for 

long periods. Typically, records are removed within 3 to 6 months.11 Therefore, if victims were to wait 

for a court decision to order the disclosure of information about the sender, the way to remedy their 

rights might be closed.12 Hence, there is a need to use provisional measures, especially a procedure to 

establish a provisional status (Kari no chii wo sadameru karisyobun), to obtain disclosure of the sender’s 

information to prepare for subsequent litigation.13

Thus, to obtain civil remedies for victims of Internet slander, it is necessary to use a long and 

complicated procedure involving several steps.14 This is why the law was reformed to make the process 

simpler and faster.

2.2.  Procedures for requesting disclosure of information about the sender before the reform

2.2.1 Pathways of information on the Internet

Articles posted on Internet websites are sent from the computer terminal used by the sender to 

the access provider with which the sender has a contract. Furthermore, the article information sent to 

this access provider is sent to the person who controls the website,  the content provider. This allows 

the content provider’s server to save the submitted article and make it available for viewing. When 

this happens, the date and time when the provider received the article data and the IP address of the 

computer terminal from which it was sent will be saved by each provider as an access log.15

Thus, the first step is to ask the content provider of the site where the slanderous article is posted to 

disclose the IP address and timestamp of the article. Then, based on the disclosed information, the victim 

will ask the access provider to disclose information about the sender. Access providers usually have 

information about the name and address of the sender, who is their customer, and information about IP 

addresses and timestamps related to articles. By cross-checking the information obtained by the victim 

through these procedures, the address and name of the person who sent the article in question on the 

date and time it was sent can be determined.16 Finally, it will be possible to claim damages against the 
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sender.

2.2.2  Requirements for exercising the right to request disclosure of information about the sender

Article 4 of the pre-reform LLPDIS stipulates that a victim whose rights have been violated by the 

distribution of information on the Internet may request the Internet service provider to disclose the 

sender’s information only if certain requirements are fulfilled. By exercising this right, the victim can 

collect the information necessary to identify the sender.

For disclosure to be permitted under this right, it must be clear that the claimant’s rights have been 

violated (Article 4, Item 1 of the pre-reform LLPDIS) and that there is a reasonable ground to permit 

disclosure; for example, that it is necessary to exercise the right to claim damages (Article 4, Item 2 of 

the pre-reform LLPDIS).17,18

2.2.3  Information to be disclosed

According to the order of the Ministr y of Internal Af fairs and Communications, the sender 

information to be disclosed includes: i) the name of the sender and other persons involved in the 

transmission of the right-infringing information, ii) the address of those persons, iii) the telephone 

number of the sender, iv) the e-mail address of the sender, v) the IP address of the infringing information, 

vi) the port number, vii) the Internet connection service user identification code of the infringing 

information from the mobile phone terminal, viii) the SIM card identification number of the infringing 

information transmitted by the Internet connection service from the mobile phone terminal, etc., and ix) 

the time stamp for the infringing information involved in (vi) through (viii).19

2.2.4  Use of provisional measures

Since the disclosure of the sender’s information includes information related to the privacy of the 

sender, it should be done through a judgment procedure where the involvement of the parties in the 

procedure is guaranteed by strict adversarial arguments.20 In this regard, there was a view that disclosure 

through a simplified provisional measure was not appropriate because of the sensitive issue of disclosure 

of privacy-related information.21 For this reason, the legislator was initially of the opinion that a measure 

prohibiting the erasure of information should be required, rather than a provisional measure requiring 

the disclosure of sender information.22

However, as mentioned above, a step-by-step procedure that deals with multiple providers is required 

to identify the sender. Therefore, in cases where it takes a considerable amount of time for a victim 

to obtain information on the sender’s name and address, which is necessary for filing a lawsuit, it is 

necessary to use simpler and faster measures to ensure the effectiveness of dispute resolution. Even if 

it is possible to obtain disclosure of information on the sender from the content provider who manages 

the website on which the slanderous article was posted, it is often impossible to identify the sender with 

that information alone.23 Therefore, asking the access provider to disclose the sender’s information after 

prohibiting the access provider from erasing the information, based on the disclosure of the sender’s 

information by the content provider in a lawsuit, would place too heavy a burden on the victim.24 For the 

aforementioned reasons, it is necessary to reduce the burden to the stage of disclosure of information 
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regarding the sender through the judgment process by allowing victims to take provisional measures 

that allow them to obtain disclosure of information from any provider directly.25 Therefore, to provide 

relief to victims, Japanese judicial practice allows the use of provisional measures to prohibit providers 

from erasing sender information and order providers to disclose sender information to victims, as well as 

provisional measures to order the removal of the slanderous articles themselves.26

This provisional measure for disclosing sender information is the subject of a procedure called 

“provisional measures to establish a provisional status (Kari no chii wo sadameru karisyobun)” in Japan. 

A petition for this procedure may be filed when an action for disclosure of the sender’s information may 

be filed in a Japanese court (Article 11 of the Law Concerning Provisional Measures in Civil Cases). 

Therefore, I will now examine what kind of jurisdiction can be granted to a Japanese court if it has 

jurisdiction over a lawsuit to disclose information about the sender.

First, jurisdiction is granted to the court that has jurisdiction over the defendant’s domicile or location 

(Article 4, Paragraph 1 of the Code of Civil Procedure), which is allowed in any lawsuit.27

In addition, based on the understanding that the essence of disclosure of information regarding the 

sender is the issue of tort, it is understood that special jurisdiction (Article 5, Paragraph 1, Item 8 of the 

Code of Civil Procedure) regarding the place28 where the tort was committed can be allowed as parallel 

jurisdiction.29

If the Internet service provider is a foreign company, jurisdiction under Article 3, Paragraph 3, item 

4 of the Code of Civil Procedure is allowed if the Japanese branch of the foreign company exists as a 

Japanese company, has an office or place of business in Japan, and conducts a website management 

business there.30 Even if there is no principal place of business or of fice in Japan, if there is a 

representative or other person in charge of the principal business in Japan, the place of residence of the 

representative or other person in charge of the principal business in Japan will have jurisdiction (Article 

4, Paragraph 5 of the Code of Civil Procedure). If the description on the website of the concerned foreign 

corporation is made in Japanese and the website can be accessed from Japan, Japan will be granted 

international jurisdiction under Article 3-3, Paragraph 5 of the Civil Procedure Law as an action “relating 

to business in Japan” against “a person conducting business in Japan.”31

In the case of a foreign company that cannot be recognized as having its principal office or place of 

business in Japan and has no representative or other person in charge of its principal business in Japan, 

the Tokyo District Court will be the court of jurisdiction (Article 6-3 of the Rules of Civil Procedure) as 

the case where jurisdiction cannot be determined (Article 10-2 of the Code of Civil Procedure).32

To file a petition for provisional measures, the petitioner must, in principle, identify the other party 

(see Articles 1 and 13 of the Rules Concerning Provisional Maintenance Measures in Civil Cases, Article 

2, Paragraph 1, Item 2 of the Rules of Civil Procedure, and Article 25-2 of the Law Concerning Provisional 

Maintenance Measures in Civil Cases).
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This process means that the complainant needs to identify the access provider and the content 

provider. However, for example, the name of the website manager where the article is posted may not be 

displayed, or it may not be clear who the manager is. In addition, even if the complainant knows who the 

manager is, it may not be clear where the documents should be served because they do not know the 

address.33

In such a case, for domain names in Japan (JP domain name), the complainant can use “WHOIS”, 

a service provided by Japan Registry Services Inc., to provide information on Internet domain name 

registrants. This service makes it possible to look up an IP address from a domain name, or information 

about the registrant of a domain name from a domain name or IP address. The Japan Network 

Information Center provides a similar service. Furthermore, it is possible to search for domain names 

outside Japan using InterNIC's "WHOIS" service. However, it is important to note that the registrant of a 

domain name and the manager of a website do not always equate.34

In general, hearings on provisional measures are closed to the public and are conducted based on 

written submissions. However, regarding the procedure for provisional measures to establish provisional 

status, in principle, it is necessary to go through “a date of oral argument or for an atypical hearing 

(Shinjin) on which the opponent can be present” (main clause of Article 23, Paragraph 4 of the Law 

Concerning Provisional Measures in Civil Cases). Therefore, the court shall summon the opposing 

party, if it is a Japanese company, to appear on these dates. This call is to be made by “reasonable means” 

(Article 3, Paragraph 1 of Law Concerning Provisional Measures in Civil Cases), which in Japan means 

by telephone, facsimile, mail, or e-mail. However, in the case of a summons to a foreign company, if the 

foreign company is located in a state that is a party to the Convention on the Service and Notification of 

Judicial and Extrajudicial Documents in Civil or Commercial Matters Abroad and has not declared its 

refusal with respect to Article 10(a) of the Convention, or in a state that is not a party to the Convention 

but is a party to the Convention on Civil Procedure and has not confirmed its refusal with respect to 

Article 6, Paragraph 1 Item of 1 of the Convention, the person may be summoned by direct service of 

mail.35 In addition, if it can be presumed that the opponent is likely to interfere with the implementation 

of the enforcement procedure by calling a date for the hearing, or if the situation is so urgent that 

implementing a date for hearing the opponent's opinion would impair the effectiveness of the order 

to implement provisional measures, a provisional measures order may be issued without hearing the 

opponent's opinion (proviso to Article 23, Paragraph 4 of the Law Concerning Provisional Measures in 

Civil Cases).36

At the hearing, the court is required to prove the two requirements for issuance: the existence of 

the right to be maintained and the necessity of maintaining the right (Article 13 of the Law Concerning 

Provisional Measures in Civil Cases). The proof in this provisional measure is specifically called 

Somei, which is a prima facie case and is treated differently from the ordinary proof, called Syomei.37 

As mentioned above, the right to be protected in the provisional measures to request disclosure of 

information on the sender is formally the right to request disclosure of information on the sender 

(Article 4 of the LLPDIS before the reform). However, I believe that the right to claim damages based 

on a tort is substantive, and the violation of the right to honor and the right to privacy as the content of 
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the tort will be a concern.38 As for the necessity of maintenance, there is a high possibility that Internet 

service providers’ access logs will be deleted after a short period, thus closing the way for rights remedy. 

Therefore, the necessity of maintenance is often affirmed, except in cases where other means can be 

used to obtain the information.39

 

The enforcement of a provisional measure that orders the disclosure of information on the sender that 

has been issued is carried out in the same manner as a provisional seizure or compulsory enforcement 

(Article 52, Paragraph 2 of the Law Concerning Provisional Measures in Civil Cases), except as explicitly 

provided otherwise. Since disclosing the sender's information means ordering an act that cannot be 

replaced by another person, domestic enforcement is carried out by threatening the sender with a fine to 

make them perform the act voluntarily (Article 172 of the Civil Enforcement Law).

On the other hand, it is extremely difficult to enforce against a foreign company. This is because 

there is no international mechanism for recognizing and enforcing provisional measures ordered by 

foreign courts. For this reason, it is accepted that one can only expect voluntary cooperation from foreign 

companies.40

3. Overview of the reformed parts

3.1 Summary

In the legislative process, the following issues were raised for consideration: i) expansion of the 

scope of disclosure of sender information, ii) establishment of new judicial procedures, iii) handling of 

the maintenance of logs, iv) issues regarding the disclosure of sender information to overseas service 

providers, and v) promotion of out-of-court disclosure.41 Of these, promotion of out-of-court disclosure 

should be improved in practice, and discussions have focused on creating new procedures in ii).42 Then, 

in February 2021, a reform bill was submitted to the Diet, which was passed and enacted on April 21, 

2021.

Again, the centerpiece of the reform is the creation of a new procedure for requesting disclosure 

of information about the sender. This procedure consists of i) an order for the access provider and the 

content provider to disclose information about the sender (Article 8 of the reformed LLPDIS); ii) an order 

for the content provider to provide the victim with the name and address of the access provider, and for 

the access provider to provide the information held by the content provider (Article 15 of the reformed 

LPDIS); and iii) an order prohibiting the access provider from erasing information on the sender (Article 

16 of the reformed LPDIS), all in a single procedure.43 This new model reduces the burden of multi-step 

procedures. However, the new procedure does not replace the traditional court proceedings because 

the legal structure of the victim’s right to request disclosure of the sender’s information is maintained. 

Therefore, a person seeking disclosure may use the judgment procedure as before, or they may use the 

new procedure. This new procedure is a system in which the aforementioned multiple orders are issued 

sequentially and quickly in a single procedure. The legal nature of the procedure is not litigation, but 

a procedure called “Hisyo”44 in Japanese, and “Freiwillige Gerichtsbarkeit” in German.45 Note that this 

procedure does not cover the removal of slanderous articles. Therefore, for the removal of the articles, 

provisional measures and lawsuits will be used as before. These procedures are explained separately in 
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the following sections.

3.2  Order requiring disclosure of information about the sender

This order procedure is just a change in the nature of the existing procedure to a Hisyo procedure. 

Therefore, the requirements for exercising the right to request disclosure of the sender’s information, the 

content of the request, and the effect, remain almost the same. Thus, the hearing is conducted based on 

the documents submitted and, if necessary, utilizing a teleconference system.  Nevertheless, if the court 

orders disclosure, it must set up an opportunity to hear the parties' statements (Article 11, Paragraph 3 

of the reformed LLPDIS). In cases where provisional measures were used, provisional measures were 

often taken without hearing the parties’ opinions as an exception, on the grounds that an urgent need 

existed. However, if this new procedure is to be used in future, the court will have to set a date for the 

statements of opinion. There is a concern that this will slow down the process. It is also assumed that the 

level of proof will be similar to that in the judgment procedure, unlike the provisional measures. These 

are to ensure the opportunity for the parties to assert their interests and to make a careful decision, as 

the decision to order disclosure will be given res judicata effect, as described below.

Generally, the court will send a copy of the written request for disclosure of information about the 

sender to the other party (Article 11 Paragraph 1 of the reformed LLPDIS). This is done to reduce the 

burden of having to go through complicated procedures based on treaties when dealing with foreign 

providers.47 However, documents other than the petition must be sent by the party directly to the other 

party. An Internet service provider who is asked to disclose information must ask the sender their 

opinion on whether the information should be disclosed or not, and if the sender has a negative opinion 

on the disclosure, they must also be asked why (Article 6 Paragraph 1 of the reformed LLPDIS). This is 

to prevent the Internet service provider from agreeing to the disclosure of information without paying 

attention by informing the Internet service provider of the sender’s opinion.48

An appeal of objection may be filed against a decision ordering disclosure of information about 

the sender (Article 14 Paragraph 4 of the LLPDIS as amended). This appeal is an ordinary judgment 

procedure.49 As such, an adversarial hearing is held in an open court and is handled by making a 

judgment. If, as a result of this appeal procedure, a judgment is rendered ordering the disclosure of 

information on the sender, enforcement may be carried out based on that.

If no appeal is filed against these, or if the appeal is dismissed, the order to disclose information 

about the sender is given the same effect as a final and binding judgment (Article 14 Paragraph 5 of the 

reformed LLPDIS). Thus, even though the case is not a judgment, it will be given a res judicata effect and 

a basis for enforcement.

A petition for disclosure of the sender’s information may be withdrawn until the court's judgment is 

finalized (Article 13 Paragraph 1 of the reformed LLPDIS).50 However, since it would be unfair to deprive 

the other party of the opportunity to obtain a court decision in its favor, the consent of the other party to 

such withdrawal is required if the petitioner seeks to withdraw after a decision has been rendered on the 

petition or an order to provide information has been issued.
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3.3.  Order to make the information held by the Internet service provider available

This order procedure will be handled at the same time by the court in charge of the case requesting 

disclosure of information on the sender.51 Normally, the parties would simultaneously file a petition with 

the court for disclosure of information about the sender and for the provision of information in their 

possession. The court may order the information to be provided if the victim is being prevented from 

identifying the source of the information that violates their rights (Article 15 Paragraph 1 of the reformed 

PPLR). The content of the order is that if the access provider can be identified from the information 

held by the content provider, the name and address of the access provider shall be provided to the 

complainant, who is the victim. In contrast, if the content provider does not have the information, or if 

the access provider cannot be identified from the information in the content provider’s possession only, 

the circumstances will be provided to the complainant. This information may be provided by writing or 

electronic means.

In addition, if the victim files a complaint with the access provider requesting disclosure of 

information about the sender based on the information disclosed by the content provider, the victim 

shall notify the content provider of the fact that the complaint has been filed. Upon receipt of this notice, 

the content provider shall provide the access provider with the information about the sender in its 

possession, the disclosure of which is being requested.52 In response, the access provider will identify the 

sender who is the subject of the disclosure.

Against an order to provide this information, the content provider can file a simple and expeditious 

appeal called Sokuji kokoku (Article 15 Paragraph 5 of the reformed LLPDIS). Since the provision of 

information by the content provider is not a right of the victim but a procedural measure, a simple appeal 

is considered sufficient.

 

The order to make the information available ceases to be ef fective if the case demanding the 

disclosure of information about the sender is closed as a whole or if the victim fails to notify the access 

provider within two months of receiving the information. This measure is to prevent the complainant from 

using the information provided for any purpose other than the disclosure of the sender's information.

3.4.  Order prohibiting the erasure of information about the sender.

The complainant may request an order prohibiting the erasure of the sender’s information against 

a content provider or access provider who is required to disclose information about the sender. This 

order, like the order to compel the provision of information, is issued when necessary, to prevent the 

identification of the sender that violates the rights of the victim (Article 16 Paragraph 1 of the reformed 

LLPDIS). The erasure of information is prohibited until the entire case requesting the disclosure of 

information about the sender has been completed. In this case, too, the provider may file a simple and 

expeditious appeal called Sokuji kokoku (Article 16, paragraph 5 of the reformed LLPDIS).

3.5 Actual operations

Here, I will discuss the actual operations of this procedure. First, the victim simultaneously files 

a petition requesting the content provider to disclose and provide information about the sender. The 



034   Japanese Society and Culture No.5 (2023)

complainant also files a petition for the erasure of the information. After the court allows the disclosure 

and provision of information about the sender and the information is provided to the victim, the victim 

will add the access provider as an opponent and request the disclosure of information about the sender 

and prohibition of erasure.53 Once the access provider provides the name and address of the sender, the 

victim can finally file a lawsuit against the sender for damages.

When the disclosure of information about the sender is allowed, it is the practice that the cost of the 

procedure is to be paid by the sender, not by each provider. This is in consideration of the fact that each 

provider is only a formal party in the system, and the substantive other party is the sender.

3.6. Judicial jurisdiction

3.6.1 International jurisdiction.

If the Internet Service Provider is a foreign company, international jurisdiction will be determined in 

accordance with the provisions of the Code of Civil Procedure, as mentioned above. However, since the 

law was reformed to make it a Hisyo procedure, a similar provision was made in the LLPDIS to clarify the 

rules regarding jurisdiction.54 In addition, the existence of an agreement on international jurisdiction, 

which confers jurisdiction only on a foreign court,55 cannot be asserted if that court is legally or factually 

unable to exercise jurisdiction (Article 9, paragraph 5 of the reformed LLPDIS).56

3.6.2  Domestic jurisdiction

Domestic jurisdiction is also provided for in the same manner as the jurisdictional provisions of the 

Code of Civil Procedure (Article 10 of the reformed LLPDIS). In addition, the Tokyo District Court has 

jurisdiction over cases arising within the jurisdiction of the Tokyo High Court, the Nagoya High Court, 

the Sendai High Court, and the Sapporo High Court in competing with the original jurisdiction. The 

Osaka High Court, the Hiroshima High Court, the Fukuoka High Court, and the Takamatsu High Court 

have jurisdiction over cases arising within their jurisdiction. (Article 10 Paragraph 3 of the reformed 

LLPDIS). This is in consideration of the fact that the Tokyo District Court and the Osaka District Court 

are staffed by a relatively large number of judges who are familiar with cases concerning the disclosure 

of the sender's information.

Furthermore, in cases where disclosure of the sender's information is required in connection with a 

claim for damages for violation of a patent right or program copyright, only the Tokyo District Court will 

have jurisdiction over cases arising within the jurisdiction of the Tokyo High Court, Nagoya High Court, 

Sendai High Court, and Sapporo High Court, if the case arises within the jurisdiction of the Osaka High 

Court, Hiroshima High Court, Fukuoka High Court, and Takamatsu High Court, only the Osaka District 

Court will have jurisdiction (Article 10, Paragraph 5 of the reformed LLPDIS). This is due to the fact that 

judges with expertise in intellectual property rights are gathered in these two courts as a matter of policy

3.6.3 Dealing with so-called login types

Japan’s system for requesting disclosure of information about the sender has targeted cases where 

articles violating rights were posted on electronic bulletin boards. However, recently, so-called login-type 

services, in which users can post articles by setting up an ID and password, registering an account, and 
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logging in to that account, have become widespread.57 In this login-type service, the provider generally 

does not have the sender ‘s information at the time of posting the article, although it has the IP address 

and time stamp at the time of login. Therefore, before the reform, there was a debate as to whether the 

sender’s information at the time of login was subject to disclosure, or whether the access provider who 

mediated the information on the sender at the time of login was not involved in the distribution of the 

infringing information and therefore could not request disclosure from this person.58 Hence, information 

about the sender at the time of login and other codes that are necessary to identify the sender were 

defined as infringement-related communications (Article 5, Paragraph 1, Item 3 of the reformed LLPDIS), 

and a new provision was created to allow their disclosure.59

First, it was stipulated that the access provider who mediated the information about the sender at the 

time of login is subject to a request for disclosure as the Internet service provider who conducted the 

relevant telecommunications (Article 5 Paragraph 2 after the reform).

Next, limited disclosure of information on the sender at the time of login and at the time of logout 

was allowed, since such information is not directly related to the article violating the right. Therefore, 

regarding the requirements for exercising rights, new requirements were added to those set forth in 

Article 5, items 1 and 2 of the reformed LLPDIS.

Specifically, one of the following three cases must be applicable. First, the content provider is deemed 

not to possess any information other than the information about the sender related to the infringement-

related communication (Article 5 Paragraph 1 Item 3(i) of the reformed KKPR). This is the case, for 

example, when the content provider has no information other than the IP address and time stamp used at 

the time of login and logout.60

Second, when the only information about the sender, other than information about infringement-

related communications held by the provider, is information about the sender other than the sender’s 

name and address or information that can be used to identify other providers and is specified by the 

Ordinance of the Ministry of Internal Affairs and Communications61 (Article 5 Paragraph 1 Item 3(ro) of 

the reformed KKPR).This means that the provider may not have only the name and address of the sender 

or information about another Internet service provider through which the sender has passed.62

Third, it is a case where the sender of the infringing posting cannot be identified only by the 

information on the sender other than the infringement-related communication (Article 5 Paragraph 1 

Item 3(ha) of the reformed KKPR). This is a case where, for example, it is found that there is a part of an 

old article that violates rights, but the IP address, etc., at the time of posting the article has already been 

deleted.

If any of the above three requirements are fulfilled, the disclosure of information on IP addresses and 

time stamps at the time of login and logout can be requested.63

(8) Promote voluntary disclosure outside the court
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Again, the right to request disclosure of information about the sender is a right provided by 

substantive law. Therefore, the victim, who is the right holder, can exercise this right without going 

to court. In addition, sender information is considered to be subject to the secrecy of communication 

guaranteed by the second sentence of Article 21, paragraph 2 of the Constitution (Article 4, paragraph 

1 of the Telecommunications Carriers Act), and disclosure of such information without a reasonable 

ground will result in punishment. However, if the information is disclosed in response to the use of the 

system for requesting disclosure of sender information, it will be considered a reasonable ground.

However , the interpretation of the requirement of “obviousness of infringement of rights,” which 

is one of the requirements for exercising rights, especially concerning slander on the Internet is 

problematic., This situation makes it even more dif ficult for Internet service providers to make 

decisions on whether or not it is a lawful exercise of rights.64 Therefore, in April 2021, the Safer Internet 

Association established the “Guidelines on the Clarity of Violation of Rights”65 and opened a consultation 

service to address this issue.

According to this guideline, there is a lack of public interest, which is a factor in determining 

violations of rights related to slander. It is clear that there is a lack of public interest when the postings 

are about the conduct of ordinary private citizens in their daily lives. As for the lack of purposes of 

public interest, if the information that violates the rights clearly states that it is for purposes other than 

public interest, such as harassment, revenge, or personal attack, and if there are no circumstances in the 

context that lead to the presumption that it is for purposes of public interest, then it is clearly lacking in 

public interest.66 Furthermore, when the same person repeatedly and persistently makes expressions 

that deny the existence of the person to ordinary private citizens, it exceeds the limit of what is permitted 

under socially accepted norms and is considered to be a clear violation of honor and sentiment in terms 

of type.67 These guidelines are intended to make it easier for Internet service providers to evaluate 

violations of their rights.68 In response to this guideline, it has been pointed out that this wording only 

applies to limited cases of violation of rights. A more drastic reform of Article 5, Paragraph 1 of the 

LLPDIS after the reform will be necessary. 

4. Prospects

The purpose of this reform should have been to develop more accessible and effective procedures 

to help victims of slander on the Internet. It is commendable that the creation of the new procedures 

has increased the options available to victims. However, this should not make the procedures more 

complicated69 and ultimately confusing for users. In this context, we should continue to explore the 

development of ADR70 to develop simpler and more accessible procedures. 

Legislators also seem to focus on protecting Internet service providers from the abuse of their claims. 

Certainly, this is necessary to protect the confidentiality of communications. However, considering the 

social power relationship, it seems that more emphasis should be placed on the remedy for the victims 

rather than the Internet service providers who are primarily large corporations.71 From this perspective, 

further reform72 of the requirements for exercising the right seems necessary.
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Furthermore, it is also problematic that important aspects such as the information subject 

to disclosure and provision are left to the Ordinance by the Ministr y of Internal Af fairs and 

Communications. The purpose of delegating detailed regulations to a ministerial ordinance that can 

flexibly deal with the issues is understandable, compared to law reforms that require parliamentary 

approval, because of the rapid technological development of the issues surrounding the Internet.73 

Nevertheless, more than four months after74 the enactment of the law, the ministerial ordinance has 

yet to be clarified. This may be a deliberate delay in reflecting the level of technology at the time of 

implementation as much as possible. However, if the contents of the system are not clarified, it will be 

difficult to understand the system and take countermeasures. Even if timely reforms are to be made in 

the future, it seems that the system’s black box should be eliminated first.
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sender provide materials to decide whether their opinion is acceptable or not, and therefore they should 
not be obliged to object.

49  This is to move the case to a judgment procedure in which the arguments are made in public, assuming 
that the request for speedy action can no longer be carried out because a complaint has been filed. 
The legislator believes that since the right to request disclosure of information about the sender is a 
substantive legal right, this will at least fulfill the demand for fair procedures necessary to determine the 
right. A similar mechanism has been adopted in lawsuits concerning claims based on bills and checks 
(Article 357 of the Code of Civil Procedure) and small claims cases (Article 378 of the Code of Civil 
Procedure).

50  If the parties reach a settlement outside of court, it is expected that the petition will be withdrawn.
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51  A petition to make the sender provide information is treated as incidental to a petition for disclosure of 
the sender's information. See, Shimizu and Nakazawa, supra note 11, pp. 90-91.

52  The content of this notice will not be made known to the victim. Therefore, if the communication 
between providers through this notice is not successful, for example, if the content provider provides 
incorrect information, the disclosed information may ultimately be useless. See, Sogabe, supra note 1, p. 6, 
Takahashi, supra note 32, p. 13.

53  See, Takahashi, supra note 32, pp. 10-11.
54  In practice, international jurisdiction over actions against those conducting business in Japan for 

business in Japan (Article 9 Paragraph 1 Item 3 after the reform) will be used in many cases.
55  It has been pointed out that in a proceeding to request disclosure of information about the sender, 

if the complainant is not a user of the social networking service provided by the content provider, 
the complainant may not be bound by the agreement on jurisdiction. See, Shino Kaminuma, 
Hasshinsyajohokaijiseikyu no kaigaijigyousya ni kakaru taiou to kentojiko [Response to overseas service 
providers regarding requests for disclosure of sender information and matters to be considered], 
Business homu Vol. 21 No. 8(2021) p. 100.

56  If the victim is a consumer, I believe that agreements that grant international jurisdiction only to foreign 
courts should be invalidated.

57 Twitter, Facebook, and Instagram are typical examples.
58  Takahashi, supra note 32, p. 14, Yohei Shimizu, Kaijijoho no taisyokakudai [Expansion of the scope 

of disclosed information], Business Homu Vol. 21 No. 8 (2021) pp. 86-87. In practice, it is said that the 
existing provisions have been broadly interpreted in order to provide remedies for victims.

59  However, the specific content of the information to be disclosed is to be determined by the Ordinance 
by of the Ministry of Internal Affairs and Communications, and the Ministerial Order has not yet been 
clarified.

60  Shimizu, supra note 57, p. 87. In reality, content providers often have information about the sender's 
e-mail address, and there are few cases that fall under this category.

61  The requirements for exercising the right are also largely left to the Ordinance Ministry of Internal 
Affairs and Communications, which will be revealed in the future, and therefore it is unfortunately not 
clear to what extent this system can be used.

62  Depending on the content of the Ordinance by the Ministry of Internal Affairs and Communications, it 
is expected that social networking services such as Twitter, Facebook, and Instagram may fall under this 
category. See, Shimizu, supra note 57, p.87.

63  This support for the so-called login type is based solely on the premise that it is a requirement for 
content providers. See, Shimizu, supra note 57, p.88.

64  See, Sogabe, supra note 1, pp. 4-5.
65  https://www.saferinternet.or.jp/wordpress/wp-content/uploads/infringe_guidenline_v0.pdf　(Present 

on August 26, 2021).
66  See, Guidelines on the Clarity of Violations of Rights, pp. 4-5.
67  See, Guidelines on the Clarity of Violations of Rights, pp. 6-9.
68  See, Sogabe, supra note 1, p. 5.
69  See, Sogabe, supra note 1, p. 6.
70  See, Kazuhiko Yamamoto, Teiso wo youi ni surutame no tetsuzuki hoho [Procedural methods to facilitate 

the filing of a lawsuit] in Masao Horibe, Purovaida sekinin seigen ho jitsumu to riron [Law to limit provider 
liability Practice and Theory] (2012), pp. 158-160.

71  In Japan, it is generally the Ministry of Justice that is in charge of legislation regarding court 
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proceedings, with procedural law researchers, judges, and lawyers playing a central role in the drafting 
process. However, the Ministry of Internal Affairs and Communications, which is the supervisory 
authority of the telecommunications industry, was in charge of the legislation for the procedures for 
disclosure of information on the sender, because it is related to the telecommunications system. I would 
like to think that the Ministry of Internal Affairs and Communications conducted the legislative work in a 
neutral and fair manner. However, there are many doubts about the deliverables.

72  Article 3 of the Supplementary Provisions stipulates that the government should review the status of 
implementation within five years of its enforcement.

73  The Ministr y of Internal Af fairs and Communications' ministerial ordinance on disclosure of 
information about senders has been reformed in 2011, 2015, 2016, and 2020 since the law was enacted in 
2002. Can we say that this is a lot?

74 The writing was completed on August 31, 2021.
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