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Abstract: Recent years have seen an increasing number of discrete chaotic algorithms proposed. In spite of this, most 
of them have issues, such as security or lack of robustness. The dynamic image encryption system presented here is 
based on one-dimensional non-linear chaotic maps. Stable period-one fixed point or ergodic properties distinguish this 
dynamical system from other types. They undergo bifurcation from a stable single periodic state to a chaotic one, 
without undergoing the conventional period doubling. KS-entropy for this map is also shown in relation to the control 
parameter. Encryption failures, such as a low level of security, a low speed of encryption, and key space, are addressed 
by this scheme's design. 

Keywords: Chaotic maps; Image Encryption; Piecewise non-linear maps; Cryptography; KS-entropy; Security 
analysis. 

 
1 Introduction 

Chaotic systems exhibit a variety of intriguing properties, including their sensitivity to control parameters and initial 
conditions, their ergodicity, mixing, and exactness properties, and so on [1,2]. Pseudo-random coding (i.e., chaotic) and 
cryptography have some requirements that can be linked to almost any property [3,4,5,6]. Figure 1 illustrates the 
connection between cryptography encryption system and chaotic system (i.e., Pseudo-random coding). The properties 
of chaotic and cryptographic systems are shown in the Table 1[7,8] (Al-Hazaimeh,2021). 

 
Fig. 1. Interaction of chaotic systems and cryptography. 

There has been an increase in interest in the field of chaotic cryptography during the 1990s, which has resulted in 
numerous systems for analog and digital chaotic encryption being suggested [9,10,11,12] and analyzed [13,14]. 
Consider, for instance, by utilizing the Beta function, Zahmoul et al. (2017) suggested a novel chaotic mapping [15]. By 
combining two random hyper-chaotic systems, Zhu et al. (2017) came up with a novel hyper-chaotic system [16]. Natiq 
et al. (2018) described a novel three-dimensional multi-attribute chaotic system (i.e., 3-MACS) with hidden attractors 
and self-excited [17]. Using the Residue Number System (i.e., RNS), Michaels and Chester (2012) developed a way for 
creating a digital chaotic system [18]. 

Table 1:  Chaotic Systems versus Cryptographic systems - A Comparison. 
Cryptographic Chaotic Description 
Round Iteration A set number of computer instructions until a condition is met 
Keys Parameters A minor change in the system parameters can result in a significant 

change in the output. 
Confusion Ergodicity For each given input, the output will be distributed in the same way. 
Diffusion Sensitivity to A tiny adjustment in the input can have a significant impact on the output. 



1174       A. Abu-Ein: An Effective Chaotic Image Encryption… 

 
© 2023 NSP 
Natural Sciences Publishing Cor. 
 

initial condition  
Algorithm 
complexity  

Structure 
complexity 

The complexity of a simple procedure is extremely high. 

Randomness Dynamic  It's possible for a deterministic process to exhibit random-like behavior. 

The goal of this research is to go over digital cryptosystems. As a result of their intrinsic chaotic properties, many 
different zero-watermarking approaches and picture encryption algorithms based on conventional chaotic mappings, 
such as Tent, Sine, piecewise linear, and Logistic mappings, have been described [19,20]. Indeed, these are the most 
basic chaotic systems (i.e., simplest). Numerous cryptosystems based on logistic maps [21], piecewise linear maps [22], 
and piecewise non-linear maps have been presented in recent years [23]. Table 2 examines the characteristics of various 
picture encryption techniques based on chaotic maps [24]. 

Table 2: Comparison of image encryption schemes. 
Schemes Chaotic Maps Weaknesses Strength 
[25] Chaotic Maps 

(Trigonometric) 
The PRNS exhibits extremely 
little randomness [26]. 

- Large key space 
- High-level security 

[27] Chaotic standard 
and  

 - Extremely fast  
- Structured simply 

[28] logistic maps The plain-image change is not 
sensitive enough [26]. 

- Extremely fast 
- Structured simply 
- Large key space 

[29] logistic maps (Two 
chaotic maps) 

The percentage of weak and 
invalid keys [26]. 

- Simple mixture 
- Less time complexity 

[30] Logistic and chaotic 
standard maps 

Vulnerable to chosen plaintext 
and known plaintext attacks 
[7]. 

- A powerful tool for generating a great 
deal of confusion. 
- Extremely fast 

[21] Logistic, tent, sine, 
and cubic mappings 

There are a large number of 
broken keys [7]. 

- Constructed simply 
- Secret key is implied by using chaotic 
system's initial condition. 

Piecewise linear chaotic maps exhibit ideal dynamical features and are easily implemented in software and hardware. 
They are frequently employed in chaotic digital ciphers [31]. Despite the efficiency and simplicity that a one-
dimensional (i.e., 1-D) chaotic system provides [32], it has fundamental disadvantages, including a weak security 
function, slow performance (i.e., speed), and a small key space [33]. 

To address some of the drawbacks of piecewise linear chaotic maps, piecewise non-linear chaotic maps are introduced. 
In addition to the control parameter and the initial condition, our piecewise non-linear chaotic maps cryptosystem 
incorporates a third component, probability. More than two parameters appear to increase the level of diffusion and 
confusion during the encryption process, resulting in a more secure cryptosystem.  To further enhance the security of 
cryptosystems, we link additional chaotic maps (i.e., trigonometric) to the non-linear piecewise chaotic mappings. 
Adding two parameters to the chaotic map (i.e., trigonometric), in addition to the parameters of piecewise chaotic maps, 
has expanded the key space. 

The following is the structure of this paper. Preliminary knowledge is introduced in Section 1. In Section 2, we'll focus 
on the algorithm we've developed. Sections 3 show the findings of the experiments and the security analysis. In the final 
section, there is a brief conclusion. 

2 Proposed schemes 

One-parameter non-linear chaotic maps with an invariant measure are first discussed in this paper. These maps can be 
classified as [34]: 

                                                                                                              (1) 

We utilized the following identity to derive the aforementioned formula: 

  (2)The definition of an invariant measure is [34]: 

       (3) 
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The "Kolmogorov-Sinai" (i.e., KS) Entropy can be calculated as follows [34]: 

                                                                        (4) 

As an alternative, it can be referred to as 

      (5) 

The invariant measure Eq. (3) can be used to calculate KS-entropy, leading to [34]: 

                                                                                                                        (6) 

Two chaotic maps are used in the proposed scheme to accomplish the goal of image encryption. In order to use our 
proposed scheme, we begin by transforming the plain text   into . P's probabilistic parameter is then 
constructed by iterating over the chaotic map in Eqs. (7-8) and utilizing the results. Consider the following formulas as 
an illustration: 

                                                                                                  (7) 

                                (8) 

The piecewise mappings are now defined in terms of Eq. (2) as 

                                 (9) 

Piecewise mappings Eq. (9) are used to encrypt the produced   matrix. 

                   (10) 

It should be noted that   is the outcome of iteration of the piecewise non-linear chaotic maps. The parameters of the 
chaotic map (  and ) are then adjusted through the use of simple functions ( ). The 
method of decryption is nearly identical to that of encryption, except that the processes are reversed as shown in Figure 
2. 

 
Fig. 2. The diagram of proposed image encryption. 
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3 Simulation experiments and security analysis 

MATLAB R2021a on a machine with a 2.42 GHz CPU, 8.00 GB of memory, and Microsoft Windows 10 Pro as the 
operating system is used to run many experiments to verify the effectiveness of the suggested encryption algorithm. The 
Girl, Lena, Finger, and Iris test images (256 x 256 of size) presented in Figure3are chosen as illustrative examples in the 
experimental analysis. Our visual results for the Girl and Finger images exclusively, due to the similarity of the results 
for the other test images. 

 
Fig. 3. Images for testing. 

Images of a Girl and a Finger were encrypted with different keys and shown in Figure 4. If you look at it visually, it's 
clear that the proposed scheme is capable of disguising plain-text images (conceal the plain-text image's texture). 

 
Fig. 4. Encryption results with . 

Image encryption schemes cannot be judged only based on their appearance. You should consider a number of different 
security measures when trying to quantify the degree of encryption. It will be examined and analyzed in the next 
sections. 

3.1 Histogram analysis 

Gray scale distributions, or histograms, show the distribution of pixel values in an image. A plain-text image's 
histogram should be completely distinct from an encrypted image's histogram in order to prevent statistical attacks 
[35,36,37]. Afterward, we encrypt the image of a Girl and plot the histograms. The plain-text image of a Girl's 
histogram is depicted in Figure 5-a. Figure 5-b shows the encrypted image's histogram using the proposed scheme. 

 
Fig. 5. The histograms analysis. 

It is difficult for an intruder (i.e., 3rd party) to perform a successful statistical attack (i.e., analysis) on the encrypted 
image (i.e., cipher) of the proposed system since the cipher-text image's histograms pretty uniform. 

3.2 PSNR analysis 

"Peak signal-to-noise ratio" (i.e., PSNR) is a statistic that measures the difference between plain-text and cipher-text 
images [7]. When a plain-text image is used as the signal and a cipher-text image as the noise, this metric can be used as 
a factor in the evaluation of security. A greater PSNR value indicates that the plain-text image is very similar to the 
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encrypted image (i.e., cipher-text), which is undesirable in any encryption technique. The following formula can be 
used to determine PSNR [7]: 

                                      (11) 

is the highest gray scale value of a plain-text image, and MSE is the "cumulative squared error" between plain-text 
and cipher-text, MES can be written as: 

                                     (12) 

Table 3 shows the PSNR metric's outcome. A comparison of two other methods shows that the proposed algorithm has 
a lower PSNR value than any of them. 

Table 3:  PSNR (dB) results. 
Test images Schemes 

[38] [39] Proposed 
Girl 15.3412 9.9811 7.9583 
Lena 14.1954 9.1091 7.6334 
Finger 15.7234 8.9910 7.9791 
Iris 15.9871 8.9878 7.8815 

3.3 Two adjacent pixels-based correlation analysis 

Correlation coefficients between neighboring pixels in a cipher-text image are one of the primary metrics used to 
quantify the image's diffusion and confusion features [7]. The following approach is used to determine the correlation 
coefficient between two neighboring pixels (i.e., horizontally, vertically, and diagonally). 2000 pairs of adjacent plain-
text and cipher-text images in all directions (i.e., diagonal, vertical, and horizontal) are randomly selected. In order to 
figure out the correlation coefficient, two discrete formulas must be employed as below: 

                               (13) 

                      (14) 

As demonstrated in Figure 6, two adjacent pixels on either side of each other in the original Girl image are correlated. 
All three directions of correlation (i.e., horizontal, vertical, and diagonal) can be seen from Figure 6 respectively. 

 
Fig. 6. Girl plain-text image pixel by pixel plotting. 

Figure 7 shows the correlation analysis plots when the Girl image is encrypted using the suggested technique. There are 
no discernible patterns in the cipher-text image's plots. The results for Lena, Finger, and Iris images are similar to those 
for Girl image. 

 
Fig. 7. Girl cipher-text image pixel by pixel plotting. 

Table 4's quantitative study of cipher-text images shows that the proposed scheme has virtually zero correlation 
coefficients with the methods proposed in [38,39]. It demonstrates that the proposed system is secure (i.e., high security 
level). 
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Table 4:  Two adjacent pixels' correlation coefficient. 
Test image Direction Schemes 

[38] [39] Proposed Plain-text 
Girl Vertical 0.0216 0.0119 0.0041 0.9499 
 Horizontal 0.9427 0.0353 0.0051 0.9227 
 Diagonal 0.0317 -0.0921 0.0011 0.9855 
Lena Vertical 0.0295 0.0120 0.0063 0.8753 
 Horizontal 0.9312 0.0127 0.0056 0.9283 
 Diagonal 0.0168 0.0176 0.0034 0.8881 
Finger Vertical -0.0289 0.0891 0.0026 0.9115 
 Horizontal 0.9378 0.0327 0.0062 0.9457 
 Diagonal 0.0121 0.0091 0.0041 0.8901 
Iris Vertical 0.0296 -0.0264 0.0045 0.9193 
 Horizontal 0.9423 0.0221 0.0026 0.9867 
 Diagonal -0.0193 0.0174 0.0019 0.8457 

3.4 Key sensitivity analysis 

Encryption algorithms are only as strong as their keys, and this is where the importance of key sensitivity comes into 
play. Small changes in the keys (i.e., a single bit flip) should result in dramatic changes in the output [6,40,41]. The key 
sensitivity of the proposed scheme is highlighted in Figures 8 and 9. Figures 8 and 9 shows that even a tiny change in 
and can have a substantial impact on the cipher-text image it corresponds to. 

 
Fig. 8. Key sensitivity of plain. 

 
Fig. 9. Key sensitivity of cipher. 

3.5 Time analysis 

Minimal resources and computing time are necessary for an efficient method. We have summarized the findings of the 
proposed, [38], and [39] schemes in Table 4 to demonstrate their computational complexity. Table 4 displays the 
amount of time it takes to encrypt plaintext images. Decryption takes almost as long as encryption because it is an 
inverse operation. Table 5 shows that the proposed scheme has a lower computational complexity than other schemes, 
as shown. 

Table 5:  Time analysis. 
Test images Schemes 

[38] [39] Proposed 
Girl 3.47 Sec. 11.42 Sec. 1.73 Sec. 
Lena 3.23 Sec. 11.12 Sec. 1.57 Sec. 
Finger 3.44 Sec. 11.30 Sec. 1.98 Sec. 
Iris 3.26 Sec. 11.12 Sec. 2.08 Sec. 
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3.6 Key space analysis 

The number of keys that can be utilized in a cryptosystem's encryption and decryption is known as the key space size. 
The amount of key space available can be used to estimate an encryption algorithm's strength. According to Alvarez and 
Li (2006), a key space of at least 2100 is required to prevent a brute force attack. In the proposed scheme, Initial 
conditions and control parameters are specified with a precision of 10-14, and the size of the key space for these 
parameters and conditions is 2186 [42]. Therefore, this large key space can resist any brute force attack. 

3.7 Plain-text and cipher-text images- Based correlations analysis 

An analysis of the correspondence between plaintext and encrypted images can be performed by computing the two-
dimensional correlation. Formula for calculating correlation coefficient is given below [43,44]: 

                    (15) 

Various shames are compared to the proposed scheme, and the results are shown in Table 6. According to the proposed 
scheme, CC values near to 0 indicate a large disparity between the pictures of plain-text and cipher-text in the proposed 
scheme. 

Table 6:  Analyses of the proposed scheme in comparison with other existing schemes. 
Test images Schemes 

[38] [39] Proposed 
Girl 0.0091 0.0208 0.0054 
Lena 0.0059 −0.0076 0.0029 
Finger 0.0045 −0.2399 0.0039 
Iris 0.0056 −0.0038 0.0033 

3.8 Contrast analysis 

Contrast analysis is a technique that analyzes images for the degree of local intensity variation they contain [7]. A 
higher contrast value implies that the image contains significantly varying gray levels, whilst a lower number suggests 
that the gray levels are constant. Image contrast is defined as [7]: 

                                                                                           (16) 

Contrast of plain-text and encrypted images (i.e., cipher) are evaluated and its results is listed in Table 7. Table 7 shows 
the contrast between plain-text and encrypted images (i.e., cipher). Table 7 shows that the proposed scheme has higher 
contrast levels than the values of plaintext pictures in [38] and [39], which show that the proposed scheme has a 
significant degree of unpredictability in comparison to other schemes. 

Table 7:  Contrast analysis. 
Test image Schemes 

[38] [39] Proposed Plain-text 
Girl 0.2101 8.3788 9.5343 0.3058 
Lena 0.2213 8.4156 10.0852 0.7207 
Finger 0.2239 4.4233 10.0087 0.3850 
Iris 0.2702 4.4323 9.9947 0.8582 

4 Conclusion 

This work proposes a new approach for image encryption based on piecewise non-linear chaotic maps. These maps' 
advantages include ergodicity and the ability to determine KS-entropy. In this system, trigonometric and piecewise non-
linear chaotic maps were examined for their potential as secure, quick, and reliable encryption tools. It is vital to 
remember that chaotic cryptosystems are often slower than non-chaotic ones that are commercially accessible. The 
proposed cryptosystem offers a high level of security, as demonstrated by theoretical and experimental study. The 
acquired findings validated our proposed cryptosystem. As a consequence of our positive studies, we believe that our 
encryption system is ideal for Internet image encryption and secure transmission of confidential information over the 
Internet. 
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