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Internet of Things (loT) is the hot topic in the field of technology nowadays. We want everything
to be automated in our daily life. A huge revolution has been brought by loT in the history of
Internet. 10T enables smart devices to collect specific data and exchange data among them. Ex-
changing data between smart devices usually occurs through some loT communication protocol.
Efficiency of a protocol depends in so many things such as Data Packet Rate, Security, Band-
width, Communication overhead, Support of Quality of Service (QoS) level. In this research, some
loT protocols will be compared based on their efficiency and the protocols can be MQTT (Mes-
sage Queue Telemetry Transport), COAP (Constrained Application Protocol), AMQP (Advanced
Message Queuing Protocol). RuuviTag sensor (a wireless BLE device) will be connected to a
mobile app though BLE (Bluetooth Low Energy). Though these protocols data from RuuviTag
sensor will be transmitted among clients. These protocols will be compared based on their imple-
mentation complexity, data accuracy, application scalability, security. These comparison metrices
among protocols will reveal the efficient protocol. The findings of this research will facilitate to a
better understanding of the efficiency elements that are involved with loT communication protocol
by illuminating their performance traits and potential drawbacks. This research aims to identify
the most suitable protocol based on the specific requirements of the endeavor. By carefully eval-
uating and analyzing the needs of the investigation, this study will contribute to the selection of
an appropriate communication protocol. This research analyses the gaps and barriers of selecting
an efficient protocol, and in order to improve the process this research will propose potential di-

rections for future research.
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1. INTRODUCTION

In the modern era of wireless telecommunication, Internet of Things (loT) is the rapid
growing paradigm and gaining the ground quickly in this technology. IoT is a concept
that allows high level interaction among distributed things. loT enabled devices became
part of smart device systems since |loT incorporates machine-to-machine (M2M) com-
munication. 10T includes embedded system that can work with different kinds of data via

sensor [1].

1.1 Motivation

loT has a goal of ubiquitous computing that helps to interconnect physical devices though
a network which can be internet. 10T technology consists of a large number of smart
devices. Smart devices are collaborative electronic gadgets that support daily activities
and comprehend simple human commands. There are some key features that makes a
device smart. These key features can be categorized into context-awareness, device
connectivity and autonomy [2]. Along with these three key features smart also comes
with features like learning, remote accessibility and so on. Most of these devices comes
with different issues and those issues can be inefficient data processing ability, short in
power life, small range, less compatibility, lack of security and many more. Thus, an

implementation way is required that can carry out these conditions more efficiently.

These smart 0T devices produce large volume of data. The data they produce are from
the surroundings of the devices. Usually, smart devices are dedicated to produce specific
kind of data. After producing the data smart devices need to communicate with each
other to transmit those data. For communication among them a communication protocol
is necessary. With communication protocol these data can be shared efficiently and flex-
ibly. Focus area for this study will be communication protocol in application layer. Along
with some standard measurement of communication protocols performance issue, la-
tency, power consumption and security will also be in review [3]. This comparative anal-
ysis on loT communication protocol will help to find best communication protocol for

smart devices.



1.2 Purpose

loT network is dependent on networking, communication and sensory technology and is
reliant on the number of linked devices. The advancement of the Internet of Things has
been significantly aided by developments in the field of wireless sensor networks. Devel-
opment of a variety of different devices and technologies like RFID (Radio Frequency
Identification), NFC (Near Field Communication), BLE (Bluetooth Low Energy), ZigBee,
smart phones, cloud computing, Wi-Fi and so on are employed to support loT as shown

in the Figure 1.

RFID Auto ID ITU loT | RFIDCMOS

Smart Phone Bar Codes

Cloud Computing WSN

Location Based Service SOA

Near Field Communication

Internet of Things

Social Networks

Internet (Ipv6), 3g/4g, Wi-Fi, BLE, Zigbee, Wimax

Figure 1. Technologies connected to loT [4].

loT is, therefore, becoming more popular across the enterprise, for instance in pharma-
ceutics, manufacturing, retail, and logistics. Due to the rapid growth of sensor networks,
smartphones and wireless communication, a growing number of smart devices and net-
worked things are now included on the Internet of Things. loT-related technologies are
having an enormous impact on enterprise system technologies and Information and

Communication Technology (ICT) because of these advancements.



Due to these developments, there are new physical objects referred as sensors. These
sensors are developed with advanced technologies. RuuviTag sensor is a wireless BLE
(Bluetooth Low Energy) device, developed by a Finnish start-up company that measures
temperature, air humidity, air pressure and movement. RuuviTag sensor track data using
on ESP32 Bluetooth Low Energy Tracker Hub. RuuviTag sensor will be connected to a
cross platform mobile app. A gateway named Ruuvi Gateway which is also included in
this research and can be connected to the mobile app. Ruuvi Gateway will receive data
from RuuviTag sensor and send the data to the connected mobile app. Various commu-
nication protocols such as MQTT, CoAP and AMQP will be assessed to accomplish the
best protocol for these cases. Based on different metrices and requirements these pro-

tocols will be judged to be the fittest one.

1.3 Research Design

The Internet of Things (loT) is a network that refers to billions of physical devices that
collect and share data via internet such as different sensors, actuators and many more.
The advancement has led to several new innovations that have made it more efficient,
comfortable, and dependable. The “Thing” in 10T can be any object having a sensor
implanted in it that has the capacity to gather data and communicate it across the net-
work without operator intervention [5]. A great transformation loT brings to our life by
making revolution in the field of automation. One good example of loT is that it has the
concept of Smart Home Systems (SHS) and appliances that includes smart devices.
SHS is an automation system that can check and monitor both indoors and outdoors
data of home [6]. Smart devices can take decision according to the instruction what to
do with those data such as filtering, modifying and so on. The common task of smart

devices is to send data back to the central application.

The smart device used for this research work is RuuviTag sensor. RuuviTag is a Blue-
tooth beacon that can send small sized messages continuously. For that, it can be as-
sumed that continuous message sending may affect its battery life but in real it does not
affect battery life as it is a Bluetooth Low Energy (BLE) device which requires very small
amount of power consumption. These small sized messages will be sent from RuuviTag
sensor to a dedicated mobile app on which the sensor will be connected. Mobile app will
control the connection of RuuviTag sensor, and more than one sensor will be possible
to connect. Messages from different sensors will be handled separately. Another sce-
nario of this research will be, Ruuvi Gateway will be connect to the mobile app and will

send the data to the mobile app after acquiring it from RuuviTag sensor.



The connection between RuuviTag sensor or Ruuvi Gateway and mobile app will be
established with Bluetooth. Then data will be transmitted across the IoT environment
through IoT communication protocol from application layer. Few known protocols such
as MQTT, CoAP and AMQP will be applied. Based on some standard criteria these pro-
tocols will be judged and most efficient protocol can be found for this research. Choosing
criteria stand is also important as each protocol have their own advantage and disad-
vantage. The difference between criteria may result in varying efficiencies among proto-
cols. Some basic criteria that can be considered for this research are QoS, performance,
interoperability, security, fault tolerance and so on [7]. For handling large number of users
with real time data the best protocol also can be judged by application scalability, flexi-
bility, protocol implementation complexity, support of QoS level, protocol suitability for

these specific scenarios and so on.

In this research, the mobile application will be able to handle multiple connections with
RuuviTag sensors. From that point of view, mobile application and RuuviTag sensors will
go through simultaneous connectivity. Scalability from both end of connectivity is one of
the critical concerns here. If one of the ends lose scalability, communication protocols
will not produce expected results as it should be. An existing mobile application with
previous feature will be used for this research. After integrating the sensors, mobile ap-
plication should be same flexible as it was before. High quality and robustness are es-
sential during data exchange between sensors and application. Secure transmission will

increase the reliability of the communication protocol.

As a Software Designer at a company, | have started working on this research. The
company already possesses its own loT solution, which includes a React Native mobile
application. This application enables users to view telemetry data, encompassing infor-
mation such as location, battery status, magnetometer, gyroscope, and accelerometer
readings. The user can select specific information, which can then be sent to the cloud
in a structured format, determined by the user-configurable sampling rate. Furthermore,

the mobile application can generate reports based on the telemetry data for the user.

The remainder of the thesis is structured as follows. Chapter 2 provides an overview of
the Internet of Things (loT), followed by a brief discussion of the loT architecture, which
encompasses different layers. Among the various application domains within the realm
of 0T, one specific application domain Smart Homes, is explored later in this chapter.

Chapter 3 delves into three protocols, namely MQTT, CoAP, and AMQP, discussing their



quality of service and various attributes. Chapter 4 serves as a methodological discus-
sion, focusing on the RuuviTag sensor and React Native. The chapter outlines how data
will be transferred between the RuuviTag sensor and the mobile application, followed by
a discussion on the quality attributes that the mobile application should maintain. Chapter
5 presents the implementation details of all three protocols (MQTT, CoAP, and AMQP),
highlighting the processing of RuuviTag sensor data throughout the implementation. The
protocols are compared based on complexity, accuracy, scalability, and security. This
chapter also addresses the limitations of this research. Finally, Chapter 6 offers a com-

prehensive conclusion of the research.



2. INTERNET OF THINGS

Internet of Things (loT) has emerged in recent years as one of the most prominent 21st-
century technologies. In this chapter a brief overview of |oT, IoT Architecture with differ-

ent layers, loT Application Domains and Smart Homes will be discussed.

2.1 Overview

The very first introduction of loT came from a member of Radio Frequency Identification
(RFID) development community in 1999 [8]. From the name it can be easily assumed
that loT is a combination of two words named “Internet” and “Things”. One of the most

accurate ways to define loT would be:

“An open and comprehensive network of intelligent objects that have the capacity to
auto-organize, share information, data and resources, reacting and acting in face of sit-

uations and changes in the environment” [9]

In more concrete fashion, 10T is the network which connect computing devices, digital or
mechanical machines, objects those are given unique identifiers (UIDs) and IoT has the
capacity to transfer data without the necessity of human-to-human or human-to-com-
puter interaction. The loT notion is fairly broad and has many distinct types of meanings

and it is associated with "Ubiquitous Computing".

Efficient real time data tracking making loT more popular among large industries. Real-
time data analytics helping these industries to detect malfunctions easily. More data is
playing vital role to make more accurate decisions and stable connection. Better deci-

sions for the products will improve customer experience.

From the Figure 2, a physical device or computer program known as an loT gateway that
connects the cloud to controllers, sensors, and other intelligent devices. A straightfor-
ward loT gateway performs similar responsibilities to a Wi-Fi router. The gateway in a
loT system receives a Wi-Fi connection, and then routes the data from the loT device to
desired location such as user interface, backend system or cloud for data analysis, stor-
age or to process. Devices with network connections and data transmission capabilities
are called IoT enabled devices or smart devices. The ecosystem of loT is made up of

web-enabled smart devices that use embedded systems, such as processors, sensors,



and communication hardware, to accumulate, send, and react on the data they get
through their surroundings. Any loT enabled device can share the data to an loT gateway
that they are connected with or any other edge devices such as loT server or |oT router
which will send the data to the cloud or analyze locally. These devices communicate with
other devices such as smart switches, smart devices and so on, these are related to the
process as an act on the data they received. Most of the work in this process is done by
the devices without any human involvement. Although, human can only interact by set-

ting them up, giving instruction or access data.

IoT Device IoT Device loT De.vwe
(e.g. sensor) (e.g. camera) 2, I
£ £ controller)
A A A
Y Y
IoT
Gateway or Hub
A A A
Y Y Y
User Intcrfacc. (e.g. Backend
web or mobile Cloud
. Systems
application)

Figure 2. Sample loT System [10] [11].

loT is helping people to work and live more intelligently and slowly IoT is gaining maxi-
mum control over their daily life. IoT allowing people to automate almost everything, and
it lightens the workload. A useful example can be smart watches. This device can auto-
matically track user behaviours and make range of recommendations to the user based

on user’s activity and location.



2.2 loT Architecture

Architecture as a context can be simply defined as a structure of a system. This structure
encompasses all elements, interactions between them, the environment in which they
function, and the principles that used in designing. The most basic IoT architecture con-
sists of 3-layer model. The layers in basic loT architecture are Perception, Network and
Application layer. In 3-layer architecture model, the perception layer has sensors that
used to sense information from the surroundings. The network layer is responsible for
connecting to other smart and network devices, and server. Its capabilities are also em-
ployed for processing and transferring sensor data. Delivering application-specific ser-

vices to the user is the responsibility of the application layer.

Business Application Middleware Network Perception
Layer Layer Layer Layer Layer
) User Application Ublquﬂqus RFID
Business Models Computing
Secure
Transmission
Environment Imformation
o p Camera
Flow Charts Monitoring Processing
Wueles; >
Technologies
Smart Assistance Cloud Service Sensors
Graphs
End to End
Communication
Statistics
Smart Homes DaFa!)asF: Barcode Reader
Provisioning

Figure 3.I0T Architecture.

When IoT project entails a variety of cutting-edge technology with a wide range of appli-
cations, 5-layer architecture assumed to be the ideal fit. The 5-layer model is just an
extension to the basic model with two additional layers. As illustrated in the Figure 3,
these two additional layers are Business layer and Middleware layer [12] [13] [14]. The
business layer is in charge of supervising the |oT system's overall business logic and
processes. The middleware layer within the loT architecture serves as a crucial link con-

necting the application and network levels.

There are also other loT architectural model such as 4-layer and 6-layer model. Along

with basic layers an extra layer named Support layer comes on 4-layer architecture



model [15]. For data processing or storage, the support layer is typically used. Based on
project structure Support layer can be replaced by Data Processing layer. In 6-layer ar-
chitecture, Observer or Monitoring layer comes with all other 5 layers from 5-layer archi-
tecture. Data authentications are done in the observer layer. All kind of software agents
resides in this layer, and they are responsible for decision making and reasoning [16].

Following is a quick overview of each layer based on a 5-layer architecture.

2.2.1 Business Layer

The business layer illustrates the business model that helps an organization achieve its
corporate goals. It engages with stakeholders to support the business decision-making
process and assist them to gain insights from the information generated on the applica-
tion layer and support the business decision making process. It entails insights such as
creating graphs, flowcharts, outcomes analysis, and how the device can be updated,
among other things. The business layer is the manager of loT architecture because it
manages the application, services, build business models and many more. Any device's
success depends not just on the technologies it uses, but also on how it is distributed to
its users. For the device, the business layer does these duties. |oT business layer allows
research not only for business models but also or profit models. As business model plays
a vital role, based on loT services and activities business models are selected and it
serves specific loT maturity and adoption. Business model can create many uncertain-
ties such as true economic uncertainty, competition uncertainty, true uncertainty, pre-
dictable future uncertainty, range of future uncertainties and many more. These uncer-
tainties are considered as loT challenges [17]. Uncertainties are always important for
any business. For example, during COVID-19 every organization in the world had chal-
lenging times. Uncertainties helps a business to deal with this kind of situation. Some-
times there is no way to avoid a situation from being completely uncertain, but if manag-
ers are aware of a product's uncertainties, it will assist to mitigate the crisis somewhat
and maintain consumers trust in the product. Along with business models with the help
on insights business layer also provides the accurate usage and sales report. From these
reports manager can manage the product more efficiently. This layer also takes good
care of the user privacy which is very important in loT. Finally, loT business layer meas-
ure the loT application with other relevant application that are in demand in the market

currently.

2.2.2 Application Layer
Application layer mainly develop application based on the data that are processed from

middleware layer and this application attain the need of the business. Application layer
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serves an interface between application users and IoT. This layer is mostly responsible
for customer service, high-quality smart assistance, satisfy all kind of customer require-
ments. There are range of protocols in application layer which can establish the commu-
nication between the internet, loT gateways and user application. These protocols carry
command from the user application to the edge devices and acknowledge servers about
the latest update of the device. Some most common application layer protocols are Con-
strained Application Protocol (CoAP), Message Queue Telemetry Transport (MQTT),
Advanced Message Queuing Protocol (AMQP) and so on [18]. There is no standard pro-
tocol for every loT application. Factors like data latency, reliability, scalability, bandwidth,
transport helps to find the right protocol for a specific loT application. Any user application
manages to accomplish data storage, mining and intelligence in decision making with
the help of application layer. Application layers helps IoT to push for a larger scale of

development in the field of technology.

2.2.3 Middleware Layer

The first and foremost task of middleware layer is hiding the hardware details from the
developers and encourage them to provide more concentration on the development pro-
cess of the application. Middleware layer comes up with many advanced features such
as ubiquitous computing, service management, information processing, data storage
and many more. Other than the features this layer make sure scalability, abstraction,
interoperability and provide service for the customers [19]. After receiving data from the
hardware, it can make decision based on the data and can perform filtering and aggre-
gation on the received data. If needed it can send the required actions over the network
according to the commands that came through those data. The service and the requester
of that service are bind together in this layer considering their name and address. Thus,
this enables the developers to work without thinking about a specific platform and heter-
ogeneous objects. Vendor provided web and mobile app can work here as well as the
cloud service is integrated with this layer. The raw data from loT devices are extracted
here as a part of information processing and converted into human-readable or machine-

readable format. This method distinguishes useful abstractions from the raw data.

2.2.4 Network Layer

The Internet of Things is a vast network that connects billions of different networks in
addition to billions of physical objects. Communication between various networks and
entities is therefore crucially important. The ultimate goal in [oT is to transmit information
across the network. Therefore, network layer considered to be the heart of the loT sys-

tem. This layer deals with risks such as unauthorized access, confidentiality, any middle
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man attacks, precision of the data, service attacks and so on. Basic communication
framework can be implemented by the network layer. Network layer also called transport
layer because of its responsibility of establishing communication between middleware
layer and perception layer by using 3G, 4G, Bluetooth, Wi-Fi, NFC and so on [20]. For
routing, a variety of protocols can be used in this layer and these protocols falls into two
categories: standard and non-standard. Routing Protocol for Low-Power and Lossy Net-
works (RPL), Collection Tree Protocol (CTP) and many more are standard protocols.
Common Address Redundancy Protocol (CARP) is one of the non-standard protocols
that are used in network layer for routing [21]. There are two sublayers called routing
layer and encapsulation layer. The routing layer manages the packet transit between the

source and destination. The packets are formed by the encapsulation layer [22].

2.2.5 Perception Layer

The primary responsibility of the perception layer is to detect physical characteristics of
objects such as temperature, humidity, air pressure, location and so on by using a variety
of sensors like RFID, wireless sensors, camera sensor, barcodes and many more. Then
in this layer these characteristics are converted into digital signals that are quick and
easy to transmit over a network. Because of this, the perception layer is also known as
a physical layer [23]. For designing microchips in wireless communications perception

layer plays a vital role.

Wireless sensors are one of most popular kind of way to transmit information in loT.
Wireless sensors consume very little power and therefore, wireless sensors never per-
form heavy data processing locally. As sensors transmit very light weight data, they can
be easily maintained on slow networks. Wireless sensors can be differentiated into two
types. Passive sensors that are self-powered devices and collect data from the environ-
ment. These sensors do not constantly observe for data thus they do not require any
external source of energy. Another type is called Active sensors. They depend on ex-

ternal power as these sensors continuously monitor the environment.

The perception layer also comes up with few challenges. These challenges are mostly
related to the loT security. The most common loT attacks happen in this layer such as
jamming, tempering, collision, permanently disabling the tags and many more [24].
Therefore, designing an loT product perception layer needs some extra bit of attention

as security is the first priority to the user themselves.
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2.3 loT Application Domains

loT aims to enhance most common objects in daily life with computing power and an
internet connection to give them the ability to perceive, calculate, communicate, and con-
trol their environment. With this goal loT application brings immense benefit to our lives.
loT is not only making life easy for individuals but also helping business to grow faster.
Because of 10T customers can have more transparency and flexibility in a specific prod-
uct and business owners can have real time data access which helps them to profit more.

Considering these aspects consumer of |oT can be categorized into [25]:

¢ Individuals: those who want to raise their standard of living generally.

e Society: a community of people seeking solution to problems that affect everyone
in the same way.

e Industry: an economic or industrial sector seeking to meet the needs and require-

ments of customers.

Applications those satisfy at least one of the consumer sections comes into loT applica-
tion domain. Few simple examples can be given to understand the loT application do-
mains a lot better. A traffic system that can sense the cars and pedestrian through some
sensors and functions accordingly. A parking system that detects a specific parking is
available or not and finally produces a result of how many parking spots are available.
Along with these two systems many more other systems that is related to loT and makes
everyday city life more flexible, falls under smart city and it is an loT application domain.
Systems like smart television, temperature measurement device, smart switch and any
other devices that makes a home more automated comes under smart homes. Smart

homes are one of the popular loT application domain.

From the Figure 4, here is some popular loT application domains. There is no specific
count of loT application domains. Counts of application domains are increasing every
day. Thus, we want our soundings to be automated then there should not be any bound-
aries for loT application domain. Smart environment is something where users can en-
gage and interact with their ambient environment without effort. In the home setting,
smart environments are gaining a lot of attraction. By redefining the realm of devices and
human interaction in healthcare solutions, 10T is unquestionably changing the healthcare
sector. 10T has uses in healthcare that are beneficial to patients, doctors, hospitals, and
financial institutions. Cities need to become smarter if they are to address climate change

and make cities more liveable globally. A municipality is referred to as a "smart city" if it
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employs 10T to boost administrative effectiveness by using range of 10T devices and

these devices collect and analyze data for betterment of human life in that city.

Smart
Environment

Industrial

AN
e

Transport

Health care

/
AN

Agriculture
and Breeding,

IoT
Anytime,
Amywhere,

Anytig,
Amymedia

Utilities

Smart City

Smart Home

Figure 4.10T Application Domain [26].

loT smart agricultural solutions are made to assist in crop field monitoring using sensors
and irrigation system automation. As a matter of fact, farmers and related brands may
effortlessly and conveniently check on the state of the fields from any location. 0T in
transportation is already a large industry. 10T devices are used in a variety of applications
within the transportation industry, including tools and ticketing, informatics systems in
vehicles, traffic congestion systems, and security and surveillance, to mention a few. The
utilities industry has benefited greatly from the introduction of the Internet of Things. loT
helps to manage utilities, provide alternatives for remote control, improve safety, save
prices, and address the issue of resource depletion. 10T in industry has a name Industrial
Internet of Things (lloT) and it is growing vastly than any other loT domains. The deploy-
ment of smart sensors and actuators to improve manufacturing and industrial processes

is known as the lloT.

2.4 Smart Homes

Smart home is a simple configuration that allows apps or equipment to be autonomously
controlled remotely or by sensors from anywhere using a network device that is con-
nected to the internet. It is an intelligent environment that facilitates a range of activities

at home. These activities include controlling home electronic appliances, housework,
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entertainment appliances and many more. Concepts like home intelligence, home auto-
mation, ambient intelligence, and ubiquitous computing were well-known in the early
days of smart homes [27] [28]. Three essential elements are needed to call a home
“Smart Home” and they are wireless, cable, wire; intelligent controlling- a gateway; home
automation- accessible goods that can be controlled from both home and outside of
home over some services and systems. The key achievements of smart home are auto-
mation, security, and sustainability. Smart homes have made tremendous advance-
ments in automation, which allows homeowners to control many aspects of their homes
remotely and via voice commands. Smart home offers advance security features that
can detect possible security breaches and respond to emergencies quickly and effec-
tively. Through sustainability smart homes achieved the ability to reduce their footprint
and offer various way to conserve water, energy and other resources. These achieve-

ments emerge the popularity, reliability, and demand of smart home in the field of tech-

T

Bluetooth Smart
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Smart Module 1

Smart Switch Smart
Televisoion

Figure 5. Concept of a Smart Home using loT [29].

From the Figure 5, it can be assumed that in smart home a central gateway is the prin-
cipal component of the system. This central gateway is connected to the internet and
able to receive a set of instructions from user application. The central gateway sends
those instruction accordingly to the smart module. Different smart module carries out

different operations. A specific smart module is dedicated for specific task. The central
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gateway accepts any number of smart modules that is acceptable by its firmware. Central
gateway is able to accept instructions over Bluetooth other than internet if the user is at
home. Any changes that the central gateway receives from those smart modules, it has
the capability to send those changes to the cloud over internet or via Bluetooth if the

connection is established between user application and the gateway.

The diversity of technologies in a smart home is impressive. Since smart home is a com-
plex network, the development of this network has been always challenging. The first
issue that appears over all other challenges is choosing the appropriate wireless tech-
nology [30]. The primary wireless communication protocols that can be used to connect
home include Bluetooth, Wi-Fi, Zigbee and so on. Based on the kind of data to be trans-
mitted wireless communication protocol gets selected. Among all other protocols Zigbee,
Bluetooth and Wi-Fi are on the top choice [31]. BLE connects through user device inter-
net to the cloud using the interface of the user application while Wi-Fi enables the devices
to connect to the internet through a router that resides at home. At smart home, the
interoperability among smart devices must need to ensure for smoother data transmis-
sion between them. Any smart device that has limited technical coverage may lead to a
bad user experience. Therefore, the smart devices should have the capability to keep

the pace with rapidly changing technology.
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3. 10T APPLICATION LAYER PROTOCOLS

In 10T, the numerous loT communication protocols are the means of communication that
can create the highest level of security for the data being transferred between linked loT
devices [32]. Any communication protocol is essential because protocol ensures data
integrity, prevent deadlock, manage the flow control, manage congestion, check platform

error and so on.

The loT technology stack includes IoT protocols as an essential component. Hardware
would be labelled useless without IoT protocols and standards. Most of the loT devices
are low power devices and protocols are being used to connect and transfer data be-
tween them. These protocols support point-to-point networking for the physical hardware
that are at the user end. For real-time data collection, analysis and high-level loT com-
munication in a large-scale network, protocols should have the necessary qualities, such

as low packet response time, high packet generation time and minimal packet loss [33].

All' loT devices needs to communicate with each other. Some loT devices only send data
whereas some devices both send and receive data. Thus, communication between loT
devices can be both unidirectional which only sends data to another device or bidirec-
tional which do both of the tasks to send and receive data. For a remote communication
a gateway is needed to transfer data. Keeping this communication fashion in mind there
are many loT application layer protocols are available. Some of them are Message
Queuing Telemetry Transport (MQTT), Constrained Application Protocol (CoAP), Ad-
vanced Message Queuing Protocol (AMQP), Data Distribution Service (DDS), Extensible
Messaging and Presence Protocol (XMPP) and so on. Choosing right protocol is always
essential for smoother user experience. Every protocol has its own advantages and dis-
advantages based on the task they have to perform. For example, if data transfer re-
quires Quality of Service (QoS) then XMPP is not the right one to choose. Again, if the
transmission of data should be based on User Datagram Protocol (UDP) then CoAP is
the perfect choice for the task.

All protocols are focused to transmit light weight data. 0T devices operate in less power
and memory thus without any internet connection protocols help those data to reach

desired destination. Whenever sending data to cloud is a requirement, a gateway or
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server is needed protocols are not dedicated for this task. Data are sent into small pack-
ets though the protocols. Header size of those packets vary from protocol to protocol.
Usually, header size can be 2 Bytes. Different protocols have different encryption and
decryption method to keep the end-to-end data transmission secure and safe. Data
transmission speed is very important, and it mostly depends on how much lightweight

data the protocol is responsible to send.

3.1 MQTT

Message Queuing Telemetry Transport (MQTT) is a lightweight messaging protocol
which follows client-broker architecture with communication model of publish subscribe.
For Machine to Machine (M2M) communication on loT, MQTT is the best suited protocol
because of lower bandwidth, small code footprint and lower power consumption. Any
mobile application battery power and bandwidth has always been a concern. Thus,

MQTT became famous protocol in mobile application development [34].
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Figure 6.Basic MQTT Architecture.

In the Figure 6, a basic MQTT workflow has been illustrated. MQTT broker is the engine
of this workflow. Sensors those acts as publishers, published their respective data to the
broker. A topic to a broker can be subscribed to by a subscriber. One subscriber is al-
lowed to subscribe more than one topic at the same time. When the sensor senses some
data from the surroundings and publish it to the broker. Then broker checks which de-
vices are the subscribers for those data and publish those data only to those devices.

For example, a temperature sensor published a data of 20°C to the broker. A mobile
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application and desktop application subscribe to the topic named “Temperature” but a
server did not subscribe to that topic. The broker will only send the data to the mobile
and desktop application and server will not even have any acknowledgment that some

data has been published.

Every protocol has its own key highlights that helps them to define their work structure
and efficiency. The publish subscribe architecture helps MQTT to gain its popularity in
such a short time. MQTT is lightweight and the minimum header size that it accepts is 2
Bytes. MQTT mainly operates over TCP/IP protocol. This protocol is payload agnostic
which means the content that is being served by the service is not aware to it. To lessen
network traffic, a relatively small transport overhead and minimal protocol exchanges are
used. For security, MQTT uses SSL/TLS and because of this an encryption is used to
protect the transmission of the data. MQTT has the mechanism that alerts interested

parties when an unexpected disconnection occurred.

3.2 CoAP

Constrained Application Protocol (CoAP) is a document transfer protocol with client-
server architecture. In CoAP, a set of “resources” are published by CoAP server and the
“Representational State Transfer (REST)” methodology is used by clients. To keep the
overall structure lightweight, CoAP employs UDP (no TCP overhead) and uses HTTP
commands such as GET, POST, PUT, and DELETE to provide resource-oriented com-
munication. Clients can also "subscribe" to a resource to get ongoing updates whenever

it is updated.

From Figure 7, In loT when CoAP is in operation, it creates its own environment. When
sensors and actuators are transferring surrounding data, they are connected to a CoAP
server. Sensors and actuators act as clients in CoAP environment. All clients in CoAP
environment can only communicate with CoAP server. When a client is able to receive
data from CoAP server, it can subscribe to some specific resource to get notify if there
is any new update or not. On the other side CoAP server is connected to a gateway
which is REST-CoAP proxy. The gateway can establish a connection to the internet

which can be cloud. The communication between the gateway and cloud can be HTTP
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Figure 7. COAP Standard Implementation [35].

CoAP operation is based on UDP/IP. Therefore, CoOAP does not require any prior com-
munication for setting up data paths or communication channels. This protocol is usually
Unicast, but it can be Multicast as well. COAP has reliability in security and for security it
uses Datagram Transport Layer Security (DTLS). DTLS helps CoAP with data temper-
ing, message forgery or eavesdropping. It is a decentralised protocol so there cannot be
a single point of failure. CoOAP nodes can be easily turned into servers, and it supports

resource discovery. CoAP is widely used in smart homes and smart energy grids.

3.3 AMQP

Advanced Message Queueing Protocol (AMQP) is an open standard protocol. AMQP
was developed for the systems for messaging interoperability between them. AMQP
mostly used for business message transmission across applications. At small band-
widths, AMQP has a poor success rate, but as the bandwidth grows, the success rate

rises. However, as compared to REST, AMQP may transmit more messages per second.

From Figure 8, when it comes to functionality, an AMQP broker consists of three com-
ponents such as Exchange, Queue and Binding. These three components can be imple-

mented to queueing and routing. Exchange receives messages from publishers. Within
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the message constructor will always be included to specify the message type, for exam-
ple, URLs in UTF-8. Binding connects proper queue with exchange and then message
is being sent to the appropriate queue for storage. Queue finds the subscriber for the
message and forwards it to them. AMQP has two layers at the architectural level. Chan-
nel multiplexing, data representation, heartbeat, framing, error handling and content en-
coding are all handled by the transport layer, which is the lower layer. The function layer,

which offers messaging capabilities, is placed above it.
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Figure 8. AMQP Architecture [36].

AMQP exchange messages from one point to another which is also called server to
server exchange. AMQP ensures flexible message exchange thus the messaging pat-
tern is relaxed in it. Through the use of broker services and TCP/IP connections, AMQP
aims to facilitate message passing. Being a binary protocol as it sends binary data only
AMQP is regarded as a compact protocol. The AMQP channels have a feature called
QOS. The way AMQP consumers read messages from queues depends on the value of

this QoS property. AMQP uses the same security as MQTT which is SSL/TLS.

3.4 Quality of Service

The ability of a network to offer a more suited or proper service to the application is
referred to as Quality of Service (QoS). loT implementation success relies on the volume
of data sent or received over networks, the maintenance of QoS, and the strategies used
to overcome the energy limitations of battery-operated devices. The services can be de-

signed to provide effective support by taking into account a variety of QoS factors. QoS
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factors can influence loT system reliability, scalability, security, latency, bandwidth, avail-
ability and so on. loT QoS factors are essential for guaranteeing the dependability, ef-
fectiveness, and security of loT systems. End-to-end latency, packet delivery ratio,

throughput, and jitter are the QoS factors for networks [37].

In 10T, Quality of Service (QoS) is crucial because it makes sure that devices can interact
with one another effectively and efficiently. The context of smart cities can be used to
understand the significance of QoS in loT. loT devices are used by smart cities to collect
information concerning everything from traffic patterns to air quality. Decisions about
everything from urban planning to emergency response are made using these details.
The choices made based on the data from these devices, however, could be incorrect

or ineffective if the data is delayed or lost due to network congestion.

The reliability of message delivery between a publisher and subscriber is defined by the
three tiers of Quality of Service (QoS) offered by the MQTT (Message Queuing Teleme-

try Transport) protocol. These tiers are:

1. QoS 0 (At most once): In this level of QoS, the publisher sends the message only
once, and the broker does not acknowledge it. There is no assurance that the
message will arrive because it could be misdirected or duplicated in the network.
For non-critical applications, where the occasional message loss is acceptable

and there is no requirement to resend the message, this QoS level is appropriate.

2. QoS 1 (At least once): The communication is acknowledged by the broker after
it is received from the publisher at this level of QoS. The broker asks the publisher
to transmit the message again if it is not received by it. If the publisher does not
receive the acknowledgement, this level of QoS could lead to duplicate messages
even though it ensures that the message will be delivered at least once. Applica-
tions that occasionally permit duplicate messages, but message loss is not ac-

ceptable can use this level of QoS.

3. QoS 2 (Exactly once): In this level of QoS, the broker acknowledges the message
after receiving it from the publisher, and the broker acknowledges the publisher
after the message has been successfully delivered. The message will be deliv-

ered precisely once, without loss or duplication, under this level of QoS. But it
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necessitates more network overhead and could cause greater latency. Applica-
tions where message loss or duplication is unacceptable, and the message must

be delivered precisely once should use this level of QoS.

Confirmable (CON) and Non-confirmable (NON) are two QoS categories supported by
the Constrained Application Protocol (CoAP). By necessitating an acknowledgement for
each message, the Confirmable (CON) message delivery in CoAP offers a reliability
guarantee. This means that before the sender transmits the next message, the recipient
must confirm that they received the message. This guarantees the message's delivery
and offers a trustworthy method for resend in the event of packet loss. Non-confirmable
(NON) message delivery, on the other hand, offers a lower degree of reliability since no
acknowledgement is necessary. This makes it appropriate for use in situations where the
message's delivery is not essential, like when frequent contact is necessary or when
there are constraints on the network resources. The particular requirements of the appli-

cation and the network conditions determine which QoS level should be used.

Support for Quality of Service is one of AMQP's main features. Settle format without
acknowledgments (QoS level 0) and Unsettle format with acknowledgments (QoS level
1) are the two levels of QoS that AMQP offers. Messages are sent at QoS level 0 without
awaiting a response from the recipient. This method of transmission is appropriate for
uses where data loss is tolerable, such as with easily replaceable sensor data. Prior to
sending another message at QoS level 1, the recipient must acknowledge it. The sender
will resend the message if there is no acknowledgment. This method of delivery is ap-
propriate for applications where a small amount of data loss is allowed but not at the

expense of duplicate data.

3.5 Attributes for Protocol

loT application layers protocols have some similarities and dissimilarities among them.
To find a better protocol there needs to have some specific requirements. Based on
those requirements better protocol can be found for a specific application. Requirements
are not independent to the application to application. According to the application work-

flow, design and other facts create a list of attributes for protocol [38].
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Basis of

MQTT

CoAP

AMQP

Architecture

Client-Broker

Client-Server

Both Client-Broker
and Client-Server

Messaging Mode

Only Asynchronous

Both Asynchronous
and Synchronous

Both Asynchronous
and Synchronous

Transport Layer Pro-
tocol

Transmission Con-
trol Protocol

User Datagram Pro-
tocol

Transmission Control
Protocol

Communication Many to Many One to One Mainly One to Many

Model

Resource Discovery | Low Higher than MQTT High

Transmission Speed | High High Slower than other
protocols

Connection Status Available Unavailable Unavailable

Complexity

Less complex

Less complex

Relatively complex

Broadcasting Mes-
sages

Possible

Not Possible

Possible

Security

Can secure through
client identifier, client
certificate along with
username and pass-
word.

CoAP is highly de-
pendent on UDP's
security features.

Channel Authentica-
tion Rules
(CHLAUTH), Con-
nection Authentica-
tion (CONNAUTH),
Java Authentication
and Authorization
Service (JAAS) are
available.

Table 1: Difference between loT communication protocols.
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4. METHODOLOGY

In this chapter process of data collection and analysis, different methods of this research,
device that has been used and other tools that are needed to carry out the research will
be discussed. RuuviTag sensor will sense surroundings and produce data accordingly.
Data will be transferred to the ultimate destination that is mobile application developed
on React Native platform through BLE. From mobile application data will be shared

among client though the protocol.

4.1 RuuviTag Sensor

RuuviTag is a wireless Bluetooth sensor. Through this sensor node it can measure tem-
perature, air humidity, air pressure and movement. All the data this sensor can measure
are live data. RuuviTag is an open source BLE sensor and using the ESP32 Bluetooth
Low Energy Tracker Hub, the Ruuvitag sensor platform monitors the output of RuuviTag
Bluetooth Low Energy devices. Every time the sensor sends out a BLE broadcast, this
component will track the temperature, humidity, acceleration, and battery voltage of the
RuuviTag device using the RAWv1 protocol. The RAWvV2 protocol is also supported.
Further tracking includes tx power (indicates device’s worst case transmit power), move-

ment count, and measurement sequence number.

There is a gateway that is called Ruuvi gateway that allows to monitor sensors remotely.
Through a Wi-Fi or Ethernet connection, Ruuvi gateway connects to user’s personal In-
ternet connection. This gateway can establish connection with RuuviTag sensors with
bluetooth in such a short range. Ruuvi gateway can send the data to the cloud and from
the cloud user can see the real time updates from the sensors. Being an open-source
platform, it is not difficult to configure the gateway to any cloud service. In an advanced

feature, Ruuvi Gateway can be connected to the internet via a covert Wi-Fi network.

4.2 React Native

React Native (RN) is a framework or tool for cross-platform mobile development that has
been introduced by Facebook and released in 2015. JavaScript and ECMAScript 2015
are used to build and develop React Native applications (ES2015 or ES6). React Native
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supports both iOS and Android operating system. As an open-source platform React

Native has a large and strong community around the world.

The base code for the iOS and Android platforms on the native side is written in Objec-
tive-C for iOS and Java for Android within the React Native framework. As a developer,
no need to write native codes while developing the mobile application. React.js, more
commonly referred to as React, is the foundation upon which React Native is con-
structed. Architecturally React Native have three parts such as Native Modules, React
Native Bridge and JavaScript virtual machine. For running the code React Native uses
JavaScriptCore to run the code and it is a JavaScript engine for WebKit which is open-

source platform [39].

Due to flexible environment cross platform apps are getting attention all around the world.
From both development and business perspective React Native has lots of advantages
but from business perspective it has greater impact. From development perspective Re-
act Native is easy to work with. It is platform independent which means it allows to build
app for iOS, Android and Windows with a single code base [40]. Being open source, a
large developer community helping each other. Any plugins from third party are compat-
ible with React Native. From business point of view React Native is cost effective and
the speed of the development is faster. Maintenance cost is not high as it has only single
code base to deal with. No change of user experience which is also a positive point from
business end. For complex or gaming apps, React Native is not a good choice. React
Native is still below of native apps in terms of performance. Keep pace with the latest
React Native versions are difficult. Updating process of React Native version is a com-

plex process.

4.3 Data Transfer

loT-Ticket is a loT tool suite and platform which allows to create web, mobile, cloud, and
reporting applications using big data analytics and simple tools within a minute. This loT-
Ticket platform has a mobile app named loT-Tracker app that tracks mobile phone’s
sensor data such as location, accelerometer, gyroscope, magnetometer, battery and so
on. In this loT-Tracker app RuuviTag sensor will be integrated. This mobile app is devel-

oped with React Native therefore it is available in both iOS and Android platform.
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In this study, a communication between a mobile application and RuuviTag sensor need
to be established to transmit data. For this transmission, a protocol is needed that should
have some certain standard. The protocol should transmit data with minimum of latency,
protocol should not affect the flexibility and scalability of the application, secure trans-

mission is always expected from the protocol, very simple workflow and so on.

Data can be transferred into two scenarios. First one can be, loT-Tracker app will search
for nearby RuuviTag sensors through Bluetooth and establish a connection between
them. Whenever user wants to get data from RuuviTag, only then the app will start re-
ceiving data. Then the app will send the data to the dedicated cloud with the help of
application protocol. Other mobile app with the same user credentials will get the data
as well even if the user of the is accessing remotely. Second scenario can be loT-Tracker
app will search for RuuviTag sensors and Ruuvi Gateway nearby and connect those
through Bluetooth. loT-Tracker app will depend on the gateway. RuuviTag sensor will
send the data to the Ruuvi Gateway. The gateway will send the data to the mobile app
through loT application protocols. Also, gateway will send the data to the dedicated

cloud.

4.4 Quality Attributes

The ability of an application system to cost-effectively provide increased throughput, de-
creased response time, and/or support more users when hardware resources are added
is known as scalability [41]. In this research scalability of the mobile app is so important.
Data will be transferred through loT application protocols, and any large number of users
will be using the app simultaneously. If the application is being used in any industry where
it needs to be available to at least 200-300 user at the same time then scalability should
be the main concern. If the app is not enough scalable then the user experience will be
worst, and the app will lead to a failure project. In this case, scalability depends on mostly
loT application protocols because through protocol data will be sent to all of users and

all the data’s will be real time data.

The more a protocol can handle and transmit the data faster to its destination, it will
achieve more scalability. Thus, less latency on data transmission of a protocol increases
the scalability of the app. More latency will block the user usage as it will take more time
to load the view for user which will lead to less scalable app. QoS is another important

factor for protocol to make an app more scalable. QoS levels also provides reliability to
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the app. The protocol with more QoS levels comes up with more scalability and reliability
for the app [42]. For instance, MQTT has more QoS strength because of 3 level of QoS.
With 3 level of QoS, MQTT provides message storing facility to avoid duplications, send-
ing message more than once and so on. These QoS facilities are absent from CoAP and
AMQP.

Application security also plays a vital role to make application scalable from the protocol
perspective. For make app secure compromising scalability is not acceptable and this is
also true for the opposite scenario. Security with MQTT can be possible through some
advanced authentication mechanism such as client identifier, client certificate along with
username and password. Cryptography can be another key factor to enhance the secu-
rity in applications that use MQTT as a protocol [43]. In terms of security, CoAP is highly
dependent on UDP's security features. UDP relies on Datagram Transport Layer Secu-
rity (DTLS) which provides privacy in the communication. DTLS offers autonomous key
management, data integrity, confidentiality, and authentication. It also supports a variety
of alternative cryptographic methods, making it a possible contender for a security pro-
tocol. In order to provide the necessary security services, CoAP defines four security
modes in its draft. NoSec, PreSharedKey, RawPublicKey, and Certificate are these
modes [44]. A range of security mechanism can be used to secure connections from
AMQP clients and these mechanisms ensures data protection over the network. Channel
authentication rules (CHLAUTH) to restrict the TCP connections to a queue manager.
Connection authentication (CONNAUTH) to authentication connections to a queue man-
ager. Optionally it is possible to configure AMQP channels by Java Authentication and
Authorization Services (JAAS) which will check the username and password that is pro-
vided by AMQP client.
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5. RESULT AND DISCUSSION

This research covers evaluation methods and conducts an experimental analysis of the
results for three protocols MQTT, CoAP and AMQP. Work around of these protocols for
the specific mobile app and RuuviTag sensor will be discussed. A decision will be made

among these protocols about their compatibility, accuracy, scalability and so on.

From previous discussion, there are two scenarios in this research. First one is RuuviTag
sensor communicating with mobile app. In the second scenario, RuuviTag gateway
comes along with the mobile app and the RuuviTag sensor. There is a general imple-
mentation before protocols come into action. RuuviTag Sensor transfer data to the mo-
bile app and gateway trough Bluetooth. Then IoT application protocols take the respon-

sibility to transmit data over whole loT system.

5.1 Implementation with MQTT

To establish the MQTT client, MQTT broker is very important that will work as a central
hub for all MQTT messages. The next step is to configure the MQTT client on the client
device that will communicate with the MQTT broker. For authentication, a fixed username
and password is mandatory for all clients that will ensure a secure transmission of data.
Based on Figure 9 and Figure 10, two scenario implementations with MQTT will be de-

scribed respectively.

In the first scenario, when the mobile app launched if there is no Ruuvitag sensor paired
it does not take any action. On the other hand, if there is a paired one then the mobile
app will try to reach out to the RuuviTag sensor through Bluetooth. If the app can reach
out to the Ruuvitag sensor, then it will connect to the web broker with appropriate client
id and other attributes. The mobile app will also subscribe to the specific topic so that
when another client publishes data the app also gets those data as one of the subscrib-
ers. When the mobile app is getting data from RuuviTag sensor, it will start publishing
data to the specific topic that is dedicated only for that sensor. If the app is paired to more
than one sensor, then publishing topic will be different from each other. After publishing
data, clients those are subscribe to that topic will get the data. Backend will also be a

client and will also get the data.
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Second scenario includes Ruuvi Gateway. With the help of Ruuvi Gateway RuuviTag
sensors can be read all around the world. Ruuvi Gateway can be connected to the inter-
net via Wi-Fi (WLAN) and send data to a dedicated backend. The mobile app will already
be connected to the to RuuviTag sensor through Bluetooth. Ruuvi Gateway also has the
capability to connect to the MQTT server which makes this implementation easier as it
will publish real time data always and client all around the world can get the data though

MQTT as a subscriber to the specific topic.

In both of the scenario, QoS level will be 2 as it guarantees the messages arrival only

once and it is the safest and slowest QoS level.

5.2 Implementation with CoAP

A modified web transfer protocol called Constrained Application Protocol (CoAP) is used

on the Internet of Things with constrained nodes and networks.
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From Figure 11, in the case of RuuviTag sensor and the mobile app, after getting data
from the sensor through Bluetooth the mobile app start listening to a specific CoAP
server. Any other client as mobile app wants to have the same sensor data then it tries
to listen the server, but the server is already running thus it will get error. Then that client
app will request for the data and will get data as a response. For sending data from client
app to backend no proxy server is needed in this case. Mobile app will directly send data
to the backend using a REST API.
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Figure 12. Scenario 2 implementation with CoAP.

From Figure 12, in the case of Ruuvi Gateway along with RuuviTag sensor, the imple-
mentation gets a little bit complicated. As previous scenario mobile app will create the

CoAP server. Ruuvi Gateway will collect data from nearby RuuviTag sensors. Mobile
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app will get data from Ruuvi Gateway through Bluetooth. Another usage of Ruuvi Gate-
way can be sending data to the backend by setting up the backend as a dedicated server

of the gateway.

5.3 Implementation with AMQP

AMQP is one of the standard messaging protocols that is mostly used in open-source
application development.
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Figure 13. Scenario 1 implementation with AMQP.

In this research, AMQP is used as both the RuuviTag sensor and gateway, which are
open-source platforms. In usage of AMQP from Figure 13, an exchange and a single
queue for each of the RuuviTag sensor is used. The mobile app will establish a connec-
tion with specific configuration of AMQP. The connection will create an exchange and
queue for the sensor that is connected. The name of exchange will be fixed all around
the AMQP network. The name of the queue will be based on the RuuviTag sensor name.
Then queue will be bind together with the exchange. After establishing all requirements
of AMQP when the mobile app will get data from RuuviTag sensor it will publish data
through exchange using a specific routing key and other clients that are subscribed to
the queue will get the data as a message. Mobile app will directly send data to the
backend using a REST API.



33

Remote
Mobile App

Send data % Gets data
through HTTP through HTTP

Request Request : e
.. Subscribe
— 47%,—’

Queue D554

@

Ruuvi D554

| Subscribe

> = D e Exchange

Mobile App

Transmit data thorugh BLE

Ruuvi

Gateway
8 — -~ »
. " Subscribe’

Queue D565
Ruuvi D585

Figure 14. Scenario 2 implementation with AMQP.

From Figure 14, the Ruuvi Gateway does not have much impact in case of AMQP pro-
tocol. Process is the almost same as the first scenario. Only impact can be found that

Ruuvi Gateway can send data to the backend.

5.4 RuuviTag Sensor Data Process

RuuviTag sensor sense data from surroundings and send those data through Bluetooth.
These data that RuuviTag sensor sends have a specific format. RuuviTag sensor sends
data into raw binary data and the data format is 5 protocol specification (RAWvV2). Data
sent in total of 24 offsets. Different offset or pair of offsets or a number of offsets repre-
sents different data.

Following this Figure 15 retrieving data such as temperature, humidity, air pressure and
so on can easily be extracted from the raw data. For temperature, converting the binary
data in decimal data and multiplying this with 0.005 we can get actual temperature that
RuuviTag sensors wants to send. All other data can be achievable regarding this table
in the Figure 15. There is an exception in movement counter. Movement counter returns
value from 0 to 254 only. When the movement number is 255 RuuviTag starts counter
from 1 again. If other values that is not mentioned in the table are considered to be
invalid. Any invalid value means sensor cannot sense its surroundings for that specific

asset.
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Allowed

Offset Description
values
0 5 Data format (8bit)
-32767
1-2 Temperature in 0.005 degrees
el 327 67
0 ... 40 . . . . ot
3-4 o Humidity (16bit unsigned) in 0.0025% (0-163.83% range, though realistically 0-100%)
0 ...
5-6 R Pressure (16bit unsigned) in 1 Pa units, with offset of -50 000 Pa
-32767
7-8 Acceleration-X (Most Significant Byte first)
aaa 32767
-32767
9-10 Acceleration-Y (Most Significant Byte first)
. 32767
-32767 . . )
1-12 e Acceleration-Z (Most Significant Byte first)

® ... 2046, Power info (11+5bit unsigned), first 11 bits is the battery voltage above 1.6V, in millivolts (1.6V to 3.646V

13-14
8 ... 30 range). Last 5 bits unsigned are the TX power above -40dBm, in 2dBm steps. (-40dBm to +20dBm range)

15 0 ... 254 Movement counter (8 bit unsigned), incremented by motion detection interrupts from accelerometer

Measurement sequence number (16 bit unsigned), each time a measurement is taken, this is incremented

0 ...
16-17 e by one, used for measurement de-duplication. Depending on the transmit interval, multiple packets with
the same measurements can be sent, and there may be measurements that never were sent.
Any valid .
18-23 48bit MAC address.

mac

Figure 15. Data Format 5 Protocol Specification (RAWV2) of RuuviTag Sensor

5.5 Protocol Comparison

From the implementation with three protocols, it is understandable that different protocol
has different workflow. Accuracy, flexibility, and scalability of protocols also differs from
each other. Comparing protocols will lead to a result to choose a protocol that is the best
fit for this research. Each protocol will have its own drawback, but the protocol will less

drawback in this research will be the ultimate result.

5.5.1 Complexity

Implementation of three protocols comes up with different complexity. With MQTT in the
scenario of mobile app and RuuviTag sensor, at least one device with the mobile app
will have to publish sensor data so that other client app can have the sensor data re-
motely. This problem can be solved when Ruuvi Gateway is in action because gateway
has the MQTT capability, and it will always publish data for the remote client.
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CoAP protocol needs to have a specific COAP server. The complexity starts when there
is two or more users wants to be in the same CoAP environment. The mobile app by
default will have the capability to create the CoAP server. When another user in the same
CoAP environment starts the mobile app, it will try to create same CoAP server and
return an error. Thus, this error needs to be handled. While using CoAP as protocol in
this research, the two scenarios does not come up with that much different implementa-
tion as it is with MQTT. The Ruuvi Gateway can only send data to the mobile app through

Bluetooth and also can send data to the dedicated backend.

AMQP protocol implementation on React Native app is never developer friendly. AMQP
is not backward version compatible. If current version become deprecated, then upgrad-
ing to a new version will not support deprecated items from old version. Data transfer
with AMQP protocol can have more than one exchange and queue. In this research only
one exchange is enough to implement the whole case. So, it is assumed that AMQP
should be used in larger cases. AMQP with Ruuvi Gateway has the same issue as CoAP.

Thus, AMQP also cannot have much impact on both of the scenarios as it is in MQTT.

5.5.2 Accuracy and Scalability

The ability to transfer data more precisely is considered as the accuracy of a protocol.
QoS is one of the main factors in terms of accuracy of data transmission. In terms of
QoS, MQTT is the strongest protocol among three because MQTT supports 3 QoS. In
this research, QoS 2 has been used. QoS 2 has the guarantee that the receiver will
receive the message only once. Although, QoS 1 has more latency than QoS 0 and QoS
2 has the highest average latency other two kind of QoS [45]. In this research accuracy
of the data transmission is more important than latency and QoS 2 fits perfectly. In term
of QoS, CoAP provides only two kinds of QoS which is Confirmable and Non-Confirma-
ble. In Confirmable QoS an acknowledgement is received in the sender side which is
missing in terms of Non-Confirmable. Confirmable QoS has been used in this research
while implementing CoAP. AMQP also has two QoS and they are Settle format that is
close to QoS 0 of MQTT which means at most once and Unsettle format that is kind of
similar to QoS 1 of MQTT which means at least once. Unsettle format with an acknowl-
edgement has been used in this research. From above comparison of accuracy among
protocols MQTT is ahead of other two in this research as because it provides QoS 2

which suits most.
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Scalability of a mobile application refers to the capacity of the app to handle its growth,
more particularly in managing any number of users and evolving new features according
to the needs. Scalability with CoAP is the lowest among three. The main problem of
scalability of COAP comes with creating CoAP server. More users create error while cre-
ating CoAP server which reduces scalability of the app. If the user with CoAP server
suspends the mobile app then the environment of CoAP will break down. This case does
not make the app scalable at all. Getting live data remotely demands a user with app
always sending data to the backend. As previously discussed, AMQP can have as much
queue as the case demand. In this research while implementing AMQP only one queue
is enough to handle the case. Thus, in this research is a small aspect for AMQP imple-
mentation which does not make the mobile app scalable. MQTT solves above scalable
problems as it can handle any number of users and any user that suspends the mobile
app does not affect another user of the mobile app. The architecture and workflow of
MQTT is the best fit for the case of this research. MQTT capability Ruuvvi Gateway adds

extra benefit to get live data remotely makes MQTT stay ahead of other protocols.

5.5.3 Security

loT protocols must prioritize security because loT devices are linked to the internet and
could be targets of cyberattacks. The risks connected with insecure devices increase in
importance as loT devices become more integrated into our daily lives. loT protocols
must have highly secured features like encryption, authentication, and access control in
order to reduce these risks [46]. The security of 0T devices should also be taken into
consideration during design, with safe default settings, frequent firmware updates, and

other security features.

In this research, protocol compatibility was main issue rather than security. In terms of
security, one main concern was that any third-party attack can change the data of
RuuviTag sensor. Thus, some wrong data will be shared across the system and the
decisions that would be taken based on those data will eventually be wrong. In this study,
clients must be authenticated before they are permitted to connect to the broker in order
to have a secure data transmission over MQTT. The username and password for this
authentication are fixed in stone. For security in CoAP a token-based authentication is
implemented. When the client does not have an authentication token it will ask for one
authentication token with specific username and password. The server will response with
a random authentication token and for each request this token will be sent. Without the

token server will not response with the data from RuuviTag sensor. Message encryption



37

is used in AMQP as a data transmission protection. A third-party library named “crypto-
js” is used to encrypt and decrypt data in this research. It can be presumed from the
above discussion of security that MQTT offers more robust security than other protocols,

and that the security is also straightforward to implement.

5.6 Limitations

Every research study comes up with some limitations and this research study is not dif-
ferent from others. This research has some limitations that are more static such as fixed
technologies, specific case scenario, predefined data format and so on. The technolo-
gies that used in this research such as React Native, RuuviTag sensor and Ruuvi Gate-
way are fixed and there is no way to try this research into other technologies. Therefore,
it shortens the area of research. The case scenario of this research is very much specific.
Only RuuviTag sensor and Ruuvi Gateway creates two scenarios and research has been
conducted based on these scenarios only. The data that sent from the RuuviTag sensor
are predefined from the sensor. For assumption if there are more sensor then there will
be more format of data comes into action and these data transmission with protocols

may open other scope of comparison between protocols.
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6. CONCLUSION

The field of Internet of Things (loT) is rapidly growing and has a wide range of potential
applications that are already starting to change a number of sectors. The increased
productivity and efficiency the Internet of Things can bring to different industries is one
of its most important benefits. 1oT also has the potential to make our homes and cities
smarter, safer, and more sustainable. Although there are valid concerns about the secu-
rity and privacy of loT devices, there are also numerous potential benefits to be gained

from this technology.

The MQTT, CoAP, and AMQP protocols—key elements of the Internet of Things (IoT)
ecosystem—have been thoroughly reviewed and analyzed in this thesis work. The suit-
ability of each protocol for loT applications depends on several variables, including the
particular use case, network topology, and device capabilities. Each protocol has its own
distinctive features and capabilities. 10T applications that need real-time data exchange
and low power usage are perfect candidates for the lightweight, effective protocol MQTT.
On the other hand, CoAP is a RESTful protocol that offers an industry-standard method
of getting and manipulating resources on constrained devices with limited bandwidth.
AMQP is a strong and flexible messaging protocol that provides cutting-edge features
like message queuing, routing, and transactional delivery. MQTT is appropriate for small-
scale loT projects that need real-time data exchange and minimal power consumption.
While AMQP is suitable for large-scale loT projects that need advanced messaging ca-
pabilities and guaranteed delivery, CoAP is suitable for applications that need minimal

bandwidth and resource-constrained devices.

In summary of this research, implementation complexity of MQTT is less than other two
protocols. With MQTT mobile applications can easily be connected to the environment
with some specific attributes such as host, port, ClientlD, username, password and so
on. Because of less complex implementation MQTT ensures scalability to the mobile
app. For CoAP environment, CoAP server error handling is mandatory as because one
mobile app once create the server another one will get error while creating the same
server. AMQP does not support backward version which a major drawback for this thesis
work. MQTT comes out to have more accuracy than other two because of its QoS sup-

port. For secure transmission, MQTT client needs to authenticate through username and
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password. The compatibility of a protocol is the main focus of this thesis work, and MQTT

is prioritized over the other two protocols.
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