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Abstract
Digital life enables situations where people invade other’s
privacy – sometimes with harmful intentions but often also
without such. Given negative effects on victims of privacy
invasions, research has examined technical options to prevent
privacy-invading behavior (PIB). However, little is known
about the sociotechnical environment where PIB occurs.
Therefore, our study (N = 95) examined possible situational
(effort necessary to invade privacy) and individual determi-
nants (e.g., personality) of PIB in a three-phase experiment.
1) Laboratory phase: participants were immersed into the sce-
nario; 2) privacy-invasion-phase at home: automatically and
covertly capturing participants’ PIB; 3) debriefing-phase at
home: capturing whether participants admit PIB. Our results
contribute to understanding the sociotechnical environment in
which PIB occurs showing that most participants engaged in
PIB, that the likelihood of PIB increased when it required less
effort, that participants less likely admitted PIB for more sen-
sitive information, and that individual characteristics affected
whether participants admitted PIB. We discuss implications
for privacy research and design.

1 Introduction

Everyday, people provide private information in digital spaces.
This way, we reveal information that attracts the attention
of companies, governments, but also of people in our every
day’s life [1]. For example, we might observe somebody else’s
smartphone conversations while sitting in the bus (i.e., "shoul-
der surfing"; [2]). Sometimes it may be tempting to look into
someone’s browser history when they have left their device
unattended [3] or to read an email that has accidentally been
sent to the wrong recipient [4]. These examples describe be-
havior where people access private information of others – not
necessarily to do any harm but due to curiosity [2]. We sub-
sume this behavior under the term privacy-invading behavior
(PIB).

Although PIB may not be intended to harm anyone, it seems
to be socially unacceptable and can lead to negative conse-

quences [2, 5]. Specifically, PIB evokes negative feelings for
people whose privacy is being invaded (e.g., feeling observed,
harassed; [5]). Furthermore, experiences with PIB can cru-
cially affect future social interactions or handling of sensi-
tive information [6, 7] (e.g., stop using social media; remain
overcautious in digital communication). Although for people
engaging in PIB it can come with positive feelings such as
amusement, they can also end up feeling uneasy or guilty [2].

PIB happens frequently [2] but research knows little about
when such behavior becomes more likely and about who will
be more likely to engage in such behavior. Moreover, to the
best of our knowledge what we know stems from correlative
research which is understandable given the possible ethical
issues associated with experimental intervention studies. To
overcome this limitation and to shed further light on situa-
tional and individual characteristics that determine PIB in
digital spaces, we conducted an experimental study including
three phases in a highly controlled but nevertheless realis-
tic setting enabling to control ethical issues associated with
this kind of research. In phase 1, participants were asked to
provide private information about themselves in a laboratory
study. In this phase, participants also responded to question-
naires capturing individual characteristics (e.g., personality).
In phase 2, participants received an email including private
information captured in phase 1 from a supposed other partici-
pant (a text and a video file). This way, participants were given
the opportunity to show PIB by accessing information of the
other person. We manipulated the "necessary effort" to access
these information: Whereas one half of participants was able
to access the information directly via a link, the other half
needed to insert a password that was easy to guess. Access of
the files was tracked. In phase 3, participants received another
email telling them that there has been an error during the
sending of emails in phase 2. Then, they were asked to indi-
cate whether they accessed the files and were asked to justify
their possible PIB. With these three phases, it was possible to
show a) that most participants engaged in PIB (66% accessed
the text, 57% the video file), b) that situational characteristics
(i.e., necessary effort) influenced the likelihood that people
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invade others’ privacy, c) that individual characteristics cap-
tured in phase 1 negligibly affected whether people invade
other’s privacy in phase 2, and d) that the type of information
as well as individual characteristics influenced whether people
admitted that they accessed other’s private information. Our
study contributes to our understanding of PIB by shedding
light on sociotechnical environments that may promote or
prevent PIB.

2 Related Work

2.1 Privacy-invading behavior

Research has investigated PIB predominantly from the per-
spective of deliberate attacks and with the goal to prevent
privacy invasions. For instance, Bošnjak and Brumen [8] re-
viewed research on ways to prevent harmful privacy invasion
through shoulder surfing. Shoulder surfing describes behav-
ior where people covertly observe somebody else’s screen of
those people’s electronic devices [2]. This way, observers can
access sensitive data and the victim can be harmed (e.g., by
finding out someone’s passwords; [9]). As another example
of PIB, in an infamous incident, employees at a company
selling security cameras had access to customers’ cameras
for administrative or maintenance reasons but also occasion-
ally accessed camera recordings for other reasons thus invad-
ing those people’s privacy [10]. Even though some of the
aforementioned behavior could be aimed towards harming
someone (e.g., blackmailing; voyeurism; [11]), PIB also hap-
pens without any intention to harm. Results by Eiband et
al. [2] as well as research on social curiosity [12–14] sup-
port that PIB is often not aimed towards harming anyone.
When people engage in shoulder surfing, they often do so with
harmless intentions, and due to curiosity and boredom [2].
Accordingly research sometimes distinguishes PIP according
to whether it was intentional (vs. unintentional) and according
to the nature of the consequences for the victim (harmful vs.
non-harmful) [15]. Following this classification, our study
addresses unintended PIB with non-harmful consequences.
In our opinion, however, the classification of PIB in such a
scheme lacks objectivity and may therefore fall short of the
mark: Even though PIB might be without any harmful intent,
people might later start to use the collected information in a
harmful way. For example, pupils might make fun of another
pupil because of watching a video they deem to be "uncool".
Collecting this information by shoulder surfing might have
happened without a certain intention but results in negative
consequences. In addition, even if a certain information is not
used in a harmful way, the person whose privacy is invaded
may still feel attacked or angry because someone accessed
information without consent. Thus, even benign PIB without
intent may result in negative consequences for the victim.

2.2 Determinants of PIB

Even without harmful intentions, PIB can involve negative
consequences for people whose privacy is being invaded. To
prevent such negative outcomes, it is crucial to understand
such behavior and to prevent privacy invasions. Whereas tech-
nical means to hinder PIB are one important factor [8], ex-
amining why people engage in such behavior helps to better
understand sociotechnical environments that affect PIB [2].

Initial work has investigated the determinants of PIB. In
this regard, Eiband et al. [2] was the main inspiration for the
current study. They used a survey to understand the situations
where shoulder surfing happens and to investigate motivations
that may determine shoulder surfing. From their results, we
identified two possible categories of determinants of PIB: 1)
situational determinants, 2) individual characteristics. How-
ever, the results by Eiband et al. [2] stemmed from a survey
where participants reflected situations where they engaged in
PIB in the past, only allowing for post-hoc interpretations of
possible determinants of PIB. We aimed to go beyond these
results and examine the hypothesis that situational and individ-
ual determinants affect PIB by experimentally investigating
their possible effects.

Regarding situational determinants, arguably there is a
large variety of situational determinants that may affect PIB.
In line with the findings by Eiband et al. [2] we focus on effort
to access private information. Their participants reported that
other people’s electronic devices were in their line of sight
which made them inadvertently watch other people’s interac-
tion on their devices. Consequently, in this situation PIB may
happen because people do not need to take efforts to engage
in behavior that allows them to access private information. In
digital environments, passwords are one example to make it
more effortful to access someone’s private information. Up-
loading files into a shared cloud and using a password for
these files increases the effort necessary to access this infor-
mation. This is also true if the password is easily available
(e.g., because it is written down in another file) or guessable
(because the password is the other persons’ date of birth,
which is still often the case; [16]).

In our study, we experimentally manipulated whether more
effort was necessary to access someone’s private information.
Specifically, participants in our study received an email that
was clearly addressed to a different person. In one condition,
private information was password-encrypted (with the possi-
bility to derive the password from the information available in
the email). Participants thus needed to find out the password,
type in the password, and only then had access to private
information of the other person – they needed to show effort
before they could access private information. In contrast, in
the no-password condition, participants had to click on a link
to readily access the private information. In line with this
argumentation, we propose the following hypothesis:

Hypothesis 1: Participants show more PIB when accessing
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the private information requires less (i.e., clicking on a link)
compared to more effort (entering a password that participants
need to derive from an email).

Beyond situational determinants, individual characteristics
may influence the likelihood that people engage in PIB. Prior
research suggested that a large range of individual character-
istics could affect PIB [2, 14]. We thus focus on a range of
individual characteristics that can roughly be put into three
groups: personality, privacy concerns, and individual charac-
teristics that align with possible motivations behind PIB.

Under personality we subsume the Big Five personality
facets openness for experience, conscientiousness, extraver-
sion, agreeableness, and neuroticism [17], honesty-humility as
proposed to be the sixth general personality facet [18], as well
as the three dark personality facets Machiavellianism, nar-
cissism, and psychopathy [19]. People with a high openness
for experience enjoy new activities [20], thus they may also
be more interested in acquiring private information of others.
Highly conscientious people take obligations seriously [21]
and see possibly harmful behavior as more problematic [22].
Thus, they may be less likely to invade other’s privacy. Ex-
troverted people are sociable and enjoy getting to know oth-
ers [21]. Research has shown that introverted people value
privacy more strongly which also seems to apply to digital
privacy (e.g., they share less information online; [23]). Con-
sequently, it might be less likely that introverted people will
invade others privacy. Agreeable people tend to shun away
from confrontation and want to get along with others [18].
For them, PIB may be less likely because privacy invasions
may offend others. People high on neuroticism worry about
many things and are more easily to upset [21]. They have been
found to be especially concerned about sharing sensitive infor-
mation [22] thus they might also be less likely to take a look
at sensitive information of others. Honesty-humility describes
a personality facet of people who are honest and who tend to
follow rules [18]. People with high levels of honesty-humility
may be less likely to engage in PIB because it constitutes
behavior that contradicts the rules of good citizens’ behavior.

Dark personality facets subsume Machiavellianism, narcis-
sism, and psychopathy [19]. All of these traits may increase
the likelihood that people will engage in PIB. Machiavellian-
ism describes a trait of people who use cunning methods to
manipulate others to their own benefit and who have little
emotional involvement in interpersonal relations. People high
on Machiavellianism have been found to disrespect others’
privacy [24, 25] and may thus also be more likely to show
PIB. Narcissism reflects a trait of people who believe they
are more important than others and who want to be admired.
People with strong narcissistic personality tend to disclose
more private information on social media [23] and might be
more likely to invade other’s privacy because they want to
compare themselves to others [19]. People with high levels
of psychopathy lack empathy and remorse and are less con-
cerned with morality of their actions [19]. They may thus be

more likely to invade other’s privacy because they may not
realize that this is uncomfortable for the person whose privacy
is being invaded.

Privacy concerns might additionally be an important de-
terminant of individuals’ PIB. People with strong privacy
concerns are sensitive about their private data and more gen-
erally about the topic of privacy [7, 26]. Consequently, such
people may be less likely to engage in PIB as they are more
aware of the sensitivity of private information. Furthermore,
they may less likely access others private information because
they themselves would not want their privacy to be invaded.

Finally, we hypothesize that people with tendencies for
online exhibitionism, thrill-seeking, and social curiosity (i.e.,
individual characteristics that align with possible motivations
behind PIB) make PIB more likely. Online exhibitionism
describes a characteristic of people who enjoy presenting
themselves on the internet [27]. As people who engage in
online exhibitionism reveal much private information, they
might also be more interested in other’s private information.
Thrill-seekers are people who like to engage in dangerous
and semi-legal activities for the sake of experiencing nov-
elty [13]. Thrill-seekers may enjoy that they are engaging in
unaccepted behavior thus being more likely to invade others
privacy. Finally, social curiosity describes a characteristic of
people who are interested in the lives of other people, but in
extreme versions can also be a characteristic of people who
enjoy observing others without their knowledge [14]. This
indicates that social curious people may be more likely to
invade other’s privacy.

In sum, for all these individual characteristics, there is rea-
son to believe that they can influence PIB. We thus propose
the following research question (RQ):

RQ1: Do individual characteristics affect the likelihood of
PIB?

2.3 Admitting PIB

Since PIB is socially unacceptable and associated with neg-
ative consequences for the parties involved [2, 5], admitting
such behavior might not be easy and may depend on situa-
tional and individual characteristics. Regarding situational
determinants, if it required more effort to access someone’s
private information, wrongdoing may be more salient and it
might be less plausible to deny it. In our case, if participants
only need to click on a link, they can admit that they did so be-
cause they can plausibly say it happened because they wanted
to check what kind of information are provided behind these
links. However, if people have to find out a password, type
in this password and thus take effort to access the provided
information, it is less plausible to deny that they accessed
private information "by accident". Thus, these people may be
less likely to admit that they accessed private information due
to being aware of their wrongdoing.

Hypothesis 2: Participants will less likely admit PIB when
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accessing the private information requires less compared to
more effort.

Regarding individual characteristics, some of the aforemen-
tioned characteristics may increase the likelihood that people
admit that they engaged in PIB, whereas others may make
it less likely. Specifically, conscientiousness, agreeableness,
and honesty-humility may increase the likelihood that people
admit wrongdoing. In contrast, the dark personality facets
may decrease this likelihood. For the other individual charac-
teristics we capture in our study, it is less straightforward to
propose associations with admitting PIB. However, to explore
the relation of individual determinants and admitting PIB we
propose,

RQ2: Do individual characteristics affect the rate with
which people admit PIB?

3 Method

Following suggestions to prevent typical fallacies of non-
reproducible science [28], we preregistered our hypotheses
and research questions, dependent variables that we wanted
to capture, experimental manipulations, data analysis plan,
and planned number of participants before data collection
started. While conducting the experiment and the analy-
ses, we followed our preregistration available at https:
//aspredicted.org/e4m32.pdf. The materials, data, and
analysis to reproduce the current findings are available at
https://osf.io/zcq2e.

3.1 Ethics statement

The first authors’ university’s ethical review board evaluated
and approved this research project. Since this study included
deception, a complex design, and a sensitive context, a require-
ment for ethics approval was a controlled environment that
enabled managing participant flow, ensuring that participants
do not reveal the purpose of the study to others, and ensuring
that participants are contactable for debriefing. This was only
possible with a student sample. To enable informed consent,
we debriefed participants about the study objective, informed
that participation was voluntary and highlighted repeatedly
that participants could withdraw from the study. Further, we
did not collect any personally identifiable information, and
none of the authors were instructors of the student participants
to ensure voluntariness. The evaluation materials that were
sent to the participants were created together with a profes-
sional actress. At the end of phase 3, we conducted a formal
debriefing for participants, informing them of the true purpose
of this study and assuring them that no personal information
was stored from them.

3.2 Procedure
The study consisted of three phases. In phase 1, participants
took part in job interview study in a laboratory setting which
served as the cover story for our study. In phase 2 (one day
after phase 1), participants received an email with the exper-
imental manipulation. In phase 3 (two days after phase 2),
there was a post-experimental survey. Figure 2 shows a flow
chart summarizing the study procedure.

3.2.1 Phase 1: Laboratory examination

Participants were invited to our laboratory and were told
that they will conduct a study on the automatic evaluation
of job interviews. After giving their informed consent, par-
ticipants were asked to complete a questionnaire capturing
demographic data and individual characteristics (see section
3.3). Then, they participated in a mock job interview with
a trained interviewer. During the interview, a video camera
filmed participants, and they were able to see that a video
recording software recorded them on a nearby computer mon-
itor. This was done to ensure that participants believed that
they were recorded during the interview and later automat-
ically assessed by a computer program (however, we never
actually recorded the interviews). The interview started with
common questions (e.g., tell us about your strengths) and
continued with increasingly personal questions (for instance
asking about participants’ family planning, marital status; we
chose questions that are illegal in selection interviews but
where research has shown that they are common in prac-
tice [29]). To increase plausibility of our cover-story, after the
interview, participants responded to questions assessing their
perception of the interview process (e.g., regarding fairness of
the process; [30]). However, the only purpose of the interview
was to draw attention to the interview setting and to make par-
ticipants believe that they, and other participants who would
take part in the study, had to share private information with
the interviewer and that this information was recorded. In the
end of phase 1, participants were told that they would receive
an evaluation of their interview via email.

3.2.2 Phase 2: At home, privacy-invasion phase includ-
ing email with experimental manipulation

One day after the interview, participants received an email
containing links to a text evaluation and a video of the in-
terview (see Appendix Table 3 for the email). However, the
email was addressed to another supposed participant of the
same study named "Luca". This way, participants were tricked
to believe that they received an email actually intended for
another person. In the email, Luca was thanked for their partic-
ipation and was informed that they will receive the evaluation
of their interview via two links contained in this email. The
email further informed the recipient that the first link will
direct them to a text file that presents an evaluation of the
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Figure 1: Flow chart of the study procedure. Items below the boxes indicate the measured variables. See Section 3.2 for further details.

interview and that the second link will direct them to a video
file of their interview that has been conducted in phase 1.

At this point, we experimentally manipulated the effort
necessary to access the other person’s private information.
In one group, the email contained information that access to
the text and video files is password-protected using the email
recipient’s first name (thus, the correct password was "Luca").
The links for this group led to a page where participants were
asked for the password and only after correctly inputting the
password the files could be accessed. In the other group, no
password protection was mentioned and the links led directly
to a page with the respective files. The web pages containing
the text and the video file logged the duration of accessing
the information.

At this point, some people wrote us that they received a
mail containing evaluation materials from another person. We
responded that we will clarify what happened but did not
disclose our experiment. Disclosing our experiment would
have destroyed our manipulation and participants who wrote
us an email might have reacted differently to our final survey
(see Phase 3).

3.2.3 Phase 3: At home, debriefing-phase and post-
experimental survey

Two days after the first email, participants received an apology
and information that due to a technical error several emails
had been sent to wrong recipients (see Appendix Table 4 for
the content of this email). To uphold the cover story, the email
asked participants to respond to another questionnaire that
was supposedly aimed towards estimating the extent of this
supposed error (details on the questionnaire in phase 3 see
section 3.3 and Appendix Table 6). First, participants were
asked multiple-choice questions to assess whether they had re-
ceived an email to make sure that phase 2 worked as intended.
Then, participants were asked open-response questions that
captured whether participants remembered the name of the
person who was the actual recipient of the email, whether
and how they realized that they had received a wrong email,
and whether they remembered details about the other person.

Afterwards, participants responded to a manipulation check
for the password condition (i.e., "Were you asked to insert
a password at any point?"). Subsequently, participants were
asked whether they accessed the other person’s private infor-
mation, thus recording whether participants admitted their
potential PIB. Participants were then asked to justify their
possible PIB via an open-ended question.

Then, participants were debriefed about the actual objective
of the study. Specifically, they were informed that the objec-
tive was to examine whether people would access other’s
private information when given the opportunity to do so and
whether they would admit accessing this private information.
Furthermore, we told participants that we covertly captured
whether they accessed the other person’s text and/or video file
thus informing them that we knew whether they accessed the
files. We emphasized that we never recorded or stored their
interview answers and there was no leakage of their private
information. Afterwards, participants were asked about the
credibility of the cover story of the study. In addition, we
asked participants about their cognitions and emotions regard-
ing the private information that they accessed and they were
once more given the opportunity to justify their potential PIB
the same way as before the debriefing.

3.2.4 Rationale for the procedure

To provide detail on the rationale behind the procedure of the
current study, we now present prerequisites for our study and
consequences that have manifested in our procedure.

1. Participants needed to be immersed into a realistic situ-
ation. If it would have been too obvious that the study
was about PIB, people might adapt their behavior in a
socially-desirable way. Consequence: We used the cover
of a "job interview study". These studies are common at
the main authors’ research institution. We also embed-
ded the questionnaires that were central to our research
questions with diversion questionnaires that maintained
the "job interview" facade.

2. We needed the option to experimentally manipulate the
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effort necessary to access another person’s private in-
formation. Thus, we needed a situation where we could
make it harder to access private information and at the
same time not too hard for laypeople. Consequence: Dur-
ing phase 2, we manipulated the necessary effort using
an easy-to-derive password. Having a password makes
it implausible that participants just clicked on a link "by
accident". Moreover, since we decided to have the pass-
word be the name of the actual recipient of the email,
typing in the correct password makes it less plausible that
participants believed that the information in the email
was actually intended to be for them.

3. We needed to covertly capture participants’ actual PIB.
Since PIB is socially unaccepted, it is not possible to ask
people overtly whether they performed such behavior
because we can expect that even under the assurance of
anonymity, people may not honestly report their behavior
[2]. Consequence: During phase 2, we covertly captured
participants’ behavior with the text and video files.

4. To enable us to examine whether participants would
admit PIB, we needed a situation where they were asked
to report whether they engaged in PIB. Consequence: In
phase 3, we gave participants the opportunity to admit
their behavior before they were debriefed about the study
objectives.

5. In studies including deception, ethics requirements de-
mand to debrief participants about the study objectives,
and about where they can get more information about
the study. Consequence: In phase 3, we debriefed par-
ticipants, informed them about the study objectives, and
provided them with the contact details of the principal
investigators. Also, we checked whether people accessed
the debriefing in phase 3 and contacted participants who
did not complete phase 3 to also debrief them.

3.3 Measurements

Participants responded to all items on a scale from 1 to 5
("strongly disagree" to "strongly agree"). For all scales we
report Cronbach’s α as a measure of reliability. Reliability
of all scales was acceptable or good, except for psychopathy
which was not used for further analyses. If items were not
available in the study language, we applied a team approach
(following [31, 32]). That is, two researchers independently
translated the English items into German, discussed possible
disparities and resolved them. See https://osf.io/zcq2e
for further information on the used items and materials.

Accessing private information. We automatically cap-
tured whether people accessed the text and video file. For
both files, we also captured how long participants interacted
with these files.

Admitting PIB. In phase 3, participants were asked
whether they accessed the other person’s private information,
thus recording whether participants admitted their potential
privacy-violating behavior. The respective questions were
introduced by the prompt "If you received an email with a
personal evaluation that was not intended for you ..." and
then captured the possibilities for privacy-violating behavior:
"...did you look at the text evaluation file?", and "... did you
watch (parts of) the video recording?"

Big Five personality. The Big Five personality dimensions
were assessed with the Big Five Inventory (BFI) by John and
Srivastava [33] with 44 items in a German version [34]. This
inventory captures the personality dimensions openness to
experience (e.g., "I see myself as someone who is original,
comes up with new ideas"; Cronbach’s α = .85), conscien-
tiousness (e.g., "I see myself as someone who does a thorough
job"; Cronbach’s α = .82), extraversion (e.g., "I see myself
as someone who is talkative"; Cronbach’s α = .88), agree-
ableness (e.g., "I see myself as someone who is considerate
and kind to almost everyone"; Cronbach’s α = .76) and neu-
roticism (e.g., "I see myself as someone who gets nervous
easily"; Cronbach’s α = .85).

Honesty-humility. Honesty-humility was captured using
10 items from the HEXACO Personality Inventory-Revised
by Ashton and Lee [35]. A sample item was "I wouldn’t use
flattery to get a raise or promotion at work, even if I thought
it would succeed" (Cronbach’s α = .76).

Dark personality facets. Dark personality facets were mea-
sured with the German version of the Dirty Dozen by Jonason
and Webster [19] by Küfner et al. [36]. This scale captures
the Dark Triad with its three dimensions Machiavellianism
(e.g., "I tend to manipulate others to get my way"; Cronbach’s
α = .80)., Narcissism (e.g., "I tend to want others to admire
me"; Cronbach’s α = .70), and Psychopathy (e.g., "I tend to
lack remorse"; Cronbach’s α = .39), using 12 items (4 per
subscale).

Privacy concerns. Privacy concerns were measured with
6 items by Dinev and Hart [37]. A sample item was "I am
concerned that the information I submit on the Internet could
be misused" (Cronbach’s α = .84).

Online exhibitionism. Online exhibitionism was assessed
with the Social Exhibitionism on the Internet scale by Vetter
et al. [27]. We used the short version of this scale, which mea-
sures online social exhibitionism with 8 items. A sample item
was "I like to post details of my private life on the internet"
(Cronbach’s α = .81). Due to the too explicit reference to
sexuality, the item "I like to use communication platforms on
the Internet to share my sexual fantasies with people I do not
know" was removed.

Social curiosity. Social curiosity was measured with the
10-item version of the Social Curiosity Scale by Renner [14].
A sample item was "When other people are having a conver-
sation, I like to find out what it’s about."; Cronbach’s α =
.74).
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Thrill-seeking. Thrill-seeking was captured with the
five items of the corresponding dimension from the Five-
Dimensional Curiosity Scale by Kashdan et al. [13]. A sample
item was "The anxiety of doing something new makes me
feel excited and alive" (Cronbach’s α = .79).

3.4 Qualitative measures
Recalling information. In phase 3 we assessed via open-
ended questions whether participants recalled information
about the actual mail recipient. Those started with the prompt
"If you received an email with a personal evaluation that was
not intended for you..." and were followed by three questions
to capture a) the name of the supposed other person ("... do
you still know to whom this mail was addressed?"), b) whether
and how participants realized the alleged error ("... how did
you realize that the email was not intended for you?"), and c)
details about the supposed other person ("... what information
about the other person did you see?").

Justification. Before and after the debriefing in phase 3,
participants were asked to justify their possible privacy vio-
lations via the open question "If you received an email with
a personal evaluation that was not intended for you and you
clicked on the link to a text or video file or watched it, why
did you do this?".

Cognitions and emotions. Participants were asked to re-
port on their cognitions and emotions regarding the private
information that they accessed with the question "What did
you think or feel when you were dealing with another person’s
private information (the text or video file)?"

Response emails. During the study, participants responded
to the emails that we had sent them. Since these emails could
contain interesting information that informs about partici-
pant reactions and behavior, we qualitatively analyzed these
emails.

4 Results

4.1 Sample characteristics
Overall, 95 participants took part in our study. All participants
gave their informed consent and were compensated for their
participation either with course credit or with 5C. Of these par-
ticipants, 72 (75.8%) were female, 22 (23.2%) male, and one
person stated another gender. Participants were M = 22.96
(SD = 5.99) years old. All participants were undergraduates
at a German university and the majority was enrolled in a
psychology course (86, 90.5%).

4.2 (Sub-)Samples used for hypothesis testing
and control questions

Our entire sample completed the first two phases of the ex-
periment, resulting in data from 95 participants usable for the

analysis of determinants of PIB. In phase 3, 81 participants
completed the survey. Accordingly, the subsample for the
analyses of the determinants of admitting PIB and our quali-
tative analyses consisted of data from 81 participants. After
the debriefing in phase 3, we asked participants whether they
believed the scenario of the study. Overall, most participants
agreed that they found the emails and the scenario believable
("agree" was coded with 4, range 1 to 5; M = 3.81, SD = 1.13).

4.3 Investigating hypotheses and RQs

4.3.1 Data structure and analysis plan

To test our hypotheses and RQs, we collected data on
two different measures of PIB for each participant: The
access/admission of access of the text file and the ac-
cess/admission of access of the video file. To account for
the data structure with two different measurements of PIB
per subject (i.e., nested data) and to test our hypotheses/RQs
parsimoniously, we decided to analyze our data using a multi-
level logistic regression analysis. For our analyses, we used R
4.4.1 [38] and the lme4 package [39] and followed recommen-
dations from the multi-level analysis literature [40, 41]. More
specifically, we opted for a step-by-step approach, starting
from the simplest model with no predictors and gradually
adding predictors to explain our data. Following best prac-
tice [40] we tested each model against the respective previous
model and rejected more complex models if they could not
explain the data significantly better than more parsimonious
models to prevent overparameterization.

For, both, the analysis of determinants of PIB and for the
question regarding the admittance of this behavior, we speci-
fied three models:

1. The Null-Model, containing only a random intercept for
the participants. This models that two data points of the
dependent variable belong to one participant, but does
not consider any predictors.

2. Model 1 extends the Null-Model by adding a predictor
for the experimental condition (no-password vs. pass-
word). The corresponding fixed effect of this predictor
enabled testing of our two hypotheses regarding PIB and
admitting this behavior. In addition, a predictor for the
type of private information (text vs. video) was added in
this model step because we imagined that this may also
affect participant behavior.

3. Model 2 extends Model 1 by adding predictors for the
individual characteristics in focus of our RQs.

Model comparisons were carried out using AIC values as
measures of model fit (lower values indicate better fit) as well
as χ2-difference tests that compare performance of the models
to explain the empirical data.
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Figure 2: Frequencies of participants per experimental condition
who accessed the text and/or video file, of participants who admitted
respective behavior, and of participants who did not respond to the
respective questions.

4.3.2 Determinants of PIB

Hypothesis 1 stated that participants will show more PIB
when accessing the private information requires less effort.
Figure 2 provides descriptive information on the number of
people who accessed the text and video file, as well as about
how many people admitted doing so. In the no-password
group, 42 (87.5%) of 48 participants accessed the text file.
In the group with password protection, only 21 (44.7%) of
47, accessed the text file. Regarding the video file, in the no-
password group, 38 (79.1%) of 48 participants accessed the
video file. In the group with password protection, only 16
(34.0%) of 47 participants accessed the video file.

The statistical testing of Hypothesis 1 and the examina-
tion of RQ1 followed the multi-level logistic regression ap-
proach described in section 4.3.1. Table 1 shows the results
of the model comparisons. Model 1 predicted participants’
PIB significantly better than the Null-Model (χ2(2) = 35.73,
p < .001). Model 2 did not demonstrate a better fit to the
data than Model 1 (χ2(12) = 10.06, p = .611). Accordingly,
Model 1 was selected as the final model for the dependent
variable PIB. Since Model 2 did not explain the empirical
data better than Model 1, we found no evidence for any effect
of participants’ individual characteristics on PIB (see RQ1).

The left side of Table 2 (column: Access) shows the regres-
sion coefficients and corresponding significance tests for the
final model of PIB. Our results suggest that participants in
the password group invaded the other person’s privacy signifi-
cantly less frequently than participants in no-password group
(Odds Ratio = 0.03, p < .001). This supports Hypothesis 1.
We found no effects for the type of information (Odds Ratio
= 0.45, p = .074).

We further explored our data by examining for how long

Model AIC ICC R2 LogLik χ2 (df )

Dependent variable: Access (N = 95, Obs.= 190)
Null-Model 240.21 .58 -118.11
Model 1† 208.48 .53 .30 -100.24 35.73* (2)
Model 2 222.43 .47 .40 -95.21 10.06 (12)

Dependent variable: Admittance (N = 60, Obs.= 101)b

Null-Model 143.77 -a -69.88
Model 1 134.12 .22 .18 -63.06 13.65* (2)
Model 2† 126.50 .02 .54 -47.25 31.62* (12)

Table 1: Model comparisons for the dependent variables accessing
private information (Access) and admitting PIB (Admittance).
Note. χ2-scores and df reflect the comparison between the models
in the current row vs. the previous row (* denotes a significant im-
provement). R2 denotes the marginal R2 and reflects the proportion
of total empirical variance explained by fixed effects only (see [42])
and is thus omitted for the Null-Models.
aThe Null-Model has a singular fit, meaning that one of the variance
components in the model has been estimated as zero. In this case, the
variance of the random intercepts for the subjects has been estimated
to zero, therefore no ICC can be calculated.
b21 participants were excluded because they did not access neither
text nor video file and 14 participants were excluded because they
did not answer the survey in phase 3.
† indicates the best model according to model comparison.

participants accessed the respective files. The text file was
accessed for a mean of M = 93.13 (SD = 137.09, Median =
35.00) seconds, where 75% of participants accessed the text
for longer than 20.5 seconds. Whereas the no-password group
accessed the text for a mean of M = 105.67 (SD = 148.84,
Median = 36.50) seconds, the password group accessed the
text for a mean of M = 68.05 (SD= 108.87, Median= 25.00)
seconds. The video file was accessed for a mean of M =
191.82 (SD = 244.91, Median = 60.00) seconds and 75% of
the participants who accessed the video did so for longer than
14.50 seconds. Whereas the no-password group accessed the
video for a mean of M = 202.92 (SD = 257.69, Median =
64.00) seconds, the password group accessed the video for a
mean of M = 165.44 (SD = 216.99, Median = 60.00) seconds.

4.3.3 Determinants of admitting PIB

Hypothesis 2 proposed that participants will less likely admit
PIB when accessing the private information requires more ef-
fort. Regarding the text file, 32 participants did not access this
file and 9 participants did not respond to the question whether
they accessed the text file. Because it was not possible to de-
termine admittance for those participants, they were excluded
from the analysis. In the no-password group, 36 participants
accessed the text file and 26 of them (72.7%) admitted doing
so. In the password group, 18 participants accessed the text
file and 8 (44.4%) admitted doing so. Regarding the video file,
42 participants did not access this file and 7 participants did
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Final Model Access Final Model Admittance

Odds Ratio β 95% CI p Odds Ratio β 95% CI p

Null-Model
Intercept 20.72 3.03 1.49 – 5.57 <.001 0.33 -1.10 -10.67 – 8.47 .821

Model 1
Type of Informationa 0.45 -0.79 -1.66 – 0.08 .074 0.10 -2.27 -3.75 – -0.80 .003
Experimental Conditionb 0.03 -3.39 -5.19 – -1.59 <.001 0.88 -0.13 -1.42 – 1.17 .849

Model 2
Openness 2.17 0.77 -0.22 – 1.77 .126
Conscientiousness 0.88 -0.13 -1.11 – 0.86 .804
Extraversion 3.26 1.18 0.10 – 2.26 .032
Agreeableness 0.23 -1.46 -3.06 – 0.14 .073
Neuroticism 0.89 -0.12 -1.03 – 0.79 .800
Honesty-humility 1.39 0.33 -0.91 – 1.56 .603
Machiavellianism 0.15 -1.91 -3.27 – -0.55 .006
Narcissism 3.75 1.32 -0.04 – 2.69 .058
Privacy concerns 1.01 0.01 -0.84 – 0.87 .976
Thrill-seeking 0.52 -0.65 -0.15 – 0.21 .139
Social curiosity 0.89 -0.12 -1.50 – 1.26 .864
Online exhibitionism 4.69 1.55 0.12 – 2.12 .034

Table 2: Regression coefficients of the final models for the dependent variables PIB (Access) and admitting PIB (Admittance).
Note. Significant p-values (α < .05) are printed bold. aReference category = text. bReference category = no password.

not respond to the question whether they accessed the video
file. Because it was not possible to determine admittance for
those participants, they were excluded from the analysis. In
the no-password group, 33 participants accessed the video
and 9 (27.3%) participants admitted doing so. In the pass-
word group, 14 participants accessed the video and 5 (35.7%)
admitted doing so (see also Figure 2).

Testing of Hypothesis 2 and examining RQ2 followed the
multi-level logistic regression approach described in section
4.3.1. Table 1 shows the results of the model comparisons.
Model 1 predicted significantly better whether participants
admitted their PIB than the Null-Model (χ2(2) = 13.65, p
= .001). Model 2 showed an even better fit to the data than
Model 1 (χ2(12) = 31.62, p = .002). Accordingly, Model 2
was selected as the final model for the further analysis.

The right side of Table 2 (column: Admittance) shows
the regression coefficients and corresponding significance
tests for the final model of admitting PIB. Participants in
the password group were equally likely to admit their PIB
like those in the no-password group (Odds Ratio = 0.88, p
= .849). Accordingly, there was no support for Hypothesis
2. Unexpectedly, we found a significant effects for the type
of information (Odds Ratio = 0.10, p = .003) in this model.
Participants less likely admitted that they had accessed the
video (14 out of 47, 29.8%) compared to the text file (34 out
of 54, 63.0%). One possible explanation for this effect is that
accessing the video file was associated with a stronger feeling
of wrongdoing and was thus overall a behavior that people

would less likely admit compared to accessing a text file.
RQ2 asked whether individual characteristics affect

whether people admit PIB. Based on our model compar-
isons between Model 1 and Model 2, we conclude that cer-
tain individual characteristics affected whether participants
admitted PIB. Specifically, higher scores on online exhi-
bitionism (Odds Ratio = 4.69, p = .034) and extraversion
(Odds Ratio = 3.26, p = .032) made it more likely that par-
ticipants admitted their behavior, whereas higher scores on
Machiavellianism (Odds Ratio = 0.15, p = .006) made it less
likely (see right side of Table 2).

4.3.4 Qualitative results

For further insights regarding why participants behaved and
reacted the way they did, we used qualitative analyses to ob-
tain further information from our phase 3 questionnaire and
from the emails that participants had sent us. We followed sug-
gestions for reflexive thematic analyses by Braun and Clarke
as qualitative analyses [43,44]. Specifically, in a first step, we
coded the text passages in response to the qualitative ques-
tions. Second, one of the authors and one research assistant
derived superordinate topics from these codings. Third, two
independent raters coded all text passages again meaning that
they independently assigned text passages to the aforemen-
tioned topics. This allowed us to determine reliability of the
topics we found in the qualitative analyses. In our case, we
calculated interrater reliability (i.e., the agreement between
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the two raters in assigning the text passages to the superor-
dinate categories). Precisely, we used Cohen’s κ which is
calculated using the percentage of matches out of the total
number of codings, plus adjusting for the probability of ran-
dom matches. All of our qualitative analyses showed good to
excellent reliability with Cohen’s κ values between .65 and
.91. The procedure was the same for all qualitative questions
from the phase 3 questionnaire as well as for the email texts.
Of the 95 participants, 14 participants did not respond to the
post-experimental survey so it was not possible to include
them in the qualitative analysis, accordingly, the following
analyses are based on a sample of 81 participants.

Recalling information about the actual mail recipient.
The majority of participants recalled the name of the ac-
tual mail recipient (70, 86.4%). Participants were also asked
whether they recalled information that made them aware of
the fact that the email was not meant for them. Many partici-
pants noticed through the salutation in the email that it was
not their name (73, 90.1%). Participants also reported that
they noticed that the email was not meant for them due to the
text file (16, 19.8%), the video file (19, 23.5%), or the pass-
word (8, 9.9%; i.e. they typed in their own first name to access
the files instead of the name "Luca" which was the name of
the correct recipient). In summary, these results indicated that
the majority of participants realized that the information they
received was meant for another person. Importantly, 90.1%
of participants already realized through the salutation in the
email that this email was not meant for them.

Justification for PIB. Many participants justified access-
ing the text and/or video by stating that they wanted to check
whether the email salutation was just addressed to the wrong
person but the files were the correct ones (46, 56.8%). Others
remarked that they were interested in the analysis (13, 16.0%)
or that they did not notice the wrong salutation (8, 9.8%). A
minority stated that they believed that we send a wrong infor-
mation on purpose (2, 2.5%). These findings imply that many
participants justified their behavior with "checking behavior"
– they supposedly wanted to check whether the provided infor-
mation was really not meant for their eyes. Fewer participants
justified their behavior by reporting that they were interested
in the other person’s information. After the debriefing, partic-
ipants’ justifications did not change compared to pre-briefing
meaning that they did not change their justification after being
informed that we had covertly captured their PIB in phase 2.

Cognitions and emotions regarding PIB. Our results re-
vealed that 30 (37.0%) participants reported negative feelings
such as guilt, shame, or concern, 17 (21.0%) participants re-
ported no emotional involvement, and 17 (21.0%) reported
that they were concerned about their own private information
and who might have access to it. Furthermore, 25 (30.9%)
participants expressed empathy with the actual recipient and
that they felt bad for them that other people can access their
information. Other participants were angry about the mistake
(7, 8.6%) and some were suspicious whether this was part

of the study or not (6, 7.4%). In sum, these results indicate
that participants were (mostly negative) emotionally involved
when they realized that they had access to another person’s
private information. Additionally, participants felt empathy
for the other person and at the same time were worried about
their own private information as access to another person’s
private information has made concerns about participants’
own privacy salient.

Response emails. Of the 95 participants, 76 (80.0%) re-
sponded to our email in phase 2. Of those, 75 (99.0%) wrote
that there must have been a mistake during the sending of the
mail, that it should be sent to another person or that they are
not the person who was addressed in the original email. Fur-
thermore, 14 (18.0%) participants reported concern or anger in
their email. They insisted that private data should be handled
more conscientiously, that authorities should be informed, and
that they wanted immediate clarification of the issue. There
were 2 (3.0%) participants who personally came to the labo-
ratory where phase 1 was conducted to contact the research
assistants who conducted the study. Also, 14 (18.0%) partici-
pants expressed privacy concerns (e.g., concerns about what
has happened to their own data). Additionally, 13 (17.0%) par-
ticipants wanted to make us aware of their privacy-respecting
behavior in that they reported that they did not look at any-
thing, that they stopped immediately after realizing that it
was not their information, or that they deleted the material
instantly. Also, 7 (9.0%) participants explicitly mentioned the
full name of the supposed other person. Since the full name
of this person was only visible after having clicked on at least
one of the links, this indicates that they have accessed the
private information. Finally, only 2 (3.0%) participants saw
through our mock scenario and wrote that they believe that
our email was sent as part of the experimental procedure.

5 Discussion

The goal of this paper was to enhance our understanding of
sociotechnical environments that may promote or prevent
digital PIB by experimentally investigating situational and
individual determinants of PIB that have been proposed in
prior research [2]. The main findings of our study are that a)
a majority of participants showed PIB, b) many participants
had negative feelings about access to another person’s private
information, c) PIB was less likely when it required more
effort to access private information, d) participants were less
likely to admit PIB if they accessed the video file compared to
the text file, and e) individual characteristics (e.g., personality)
only had a minor influence on PIB but influenced whether
people admitted such behavior. In sum, our findings indicate
that it is less a matter of individual characteristics that drove
our participants to engage in PIB but they may have been
tempted by effortless access to private information. Further-
more, admitting this kind of behavior seems to differ with
respect to the kind of information that was invaded and also
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depends on people’s individual characteristics.

5.1 Privacy-invading behavior

Our study supports research that implied that people are
tempted to behave in a privacy-invading manner if given the
opportunity [2, 11, 45]. In fact, a majority of our participants
accessed private information that was clearly addressed to
another person. They mostly reported that they had accessed
the files to check whether it was really not information that
was meant for them. Clearly, there is a high probability that
participants clicked on the links to check whether the informa-
tion is really not supposed to be for their eyes. However, since
a large proportion of participants accessed the text and video
files for more than just a few seconds, we argue that partici-
pants’ behavior did not just reflect "checking behavior". We
propose that some participants used checking behavior also
as a socially desirable response when asked for the reasons
for socially unacceptable behavior [46]. In the case of the
password group, checking behavior seems even less plausible
because they had to enter the original recipient’s first name as
a password. Still, in the password group, nearly half of partic-
ipants accessed the text and almost a third of participants the
video file. We thus argue that our participants were aware that
accessing others’ private information is socially unacceptable
which is supported by the number of participants who a) re-
sponded to our mail to clarify that they had received a mail
that was intended for another person, b) reported negative
feelings about accessing another person’s private information,
and c) described concerns about what might have happened to
their own data. Yet, many participants still accessed the other
person’s private information, watched it for more than just a
few seconds, and thus showed PIB.

Furthermore, our study supports that situational character-
istics can affect PIB: more effort necessary to access oth-
ers’ private information made it less likely that participants
showed PIB. Since deriving the password from the informa-
tion in the email was easy, our study additionally showed
that already low required effort decreases the likelihood that
people invade others’ privacy. This finding is in line with re-
search on technical design to prevent PIB that has shown that
even small changes and small increases of possible required
effort to observe private information (e.g., not using graphical
passwords; increasing the length of passwords; [8, 47]) can
prevent privacy invasions.

Beyond the effort necessary to access private information,
future research could explore other situational characteristics
that may influence PIB. In hindsight, it is possible that having
a password did not only affect the necessary effort to access
private information but also whether there is an active action
necessary, and/or whether available information is considered
to be private. First, a password makes it a more active action
to access private information compared to just clicking on a
link since this may happen nearly automatically [48]. Second,

a password might make it salient that information secured
with the password is private. In our study, participants in
the no-password condition may have been less aware that
information accessible through the links is private information
worth protecting. In contrast, "protection" and maybe also
"privacy" are salient attributes when something is password-
encrypted. With our study, we cannot be sure which of these
factors were the most influential to reduce PIB but future
research can use our analysis as a starting point to investigate
the importance of further situational determinants of PIB.

In contrast to situational characteristics, individual char-
acteristics negligibly affected whether participants engaged
in PIB. This could mean that there is not much difference
between people regarding PIB. Especially in the case of char-
acteristics such as social curiosity where an association with
PIB seems straightforward [11, 14] this finding is surprising.
One explanation for this finding and a limitation to our study
is that participants were predominantly female and mostly
students. Although there was was some variance regarding
individual differences even in our homogeneous sample, there
may be less compared to a more representative sample thus
reducing the potential to reveal possible effects of individual
differences. Therefore, we do not dismiss that there are in-
dividual characteristics that influence PIB but still conclude
that situational may be more influential than individual char-
acteristics. In other words, it is less a question of who shows
PIB but when and under what circumstances.

5.2 Admitting PIB

We hypothesized that situational characteristics that make PIB
less likely would also make it less likely to admit PIB but
found no support for this hypothesis. Instead, we unexpectedly
found that admitting PIB was less likely for the video than for
the text file. Possibly, participants perceived the video as con-
taining more sensitive information than the text file. We do
not want to imply that videos are always considered to include
more sensitive information than text files; there clearly is tex-
tual information that will be considered very sensitive (e.g.,
bank account information). Nevertheless, our findings sup-
port research indicating that people ascribe different value or
sensitivity to different information [26] and goes beyond that
by showing that people may be less likely to admit that they
accessed private information for which they assign particular
value. The problem that arises from this is that if people are
already less likely to admit wrongdoing in our study, where
they did not have to fear any punishment, it is possible that
in real-life people will not take responsibility for PIB when
accessing sensitive information. On the one hand, this can
diminish trust in relationships where admitting wrongdoing
could facilitate rebuilding trust [49]. On the other hand, if
unintended access to sensitive information makes admittance
less likely, this may also decrease the likelihood with which
data leaks or data security issues within organizations will
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be realized [50]. In other words, if people access sensitive,
private information they are not supposed to see, this could
reveal security issues. However, if people who access this
information are not willing to report doing so, such issues
will remain undetected. This is a tentative hypothesis that
may be worth investigating in future studies. Furthermore,
this finding may be useful for information security training
in organizations, where it may be necessary to highlight that
access to private information can be a sign for security is-
sues and where interventions may need to be implemented to
motivate people to report such possible issues.

Whereas individual characteristics did not affect whether
participants engaged in PIB, they did influence whether par-
ticipants admitted their behavior. Admitting PIB was captured
by asking participants whether they accessed private infor-
mation which may have confronted them with their possible
wrongdoing. This confrontation may be the point where peo-
ple with certain individual characteristics may be more (or
less) likely to admit PIB. Our findings implied that more
extroverted participants more likely admitted PIB. It is possi-
ble that for more introverted participants admitting that they
have invaded another person’s privacy may be unpleasant be-
cause they value privacy more than extroverted ones [23, 51].
Consequently, admitting PIB may have been easier for ex-
troverted compared to introverted participants. Furthermore,
participants with stronger tendencies regarding online exhibi-
tionism were more likely to admit PIB. Possibly, they were
less likely to believe that accessing private information con-
stitutes problematic behavior because they enjoy presenting
private information of themselves online [27]. In line with
this, admitting PIB may become more likely if people are less
aware that such behavior is inadequate. Finally, participants
with higher levels of Machiavellianism were less likely to
admit PIB. This finding supports previous work finding that
people with high levels of Machiavellianism were more likely
to misreport their actual behavior [52]. In summary, our find-
ings imply that engaging in PIB is different from admitting
to engage in such behavior. Whereas the former was more
strongly influenced by the effort necessary to access private
information, the latter was influenced by the type of accessed
private information and by individual characteristics.

5.3 Design implications

Although our study was aimed towards a better understand-
ing of sociotechnical environments that affect PIB and not
towards deriving design implications, we still want to empha-
size design implications of our findings. It may sound obvious
but to prevent PIB it makes sense to increase the effort nec-
essary to access private information. On the one hand, our
study shows that people are tempted to invade others’ privacy
when there is no effort required. On the other hand, it shows
that even flawed security measures (like easy guessable pass-
words) can reduce PIB. This behavior affects people whose

privacy is being invaded and those who invaded other’s pri-
vacy since a significant proportion of our participants reported
negative feelings after showing PIB (see also [2]). To decrease
the temptation to engage in behavior that has mostly nega-
tive consequences, designers and individuals need to consider
ways to increase the effort necessary for possible PIB. For
designers, research on shoulder surfing provides examples re-
garding how to design technology to make accessing private
information require more effort (for a review see [8]). For
individuals, our recommendation is to consider ways, even
seemingly simple ones, to at least increase the effort for others
to engage in PIB. The same way that curtains prevent privacy
invasions, sending out password-encrypted files reduces the
temptation for people who may accidentally have access to
these files to engage in PIB – even if the password is easily
available.

5.4 Limitations and Future Work
There are at least two limitations that we need to address. First,
our sample consisted mostly of female psychology students
which decreases the generalizability of our findings. This
group of participants may differ in age, gender, and personality
variables from a broader population. For instance, employees
will have different characteristic and also different motivations
when given the opportunity to access sensitive information.
Second, although we designed our study to reflect a realistic
situation (i.e., accessing private information because an email
was mistakenly sent to the wrong recipient; [4]), it is still a
specific situation. PIB in other contexts may differ from the
situation in our study. For instance, shoulder surfing has the
possibility that the observed person will realize the privacy
invasion and will show a reaction that immediately affects
the observer. Nevertheless, we believe that our conclusions
hold for other PIB and that it is important to consider ways to
increase the effort necessary to engage in PIB.

6 Conclusion

Research seems to only be beginning to understand the so-
ciotechnical environment in which digital PIB occurs [2, 8].
Our study supports that PIB may be an everyday behavior
that many people would show if given the opportunity, and
whose likelihood is affected by situational characteristics.
Furthermore, admitting this behavior will never be easy but
also seems to depend on the kind of information that was
accessed and on individual characteristics of the person who
has engaged in PIB. Consequently, technical design but also
individuals’ privacy-securing behavior need to be guided to-
wards preventing situations where people may be tempted to
access information that is not meant for them.
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A Appendix

Subject: Job interview study evaluation

Hey Luca,
Thank you again for your participation in our job inter-
view study.

As already announced, we will send a corresponding
evaluation to the study participants for whom our analy-
sis tool strongly deflected at one point of the interview. A
part of your behavior seems to have been so remarkable
for the algorithm that it gave you extreme values.

Under the following links we have provided the auto-
matically generated evaluation as well as the recording
of your interview. In the evaluation, there are also time
stamps for the remarkable parts, which the algorithm
threw out.

Evaluation: Link

Video recording: Link

If you have any questions or want personal feedback just
contact me again.

Best regards,
Laura

Table 3: Email from phase 2
Note: Text of the email sent to participants 24 hours after
the job interview in the laboratory. The original email was in
German and contained links to the research institute and an
automatic signature with the contact details of the Lab.

Subject: Error evaluation job interview study

Dear participant,

Unfortunately, due to a technical error, there was some
confusion in the sending of the personal evaluations.

In order to estimate the extent of this error, we kindly
ask you to fill out the following questionnaire:
Link

Answering the questionnaire will take about 5-10 min-
utes and you will receive 0.25 subject hours as compen-
sation for your efforts.

Best regards,
Laura

Table 4: Email from phase 3
Note: Text of the email sent to participants 48 hours after
the email from phase 2. The original email was in German
and contained links to the research institute and an automatic
signature with the contact details of the Lab.

Response emails from participants to the emails from phase 2

information / notification about mistake
information / notification about wrong video
own name explicitly mentioned (not just in closing formula)
own name completely absent (not in text nor in closing formula)
privacy concerns
warning / threatening behavior
integrity / privacy-respecting behavior
full name "Luca Schmidt" mentioned
failed cover story

Table 5: Codebook from the reflexive thematic analysis of the response emails
Note: Cohen’s κ = .91
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Scale Item text Response format

Big-Five-Inventory [34] I see myself as someone who . . 1 (strongly disagree) to
5 (strongly agree)

Agreeableness ... tends to find fault with others. (r)
... is helpful and unselfish with others.
... starts quarrels with others. (r)
... has a forgiving nature.
... is generally trusting.
... can be cold and aloof. (r)
... is considerate and kind to almost everyone.
... is sometimes rude to others. (r)
... likes to cooperate with others.

Conscientiousness ... does a thorough job.
... can be somewhat careless. (r)
... is a reliable worker.
... tends to be disorganised. (r)
... tends to be lazy. (r)
... perseveres until the task is finished.
... does things efficiently.
... makes plans and follows through with them.
... is easily distracted. (r)

Extraversion ... is talkative.
... is reserved. (r)
... is full of energy.
... generates a lot of enthusiasm.
... tends to be quiet. (r)
... has an assertive personality.
... is sometimes shy, inhibited. (r)
... is outgoing, sociable.

Neuroticism ... is depressed, blue.
... is relaxed, handles stress well. (r)
... can be tense.
... worries a lot.
... is emotionally stable, not easily upset. (r)
... can be moody.
... remains calm in tense situations. (r)
... gets nervous easily.

Openness ... is original, comes up with new ideas.
... is sophisticated in art, music, or literature.
... is curious about many different things.
... is ingenious, a deep thinker.
... has an active imagination.
... is inventive.
... values artistic, aesthetic experiences.
... prefers work that is routine. (r)
... likes to reflect, play with ideas.
... has few artistic interests. (r)

Table 6: Items for phase 1 and phase 3
Note: The items for the Social Exhibitionism on the Internet scale (online exhibitionism) are originally in German and were translated to
English for the Appendix. (r) = reverse-coded item.
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Scale Item text Response format

Social curiosity [14] I’m interested in people. 1 (strongly disagree) to
5 (strongly agree)When other people are having a conversation, I like to find out what it’s

about.
I like finding out how others “work.”
When on the train, I like listening to other people’s conversations.
I find it fascinating to get to know new people.
When people quarrel, I like to know what’s going on.
When I meet a new person, I am interested in learning more about
him/her.
Every so often I like to stand at the window and watch what my neigh-
bors are doing.
I like to learn about the habits of others.
I like to look into other people’s lit windows.

Online
exhibitionism [27]

The idea that theoretically millions of people could look at my site on
the Internet is appealing to me.

1 (strongly disagree) to
5 (strongly agree)

I like to post details of my private life on the internet.
I enjoy putting intimate details of my private life on the Internet.
I don’t like the idea that unknown people on the Internet get information
about my leisure activities from me. (r)
I like to post photos showing me on the internet for everyone to see.
I enjoy posting private videos of myself on the web for everyone to see.
I struggle with not knowing who is reading the information I provide
online. (r)

Dark personality
facets [19, 36]

I tend to manipulate others to get my way. 1 (strongly disagree) to
5 (strongly agree)I have used deceit or lied to get my way.

I have use flattery to get my way.
I tend to exploit others towards my own end.
I tend to lack remorse.
I tend to not be too concerned with morality or the morality of my
actions.
I tend to be callous or insensitive.
I tend to be cynical.
I tend to want others to admire me.
I tend to want others to pay attention to me.
I tend to seek prestige or status.
I tend to expect special favors from others.

Privacy concerns [37] I am concerned that the information I submit on the Internet could be
misused.

1 (strongly disagree) to
5 (strongly agree)

When I shop online, I am concerned that the credit card information can
be stolen while being transferred on the Internet.
I am concerned about submitting information on the Internet, because
of what others might do with it.
I am concerned about submitting information on the Internet, because it
could be used in a way I did not foresee.
When I am online, I have the feeling of being watched.
When I am online, I have the feeling that all my clicks and actions are
being tracked and monitored.

Table 6: Items for phase 1 and phase 3
Note: The items for the Social Exhibitionism on the Internet scale (online exhibitionism) are originally in German and were translated to
English for the Appendix. (r) = reverse-coded item.
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Scale Item text Response format

Thrill-seeking [13] The anxiety of doing something new makes me feel excited and alive. 1 (strongly disagree) to
5 (strongly agree)Risk-taking is exciting to me.

When I have free time, I want to do things that are a little scary.
Creating an adventure as I go is much more appealing than a planned
adventure.
I prefer friends who are excitingly unpredictable.

Honesty-humility [35] I wouldn’t use flattery to get a raise or promotion at work, even if I
thought it would succeed.

1 (strongly disagree) to
5 (strongly agree)

If I knew that I could never get caught, I would be willing to steal a
million dollars. (r)
Having a lot of money is not especially important to me.
I think that I am entitled to more respect than the average person is. (r)
If I want something from someone, I will laugh at that person’s worst
jokes. (r)
I would never accept a bribe, even if it were very large.
I would get a lot of pleasure from owning expensive luxury goods. (r)
I want people to know that I am an important person of high status. (r)
I wouldn’t pretend to like someone just to get that person to do favors
for me.

Controll questions Did you receive an email from us with an evaluation? 1 (yes), 2 (no)
Please check your spam folder. Did you find an email from us with an
evaluation?
If you received an evaluation, was it your own?

Recalling information
about actual recipient

If you received an email with a personal evaluation that was not intended
for you ...

open

... do you still know to whom this mail was addressed?

... how did you realize that the email was not intended for you?

... what information about the other person did you see?
Admitting
privacy-invading
behavior

If you received an email with a personal evaluation that was not intended
for you ...

1 (yes), 2 (no)

... did you read the content of the mail?

... did you click on the link to the evaluation document?

... did you look at the evaluation document?

... did you click on the link to the video recording?

... did you watch (parts of) the video recording?

... was there a password prompt at any point?
Justification If you received an email with a personal evaluation that was not intended

for you and you clicked on the link to a text or video file or watched it,
why did you do this?

open

Credibility I found it credible that a mistake was made when sending out the evalu-
ations.

1 (strongly disagree) to
5 (strongly agree)

Cognitions What did you think or feel when you were dealing with another open
and emotions person’s private information? (text or video file)
Previous Have you experienced a case of privacy violation before? 1 (yes), 2 (no)
experience If you have already experienced a case of privacy violation, briefly

describe it.
open

Table 6: Items for phase 1 and phase 3
Note: The items for the Social Exhibitionism on the Internet scale (online exhibitionism) are originally in German and were translated to
English for the Appendix. (r) = reverse-coded item.
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Recalling information about the actual mail recipient

Information from person Recognition other recipient Name recall
name name Luca

evaluation sheet text file

video video

image image

conspicuity from the algorithm password

unclear, which information they saw evaluation (unspecific)

gender

age

Justification, cognitions and emotions regarding privacy-invading behavior

Cognitions and emotions Justification
strange to check whether the files were the correct ones

relief that other person reacted similarly curiosity

embarrassing not noticed the wrong salutation

impressed by the computer evaluation believe wrong information was sent on purpose

curiosity believe attachment is a dummy evaluation

indifference

negative feelings

guilt, shame, concern, shocked, unpleasant, bad feeling, un-
comfortable, queasy feeling, bad conscience

empathy with Luca

process is unfair, empathy with Luca, feeling sorry for Luca,
protect the privacy of the other person

concern about own data

threatening, concern about own data

distrust in the study

thought that it was intentional, thought that it is only a cover
story

disappointment / anger

disappointment, furious, anger

Table 7: Codebook from the reflexive thematic analysis of the qualitative questions from the phase 3 survey
Note: Cohen’s κ = .65
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