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Abstract

The main purpose of the research presented in this thesis is to design and develop

a game prototype for improving user awareness against ransomware, which has been

reported as the most significant cyber security threat to the United Kingdom by the

National Cyber Security Centre. Digital transformation is helping individuals, or-

ganisations, governments and Industrial control systems to modernise and improve

their effectiveness. At the same time, cyber crimes are evolving and targeting es-

sential services. A successful cyber attack can compromise users’ privacy, bring bad

publicity and financial damage to organisations and target national security.

A literature review was conducted to understand threats to the cyber social

system. Literature in this thesis reports attackers exploit humans as the weakest

link to execute successful security breaches. Therefore to address this challenge, a

significant gap has been identified as an opportunity to contribute to user awareness

of the ransomware cyber security threat.

The current thesis proposes RansomAware a novel game prototype to improve

user awareness. The game is based on Technology Threat Avoidance Theory (TTAT)

model. In this thesis two studies are carried out, study 1 empirically validates the

elements of TTAT to be embedded in the RansomAware prototype and reports a

significant change in users’ motivation to avoid ransomware cyber security threat

55% and avoidance behaviour 29%, whereas study 2 evaluates game usability and

report significant results of SUS average score of 87.58 and statistical results of p <

0.01 indicate user’s satisfaction of the RansomAware. Finally, the research provides

guidelines on how the proposed RansomAware game can be adopted by practitioners

and individuals to improve their awareness against the ransomware cyber security

threat.
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Chapter 1

Introduction

1.1 Research Background and Motivation

In the current fast-moving digital era, Cyber Security is defined as implementing

processes or controls to protect computers and electronic systems [1]. These systems

hold critical data of individuals, companies and organisations and can be at risk of

malicious attacks [2], including the digital infrastructure which connects them [3].

Due to the pervasiveness of computing, threats to these digital systems are grad-

ually becoming more frequent and sophisticated [4]. Hackers and Crackers drive

these threats to carry out Cybercrime either for their financial gains or information

gathering and reconnaissance on opponents through political [1] motivation or to

conduct Cyberwar to work on a specific ideology or to cause widespread disruption

through controlling and shutting down electronic systems classified as Cyberterror-

ism [5]. The attacker typically penetrates these electronic systems through either

known exploits or by discovering new vulnerabilities [6]. National Cyber Security

Centre (NCSC, 2016)1 define these incidents as a severe violation of the Computer

Misuse Act (2010) as it breaches the confidentiality, integrity and availability of the

data, system, and software through unauthorised access. The attackers use various

techniques to deceive end users, such as malware, phishing [7], Distributed Denial

of Service [8] and Man-in-the-middle into carrying out cyber-attacks [9].

Cyberspace’s complex growth due to the evolution of the Internet of Things (IoT)

and the inclusion of smart mobile devices has made end users more vulnerable [10].

1https://www.ncsc.gov.uk/articles/what-cyber-incident

15

https://www.ncsc.gov.uk/articles/what-cyber-incident


Developing a Usable Security Approach for User Awareness Against Ransomware

Some notable incidents, such as US 2016 Elections hacked by Russians through email

theft to influence elections in a foreign country, have been dominant in the media[11].

Distributed Denial of Service (DDoS) against Dyn, which owns most of the Domain

Name System infrastructure, is considered a powerful reflection-based volumetric

DDoS attack [12]. It left a significant number of web services inaccessible to Internet

users. Cybercriminals executed this attack through a network of several thousand-

compromised Internet-connected machines called botnets to overwhelm the target

machine with spoofed source IP addresses [13]. The major cyber-attack against

a Panama-based law firm was due to the exploitation of vulnerabilities exposed

from un-patched open-source web server software, resulting in a breach of massive

11.5 million records from the company’s database. Although the actual attacker is

unknown, initial investigation links this breach to the user’s access privileges [14].

In recent years, ransomware has emerged as malicious software used by attackers

[15]. It employs robust encryption techniques to hostage the target user and prevent

him from accessing his computer or data. Ransomware locks the machine to make

it inaccessible or encrypts the user’s data. This attack usually propagates via email

attachments [16]. WannaCry is one of the ransomware cyber-attacks which caused

worldwide disruption in 2017 and brought UK National Health Services offline for

several hours. It is also reported to be propagated via email attachments accepted

by the end user [17].

Facebook privacy row has been a new headline in all the media. The firm Cam-

bridge Analytica (CA) obtained the personal data of Facebook users through the

Facebook-linked app without users’ consent, and it is estimated that 87 million

users’ data were inappropriately shared [18]. Although users’ data mined by CA

was a breach of trust between Facebook, its users and the CA, this scandal also

escalated a need for the user to develop technology adoption awareness. In another

incident, a cyber-attack against Ukrainian power suppliers left hundreds of thou-

sands of customers without electricity [19]. The hackers exploited vulnerabilities in

the communication architecture of the grid system to gain unauthorised access to

the companies’ Supervisory Control and Data Acquisition System (SCADA) [19].

The attackers used spear-phishing emails attached to Microsoft word files to pene-

trate malware in the system. It infected the master boot records of the operating

16 Chapter 1 Usman Javed Butt
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system used by the workers [20]. The attackers’ methodology exploited workers as

the weakest link through emails, compromising companies’ corporate networks and

causing havoc and severe disruption of the electricity supply.

Yahoo!, the Internet company, revealed in 2016 that a massive data breach hit

them in 2013-2014. Hackers have stolen 4 billion user accounts [21], which include

critical information like passwords, bank account details and other personal infor-

mation. According to the company, attackers used users’ browser cookies to steal

their email passwords and get access to their personal information also highlights

the need for user awareness of cookies [22].

According to the MIT press book ’The Internet of Things you Don’t own’ [23]

also highlights the hacking concern associated with high-tech toys. Children’s data is

vulnerable to privacy invasion, creating realisation among parents about technology

adoption. Wi-Fi-enabled Barbie doll manufactured by a company called ToyTalk is

seen as a potential risk of children’s privacy invasion, as this intelligent toy can be

turned into a surveillance device [24]. This smart device uses Interactive voice re-

sponse (IVR) technology to engage with children. The recorded conversation is not

only stored on the cloud-based platform for data analytics to improve the response

but also shared this data with third-party vendors for research development. So

technically, the company owns all the conversations between the toy and children

[25]. In the wake of the recent data theft of Hong Kong based smart toys manufac-

turer VTech, the companies’ poor security practices led to the compromise of 11.6

million user’s data, including children, which includes their personal information

such as date of birth and audio files [26]. This data breach poses serious security

risks concerning the Barbie doll, how data is communicated between the toy and the

company’s servers, and the measures taken to protect stored data and user privacy.

Cyber-attacks also threaten critical infrastructure because of modern cyberwar-

fare or espionage [27]. In the case of the Stuxnet worm, a foreign state-funded

programme penetrated Iran’s nuclear plant by exploiting vulnerabilities in the op-

erating system and infected around 30,000 machines. Stuxnet, a social engineering

cyber-attack. It propagated into critical nuclear infrastructure by compromising all

the Windows operating system machines. One of the employees unintentionally ex-

ecuted this by plugging an infected USB into one of the industrial machines. This
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worm was not only capable of searching the target machines and was able to connect

to the Internet for updates to its source code. Worm resided on infected machines to

gather operations of target logic controllers before deceiving target machines with

wrong data input that caused them to malfunction [28].

To the best of the author’s knowledge, from these cyber incidents, it can be seen

that nobody is safe, from home computer users to the corporate sector and govern-

ment organisations. Humans are exploited as the weakest link in cyber security. This

led to the motivation of current research to work in this area. Further studies report

[29], [30] skills shortage in the domain of Cyber Security. Reports consider everyone

responsible in any organisation to combat these challenges through an entanglement

of learning and training culture among employees [31] and the technological controls

interdependencies instead of relying only on a technical mitigation plan. Therefore

the current research aims to improve user awareness in the field of cyber security.

1.2 The Role of Government in Cyber Education

and Awareness

In a socio-technical era, the complex interaction between people and Information

and Communication Technologies (ICT) has made Cyber security a public concern

rather than an individual [32]. This requires computer users to be more educated

against cyber threats and reflect their high level of awareness through best prac-

tices [33]. The UK government has published National Cyber Security Strategy

2016-2021. The policy’s objective is to work closely with National Cyber Security

Programme. To safeguard UK cyberspace and improve user’s cyber awareness

through building knowledge and skills and implement a defend, deter and de-

velop a plan (Government, 2017)2 and intend to spend £1.9bn by 2021 on better

security controls and skills gap [34]. As a part of the national Cyber strategy, the

government has taken several initiatives and run different campaigns for user aware-

ness. Cyber Essentials is one of them [35]. It aims to mitigate cyber security risks

to any organisation by helping them understand the fundamental technical controls

2https://www.gov.uk/government/publications/

national-cyber-security-strategy-2016-to-2021
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required to implement best security practices and security risks to the government

supply chain process by making its adoption compulsory in government procurement

policy since 2014 [36]. One of the articles published on Cyber Crime and Security in

Parliament’s briefing paper [37] highlights the importance of the government’s ’Be

Cyber streetwise’ campaign to raise awareness among users to prevent [38].

To address the growing number of Cyber threat challenges to our digital lives and

prepare technology-led generations to protect from online threats. The government

has launched a £20 million pilot programme called the Cyber School Hub programme

’CyberFirst’ [39], aiming to strengthen the computer science and cyber capabilities of

both school students and teachers supported by the National Cyber Security Centre

[40]. Debbie Tunstall, head of education at Cyber Security challenges UK suggests

that this programme will help to fill the critical skills gap in Cyber Security field and

prepare youth for lucrative careers through education and awareness [41]. National

Cyber Security Strategy 2022, published by the UK Government, also reiterate the

importance of cyber education at every level (Office, 2022)3, [42]. To the best of

author’s understanding there is no game-based learning on ransomware awareness.

The current thesis identifies this opportunity as a research gap and introduce a

novel concept of game-based learning to raise user awareness and develop resilience

against ransomware.

1.3 Change of Regulations and Its Impact on Busi-

nesses and Users

With the rise of sophisticated cyber threats and compromise to user’s data, ’Privacy’

breach incidents have impacted and changed information governance. After years of

consultation in the Parliament, the new EU privacy law ’General Data Protection

Regulation (GDPR), came into effect on 25th May 2018 [43], replacing the existing

UK Data Protection Act 1998 [44]. The United Kingdom withdrew from the EU on

31st January 2020, UK adopted DPA 2018 [45] to replace the GDPR [46]. This allows

individuals to control how their personal or sensitive information (online profiling,

3https://www.gov.uk/government/publications/national-cyber-strategy-2022/

national-cyber-security-strategy-2022
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IP addresses, Biometric data, Cookies and other personal information) is collected,

processed, and shared by organisations and their accountability and governance to

protect collected data. According to the information commission office (ICO, 2018)4,

DPA is a must compliance for all organisations holding users’ personal information

and their due diligence of best practices and policies to improve data governance

and information security. It strengthens individual rights by enforcing organisations

to implement transparent data collection processes, seeking valid user consent, and

providing an understanding of how their data will be processed [47].

Users will be in more control of their right to restrict data processing and porta-

bility and request to erase and correct their data [48]. This requires organisations to

be more responsible and demonstrate rigorous compliance. This can be achieved by

ensuring data accountability through maintaining logs of data processing activities,

implementing security controls to protect data security, notification of data breaches

and ensuring adequate controls are in place before data is travelled outside the EU

territory. Failing will result in heavy fines and bad publicity for the organisation

and damage customer trust. This new rule will reshape the organisations currently

use user online data for data analytics and marketing purposes without user consent

[49]. The legal impact of DPA has also raised awareness of cyber security attacks

among corporate managers ever than before. The organisations understand the risks

of data breaches to their critical assets and their responsibilities towards improving

cyber security. The information security frameworks adopted by the organisation

guide implementation of physical control and employees’ education and awareness of

cyber threats. Security risk mitigations can help organisations to avoid heavy fines

of up to 4% of their global revenue in the case of GDPR and DPA [50]. Consid-

ering cyber compliance is vital for individuals and organisations, the current thesis

aims to develop a user-friendly approach to awareness against the ransomware cyber

security threat.

It is impossible to achieve 100% security. However, implementing better controls,

education and awareness can mitigate these risks.

4https://ico.org.uk/for-organisations/

guide-to-the-general-data-protection-regulation-gdpr/
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1.4 Research Aim and Objectives

Aim

To Improve User Awareness Against Ransomware Cyber Security Threat Using

Game-Based Learning.

Objectives

• Critically appraise the cyber-social model to explore the challenging relation-

ship between cyber-technology and end users.

• Critically identify factors contributing to the lack of user awareness of the

Ransomware threat.

• Design a usable game-based prototype to improve user awareness of ran-

somware

• Empirically evaluate the effectiveness of a game-based prototype to assess

awareness of ransomware.

1.5 Research Methodology

There are several research approaches. However, the current research thesis adopts a

positivist philosophy. This will help to answer the research question, i.e., ’Developing

a usable security approach to user’s awareness against ransomware’. The motivation

to select these choices during the research design is influenced by the ontology belief

that objectivity and subjectivity are critically important to gain trustworthy factual

knowledge [51].

The need for usable security training for the user is a key mitigation strategy,

which can be adopted to provide an effective defence against cyber-attacks [52].

Therefore, research first aims to understand user understanding of the threat before

designing a mobile prototype.

Two studies are reported in this thesis. In the first study, the author adopted

a quantitative research methodology, which is also associated with positivist philos-

ophy. This will help to understand the empiricist view and the position of social
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entities represented by objectivism [53]. This study focuses on the deductive ap-

proach, examines the relationship between different variables, and analyses them

statistically to identify critical elements to be addressed in the proposed game de-

sign framework and enhance user awareness against ransomware threat.

In the second study, the research aims to evaluate usability, which is defined as

the user’s interaction with the product efficiently and effectively to complete the

desired task. To achieve this, the author adopted a mix-method approach. Firstly,

a pre-test questionnaire will be designed; the purpose is to evaluate the subjective

understanding of the design usability, followed by a usability test and post-test

questionnaire and used deductive approach associated with social constructionism

to emphasise quantitative data [54]. Semi-structured interviews were conducted to

remove any bias, and results were interpreted using an inductive approach [55].

1.6 Thesis Structure

This thesis has been structured into the following chapters.

Chapter 1: This chapter introduces research, the problem statement in the con-

text of cyber security, the Scope of research and the motivation behind selecting the

research topic. It outlines the research question, objectives, and a thesis structure

to outline the journey to meet the research goal and objectives.

Chapter Two: It provides a literature review related to the concept of the cyber

social system in today’s world and user interaction, the impact of cyber threats in

general with a particular focus on ransomware and the effectiveness of a game-based

learning approach for users in the context of current research.

Chapter Three: This chapter focuses on research design and methodology. It

discusses the research paradigm and justification of the research design process. It

specifies the research philosophy, approach, methodologies and strategies adopted

for data collection, analysis, and interpretation during the study. This chapter also

includes ethical issues implied by the current study.

Chapter Four: This chapter reports on findings and analysis. The Technology

Threat Avoidance Theory (TTAT) process is examined to understand the factors

influencing individual users related to IT threat avoidance behaviour. It is used
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as a baseline to design a questionnaire for users’ understanding of the perceived

threats. This empirical study is used to identify critical components required to

include in the Game design, which is proposed in this thesis for users’ awareness

against ransomware.

Chapter Five: focuses on designing and developing a usable Game Design

prototype to improve user education awareness against ransomware threats. The

study will use the open-source Android mobile application development tool MIT

App Inventor to design and develop a usable solution based on the findings reported

in chapter four. The study will also report consideration of usability factors critically

crucial for a practical design.

Chapter Six: This chapter evaluates and tests the proposed Game design

prototype and presents empirical findings. The evaluation process involves a pre-

experiment questionnaire, SUS test and post-experiment questionnaire to evaluate

the usability of the game design. Then followed by semi-structured interviews to

evaluate the effectiveness of the TTAT elements embedded in the proposed game

prototype for user education and awareness.

Chapter Seven: This chapter discusses the findings of studies 1 & 2 and how the

results were validated using quantitative and qualitative data analysis approaches.

The findings were interpreted to evaluate their significance in the context of cur-

rent research. Then concludes with a detailed discussion of the current research’s

theoretical, methodological and practical implications.

Chapter Eight: This chapter highlights research contributions. Provide a con-

clusion derived from the research thesis and make future recommendations on how

the proposed prototype can implement a Cyber Security Management Framework

for effective user education against ransomware. Finally, this chapter also identifies

research limitations and future work opportunities to extend the findings of this

research.
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Chapter 2

Literature Review

2.1 Overview

The current research in this thesis aims to improve user awareness of the ransomware

cyber security threat. In pursuit of the research goal, chapter 2 proceeds with explor-

ing the concept of the cyber social system and cyber-physical systems and identifies

humans as an integral part of this system. The chapter provides a discussion on

how technological advancement enables humans to collaborate via smart devices

and then focuses on how this relationship is challenged by the rise in more organised

cyber-attacks. This chapter provides an understanding of cyber security threats in

general and then focuses on the impact of Ransomware threat. It also identifies hu-

mans are vulnerable and provides a discussion on the common attack vector adopted

by the attacker to exploit them. Finally, this chapter highlights the research gap

and identifies game-based learning as an opportunity to enhance user learning of the

ransomware cyber security threat.

2.2 Cyber Social System & Human-in-the-loop

The social system is where humans interact with each other on mutually accepted

norms and values [56]. Each Individual play a significant role in the system to

perform its goal. Hence the interdependency and cooperation between the system

entities require a trustworthy and reliable relationship to make the system functional

effectively [57]. However, the concept of a Cyber Social System (CSS) has emerged
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due to the growing interaction of Cyber technologies with the existing human so-

cial system and the way these two are closely knitted together to form digital lives

[58]. The National Institute of Standards and Technologies (NIST) define Cyber

Physical System (CPS) as ”A co-engineered smart system of physical networks and

computational segments, which communicates together to form a critical infrastruc-

ture for digital lives and improve humans’ quality of life” [59]. From the definition,

it is evident that the main elements of CPS are ’communication’, ’computation’ and

’humans’. Therefore, it is comprehensible for the CPS to function efficiently and

accurately to achieve its goal as shown in Figure 2.1

Figure 2.1: Cyber Social System [60]

In CPS, the interconnected systems of physical processes, networking and com-

putation are considered real-time and intelligent and act as an adoptive feedback

system for humans to make informed decisions [61], [62]. However, the authors do

not consider any implications which could result from humans as a source of failure

in the heterogeneous CPS. Whereas Nunes et al. [63] draw attention to the concept

of Human-in-the-loop Cyber-Physical Systems (HiTLCPS) and argue that pervasive

computing requires trustworthy relations between human beings and cyber technolo-

gies, which is only possible through user awareness of the technology adoption and

security best practices. The current thesis takes these findings as an opportunity to

address cyber security awareness against ransomware threat.
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Due to humans in the loop, these systems’ financial and societal capabilities

are immense and provide an opportunity for technology businesses to develop smart

solutions for transforming human lives [64]. However, the design and development of

CPS require addressing cyber security concerns related to confidentiality, integrity

and authorisation [65]. The systems should be resilient to confirm their availability

to its stakeholders and should be able to provide privacy to avoid any intrusion

or malicious act [66]. Sometimes CPS are interchangeably used for terms like the

Internet of things, smart (homes, cities, grids, disaster management, healthcare,

etc.) and has become an integral part of our digital lives. Its applications are

everywhere in modern societies [67].

2.2.1 An Overview of Cyber-Physical Systems

This section provides an overview of some of the cyber-physical system’s applications

and their interaction with humans.

• Smart homes are popular application of CPS. It works on an automation

system and provides remote control and monitoring of home devices to its

inhabitants either through a single click using a smartphone, tablet, laptop

or voice command [68]. A previous study review on security in a smart home

by [69] concluded that Internet-connected smart home devices communicate

with each other in CPS. Therefore the user is not in control of data and

is subject to surveillance or privacy invasion. Most studies on smart home

focus only on cyber-attacks on the physical devices of CPS. However, research

by [70] suggests significant efforts are required to create awareness among

end users for setting up strong passwords for devices in CPS to avoid any

security compromise. In their research paper, the authors open further future

opportunities to explore user awareness education against cyber threats, which

will be addressed by designing and developing a usable prototype in the current

thesis.

• Smart Cities as CPS: Today, 55% of the world population lives in urban areas,

and it is predicted to increase up to 68% by 2050, says the United Nations

department of economic and social affairs [71]. Smart Cities are seen as a
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widely used mitigating cyber-physical system solution by the governments to

overcome the increasing demands of the urban population in the transport,

climate, environment and energy sectors and are expected to improve their

well-being [72]. In comprehensive studies of smart cities’ challenges and op-

portunities by [73], the authors argue that sustainable development and im-

proved urban population well-being are impossible without addressing rising

cyber security challenges to smart cities. Authors further argued that emerging

smart city applications such as; e-government, smart transport, traffic controls,

smart parking, smart meters, and smart landfills are meant to make people’s

lives easy. However, these applications are vulnerable to security breaches and

implementing technical controls such as; encryption, firewall, and intrusion

detection systems are not an adequate solution to overcome these challenges.

Another previous research by [74] focuses more on cyber threats to smart cities

at the individual and community levels. The research explains that due to the

heterogeneous nature of smart cities, cyber-physical systems and emergent

technologies, the data sharing between infrastructure (ICT & IoT) and the

applications running on it are subject to data privacy invasion. The study

would have been more helpful if it had also included other characteristics such

as connectivity, scalability, mobility and resource constraint of smart cities to

implement more efficient countermeasures against the cyber threats for stable

and secure smart cities. However, other studies of smart cities’ challenges and

opportunities by [73] conclude that smart cities’ cyber-physical systems are not

just about cutting-edge technologies and devices. Infect human Involvement

is considered an essential characteristic of the smart cities CPS and offers a

research opportunity to explore how human learning and education can play

a role in protecting smart cities CPS.

• Smart Grid: International Energy Agency, world energy outlook report 2014

indicates a 37% increase in global energy demand by 2040 (IEA, 2014)1. It

is estimated that renewable energy initiatives can meet the global energy de-

mand [75]. In contrast to traditional legacy grid systems, smart grid cyber-

1https://www.instituteforenergyresearch.org/fossil-fuels/coal/

ieas-world-energy-outlook-2014/
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physical systems are emerging solutions due to rising efficient and cleaner en-

ergy demands and the limited availability of non-renewable natural resources.

It allows a two-way dialogue of electricity/information exchanged between its

utility and customers [76]. A smart grid or SCADA is a cyber-physical sys-

tem, a network of communications, sensing, computation, controls and other

technologies. These components work together to produce cost-effective and

efficient services to its users. However, due to the interdependency between

these components, authors [77] indicate that smart grid system operations are

at risk of cyber-attacks such as denial of service attacks and false data injection

attacks. Such attacks could potentially compromise the security and efficiency

of the smart grid physical system and suggest an auto-corrective control mech-

anism to mitigate cyber-attack risks. However, much of this study only focused

on technical controls as a solution and has failed to address human factors,

which is an essential part of the smart grid cyber-physical systems. Another

study [78] argues that future interaction between the smart grid-cyber social

system and the users would only be successful if cyber security implementa-

tion and awareness were considered. The authors suggest protecting users’

and systems’ confidentiality, integrity and authorisation against unauthorised

access.

• Disaster management as CPS: is also playing a critical role in disaster man-

agement and recovery system for predicting earthquakes, tsunamis, volcanoes

and tornadoes [62]. Studies on Cyber Systems using intelligent sensors [79]

explain that when cyber-physical systems are applied to the disaster man-

agement system. Due to its data-sharing ability in the network, it can detect

unusual air pressure noise, temperatures and humidity from a remote location.

This can be used as preventive measures to raise an advanced auto alarm to

unusual behaviour or can also be used to prepare and respond to any remote

catastrophic incident more effectively and promptly. However, the study fails

to consider the factors required to make the CPS secure, efficient, and reli-

able. In a comprehensive study by [80], the authors explore the importance of

smart disaster management system’s functionalities, such as; communication

services and situation awareness detection for accurate reporting of conditions
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from the affected area for appropriate prevention mechanisms and also point

out the technical and security challenges of the smart disaster management

system. This study also indicates that smart disaster management CPS in-

volves many communication equipment. The integration of these devices is

critical for the system to work efficiently. At the same time, interoperability

of these devices can pose serious cyber security threats to its integrity and

require the stakeholders to ensure system security to establish a trustworthy

relationship and maintain the availability, authentication and accuracy of the

system at all times [80].

• Smart Healthcare also uses Cyber-Physical systems, which are plausible for

improving patients’ well-being. Life-saving devices such as the implantation of

a heart pacemaker and an insulin pump significantly improve patients’ health

(NHS, 2022)2. In recent years, smart healthcare cyber-physical systems have

attracted more attention due to the rise of ubiquitous computing and the

Internet of Things. The cost of healthcare will increase due to the rise in

chronic conditions, and predict that health organisations around the world will

adopt smart healthcare as an innovative solution to tackle the rise in the ageing

population and transform social care [81]. Although this report highlights the

benefits of smart health services in terms of reduced cost, patient independence

and improved outcomes, it fails to draw any attention to cyber threats to these

devices for their effective functioning. Research by [82], the authors provide a

comprehensive evaluation of the cutting-edge technologies used in the Internet

of Things for Smart Healthcare, its challenges and opportunities.

This study also indicates that security considerations are paramount for the re-

liability of smart healthcare CPS. It provides remote health monitoring. Data

transmission between a patient and the database must be protected against

any malicious cyber-attack. It can reveal patient-sensitive data and need con-

stant availability to provide the availability to its stakeholders or authorised

parties such as doctors, nurses and emergency services. Smart healthcare

CPS is also widely used in the health sector to improve elderly care. One

of its applications is the use of smart sensory wearable devices, which im-

2https://www.nhs.uk/conditions/pacemaker-implantation/
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proves patient healthcare, particularly emergency response [62]. Their studies

of Ubiquitous healthcare [83] highlight the importance of secure authentica-

tion mechanism requirements for IoT-enabled healthcare systems to protect

them against cyber-attacks. In contrast, studies by [84] on U-Healthcare pro-

pose an authentication system for transmitting secure critical medical data in

CPS. However, authors would require a more systematic approach to identify

other factors, such as usability and user awareness in CPS, to combat evolving

cyber-threats, as many threats are caused by a lack of awareness or human

errors [85].

The ability of cyber-physical systems to act as intelligent and real-time feedback

systems have become an integral part of digital lives to improve humans’ quality

of life. However, their heterogeneous integration and constant online connectivity

mean an increase in attack surface, which can be exploited by cybercriminals, either

for financial gain or to bring a bad reputation [65]. The literature informs smart

grids have been subject to Denial-of-Service attacks [77] and the rise of ransomware

attacks [72]. Smart Homes have been compromised due to users’ poor cyber hygiene

[70], and Smart Healthcare and Disaster management systems have been compro-

mised by cyber-attacks too [80]. Cyber threats target confidentiality, integrity and

availability of these systems and compromise the relationship between humans and

cyber-physical systems [83]. Previous studies suggest that the reliability of this re-

lationship hinges on improving user awareness against cyber security threats [70],

[73], [78] and [85].

The rise of ubiquitous or pervasive computing has led to the emergence of the

Cyber-Physical Social System (CPSS). This transition from a social system to a

cyber world has revolutionised the interaction of computers, humans and the envi-

ronment. It requires a dire need to address the challenges of creating cyber security

awareness among system users [86]. Massachusetts Institute of Technology media

research group publications also provides insight into technology adoption and dif-

fusion in human dynamics [87] and explore how social networks influence digital

lives such as transport, medical, governance and businesses. The research draws

special attention to human digital footprinting. It considers human digital crumbs

a crucial element in examining human behaviour and establishing a trustworthy,
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efficient and secure relationship between humans and the cyber world. If security is

not addressed, this can affect the reliability of this relationship [88].

2.3 Cyber Security in Digital Life

The National Cyber Security Centre (NCSC) U.K. define ‘cyber security as the core

function in protecting all digital devices and services accessible through the internet

from theft or damage’ (NCSC, 2020)3 and requires all individuals and organisations

to protect themselves from cyber-attacks [89] is presented in Figure 2.2. Cyber

security is a functional exercise to achieve confidentiality, integrity, and availability

of computer systems against these cyber-attacks. Controls implementation, which

can minimise the risks of cyber-attacks against any unlawful intent [89]. Hence

protecting the financial and reputational damage of the business [90]. However, [89]

states that cyber security protects information assets and humans, which can be

potential targets of these cyber threats.

Figure 2.2: Cyber Security [89]

The way Internet has evolved has transformed the world into a global village

and revolutionised the connectivity between people. Similarly, the Internet of Things

(IoT) has reshaped the world into a smarter place [91]. There has been a sharp

rise in digital security attacks from known and unknown sources (NCSC, 2022)4.

3https://www.ncsc.gov.uk/section/about-ncsc/what-is-cyber-security
4https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2022/
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This highlight a dire need to address cyber security threats against Internet-enabled

devices so they can be efficient for their purpose without being compromised by the

cyber threat.

2.3.1 Vulnerabilities Exploited by Attackers

Today cyber security is critical for any individual, families, businesses, financial

institutions, the military and governments as they use computers and smart de-

vices using the Internet to store and transmit their confidential information, which

requires protecting this data from unauthorised access [92]. The Internet is an in-

tegral part of our digital lives, which helps users to share and communicate on a

common platform and help them to save time, and cost and improve the efficiency of

their daily tasks. However, at the same time, cybercriminals are exploiting new ways

to steal users’ confidential data, which makes cyberspace insecure. Hence, the need

to integrate cyber security education is paramount for the users to prepare a future

skilled workforce to tackle growing cyber threats and secure the nation [93]. The

report from Cisco considers cyber security everyone’s responsibility (Cisco, 2010)5.

It emphasises the need to take care of their data to achieve confidentiality, integrity

and availability, authentication, and authorisation of the data. To ensure data is

not altered, it is known to its recipient only and available to its intended user all the

time. International Information System Security Certification Consortium (ISC²)

suggests that organisations need security & risk management policies to deal with

governance and user awareness challenges [94].

Moreover, all organisations are responsible for protecting their employees, data

and equipment against cyber threats. However, the security policy implementation

is not one size fit for all and cannot be the same for all organisations, as their

business operations vary [95]. Today organisations have dedicated roles to ensure

the design and implementation of an effective security programme to achieve their

business goals. They have due care to ensure their legal responsibilities and diligence

through security systems risk assessment [96]. This allows to review, update and

cyber-security-breaches-survey-2022
5https://www.cisco.com/c/dam/en_us/solutions/industries/docs/education/

C45-626825-00_Cyber_Security_Responsibility_AAG.pdf
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test equipment and creates a culture of training and awareness among its users to

adhere to the organisations’ security policy [97].

According to NIST [98], for an organisation to mitigate the risks against any

information technology system, it will be imperative to determine the scope of any

potential vulnerability, threat and risks associated with organisational tangible and

intangible assets and employees. Figure 2.3 shows to achieve security, People,

Processes and Technology are identified as the weakest link [99]. However, the

scope of current research addresses only human vulnerabilities as they are identified

as an integral part of the cyber-physical systems in the previous section.

Figure 2.3: Vulnerabilities exploited by attackers [99]

2.3.2 Common Cyber-Threats

McAfee Labs6 report provides a critical analysis of threat intelligence, how it has

impacted every segment of cyber-physical systems and advice on best practices to

reduce the likelihood of these threats. Among many other threats, malware, phish-

ing, spear phishing and denial of service are the top cyber threats targeting cyber-

physical systems [100]. As part of one of the research objectives, the current thesis

will examine different cyber threats and then narrow the investigation to the research

aim of investigating ransomware and usable way to educate and create awareness

among users.

6https://www.trellix.com/en-us/advanced-research-center/threat-reports/

feb-2023.html
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The Computing Technology Industry Association (CompTIA) has pointed out

some common cyber threats, such as; viruses, malware, ransomware, worm, Trojans,

rootkit, spyware, adware, backdoor and Bots [101]. These threats are indicators of

security compromise and further elaborate how adversaries employ different tech-

niques to hack computer systems. One such popular common technique is ’hack-

ing the human’, which is carried out using Social Engineering attacks. The

attacker can deceive the humans by making a phone call and impersonating a le-

gitimate person to get access to the user credentials [102]. Social engineering tries

to exploit human behaviour and demand a quick response. To make the attack

more persuasive. The attackers usually adopt their convincing charismatic abilities,

pretending to be superior in rank to the person they are speaking to and even use

shoulder surfing, lunchtime attack and tailgating techniques to get physical access

to the system [103].

The Cyber Security Breaches Survey 2022, commissioned by Department for

Digital, Culture, Media & Sport [104]. It influences U.K. cyber resilience strategy

and shows that 39% of U.K. businesses reported cyber-attack in the last 12 months.

These attacks were mainly the result of phishing used as an attack vector. Phish-

ing is a type of social engineering [105] that employs spoofing techniques. It can

be carried out using social media platforms, emails and websites. The attacker usu-

ally sends an email from a legitimate website, such as a bank, to its target user.

The email message appears legitimate but contains a disguised link directing to a

spoofed website of the attacker hence resulting in stealing user confidential informa-

tion. Because phishing requires user action to execute the attack, it can sometimes

install malicious software in the user’s computer, which can act as a back door to

steal crucial information or sabotage the system. NCSC recommends a multi-layer

security approach to defeat phishing through user training, which can help them

spot and report fraudulent suspicious phishing emails and encourage them to use

strong passwords for authentication on the system.

Spear Phishing is a more refined version of phishing [106]. This, which is more

target-focused and usually already has some information about the target, makes it

more likely to be successfully executed. The attacker emails are more bespoke and

reach the target inbox, addressing the recipient’s name. As a result, the target user
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can find these emails safe to open, which enables cyber criminals to compromise the

target user’s confidential information or install malicious backdoor software. These

cyber-threats have one thing in common, i.e., exploiting humans as the weakest

link, traditional hardware controls such as firewalls are ineffective in mitigating these

attacks and require a cooperative cyber security strategy to educate computer users.

CompTIA Security+ [101] recommends user training as a best practice against social

engineering attacks. It recommends educating users to adhere to corporate security

policies. Furthermore, engage them in continuous training to make them aware of

new attacks in the evolving cyber landscape. Effective training can help them not

disclose confidential information to social networking or third-party websites.

Cisco Systems considers adversaries and nation-state actors the real threats as

they are believed to have the required resources, sophisticated tools, expert skills

and financial motivation to lunch a cyber-attack and cripple any critical infrastruc-

ture (CISCO, 2018)7. The report shows a sharp rise in cyber criminal activities

and provides insight into the attacker’s behaviour in the booming land shift of the

cyber world. The report also reveals emerging sophisticated encryption techniques

used by malware to compromise heterogeneous computer environments, using un-

patched installed operating systems, cloud applications and un-monitored deployed

IoT devices. This compromises them by creating botnets of hundreds of millions of

zombies to carry out distributed denial of service attacks, making them inaccessible

for their legitimate users. Cisco recommends the need for a strong defence against

these attacks and suggests some good corporate best practices such as network seg-

mentation, regular applications patching process for auto updates, use of endpoint

monitoring tools, backing up critical data, firewalls implementation, use of secure

protocols, data analytics and scanning of network traffic. However, the report fails

to consider any hybrid approach for defence in depth, as humans are also considered

the weakest link and need education and awareness against cyber threats [107].

Corporate policy: ’ bring your own device’, allow usability to the user [108].

However, this also risks organisational network infrastructure security, hence sug-

gesting a need to develop a cyber-security culture, which can focus on employee

training and awareness against cyber security threats [109]. The author further

7https://www.cisco.com/c/dam/m/hu_hu/campaigns/security-hub/pdf/acr-2018.pdf
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emphasises the need for education and awareness, as any poor practice, such as a

weak password by the user, can be vulnerable and result in escalation privileges. In

his detailed analysis of security culture, the author concluded that effective security

training could not be implemented only with hardware controls. The organisations

must develop a continuous education and awareness process rather than one-off ex-

ercises. The author also mentioned the need to adopt innovative education and

awareness, i.e., game-based learning, as the purpose is to engage and educate users

against security threats robustly. The study provides an opportunity to explore

this innovative learning technique, which will be addressed in this research paper by

designing a usable interactive prototype for users’ learning against the ransomware

cyber threat. Cyber criminals exploited the vulnerabilities of the remote workforce

during the pandemic. A sharp rise in cyber-attacks [110] suggests the need for indi-

vidual users to practice cyber hygiene and recommends that organisations improve

user awareness against cyber security threats.

According to [111] malware is a generic term used for malicious software to sabo-

tage the computer’s security. There is a comprehensive list of different malware that

differ in their execution and behaviour. The malware is categorised into two types

those that target to crash a Host or a Network, i.e. (Viruses, worms and logic bombs)

and those that intend to take control over computer systems through command-and-

control mechanisms, i.e., (Trojans, Rootkits, Spyware and Ransomware) (Microsoft,

2018)8. However, the scope of current research is Ransomware only.

Stuxnet is malicious software that targeted SCADA systems by exploiting zero-

day vulnerabilities and is believed to be designed to sabotage Iran’s nuclear pro-

gramme in 2010 [112]. It arrived at Natanz nuclear facility through an infected USB.

It was plugged in physically by someone into the computer networks of the plant

either intentionally or unintentionally before it proliferated and infiltrated into the

computer network without being detected. The authors [113] draw special attention

to the fact and describe Stuxnet as a different malware compared to its predecessors

as it only targeted industrial systems. These unlikely other worms infect any number

of computers on the network [113]. The payload of Stuxnet was designed to search

8https://support.microsoft.com/en-us/help/129972/

how-to-prevent-and-remove-viruses-and-other-malware

36 Chapter 2 Usman Javed Butt

https://support.microsoft.com/en-us/help/129972/how-to-prevent-and-remove-viruses-and-other-malware
https://support.microsoft.com/en-us/help/129972/how-to-prevent-and-remove-viruses-and-other-malware


Developing a Usable Security Approach for User Awareness Against Ransomware

and sabotage only the computers associated with Programmable logic controllers re-

sponsible for controlling the automated process of centrifuges. The Stuxnet payload

was complicated and written in multiple languages. This is why it was unnoticed for

several months before it was executed. It is believed that its creator had immense

knowledge of its targets and had enough resources to carry out this sophisticated

attack. The author term this attack as a first cyber warfare weapon and highlights

that isolating critical infrastructure from the Internet is not enough as the attacker

can utilise a combination of insider threat (humans) and advanced technical skills

for future cyber-attacks [114]. Although this was a state-sponsored attack, humans

were exploited using social engineering. The authors highlight the importance of

user awareness of cyber security threats. The current thesis will address the gap in

user awareness of the changing landscape of cyber security threats and will focus on

improving user awareness to thwart ransomware threat.

Spyware is malware that collects users’ data such as browsing behaviour, com-

puter screen shorts, keystrokes, personal information, i.e. (financial information,

medical information, username, passwords, etc.) and business trade secrets using

keyloggers. It uses the Internet to transfer it to third parties without consent [115],

compromising the user’s confidentiality and privacy. It reaches to user’s computer

or mobile device through an email attachment or file-sharing platform. It executes

secretly without knowing the user to start its operations as a background process

[116]. Spyware often exploit users to action any unusual prompt, such as pop-up

ads, requiring users to take extreme caution to avoid accepting any unknown and

unwanted attachments or other downloads. According to Federal Trade Commis-

sion [117], spyware’s regulatory and legislative definition is too broad. Even the

use of parental control software and banking monitoring software is also considered

spyware. However, due to the preventive nature of this software, the commission

recommends using Spyware terminology only for the software capable of deceptive

privacy invasion. The report also highlights that spyware compromises computers’

performance as it consumes system resources, making computers slow or unreachable

by their legitimate users. Also, emphasise the need to install hardware controls and

educate users to tackle this malicious software by implementing best practices such

as improving browser security and privacy settings and ensuring operating systems
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and applications have the latest updates.

The author [118] defines spyware as a threat to the computer user and corporate

and national security due to its privacy invasion and espionage behaviour. Spyware

can exploit systems vulnerabilities and can be used by hackers to take advantage of

computers. They act as a bot in a denial-of-service attack, which could be highly

disruptive for both individual and corporate computer users and emphasise a need

for educating the user as the first line of defence against this malicious software.

However, it did not mention enough about what measures should be taken to create

awareness among the users. Hence provide an opportunity to contribute to current

research for user education and awareness against cyber threat.

2.3.3 Ransomware Threat and Notable Attacks

Ransomware is malicious software that secretly encrypts a user’s data without ob-

taining permission from the user. It places barriers in the way of authorised access

to user data. It prevents people from accessing their resources, which would be data

[119]. A ransomware attack stands out from other types of malware since its effects

cannot be undone. Once the data is encrypted, the only way to decode the user files

is to utilise the key that was used to encrypt them in the first place. For the data

to be decrypted, the attackers ask for payment in an anonymous form of currency,

such as bitcoin [120]. The working procedure of the ransomware is shown Figure

2.4.

Figure 2.4: Ransomware Methodology [120]
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The National Cyber Security Centre reported a rise in ransomware with evolving

behaviour and increasingly sophisticated deployment methods. Ransomware has

been found to be used as ransomware-as-a-service (RaaS)(NCSC, 2021)9, which

means criminals can pay a third party to deploy the ransomware on their behalf [121].

Ransomware can encrypt data and threaten to leak it online, increasing the risk for

organisational that would have previously overcome attacks by storing backups and

avoiding paying the ransom [15], (NCSC, 2021)10. Ransomware is identified as the

U.K.’s most significant cyber security threat of 2021 [122], with amplification in the

intensity and reach of the attacks (NCSC, 2021)11. Many sectors have been affected

from January to November 2021, showing a 25% increase from the same period in

2020 [123]. The following are the most notable ransomware attacks in recent years.

• Examples of devastating ransomware strains include BlackMatter, which has

been used to target U.S. critical infrastructure [124]. DarkSide RaaS targets

critical infrastructure and uses phishing to gain initial network access before

encrypting and stealing data [125].

• Norsk Hydro, the world’s largest aluminium production company based in

Norway was hit by ransomware LockerGoga in March 2019 [126], as a result

of a phishing email opened by one of the employees [127]. The attack com-

promised 22,000 employees’ computers working globally for the company and

cost millions of pounds to recover from the breach [128].

• Another ransomware Conti has been increasingly used in over 400 attacks,

including healthcare organisations. Conti is RaaS which obtains initial access

to an organisation’s networks through spear phishing, phone calls, stealing

RDP credentials, malicious links, and downloadable software, among others.

Which often take advantage of users lacking cyber security awareness [129]

• WannaCry: it is considered one of the deadliest ransomware to be developed

[130]. This ransomware shut down multiple hospitals across the United King-

dom and Ukraine. The developers of Wannacry could detect the vulnerabilities

9https://www.ncsc.gov.uk/news/record-number-mitigated-incidents
10https://www.ncsc.gov.uk/blog-post/rise-of-ransomware
11https://www.ncsc.gov.uk/collection/ncsc-annual-review-2021/the-threat

Chapter 2 Usman Javed Butt 39

https://www.ncsc.gov.uk/news/record-number-mitigated-incidents
https://www.ncsc.gov.uk/blog-post/rise-of-ransomware
https://www.ncsc.gov.uk/collection/ncsc-annual-review-2021/the-threat


Developing a Usable Security Approach for User Awareness Against Ransomware

of windows that were first discovered inside the United States National Secu-

rity Agency. Symantec later suspected that the developers originated from a

North Korean-linked group called Lazarus [131]. This ransomware is also one

of the latest.

• Petya and NotPetya: launched after a week after the Wannacry outbreak.

This ransomware is the confirmation of the new age of ransomware. Petya or

NotPetya started with a tactic of sending a job application document via email

in a pdf file format which is expected to be accessed by the company. NotPetya

is the first ransomware that does not need spam emails or social engineering to

infect and gain administrative access as long as there is a network connection

between the devices [132].

These are only a few examples of the multiple ransomware criminals use to

extort money from organisations.

2.3.4 Humans as the Weakest Link

NIST cites people as the main facilitators of ransomware attacks. End

users were engaging in risky behaviour, administrators were configuring insecure

systems, and developers were not educated in secure development practices [133].

CISA has identified spear phishing as a commonly used technique for gaining initial

access to an information technology (I.T.) network. The attacker can pivot to an

operational technology (O.T.) network [134]. Similarly, statistics show that the

top four vulnerabilities allowing ransomware infections in 2020 were ’spam/phishing

emails (54%) ’poor user practices’ (27%), lack of cyber security training (26%),

and weak passwords/access management (21%) [135]. Indeed, Sharma & Shanker

(2022) indicated phishing which utilises social engineering, as the most common

way to initiate an attack, and therefore people as the significant element in enabling

ransomware attacks to occur [136]. Burita, et al. (2022) concluded from their

research that to prevent phishing attacks, it was necessary to educate users on

recognising the attack [137].

The COVID-19 pandemic in 2020 meant criminals could take advantage of an

increase in homeworking and I.T. services moving the cloud in the UK (NCSC,
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2021)12. Criminals carried out pandemic-themed social engineering attacks, E.g.,

a website purporting to track covid case numbers was also stealing users’ Person-

ally Identifiable Information (PII) [138]. Furthermore, the impact of COVID-19

on hospitals, governments and education made them more likely to pay ransoms

to avoid further disruption to their systems [139]. The percentage of homeworkers

in the U.K. doubled from 4.7 million to 9.9 million [140]. The percentage of at-

tacks on homeworkers rose to 54% due to a lack of training on cyber security [110].

Georgiadou, et al. (2021) conducted research that discovered most homeworkers

surveyed belonged to organisations that failed to provide security guidelines to their

employees—indicating poor change management and security training procedures.

They also found that 52% of devices used for accessing the company networks were

homeworkers’ own and not controlled by their I.T. department policies. At the same

time, they were using unfamiliar cloud services and increasing their susceptibility to

attack, with 1 in 5 homeworkers encountering a security threat (most of which were

phishing attacks) [138]. This increase in home computer use and reliance on ’cloud’

services has dispersed the traditional network perimeters of organisations, increas-

ing their attack surface. Cyber-attacks on personal devices can enable attackers

to access the company network to deploy sophisticated attacks, accessing company

data or resources. They can also commandeer home worker’s computers to attack

other computers and networks [141]. Users do not view security as their primary

focus when carrying out their day-to-day tasks and view safeguarding practices as

complicated, inconvenient and a hindrance to their work. Leading users to perceive

security compliance as a burden [142]).

Various governments across the globe recommend that organisations should ed-

ucate their users, as this is fundamental to mitigating ransomware attacks. In the

U.K., the National Cyber Security Centre (NCS) recommends educating users to

prevent ransomware execution on devices (NCS, 2020)13. It has introduced the Cy-

berFirst program, aimed at educating 11–17-year-olds in cyber security matters [143]

and training school employees (NCSC, 2021)14. The Information Commissioner’s Of-

12https://www.ncsc.gov.uk/collection/ncsc-annual-review-2021/the-threat
13https://www.ncsc.gov.uk/guidance/mitigating-malware-and-ransomware-attacks
14https://www.ncsc.gov.uk/collection/ncsc-annual-review-2021/the-threat/

ransomware-threat-methodology
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fice (ICO) impresses the need for basic user awareness training in social engineering

and phishing for data protection compliance regarding Ransomware [144]. The Aus-

tralian Cyber Security Centre (ACSC) recommends training users on good security

hygiene to mitigate ransomware attacks [145].

The U.S. government’s Cyber Security and Infrastructure Security Agency (CISA)

recommends training users to educate them on the dangers of visiting malicious

websites [146] and the appropriate response to phishing emails [147]. The U.S. De-

partment of Justice issued an inter-governmental report emphasising the relevance

of training users on how attackers use social engineering techniques to attack net-

works (U.S. Department of Justice)[148]. NIST recommends training users regularly

on policies and procedures. Plus, educating them on secure practices, such as using

anti-virus software, only installing approved applications, and connecting to secure

networks (NIST, 2022). Furthermore, the FBI’s Internet Crime Complaint Centre

(IC3) issued a joint advisory report from CISA, NSA, ACSC, and NCSC-UK recom-

mending that users undergo awareness training on phishing and suspicious websites

(IC3, 2021)15.

Likewise, non-governmental bodies cite user awareness training as a prime miti-

gation step against ransomware. Mimecast stresses the importance of administering

training that engages staff while gaining feedback and measuring success [149]. The

Centre for Internet Security (CIS) suggests that training users to recognise mali-

cious emails can limit the impact of ransomware by mitigating attacks [150]. KPMG

recommends eLearning, which generally focuses on data protection, phishing, and

cybercrime, tailoring the training to the user’s role within the organisation [151].

The literature from these national cyber security centres of the U.K., U.S. and Aus-

tralia identify ransomware as a global issue. However, current research focuses on

ransomware challenges to the U.K. only.

Human Involvement in spreading ransomware is a key factor. Simple hard-

coded software is useless. Ransomware could not spread and infect on its own.

Human Involvement gives life to ransomware and the procedures of how ransomware

infects devices. Humans create the ransomware software, and humans spread the

virus. As previously stated, most acquisitions of ransomware are made due to a

15https://www.ic3.gov/Media/News/2022/220209.pdf
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human falling for the spam email trick set by hackers. Social Engineering, which

was previously discussed, also play a vital part since human use psychology to gain

illegal motifs. Humans are also responsible for activating the malware since most

ransomware activation happens when .exe files disguised as pdf or word files are

executed. Cyber-criminals are also responsible for encrypting files inside the victim’s

device. Finally, once the trap is set, Humans are responsible for choosing whether

to pay.

Human empowerment and information dissemination are key to knowing what

ransomware is and how to fight the attacks. With proper education about the topic,

humans can learn how to lessen at least these types of cyber-attacks using early-

stage prevention. Finally, these preventions can only be done if the Human factor

in the computing environment is willing enough to critically educate him or herself

about the digital advancement of the different computing industries.

2.4 Game-Based Learning and User Awareness

One of the main objectives of this research is to use a game-based learning ap-

proach to design and develop a prototype, which can help users to educate and

improve their understanding of the ransomware cyber security threat. The study

showed that psychologist Jean Piaget’s (1962) [152] cognitive development theory

links the relationship between learning and playing techniques in human history

back to thousands of years old strategy of learning. The evaluation of technologies

and the advancement of user-friendly computers and smart devices has brought new

opportunities for learning experiences through digital games [153]. The research

[154] emphasises the need to consider game design elements as important factors to

improve user motivation, which leads them to engage and educate. Therefore, the

current research will focus on game-based learning and gamification to improve user

awareness against Ransomware threat.

According to Association for UK Interactive Entertainment (UKIE, 2018), there

are around 2.2 to 2.6 billion game audiences worldwide. It estimates that by the

end of 2021, the demand for the game-based global software market will increase to

nearly $138 billion. The ever-increased number of users’ interest in the games and
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improved I.T. structure has paved the way for educators and trainers to use games

as an e-learning tool to educate users of any age on complex technical subjects. The

research from [155] points out that motivation is an important factor in encouraging

the learning process and considers game-based learning an effective way to make

learning more fun for the learners as it enhances learners’ engagement by allowing

them to learn at their pace. However, the authors did not focus on any usability

factors that can lead to improved user engagement and learning to achieve their

education needs, hence providing an opportunity to consider the implementation of

usability in the current thesis.

Games can be identified as a learning tool for many centuries and can be pro-

moted as a skill development [156], e.g., Chess is used to improve strategic thinking.

In contrast, Kriegsspiel can be seen as a popular war game developed by Persians

in 1780 to improve military strategies for army officers. Game-based learning can

also be adopted in curriculum development and innovative educational pedagogies

and is acknowledged as an important education tool [157]. It emphasises the need

for its adoption in modern educational curricula to improve learners’ engagement,

cognitive behaviour, and problem-solving skills. The main aim of the game-based

learning technique is to act as a learning tool and ”accomplishment of goals” [158],

and this principle has been in common in both contexts, i.e. its historical usage and

in modern education. Games are not one-size fits all solutions; their effectiveness

relies on design objectives.

2.4.1 Educational Games for Ransomware

Much research has been done on ransomware, but not enough using games to educate

people against ransomware attacks.

• Arachchilage & Hameed (2017) recognised the lack of cyber security-user-

focused education and the insufficiency of phishing prevention tools. Recog-

nising that the user is the ’weakest link’ in cyber security, they set out to

create a game focused on integrating self-efficacy into an educational game de-

signed to prevent phishing attacks. They suggested increasing user knowledge

by combining both conceptual and procedural to increase users’ self-efficacy

and change their behavioural response towards phishing. They believe that
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good education games should enhance people’s perception of threats and work

with their behavioural drivers, teaching them how to respond rather than just

warning them of threats. A limitation is that it is focused on identifying

phishing URLs. Furthermore, the game design was proposed in the research,

not implemented practically, or tested by game players to obtain feedback or

research data resulting from the game’s effect on players, their self-efficacy or

their impact on cyber-security for the learner’s organisation. They suggest

that the government could implement the game, and future research includes

new knowledge that security agencies and law enforcement could use to prevent

crimes [159]. This motivates the current research to explore the opportunity

to develop game-based learning for ransomware.

• Another previous study by Dion et al. [160] presented the conceptual frame-

work for the gamification of ransomware education on the premise that neg-

ligent user actions can lead to successful cyber attacks. They also express

the need for experienced programmers with secure development knowledge as

an essential element for such a project. Plus, finding the balance between

education and entertainment. Ensure it is not too complex or dull but not

oversimplified to make it fun to play. In addition, to facilitate gameplay in

poorer areas, the game could be compatible with less advanced technology.

They also suggest that changes to the law of a region (in line with standards

such as ISO/IEC 27001 and NIST CSF) could impact the adoption of educa-

tional training to comply with the law. The main limitation of this study was

that the practical implementation of the game was not carried out. Instead, a

prototype was presented [160]. Therefore, the current research will take this

opportunity to develop a game to address ransomware awareness.

• Lika et al. [161] focused on teaching users about the NotPetya ransomware,

which mainly targeted Ukraine in 2017- utilising the EternalBlue exploit, in-

fecting computers initially through email attachments. They believed that

the fix to prevent the ransomware from infecting computers was too complex

for standard users. Implementing gamification would be necessary to educate

users and a better way to prevent attacks. It created a storyline where the

fix was referred to as a ’vaccine’ that engaged the users while learning. The
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game would also install the vaccine to NotPetya at the end of the gameplay.

Lika et al. Conclude that the limitation of the study is that it is conceptual

and practical implementation is lacking. So their suggestion for future work

is for researchers to create and practically implement a similar game [161].

Also, this study does not mention how user experience can be embedded in

the game design to improve user engagement. This motivates current research

to explore usability in the proposed game design.

The review of the previous studies in this section informs that most of the re-

search is done in the theoretical context with proposed future work of game imple-

mentation to tackle ransomware. Therefore current research will develop a game

that engages the users with an entertaining storyline that will engage the player. A

compelling storyline helps to set the context of the game and the challenges that

the player will need to overcome during the game throughout the learning process

[162].

2.4.2 Research Gap for Cyber Security Training

The need to be secure has never been felt so desperate before. Cyber security

is rapidly evolving, and sophisticated threats are emerging daily. There is a dire

need to create a culture of research and training to prepare professionals for future

cyber security challenges. According to National Cyber Security Strategy 2016-2021

[163], the government aims to invest £1.9 billion in cyber security to make the U.K.

secure and resilient against cyber threats. As a part of the national strategy, the

government has introduced many training initiatives to create awareness among the

public and businesses NCSC (2018).

With the opportunity to address cyber security training, research by [164] points

out that the use of Serious Games with a purpose other than entertainment can be

an effective tool to train users and cyber security professionals as it can make an

impact on behavioural change through engagement. The study further concludes

that using stories in game design can improve user engagement, which is achievable

through an effective game design.

Chowdhury et al. [165] have noted that attacks are often successful due to human

error- cognitive bias and lack of knowledge causing negligence or poor judgement.
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However, organisations do provide cyber security training to employees to counter-

act this. However, the effectiveness of cyber security training has been questioned

due to increased breaches. Criticisms have included lack of engagement, perceived

time-cost, and unsuitability to individual’s learning styles which is ineffective in

influencing users’ behaviour [165]. The effectiveness of security awareness training

hinges on its delivery format, and simple but relevant game-based learning is an

effective alternative to traditional linear training [166]. Game-based learning can

effectively influence users’ behaviour, incentivising them to carry out safeguarding

activities, unlike traditional training, which fails to influence users’ behaviour over

time [142]. Most studies have found that game-based learning is more effective than

traditional security training [167].

Table 2.1 shows a critical analysis of different related work of researchers, gov-

ernment and non-government organisations. All these studies support game-based

learning as an effective awareness tool to improve user awareness. However, the

discussion in the table shows the findings of these studies either suggest the con-

ceptual frameworks without validation or lack practical implementation. To the

best of the knowledge gained through the literature review. There was no fully

functional game on ransomware threat. Therefore, the current thesis seizes this

opportunity to address the gap in improving user awareness against malware us-

ing game-based learning. This novel game will be based on TTAT to improve user

threat appraisal, coping appraisal and avoidance motivation behaviour, which will

distinguish it from previous studies in terms of its theoretical model and design.

The game RansomAware will target adult individual users and those in any organ-

isational settings where cyber security training is a compliance.
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Table 2.1: Related work & Research Gap

Related Work Year Limitations and Research Gap

Kuo-Chen Li et al.

[155]

2010 The study is based on Motivation Driven Approach and suggests motivation as an im-

portant antecedent to drive user’s motivation. However, the implementation of this

game was to teach English only and required future work in cyber security domain to

improve user motivation against malicious IT.

Fadi A. Aloul [109] 2012 Suggested a game as an effective training against phishing compared to traditional secu-

rity training offered by organisations. However, this study does not provide any recom-

mendations on the implementation of such a game.

Jemal Abawajy [166] 2014 The study emphasizes the need to review traditional security awareness training and

recommends game-based learning as an effective and engaging solution to improve user

awareness. However, the study does not provide any practical implementation guide-

lines.

La et al. [168] 2016 Proposed a theoretical game model for honeypot-enabled networks to defend against

attackers. However, the work lacks implementation, and the discussion is only related

to user motivation to deter such attacks.

Nader et al. [95] 2016 Discusses Social Bond Theory, which focuses more on the user’s attitude towards com-

pliance. However, the study does not address users’ perceived threat and avoidance be-

haviour.
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Abass et al. [169] 2017 Developed a game for Advanced Persistent Threats against cloud storage devices. How-

ever, this was just to analyse the behaviour of the attacks, not to create learning and

awareness against these threats for end users.

Sedjelmaci et al. [170] 2017 The study proposed a game to detect anomalies in low-powered devices. The implemen-

tation of the game was in the form of a simulation to show the accuracy of the model

for the network administrators rather than a learning tool for users.

Dion et al. [160] 2017 It was a conceptual framework to gamify ransomware learning. However, the limitation

of this study was practical implementation due to a lack of knowledge of secure develop-

ment.

Lei Cui et al. [73] 2018 Propose a game theory to be adopted for security and privacy issues in IoT-based appli-

cations. However, this was just a conceptualization. There was no practical implemen-

tation to address the security challenges.

Stamatios Papadakis

[153]

2018 The study recommends a game development framework based on Self-determined the-

ory to improve user motivation. However, the work lacks practical implementation and

validation.

Lika et al. [161] 2018 The study recommends gamification to educate against ransomware. However, the full

practical implementation is lacking and restricted to only a pop-up message.
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NCSC, DMARC [171] 2018 This tool is made available to the public by National Cyber Security Centre UK to pre-

vent untrusted emails. However, this is more of a technical solution to be implemented

rather than an awareness or educational tool.

Yelena Petrykina et

al. [142]

2021 The findings of this study report that security awareness training can be a burden for

the user due to its complexity and recommends a usable gamified user awareness tech-

nique to improve the user’s motivation against the threat. A security robot as a mal-

ware tool was introduced. However, this study has a number of limitations in terms of

design and the game’s theoretical model and requires future work to validate this idea.

Karzan & Siddeeq

[167]

2021 The study provides a comparison of different security awareness formats, and its find-

ings report that game-based learning is the most significant method to improve user

motivation. However, these findings were more in the context of user motivation and

were not applied to assess malicious IT behaviour.

Chowdhury et al.

[165]

2022 The study recommends the adoption of game-based learning as a replacement for tradi-

tional security training to improve user engagement. However, the study does not pro-

pose any theoretical or practical implementation of the game design.
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NCSC, Cyber Sprint-

ers [172]

2023 National Cyber Security Centre UK has introduced a Cyber Sprinters initiative to im-

prove cyber security awareness among children using game-based learning. However,

this game aims to provide a very basic knowledge of cyber security. Its implementation

lacks threat appraisal and coping appraisal against malicious IT. There is more oppor-

tunity to implement awareness of threat actors in this game. Also, this game does not

provide awareness of the rising threat of ransomware.

Cyber Security Chal-

lenge UK [173]

2023 A non-government organisation, in a joint venture with National Crime Agency, UK,

developed a simulation to introduce malware. However, this idea lacks full implementa-

tion and does not demonstrate the attack vector adopted by the attacker. Nor does it

provide any awareness of how to stop such attack.
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2.4.3 Mobile Game-Based Learning

The term ”ubiquitous computing” was introduced in 1995 [174]. The power of com-

puters has been transformed enormously and embedded into everyday smart objects

such as smartphones, tablets, and wearable technologies [175]. The term ubiquity is

also interchanged with the concept of the Internet of Things, ’Pervasive computing’

or ’Invisible computing’, but the whole idea is that these smart devices should have

the capability to seamlessly interconnect and provide mobile support to users any-

time and anywhere through information services. The research by [176] concludes

that in an educational environment, trainers can benefit from the ubiquitous power

of smart devices and can use mobile game-based learning as a tool in their curricu-

lum design to introduce active learning. This can help learners to engage, motivate

and reinforce their learning.

The motivation of this research thesis is to focus on game design prototypes

for smartphones. This is mainly because of the fact [177] that smartphones have

proliferated into our digital lives by using them for making phone calls, browsing,

online banking, navigation, etc. In addition, young people carry more smartphones

today than ever before. However, the author has not highlighted smartphones’ size

and processing limitations. Therefore, it is an opportunity to address this gap in

the research thesis through a usable design which can run seamlessly and improve

the learner experience.

According to market research and business intelligence portal Statista, global

mobile traffic has been rising since 2015 and contributed 58.99% of the web traffic

as of the second quarter of 2022 [178]. This means more and more people are using

smartphones. The Office of National Statistics [179] release shows that 92% of the

households in the U.K. have internet access and that smartphones are the most

popular gadgets to connect online.

Mobile Applications & Blended Learning: Since the launch of Apple’s iPhone in

2007 and the Android smartphone in late 2008, the global market of smartphones

has grown heterogeneously [180]. Nowadays, smartphones contribute 84% of the

overall global mobile phone sale. Android and iOS are the global leader in smart-

phone operating systems and has the largest app store [181]. Statista [182] reports

there are 2.68 million free/premium apps available on the Google Play store from

52 Chapter 2 Usman Javed Butt



Developing a Usable Security Approach for User Awareness Against Ransomware

2008 until September 2022, compared to Apple’s 2.1 million apps. In contrast, the

combined apps download of both apps’ distribution platform was 50 billion until

mid of December 2018, among which the most popular downloaded category are the

Games. Based on the statistics about current growth and future trends of smart-

phones and apps, the research thesis seizes this opportunity to design a mobile

game-based prototype to enhance user awareness against the ransomware threat.

Game-based learning is also seen as one of the elements of blended learning,

which educators can adopt to flip the classroom to offer more active learning to

students [183]. Higher education is embracing online learning in its curriculum

design along with face-to-face delivery [184]. This allows learning in a wider context

and opens learning opportunities for learners of all ages with better control over

time and learning pace [185].

2.5 Summary

In this chapter, preliminary studies review existing literature on cyber security

threats, cyber-physical systems, ransomware, and game-based learning, which was

critically important to understand the challenging relationship between cyber tech-

nology and end users. Studies also explore the understanding of the most common

attack vector that contributes to the lack of user awareness of the ”Ransomware”

threat, which was important to support the research question and objectives in

the current research thesis. The literature review informs that previous research

focused on implementing physical controls as a countermeasure to protect users

against cyber-attacks and safeguard their confidentiality, integrity, and availability.

However, preliminary studies identify the user as the weakest link and provide a

way forward to improve user awareness against ransomware cyber security threat,

which can be beneficial to prevent cyber-attacks. This research has been identified

as a research gap as there is not enough research available on understanding user be-

haviour and the use of game-based learning in the field of Cyber Security to prevent

cyber-attacks. This provides an opportunity to address this gap. Therefore, the

researcher will contribute knowledge to develop a usable game-based learning pro-

totype to enhance user education and awareness against cyber-threat ransomware.
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Chapter 3

Research Methodology

3.1 Overview

This chapter provides details and justification of the research design and method-

ology followed in the current research to design and develop a game prototype to

improve user awareness against the ransomware cyber security threat. It provides a

further discussion of research paradigms and the justification of the research design

process. It specifies the research philosophy, approach, methodologies and strategies

adopted for data collection, analysis and interpretation during the study. This chap-

ter also includes ethical issues implied by the current study. This chapter further

introduced the inclusion of user-centred game development methodology, which is

unique and will contribute to methodology in current research.

3.2 Research Design Process

The research design is more than a plan to answer the research question before data

collection and analysis are performed; therefore, methodological coherence is criti-

cally important to consider during the research design process [186]. The research

design does not guide the selection of any particular data collection methods or re-

search approaches. However, it will be dependent on the research purpose. Figure

3.1 shows the steps involve in the current research design process.
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Figure 3.1: Research Design Process

3.3 Chosen Research Philosophies for The Cur-

rent Thesis

A research paradigm is a set of philosophical assumptions [187] consisting of four

components, i.e., ontology, epistemology, methodology and axiology, chosen by re-

searchers that fit their research purpose [188]. Research philosophy is an assumption

made by a researcher about the world, which underpins research strategy and data

collection methods [189], as it can influence the research design; therefore, appropri-

ate considerations are required for selecting research philosophy to produce quality

research. Research philosophy is shown as the first step in Figure 3.1, as it creates

researchers’ beliefs methodically and serves as a stepping stone for later research

phases.

Many research philosophies are popular in business and Information Systems

studies [190]. However, [191] in his studies highlights that due to the broader do-

main of Information sciences, it is always beneficial to consider philosophical and

theoretical issues related to chosen philosophy. To evaluate the suitability of the

chosen research philosophies to answer the research question in the current thesis.

Table 3.1 discusses the strengths and limitations of the most common philosophies

in the Information Systems Research context.
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Table 3.1: Research Paradigms

Fundamental Research Philosophies or Paradigms

Beliefs Positivism Interpretivism Pragmatism Realism

Ontology A researcher is independent

of the studies and focuses

on gaining factual knowl-

edge. The research is based

on objective criteria.

It is the opposite of posi-

tivism. The nature of real-

ity is socially constructed

and requires researcher in-

put. This kind of research

is based on subjective real-

ity.

Reality can be objective

and subjective—multiple

views considered by re-

search to interpret the real-

ity of undertaking research

(Goldkuhl, 2012).

The reality is objective.

Knowledge is constructed

through scientific assump-

tions and is independent

of human beliefs and

thoughts.

Epistemology Research focuses on gener-

alisation and views knowl-

edge validity independent

of its values and the re-

searcher.

The researcher’s view re-

garding knowledge con-

struction is social and sub-

jective.

Good knowledge can be a

source of subjective and

observable phenomena.

Knowledge credibility is

seen as a source of observ-

able phenomena.

Methodology Quantitative research is

adopted through struc-

tured surveys and inter-

views. The data is analysed

through numeric and sta-

tistical techniques (Ediris-

ingha, 2012).

Its nature is interpretive

for subject understand-

ing. Qualitative research

is conducted through par-

ticipants’ observation, In-

depth interviews and focus

groups (Edirisingha, 2012).

It combines Positivism and

Interpretivism and includes

quantitative and qualitative

research techniques (Mor-

gan, 2014).

Historical analysis of pre-

existing data, Reproductive

Methodology and ethno-

graphic studies.

Axiology Research is value-free, and

reality is objective.

Research is value bound.

A small sampling is used

from existing data is used

for investigation.

The research considered

both objective and sub-

jective views to interpret

results from values.

Research is value-laden,

and reality is subjective.
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3.4 Justification of The Chosen Approach

Research is an activity which helps to understand the behaviour of entities (also

called phenomena) of the researcher’s interest. These activities are methods or

techniques used to create or understand knowledge. Hence researcher’s choice of

methods needs to be appropriate [192]. In order to make an informed decision

regarding the justification of chosen research design for the current thesis, the author

examines the context of different Information Systems paradigms shown in Table

3.1 and discusses the nature of studies in the current thesis. There will be mainly

two studies in current research.

• The first study reviewed TTAT [193] to understand the factors influencing

individual users related to IT threat avoidance behaviour. TTAT model is

adopted, and the hypotheses derived from this theory are used as a baseline

to design a questionnaire for users’ understanding of the perceived cyber secu-

rity Ransomware threat. This empirical study identifies critical components

required to include in the proposed Game mobile prototype for users’ edu-

cation. The gameplay approach is considered on the boundary of traditional

and new research approaches as it projects more factual knowledge of the sce-

nario. Therefore, study 1 will adopt the positivist approach, a more acceptable

approach for current research [194].

• The second study empirically evaluates and validates the proposed Game de-

sign prototype and presents its findings. This study involves an experiment

asking the participants to play a mobile game prototype for education and

awareness against Ransomware cyber security threat. The respondents com-

pleted a pre & post-experiment questionnaire to evaluate the effectiveness of

the mobile game prototype in enhancing users’ motivation for learning Ran-

somware threat.

Although the research assumptions inform the methodological choice, the

essence of the research methodology depends on the research question. The au-

thors’ [195] arguments further rely on the question that research methodology

is not just about collecting and interpreting data. It also explores theoretical

perspectives of research [196]. Therefore, the researcher’s justification of cho-
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sen methodology is vital for translucent research design. In the current thesis,

there were two options to opt for the research approach, i.e., (i) either through

learning from an individual experience (by the researcher) or (ii) through a

hypothesis (by someone). The empirical studies and perceived reality are part

of the studies as this will help the researcher discover the reality. The studies

in the current thesis are based on ontology belief to learn the existence of re-

ality and therefore use positivism research philosophy to answer the research

question [197].

The current thesis follows a three-step approach to find a solution to the problem

of creating knowledge and awareness for the user against the Ransomware threat.

The research will diagnose the problem in practice by adopting a framework. Design

artefacts for designing a usable prototype, and then will develop a prototype for

testing and validating the effectiveness of its implementation. The implementation

results are essential in Information Systems research, which will be interpreted to

add value to research further. Also, it is essential to mention that methodological

choice [198] is critical for the research design process. It helps to draw a journey from

start to end. However, it does not handle any particular situation or required tasks

to reach the destination. Therefore, the chosen methodology should help achieve

the research goal in a logical order [195].

Methods and techniques are also known as ’acting instructions’, they include

more explicit detailed steps to be carried out during the research and act as a tool

for the researcher’s guide to categorise and analyse the research data [195]. Once

the research methodology is determined for the current research, it determines the

suitability of data collection techniques through action or thinking techniques, which

can be used to collect either already existing or new statistical data or qualitative

data to answer the research question. Data collection techniques aim to generate,

classify and analyse data. Therefore the selection of appropriate data classification

techniques in the current thesis will depend on the meaning of the data extracted

for the first and second studies. In the proceeding section, three possible research

methodologies, i.e. Qualitative, Quantitative and Mixed research, will be examined

before concluding the ones appropriate in the information systems research domain

and also fit well for the research question in this thesis.
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3.5 Choosing a Methodology for This Thesis

Research methodologies are classified according to their nature, among which quan-

titative and qualitative are the most popular approaches. The way quantitative 

research methods differentiate from qualitative is that it deals with structured data, 

which can be analysed for statistical analysis [199].

3.5.1 Quantitative Methodology

The research which adopts Quantitative methods can measure behaviours and 

trends of the sampling data but is limited to observed behaviour, which is more 

meaningful when measured using qualitative methods [200]. Data collected through 

the Quantitative method is quantified and a im at an objective, i .e., based on hard 

facts rather than a personal opinion [201]. In the current thesis, the goal of Study 

1 is to empirically evaluate the elements of TTAT to include in the game design 

[202]. To determine the effect o f e xogenous variables o n e ndogenous quantitative 

methodology is chosen to examine the relationship between different variables [203].

The purpose of the research approach is to find i nformation f rom the collected 

data; therefore, the data collection and analysis process is supposed to be systematic 

and requires an appropriate selection of research approach to achieve the research 

aim [204]. The research methodology, if chosen correctly, embraces methods and 

processes that help address the research problem [205]. However, data collection 

through quantitative methods sometimes can take longer than the usual time scale 

to reach a large group. The current thesis will address this limitation using the 

online data collection method. Also, understanding target stakeholders is essential 

for meaningful data interpretation, which will be carefully considered while selecting 

appropriate research methods for this thesis.

The current thesis’s first s tudy will use a questionnaire survey strategy to collect 

quantitative data and test the hypothesis. However, to avoid single factor accounting 

for the majority of the covariance among the items, a statistical test, Harman’s 

single-factor test, will measure common method bias [206]. Quantitative approaches 

interest positivist researchers due to being associated with objectivity [207]. During 

the study 1 of the current research, the focus on collecting and analysing the data
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will be to test the adopted theory of TTAT. Therefore quantitative research will use

a deductive approach using a questionnaire survey [208]. The first study aims at

investigating the key elements to be included in mobile game prototype to enhance

user education and awareness against the cyber security threat. The positivist

approach seems more relevant to answer the research question.

3.5.2 Qualitative Methodology

Qualitative research differentiates from quantitative from the perspective of studying

social and cultural phenomena by the researcher in social sciences [209]. Qualita-

tive research allows data collection through observations, fieldwork, experience and

people’s behaviours. As the data collection is non-numeric, it usually includes nar-

rations, words and phrases, which allows the researcher to interpret them and find a

solution to a problem in social, cultural and real-world situations [205], which might

not be possible using numeric data in quantitative research [210].

Qualitative research is described as empirical research without numeric data

[211]. Qualitative research, in contrast to quantitative research, is associated with

subjectivity which interests interpretive researchers. Study 1, validates the objec-

tivity in current research using statistical tests, which verify and validates the con-

vergence of items and the hypotheses [203]. However, to validate the presence of

TTAT elements through subjectivity, Qualitative analysis was performed in Study

2, to improve the credibility of the results [212]. The second study in the current

thesis will aim to test a game prototype. Researchers use field or laboratory-based

experiments, such as; semi-structured interviews, reading existing documentation,

and thinking-aloud approaches for observations to collect qualitative data from ac-

tual participants based on the Interpretivism philosophy [207]. Qualitative data

evaluation helps to understand the subject and social context of the phenomenon

(game prototype) and tends to use an inductive approach and could have been an

option to test the effectiveness of the elements of TTAT in game design [205]. Re-

search using a qualitative approach can sometimes take longer due to the scope of

the studies to understand the phenomenon and the hypothesis. However, as study 2

requires empirical evaluation of the game prototype, the qualitative analysis seems

fitting for this purpose [213].

60 Chapter 3 Usman Javed Butt



Developing a Usable Security Approach for User Awareness Against Ransomware

3.5.3 Multiple Methods of Research

Multiple methods research design can be classified into mixed methods research and

Multimethod [214]. Mixed methods research design is a relatively new idea in in-

formation systems research. However, its roots can be found decades ago, when

it was first used for physiological traits study [215]. Mixed method research de-

sign integrates qualitative and quantitative research methods [216]. It considers two

philosophies, as the critical realists believe in the assumption that social conditions

impact external objectivity [217]. Researchers typically use quantitative methods to

investigate existing data and mix and match it with qualitative methods to probe

further understanding of the data. This helps them to avoid any limitations associ-

ated with mono-method research. It also makes it more suitable to satisfy ontological

and epistemological beliefs [218]. This type of research design can entail either an

inductive and deductive approach together or one of them. However, this decision

depends on the nature of the research question to solve the problem [219].

There are various ways through which mixed methods research can be carried

out, using the logic of triangulation to improve the value of research findings using

two different collection methods to understand the phenomena of study in more

depth [220]. Mixed method research design is also seen as an approach to avoid

biases from qualitative data, it allows the convergence of quantitative and qualitative

data to analyse and evaluate any contradictory findings, but it can lead to repeating

the whole process. It can result in a phenomenal increase in time usage to repeat

the process until desired results are achieved [215]. When used in the explanatory

sequential mixed model, mixed method research design can allow qualitative data

output into quantitative data. However, the whole research process can be daunting

due to the unequal size of the sample and the further investigation of quantitative

data.

Mixed-method research uses a pragmatic philosophical assumption that diverse

data can lead to a more robust understanding of the problem [221]. Inquiry strate-

gies are usually concurrent and sequential and adopt open-ended and close-ended

questions as data collection methods. Data findings are mixed at different stages

of data analysis and evaluation [221]. Due to the scope of the mixed-method ap-
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proach, Study two of the current thesis adopts a mixed-method approach as; (i) In

phase 1, the quantitative analysis assesses the usability of the game design proto-

type. Initially ”Thinking-aloud” usability test was considered for testing the user

experience of the game design. Usability experts recommend a ”Thinking-aloud”

qualitative test to understand the user’s cognitive behaviour related to design [222].

This test requires setting up a lab to record user responses to the design in a live

environment [223]. However, as the data was collected for the current research dur-

ing the COVID-19 pandemic, complying with UK government regulations of social

distancing restrictions onsite live tests were impossible (Office, 2020)1. Therefore,

the author decided to adopt the System Usability Scale (SUS) questionnaire [224] to

assess subjective satisfaction with the RansomAware game design. SUS is another

popular quantitative approach recommended in the field of usability [225]. Then

statistical analysis using SPSS was performed to measure the game’s effectiveness

to evaluate the extent to which the game has helped users improve awareness against

the ransomware cyber security threat, whereas (ii) In phase 2, the study selected a

qualitative approach to evaluate elements of TTAT embedded in game design em-

pirically. The data was collected through semi-structured interviews, a technique

used to evaluate the subjective satisfaction of TTAT elements empirically.

3.6 Research Strategy & Data Collection Tech-

niques

Data gathering is a critical phase for any research since, for every research question, a

researcher intends to procure a valid data collection approach to answer the questions

[226]. With many researchers using data collection as part of the study, researchers

devised two techniques: Primary and Secondary Data Collection.

The Primary data collection technique includes collecting first-hand or raw data

and is transformed into cohesive information relating to the Research [227], [228].

The current research aims to improve user awareness against a cyber security threat

1https://www.gov.uk/government/publications/full-guidance-on-staying-at-home-and-away-

from-others
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using game-based learning, a relatively new phenomenon it relies on ontology belief.

Therefore primary data collection was the preferred choice for the purpose. Primary

data are gathered for multiple reasons, and these reasons include the following:

• Answer a peculiar or distinctive research question

• A solution to a particular problem or hypothesis

• Validation or Negation of a Theory

Primary data collection should be systematically and purposely defined in the

research objectives by identifying the population and other sources from which data

will be acquired and the necessary steps for data collection [227]. Study one of

the current research is based on the TTAT model and aims to validate its elements

empirically. The research thesis employs a quantitative research method and uses a

questionnaire for data collection. Questions are based on understanding the Tech-

nology Threat Avoidance Theory (TTAT) adoption model to assess which elements

to include in the game prototype. A pilot and the main studies were conducted

using a questionnaire for data collection. The purpose of the pilot study was to test

the hypothesis at the preliminary phase and save time and effort to avoid any un-

foreseen problems before it can be implemented in the main studies more precisely

or to review the need to add a new hypothesis or drop an existing one [229].

A questionnaire is an effective tool for data collection [230]. Data collected

through questionnaires can be quantitative or qualitative. However, it depends

on the nature of the questions included in the survey questionnaire, e.g. if questions

are open-ended, that encompasses qualitative analysis techniques. In contrast, close-

ended questions will entail quantitative analysis for interpretations. The main study

questionnaire was designed to assess respondents’ perception of the likely harm a

Ransomware cyber-attack can cause them. This questionnaire includes constructs

of Technology Threat Avoidance Theory (TTAT), which is a proven theory that

explains individual user behaviour, which leads to avoidance motivation against the

threat [141]. Likert style questionnaire is adopted using a scale from 1-5, with scale

1 being ”Strongly Disagree” and scale 5 as ”Strongly Agree”. The questionnaire was

published online for respondents to collect their responses. The focus of the First
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Study will include a questionnaire based on the Likert scale, which helps measure

the opinions, beliefs and attitudes of the respondents/individuals [231] and yields

reliable data for the researcher for effectively accurate measuring of statistical data.

Secondary data collection involves collecting, identifying and interpreting data

primarily gathered by another researcher, organisation or research conducting body

[228]. These data were collected in the past and are mainly not intended for the same

research paper on which the researcher is currently focusing [227]. Although pub-

lished data relevant to the researcher’s study could be considered secondary, there

are a few trusted secondary data sources, such as government publications, technical

and trade journals and business reports. However, considering data suitability and

adequacy are essential factors in answering a research question [201]. Therefore au-

thor decided to collect primary data for current research. Furthermore, the current

research required subjective satisfaction with the game design. Therefore, primary

data collection was a more suitable choice for this thesis.

3.7 Game Development Methodology Challenge

The current research aims to develop a usable game prototype to create awareness

against the ransomware cyber security threat. This process involves carefully con-

sidering the design and development procedures to adopt so the game can meet its

intended outcomes. Agile is one of the development methodologies which has been

in use in software development processes due to its ability to focus more on product

development [232]. It has also recently emerged as a popular methodology for de-

veloping commercial games as it offers flexibility to accept requirements changes for

quick product delivery [233]. Although [234] suggests, agile has evolved to address

the human and social aspects of emerging technologies and address the usability of

the product design. However, this requires rigorous interaction with stakeholders

to achieve this goal. Whereas [235] suggests that agile methodology can also be

beneficial in the modelling aspect of the game. However, it requires more adoption

in game development yet.

In contrast, the Waterfall is a sequential methodology [236] and is suitable for
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those development projects for which requirements are clear before the development

proceeds. The current research empirically validates elements of TTAT to include

in the game design during study 1, intending to improve user avoidance motivation

against the ransomware cyber security threat, which sets the requirements clearly

to develop a game for the current research. Therefore waterfall methodology seems

to be more suitable for the current game design. However, [237], in his philosophical

viewpoint of the waterfall methodology, suggests there is not one methodology that

can meet the game design requirement in the context of game development engineer-

ing and human interaction design. Emphasise the need for a hybrid methodology.

The current research also aims to implement usability during game development

to produce a user-centred design. Previous researches focus more on theoretical

knowledge [141] or the design methodology to improve aesthetics [238]. However,

[239] argues that a user-centred design is a process which is more than aesthetics.

He presents a methodology based on five layered models to implement UI/UX for

digital products such as contemporary web applications.

As suggested by [237], no one methodology is fit for all to support the development

and usability of the product design. Therefore in the current research, the author

has decided to choose a hybrid methodology based on (i) Waterfall, which can

support the game development process from the developer context and (ii) James

Garrett’s design methodology for the user-centred design to focus on user experience.

However, the challenge was that the elements of User Experience [239] methodology

focus more on web applications’ usability and has tested beyond the web design.

In the current research, this methodology is revisited and adapted for the game

design. The current thesis proposed a unified methodology called UXD based on the

amalgamation of Waterfall and some elements of James Garrett’s user experience.

The design and development of game design and development in the current research

design will follow this model to deliver an efficient and robust design.
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3.8 Data Collection and Analysis

The current research involves primary data collection to answer the research ques-

tion. The research implied two studies in the research design process to collect data.

A questionnaire was designed using a Likert-style scale of 1 to 5 based on the proven

theoretical model of TTAT to carry out Study 1. The research adopted a quanti-

tative data analysis approach to the data collected through a questionnaire using

PLS-SEM [240]. However, before proceeding with data collection, it was critically

important to carry out the measurement validation. Therefore Cronbach’s alpha

and Composite reliability tests will be performed to ensure items are closely related

as a group [241]. The current research adopted SmartPLS software, and descriptive

statistics was run to assess the item’s internal consistency [242]. The model valida-

tion was conducted based on [203]. The multicollinearity test was run to avoid data

biases [243]. To ensure all constructs have sufficient discriminant validity, cross-

loadings of items will be examined to ensure they have a higher correlation in their

own construct [203]. The findings of Study 1 are reported in Chapter 4.

Study 2 implied a mixed-method approach. First quantitative analysis was

adopted to evaluate the game design’s usability empirically. This phase required

the practical involvement of the respondents to play the game. After playing the

game, the respondents were asked to participate in the System Usability Scale (SUS)

test [225]. The data collected through SUS was quantitatively analysed, and the re-

sults significantly confirmed user satisfaction with game usability. Pre & post-test

questionnaires then followed this to assess the effectiveness of the game design for

its intended audience. The quantitative analysis of these results reports significant

results confirming subjective satisfaction with the game, i.e., the game helped users

to improve their awareness against the ransomware cyber security threat.

Secondly, qualitative analysis was adopted to validate the elements of TTAT in

game design empirically. The respondents who participated in the gameplay were

invited to provide feedback on elements of TTAT embedded in game design. Study

2 implied the semi-structured interview technique due to its usefulness in under-

standing users’ perspectives [244], [245]. The study aims to get user feedback on

TTAT elements implemented in the game; therefore, the semi-structured interview
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was considered suitable for current studies. Data collected through the interviews

were qualitatively analysed using thematic analysis. This technique was found suit-

able for current studies to identify themes related to TTAT elements [212]. Nvivo,

a qualitative analysis tool, was adopted to generate themes from the interview data

[246]. The findings were consistent with elements of TTAT, and the results of this

study are reported in Chapter 4.

3.9 Research Ethics in The Current Thesis

The current research involves data collection from human participants using a ques-

tionnaire and semi-structured interviews. Like any other research, [51] considers

ethics an important component of the research design process. The current research

does not intend to collect any personal information related to the individual and

ensure data anonymity (ICO, 2021)2. There is no physical interaction with any

individual. All respondents are within the age range of 18-55 and do not include

any vulnerable participants. The current research has been granted ethical approval

from the research and ethics committee to adhere to Brunel University research

ethics regulations. This research aims to promote knowledge and truthfulness and

ensure to avoidance of errors (Integrity) during data collection and evaluation to

maximise data accuracy. The research will also aim to utilise collected data only

for its intended purpose (Privacy) and will not expose (Confidentiality) it for any

purpose other than the purpose of the research question.

3.10 Summary

Research methodology is critically important for any research and requires the re-

searcher to have a rigorous understanding of the research design process to answer

the research question. Therefore, the appropriate selection of philosophical stance,

research approach, research strategy and technique required careful consideration.

In this chapter, different research philosophies and beliefs are critically appraised,

2https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-

protection-regulation-gdpr/
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and their strengths and weakness are discussed to justify chosen philosophy to an-

swer the research question of this thesis. The studies in the current thesis are based

on ontology belief to learn the existence of reality and use positivism research phi-

losophy to answer the research question.

The research approaches are discussed in detail to choose the one which fits well to

find information from the collected data. The deductive approach has been selected

as the current research focuses on collecting and analysing data to be tested via the

adopted TTAT theory. This chapter critically discussed different research methods,

i.e., Quantitative, Qualitative and mixed methods. Study 1 employed quantitative

research methods to empirically validate which elements of TTAT to include in the

game design. In Study 2, the quantitative analysis method also empirically validates

usability and game effectiveness. Therefore SPSS and SEM-PLS have been chosen as

data analysis tools for statistical analysis. Whereas thematic analysis is performed

using qualitative data gathered through semi-structured interviews. Lastly, this

chapter also discussed the importance of research ethics and how it will be considered

to achieve truthfulness, confidentiality, integrity and privacy in current research.
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Data Collection and Analysis

4.1 Overview

This chapter reports on the findings and analysis of Study 1. The Technology Threat

Avoidance Theory (TTAT) is examined to understand the factors influencing indi-

vidual users related to IT threat avoidance behaviour. It is used as a baseline to

design a questionnaire for users’ understanding of the perceived threat. This em-

pirical study is used to identify critical components required to include in the game

for users’ education against ransomware. A pilot study is conducted first before the

main study. The results are critically evaluated before a conclusion is drawn.

4.2 Theoretical Foundation

According to the Cyber Risk Management (CyRiM) report, global ransomware at-

tacks could cost businesses almost 200bn [247]. This report highlights the exponen-

tially growing contagious cyber security threat ransomware to ICT and its severe

threat to the global economy. Businesses’ dependency on technology is rapidly grow-

ing to automate and improve business operations and compete in the global market,

which means its users are more vulnerable to cyber threats than ever [247]. There-

fore, it is critically essential for technology to serve its moral purpose. If compro-

mised by the malicious threat, this could jeopardise IT and users, by compromising

their privacy, confidentiality, and availability. Ransomware generally compromises
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users’ security via emails. It requires user action to execute before it encrypts users’

files, takes the computer hostage and demands to pay ransom in return for decrypt-

ing their data [248]. The report further emphasises the need to develop an effective

response strategy as an essential part of business operations. So the strategy could

improve their cyber defence against this malicious software and avoid any business

interruption due to unavailability caused by this cyber threat which could seriously

impact business continuity. The UK National Cyber Strategy 2022 has set out a

plan to support the growth of the cyber security sector [249], emphasises the need

for cyber resilience and recommends spending on user education as an effective

cyber-defence tool.

In this thesis, to design a prototype which can enhance users’ motivation through

education and awareness against the cyber security threat ransomware, a theoretical

model is adopted from a proven Technology Threat Avoidance Theory (TTAT). The

purpose of TTAT is to understand the behaviour of individual users to avoid any ma-

licious IT threat [141]. However, this is imperative to understand that threat avoid-

ance and threat adoption are qualitatively two different phenomena [250]. Therefore

in this thesis, we will first distinguish the difference between these two concepts and

then elaborate TTAT more to see how it can be effectively used to determine the

impact of IT threat avoidance behaviour of the user. TTAT is depicted from the

Cybernetic theory framework [251] and coping theory to deal effectively with IT

threats. It helps to understand two cognitive processes of users, i.e., ’Threat Ap-

praisal’ when users acknowledge the presence of an IT threat and are conscious of its

malicious consequences [252]. This process of acquiring knowledge and apprehension

through thinking further leads to another cognitive process of ’Coping Appraisal’,

which makes the user believe in his ability to succeed against his IT threat per-

ception by taking appropriate preventive measures to avoid malicious threats [141].

TTAT basis on the argument that the user’s motivation can lead to avoiding mali-

cious IT if he is conscious of the threat and believes in avoiding it using appropriate

measures. If such measures are not believed to be adequate to avoid threats, it

can lead the user to Emotion-Focused Coping [141]. Therefore TTAT theory will

be adopted in this research thesis to understand human behaviour in coping with

ransomware cyber security threat and will make informed choices for contribution
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to improved used education and awareness against malicious threats.

To safeguard against cyber threats, only users’ adoption behaviour, i.e., imple-

mentation of physical controls such as firewalls, intrusion detection and Intrusion

prevention systems and antiviruses, will not be a robust solution to address this

issue. The user would also need to demonstrate avoidance behaviour [253]. The

combination of both user avoidance and adoption behaviour can lead to the prac-

tice of a practical security approach for safeguarding against malicious threats. The

current research adopts the TTAT model to depict IT users’ threat avoidance and

adoption behaviour in the context of ransomware cyber security threat [141]. This is

achieved by considering the user’s perspective of the IT threats, i.e. if the user does

not perceive Ransomware malware as a threat. The user may not choose to opt for

adoption behaviour by not considering the need for any physical control to tackle

this malicious IT threat. This understanding of human behaviour perception will

lead to the design of a prototype which will improve user motivation and awareness

against malicious cyber threats.

4.3 Research Model and Hypotheses Development

The research model shown in Figure 4.1 is adopted from the (Liang & Xue, 2010)

TTAT variance model and hypothesises that it is the Avoidance Motivation that

determines users’ Avoidance Behaviour against cyber security threat ransomware.

Moreover, avoidance motivation is affected by a perceived threat, i.e., the extent

to which users view ransomware as a threat. Furthermore, the perceived threat is

influenced by two antecedents, i.e., perceived severity (the degree of damage caused

by the ransomware threat) and perceived susceptibility (the subject’s belief of likely

harm by the ransomware threat) and the interaction of both elements. According

to the [141] model, the user’s Avoidance motivation against the ransomware is also

positively determined by the following constructs, i.e., Safeguard-effectiveness, and

Self-Efficacy and negatively mediated by the interaction of Safeguard effectiveness

and Perceived Threat.
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Figure 4.1: Research Model [141]

• Following the [141] TTAT model, perceived severity contributes to the user’s

threat perception. It is defined as the degree of the user’s perception of neg-

ative consequences caused by the threat. In contrast, perceived susceptibility

is proposed as a subjective belief of being negatively harmed by the malware

threat, which can contribute to the user’s threat perception. Previous studies

in the field of health psychology conducted by [254] and [250] posit that an in-

dividual’s motivation to prevent illness will increase with higher perceived sus-

ceptibility and severity. In the context of IT security, this idea is supported by

[255]. The current research aims to improve user awareness against the cyber

security threat of ransomware using game-based learning. Users will encounter

malicious/non-malicious emails shown by planets and bear the consequences

of their selections based on their actions. The wrong decision-making can

encrypt users’ spaceships, further losing points or lifelines. This process will

teach users the perceived susceptibility of being attacked and likely harmed

by Ransomware cyber security threat, which will positively affect threat per-

ception. Based on the above argument, hypotheses H1a and H1b are adapted

from TTAT [141].

H1a: Perceived severity of being attacked by ransomware positively affects

perceived threat.
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H1b: Perceived susceptibility of being attacked by ransomware positively affects

perceived threat.

• TTAT model views threat perception as an interaction of perceived susceptibil-

ity and severity. The threat is conceptually considered a risk [256]. Its level in

information security is determined by its likelihood and severity, which means

the combined effect of perceived susceptibility and severity will be meaning-

ful for the threat perception, and the absence of any one of them will have a

negative effect on the perceived threat. This is very similar to the idea that

the computer’s purpose is just for entertainment instead of storing or process-

ing sensitive information. The user’s risk assessment outcome will determine

whether the individual will consider cyber security threat malicious or will not

be threatened. Therefore, current research adopts Hypothesis H1c, which is

in line with the previous study of [141].

H1c: Perceived susceptibility and perceived severity have a positive interaction

effect on perceived threat.

• According to the theory of motivation [257], human actions require motiva-

tion to achieve specific needs. The theory distinguishes ’security’ as one of the

human needs essential for survival and more control of their lives. Therefore

[141] argues that malicious IT can be a painful experience for the user. The

TTAT model views a positive relationship between the degree of threat and

the user’s motivation to thwart it. The current research suggests that while

Ransomware cyber security threat can result in taking control of a user’s ma-

chine, understanding its severe consequences to an individual’s privacy can

motivate the user to avoid ransomware. Therefore, in the context of current

research, Hypothesis H2 is adopted from TTAT [141].

H2: Perceived threat positively affects avoidance motivation

• Once the individual perceives the threat [141] TTAT model suggests that this

will initiate the users’ coping appraisal process. The individual will evaluate

the effectiveness, feasibility and confidence of the selected safeguard measure

to avoid IT threat. According to [141], TTAT defines safeguard effectiveness
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as a subjective assessment of the individual that how useful it can be con-

sidered to avoid IT threat. The concept of safeguard effectiveness is derived

from the theory of behaviour change [258], a model presented by [254]. The

current study suggests game-based learning adoption as an awareness tool

against ransomware cyber security threat and hypothesises that its effective-

ness can motivate individuals to avoid a cyber attack. Based on this argument

Hypothesis H3 is adopted from TTAT [141].

H3: Safeguard effectiveness positively affects avoidance motivation

• According to [141] TTAT model, the relationship between perceived threat

and avoidance motivation can be negatively moderated by safeguard effective-

ness. However, using safeguard measures reflects the user’s control over the

threat, leading the user to perform avoidance motivation. However, [141] ar-

gues that an individual can be complacent in avoiding threat if he feels any

antivirus software will reduce the effect. In contrast, a malware threat avoid-

ance model [259] based on the TTAT model proposed a positive relationship

between perceived threat and avoidance motivation. However, the hypoth-

esis did not appear to be significant. Hence current research will consider

[141] Hypothesis. Therefore, the argument suggests the adoption of TTAT’s

Hypothesis H3a [141].

H3a: Perceived threat and safeguard effectiveness have a negative interaction

effect on avoidance motivation

• Safeguard cost is associated with the user’s physical and cognitive efforts re-

quired to adopt a safeguard measure, such as money, time, inconvenience, and

comprehension [141]. The absence of these characteristics can make the user

less eager to develop motivation. According to studies [254] related to health

behaviour, the user is less likely to develop any avoidance motivation if the

cost outweighs the benefits. In the context of IT security, a similar study by

[255] identified that the cost of home wireless network security affected the

decision of users to develop avoidance motivation. The current research aims

to design a game-based learning against ransomware cyber security threat and

will implement time limitations for the user to complete the learning activity.
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A previous study [259] implemented timeboxing in studies in line with the

[141] proposition. Therefore, based on this argument, current research adopt

the Hypothesis H4 from TTAT [141].

H4: Safeguard cost negatively affects avoidance motivation

• Self-efficacy is an individual’s confidence in taking the safeguard measure and

is considered an essential element contributing to a user’s avoidance motivation

[141]. The previous research conducted by [258] and [260] also examined an

individual’s security behaviour. Their findings also suggested that a user’s

self-confidence influences a user to develop avoidance motivation. Therefore,

higher self-efficacy in adopting the safeguard measure will likely increase the

user’s avoidance motivation. The current research aims to embed a reward

mechanism in game design. The user will earn points on a successful attempt

to thwart ransomware cyber security threat and will be awarded a title on

completion of the game based on expertise achieved. Hence current research

hypothesises H5 [141].

H5: Self-efficacy positively affects avoidance motivation

• According to [141], the user’s intention to use safeguards in the context of IT

security is defined as its avoidance motivation. This idea is further confirmed

by a study [261] that a user’s behaviour intention is a cognitive change driven

by avoidance motivation. In the current research, user engagement will be

driven through the implementation of lifeline, bonus rewards and consequences

of losing points for any wrong decision. Therefore, current research supports

the adoption of Hypothesis H6 [141].

H6: Avoidance motivation positively affects the avoidance behaviour of using

the safeguard
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4.4 Methodology - Study 1

4.4.1 Data Collection

A survey was conducted to test the model for this study. The respondents were

mainly colleagues, friends, and working professionals, who were contacted outside

their work hours. The target audiences were 18-55 years and selected based on their

minimum daily internet usage of 1-5 hours. Prior to data collection, this research was

granted ethics approval by the University’s research ethics committee. In addition,

to adhere to General data protection regulations [262] and Data Protection Act

[263], a participant information sheet was included in the questionnaire to provide

the explicit purpose of the data collection. A survey instrument was created online,

and respondents were asked to consent before proceeding with the questionnaire.

Response to all instruments was made compulsory to avoid any missing data. A

total of 153 respondents completed the questionnaire. The demographics related to

the sample selected for current research are shown in the Table 4.1;
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Table 4.1: Participant’s Demographics

Gender Number

Male 87

Female 66

Age

Under 18 0

18-23 51

24-34 37

35-45 39

45-55 26

Education

Undergraduate 107

Postgraduate 46

Internet Usage Per Day

less than 3 hours 21

4 to 7 hours 57

8 to 10 hours 14

10 plus hours 8

4.4.2 Measurement Development

The current research developed measurements based on previous relevant literature

and the theoretical TTAT model presented by [141]. All constructs were adopted

from [141] model, and items for each variable were adapted to assess which elements

of the TTAT model can be implemented in game design to improve user awareness

against the ransomware cyber-attack. The questionnaire designed for this purpose

includes eight constructs of the TTAT model (P Sus, P Sev, P Thr, S eff, S Cos,

S Eff, A Mot, A Beh).

• The measure of Perceived Susceptibility (P Sus) is in line with [141] and the

previous studies conducted by [264]. It is in context to investigate whether
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users believe ransomware to be a malicious threat. If the user considers ran-

somware a threat, it will convince the user to avoid it. Otherwise, users will

not take any action as they do not see it as a threat. To measure the user’s

Perceived Susceptibility (P Sus) to the ransomware cyber security threat. The

P Sus construct was designed with four items, as shown in Appendix A.

• The measurement of Perceived Severity (P Sev) was developed in line with

[141] and previous research on privacy by [265] and a study on the rise of mal-

ware by [266]. Perceived Severity (P Sev) is a second construct influencing

a user’s threat perception as defined by [141]. The purpose of this variable

in this research is to determine the extent to which users can consider the

consequences of being compromised by the ransomware cyber security threat.

Increasing P Sev leads to higher threat perception, improving the user’s avoid-

ance motivation. P Sev construct was designed using six questions, as shown

in Appendix A.

• The measurement of Perceived Threat (P Thr) was also developed in line

with [141]. The original idea of P Thr was based on cybernetic theory [267],

which reflects users’ relation between the current state and the undesired end

state. However, in the context of IT. The TTAT propose that P Thr is also

caused by the combination of user perception of being susceptible to malicious

threat and the magnitude of its negative impact on the user. The current

research aims to determine user avoidance behaviour which is also determined

by the perceived threat. Therefore, find it helpful to examine antecedents that

contribute to P Thr. Based on this idea, the P Thr construct was designed

with three questions, as shown in Appendix A.

• The measurement of Safeguard effectiveness (S eff ) is based on the [141] model

and [264] literature. It is the third construct influencing users’ avoidance of the

cyber security threat as defined by the [193] TTAT model. The purpose of this

variable in current research is to determine the user’s belief that the chosen

countermeasure against the ransomware cyber security threat is effective. S eff

construct was designed using four questions, as shown in Appendix A.
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• The measurement of Safeguard Cost (S Cos) was developed in line with the

[141] theoretical model. The authors link it with the user’s physical and cogni-

tive efforts. They believe that if (S Cos) outweighs the perceived effectiveness

of the chosen safeguard, this can result in a barrier against a user’s motiva-

tion to thwart a ransomware attack. The construct will measure how S Cos

can influence the user’s decision against threat reduction. S Cos construct is

designed using three questions, as shown in Appendix A.

• The measurement of Self-Efficacy (S Eff ) was developed is consistent with

the previous theory of [117] and [141]. TTAT model derived by [193] examines

the role of safeguarding measures (Self-efficacy, Safeguard costs, Safeguard

Effectiveness) and considers them an essential factor that arbitrates in users’

threat avoidance motivation. In the current research, the safeguarding measure

’Self-Efficacy’ (S Eff) is included as one of the constructs to examine its impact

on the user’s avoidance motivation against a cyber security threat. S Eff

construct was designed with six questions, as shown in Appendix A.

• The measurement of Avoidance Motivation (A Mot) was developed in line

with previous research by [261] on behavioural intention and according to the

TTAT model derived by (Liang & Xue, 2010), when user perceived threat

and copping appraisal is high, this will improve user motivation to avoid the

threat. Therefore, the (A Mot) construct is included in this research. Its

elements will determine the level of user avoidance motivation against the

ransomware cyber-attack, as this variable is directly influenced positively or

negatively by perceived threat and safeguarding measures. This variable will

help to determine the impact on user behaviour. The questionnaire includes

three elements of the A Mot construct, as shown in Appendix A.

• The measurement of Avoidance Behaviour (A Beh) is also consistent with

[141]. The TTAT model explains how the amalgamation of the user’s per-

ceived susceptibility to the malicious threat and its severity constitutes user

threat perception, enabling users to evaluate coping appraisal using safeguard

measures[141]. The outcome of this phenomenon will lead the user to two
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differing coping options, which means the user will either take action against

the threat (problem-focused coping) or not do anything (emotion-focused cop-

ing). The current research aims to measure the change in user behaviour.

Hence construct Avoidance Behaviour (A Beh) has been included in the ques-

tionnaire with two elements to assess user’s behaviour as shown in the figure

Appendix A.

A pilot study (empirical research) was conducted with 15 respondents. The pur-

pose was to elicit respondents’ feedback and ensure the questionnaire’s validity and

reliability ahead of the main studies [229]. Based on the feedback, some of the

item’s wording was revised and some questions were removed. The final question-

naire shown in Appendix A measures eight elements (constructs) of TTAT, it

consists of three items of p sus, three items of p sev, three items of p thr, three

items of s eff, three items of p cos, five items of s Eff, three items of a mot and two

items of a beh. The constructs were evaluated using a Likert-style questionnaire

using a scale from 1-5 [268], with a scale of 1 being ”Strongly Disagree” and a scale

of 5 as ”Strongly Agree”.

4.5 Data Analysis and Results - Study 1

In Study 1, the research aims to test the hypotheses and validate the measurements

and the research model. It adopts Partial Least Squares structural equation mod-

eling (PLS-SEM) using SmartPLS 3.0. The PLS-SEM is a quantitative analysis

technique which has recently gained considerable attention in the field of manage-

ment information systems discipline [240] as it has the ability to utilise smaller

sample sizes and handle multiple regression analysis [269]. Previous studies by [240]

and [270] report that it is valuable for exploratory research. Study 1 requires anal-

ysis of multiple constructs to validate elements of TTAT empirically. Therefore the

use of PLS-SEM is found suitable for the current studies.
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4.5.1 Measurement Validation

Table 4.3 provides a Summary of the various statistical tests performed for the

instrument measurement validation and the model validation. All constructs listed

in the table were adopted from the previous study by [141]. Data analysis was per-

formed in two steps: (1) Measurement validation, and (2) Research model Testing.

For themeasurement validation: After the data was collected,Harmanś single-

factor test was performed to investigate the concern that there is any possible

presence of Common Method Bias (CMB)/Common Method Variance (CMV) in the

instrument [206]. The test results shows, seven factors have emerged, which explains

76.291% of the total variance, while the most considerable variance explained by

one factor was 28.854, as this value is less than 50%, according to [271] this means

CMB/CMV is not a severe concern in our studies. Table 4.2 represents the values

of the test.
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Table 4.2: Harman’s single-factor

Component Initial Eigenvalues Extraction Sums of Squared Loadings Rotation Sums of Squared Loadings

Total % of variance Cumulative % Total % of variance Cumulative % Total % of variance Cumulative %

1 7.214 28.854 28.854 7.214 28.854 28.854 4.000 15.998 15.998

2 4.215 16.860 45.714 4.215 16.860 45.714 2.950 11.801 27.799

3 1.906 7.625 53.339 1.906 7.625 53.339 2.753 11.010 38.809

4 1.659 6.636 59.975 1.659 6.636 59.975 2.726 10.905 49.714

5 1.610 6.439 66.414 1.610 6.439 66.414 2.683 10.730 60.444

6 1.322 5.287 71.701 1.322 5.287 71.701 2.078 8.314 68.758

7 1.148 4.591 76.291 1.148 4.591 76.291 1.883 7.533 76.291

8 0.898 3.590 79.882

9 0.700 2.800 82.682

10 0.649 2.595 85.277

11 0.615 2.459 87.736

12 0.472 1.889 89.625

13 0.449 1.797 91.422

14 0.381 1.525 92.948

15 0.335 1.341 94.289

16 0.296 1.183 95.472

17 0.270 1.082 96.554

18 0.216 0.863 97.417

19 0.173 0.694 98.110

20 0.152 0.607 98.718

21 0.129 0.517 99.235

22 0.074 0.298 99.533

23 0.045 0.181 99.714

24 0.039 0.157 99.872

25 0.032 0.128 100.000
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To further validate measurement : descriptive statistics were performed using

SPSS. The values of Skewness and Kurtosis were examined to ensure the normal

distribution of all items. If values of both measures are in the range of (-2 to +2),

[272] suggest this represents the normality. At the same time, coefficients of reliabil-

ity tests i.e., Cronbach’s alpha (α) and Composite reliability (CR) were performed.

The purpose of conducting these tests was to evaluate the internal consistency reli-

ability of the instrument to determine research model reliability. Table 4.3 shows

the results of α for the constructs as; (P Sus = 0.7, P Sev = 0.7, P Thr = 0.85, S eff

= 0.93, S Cos = 0.92, S-Eff = 0.85, A Mot = 0.92 and A Beh = 0.84), these findings

are within the recognised scale of 0.7 as recommended by [241] and [273]. While the

test results of CR for all the constructs are well above the [203] recommended scale

of 0.7. These results indicate that measurement items of each construct have good

reliability.
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Table 4.3: Normality, reliability, and discriminant validity.

Constr. Items Mean Std. Kurtosis Skewness Loading α CR AVE

P Sus Q2 3.72 0.87 0.54 -0.54 0.706 0.7 0.82 0.6

Q3 3.23 1.11 -0.52 -0.35 0.762

Q4 3.65 0.99 0.80 -0.83 0.851

P Sev Q8 3.88 0.78 0.24 -0.37 0.766 0.7 0.83 0.61

Q9 3.74 0.85 -0.19 -0.25 0.805

Q10 3.82 0.78 0.13 -0.25 0.774

P Thr Q12 4.08 0.75 0.32 -0.61 0.867 0.85 0.91 0.77

Q13 4.05 0.71 -0.29 -0.29 0.893

Q14 4.03 0.76 -0.49 -0.32 0.871

S eff Q17 4.39 0.72 1.90 -1.47 0.935 0.93 0.96 0.88

Q18 4.42 0.70 1.76 -1.49 0.946

Q19 4.44 0.68 1.99 -1.69 0.935

S Cos Q21 2.56 0.94 0.22 1.33 0.936 0.92 0.95 0.86

Q22 2.47 0.93 0.85 1.35 0.945

Q23 1.90 1.10 0.50 1.21 0.893

S-Eff Q24 4.09 0.72 -0.38 -0.34 0.764 0.85 0.9 0.63

Q26 4.24 0.62 0.27 -0.38 0.88

Q27 4.19 0.62 0.94 -0.49 0.854

Q28 2.79 1.30 -1.14 0.50 0.747

Q29 2.45 1.68 -1.56 0.49 0.723

A Mot Q30 4.24 0.66 1.90 -1.12 0.937 0.92 0.95 0.86

Q31 4.24 0.61 1.27 -0.53 0.949

Q32 4.27 0.64 1.36 -0.92 0.893

A Beh Q33 4.12 0.55 1.40 -0.65 0.941 *0.84 0.92 0.86

Q34 4.14 0.52 1.88 -0.10 0.91
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To test the model validity : the current research assessed convergent validity

(on the basis of Average variance extracted - AVE) and discriminant validity

based on the Fornell & Larcker criterion [203], i.e., (1) “the square root of each con-

struct’s AVE should be the highest among all correlative constructs” and (2) “cross-

loading, each item should have the highest loading in its own construct”. Structural

equation modeling (SEM) analysis was conducted using smartPLS. Results reported

in Table 4.4 show, items have much higher factor loading than cross-loadings, and

the AVE square root shown in Table 4.5 is greater than its cross-correlations with

other constructs. These results indicate that all constructs have sufficient discrimi-

nant validity, for any items for which cross-loading was less than 0.6 were dropped

for further analysis. At the same time, Table 4.3 shows that the value of AVE

is ranged from 0.6 to 0.88. According to [203], this satisfies all the conditions for

convergent validity. Thus, the model shows adequate reliability and convergent and

discriminant validity.
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Table 4.4: Cross-loading

A Beh A Mot S Cos S eff P Sev P Sus P Thr S Eff

Q33 0.941 0.543 -0.079 0.338 0.115 0.125 0.433 0.275

Q34 0.910 0.441 -0.055 0.229 0.091 0.116 0.363 0.199

Q30 0.503 0.937 -0.195 0.615 -0.053 0.090 0.497 0.377

Q31 0.518 0.949 -0.274 0.583 0.031 0.084 0.517 0.368

Q32 0.469 0.893 -0.152 0.478 0.096 0.184 0.558 0.411

Q21 -0.026 -0.201 0.936 -0.278 0.220 0.199 0.116 0.163

Q22 -0.044 -0.232 0.945 -0.323 0.201 0.226 0.005 0.108

Q23 -0.141 -0.187 0.893 -0.243 0.257 0.190 0.100 0.055

Q17 0.333 0.604 -0.263 0.935 -0.100 0.149 0.374 0.210

Q18 0.276 0.538 -0.349 0.946 -0.025 0.167 0.382 0.168

Q19 0.264 0.557 -0.256 0.935 0.057 0.215 0.407 0.255

Q8 -0.021 -0.023 0.323 -0.112 0.766 0.152 0.212 0.218

Q9 0.007 -0.079 0.167 0.013 0.805 0.179 0.235 0.150

Q10 0.236 0.132 0.108 0.020 0.774 0.159 0.286 0.123

Q2 0.034 0.113 0.131 0.263 0.113 0.706 0.192 0.284

Q3 0.087 -0.051 0.202 -0.005 0.120 0.762 0.156 0.200

Q4 0.156 0.172 0.189 0.153 0.221 0.851 0.288 0.391

Q12 0.390 0.475 0.051 0.439 0.183 0.226 0.867 0.448

Q13 0.414 0.507 0.065 0.341 0.272 0.225 0.893 0.484

Q14 0.340 0.501 0.079 0.319 0.363 0.301 0.871 0.561

Q24 0.173 0.274 -0.056 0.215 0.074 0.316 0.405 0.764

Q26 0.207 0.361 -0.017 0.226 0.227 0.341 0.440 0.880

Q27 0.270 0.388 -0.025 0.271 0.119 0.272 0.429 0.854

Q28 0.216 0.328 0.282 0.114 0.176 0.338 0.530 0.747

Q29 0.148 0.279 0.333 0.041 0.213 0.328 0.487 0.723
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Table 4.5: Fornell-Larcker criterion

A Beh A Mot S Cos S eff P Sev P Sus P Thr S Eff

A Beh 0.926

A Mot 0.536 0.927

S Cos -0.073 -0.225 0.925

S eff 0.312 0.605 -0.307 0.939

P Sev 0.113 0.025 0.242 -0.026 0.782

P Sus 0.13 0.127 0.222 0.188 0.209 0.775

P Thr 0.433 0.565 0.075 0.413 0.318 0.289 0.877

S Eff 0.26 0.415 0.118 0.225 0.204 0.397 0.572 0.796

Further, the results reported in Table 4.4 and 4.5 have been confirmed by

the test of the Heterotrait-Monotrait (HTMT) Ratio [274] for the model

evaluation [240]. The HTMT analysis is shown in Table 4.6 which reports that

the HTMT values of all the constructs are less than the suggested threshold of 0.85

[274]. Thus, it provides confidence that the discriminant validity results of the two

previous techniques are valid.

Table 4.6: Heterotrait-monotrait ratio (HTMT)

A Beh A Mot S Cos S eff P Sev P Sus P Thr S Eff

A Beh

A Mot 0.607

S Cos 0.086 0.242

S eff 0.345 0.65 0.33

P Sev 0.169 0.144 0.324 0.114

P Sus 0.157 0.192 0.28 0.238 0.283

P Thr 0.512 0.639 0.094 0.469 0.399 0.354

S Eff 0.298 0.465 0.218 0.25 0.275 0.496 0.672

Further, a multicollinearity test was conducted, and variance inflation fac-

tor (VIF ) values were examined. This test was conducted to evaluate any multi-

collinearity issue [275], which can occur because of errors caused by high correlation

among the latent variables [276] and can result in undermining the statistical sig-

nificance of an independent variable. The items were standardised to minimise any

multicollinearity issues. The results of the test are included in Table 4.7, which
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shows VIF < 5 for all the variables and is in the acceptable range as suggested by

[277].

Table 4.7: Multicollinearity Test

VIF (Collinearity Statistics) R

A Beh A Mot S Cos S eff P Sev P Sus P Thr S Eff R2 R2 Adj.

A Beh - - - - - - - - - - - - - - 0.29 0.28

A Mot 1 - - - - - - - - - - - - - - 0.52 0.51

S Cos - - 1.18 - - - - - - - - - - - - - - - -

S eff - - 1.4 - - - - - - - - - - - - - - - -

P Sev - - - - - - - - - - - - 1.05 - - - - - -

P Sus - - - - - - - - - - - - 1.05 - - 0.15 0.14

P Thr - - 1.74 - - - - - - - - - - - - - - - -

S Eff - - 1.5 - - - - - - - - - - - - - - - -

The above statistical test results show reliable values of convergent and discrim-

inant validity, hence supporting the validity and reliability of the instrument and

research model.

4.5.2 Model Testing

Figure 4.2 shows the model testing results. The model accounts for 21 per cent of

the variance in p thr, 55 per cent in a mot, and 29 per cent in a beh. According to

the hypothesis, the p thr is significantly determined by p sev (b = 0.26, p < 0.01)

and p sus (b = 0.21, p < 0.05), thus supporting hypotheses H1a and H1b. According

to [278], these results show that p sus and p sev influence on users a mot is fully

mediated by a p thr. The model shows users’ a mot is significantly determined by

p thr (b = 0.25, p < 0.05), s eff (b = 0.31, p < 0.05) and s-Eff (b = 0.23, p < 0.01).

These results support Hypothesis H2, H3 and H5. At the same time, ’Interaction

effect 2’ between p thr and s eff is found (b = −0.12, p < 0.05). This result is

significant and is in line with the findings of [141]. Thus support Hypothesis H3a.

And then a mot (b = 0.54, p < 0.01) influences a beh significantly. Thus support

hypothesis H6. However two results were found insignificant. The ’Interaction effect
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1’ H1c, between p sus and p sev is found (b = 0.25, p > 0.05) but it is in line with

findings of [141]. However, the only result found insignificant and opposed to the

TTAT finding is safeguard cost (b = −0.14, p > 0.05). Thus, current research does

not support Hypothesis H4.

Figure 4.2: Structural Model Path Coefficients
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Table 4.8: Hypotheses Results

Hypothesis Path Beta

Coeff.

T -Value P -Value Results

H1a P Sev → P Thr 0.259 3.1 0 Supported

Perceived severity of being attacked by ransomware positively affects perceived threat

H1b P Sus → P Thr 0.21 2.67 0.01 Supported

Perceived susceptibility of being attacked by ransomware positively affects perceived threat.

H2 P Thr → A Mot 0.251 2.36 0.02 Supported

Perceived threat positively affects avoidance motivation.

H3 S eff → A Mot 0.232 2.85 0.01 Supported

Safeguard effectiveness positively affects avoidance motivation

H4 S Cos → A Mot −0.136 1.87 0.06 Not Supported

Safeguard cost negatively affects avoidance motivation

H5 S Eff → A Mot 0.232 2.85 0.01 Supported

Self-Efficacy positively affects the avoidance behaviour of using the safeguard

H6 A Mot → A Beh 0.536 7.3 0 Supported

Avoidance motivation positively affects the avoidance behaviour of using the safeguard

H1c Interaction Effect 1 0.248 1.03 0.31 Not Supported

Perceived susceptibility and perceived severity have a positive interaction effect on perceived threat P Sus × P Sev → P Thr

H3a Interaction Effect 2 -0.123 2.17 0.03 Supported

Perceived threat and safeguard effectiveness have a negative interaction effect on avoidance motivation P Thr × S eff → A Mot
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4.6 Discussion

The current study empirically investigated the factors affecting users’ motivation to

avoid ransomware cyber security threat through game-based learning. TTAT model,

derived from [141], was validated using questionnaire data, and analysis was per-

formed using PLS SEM. The analysis results show a significant change in users’ mo-

tivation to avoid ransomware cyber security threat (55%) and avoidance behaviour

(29%). These results explain that users must be motivated to avoid the ransomware

cyber security threat. The change in avoidance behaviour requires an individual

to acknowledge that the ransomware exists and a user’s belief that it is avoidable.

These findings are in line with the findings of Liang & Xue TTAT model, which

focuses on computer security behaviour and malware, but contrary to findings from

a previous study [259], which was more on the behaviour of online social network

users. As the current study aims to improve users’ awareness of ransomware threat,

present research findings will be considered significant. In addition, the results sup-

ported hypotheses H1a & H1b, as the perceived severity of being compromised by

ransomware positively influenced the individual’s threat perception. This means the

user must be conscious of being attacked by ransomware and its severe consequences

of being compromised to develop threat perception. This is in line with the findings

of [141] TTAT model and a previous study [279].

Further results showed that once the user’s threat perception was developed, the

user evaluated three cognitive factors (S eff, S Cos, and S-Eff) to assess the effective-

ness of safeguard measures against ransomware avoidance motivation. The result in

the preceding section supports the first safeguard measure (S eff), hypothesised as

H3. It positively influenced the use of game-based learning as an engaging and user-

friendly measure for a user’s avoidance motivation against ransomware threat. The

second safeguard measure (S Cos) is hypothesised as H4. It negatively influences an

individual’s avoidance motivation. The result of H4 is insignificant and is opposed

to the previous study [141]. This is because ransomware is a new phenomenon, and

its impact is far more significant than any traditional malware. Losing access to

data is more critical for the user today than time investment and control cost. The

result of H2 indicates that because of the consequences of ransomware, once the user

Chapter 4 Usman Javed Butt 91



Developing a Usable Security Approach for User Awareness Against Ransomware

perceives ransomware as a threat, it motivates the user to avoid it. This finding is in

line with [141] TTAT. The third safeguard measure (S-Eff), which is hypothesised

as H5, also has a positive influence on avoidance motivation. As more individuals

learn and understand the ransomware threat through game-based learning, more

users will be confident in avoiding it. The results support the hypothesis and are in

line with previous findings of [141] and [280].

The current study also tested the interaction effect between p thr and s eff, hy-

pothesised as H3a and negatively influences users’ avoidance motivation against the

ransomware threat. This is in line with previous findings of Liang & Xue [141]

TTAT. In contrast, hypothesis H1c is the interaction between p sus and p sev. The

results are in line with previous findings of [279] and [141]. This interaction was

explained as a moderate phenomenon by Liang & Xue in the context of a game

virus.

In contrast, current research aims at ransomware cyber security threat. Its im-

plications are far more than any other virus as users are more exposed to smart

Internet-connected devices. The current research findings show that the interac-

tion between perceived susceptibility and perceived severity is in line with previous

findings of [281] in the security behaviours of smartphone users.

4.7 Research Implications

Post Covid-19 has shifted the world towards more digitisation. Cyber-physical sys-

tems are an integral part of our digital lives. Businesses, local governments, and

critical health services are facing the Internet more than ever in the modern world.

With more exposure to online services, the pandemic has changed the cyber secu-

rity landscape, bringing more challenges for organisations to safeguard their critical

assets against cyber-attacks [282]. NCSC (2021) has reported ransomware as the

most significant among many other cyber threats in recent years. It is almost cer-

tain that it will grow further and continue to jeopardise the security of individuals,

organisations, and critical infrastructure. Much existing literature focuses on cyber

resilience in the organisational context, where security is much more a compliance
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requirement to have an information security management system in place to adhere

to regulatory requirements such as (ISO27001) [283], (GDPR) [284] or similar [285].

This forces organisations to form policies in line with their information governance

strategy and make it mandatory for their employees to follow them to achieve secu-

rity. This approach is contrary to the user’s security behaviour in individual settings,

where the response to any cyber threat is voluntary, and its decision depends on the

perception of the threat by the individual.

The current research addresses this gap by adopting the [141] TTAT model,

which focuses on two aspects of the individual’s security behaviour, i.e., (1) threat

appraisal and (2) coping behaviour. Individuals must acknowledge the presence of

malicious threats and their possible consequences. This leads to the user’s copping

behaviour in which the individual assesses the effectiveness of safeguard measures

(S eff, S Cos and S Eff) to thwart the malicious threat. Both factors will develop

user avoidance motivation, resulting in a change in behaviour against the malicious

threat.

There are two key contributions to the literature; Firstly, current research findings

identify that statistical results of safeguard cost are insignificant in the context of

user perception of the safeguard cost to ransomware threat. This finding contradicts

the original finding of the TTAT model of [141] and [279]. The previous studies

explain that p thr is determined by p sev and P sus in the malicious IT context

and the combined effect of the p thr and s cost in the IT security context [255].

While ransomware is a relatively new phenomenon and malicious compared to other

families of malware [110], attackers use novel tactics to compromise the security of

computer systems. According to [141], s cos is the user’s physical and cognitive

effort. Study 1 in current research proposes game-based learning to improve users’

motivation against the ransomware cyber security threat and considers a time-based

storyline an essential characteristic of the game. Therefore, findings of current

studies suggest that as soon as an individual perceives ransomware susceptibility, it

is evident that the user will develop a threat perception to its security. This user

perception of the threat will be enough for a user to develop motivation to thwart

ransomware without considering the safeguard cost.

Secondly, current research findings empirically tested and supported the relation-
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ship between game effectiveness and user. Cyber security education is a complex

domain due to its technical nature and changing landscape. The current research

identified game-based learning as an educational tool to address the gap in cyber

security education. The model testing results show that users believe game-based

learning is user-friendly and will improve awareness against ransomware. There-

fore, in current research, the usability factor is considered an essential factor in the

game design framework, which will help the users enjoy game playing and improve

their awareness against ransomware threat [286]. Users have been flooded with in-

formation due to the heterogeneous connectivity of computers. With the rise of

cyber-physical systems, the relationship between humans and IoT devices requires

reliability. The user is considered the first line of defence against malware attacks.

Therefore, designing and developing game-based learning for ransomware is a con-

tribution. This is contrary to original studies by [141], which considered safeguard

effectiveness as a subjective assessment and the user’s intention or ability to use

hardware as an effective tool against malicious IT.

In Summary, the current research studied the TTAT model. It validated the

hypotheses leading to critical components required to include in the proposed Game

for users’ awareness against ransomware cyber security threat.

4.8 Implications for Practice

The current research examines individuals’ avoidance behaviour to thwart ran-

somware cyber security threat. Whether an individual user requires security for

their device or in sitting in an organisational context, security is the responsibility

of each stakeholder as a collective effort. The current studies target individuals in

both contexts. Since the Internet users and the integration of technologies in our

lives is increasing exponentially. Attackers exploit humans as the weakest link to

execute successful security breaches and gain an advantage in the lucrative cyber

crime market. There is a dire need to address the new challenges these technologies

pose to secure our future [198]. It has been seen that it needs a high level of exper-

tise to write malicious code, but it takes only ONE click to activate ransomware.

Therefore, findings from current research inform the design and development of
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game-based learning tool to upskill individuals against ransomware cyber security

threat. The game will aim to develop user motivation against the ransomware mal-

ware and will lead to a change in user avoidance behaviour against it.

The current research endorses education and awareness of ransomware cyber

security threat using game-based learning. The findings drawn from the current

research suggest that user motivation can be developed through threat perception

and coping appraisal. The research informs these findings to design and development

of the game design. It suggests that game-based learning against ransomware threat

will provide a positive learning experience for individuals to develop their avoidance

motivation when they are in voluntary settings, and security consideration is their

choice rather than compliance. The current research suggests the game will interact

with users based on a storyline, which will help users engage and develop awareness

against the ransomware cyber security threat. The research also informs usability

as an essential element to be considered in the game design. So users can engage in

learning in a friendly manner. The game will be available for individual users at no

cost to benefit learning and education against ransomware threat to a broader body

of knowledge. The rapid digital transformation has made people use more smart

devices than ever. Individuals spend more time online with constant connectivity to

the Internet, and more people are using smart devices than ever before. The current

research findings target these individuals to improve their security and awareness of

the rising ransomware threat through a usable approach.

The current research also recommends that commercial organisations include

game-based learning in their information security awareness program. It suggests

this as an opportunity to replace traditional theoretical knowledge tests with more

interactive learning. For an organisation to comply with statutory, legal and regu-

latory requirements, Game-based learning can effectively make users aware of the

rising ransomware threat. No matter how expensive hardware is in place, security

awareness in any organisation requires a hybrid approach to educate staff against the

changing landscape of cyber security threats. Also, as security is the responsibility

of everyone in any organisation, the current research suggests adopting Game-based

learning to develop their avoidance motivation against the ransomware threat. The

current research also suggests it is vital for organisations to consider the security
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challenges posed by a large number of the remote workforce because of the pandemic,

which has emerged new business models [110]. Criminals are exploiting vulnerabil-

ities in smart home devices due to individuals’ poor cyber hygiene practices. The

current research also targets organisations to prioritise the security awareness of their

employees working from home and suggests the adoption of Game-based learning

as an effective tool to develop their avoidance motivation against ransomware in a

user-friendly and engaging manner. Organisations should embed game-based learn-

ing in their security awareness training programmes, which should frequently run

for each stakeholder during their employment.

Current research aims to upskill users through education and awareness of ran-

somware cyber security threat using game-based learning [287]. The research find-

ings will eventually play an important role in promoting cyber security awareness.

This can help overcome skills shortages in cyber security and enhance career oppor-

tunities in the domain. Therefore, current research also suggests using game-based

learning as an opportunity for future research for school-going pupils to motivate

them to learn about ransomware awareness. Engagement through game-based learn-

ing can make them enthusiastic cyber experts and help to fill the gap in future cyber

roles. Security and privacy can be achieved through the collaboration of different

entities. However, this research will contribute knowledge related to Ransomware

awareness to the user through a usable approach [288].

4.9 Summary

The chapter concludes with Study 1 to investigate which elements of the TTAT

model should be included in the game design, which can help to address users’

awareness of the ransomware cyber security threat. The aim was to investigate how

users’ avoidance motivation can be developed to thwart ransomware attack. The

analysis performed on data collected from 153 respondents shows that P Sus, P Sev,

S eff, S Cos, and S Eff influence user motivation against ransomware cyber security

threat and change individual behaviour towards its awareness. As technology is

becoming more sophisticated, there is a rise in more organised cyber-attacks. Or-

ganisations are struggling to develop an effective Cyber security strategy to cope
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with cyber security threats. This is mainly because more user awareness is required

in the cyber security domain. The UK Government is intended to invest £1.9 billion

as a part of the National Cyber Security strategy plan 2016. The research findings

inform a novel technique to develop game-based learning to address ransomware

cyber security awareness. The current research findings can benefit individuals and

organisations by adopting an interactive way to educate and make aware individuals

using game-based learning, which can engage users in a user-friendly manner.
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Chapter 5

RansomAware Game Design &

Development

5.1 Overview

This Chapter focuses on designing and developing a usable Game Design prototype

to improve user education awareness against ransomware threat. There are two

essential things to consider in the design phase.

(i) To implement user experience to achieve usability in game design.

(ii) To implement elements of TTAT from a development point of view.

The study focuses on the principles of game design to achieve usability. For

this purpose, personas, MoSCoW analysis, task analysis, user stories and wireframe

techniques are used to understand the user interaction with the system. The findings

of chapter 4 suggest that elements of TTAT, i.e., P Sus, P Sev, S eff, S Cos, S-Eff,

A Mot, and A Beh, should be included in the game design framework to improve

users’ avoidance motivation against ransomware cyber security threat. The open-

source Android mobile application development tool MIT App inventor is adopted

as a platform to design and develop a usable solution based on the findings reported

in chapter four. The study will also report consideration of usability factors, which

are critically important for an efficient design.
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5.2 Usability – User Experience for User-Centred

Design

For a game design to be successful for its intended audience, the study first focuses

on the importance of user experience UX [289]. Implementing UX is beyond design

aesthetics and the product’s functional requirements [290]. From the user’s per-

spective, it is not just about completing the task accurately and efficiently, which is

the goal of product design anyways. However, it is the experience which they want

to enjoy while completing the tasks [239]. Therefore, for a design to stay ahead

in a competitive digital market, the product designer must include usability in the

design, empowering them to interact with the product efficiently and effectively

[291].

The game design in this study emphasises user-centred design (UCD) [292] to

address the user experience. It considers the context of user requirements, i.e., the

elements to be included in the game design. To thoroughly map these requirements

in the design for an optimised solution that can add value to the user’s experience and

help the research achieve its aims [265]. For this purpose number of design solutions

are generated during different phases of the design representing abstract to concrete

design concepts. The study proposes UXD Methodology based on Waterfall and

an adapted version of Jesse James Garret’s methodology to implement UCD for the

game design prototype.

The current research aims to develop a usable game which is user-centred design,

a design which can map product objectives into user needs [293]. The game devel-

opment process involves coding, which requires a software development process to

implement the game requirements. Previous studies recommend agile methodology

due to its agility [232] or waterfall methodology if the product requirements are

precise [236]. A review of different UX frameworks [293] focuses more on the social

theoretical context and is not empirically validated in game development. However,

studies [294] propose a hybrid approach to address game development and usabil-

ity in design. Considering that no single framework could address the development

and usability process for the game design, current research finds this opportunity to

present a new unified methodology based on Waterfall and James Jarrett’s method-
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ology, shown in Figure 5.1.

Figure 5.1: Unified User Experience Development Methodology

Requirements Gathering ; The game design process defines product (Game)

goals/objectives and user needs at an abstract level [295]. This phase is critical for

understanding the user behaviour, level of technology and the, subject awareness,

background, demographic, and psychographics facts [295]. This helps determine the

target user and their needs related to the product. The findings from chapter 4

related to elements of TTAT to include in the game design will be input in this

phase.

The main questionnaire adopted for data collection in chapter 4 of this research

thesis was targeted at colleagues/friends. These target users will play the pro-

posed mobile game for education and awareness against the cyber security threat of

ransomware. During the UX design process, the game content design and the In-

formation architecture would require a critical understanding of the explicit intent

of user interaction with the game. For this purpose, the Personas shown in Figure

5.2 represent fictional characters [296]), which will help the designer understand the

user behaviour, needs, goals and the application flow. The personas will allow the

designer to focus on user needs at each application design level to avoid thinking of
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making a design for himself. This is achieved by dividing the user groups of similar

needs into either a smaller group or a segment based on demographic and psycho-

graphics criteria, which is one of the first steps for implementing UX for the target

users.

Figure 5.2: User Personas [297]

5.3 Story Behind RansomAware

Storytelling is an essential part of a game design to engage users [298]. Memorable

characters are integral to any story to improve user interaction and player-centred

learning [299]. Therefore, the game RansomAware is based on a story with some

memorable characters.

The game aims to make users aware of possible threats and decrease their vul-

nerability against ransomware. It starts with an introduction to the users, and they

find themselves in a spaceship flying through space. They come across unknown

planets and are prompted with messages. These messages appear in an email for-

mat and are either genuine or malicious. The users can ’ACCEPT’ or ’REJECT’

these messages, directly influencing their success or demise. This critical decision

will not be straightforward or easy to make, depicting real-life encounters with ma-

licious emails. The correct judgements will earn points, while incorrect judgement

will cost lives and points. The game is made visually engaging for the user by them

being virtually present in an interactive cockpit. Memorable characters like the

space shuttle scanning the user’s space rocket and allowing safe passage or hacking
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it into lockdown and making it inaccessible let them taste real-life vulnerability.

This game will continue until the users have completed their flight over eight

planets. It will give them six opportunities to assess their abilities and recognise

and avoid possible threats of falling prey to ransomware. A time limit will push

the users to make decisions quickly, which brings daily life into perspective as a

regular user spends only a few seconds or less to decide their fate which might lead

to encrypted files and data lost or stolen. At the end of the gameplay, the users will

get feedback to evaluate their awareness.

Game Instructions

The users are familiarised with the working of the RansomAware game by the

following instructions;

The game starts with the user virtually present in the spaceship flying through

space. The running score, lifeline and time are visual at all times. A planet is

seen approaching, and a user is prompted with a message. The message urges the

user to believe its genuineness, giving it a limited time to respond with ”ACCEPT”

or ”REJECT”, resulting in the alien spaceship scanning your rocket and moving

forward with one of the following scenarios.

If a message is genuine:

• By selecting ”REJECT”, you are made aware of your wrong choice and lose

10 points.

• By selecting ”ACCEPT”, you are made aware of your right decision and are

awarded 10 points.

If a message is malicious:

• By selecting ”REJECT”, you defeat the malicious alien and earn 10 points.

• By selecting ”ACCEPT”, the malicious alien ship hacks your spaceship, and

you are left with two options to either decide to ”Pay Ransom”, which will

reduce one of your lives or to ”Call Helpline”, which will reduce your time

by 10 seconds.
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This will continue until you either run out of time, limited to 180 seconds, or run

out of lives which are 3 in total. The game will end if you go through all six planets

or reach 100 points. After the game ends, a feedback message will be displayed. This

feedback gives you personalised instructions depending on your final score to help

you improve your awareness against relevant ransomware Cyber Security threat.

Table 5.1: RansomAware Training Rewards

Points Reward

90 - 100 Gold

70 - 80 Silver

50 - 60 Bronze

0 - 50 No Award

5.4 Game Design High-Level Requirements

UI/UX Analysis : At this stage, the game design prototype must meet the high-

level user/product requirements to include the elements of TTAT in the game design.

The following requirements are mapped with TTAT elements reported in study 1

as;

• A User-centred design (UCD) to provide usability to its users.

• Promote education and awareness against the cyber security threat of ran-

somware to its users.

• Game to make the user understand the Identification of ransomware threat

and its likely harm/risk - (P Sus))/P Thr

• Game to introduce user, consequences (CIA) of a ransomware attack or the

danger of ransomware attack - (P Sev)/ P Thr.

• The game is user-friendly, allowing the user to proceed without difficul-

ties/advance to the next level - (S eff).
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• Improve user engagement to seamlessly complete the gameplay (find it help-

ful, exciting role play or challenges) and improve their awareness and knowl-

edge of computer security against ransomware - (S eff).

• Game to promote feasibility so users can make a timely, cost-effective and

appropriate decision during play - (S Cos).

• Game to help the user build their confidence (lifeline or points gain) to

educate against how to prevent ransomware cyber attack - (S-Eff).

• The game aims to help users with problem-focused coping by improving their

Avoidance Motivation and Behaviour against the cyber threat ransomware.

This will be assessed using overall game results to see how effectively the

game has helped users with an understanding of ransomware Threat Appraisal

and Coping Appraisal.

5.5 Functional and Non-Functional Requirements

UI/UX Analysis: Functional requirements are essential in development projects

in order to detail each specific system function that the application must be capable

of performing [300]. They are a list of required operations that can be measured and

evaluated to verify their successful implementation in a project. Equally important,

however, are also non-functional requirements, which describe how the system will

perform its required operations, for example, in terms of quality, performance and

design or development constraints [301]. Since non-functional requirements are non-

tangible and usually relative and subjective, they can be harder to measure and

evaluate, as [302] highlight.

In the context of research, the game storyline and the high-level game design

requirements include elements of TTAT which will determine the functional and non-

functional requirements to be considered during game design. However, to consider

the scope of the design and development work, MoSCoW Analysis is performed

to prioritise these requirements [295]. It is beneficial for development projects to

avoid any Scope Creep, which can result in project delays [303]. Therefore to ensure

timely delivery of the RansomAware game, requirements were analysed to prioritise
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the functionalities embedded during the development process. [304]. Figure 5.3

provides details of the MoSCoW prioritisation technique applied to the requirements

of the RansomAware, showing the requirements which will be included in the game

design process and recommendations for future iteration.
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5.6 Task Modelling to Achieve Usability

UI/UX Analysis: Various Task Modelling exercises and User Journeys were cre-

ated to transform the identified User Needs into application architecture and navi-

gation [305]. Together with the proposed User Personas, these can demonstrate how

different users will achieve their tasks and goals while interacting with the applica-

tion. As [306] states, task maps (showing all steps involved in a particular user task)

can get very complicated, especially in complex projects. Hence, the focus must be

placed on the most critical tasks in achieving each goal. Furthermore, adding extra

functionality usually comes at the cost of usability due to increased system com-

plexity [307]. Task Models / User Journeys can depict how easily users can achieve

their goals and maintain the balance between complexity and usability.

5.6.1 Task Model 1 - Read Game Instructions

Opening the Game RansomAware takes the users to the Home screen. User press

the ”Read Instructions” button. This navigates the user to the Read Instructions

pages. Selecting the ”Back to Home” button will take the user to the Home screen.

Figure 5.4: Read Game Instructions

5.6.2 Task Model 2 - Delete or Interact with The Alien Mes-

sage

From the Home screen. The user clicks on the ”Play Game” button. The game starts

with the user onboard the spaceship. The planets displayed messages and prompted

the user to make the decision. The user goes through a complex evaluation (Legit-
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imate sender address?/ Professional wording?/ Requests private information/ Has

attachments?/ Unsolicited communication?/ Other criteria) as to whether accept or

delete the message. Depending on the user’s action, the spaceship dashboard will

be updated with a reward or penalty.

Figure 5.5: Delete or Interact

5.6.3 Task Model 3 - Exit a Game

From the Home screen, the user selects the ”Play Game” button and onboard the

spaceship. If a user needs to exit the game at any point. The user clicks the ”Exit

Game” button from the spaceship dashboard. This will prompt a message, asking

the user to confirm the game exit. Once the exit option is confirmed, this will take

the user back to the home screen.

Figure 5.6: Exit a game
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5.7 User Journeys to Implement Usability

UI/UX Analysis: User Journeys is another UX analysis technique that provides

a user’s walkthrough [308] on how the user performs a task and identifies any op-

portunity to optimise the user’s experience [309]. In the context of game design,

journey maps were utilised to visualise the user’s experience with the RansomAware

game design.

5.7.1 User Journey 1 - Time, Score and Feedback Review

Figure 5.7: User Journey 1

The following abbreviations will be used to translate the map.

S: start, A: user action, D: user decision, SA: system process, SD: system decision,

E: End

S

> A: Home screen

> A: Select ”Play Game.”

> SA: Spaceship screen/display message

> A: Read the message
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> SD: Is there time left?

(No) > Connection to ”SA: Display Endgame feedback and score.”

(Yes) > Connection to ”A: Read the message.”

> D: Delete or interact with messages without reaching 50 points or 0 lives

> Connection back to ”A: View message.”

> SA: Display Endgame feedback and score

> A: Review Endgame feedback and score

> E

5.7.2 User Journey 2 - Pay Ransom

Figure 5.8: User Journey 2

S

> A: Home screen

> A: Select ”Play Game.”

> SA: Spaceship screen/display malicious message

> A: Read the message
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> D: Delete / interact?

(Interact) > SA: Encounter screen/display bad encounter

> SD: Does the user have more than one life?

(yes) > SA: Display bad Encounter Feedback with the option to lose life or

points

> D: Pay the ransom

> SA: Reduce points and display feedback with the option to continue

> E

(no) > SA: Display Endgame feedback and score

> E

5.7.3 User Journey 3 - Delete Good Message

Figure 5.9: User Journey 3

S

> A: Home screen

> A: Select ”Play Game.”

> SA: Spaceship screen/display good message

> A: Read the message
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> D: Delete / interact?

(Delete) > SA: Display good message deletion feedback with the option to con-

tinue

> E

5.8 Game RansomAware Architecture

Design Phase: The architecture is concerned with the system design from the

developer’s context. It links the design and requirements [310]. Figure 5.10 shows

the structural components of the RansomAware game design. The current research

aims to develop a RansomAware game using on MIT App Inventor platform. From

the developer context, The game can run on a personal computer or an Android-

based smartphone. The game architecture allows the developer to conceptually and

logically view the design before proceeding to the development phase [310]. The

architecture is divided into two layers showing how usability and elements of TTAT

will communicate in the front and back-end of the game to make an efficient and

effective design.
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5.9 Wireframes Walkthrough of RansomAware

Design effectiveness and efficiency are essential for usability [311]. Wireframes are

important in designing digital interactions and applications and were used to present

the layout of various screens in the RansomAware app. As [312] mention, from the

early stages of design, wireframes can save time and expenses by effectively express-

ing ideas and connecting back-end concepts to the front end. Although wireframe

design can require experience and skill to accomplish, which implies a learning curve,

it can aid with communicating elaborate functionality in high detail. The wireframes

Figure 5.11-14 illustrate the proposed RansomAware game components and design

structure.

Figure 5.11: Homepage

Figure 5.12: Spaceship Alien Message
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Figure 5.13: Feedback Message

Figure 5.14: Spaceship EndGame Message

5.10 Game Development Phase

The current study adopted MIT App Inventor to develop a RansomAware game. It

is a platform focused on quickly building mobile applications in a drag-and-drop in-

terface, initially developed by Google in 2009 [313]. The project was moved to MIT

in 2011, where it is still housed and has received tremendous popularity and nu-

merous updates. As [314] notes, App Inventor promotes digital literacy by enabling

developers to focus on programming logic for their app rather than code syntax. App

Inventor allows for fast, iterative design without in-depth programming knowledge

while promoting continuous application testing using built-in blocks representing
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programming concepts such as functions, event listeners or logical and mathemati-

cal operators [315]. The walkthrough snippets below show the development process

of the Ransomware Game.

Figure 5.15: RansomAware Home Screen

Snippet 1: RansomAware Live Dashboard

Figure 5.16: RansomAware Dashboard

The RansomAware application uses global variables to keep track of player’ lives’

(a counter that gets reduced after wrong decisions and indicates the end of the

game when it reaches zero), total points so far (the player score), remaining time

until the game ends and the ’alien message’ to be displayed next. The code blocks

demonstrated in Figure 5.17 handle these global variables via three procedures:

116 Chapter 5 Usman Javed Butt



Developing a Usable Security Approach for User Awareness Against Ransomware

• ’get db values’ is called when the game starts and sets the aforementioned

global variables with starting values: 3 lives, 0 points, 180 seconds of game

time remaining and a random number from 0 to 19 for the first message to be

displayed (out of a pool of 20 messages)

• ’store values in db’ is called at various points during the game after player

decisions, storing the values of these variables in the database, from where

they can be read or updated later in any application screen

• ’set stats values’ is called again after player decisions and uses the lives, points

and time variables to update in-game indicators that instantly inform the

player of their values during the duration of a game

Figure 5.17: Utilising global variables for key status indicators

Snippet 2: Control Planet Animations

The planet to be displayed each time is selected randomly from a pool of 8 poten-

tial planets of the solar system. The animation displays nine images of the planet

in quick succession, a process controlled via the ’planet animation clock’ timer. An

indicative approaching planet animation can be seen in Figure 5.18.

The ’initScreen’ procedure in Figure 5.19 is automatically called when the

player starts the game and enters the spaceship cockpit screen. It is responsible

for setting and displaying key in-game indicators and also initiate the ’showMes-

sage’ procedure. ’showMessage’ first checks if the player’s score has reached 100,
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Figure 5.18: Approaching planet animation

showing the player a rewarding endgame message. If not, it stops the time, enables

the ’planet animation clock’ timer, which sets off the animation of an approaching

planet, and hides the player ’Accept’ and ’Reject’ message controls. After the planet

animation, the ’display msg’ procedure is called to display an alien message on the

screen.

Figure 5.19: Control planet animations
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Snippet 3: Display Alien Message and Increase Message Counter

Figure 5.20: Display alien message

The ’inc msg counter’ procedure, ’ display msg’, increases the message counter

by one before displaying the message. The message counter is used to determine

the file name of the message image. This way, a new message is displayed every

time the procedure is called following the planet animation. After the message has

been displayed, the ’Accept’ and ’Reject’ buttons appear on the screen to allow the

player to take action depending on the message. The game timer also starts running

at this point until the player makes a decision.

The ’display msg’ procedure displays an alien message on the screen. The mes-

sage to be displayed is selected based on the global variable ’msg counter’, which

holds a number from 0 to 19 and has been initialised with a random number in

this range when the game starts. The procedures controlling this behaviour are

demonstrated in Figure 5.21.

Figure 5.21: Display alien message and increase message counter

Chapter 5 Usman Javed Butt 119



Developing a Usable Security Approach for User Awareness Against Ransomware

Snippet 4: Decrease Game Time while the Game Time Clock Timer

is Enabled

The ’game clock timer’ becomes enabled after the message has been displayed.

Every timer used in the application runs every second until disabled, executing all

routines and commands in its block.

Figure 5.22: Game timer procedure

The ’game clock timer’ calls the ’dec game timer’ procedure, which decreases

the value of the ’game time’ global variable by one, and updates the on-screen

text displaying the remaining time with its value. If the ’game time’ reaches zero,

the endgame message notification is displayed (see Snippet 7 ) through the ’score-

BasedMessage’ procedure, and the ’finish game’ procedure is called to end the game.

Snippet 5: Determine What Happens After a User Clicks on Accept

Message Button

Figure 5.23: Notification Displayed After Accepting a Genuine Alien’s Message
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Whenever an alien message is displayed, the user is presented with the option

to accept or reject it based on its content, as explained in Snippet 3, Figure 5.20.

The ’Accept’ button triggers the ’land btn’ code block, shown in Figure 5.24. The

’land btn’ code block stops the time by disabling the ’game time clock’ timer and

hides the alien message. Afterwards, it will do the following depending on the type

of message displayed:

• If the message is malicious, the ’bad landing’ procedure is called, which will

update the global variable ’landing type’ to ’bad landing’ to store the fact that

the player accepted the malicious message. The ’bad landing’ procedure will

initiate a new application screen that will display a relevant animation to the

user (see Snippet 6 ).

• If the message were genuine, a feedback message would be displayed on the

screen, informing the user of their correct decision. This is demonstrated in

Figure 5.23.

Figure 5.24: The land button code block executed when the user accepts an alien

message

Snippet 6: Display Good or Bad Landing Sequence

After the player selects the ’Accept’ or ’Reject’ button on a malicious message,

a new screen is initiated to display a relevant animation. After the new screen
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loads, an initial animation shows an alien ship scanning the player’s spaceship.

Afterwards, if the player’s decision is correct, a ’good landing’ animation is initiated,

showing the player’s spaceship defeating the alien ship. If the decision is wrong, a

’bad landing’ animation is initiated, and the alien ship is shown to attack the player’s

spaceship. To check if the player’s decision was correct or wrong, the code checks

the global variable ’landing type’, which was set earlier, as explained in Snippet 5.

The procedures controlling this behaviour are demonstrated in Figure 5.26. The

stages of the alien ship scanning the player spaceship and indicative screenshots of

the good and bad animation sequences are demonstrated in Figure 5.25, 5.27 and

5.28.

Figure 5.25: Animation of Alien ship scanning the player

Figure 5.26: Procedures controlling the display of the good or bad alien animation

sequence
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Figure 5.27: Player defeating the Alien

Figure 5.28: Alien ship attacking the player depicting successful Ransomware At-

tack
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Snippet 7: Display Endgame Notification Depending on the Score

The ’dec game timer’ procedure discussed in Snippet 4 earlier checks if the time

has reached zero. If yes, it calls the ’scoreBasedMessage’ procedure, which will

determine the endgame message depending on the player’s final score, and store it in

the ’scoreMessage’ global variable. The ’finish game’ procedure is called afterwards

to display the endgame message stored in the ’scoreMessage’ global variable on

the screen, inform the player of their performance and advise them on actions to

improve. The ’finish game’ and ’scoreBasedMessage’ procedures discussed above are

shown on Figure 5.29.

Figure 5.29: Procedures determining and displaying the endgame message

The endgame message also allows the player to restart or exit the game. Finally,

the ’finish game’ procedure clears all variables stored in the database to prepare it

for a new game.

Indicative endgame messages, depending on various final scores, can be seen in

Figure 5.30, 5.31 and 5.32.

Figure 5.30: Endgame feedback message for a final score of 10
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Figure 5.31: Endgame feedback message for a final score of 40

Figure 5.32: Endgame feedback message for a final score of 80

5.11 Developers Testing RansomAware

As [316] analysed, testing is vital in a development project to identify problems,

fix them, and improve quality. Various testing techniques exist and aim to test us-

ability, performance, functionality, integration and other areas, potentially involving

developers and users depending on each technique. [316] Further note that these

testing techniques are categorised between Black Box and White Box testing, which

test the system’s external and internal behaviour. In contrast, Grey Box testing

can be used to test both. From the development context, to ensure coding is free

of errors, the code was thoroughly reviewed using the Black box technique. The

heuristic technique was used to analyse user engagement with the RansomAware

game [317]. The testing at this step was performed from the developer’s context.

Chapter 5 Usman Javed Butt 125



Developing a Usable Security Approach for User Awareness Against Ransomware

The next chapter will provide detailed empirical testing of the game design.

5.12 Summary

The chapter concludes with designing and developing a working game called Ran-

somAware. The current research aims to improve user awareness of ransomware

using game-based learning. The design and development process adopted a Unified

User Experience Development Methodology (UXD). This methodology offers a rig-

orous process to implement user experience in the game design, underpinned with

development methodology to follow from the developer context to ensure an efficient

and effective game is delivered which is fit for its purpose. The game architecture

was also examined to ensure elements of TTAT are successfully embedded, so they

can effectively communicate between the front and back-end of the game.
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Chapter 6

RansomAware Testing and

Evaluation

6.1 Overview

Chapter Six: This chapter evaluates the RansomAware game introduced in Chapter

5 of this research thesis. The RansomAware is a game developed using the MIT

App Inventor emulator and based on the TTAT of (Liang & Xue) [141]. This is

Study 2 of the current research. It adopts a mixed-method approach to evaluate the

game empirically. It includes four steps evaluation process, i.e., (i) a pre-experiment

questionnaire to assess the user’s understanding of the cyber security threat ran-

somware, (ii) Gameplay - RansomAware, aiming to improve user awareness against

ransomware cyber security threat, followed by usability test using System Usability

Scale (SUS) questionnaire to assess user’s satisfaction of the game design, (iii) Post-

experiment questionnaire to evaluate the RansomAware effectiveness in improving

user education and awareness against the ransomware and (iv) Semi-structured in-

terviews. The study employs both the pilot and the main study. The subsequent

section of this chapter will provide a discussion on data collection techniques, ex-

perimental design, results analysis and chapter summary.
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6.2 Feasibility Study 2 of The Current Research

Two studies were designed in the current thesis. Study 1 in Chapter 4 reports

TTAT elements, i.e., perceived severity, perceived susceptibility, perceived threat,

Safeguard effectiveness, Safeguard cost, and Self-Efficacy, are critically important to

be included in the game design to motivate users against the malicious IT ran-

somware. The findings show user’s avoidance motivation is significantly deter-

mined by the user’s perceived threat (b = 0.25, p < 0.05), which is significantly

determined by perceived susceptibility (b = 0.21, p < 0.05) and perceived severity

(b = 0.26, p < 0.01). Similarly, coping appraisal using safeguard measures, i.e., safe-

guard effectiveness (b = 0.31, p < 0.05), self-efficacy (b = 0.23, p < 0.01) and the

interaction of safeguard effectiveness and perceived threat (b = −0.12, p < 0.05) sig-

nificantly influence user motivation and user’s avoidance behaviour is significantly

determined by avoidance motivation (b = 0.54, p < 0.01). These findings are in line

with the previous studies of Liang & Xue [141]. The model explains 55% variance

in user avoidance motivation and 29% in avoidance behaviour, which is significant

and supported by previous studies [240], [141]. Thus, these findings were input into

Chapter 5 to be implemented during the RansomAware game design and develop-

ment. Whereas Chapter 6 presents Study 2 of the current thesis, which evaluates

game RansomAware and validates that the findings of Chapter 4 are successfully

embedded in the game design.

To determine the feasibility of current studies, a pilot study was conducted. The

aim was to assess any changes required to improve the RansomAware game design

ahead of the main studies [229]. The current studies evaluate user satisfaction with

the game RansomAware during a pilot study through conducting a usability test.

The game evaluation is important at this stage because it aims to improve user

awareness of the ransomware cyber threat through user engagement. To assess

whether game-based learning achieves its purpose, i.e., the participant finds the

game a usable solution to their learning needs against the cyber security threat

ransomware. Therefore, user satisfaction is an important part of the game evaluation

during the pilot study. This will help the research studies assess if any improvement

is required to the RansomAware design prototype.
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An experimental process was set up as part of the evaluation process. Users

were asked to play the game, followed by semi-structured interviews to assess their

satisfaction with the game design. Thematic analysis was employed to assess users’

opinions collected through semi-structured interviews [318]. The pilot study in-

cluded pre-test and post-test in addition to subjective satisfaction to evaluate any

change to user’s knowledge and awareness against the ransomware cyber security

threat. Findings from usability experts [319] and [320] suggest that most usabil-

ity problems can be identified with fewer users. Therefore, the current pilot study

employed 15 participants to test user satisfaction with the RansomAware game de-

sign. Before the pilot study was conducted, the participants were briefed about the

purpose and procedure of the test.

The pilot studies included experimental evaluation of the game-designed proto-

type and employed a mixed-method data collection approach. The quantitative data

collection approach was employed to analyse data collected during the pre-test, post-

test and System Usability Scale (SUS) [225]. The SUS usability questionnaire was

set up using a 5-point Likert style to assess the usability of the RansomAware game.

The qualitative data collection technique was employed during semi-structured in-

terviews to ensure TTAT elements are embedded in the RansomAware design [321].

SUS consists of 10 questions, the initial data collection through the questionnaire

reported some difficulty in the interpretation of Question 8, i.e., ‘I found the Ran-

somAware game very cumbersome to use’ due to the word ‘cumbersome’ by some

non-native English participants [225]. This word was replaced with the word ‘in-

convenient’, so participants from wider society can easily interpret all the questions

to provide robust feedback related to game design usability. The average SUS score

of 73.53 was reported during the pilot study, which is acceptable for any usability

test, as suggested by industry experts [322].

6.3 Study 2 - System Usability Scale Test

The main studies employed a sample of 30 participants to test user satisfaction

with the RansomAware game design. Although people between the ages of 18-25

are reported to be more vulnerable to phishing [323], however as ransomware is
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a threat to individuals and businesses [323], the scope of current studies is in the

wider context for both, i.e., individual users and professionals. Therefore sample

respondent size was chosen within the range of 18-55 from a wider discipline of

society. This includes individual home users, University graduates, and working

professionals from a range of professions who have experience with smart devices

such as mobile phones, tablets and internet usage. Ethical approval was granted

before the pilot study, and participants were administered through MS Teams due to

COVID restrictions on face-to-face meetups. Participants’ demographics are shown

in Table 6.1.
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Table 6.1: Participants’ demographics

Measure Item Amount

Gender Male 19

Female 11

Age 18-25 7

26-35 12

36-55 11

Smart device Mobile 17

Tablet 4

Computer 9

Internet Usage per day 1-3 3

4-6 14

7 or more 13

6.4 Data Collection Procedure

The current main studies aim to evaluate the effectiveness of the game ‘RansomAware’

in improving users’ education and awareness against the ransomware cyber security

threat and require participants to involve in a practical task. Due to covid restric-

tions and safety considerations of the participants, it was decided to conduct an

online test. The participants were carefully selected to ensure they could access the

internet, a smart device, or a computer.

Study 2 consists of four phases, which required the users to participate in a pre-

test questionnaire in the first phase. The questionnaire was designed on the latest

guidelines of the national cyber security centre UK (NCSC, 2021) on ransomware

awareness. It consisted of 10 questions to assess users’ awareness of ransomware

cyber security. In the second phase, the participants were given 15 minutes to play

the RansomAware game. The game was designed and developed based on the TTAT

framework as a part of the current studies to improve users’ education against the

ransomware cyber security threat. The participants were offered remote online sup-

port if anyone needed help setting up the game or had any other queries. After
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completing the gameplay, users were requested to complete the ‘System Usability

Scale’ questionnaire [224] to evaluate the user’s satisfaction of the RansomAware

design. In the third phase, users completed a post-test questionnaire of 10 ques-

tions designed on NCSC guidelines on ransomware awareness. The results from the

first and third phases were compared to assess the effectiveness of RansomAware

gameplay on users’ awareness of the ransomware cyber security threat. The fourth

phase was optional. Users were requested to participate in semi-structured inter-

views. This approach was useful in eliciting more information from the respondents

on their subjective satisfaction with the game RansomAware.

6.5 Data Collection Instrument

The main studies adapted John Brooke’s system usability scale (SUS), as shown in

Figure 6.2 to evaluate the user’s satisfaction with RansomAware the game design.

SUS was developed by [225] and is considered a reliable and low-cost measure to

assess the design’s usability. The scale consists of 10 questionnaire items, which

are used to evaluate the user’s satisfaction with RansomAware design, with a fo-

cus on the appropriateness of game design for its purpose [225]. While the game

RansomAware aims to improve user awareness against ransomware cyber security

threat, usability is an important factor for the game design to provide users with

a seamless experience to engage in their learning against the threat. If users find

the game difficult to play or fail to complete the game activity provided, this will

compromise the purpose of the game design prototype. Hence SUS usability test

was carried out in the main study to ensure the game design fits its purpose in the

context of user awareness of the cyber security threat ransomware.

Several authors also support the idea of a usability test [324], defining usability

as a prime goal for a product design and recommending a user-based evaluation to

assess the design’s usability. Therefore, the SUS evaluation questionnaire is adopted

during the main study to assess the usability consideration in RansomAware game

design. The idea of user-based usability evaluation criteria is also considered an

effective method by the international organisation for standardisation ISO-9241-11

framework on user’s perception of design effectiveness and satisfaction for its con-
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text [325]. Therefore the main study employed SUS questionnaire to evaluate the

user interaction with the game RansomAware [324]. In comparison to other usability

measures, such as Computer System Usability Questionnaire (CSUQ) and Question-

naire for User Interface Satisfaction (QUIS), SUS is found to be a reliable usability

measure for smaller sample sizes [326]. Moreover, when compared with other us-

ability questionnaires, i.e., (SUMI) by [327] and (WAMMI) [328], SUS appears to

be superior in assessing usability.
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Table 6.2: System Usability Scale (SUS) questionnaire, Adapted from [224]

Strongly Disagree (1) Disagree (2) Neutral (3) Agree (4) Strongly Agree (5)

1. I think I would like to use the RansomAware game frequently. □ □ □ □ □

2. I found the RansomAware game unnecessarily complex. □ □ □ □ □

3. I thought the RansomAware game was easy to use. □ □ □ □ □

4. I think I would need the support of a technical person to use this RansomAware game. □ □ □ □ □

5. I found that the various functions in this RansomAware game were well integrated. □ □ □ □ □

6. I thought there was too much inconsistency in this RansomAware game. □ □ □ □ □

7. I imagine most people would learn to use this RansomAware game very quickly. □ □ □ □ □

8. I found the RansomAware game very inconvenient to use. □ □ □ □ □

9. I felt very confident using the RansomAware game. □ □ □ □ □

10. I needed to learn many things before I could get going with this RansomAware game. □ □ □ □ □
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6.6 Experimental Protocol Design

This main study aims to evaluate the ‘RansomAware’ game to improve users’ ed-

ucation and awareness against the ransomware cyber security threat. The Study 2

protocol consists of four phases. This requires the participants to participate in a

pre-test questionnaire, which will then be followed by a gameplay RansomAware.

The users will be asked to complete the ‘System Usability Scale’ questionnaire to

evaluate their subjective measurement of the RansomAware game. Then, users will

complete a post-test. The purpose of the pre and post-test is to evaluate the ef-

fectiveness of the RansomAware design for its purpose. Study 2 concludes with

semi-structured interviews of the participants. The study requires participants to

follow the instructions in the order shown in Figure 6.1.

Figure 6.1: Instructions for Participants
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6.7 System Usability Scale Test Results

The main study adapted System Usability Scale (SUS) questionnaire items from

[224] to assess subjective satisfaction with the RansomAware game design. The

questionnaire consists of 10 items on a Likert scale of 1-5. All these items belong to

one construct, measuring usability. This usability test aims to ensure RansomAware

game serves its purpose, is effective for its stakeholders, and is efficient in playing

and satisfying users’ learning needs against ransomware cyber security threats [224].

Therefore do not require running cronbach’s alpha. SUS determines the design’s

usability on the overall score rather than on the measurement of individual items. All

questions were mandatory for the participants to respond to; once SUS questionnaire

data was collected from all participants, data was analysed based on the following

criteria.

1. Results of odd questions Q1, 3, 5, 7 and 9, subtract 1 from the score.

2. Results of even questions Q2, 4, 6, 8 and 10, subtract their value from 5.

3. SUM up the score of all 10 items from steps 1 & 2 to get the total SUS raw

score.

4. Multiply the total SUS raw score with a value of 2.5 to obtain the final SUS

score.

Table 6.3 shows that 30 respondents completed the SUS questionnaire during the

main study. The minimum SUS score achieved by an individual is 75. In contrast,

the maximum SUS score by an individual is 97.5, with the overall average SUS score

of 87.58, which is well above the required usability score, i.e., the benchmark of 68

suggested by [322]. This means respondents are well satisfied with the usability of

RansomAware, and no improvements are required to the game design.
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Table 6.3: Individual participant’s SUS Score

Participant ID SUS Score Participant ID SUS Score Participant ID SUS Score

1 75 11 90 21 85

2 87.5 12 90 22 97.5

3 82.5 13 85 23 82.5

4 90 14 92.5 24 87.5

5 92.5 15 90 25 92.5

6 82.5 16 80 26 92.5

7 87.5 17 85 27 82.5

8 90 18 92.5 28 92.5

9 80 19 92.5 29 80

10 85 20 92.5 30 92.5

Average Score 87.58

To verify and validate SUS results. Table 6.4 reports the validation of the results

obtained through the System Usability Scale (SUS) [224]. The respondents in this

survey include individual users and professionals from different industries, which also

includes responses from working professionals from the user experience & design

domain. The ‘Mean’ of the results shows respondents agreed with the questions

asked in the survey. However, where the ‘Mean’ result is less, this is not related

to any negative correlation, but this is mainly due to the nature of the questions

asked, e.g., Q2, Q4, Q6, Q8 and Q10 are in similar direction, asking users whether

they were dissatisfied with the game and the responses are in the same direction.

Similarly, Q1, 3, 5, 7 and 9 were in one direction hence reporting high ‘Mean’. The

idea of the directions of these questions is supported by John Brooke in his System

Usability Scale [224] to ensure that respondents make an effort to read each question

before they can answer it [225]. To further validate these responses, Table 6.4 also

reports the standard deviation, which is in an acceptable range of data variation of

±1SD.
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Table 6.4: SUS Mean and SD

Questions Mean Std. Deviation

Q1 I think I would like to use the RansomAware game frequently. 4.33 0.479

Q2 I found the RansomAware game unnecessarily complex. 1.47 0.507

Q3 I thought the RansomAware game was easy to use. 4.5 0.509

Q4 I think I would need the support of a technical person to use this RansomAware game. 1.47 0.507

Q5 I found that the various functions in this RansomAware game were well integrated. 4.5 0.509

Q6 I thought there was too much inconsistency in this RansomAware game. 1.17 0.379

Q7 I imagine most people would learn to use this RansomAware game very quickly. 4.3 0.466

Q8 I found the RansomAware game very inconvenient to use. 1.57 0.679

Q9 I felt very confident using the RansomAware game. 4.63 0.49

Q10 I needed to learn many things before I could get going with this RansomAware game. 1.57 0.504

6.8 Pre & Post Tests Results Analysis

The main study conducted Paired-Sample t-Test to measure the results obtained

from the pre-test and post-test. This statistical test aimed to determine the effec-

tiveness of gameplay for improved user awareness against the cyber security threat

ransomware. Paired-Samples t-Test compares the mean from the pre-test and post-

test to detect any statistically significant differences between the pre-test and post-

test results [329]. The main study test the following hypotheses.

• Null Hypothesis (H0): RansomAware game will not improve user awareness

against ransomware cyber security threat.

• Alternative Hypothesis (H1): RansomAware game will improve user aware-

ness against ransomware cyber security threat.

The main study tested 30 participants to determine the effectiveness of gameplay

’Ransom Aware’ for improving user awareness against the cyber security threat

ransomware. They were given 15 minutes to play the RansomAware game and

complete pre and post-test questionnaires. The study computes the results of pre

and post-tests using the SPSS statistical tool at a 95% confidence interval and finds

that the post-test (µ = 3.103, SD = .1520) is found to be statistically significantly
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greater than the pre-test (µ = 2.983, SD= .1642), t(29) = -5.410 with p-value

(< .001). The results suggest that while the p-value is less than .05, it thus supports

the Alternative Hypothesis (H1), i.e., the game ‘RansomAware’ design fulfils its

purpose and is an effective tool for improving user awareness against the ransomware

cyber security threat.

6.9 Pre & Post Test Results Validation

To validate the pre & post-test results, calculated through Paired-Sample t-Test.

The assumption of the normality test was carried out in SPSS using One-Sample

Kolmogorov-Smirnov (K-S Test). It is a parametric test procedure to ensure the

differences between each pre-test and post-test score are normally distributed, i.e.,

the frequency distribution of our data fits the normal distribution [329]. For this

purpose, we checked the p-value of the test to see whether the p-value was less than

0.05 or greater. If the p-value is less than 0.05, then there is a significant deviation

from normal distribution and data is not normally distributed. However, if the p-

value is greater than 0.05, this is assumed to be normally distributed. Our K-S

Test results reported p < .001 for the pre-test and p = .003 for the post-test, these

values show normality test is not met. These findings suggest that Paired-Sample

t-Test can be biased. [329] suggests this issue can be resolved with an increase in the

sample. While study 2 involves subjective satisfaction with the game design, which

involves usability testing, the smaller sample is recommended for testing purposes

[319]. Therefore, the current study employed an alternative solution suggested by

[329], a non-parametric test called Wilcoxon signed-rank test. This test has fewer

assumptions than parametric tests and is useful for small data sets. Thus, the main

study performed Wilcoxon signed-rank Test in SPSS. The results in Table 6.5 show

p < 0.01 (less than 0.5), indicating a statistical difference between the pre-test and

post-test. This means game RansomAware has effectively improved user awareness

against the cyber security threat ransomware, thus rejecting the null hypothesis.
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Table 6.5: Hypothesis Test Summary

Null Hypothesis Test Sig.a,b Decision

The median of differences Related-Samples Wilcoxon 0 Reject the null

between Average PreT Signed Rank Test hypothesis.

and Average PostT equals 0 .

a. The significance level is .050.

b. Asymptotic significance is displayed.

6.10 Thematic Analysis to Confirm Elements of

TTAT

In phase 4 of study 2, fifteen respondents agreed to participate in the semi-structured

interviews. The aim was to get their feedback on the RansomAware game to validate

that elements of TTAT are embedded in the game design framework. The current

study chooses thematic analysis to perform metadata analysis on the interview data.

Thematic analysis is reported as a widely used qualitative approach due to its flex-

ibility, usefulness, and beyond psychology studies [212]. While thematic analysis

allows to identify of themes from rich data and predict various aspects related to

the research, therefore, current studies analyse qualitative analysis using thematic

analysis using the following steps recommended by [212];

1. The aim of selecting primary data through the semi-structured interview was

to answer the research question and empirically validate the presence of TTAT

elements in the RansomAware game. Therefore, the participant’s responses

are carefully read a few times to get familiarisation with the data.

2. The current studies use NVivo software due to its ability to handle and analyse

any unstructured qualitative data. It adopts an Inductive thematic analysis

approach to identify codes from the data. See Table 6.6.

3. Responses were examined and reviewed to identify as many themes as possible

or patterns as possible in the data.
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4. Themes were reviewed and aligned with research question themes using a

deductive approach. The aim was to evaluate their effectiveness in the Ran-

somAware game. See Table 6.6.

Semi-structured interviews were conducted to validate the elements of TTAT em-

ployed in the game prototype. The Table 6.6 provides a summary of the thematic

analysis performed. Figure 6.2 shows themes and the codes identified from the

respondents’ quotes.
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Figure 6.2: Themes and codes
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Table 6.6: Thematic Analysis

Themes Codes Respondents Quotes

P Sus Victim, Target,

Under cyberattack,

Likely harm

”I spend much time with emails and on social media with known and unknown people. I can be a

victim of the ransomware.”

“Considering how cyber security threats are evolving, the attackers use more advanced ways to

attack. I think I can be the target of cyber security threat ransomware.”

“Where we benefit a lot from the digital revolution, at the same time, it brings many cyber secu-

rity challenges. Ransomware is an emerging phenomenon. I can be exposed to this cyber security

threat.”

P Sev Loss of confiden-

tiality, Loss of

Integrity, Loss of

availability, Full

control

“After playing the RansomAware game, I understand that ransomware can compromise my pri-

vacy by accessing my data.”

“Wow, I learnt that once the ransomware attack is successful, the attacker has full control of my

data and can do anything with it.”

“My PC has everything from my old pictures to work-related data. I never thought that someone

could use ransomware to take control of it.”

Continued on next page
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Table 6.6 – continued from previous page

Themes Codes Respondents Quotes

P Thr Demand for ran-

som, Serious

threat, Believe it

is a threat

“I heard a lot about computer viruses in the past, but until I played the RansomAware game, I

was never sure about the malicious nature of the ransomware, which can take any computer ma-

chine hostage and demand the money to release.”

“After playing ransomware game and learning its consequences, I believe this is a serious threat to

computer security.”

“I use emails to exchange work-related documents. After playing RansomAware game, I believe it

is a security threat to computer users.”

Continued on next page
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Table 6.6 – continued from previous page

Themes Codes Respondents Quotes

S eff Enjoyed, Seamless

Experience, Intu-

itive, Interesting,

User-friendly

“Overall, I enjoyed playing the game. It was a very interesting way to learn about a complex cyber

threat, ransomware. The game was pretty straightforward to use. It was a seamless experience. I

liked the way how the game was based on the story. It helped me to engage. It was useful to make

informed decisions.”

“The game story engaged me. The design is intuitive and easy to navigate. I found it an effective

way to learn ransomware.”

“The game was interesting and engaging, giving enough development opportunity while keeping

you on realistic edge as who has time to read these sorts of emails.”

“Interesting story. I learnt complex cyber security in a friendly manner. This game approach is

much better than traditional multiple-choice theoretical information security training.”

Continued on next page
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Table 6.6 – continued from previous page

Themes Codes Respondents Quotes

P Cos Time effective,

Easily accessible,

Free to download

“The game was different from traditional hourly long training. I finished playing the game within

the given time. It is time effective. I believe this is worth considering for ransomware awareness

training.”

“It was a great experience with RansomAware. I was able to download it on my PC and mobile

phone. The game is accessible, which means learning can happen on the go.”

“ I love playing online games and believe they are good for human cognitive behaviour. My expe-

rience with RansomAware was awesome, you know why? Because it was easy to use and free to

download.”

“I played a RansomAware game on my mobile phone while going to a friend’s house. This was an

interesting experience. I believe it is a usable and interactive design.”

Continued on next page

146
C
h
ap

ter
6

U
sm

an
J
aved

B
u
tt



D
evelop

in
g
a
U
sab

le
S
ecu

rity
A
p
p
roach

for
U
ser

A
w
aren

ess
A
gain

st
R
an

som
w
are

Table 6.6 – continued from previous page

Themes Codes Respondents Quotes

S-Eff Knowledge, Aware-

ness, Training,

Play again, Rec-

ommendation

“I would say game-based learning is fun. It boosted my confidence. I will consider replaying if

needed again and will surely recommend this game to my family and friends.”

“The game helped me with critical thinking to make the right decision. I feel more confident and

aware of the malicious nature of ransomware attacks. I believe game-based learning is a good way

forward to refresh your knowledge and will play again. Considering cyber security is an essential

part of our lives, I will recommend the RansomAware game to my friends and family to benefit

from it.”

“The scoring system was quite encouraging. If needed, I will replay this game as a refresher train-

ing and recommend others too.”

“ I scored a bronze award for my points earned, which is not bad but shows me I need to up my

game if I want to be completely safe. Overall, I would recommend this game to everyone.”

I felt confident by earning points during gameplay. RansomAware game helped me to build my

confidence to thwart ransomware threat.”

Continued on next page
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Table 6.6 – continued from previous page

Themes Codes Respondents Quotes

A Mot Game Story, En-

gagement, Game

Characters, Inter-

active

“I successfully achieved Gold reward at the end of the game-play and believed the game-story and

the design was an important element which contributed to my interest and knowledge awareness

against the ransomware cyber security threat.”

“The idea of points award was motivational at the same time deduction of marks created a deter-

rence to improve my attention to detail.”

“The game-based learning was an enjoyable experience for learning about the malicious ran-

somware threat. I liked the spacer and the alien characters.”

A Beh Game-based learn-

ing, Can mitigate

risk, Change of

Perspective

“The game story and design aspects of the game were very well integrated, which created my in-

terest and helped me to achieve my goal of improving awareness against the ransomware cyber

security threat. I believe the likelihood of ransomware attack can be mitigated.”

“It is not impossible to stop ransomware. The game RansomAware has changed my perspective.”

“I will adopt ransomAware game to enhance my avoidance behaviour against ransomware threat.”

Perceived Susceptibility (P Sus), Perceived Severity (P Sev), Perceived Threat (P Thr), Safeguard effectiveness (S eff), Safeguard cost (S Cos),

Avoidance Motivation (A Mot), Avoidance Behaviour (A Beh).
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6.11 Discussion on TTAT Themes

This section provides a discussion on each theme presented in Table 6.6.

• Perceived Susceptibility (P Sus)

In the context of current research, P Sus is described as being conscious of the

ransomware cyber security threat. The aim of embedding this element in the game

design was to create a realisation of ransomware. The respondents acknowledged

that playing RansomAware, the game has helped them to understand the likely

harm of ransomware. From the respondent’s statement below.

”I spend much time with emails and on social media with known and unknown

people. I can be a victim of the ransomware.”

The game RansomAware adopted phishing and spear phishing as a technique

to demonstrate the ransomware attack. This helped the respondent realise how he

interacts with different people using emails as a mode of communication in their

digitally driven life. Where digital interaction through emails is robust and conve-

nient, malicious emails can compromise a user’s security through malicious content.

While playing the game, RansomAware made the user understand the Identification

of ransomware threat through malicious emails. In another statement by the user;

“Considering how cyber security threats are evolving, the attackers use more ad-

vanced ways to attack. I think I can be the target of cyber security threat ran-

somware.”

The digital revolution drives our life today, and technology is integral to our so-

cial system. While moving towards smart cities and infrastructure, the landscape

of cyber security is changing too. The exponential increase of social computing is

threatened by evolving cyber risks, paralysing these systems from access by legiti-

mate stakeholders living in a cyber-physical-social system. The game RansomAware

helps the individual to perceive a threat by introducing a story based on legit and

non-legit emails and the consequences associated with user actions on dealing with
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such emails that he can subject to ransomware attacks.

“Where we benefit a lot from the digital revolution, at the same time, it brings

many cyber security challenges. Ransomware is an emerging phenomenon. I can be

exposed to this cyber security threat.”

• Perceived Severity (P Sev)

In the context of current research, P Sev is defined as the extent to which a

Ransomware attack can be considered a negative impact on an individual. Some

participants have made the statements below highlighting that users acknowledged

the severity of their data being compromised by cyber-attack ransomware.

“After playing the RansomAware game, I understand that ransomware can com-

promise my privacy by accessing my data”

“Wow, I learnt that once the ransomware attack is successful, the attacker has

full control of my data and can do anything with it.”

“My PC has everything from my old pictures to work-related data. I never thought

that someone could use ransomware to take control of it.”

The game RansomAware adopts a storyline to make the user aware of the ma-

licious nature of the ransomware cyber-attack. The player encounters a character

called ‘Alien Ship’ and interprets whether the email message is genuinely based on

the user’s cognitive behaviour. If the decision-making is not right, then it will lead

the user to bear the consequences of losing one lifeline and being locked by the ran-

somware. This helped the users understand that once their machine is locked and

remotely controlled by the attacker, it can give full access to their data and compro-

mise their confidentiality, integrity and availability, as shown from the themes that

emerged from the statements above.

• Perceived Threat (P Thr)

The current research adopted game-based learning for user engagement and
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awareness against ransomware cyber-security threat. The theme, ‘Demand for ran-

som’ emerged from one participant’s statement below. This is based on the fact

that the game story introduces a malicious message. If the user interacts with that

message and accepts it, this leads to the user’s ‘Spaceship’ being hijacked by the

‘Alien’ and prompts two options for the user to select one. Suppose the user selects

the ‘Pay ransom’ option. In that case, this will reduce one lifeline, or the user can

select an alternative option, i.e., ‘Call Helpline’, which will penalise the user by re-

ducing the time to play the game by 10 seconds. This helped the user to recognise

ransomware as a serious threat to its computer security.

“I heard a lot about computer viruses in the past, but until I played the Ran-

somAware game, I was never sure about the malicious nature of the ransomware,

which can take any computer machine hostage and demand the money to release.”

“After playing ransomware game and learning its consequences, I believe this is

a serious threat to computer security.”

A statement below, from one of the participants, emerges a theme ‘Believe it

is a threat’. The finding shows that the game story adopts malicious email as an

attack vector in the RansomAware game, which has helped the participant perceive

ransomware as a cyber security threat to its security.

“I use emails to exchange work-related documents. After playing RansomAware

game, I believe it is a security threat to computer users.”

• Safeguard effectiveness (S eff)

It is defined as a subjective assessment to perceive the usefulness of the safe-

guarding measure, which can help to reduce the IT threat. The current research

adopted gamed-based learning to safeguard users against the ransomware cyber se-

curity threat through awareness and training using a RansomAware game. The

themes that emerged from the statements below show that participants enjoyed

playing the RansomAware game. It was a usable experience for them to navigate.
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The game story successfully engaged the audience to help them become aware of

the cyber security threat of ransomware. Moreover, game-based learning was ap-

preciated as an effective security training tool compared to conventional theoretical

training adopted by organisations.

”Overall, I enjoyed playing the game. It was a very interesting way to learn about

a complex cyber threat, ransomware. The game was pretty straightforward to use. It

was a seamless experience. I liked the way how the game was based on the story. It

helped me to engage. It was useful to make informed decisions.”

”The game story engaged me. The design is intuitive and easy to navigate. I

found it an effective way to learn ransomware.”

“The game was interesting and engaging, giving enough development opportunity

while keeping you on realistic edge as who has time to read these sorts of emails.”

”Interesting story. I learnt complex cyber security in a friendly manner. This

game approach is much better than traditional multiple-choice theoretical information

security training.”

• Safeguard Cost (S Cos)

It is defined as a user’s physical and cognitive efforts to decide whether the cost

justifies the effectiveness of the safeguard measure. If it does, then it leads to devel-

oping user avoidance behaviour. In the current research, the RansomAware game

adopts the storyline, which is a time constraint. The user is supposed to respond to

events generated in a given time 15 minutes before the game ends. This helps the

user to improve their decision-making, so they can make informed choices to improve

their awareness against the ransomware. The statement below from the participant

emerges the theme ‘ time Effective’. This finding shows that participants found

the RansomAware game an effective tool to get awareness against the ransomware

threat.

“The game was different from traditional hourly long training. I finished playing

the game within the given time. It is time effective. I believe this is worth consider-

ing for ransomware awareness training.”
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Similarly, in the statement below, the participant mentions the game being ‘Eas-

ily accessible’ for the user. The RansomAware game is compatible with smartphones

and PCs, which makes it a usable and effective tool for the user to improve their

awareness against the ransomware cyber security threat anytime and anywhere.

“It was a great experience with RansomAware. I was able to download it on my

PC and mobile phone. The game is accessible, which means learning can happen on

the go.”

In other statements below, findings highlight the theme ‘Free to download’, which

refers to the safeguard effectiveness of the game RansomAware for an individual user.

While large corporates have budgets for staff training, the cost could be a barrier

to user training against cyber security threats in individual user settings. Therefore

participants acknowledge the usefulness of the game.

“ I love playing online games and believe they are good for human cognitive be-

haviour. My experience with RansomAware was awesome, you know why? Because

it was easy to use and free to download.”

“I played a RansomAware game on my mobile phone while going to a friend’s

house. This was an interesting experience. I believe it is a usable and interactive

design.”

• Self-Efficacy (S-Eff)

It is defined as an important user’s belief, which helps them determine the safe-

guard measure’s effectiveness. From the statements below, findings show partic-

ipants feel more confident after playing the RansomAware game. It has helped

the user to improve their awareness against ransomware cyber security threat, and

the theme ‘Recommendation’ highlights their confidence in the game to play and

recommend others.

“I would say game-based learning is fun. It boosted my confidence. I will consider

replaying if needed again and will surely recommend this game to my family and

friends.”
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“The game helped me with critical thinking to make the right decision. I feel

more confident and aware of the malicious nature of ransomware attacks. I believe

game-based learning is a good way forward to refresh your knowledge and will play

again. Considering cyber security is an essential part of our lives, I will recommend

the RansomAware game to my friends and family to benefit from it.”

In other statements below, participants stated that while making the right de-

cision to identify a malicious attack. The RansomAware game encouraged them

through the points-earning feature, which helped them to boost their confidence

against ransomware awareness. Similarly, in another statement, the participant

appreciated the reward base strategy adopted by RansomAware. Once the user

completes the game in a given time, the game prompts feedback to the user and

awards a medal to determine its level of expertise in awareness against the ran-

somware. This is evident from the findings that this approach helped users improve

their confidence that the RansomAware game can help them thwart the ransomware

cyber security attack.

“The scoring system was quite encouraging. If needed, I will replay this game as

a refresher training and recommend others too.”

“ I scored a bronze award for my points earned, which is not bad but shows me

I need to up my game if I want to be completely safe. Overall, I would recommend

this game to everyone.”

”I felt confident by earning points during gameplay. RansomAware game helped

me to build my confidence to thwart ransomware threat.”

• Avoidance Motivation (A Mot)

It encourages users to save themselves from IT threats by taking appropriate safe-

guards. In the context of current studies, the research aimed to design and develop a

prototype that should be user-friendly and engage users to improve their avoidance

motivation against the ransomware cyber security threat. The statement below from
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the participant emerges the theme ‘Game Story’, highlighting how RansomAware

game has helped users create interest and engagement to develop avoidance motiva-

tion against ransomware cyber security threat. Similarly, other statements made by

the participants mention the ‘engagement’ and ‘interactivity’ themes, which emerged

due to the game story. This has helped the user’s interest in engaging with the ran-

somware awareness process. Furthermore, considering intuitive design during game

development helped the user with a seamless learning experience.

“I successfully achieved Gold reward at the end of the game-play and believed

the game-story and the design was an important element which contributed to my

interest and knowledge awareness against the ransomware cyber security threat.”

User engagement was paramount for user learning against ransomware. There-

fore, it was important during game design to include those elements that can help

users develop avoidance motivation. For this purpose, the RansomAware game offers

its users to earn points for any right decision-making against the malicious attack

or for losing life or points as a deterrence to improve their decision-making against

the cyber security threat ransomware. From the statement below, the participant

acknowledged that the game storyline helped the user to improve its avoidance mo-

tivation against the ransomware cyber security threat.

“The idea of points award was motivational at the same time deduction of marks

created a deterrence to improve my attention to detail.”

The statement below from the participant highlights the theme of ‘Game Char-

acters’. RansomAware is based on the storyline, which uses different characters to

improve user interaction and engagement. The user onboard the spaceship encoun-

ters email messages from different solar system planets. These pop-up messages are

a combination of genuine or malicious email messages. The user’s analysis of the

situation helps the user to make the decision, either ‘REJECT’ or ‘ACCEPT’ these

messages. The spacer scans the user’s spaceship to evaluate the user’s decision-
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making. If the decision was wrong, then the ‘Alien’ character was used to demon-

strate how the attacker hijacked the user’s spaceship and got complete control of

the spaceship. The participant’s statement acknowledges how using different game

characters helped users engage and improve their avoidance motivation.

“The game-based learning was an enjoyable experience for learning about the

malicious ransomware threat. I liked the spacer and the alien characters.”

• Avoidance Behaviour (A Beh)

In the context of current research, A Beh is defined as the extent to which the

user is motivated to thwart ransomware cyber security after playing a RansomAware

game as a safeguard measure. The current research adopted the TTAT model to

design and develop a game called RansomAware. The game was based on a user-

centred design to provide usability to its users and promote user awareness against

ransomware cyber security threat. One participant’s statement below highlights the

theme ‘can mitigate ransomware’. This acknowledges that the game RansomAware

was user-friendly, useful for its purpose and helped users develop awareness against

the ransomware cyber security threat. After playing the game, user avoidance be-

haviour against ransomware is changed. Users feel game-based learning can help to

mitigate ransomware risk to its security.

“The game story and design aspects of the game were very well integrated, which

created my interest and helped me to achieve my goal of improving awareness against

the ransomware cyber security threat. I believe the likelihood of ransomware attack

can be mitigated.”

The statement below from the participant highlights the theme ‘Change of Per-

spective’.This is in the context of the user’s belief about preventing ransomware

attacks before playing the RansomAware game. Furthermore, playing the game has

improved user awareness, which helped users develop enough avoidance motivation

and behaviour against the ransomware cyber security threat. From the statements
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below, it is evident that RanomAware game-based learning is appreciated. Partici-

pants are willing to adopt this game to enhance their avoidance behaviour against

the ransomware cyber security threat.

“It is not impossible to stop ransomware. The game RansomAware has changed

my perspective.”

“I will adopt ransomAware game to enhance my avoidance behaviour against

ransomware threat.”

The discussion and synthesis of the thematic analysis indicate that the Ran-

somAware game has helped users to identify ransomware as a threat and its possi-

ble consequences. The users believe that due to their interaction with technology,

they can be susceptible to a ransomware attack. Most respondents showed concern

about losing access to their data due to a ransomware attack and acknowledged

that such an attack could be severe and result in taking full control of their data.

This confirms the user’s suscepbilitity to ransomware threat [141]. However, at the

same time, users reported that the RansomAware game is a fun way to learn. They

found it an effective safeguard against the ransomware threat. Users enjoyed playing

the RansomAware game and found it user-friendly. Users appreciated the game’s

intuitiveness and acknowledged that this helped them engage with learning. They

reported that game design is effective, making the ransomware complex cyber secu-

rity threat a seamless learning experience. This confirms the perceived effectiveness,

an element of TTAT in the game [141].

The users also acknowledged that they found RansomAware accessible on their

phones, allowing them to learn on the go and at their own pace. They also com-

mended the game time effectiveness, which allowed them to judge in a given time,

similar to real-world situations when they have to differentiate between malicious

and non-malicious emails. This acknowledges the TTAT element perceived cost re-

lated to the RansomAware game [141]. From the respondent’s quotes, it is evident

that the reward feature embedded in the game RansomAware helped the users to

gain confidence through earning points. Users acknowledged that they feel more

aware of the ransomware threat after playing the game and are confident of thwart-

ing ransomware. This shows that the game develops users’ self-efficacy, the presence
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of another element of the TTAT in the game (Liang & Xue, 2010).

The user comments also stated that they liked the storyline of the RansomAware

and the characters used. Their interaction with these characters made them en-

gage with learning fully and thus developed an avoidance motivation against the

ransomware. Users commended game-based learning and mentioned that Ran-

somAware changed their perspective on ransomware. They feel more aware of the

ransomware threat and believe this learning can help them mitigate its future risks.

This confirms the presence of avoidance motivation and behaviour elements of the

TTAT in RansomAware game [141]. Figure 6.3 shows word cloud emerges from

the thematic analysis performed. The discussion and analysis of the semi-structured

interviews empirically validate that the findings suggested by study 1 in chapter 4

are successfully embedded in the game design.

Figure 6.3: Word Cloud
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6.12 Summary

In this chapter, Study 2 of the research chapter was concluded. The study aimed

to empirically evaluate the usability of the RansomAware game and elements of

TTAT embedded in the game to assess its effectiveness in improving user awareness

against the ransomware cyber security threat. This study was carried out in two

stages; (1) To evaluate the usability of the game RansomAware, quantitative analysis

was performed to report the findings of the SUS usability test followed by a t-

test. The statistical test validates that the findings are significant and support the

hypothesis that the RansomAware game offers usability to its users. Whereas in

stage (2), Qualitative analysis was adopted to analyse user’s satisfaction with the

RansomAware game, thematic analysis was performed to validate the effectiveness

of TTAT elements embedded in the RansomAware game. Next, chapter 7 provides

a further discussion of the results and research implications.
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Chapter 7

Discussion of the Findings

7.1 Overview

Chapter Seven : This chapter discusses the results obtained from two studies con-

ducted for the current research. First, it focuses on the empirical findings of Study 1,

which is about elements of TTAT to include in the RansomAware design. The aim

is to improve user awareness against the ransomware cyber security threat, along

with a discussion on the research model based on TTAT and the hypothesis forma-

tion, followed by theoretical validation of the research model. Then the discussion

will proceed on the empirical findings of Study 2, which includes practical validation

of the usability and the elements of TTAT implemented during game design and

development to assess user satisfaction with the game design. Furthermore, this

chapter will discuss the implication and contributions of the current research.

7.2 Discussion on Findings of Study 1 & 2

The current research aims to improve user awareness against the cyber security

threat ransomware using game-based learning and designed two studies to achieve

its research objectives. The findings reported by both studies are theoretically and

practically validated. Chapter 4 reports the findings of Study 1, which is based on the

TTAT. It explains the individual’s behaviour against the malicious IT threat. Ran-

somware is a kind of malware that can greatly impact the confidentiality, integrity

160



Developing a Usable Security Approach for User Awareness Against Ransomware

and availability of an individual’s data, as well as the organisational IT network.

Therefore in this study, elements of TTAT are critically evaluated to determine

which factors can influence the users’ IT avoidance behaviour to thwart ransomware

cyber security threat. TTAT define ’Threat Appraisal’ and ’Coping Appraisal’ as

two cognitive processes which act as oxidants to enhance user avoidance motivation

against malicious IT. The current research is based on ontology belief and adopts

positivism to gain factual knowledge. Therefore, it adopted elements of TTAT to set

up a questionnaire for users’ understanding of the perceived threat of ransomware,

its malicious consequences and user willingness to adopt preventive measures. The

empirical study is then conducted to identify critical components of TTAT required

to include in the proposed Game Design for users’ education against ransomware.

The current research adopts TTAT theoretical model and uses a deductive ap-

proach to develop hypotheses. It hypothesises that the user’s avoidance behaviour

against the ransomware is driven by the user’s avoidance motivation, which is deter-

mined by the user’s ’Threat Appraisal,’ i.e. when the user perceives its susceptibility

to ransomware, which can vary and depends on the user exposure to technology. The

more the user is dependent on technology, the more it will be prone to risks like

ransomware and its perceived severity, i.e., the extent to which a ransomware attack

can compromise a user’s privacy. This depends on the user’s risk analysis, data clas-

sification and the purpose of using the computer machine. If the usage is personal,

the ransomware attack on personal data may not have a high impact compared to if

the machine holds critical classified organisational data, which is subject to compli-

ance or other regulatory requirements. This means ’P Sus’ and ’P Sev’ will have a

multiplicative impact on the ’Threat appraisal’. The absence of one of the elements

means the user’s avoidance motivation against ransomware will be subject to change

if ’Threat appraisal’ is not acknowledged as high risk.

The model further hypothesises that ’Threat appraisal’ stimulates the user’s ’Cop-

ing appraisal,’ i.e., the user considers taking safeguard effectiveness measures such

as ’S eff’, S Cos’ and ’Self-Eff’ to develop their motivation against the ransomware

threat. In the current research, once a user perceives ransomware as a threat, the

user must be motivated enough to believe that preventive measure is useful to stop

it. If the benefit of adopting a measure against the threat outweighs its cost and
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the user is confident to adopt a preventive measure, this will enhance user avoid-

ance motivation. The study also examined the interaction between p sus and p sev

to see its effect on the perceived threat of ransomware. Moreover, the relationship

between perceived threat and safeguard effectiveness was also examined to see how

their combined interaction affects users’ avoidance motivation against ransomware.

A survey was conducted to a sample size of 153 to validate the TTAT model

empirically. Respondents from wider backgrounds, from individual home computer

users to working professionals, were included in the survey. To comply with re-

search ethics, personal data was not collected, and working professionals’ organisa-

tion details were not sought. However, as phishing is the most common factor used

by ransomware attackers, as reported by [330], respondents’ selection criteria were

based on their access to the Internet. The survey included all eight constructs of

TTAT, i.e., P Sus, P Sev, P Thr, S eff, S Cos, S-Eff, A Mot and A Beh. In order

to evaluate their effectiveness against ransomware threat. Therefore these elements

to be included in the game design, study-1 adopted quantitative analysis to theo-

retically validate the research model and test the hypothesis, using the (PLS-SEM)

statistical test. While ransomware is a new phenomenon, the features of PLS-SEM

make it a valuable technique for data analysis for any exploratory research [240].

The findings of Study 1 revealed that elements of TTAT (P Sus, P Sev, P Thr,

S eff, S Cos, S-Eff, A Mot and A Beh) are important to consider in the Ran-

somAware design. These elements can enhance the effectiveness of game-based

learning and can improve user awareness against ransomware threats. These find-

ings were input to Chapter 5, which focuses on the design and development of the

RansomAware game. The suggested elements of TTAT are implemented in the

game story during the RansomAware design and development process reported in

Chapter 5.

Study 2 of the current research is reported in chapter 6. It aims to evaluate

the effectiveness of the RansomAware game. The findings of this study empirically

validate two important objectives of this research, i.e., How to implement user ex-

perience to achieve usability. Usability improves user satisfaction with the game

design. The current study reveals it is not about improving the design aesthetics

and implementing the functional requirements correctly, which is the expectation
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from the end-product for its stakeholder to accomplish the task. An intuitive design

is more than that. Therefore, the current study focuses on user experience design

principles [331],[332] to deliver user-centred design to engage its users. While game

design involves the design and development process, it was critically important to

consider that game meets the research aim, i.e., it should be able to improve user

awareness against ransomware cyber security threat. For this purpose, the design

phase started with refining the RansomAware game goals/objectives using different

UX approaches. MoSCoW analysis was performed to manage the game’s require-

ments and use of Personas to align users’ needs, behaviour, and experience to the

game functionality. So game RansomAware can satisfy users’ need to improve their

awareness of the ransomware threat.

Ransomware is a complex phenomenon. The current research aims to make a

usable learning tool for the users, which can simplify their learning and engage them

to improve their awareness against the ransomware cyber security threat. Therefore

RansomAware game adopts a story with memorable characters to create an interest

and make learning fun for the users. RansomAware also uses visuals to improve

users’ interaction with the game, so users can have a seamless playing experience

and improve their awareness against the ransomware cyber security threat. While

usability consideration was one factor in improving users’ engagement and learning,

at the same time, it was also important to validate that the elements of TTAT

are successfully embedded in the RansomAware game design so as to promote user

awareness against the ransomware cyber security threat. The RansomAware game

can help the user identify the consequence of ransomware attack. It demonstrates

how attackers use phishing as an attack vector to deceive users and take control

of their machine and data as a hostage through a remote command and control

mechanism.

Moreover, demands virtual currency as a ransom help users improve their decision-

making to differentiate between good and bad emails, so they can make an informed

decision on whether to accept or reject phishing emails. This phenomenon is similar

to our daily life experience while interacting with emails, and sometimes users fall

prey to malicious emails due to hasty decisions. Therefore to address this issue, the

RansomAware game is time-based, i.e., the user must complete the game within 15
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minutes before the game finishes. This game feature promotes feasibility and im-

proves user cognitive behaviour against malicious attacks. The RansomAware game

encourages users to learn through its intuitive design and enhances users’ awareness

against the ransomware cyber security threat. At the same time, it is important to

consider improving user motivation during gameplay. Therefore game offers points

as a reward to users for their correct actions and awards medals on completing the

game, along with feedback to evaluate its learning level. This can be useful in an

organisational setting to boost employees’ information security training against ran-

somware cyber threat. It can also motivate an individual to enhance their learning

against ransomware.

To empirically validate usability and elements of TTAT in the RansomAware

game. An experimental protocol was set up, a pilot study was conducted before

the main studies, and a sample size of 30 respondents was selected to participate

in the gameplay, as suggested by previous usability studies [319]. A small sample is

more efficient in performing usability tests. It is not only the cost-effective way to

collect data, but it can also help to identify any usability issues [320]. However, this

selection was based on the criteria of respondents having access to smart devices and

internet usage. This was because current research aims to improve user awareness

against the cyber security threat ransomware, which uses emails as a prime carrier

to penetrate users’ machines. Study 2 adopted a mixed methods methodology to

assess the game’s effectiveness. Quantitative analysis was performed to evaluate the

usability test and subjective satisfaction of the game, followed by qualitative analysis

to confirm elements of TTAT in the RansomAware game helps in improving user

education and awareness against the cyber security threat.

7.3 Reliability and Validity of Study 1 & 2 Re-

sults

Study 1 adopted (PLS-SEM) to conduct quantitative analysis. The consideration

of using this methodology was suggested by findings reported in the studies by [240]

and [274]. PLS-SEM has recently gained popularity in the social sciences due to its
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ability to evaluate the measurement of latent variables and the relationship between

them. While Study-1 includes a sample size of 153, the statistical power of PLS-

SEM makes it an ideal methodology option to handle the current research sample

size and demonstrate convergence behaviour [274]. Study 1 adopted TTAT con-

structs, i.e., (p sus, p sev, p eff, p cost, s-eff, p thr, a mot and a beh) of a previous

study conducted by [141] in a Likert-style questionnaire and performed a number

of statistical tests to validate instrument and the model. Results are reported in

Chapter 4.

The instrument adopted in Study 1 includes both independent (p sus, p sev,

p eff, p cos, s-eff) and dependent variables (p thr, a mot and a beh). TTAT of

[141] suggests user’s avoidance behaviour against malicious IT is determined by its

avoidance motivation which is further determined by a perceived threat and coping

appraisal. In the context of current research, elements of TTAT are adopted. This is

to assess to what degree a user’s avoidance behaviour against the ransomware cyber

security threat can be influenced by its avoidance motivation. Furthermore, it is

determined by the extent to which a user can be susceptible to a ransomware attack

and its perception of the level of severity ransomware may cause to its security.

Moreover, the combined effect of these two elements determines whether users

consider ransomware a threat. The Study-1 further includes items related to safe-

guard effectiveness to assess whether the user will find the proposed game an effec-

tive remedy against the ransomware attack. The game will be a feasible solution for

the user to perceive avoidability against Ransomware. The user will be confidently

able to use it, as the game would not require any technical expertise compared to

traditional hardware solutions against ransomware threat.

Study 1 validates the research model and the hypotheses. The study employed

PLS-SEM. The statistical findings of the research model explain a 55% variance in

user motivation to avoid ransomware cyber security threat and 29% in avoidance

behaviour to thwart ransomware attack. These findings are significant and align

with the previous findings of [141], which focused on computer security. The cur-

rent study aims to improve user awareness against ransomware, a relatively new

phenomenon that compromises user security; therefore, the findings of the current

studies are considered significant. Study 1 adopts the deductive approach to develop
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the hypothesis from the existing theory [141]). The findings revealed significant re-

sults for hypotheses H1a (b = 0.26, p < 0.01) and H1b (b = 0.21, p < 0.05). These

results show that users perceive being likely harmed by the ransomware, and per-

ceived ransomware impact can be severe. These findings are important for the

current research as it aims to improve user awareness against ransomware. The

research cannot achieve its intended aim without users not considering ransomware

as a cyber security threat and its consequences H2 (b = 0.25, p < 0.05). Thus, the

current research supports the findings of H1a, H1b and H2 are in line with previous

research conducted by [141].

The statistical findings also support the hypotheses H3 (b = 0.31, p < 0.05), and

H5 (b = 0.23, p < 0.05). These results indicate users’ coping appraisal. This means

that once a user perceives ransomware as a threat, that encourages the user to take

safeguard measures. The results of H3 & H5 positively influence the user to adopt

game-based learning as an effective tool against ransomware. This enhances the

user’s belief that the game will provide enough awareness against the ransomware

and boost their confidence to thwart it. The finding H4 (b = −0.14, p > 0.05) shows

that H4 negatively influences user avoidance motivation against ransomware. This

finding is insignificant and opposed to the previous study by [141] TTAT. In the

context of current studies, this finding reveals that in any successful ransomware

attack, the attacker demands a ransom to be paid in virtual currency, which is high

in value and can have a huge impact on the user. Therefore, the repercussions of

the attack outweigh the safeguard control’s cost.

The current study also examined the interaction effects of the perceived threat

of ransomware and game as safeguard effectiveness. The statistical findings H3a

(b = −0.12, p < 0.05) reveal that this interaction negatively influences the user’s

ransomware avoidance motivation. This finding indicates significant results and

supports the findings of [141] TTAT’s model. The results of H3a suggest that in

current studies, to enhance user avoidance motivation against ransomware. Threat

appraisal of the ransomware and the game’s effectiveness as a coping appraisal are

important contributors to the user’s avoidance motivation. When a user perceives

susceptibility to ransomware and its severe impact on their security, this acknowl-

edgement of threat appraisal and the effectiveness of the RansomAware can influence
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users’ avoidance motivation against ransomware.

The second interaction between perceived susceptibility and perceived threat rep-

resents Hypothesis H1c (b = 0.25, p > 0.05). This is the second hypothesis which is

not supported by current studies. However, this finding is in line with the previous

study by [141]. This finding is statistically insignificant because this hypothesis was

developed by [141] based on previous studies of health beliefs. However, the results

were insignificant when this hypothesis was applied in the context of malicious IT

by [141] and [280]. Similarly, when this hypothesis was tested in current research

in the context of ransomware, the results were also found insignificant. This could

be mainly because ransomware is the latest cyber security threat, considered more

sophisticated in its design and the user’s inability to tackle it due to its malicious

nature. The ransomware repercussions are also far more than any traditional virus.

When users perceive high susceptibility to ransomware, this will have a strong re-

lationship with its severity and vice versa. Therefore, the current research findings

do not support hypothesis H1c. This finding also aligns with a previous study [281].

Study-1 supports hypothesis H6 (b = 0.54, p < 0.01), the statistical findings show

that users’ avoidance motivation significantly impacts avoidance behaviour against

the ransomware cyber security threat. The statistical findings from the empirical

study confirm the measurement and research model validation to determine elements

of TTAT to be included in the game.

Study 2 of the current research adopts a mixed-methods approach to evalu-

ate RansomAware effectiveness empirically. The research design process includes

quantitative analysis to measure the user’s satisfaction with RansomAware. An ex-

perimental protocol was set up to collect data in four steps. During phase 1: Users

were requested to participate in a pre-test consisting of 10 questions based on the

National Cyber Security Centre UK guidelines on cyber security awareness. The

aim was to analyse users’ understanding of ransomware cyber security before they

proceeded with gameplay. The questionnaire assessed only user knowledge in the

cyber security domain. Therefore, Cronbach’s alpha was not applicable to validate

the instrument, contrary to the study-1 questionnaire, which included number of

variables and constructs required validation. In phase 2: Users were given 15 min-

utes to play the RansomAware game, followed by a usability test to measure users’
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satisfaction with the RansomAware. The current study adapts the System Usability

Scale (SUS) questionnaire from [225]. This test was important for the current study

to ensure that RansomAware achieves its design goals to meet the user’s ransomware

awareness needs. The SUS usability is supported by previous studies by [324], [325]

and is considered a reliable test for small sample sizes by [326]. Thirty respondents

participated in the usability test. The findings of SUS report that the lowest SUS

score achieved by an individual is 75, and the maximum score is 97.5, with an overall

average score of 87.58. These results are well above the required usability thresh-

old of 68 recommended by [322], indicating that participants are satisfied with the

game design. However, to validate the SUS results, each question’s Mean and Stan-

dard Deviation was measured, and the overall findings suggest an acceptable data

variation. All results are presented in Chapter 6.

In phase 3 of Study 2, participants were asked to complete the post-test, consist-

ing of 10 questions based on National Cyber Security Centre UK guidelines on cyber

security ransomware. The current study adopts a deductive approach for hypothe-

sis formation and aims to assess whether RansomAware gameplay helped the user

to improve their awareness of ransomware. The study collected data from 30 re-

spondents to determine the effectiveness of the RansomAware game. Paired-Sample

t-Test was employed, “It compares the mean from the pre-test to the mean from

the post-test to detect if there is any statistically significant difference between the

results”. The statistical findings report that results from post-test (µ = 3.103, SD

= 0.1520) are significantly greater than the pre-test (µ = 2.983, SD= 0.1642), t(29)

= -5.410 with p-value < 0.001 thus supports the hypothesis that RansomAware

game has helped the user to improve their awareness against the ransomware cyber

security threat. One-Sample Kolmogorov-Smirnov (K-S Test), a parametric test to

check the normality, was used to validate these results. The findings of the K-S Test

report that the p-value of the pre-test and post-test are less than 0.05, which means

data is not normally distributed [329]. This indicates biasedness in Paired-Sample

t-Test results which can be removed by increasing the sample size. However, as

study 2 aims to evaluate the usability of RansomAware, all previous studies suggest

a small sample size for usability tests [326] and [224]. Therefore, the current study

opts alternative non-parametric statistical test called the Wilcoxon signed-rank rec-
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ommended by [329] for smaller data sizes. The test findings reveal p < 0.01. This

indicates there was a statistical difference between pre-test and post-test results.

Hence validates user satisfaction with the RansomAware game design.

The second important part of Study 2 was to empirically validate the elements

of TTAT. These elements were employed during the game design and develop-

ment phase reported in Chapter 5. The current study adopts thematic analysis,

which is considered a useful and flexible method for qualitative analysis compared

to grounded theory, as reported by [212]. As the current study aims to validate

TTAT elements, the inductive and deductive analysis approach was followed to

identify themes from qualitative data collected and discuss how it relates to ele-

ments of TTAT. The participants who played the RansomAware game in phase 3

were requested to participate in the semi-structured interview during phase 4 of the

protocol. Study 2 validates usability in ransomAware game design and the game’s

effectiveness in improving users’ awareness against the ransomware cyber security

threat. However, to avoid any biases in the findings and ensure the quality and trust-

worthiness of the findings [223], a qualitative data analysis approach was selected to

answer the research question, i.e., to validate elements of the TTAT elements suc-

cessfully embedded in RansomAware game. A semi-structured interview is a most

widely used technique in qualitative research due to its flexibility and ability to pro-

vide rich information from its respondents [321]. While gaining an open response

from the respondents, the current study ensures compliance with any ethical issues

and collects data relevant to the research question only, i.e., it gains only a user view

of the RansomAware game.

Fifteen respondents agreed to take part in the semi-structured interviews. These

interviews were conducted individually with these participants. The current study

adopts NVivo for analysing the unstructured data collected through semi-structured

interviews. Thematic analysis was performed to identify codes and themes that

emerged from data to answer the research. The findings are validated through

inductive and deductive thematic analysis approaches. Thematic analysis reports

some interesting findings which highlight themes that emerged and confirms the

effectiveness of TTAT elements embedded in the RansomAware game. This con-

firms RansomAware effectiveness in improving users’ awareness against ransomware
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with much feedback on usable, interactive and engaging design, and users feel more

confident after playing the game.

7.4 Implications of The Current Research

The current research findings suggest that RansomAware game significantly im-

proves user awareness against the ransomware cyber security threat. The TTAT

presented by previous studies [141] theoretically validates the individual’s security

behaviour. However, current research fills the gap of previous studies. It empirically

validates the proposed RansomAware game for both, i.e. individuals and those in

the organisational settings to thwart ransomware cyber security threat. This study

will benefit individuals and those in organisational settings. The game RansomA

can empower them to improve their awareness of ransomware and handle such cyber

threats in future.

Firstly, the current research results demonstrate that user avoidance behaviour

against the ransomware cyber security threat is determined by avoidance motivation,

the user’s acknowledgement of the ransomware as a threat, and the user’s perception

of its severity and susceptibility to it. Secondly, developing a coping appraisal (s eff,

s cos and s Eff) is an antecedent to determine user avoidance motivation against

the ransomware cyber security threat. These hypotheses are statistically significant

and are in line with previous studies conducted by [141].

However, results from current research did not support hypothesis H4, i.e., Safe-

guard costs negatively affect avoidance motivation against ransomware. To explain

this, TTAT mainly reports on computer users’ security behaviour, whereas cur-

rent research focuses on the cyber social model. The interaction between users and

technology is more complex than ever before, making it challenging to preserve its

security. Ransomware, in particular, is a novel concept which has emerged as the

most malicious malware due to its ability to exploit humans as the weakest link.

The repercussion of a ransomware attack is far more than any traditional malware.

A ransomware attack is remotely controlled by the attacker, making the personal or

organisational data inaccessible until a high-value ransom is paid in virtual currency.
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Even then, it may result in critical data loss and bad publicity. Therefore the find-

ing of the current research reveals that the high cost of safeguard will not influence

users’ avoidance motivation against the ransomware cyber security threat. Threat

appraisal of the ransomware will be enough to influence the avoidance motivation

of the user. This finding is a theoretical implication of current research.

In recent years there has been a rise in remote home working due to the pandemic,

which has had a lasting effect on the number of employees working from home,

increasing the security risks. Additionally, there has been a rise in ransomware as

a Service (RaaS) [121]. It has been well documented that any ransomware attack

will involve a substantial financial loss for an organisation, whether through paying

the ransom to release the encrypted data, loss of profit from operational disruption,

or fines incurred through data breaches. Furthermore, a high cost is involved for

companies spending on information security compliance [333]. Most individuals

depend on their home devices to organise and complete necessary tasks in their

daily lives. The cost of installing any safeguarding measure is always considerably

less financially and personally compared to a possible ransomware attack.

So, it is assumed that for both organisations and individuals, there is a question

that the organisation would want to avoid the ransomware threat. Thus, in the

context of current research, the cost of the safeguard measure will outweigh its

benefits. Therefore, findings do not support hypothesis H4 and contribute to the

theoretical implication of current research.

Humans are the most important component of the cyber social system, interacting

with technology in individual or organisational settings. Therefore, the success and

effectiveness of organisational cyber security compliance is pivotal to user awareness.

The current research endorses cyber security training based on RansomAware game

to improve the user’s awareness against the ransomware cyber security threat. To

ensure the confidentiality, integrity, and reliability of the cyber social system, Sowe

et al. [334] have stated that security is the responsibility of every stakeholder in

the digital ecosystem and its engagement is critical to preserve the security [335].

The current research informs senior management, policy and decision-makers in any

organisation to design their information security programmes based on game-based

learning. This can replace traditional theoretical training and help organisations
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mitigate the risks of ransomware cyber security attack. Individual users can also

benefit from the relationship between RansomAware game as safeguard effectiveness

and the usability of the game design, which can develop their self-efficacy. The

current research findings suggest that individuals in an independent setting may

not consider the importance of cyber security due to its complex nature. Therefore

game-based learning using RansomAware can help individuals to understand the

severity of ransomware cyber security threat and improve their avoidance motivation

against it in an interactive way through intuitive design, which can influence user

learning through engagement.

7.5 Methodology Contribution in The Current Re-

search

The current research provided a valuable methodology that contributed to develop-

ing a RansomAware game, which developers and designers can incorporate in future

to design a usable game and follow a development process to deliver an efficient

design. Two challenges in the current research were overcome during the design and

development of the RansomAware game reported in Chapter 5.

The first methodological challenge was choosing the right game development

methodology for the game as it involves coding. Likewise, any other software prod-

uct, RansomAware, requires a software development life cycle. The literature in

Chapter 5 reported that Agile and Scrum methodologies have been quite popular in

developing efficient game design due to their ability to deliver working applications

robustly through constant rigorous interaction with their stakeholders. This is nor-

mally managed by getting users’ feedback at each stage of development and is more

suitable for commercial product development. However, these methodologies were

unsuitable for developing RansomAware game as they require several iterations,

back and forth with users during the development process.

In contrast, the Waterfall methodology is more suitable for the development

projects when product requirements are clear initially and do not require constant

interaction with stakeholders. Therefore, the current research adopted Waterfall
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to follow ransomware’s software development life cycle. However, to address the

implementation of usability in the game RansomAware, these traditional method-

ologies focus more on the software development process and only the aesthetics of

the application design. In contrast, the user experience design is more than that

and requires a rigorous set of activities to deliver a user-centred design.

Therefore, the second methodological challenge was selecting the right design

methodology for the game design, which can focus on usability to meet the current

research objective to improve ransomware awareness through usable game-based

learning. To address this challenge of creating user experience in the RansomAware

game design. Games Garrett’s methodology on elements of user experience was

reviewed. This methodology is quite popular for usable web solutions. However, the

gaming concept is beyond web applications and requires more user engagement and

interaction. Therefore this challenge was exploited into an opportunity, and a new

framework based on adapted elements of user experience and Waterfall called the

Unified UXD model was proposed. RansomAware game is designed and developed

on this model and empirically validated in Study 2.

This proposed methodology is unique, which can allow future design researchers

and developers to map their requirements for an efficient end product. The new pro-

posed methodology unifies the set of activities which can guide the product designers

and the developers to collaborate and deliver a user-centred design. Although game

design and development are two different processes, it is one product in the user’s

view. Therefore, the proposed framework can allow product designers and develop-

ers to synchronise their work in an agile fashion without the need for stakeholder

involvement at each stage of the development. The proposed unified framework can

be adopted for organisations to deliver small projects with a more efficient delivery

time, as it simultaneously allows usability and game development implementation.

The current research aimed to design and develop an education and awareness game

on ransomware threat. This means the proposed design and development method-

ology can benefit organisations involved in making educational games to deliver a

usable design which can motivate users and provide fun learning [336]. The proposed

unified model allows synchronisation between designer and developer, thus allow-

ing the organisations to impact society to deliver educational games quicker. The
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commercials in educational games can fast track design and development of usable

games and quickly reach the market with their end-product to stay competitive,

which can also benefit them monetarily.
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7.6 Practical Contribution in The Current Re-

search

This study can significantly contribute to the academic body of knowledge on the

gamification of cyber security training in various areas such as government, health-

care, and education. This will help some of the most susceptible organisations to

ransomware to lower the risk of succumbing to an attack.

RansomAware is a practical contribution addressing the knowledge gaps men-

tioned in the previous section. It is a working game that can be played as opposed

to a theoretical description of a game. It also has an engaging storyline and in-

teractivity to captivate users, thus increasing their knowledge and altering their

behaviour regarding ransomware threats. The study makes a practical contribution

to the ability of organisations to combat the threat of ransomware. By producing a

game that can be used by organisations such as the government, healthcare providers

or schools/higher education/cyber trainers to train people on practical methods to

avoid facilitating a ransomware attack. The government bodies dedicated to tackling

cyber crime should raise awareness of the training among organisations and encour-

age them to deploy it throughout their organisations. A nationwide campaign and

events, such as school visits, to publicise the training.

The current research suggests, within organisations, the RansomAware game

training can be deployed as part of the organisation’s Information Security Manage-

ment System (ISMS) in accordance with the ISO/EIC 27001:2017 standard Annex

A, control objective ”A.7.1.2: To ensure that employees and contractors are aware

of their information security responsibilities.” [283]. This can help the organisations

to fulfil their mandatory responsibility under the subsection ”A.7.2.2: Information

security awareness, education and training for employees and contractors.”, [283].

As mentioned in ISO/EIC 27002:2017 [337], ’ information security awareness,

education and training programmes’ are essential for ensuring that staff and con-

tractors understand the policies and objectives of the ISMS, relevant to their roles

and responsibilities and tailored to their skill levels. Furthermore, that training

should help them comprehend why it is important that they need to adhere to the
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policies and how their actions can affect the organisation (ISO/EIC, 2017). For this

reason, the RansomAware game training can benefit all staff and contractors work-

ing with the organisation to help organisations ensure a high level of comprehension

and efficacy.

Ransomware is a complex threat, and researchers [338] theorised that cyber se-

curity training could be difficult for a non-technical staff member. There is also a

potential risk of delivering ’dry’ training material that does not motivate the user

and inhibits the learning process. The current study can inform that the Ran-

somAware game would have the potential to engage the user through its story and

interactivity thoroughly with the knowledge that could easily be transferred to their

working practices. They could learn at their own pace while getting immediate feed-

back. Additionally, deploying the game would be low cost for the organisation and

entail less physical risk, making it more accessible than traditional training [338].

RansomAware game-based learning can be a more cost-effective method of train-

ing than traditional training methods, making it a more attractive training type

for an organisation to adopt. Game-based learning has been successfully utilised in

other industries, such as aviation and medicine, to train professionals [339]. Sim-

ilarly, [340] confirmed that game-based learning positively affects school students’

engagement and satisfaction and supports remote teaching methods adopted due to

Covid-19 [340], which may be another consideration in case of future outbreaks.

The RansomAware game could be included with other IT or security-related

training activities or as a standalone training exercise. The game aims to be acces-

sible and relevant to all individual roles and responsibilities, plus understandable for

all skill levels, as per the ISO recommendations. It is recommended that staff are

tested after the training to confirm that they have adequately understood and as-

similated the knowledge delivered (ISO/EIC, 2017). RansomAware game, through

its interactive game story, adopts the mechanism of earning points and awarding

users based on their final score. This can help organisations meet the requirements

of compliance required in the field of cyber security as recommended by (ISO/EIC,

2017).

The RansomAware game can be distributed at least yearly, and the best practice

would be to repeat the training throughout the year. The game would be updated
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to reflect any policy changes impacting the organisation’s training requirements if

required. This will ensure the training is kept current and delivered as new employees

and contractors start working for the organisation or move into new roles within

the organisation. It shall be working in support of the organisation’s policies and

security controls for information security management so it is closely aligned with the

objectives of the organisation’s security awareness programme, which would include

campaigns with events and various media distributed throughout the organisation.

The game itself can be accessed online and downloaded onto various devices. This

will be easy to access for employees and contractors working in the office or remotely

at home or elsewhere. To help address the issues that organisations face with the

training staff, considering the increase in post-COVID homeworking practices, which

has been shown to increase the risk of a security incident for the organisation.

These could be the main beneficiaries of game-based learning:

• The governing bodies of organisations should decide to deploy the training and

send a clear and consistent message to the organisation as such, emphasising

the importance of the training and also, monitoring the deployment of the

game and providing persistent communication on the organisation’s progress

with the training and its effect on cyber security. The game-based learning

delivered throughout the organisation will help them meet standards and com-

pliance requirements and lower security risks which could impact the organi-

sation, such as data breaches which could result in the organisation incurring

fines and reputational damage.

• Managers should encourage their staff to undertake the training and monitor

their participation and results. They should set goals and regular check-ins

with staff to facilitate learning and remove any hurdles that may prevent them

from participating in the training—providing them with time to do the training

and engaging with employees regarding the training and subject matter.

• The RansomAware game-based learning can help strengthen security and com-

pliance, providing management persistence with supporting it in the long term.

Managers’ targets should incorporate measurement of their promotion of the

game among staff, the training results and the progression of staff’s knowl-
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edge. It can mitigate the risk of a ransomware attack on business operations

to avoid disruption. This will help the managers meet their business objectives

and enhance the company’s reputation and profits.

• HR managers should draw out organisation-wide training schedules which en-

sure cyber training that incorporates the game is undertaken regularly, at

least once a year or when a major change requires re-educating employees.

Participation should be stipulated as a requirement for employment, in which

case the game would be updated to reflect policy changes. The game-based

learning would make the onboarding process easier, in which HR is required to

deliver security and policy training to new employees. Contractors should also

be included. It would enhance the trainee experience of assimilating knowl-

edge and saving time by replacing dry induction training and classroom-based

learning with game-based learning. HR should also provide contact points for

the participants to get further information and training materials.

• The IT department would also benefit from game-based training to supplement

any policies and procedures it needs to convey to the organisation’s employees.

Making this easier, quicker, and more cost effective than traditional training.

By delivering the information through this method, which is engaging and easy

to assimilate for learners, they will see an increase in beneficial security-related

behaviours from staff members. The effect will be fewer security incidents for

them to address, less downtime, recovery, and less damage to the organisation.

• Individuals can benefit from the knowledge conveyed through the RansomAware

game and the enjoyment of playing the game. Plus, a sense of self-efficacy con-

cerning security matters will lead to efficient handling of security issues and

avoidance of time-consuming and costly security incidents which would other-

wise have disrupted their work. As many individuals run most of their personal

lives on devices connected to the internet, they will experience increased secu-

rity and reduced disruption by utilising the knowledge gained in circumventing

attacks.
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7.7 Summary

This chapter discusses the findings of Study 1 performed in current studies. In

Study 1, a theoretical model was developed based on the TTAT. This model was

empirically tested to evaluate the effectiveness of elements of TTAT to be included

in RansomAware. The model was validated using quantitative data analysis. The

statistical findings supported all the hypotheses in line with the previous study con-

ducted by Liang & Xue except H4, for which the findings of the current research

were not significant to support the negative effect of safeguard cost on avoidance mo-

tivation. This reveals its findings in the context of Ransomware phenomena which

is relatively new in the cyber security domain. Whereas the discussion in Study 2

provides an empirical evaluation of the game design, the respondents were asked

to play the game. The results were quantitatively analysed to test the usability

of the RansomAware game. The current research findings supported the usability

embedded in the game design. This was further followed by semi-structured inter-

views to empirically confirm elements of TTAT embedded in the game, qualitative

analysis was performed, and results were validated through thematic analysis. The

current study contributes to theoretical, methodological and practical implications.

It suggests how individuals and organisations can benefit from game-based learning

to improve their user education against ransomware cyber security threat. It en-

dorses the inclusion of game-based learning in cyber security awareness programmes

for organisations, so the decision and policymakers can benefit from it to mitigate

risks of cyber-attacks to their organisations and for the individuals to take control

of their security intuitively.
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Chapter 8

Conclusion and Future

Recommendations

8.1 Conclusion

This chapter provides a conclusion derived from the research thesis. It makes fu-

ture recommendations on how the proposed, RansomAware game can be put into

practice Cyber Security Management Framework for effective user awareness against

ransomware. Finally, this chapter also identifies research limitations and opportu-

nities for future work to extend the findings of this research. The current research

aimed to develop a usable security approach for user awareness against ransomware

cyber security threat. Ransomware is malware which takes a user’s machine hostage,

encrypts all the files, and prevents a legitimate user from accessing its device un-

less a ransom is paid in the form of virtual currency in exchange for decryption

by criminals (NCSC, 2020). There is no guarantee that data will be restored even

if the payment is made. NCSC and Cyber Crime Agency UK advise users not to

pay criminals any extortion to these criminals [341]. There have been some pre-

vious studies on computer security. However, ransomware is a new phenomenon,

and the user has been identified as the weakest link, which the attacker exploits.

The current research found this as a gap in addressing user awareness challenges

about ransomware. The principal contribution of the current research is the game

prototype design, enabling users to improve their awareness against the rising ran-
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somware cyber security threat. Two studies were conducted in the current research

to contribute to the research gap identified. The summary of the research objectives

achieved is presented in the section below.

• Objective 1:

Critically appraise the cyber-social model to explore the challenging relation-

ship between cyber-technology and end users.

This objective of the current research was addressed in Chapter 2. It pro-

vides a literature review on the cyber social system, the rise of cyber security

threats and the anatomy of ransomware. Moreover, it discusses the need for

game-based learning in the cyber security domain to address the research gap

related to user awareness against the cyber security threat ransomware. A de-

tailed overview of the cyber social system is presented in this chapter, which

identifies humans as an integral part of the Cyber-Physical Systems (CPSs).

With the rise of the Internet of things, CPSs have emerged as a smart so-

lution to revolutionise human lives. By 2023 the internet will connect 5.1

billion Internet users and 29.3 billion devices [342]. The literature on smart

(homes, cities, healthcare, grids and disaster management) was reviewed to

explore how Internet-connected cyber-physical systems have become part of

the cyber social system. This relationship benefits humans with its efficient

and robust solutions for day-to-day operations and supporting critical infras-

tructure. The ability of these cyber-physical systems to share data requires

constant internet connectivity. However, this makes them vulnerable to cyber-

attacks. As a result, these systems’ confidentiality, integrity and availability

can be compromised. Literature informs that due to the broader societal ca-

pabilities of cyber-physical systems, the reliable relationship between humans

and the cyber social system can only be safeguarded through cyber resilience.

This informs human awareness of the cyber security threats to be paramount

to mitigate these risks.
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• Objective 2:

Critically identify factors contributing to the lack of user awareness of the

“Ransomware” threat.

To address objective 2 of the current research, chapter 2 also explored different

cyber security threats and narrowed the review to ransomware malware. Ran-

somware has been identified as the most severe threat to the UK, reported by

NCSC. Individuals and organisations are at constant risk of being exploited by

cyber criminals. National Cyber Security Strategy, UK (Office, 2022) reports

that ransomware attacks continue to become even more sophisticated and

damaging. In this chapter, the social engineering technique, phishing/spear

phishing, has been identified as one of the most widely attack-vector used by

attackers to deceive humans. The criminals send phishing emails to trick users

by asking them to reveal their personal information. The literature review fur-

ther informs that security is the responsibility of everyone, thus emphasising

the need for user awareness to combat such cyber security attacks. After

presenting a detailed overview of the cyber social system, and a discussion

on changing landscape of cyber security, ransomware has been identified as

an emerging cyber threat, which exploits user lack of awareness of phishing

emails. This means ransomware requires user action to execute. Thus, the lit-

erature review in current research determines that cyber security is not just a

technical problem. There is a dire need to improve user awareness of the evolv-

ing ransomware cyber security threat. Considering cyber security is a complex

domain, improving user awareness of ransomware phenomena was daunting.

The literature in the current thesis informs that game-based learning has been

widely used as a teaching pedagogy to motivate and engage users in their

learning. Its usage is also common in other fields of society, such as military

training, driving hazard perception, flight simulation and others. However,

no literature on the practical use of game-based learning for ransomware was

available. Therefore, this opportunity has been identified as a research gap

in the current thesis, and this chapter concluded intending to address ransom

awareness for the user through the design and development of a usable game

prototype.
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• Objective 3:

Design a usable game-based prototype to improve user awareness of ran-

somware

To achieve objective 3 of the current research. In this thesis, the research aims

to improve user awareness of the Ransomware cyber security threat using

game-based learning. In Chapter 5, there were two critical goals to consider

during the design and development phase of the game; (i) The findings re-

ported by Chapter 4 on how elements of TTAT to embed in the RansomAware

game (ii) A usable game to enhance the user engagement of the ransomware

awareness. The game design and development process adopted a unified UXD

model. This chapter introduces the game story and the memorable characters

involved. Several techniques were adopted, such as; High-level requirements,

User Personas, MoSCoW analysis, Task modelling, User Journeys, Game Ar-

chitecture design and wireframes to implement usability and elements of TTAT

in the design. Several design artefacts are included to provide a walk-through

of the steps taken during the game’s development and the design outcome.

• Objective 4:

Empirically evaluate the effectiveness of a game-based prototype to assess aware-

ness of ransomware.

To achieve objective 4 of the current research. In the current thesis follow-

ing tasks were performed; (1) To confirm the RansomAware usability, and (2)

to confirm the effectiveness of TTAT elements successfully embedded in the

game design. In Chapter 6, the study employed experimental procedures to

collect primary data and adopted a mixed-method approach to analyse data.

To empirically evaluate the usability of the game design, users were invited

to play RansomAware. The results were validated using quantitative analysis.

The statistical findings report significant results confirming the usability of the

game design. To empirically validate the presence of elements of the TTAT in

the game design. Study 2 employed thematic analysis to perform qualitative

analysis. The findings of the thematic analysis were synthesised which vali-

dates that elements of TTAT are successfully embedded in the game design.
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The current research aimed at developing a usable game design based on the

internationally accepted TTAT model. The findings reported in this thesis

confirm the user’s satisfaction with the RansomAware game and empirically

validate the effectiveness of the user learning against the ransomware cyber

security threat.

8.2 Contributions of the Thesis

The research in this thesis addressed user awareness of ransomware cyber security

threat using game-based learning. The thesis provides significant contributions in

the following areas:

• Theoretical Contribution - The findings of the current research inform that

ransomware is a new phenomenon, and users’ consideration of the safeguard

cost outweighs when it comes to mitigating ransomware attack. Also, game-

based learning was identified as a gap to address the complex domain of cyber

security.

• Methodology Contribution - Proposed a unified methodology called UXD to

support the game development process and the implementation of user expe-

rience systematically in the design.

• Practical Contribution - Designed and developed a working game RansomAware.

which is a novel concept to the author’s best of knowledge. The game was em-

pirically evaluated to ensure it achieves its intended outcomes.

8.3 Research Limitations

The research presented in the thesis aimed to develop a usable solution to improve

user awareness against the ransomware threat, which is identified as a significant

threat to the UK. Like all research studies, this research also has some limitations.

One limitation is that the study demographics represent only the UK population,

while ransomware shows increased globalised trends in recent years. The current
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research findings can not be generalised as the cyber social system is complex, par-

ticularly in the post-covid world is more technology driven. The literature review

suggests that humans are the weakest link in a cyber social system. Even though a

sample was recruited from individual home computer users and those in the organ-

isational setting, this does not represent the population of general computer users.

Therefore author suggests careful considerations should be made while generalising

current research findings to a wider context. Another limitation of the current study

is that it is based on the Technology Threat Avoidance Theory (TTAT), which fo-

cuses more on the cognitive behaviour of the user related to malicious IT concepts.

The current research considers two domains of cognitive behaviour, i.e., threat ap-

praisal and coping appraisal, to test the proposed game. Though, this theory was

empirically validated through game-based learning in the context of ransomware

awareness. There are several other social elements (culture, language) than these

domains, which the research can be further extended, but was considered out of

scope for the current thesis. Ransomware is malware which needs an attack vector

to transport. The literature in the current thesis informs humans as the main facil-

itators of ransomware attacks. It identifies phishing, insecure configurations, weak

passwords, and insecure software development are the main enablers of ransomware

attacks. Among all these, phishing is reported as the most common cause of ran-

somware attacks. The research in the current thesis only addresses the gamification

of phishing techniques to improve user awareness of ransomware. It was quite chal-

lenging and overwhelming to accommodate all the ransomware attack vectors in the

game design due to their different attack philosophies. Thus future research can be

conducted to explore this opportunity with different attack vectors.

Another limitation of this research was the use of a game development platform.

MIT App Inventor was chosen due to its ability to offer an online development

environment and visual block programming to build an Android-based App. This

platform is quite popular for developing mobile games to solve real-world problems.

Although the game RansomAware was successfully developed using the MIT App

inventor and later empirically tested to meet its objective. However, the tool did

not allow the creation of a high-fidelity prototype and restricted the author with

limited functionalities of the tool. In any development environment, if a platform
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allows more freedom for bespoke applications, this can bring more innovation to the

product.

8.4 Future Research

The findings of the current thesis provide contributions related to theory, method-

ology and practice reported in Chapter 7. The limitations of the current research

pose challenging opportunities for future researchers. Potential enhancements for

future research are conceivable.

• National Artificial Intelligence strategy July 2022, set outs UK ambitions to-

wards automation of different public sectors including education. This can

be an opportunity and motivation for future developers to enhance the au-

tomation of RansomAware through embedding a trained AI model. Which

can enable RansomAware to make more smart decisions such as; Generating

contents of new phishing emails automatically, and predicting messages based

on the user’s learning needs i.e., the messages that the user is more likely to

fail or recognise as a legitimate message. User success rate based on types of

malicious emails e.g., attachments, and links.

• Developing a RansomAware game using the MIT App inventor tool was an

interesting experience for the author. However, at the same time, it was a

daunting task to implement a game story with memorable characters. The

findings of the game development experience in the current thesis inform re-

searchers to explore more innovative game development environments, such

as Android Studio or similar development platforms, that can allow design

innovation to improve or commercialise the RansomAware game prototype.

• The future iteration of the game can include cross-platform compatibility to

run on iOS and android platforms. The game can be integrated into the

database, allowing the user to view the history of tests taken, particularly

past scores and track improvement with performance test statistics, e.g., how

much it took to complete.
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• The findings show that ransomware is a global issue and is continuously in-

creasing. The cyber security agencies from the United Kingdom, Unites States,

and Australia have made a joint task force to unify their strengths and reduce

the impact of ransomware. National government advisory bodies of the UK,

US and Australia (NCSC-UK, CISA, NSA and ACSC) have recommended

user awareness training to mitigate its risks. Users, organisations and criti-

cal infrastructure are connected through cyber-physical systems and are more

at risk of ransomware attacks. This is an opportunity for future research to

collect data globally so that research can benefit in a wider context.

• The research presented in this thesis presented a game prototype based on

phishing that helped the users improve their learning of ransomware to thwart

it. The future iteration of this game could be further extended and include

other ransomware attack vectors. The game-based learning can be integrated

into cyber security training programmes. It can be extended to more au-

diences, such as software developers and IT administrators, to improve their

awareness of the importance of secure software development and configurations

to mitigate the risks of ransomware.

From the suggestions presented for the future road map, it can be seen that

there are still more opportunities to enhance user awareness through RansomAware,

especially with the support of professional game development platforms. There is

also an opportunity to reach a global audience, so they can benefit from this research.

However, the research presented in this thesis has provided a strong foundation for

future research towards enhancing user awareness of the contemporary ransomware

issue in the cyber security domain.
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Appendix A

Table A.1: Study 1 Questionnaire

Constr. Q’s Construct measurements

P Sus Q2 Ransomware is a kind of software, which is malicious in nature.

Q3 It is high likely that my computer will be compromised by Ransomware in the future.

Q4 It is true that Ransomware malware cannot install in my PC without my consent.

Q5 It is likely that I can be easily trap by malicious ransomware attack.

P Sev Q6 It is likely that Ransomware cyber-attack will not encrypt files from my computer.

Continued on next page
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Table A.1 – continued from previous page

Constr. Q’s Construct measurements

Q7 Ransomware cyber-attack if not countermeasure, can cause a severe threat to the security of my computer.

Q8 Ransomware cyber-attack can take control of my data from remote computer and will make it unavailable for me.

Q9 Ransomware is a kind of malicious cyberattacks, which demands for Ransom (virtual currency) in return of user data

to release.

Q10 Ransomware cyber-attack can compromise privacy and confidentiality of my data.

Q11 It is likely Ransomware can compromise the integrity of my data.

P Thr Q12 I feel Ransomware is a kind of cyber-attack, which can be threaten to myself.

Q13 Ransomware is a kind of cyber-attack, controlled by remote attacker; it could be harmful to keep the computer turned

ON while it is under attack.

Q14 I feel Ransomware is a kind of cyber-attack, which can threat to my personal computer security.

Q15 I feel Ransomware is a kind of cyber-attack, which can threat to my computer network security.

Q16 I feel Ransomware is a kind of cyber-attack, which can threat to my data.

S eff Q17 I believe game based learning can be a user friendly useful tool to educate myself against cyberattack Ransomware.

Q18 I think Game based learning will be an effective tool to engage and educate me against the Ransomware cyberattack.

Q19 I believe Game Based Learning tool will improve my education and awareness against techniques used by Ransomware

Continued on next page
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Table A.1 – continued from previous page

Constr. Q’s Construct measurements

Q20 I do not think game based learning will allow me usability to improve my education and awareness against the Ran-

somware cyber threats.

S Cos Q21 It is time-consuming task to find a time to learn how to play game for Ransomware education and awareness.

Q22 It is expensive to spend on game based learning for education and awareness against Ransomware cyber security

threat.

Q23 It is not feasible for me to get access to a computer or smart device to educate myself against cyber security threat

Ransomware.

S Eff Q24 If I have the right knowledge, I can thwart Ransomware cyber-attack.

Q25 If I have the resources available, I can learn how to identify Ransomware cyber threat.

Q26 I can learn quickly if help is available to educate about Ransomware cyber-attack.

Q27 If I do not have the right knowledge, I cannot thwart Ransomware cyber-attack.

Q28 Ransomware is a sophisticated cyber threat; I don’t think I can learn how to stop it.

Q29 Due to changing landscape of cyber security, I do not think education and awareness will help me to thwart Ran-

somware cyber-attack.

A Mot Q30 I would like to adopt Game based learning tool to educate myself against the Ransomware cyberattack because it en-

hances user learning engagement.

Continued on next page
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Table A.1 – continued from previous page

Constr. Q’s Construct measurements

Q31 I will adopt Game based learning because it is a way to motivate me to educate against Ransomware cyber threat.

Q32 I will adopt Game based learning because it will allow me to educate against Ransomware cyber threat at my own

learning pace.

A Beh Q33 I will adopt Game based learning because education and awareness against Ransomware cyber threat will help me to

avoid any compromise to my computer security.

Q34 I will adopt Game based learning because education and awareness against Ransomware cyber threat will help me to

avoid any compromise to my information Privacy.
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Table B.1: Themes and Codes

Themes Codes Respondents Quotes

P Sus Victim, Target,

Under cyberattack,

Likely harm

”I spend much time with emails and on social media with known and unknown people. I can be a

victim of the ransomware.”

“Considering how cyber security threats are evolving, the attackers use more advanced ways to at-

tack. I think I can be the target of cyber security threat ransomware.”

“Where we benefit a lot from the digital revolution, at the same time, it brings many cyber secu-

rity challenges. Ransomware is an emerging phenomenon. I can be exposed to this cyber security

threat.”

P Sev Loss of confiden-

tiality, Loss of

Integrity, Loss of

availability, Full

control

“After playing the RansomAware game, I understand that ransomware can compromise my privacy

by accessing my data.”

“Wow, I learnt that once the ransomware attack is successful, the attacker has full control of my

data and can do anything with it.”

“My PC has everything from my old pictures to work-related data. I never thought that someone

could use ransomware to take control of it.”

Continued on next page
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Table B.1 – continued from previous page

Themes Codes Respondents Quotes

P Thr Demand for ran-

som, Serious

threat, Believe it

is a threat

“I heard a lot about computer viruses in the past, but until I played the RansomAware game, I was

never sure about the malicious nature of the ransomware, which can take any computer machine

hostage and demand the money to release.”

“After playing ransomware game and learning its consequences, I believe this is a serious threat to

computer security.”

“I use emails to exchange work-related documents. After playing RansomAware game, I believe it

is a security threat to computer users.”

Continued on next page
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Table B.1 – continued from previous page

Themes Codes Respondents Quotes

S eff Enjoyed, Seamless

Experience, Intu-

itive, Interesting,

User-friendly

“Overall, I enjoyed playing the game. It was a very interesting way to learn about a complex cyber

threat, ransomware. The game was pretty straightforward to use. It was a seamless experience. I

liked the way how the game was based on the story. It helped me to engage. It was useful to make

informed decisions.”

“The game story engaged me. The design is intuitive and easy to navigate. I found it an effective

way to learn ransomware.”

“The game was interesting and engaging, giving enough development opportunity while keeping you

on realistic edge as who has time to read these sorts of emails.”

“Interesting story. I learnt complex cyber security in a friendly manner. This game approach is

much better than traditional multiple-choice theoretical information security training.”

Continued on next page
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Table B.1 – continued from previous page

Themes Codes Respondents Quotes

P Cos Time effective,

Easily accessible,

Free to download

“The game was different from traditional hourly long training. I finished playing the game within

the given time. It is time effective. I believe this is worth considering for ransomware awareness

training.”

“It was a great experience with RansomAware. I was able to download it on my PC and mobile

phone. The game is accessible, which means learning can happen on the go.”

“ I love playing online games and believe they are good for human cognitive behaviour. My expe-

rience with RansomAware was awesome, you know why? Because it was easy to use and free to

download.”

“I played a RansomAware game on my mobile phone while going to a friend’s house. This was an

interesting experience. I believe it is a usable and interactive design.”

Continued on next page
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Table B.1 – continued from previous page

Themes Codes Respondents Quotes

S Eff Knowledge, Aware-

ness, Training,

Play again, Rec-

ommendation

“I would say game-based learning is fun. It boosted my confidence. I will consider replaying if

needed again and will surely recommend this game to my family and friends.”

“The game helped me with critical thinking to make the right decision. I feel more confident and

aware of the malicious nature of ransomware attacks. I believe game-based learning is a good way

forward to refresh your knowledge and will play again. Considering cyber security is an essential

part of our lives, I will recommend the RansomAware game to my friends and family to benefit

from it.”

“The scoring system was quite encouraging. If needed, I will replay this game as a refresher train-

ing and recommend others too.”

“ I scored a bronze award for my points earned, which is not bad but shows me I need to up my

game if I want to be completely safe. Overall, I would recommend this game to everyone.”

I felt confident by earning points during gameplay. RansomAware game helped me to build my con-

fidence to thwart ransomware threat.”

Continued on next page

230
U
sm

an
J
aved

B
u
tt



D
evelop

in
g
a
U
sab

le
S
ecu

rity
A
p
p
roach

for
U
ser

A
w
aren

ess
A
gain

st
R
an

som
w
are

Table B.1 – continued from previous page

Themes Codes Respondents Quotes

A Mot Game Story, En-

gagement, Game

Characters, Inter-

active

“I successfully achieved Gold reward at the end of the game-play and believed the game-story and

the design was an important element which contributed to my interest and knowledge awareness

against the ransomware cyber security threat.”

“The idea of points award was motivational at the same time deduction of marks created a deter-

rence to improve my attention to detail.”

“The game-based learning was an enjoyable experience for learning about the malicious ransomware

threat. I liked the spacer and the alien characters.”

A Beh Game-based learn-

ing, Can mitigate

risk, Change of

Perspective

“The game story and design aspects of the game were very well integrated, which created my inter-

est and helped me to achieve my goal of improving awareness against the ransomware cyber secu-

rity threat. I believe the likelihood of ransomware attack can be mitigated.”

“It is not impossible to stop ransomware. The game RansomAware has changed my perspective.”

“I will adopt ransomAware game to enhance my avoidance behaviour against ransomware threat.”

Perceived Susceptibility (P Sus), Perceived Severity (P Sev), Perceived Threat (P Thr), Safeguard effectiveness (S eff), Safeguard cost (S Cos),

Avoidance Motivation (A Mot), Avoidance Behaviour (A Beh).
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