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“ [A]s a teacher, my job is to educate. 
But how do I teach something like this? How do I explain what I myself do 

not understand? How can I in good faith reassure the children that the drone 
will not come back and kill them, too, if I do not understand why it killed 

my mother and injured my children?” 1

Rafiq Ur Rehman, 
son of Mamana Bibi, a 67-year-old grandmother killed in a U.S. drone strike in Pakistan, October 2012

“ Sunlight is said to be the best of disinfectants . . . .” 2

Justice Louis D. Brandeis
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I. Executive Summary

“ We want to know why our son got killed, and we demand justice.” 3

Yaslem Saeed bin Ishaq, 
father of 28-year-old Saleh Yaslem Saeed bin Ishaq, killed by a drone strike in Yemen, August, 2013

Families around the world suffer devastating loss when their relatives are killed in U.S. drone strikes 
and other attacks. Their suffering is magnified and prolonged by uncertainty and injustice when the 
U.S. government does not officially acknowledge their loss or explain the strikes, as has frequently 
been the case for U.S. strikes in Pakistan, Somalia, and Yemen. Continual non-recognition or denial 
of their harm suggests to families that their loved ones are dispensable, not even worthy of minor 
recognition. The U.S. government’s failure over the past decade to be transparent and accountable 
for its lethal force abroad denies the rights and dignity of people injured, and the families of those 
killed, in strikes; fuels grievances against the United States; undermines the advancement of human 
rights, the rule of law, and peace and stability; harms democratic accountability in the United States; 
and damages U.S. credibility abroad.

The U.S. government’s secretive and expanding use of “targeted killings” and drone strikes since 
the terrorist attacks on September 11, 2001 is highly controversial.4 For many years, such killings 
were carried out as part of counter-terrorism operations and in near-complete secrecy by the Cen-
tral Intelligence Agency (CIA) and the U.S. military’s Joint Special Operations Command (JSOC), 
including in Pakistan, Somalia, and Yemen, far from any traditional and recognized battlefield. The 
government did not meaningfully explain their legal basis. The U.S. government has admitted that 
it killed between 2,867–3,138 people between 2009–2016, in an estimated 526 strikes in areas the 
government deemed outside of “active hostilities.”5 Our research reveals that the government has 
acknowledged approximately 153 strikes, about 20 per cent of the more than 700 reported strikes 
since 2002. For strikes between 2009 and 2016, independent organizations have recorded an esti-
mated minimum of almost 400 civilian casualties in Pakistan, Somalia, and Yemen, while the govern-
ment claims that the number is less than 120.6

U.S. drone strike and “targeted killing” practices have raised serious concerns about violations of the 
international law rules that govern the use of force, the destabilizing effects for peace and security, lack 
of effectiveness in countering terrorism, blowback, the transgression of ethical norms, and harmful 
precedents. The level of secrecy surrounding the practice has also been a key point of concern. Numer-
ous policymakers, scholars, and civil society representatives have raised alarm about the government’s 
secrecy about the laws and policies it applies and about its practices and their effects, and the attendant 
lack of accountability. While the U.S. government has at times voiced its commitment to transparency, 
many have noted the gulf between the expressed commitment and actual practice. However, there has 
yet to be a detailed analysis of U.S. transparency practice, or a comprehensive evaluation of the specific 
ways in which the U.S. government has been secret or transparent about the use of lethal force overseas.

This report deepens understanding of transparency and accountability by evaluating U.S. practice 
against a set of human rights-based “Ensuring Transparency in the Use of Force Benchmarks.” These 
benchmarks, grounded in the interests and rights of people impacted by U.S. strikes, international law, 
and the promotion of the rule of law and democratic accountability, enable detailed assessments of 
government transparency in the use of lethal force. The benchmarks, designed by the authors of this 
report, assist policymakers, journalists, and others to track the level of secrecy over time, and enable 
evaluation of whether a government is improving transparency or rolling back any positive reforms.
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This report finds that the United States has been consistently and excessively secret, 
although it took some positive steps forward starting in 2010, and made particularly 
important transparency advances in 2016. These transparency reforms should continue 
to be strengthened and further built upon. The report identifies recommendations the U.S. and 
other governments should take to advance transparency, account for past harms, meet their human 
rights obligations, and set a rights-promoting precedent.

The report examines the importance of transparency, and sets out the overlapping justifications for 
different types of transparency. While secrecy is clearly necessary in certain circumstances, such as 
to protect genuinely sensitive information, or to protect sources whose lives may be at risk, much 
information has been withheld that could be disclosed—as demonstrated by some the of U.S. gov-
ernment’s belated disclosures.

Improved transparency is not a panacea for the many concerns related to the U.S. use of force abroad. 
But transparency matters. It matters for those injured and the families of those killed, compliance with 
international law, protecting the rule of law, democratic accountability, harm deterrence, and U.S. 
leadership and credibility.

Transparency about the facts—who was killed, what happened and where, for individual strikes and 
in overall statistics—matters to survivors and families of those killed in strikes, whose suffering cur-
rently remains unacknowledged and unaccounted for. It matters to the general public, who require 
such information to engage in informed debate about their government’s actions, and to hold their 
elected representatives to account.

Transparency about the laws and policies being applied to strikes, about the facts of strikes, and 
about the government’s decision-making and accountability processes, is essential for the rule of law, 
deterring abuse, enabling oversight, and establishing accountability for abuse. As a prerequisite to 
accountability, transparency is necessary to ensure that a government adheres to domestic and inter-
national legal limits. Rules that are secret fundamentally undermine the rule of law, and rules that 
lack clarity lend themselves to abuse and weaken the capacity of external actors to assess whether a 
rule is being implemented in practice. As former U.S. government officials have noted, transparency 
enhances U.S. government credibility and builds trust with key partners.7

Transparency is also required by binding international law.8 International law requires governments to 
be transparent about state conduct, and permits only narrow exceptions for secrecy in limited circum-
stances. Victims have a specific right to a remedy, which includes rights to disclosure and the truth.9

Key Findings

This report provides a detailed analysis of the disclosures made by the U.S. government about its 
lethal force policies and practices. The report focuses on U.S. practice in Pakistan, Somalia, and 
Yemen, where, for many years, strikes have been carried out far from traditional battlefields and in 
significant secrecy.10

The report reveals the extent to which U.S. government policy and practice remains excessively 
secret, and also areas in which its transparency has improved. It focuses on four core areas: transpar-
ency about applicable law and policy; transparency about actual strike practices; transparency about 
government decision-making processes; and transparency about accountability. The report evaluates 
U.S. practice against a five-point scale: ranging from “no or almost no transparency or reform efforts” 
(red) to “complete transparency or sustained, extensive reform efforts” (green).
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The report finds that the U.S. government has been unjustifiably secretive, but took some valuable, 
if belated, steps forward for transparency between 2010 and 2016. Importantly, the government 
publicly released some information about legal and policy constraints on and procedures for the use 
of lethal force abroad. It also released rudimentary statistical data on civilian casualties, and began 
acknowledging and providing basic information regarding specific strikes in Somalia, from 2014, and 
Yemen, from 2016. However, far too much remains unknown, with nearly all past strikes and civilian 
casualties unexplained, strikes in Pakistan remaining almost wholly unacknowledged, little informa-
tion on accountability and the legal basis for strikes in specific cases, and a continued lack of clarity 
regarding the application of key legal and policy rules.

This report finds:

1. The U.S. has improved transparency about the legal and policy rules applicable to 
the use of lethal force overseas, but the rules remain vague and poorly explained. For 
many years, U.S. strikes were carried out in near-complete secrecy, away from active conflict 
zones, and the government did not meaningfully explain the laws and policies it was applying 
to strikes. Belatedly, following litigation and heavy domestic and international pressure for trans-
parency, the U.S. government began in 2010 to publicly explain important elements of its legal 
reasoning and the legal basis it believes justifies its strikes. Disclosures in 2016 during the last 
year of the Obama Administration were a particularly important step forward for transparency 
in setting out in broad terms the U.S. government’s view of the legal framework and policies for 
the protection of civilians.

Despite these steps forward, important details remain unclear. Numerous memoranda explaining 
the legal basis for specific strikes and operations remain secret. Key legal and policy terms relevant 
to understanding who, how, and in what circumstances the U.S. government believes it can kill 
are not clearly defined, affording a wide latitude for interpretation with the potential to under-
mine constraints on the President’s authority to kill. Without adequate disclosures explaining 
how the United States interprets, defines, and applies key terms it is difficult both to understand 
precisely what are the United States’ views of the legal and policy limits on the use of lethal force, 
and to assess whether the United States is accurately interpreting its binding international legal 
obligations.

2. Drone strike and lethal force practices are highly secretive, there has been limited or 
no information provided to families or the general public about specific strikes, and 
civilian casualty data lacks sufficient detail. For many years, the U.S. government disclosed 
almost no information at all about specific strikes, and U.S practices were shrouded in secrecy. 
Individual strikes were not formally acknowledged at all except in a few, exceptional cases. 
Changes introduced regarding strikes in Yemen since 2016, and in Somalia since 2014, mean that 
operations there are usually publicly disclosed. Almost no strikes in Pakistan have been formally 
acknowledged by the U.S. government.

In addition, after the President of the United States formally admitted for the first time in 2013 
that “U.S. strikes have resulted in civilian casualties,”11 the government—very belatedly—released 
some civilian casualty data in 2016, but the release lacked sufficient detail.12 Critics have ques-
tioned the veracity of the U.S. government’s figures, and it is difficult to engage in a serious 
review or analysis of the U.S. numbers because the government has provided so little informa-
tion.13 The U.S. has not provided basic statistics about the numbers of strikes per country or year, 
for example, and the information it has provided has been far too general to give the public 
information necessary to evaluate and understand the nature of its practice of “targeted killings” 
and drone strikes.



6 | Out of the Shadows

While there have been recent acknowledgments of specific strikes in Somalia and Yemen, they 
lack detail. For the many years of strikes carried out before the United States began acknowl-
edging them, the government has still provided no individual acknowledgement or explanation, 
even for strikes in which organizations have put forward detailed and credible allegations of civil-
ian casualties. Strikes in Pakistan remain almost completely secret, causing hurt and anguish to 
families and survivors, cutting them off from any kind of remedy, and preventing the public from 
properly understanding and assessing the effects of U.S. actions abroad. Of the 721 strikes in Paki-
stan, Somalia, and Yemen recorded by The Bureau of Investigative Journalism between January 
2002 and May 2017, the government has specifically and formally acknowledged approximately 
only 153, the large majority since 2014.14

The United States has almost never disclosed the names of civilians killed and has released details 
of investigations and assessments in relation to just a handful of the hundreds of strikes in Paki-
stan, Somalia, and Yemen. The U.S. government has not given adequate responses to non-govern-
mental organizations (NGOs) who have requested explanations about specific strikes in which 
there is credible evidence of civilian casualties and potential unlawful killings. It has only offi-
cially named one U.S. civilian and one Italian civilian killed in a strike in Pakistan, as well as 
several other U.S. citizens it said were “not specifically targeted”—an ugly double standard, given 
that the vast majority of those killed and injured are citizens of Pakistan, Yemen, and Somalia.15

3. The U.S. government has provided information on decision-making processes, par-
ticularly for the military, but the CIA’s decision-making processes remain highly 
secretive. For many years, the U.S. government provided only incomplete information about 
how a decision to carry out a strike was made. In 2016, following lengthy litigation challenging 
the government’s secrecy, the U.S. government released some information in the form of a Presi-
dential Policy Guidance (PPG) about the institutional actors and process involved in deciding to 
launch a strike in areas “outside of active hostilities.”16 The government had previously released a 
summary of this document in 2013 that described the decision-making process only in the most 
general terms.17

For circumstances not covered by this policy, there remains a stark difference at the agency 
level between transparency regarding CIA and military decision-making processes. It is very 
difficult to find publicly available written information about CIA targeting decision-making 
processes, whereas the U.S. military has, over the years, disclosed the military’s formal targeting 
decision-making processes in a series of military targeting doctrine documents.

The 2016 release and the information released by the military over the years give some clarity 
to the chain of command and the key officials responsible for decisions. However, exceptions to 
decision-making procedures in the 2016 PPG are referenced but not explained, meaning that 
some types of decision-making processes remain unclear.

4. The U.S. government has disclosed post-strike military investigative procedures and 
some aspects of congressional oversight processes, but there is little or no transpar-
ency regarding specific actions taken to ensure accountability in individual cases. 
The U.S. military is, and has been for some time, transparent about its investigative processes 
and protocols. However, very little information is available for the CIA. While executive branch 
oversight mechanisms exist, it has been difficult to evaluate the role they play in overseeing U.S. 
drone and other strikes due to the lack of clear information. Since 2012, congressional oversight 
mechanisms have become more transparent, when information was revealed about some aspects 
of how they carry out oversight of U.S. strikes, but without more detailed information about 
recommendations made and actions taken by the executive branch, it is difficult to assess how 
meaningful this oversight is.
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There is no clear and accessible mechanism for those injured and the families of those killed 
in strikes in Pakistan, Somalia, and Yemen to bring forward allegations or to claim and receive 
compensation or condolence payments. While, in general, the U.S. military releases results of 
court-martials, it does not release statistical disaggregated information regarding how many 
investigations were conducted, disciplinary action and prosecutions undertaken, and convictions. 
Likewise, the U.S. government has not disclosed statistical disaggregated information about the 
number of compensation or condolence payments made, amounts paid, and other details in 
Pakistan, Somalia, and Yemen. The U.S. government has also not provided information about 
individual compensation or condolence payments provided to those injured and families of peo-
ple killed in specific cases. In U.S. courts, the government has also sought to prevent scrutiny of 
its strikes abroad by arguing for a broad application of the state secrets doctrine—a doctrine that 
the government can use to prevent the disclosure of evidence in a lawsuit for national security 
reasons. When the government’s arguments are accepted by the courts, it can prevent the case 
from being heard at all on its merits, as there is not enough information to proceed with the case.

Advancing Transparency and Accountability in the Use of Lethal Force

The U.S. government should urgently improve transparency regarding its use of force overseas. The 
excessive secrecy of the Bush and Obama administrations led to widespread criticism, undermined 
counterterrorism efforts, and increased the suffering caused to those injured and the families of 
those killed. The Obama administration appeared to learn from some of these mistakes and harms 
by instituting limited reforms on the use of lethal force abroad between 2010 and 2016. The U.S. 
government should resist any temptation to reinstate greater secrecy, and should instead continue to 
advance transparency and accountability. This report sets out specific recommended actions for the 
U.S. government to take to build on its recent reforms. It also provides detailed recommendations for 
other states as well as U.N. actors to take to support the advancement of transparency in the use of 
force. Key recommendations follow.

The U.S. government should:

• Promptly release the results of all government investigations into specific strikes, subject only to 
redactions where families of those killed, or those injured, have requested privacy or to ensure 
their physical safety, or only as strictly necessary for legitimate national security reasons.

• Provide detailed explanations for all past and future cases in which there are credible allegations 
of unlawful killings or civilian harm. In particular, provide urgent responses to ten serious cases 
that civil society groups have raised with the U.S. government.18

• Record, acknowledge, and explain to families and the public every civilian death, providing the 
name of the person killed.

• Disclose the legal basis for individual strikes, including by releasing all Office of Legal Counsel 
and other agency legal memoranda that set forth the basis for the use of force against all persons 
targeted, whether U.S. citizen or non-citizen.

• Ensure that the Director of National Intelligence continues to release a set of casualty figures on 
an annual basis pursuant to Executive Order 13,732. The release should be expanded to include 
information about numbers of those killed and injured in each country, the year and location 
of strikes, the names and ages of those killed, and whether strikes were judged to be lawful  
or unlawful.
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• Compile and publish an annual breakdown of investigations opened, disciplinary measures and 
prosecutions undertaken, convictions, and compensation, condolence payments, or other forms 
of redress made.

All other states should:

• Reinforce existing standards on transparency, accountability, and the rule of law in relation to 
the use of force by:
 · recommending in the U.N. Human Rights Council Universal Periodic Review and other 

multilateral fora that states adopt improved transparency practices; and
 · supporting and proactively engaging in international processes that aim to increase trans-

parency and accountability with respect to both the proliferation and use of armed drones.
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I. Recommendations

To the Government of the United States

TO THE EXECUTIVE

1. Improve transparency around legal and policy frameworks

 1.1  Follow up the release of the 2016 Legal and Policy Frameworks document by issuing an 
updated, detailed, and reasoned analysis which adequately explains which legal and policy 
frameworks apply to all of its operations overseas. Explain why these frameworks apply, and 
provide detailed justifications for their application, including a clear and definitive statement 
setting out which standards apply as a matter of law, and which apply as a matter of policy.

 1.2  Disclose the legal basis for individual strikes, including by releasing all Office of Legal 
Counsel and other agency legal memoranda that set forth the basis for the use of force 
against all persons targeted, whether U.S. citizen or non-citizen, subject only to redactions 
strictly necessary for legitimate national security reasons.

 1.3  On a regular basis, publicly disclose where and when the Presidential Policy  
Guidance applies.

 1.4  Notify the U.N. Security Council in each instance where the United States uses force in 
the exercise of self-defense.

 1.5  Disclose all instances where consent was provided by another government to carry out a 
strike on its territory, including:

• when consent was provided;

• which department and/or official of that government provided consent; and

• an explanation of the scope of consent provided, including whether it was limited 
temporally, geographically, or operationally.

 1.6  Provide detailed definitions and explanations of how all key legal and policy terms and 
criteria are interpreted and applied, including:

• “areas of active hostilities;”

• “associated forces;”

• “cannot or will not effectively address the threat to U.S. persons;”

• “continuing, imminent threat;”

• “extraordinary circumstances,” and “fleeting opportunity;”

• “feasibility of capture;”

• “high value terrorist;”

• “individual targetable in the exercise of national self-defense;”

• “near certainty” that non-combatants will not be killed or injured;

• “near certainty” with respect to the presence of targets;

• “non-combatant;”
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• the criteria used to determine that a foreign government is “unable or unwilling to 
address a threat posed by the non-state actor on its territory”; and

• the circumstances and criteria for determining when a non-international armed 
conflict begins and ends.

 1.7  Where any legitimate need for secrecy for national security reasons has passed, disclose 
more detailed targeting rules and rules of engagement.

2. Improve transparency in relation to lethal force practices

 2.1  Provide detailed explanations for all past and future strikes in which there are credible 
allegations of unlawful killings or civilian harm. In particular, provide urgent responses to 
the ten serious cases that civil society groups have raised with the U.S. government.19

 2.2  Record, acknowledge, and explain to families and the public every civilian death, providing 
the name of the person killed.

 2.3  Acknowledge all ongoing and future strikes, including by applying Executive Order 13,732 
on United States Policy on Pre- and Post-Strike Measures to Address Civilian Casualties in 
U.S. Operations Involving the Use of Force.

 2.4  To enable greater transparency, transfer authority for conducting lethal strikes from the 
CIA to the Department of Defense.

 2.5  Ensure that the Director of National Intelligence continues to release a set of casualty 
figures on an annual basis pursuant to Executive Order 13,732. The release should be 
expanded so that it is sufficiently detailed and disaggregated, and include:

• government estimates of the numbers of those killed and injured in strikes, and the 
numbers of strikes assessed to be lawful or unlawful, broken down by month, year, 
country, age, and sex;

• the name and age of each of those killed; and

• the methodology used to gather, assess, and compile civilian casualty estimates.

3. Enhance transparency around decision-making processes

 3.1  Disclose details of internal government processes to make strike decisions, including 
explanations for all exceptional procedures as envisaged in the 2013 Presidential  
Policy Guidance.

4.  Ensure robust oversight and accountability mechanisms

In order to ensure external oversight and accountability of its lethal use of force operations:

 4.1  Make public and accessible information about the activities and findings of internal 
executive branch reviews or oversight mechanisms in relation to the use of lethal force 
overseas (if any), subject only to redactions strictly necessary for legitimate national  
security reasons.

 4.2  To the extent that the government takes any actions or makes modifications to lethal use 
of force policy or practices in response to oversight, disclose such information subject only 
to redactions strictly necessary for legitimate national security reasons.
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 4.3  Ensure that findings and lessons learned from post-strike investigations lead to measures 
that better avoid or mitigate civilian casualties. Publicly report progress on how lessons 
have been implemented and assessments of the efficacy of reforms made.

 4.4  Compile and publish an annual breakdown of:

• all investigations opened;

• disciplinary measures and prosecutions taken; and

• convictions against individuals responsible for violations of law or rules involving the 
use of force overseas.

 4.5  Release statistical and aggregate information on the number of cases in which compensation 
or condolence payments were paid to those injured or families of people killed in strikes, 
together with the amounts paid. Publish case-specific information each time a payment is 
made specifying the amount and the reason, where the recipients of the payment agree to 
public disclosure and such disclosure is not assessed to be a security risk to the recipient or 
their families.

 4.6  Disseminate, through appropriate media and other channels, concretely how those harmed 
by U.S. strikes or their representatives may make allegations and seek condolence or 
compensation payments. Publicized information should include: procedures, criteria, and 
timelines for government responses. Do not invoke the state secrets privilege to prevent 
post-strike judicial review, where to do so would effectively deny to alleged victims their 
right to a remedy, a right to which they are entitled under international law.

TO THE DEPARTMENT OF DEFENSE

5. Enhance disclosure of information on use of lethal force practices

 5.1  Promptly and publicly acknowledge all strikes. For each strike, release:

• the name of the agency responsible;

• the date of the strike;

• the country in which it occurred;

• the numbers of those believed killed and injured, with their age, gender, and  
whether civilian;

• in armed conflict situations, information on whether the person killed or injured was 
a civilian or combatant, and whether any civilian casualties were foreseen or were 
unanticipated;

• outside of armed conflict situations, the numbers of people killed or injured, and 
whether they were assessed after the strike to be lawfully targeted or not;

• the legal basis for the strike; and

• details regarding whether a post-strike investigation has been launched, including  
an expected timeframe for completion.

Such information should be provided in a uniform database, and in a manner that 
is accessible so that it is possible for the public, journalists, and NGOs to review and 
evaluate strikes.
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6. Improve transparency about decision-making processes related to targeting

 6.1  Publicly explain the decision-making processes followed by the Joint Special Operations 
Command in its targeting operations.

7. Ensure robust oversight and accountability

 7.1  Disclose procedures and standards for assessing the reliability and accuracy of allegations of 
civilian harm made by alleged victims and witnesses, human rights organizations or other 
monitoring groups, the media, or others.

 7.2  Promptly release the results of investigations into specific strikes, subject only to redactions 
where families of those killed or those injured have requested privacy or to ensure their 
physical safety, or only as strictly necessary for legitimate national security reasons. strictly 
necessary for legitimate national security reasons.

Release:

• the steps that were taken to investigate the strike, including whether any of  
those directly impacted, witnesses, and/or families were interviewed;

• the scope and purpose of the investigation and which agencies and particular  
teams were involved, including, for example, the resources and expertise devoted  
to investigations;

• details of to whom the investigating team reported its findings;

• the assessment and analysis of the lawfulness of the strike, including analysis of  
what precautions were taken before and during attack;

• the assessment of the legality of the strikes and an explanation of whether and  
why civilians were killed or injured;

• information on what lessons have been learned from the strike and whether and how 
practices and procedures can be improved in the future to reduce civilian casualties; 
and

• where strikes are assessed to have resulted in civilian casualties, violated the law, or to 
have been in contravention of administrative rules, information on what procedures 
are being followed to investigate, discipline, and/or prosecute those responsible and/
or provide compensation or condolence payments to those injured and the families 
of those killed.

 7.3  Acknowledge and provide explanations where there are discrepancies between the U.S. 
government’s findings and those of the United Nations, human rights organizations, 
or journalists, including how the civil society reports were assessed in the course of  
U.S. investigations.

TO THE CENTRAL INTELLIGENCE AGENCY

8. Cease carrying out lethal strikes.

For all past strikes:

9. Disclose information about CIA application of legal and policy framework
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 9.1  Disclose which specific domestic and international legal and policy frameworks the CIA 
operated under when using lethal force overseas, in each country where the CIA carried  
out strikes.

10. Disclose information on use of lethal force practices

 10.1  Publicly and officially acknowledge the CIA’s role in drone strikes in areas in which the 
agency has used lethal force.

 10.2  Establish a process to declassify information about the CIA’s use of lethal force since 
September 11, 2001.

 10.3  Without further delay, publicly acknowledge all strikes, releasing:

• the name of the agency responsible;

• the date of the strike;

• the country in which it occurred;

• preliminary figures of those believed killed and injured, with age, gender and whether 
civilian, where known;

• in armed conflict situations, information on whether the person killed or injured was 
a civilian or combatant, and whether any civilian casualties were foreseen or were 
unanticipated;

• outside of armed conflict situations, the numbers of people killed or injured, and 
whether they were assessed after the strike to be lawfully targeted or not;

• the legal basis for the strike; and

• details regarding whether a post-strike investigation has been launched, including an 
expected timeframe for completion.

Such information should be provided in a uniform database, and in a manner that 
is accessible so that it is possible for the public, journalists, and NGOs to review and 
evaluate strikes.

11. Disclose information about the CIA’s decision-making processes

 11.1  Make public and accessible the CIA’s decision-making procedures for carrying out strikes.

12. Disclose information about the CIA’s accountability mechanisms

 12.1  Make public and accessible the agency’s civilian protection mechanisms, including its 
civilian casualty mitigation processes and post-strike investigation procedures.

 12.2  Disclose procedures and standards for assessing the reliability and accuracy of allegations of 
civilian harm made by alleged victims and witnesses, human rights organizations or other 
monitoring groups, the media, or others.

 12.3  Without further delay release the results of investigations into specific strikes, subject only 
to redactions strictly necessary for legitimate national security reasons.

Release:

• the steps that were taken to investigate the strike, including whether any of those 
directly impacted, witnesses, and/or families were interviewed;
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• the scope and purpose of the investigation and which agencies and particular  
teams were involved, including, for example, the resources and expertise devoted  
to investigations;

• details of to whom the investigating team reported its findings;

• the assessment and analysis of the lawfulness of the strike, including analysis of what 
precautions were taken before and during attack;

• the assessment of the legality of the strikes and an explanation of whether and why 
civilians were killed or injured;

• information on what lessons have been learned from the strike and whether and how 
practices and procedures can be improved in the future to reduce civilian casualties; 
and

• where strikes are assessed to have resulted in civilian casualties, violated the law, or to 
have been in contravention of administrative rules, information on what procedures 
are being followed to investigate, discipline, and/or prosecute those responsible and/
or provide compensation or condolence payments to those injured and the families 
of those killed.

 12.4  Acknowledge and provide explanations where there are discrepancies between findings 
of the U.S. government’s investigations and those of the United Nations, human rights 
organizations and journalists, including how these findings were assessed in the course of 
U.S. investigations.

TO THE U.S. CONGRESS

13. Enhance transparency of oversight processes

 13.1  Congressional committees involved in oversight of the use of force overseas should regularly 
disclose information about their procedures, activities, findings, and recommendations, 
subject only to redactions strictly necessary for legitimate national security reasons. They 
should release:

• updated details on the procedures they follow to conduct oversight on the use of lethal 
force;

• the types of information disclosed to the Congressional committees, and how they 
review it, including how regularly; and

• information on actions taken and recommendations made by congressional committees 
to address issues and concerns that emerge through oversight.

 13.2  Members of Congress should request the executive to report to them on:

• detailed explanations for all past and future strikes in which there are credible allegations 
of unlawful killings or civilian harm;

• the legal basis for strikes, including by disclosing legal memoranda for specific strikes;

• how the government interprets and applies key legal and policy terms, as set out in the 
Annex to this report;
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• civilian casualties, including what lessons have been learned to mitigate and avoid 
civilian harm, and how these policies are being implemented;

• individual investigations into specific strikes;

• statistical and aggregate information on accountability, in particular how many 
investigations, prosecutions, and convictions there have been in relation to drone 
strikes and “targeted killings,” and the number of cases in which condolence payments 
or compensation has been paid, with amounts.

TO THE U.S. JUDICIARY

14.  Ensure adequate post-strike judicial review of strikes and ensure the right to a remedy 
for victims of U.S. strikes

 14.1  Conduct robust review of any government invocation of the state secrets privilege, and 
ensure that the application of that privilege does not result in the denial of a remedy for 
victims of U.S. strikes.

 14.2  Ensure that the public interest in knowing about the policies, legal interpretations, and 
practices of the government in relation to its use of lethal force is given due consideration 
when weighing whether to order government disclosure of information.

TO STATES IN WHICH THE U.S. GOVERNMENT CARRIES OUT STRIKES

 15.1  Publicly disclose whether consent has been given to the U.S. government to carry out 
operations in that country, and, if so, when it was given, by whom, and the scope of such 
consent (geographical, temporal, operational).

 15.2  Disclose to the public, subject only to redactions strictly necessary for national security 
reasons, any agreements with the U.S. government regarding the use of force in  
their country.

 15.3  Release government estimates for casualty figures on an annual basis, that include:

• the numbers of those killed and injured in strikes, and the numbers of strikes assessed 
to be lawful or unlawful, broken down by month, year, country, age, and sex;

• government estimates of the names and ages of those killed, where available; and

• the methodology used to gather, assess, and compile civilian casualty estimates.

 15.4  Publicly release the results of any investigations into U.S. strikes on their territory.

 15.5  Ensure that domestic laws and international law are not violated through U.S. use of force 
in their country.
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TO ALL STATES

 16.1  Publish the government’s views of the legal frameworks applicable to the use of force 
overseas, as well as any applicable policies.

 16.2  Publicly disclose:

• acknowledgement of all strikes, as well as civilian casualty data; and

• decision-making and accountability processes.

 16.3  Disclose to the public, subject only to redactions strictly necessary for legitimate national 
security reasons, any agreements with the U.S. government regarding the use of lethal 
force in other countries and the extent of assistance provided to these operations.

 16.4  Ensure that any such agreements are not in violation of domestic laws and international law.

 16.5  Reinforce existing standards on transparency, accountability, and the rule of law in relation 
to the use of force by:

• recommending in the U.N. Human Rights Council Universal Periodic Review and 
other multilateral fora that states adopt improved transparency practices; and

• supporting and proactively engaging in international processes that aim to increase 
transparency and accountability with respect to both the proliferation and use of 
armed drones.

 16.6  If seeking to acquire armed drone technology, ensure that the “Ensuring Transparency in 
the Use of Force Benchmarks” set out in this report are met.

TO THE UNITED NATIONS SPECIAL RAPPORTEURS ON  
EXTRAJUDICIAL EXECUTIONS, COUNTERING TERRORISM, AND TRUTH

 17.1  Monitor, evaluate and report on the transparency of the policies and practices of the  
U.S. government and other states on the use of force, and call on the U.S. government and 
other states to ensure greater transparency and accountability.

 17.2  Request information from the U.S. government and other states on their policies and 
practices in relation to the use of force, including:

• how they interpret and apply their legal and policy obligations;

• government estimates of civilian casualties in strikes;

• detailed explanations for all past and future strikes in which there are credible allegations 
of unlawful killings or civilian harm;

• the results of investigations into strikes; and

• details of measures taken to ensure accountability for wrongdoing.

 17.3  Develop and provide guidance to states on how to meet their obligations to be transparent 
and accountable about the use of force.
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II. Ensuring Transparency in the Use of Force 
Benchmarks: Summary Evaluation of U.S. Practice 

2002-2017

1.  The Government Discloses Information about the Legal and  
Policy Frameworks Governing the Extraterritorial Use of Lethal Force,  
including by Clearly Defining Key Terms

Benchmark Evaluation of U.S. practice

 red: No or almost no transparency or reform efforts

 orange:  Slight transparency or reform efforts

 yellow:  Moderate transparency or reform efforts

 blue:  Very transparent, or significant reform efforts

 green:  Extremely transparent, or sustained, extensive reform efforts

Benchmark 1:

The government explains the legal 
frameworks that apply to its operations.

yellow: Moderate transparency or reform efforts

 •  After years of secrecy, the U.S. government has publicly explained in 
very broad terms the legal frameworks it considers applicable to its lethal 
strikes abroad.

 •  However, key questions that are crucial in determining the extent of any 
constraints on the use of force require further clarification, including the 
definition of key legal terms and how the U.S. government interprets and 
applies the law.

Benchmark 2:

The government discloses its assessment 
of the legality of individual strikes.

red: No or almost no transparency or reform efforts

 •  The U.S. government has disclosed its detailed assessment of the legality 
of a particular strike in only one case and pursuant to FOIA litigation—
the strike targeting Anwar al-Aulaqi. In that case, the government 
documents revealed only its assessment of the lawfulness of the operation 
before the strike was disclosed, based on a set of assumptions before the 
strike occurred—not its evaluation of the strike after it occurred.

 •  Specific legal reasoning for numerous other individual strikes against 
non-citizens remains secret.

Benchmark 3:

The government explains the policy 
frameworks that apply to its operations.

yellow: Moderate transparency or reform efforts

 •  In 2016, the U.S. government released key policy documents related to 
its use of force in “areas outside of active hostilities”: an Executive Order 
on civilian casualties, and a redacted form of its policy standards and 
decision-making process for strikes, having released a fact-sheet summary 
of the same in 2013.

 •  These were important steps, but important elements of these policies 
remain unexplained. In particular, the government has not explained key 
terms that allow for a wide degree of flexibility in their application, 
making it unclear when or how these policies apply.
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Benchmark 4:

The government clearly distinguishes 
between legal obligations and  
policy standards.

blue: Significant transparency or reform efforts

 •  Before 2010, the U.S. government explained little about its views of its 
legal obligations, and did not explain any additional policy standards it 
applied. From 2010 onwards, U.S. government officials began publicly 
disclosing the broad outlines of the legal and policy standards the 
government believed applicable to strikes, but the distinction between 
the two was not always clear.

 •  In 2016, the U.S. government released a compendium of legal and 
policy standards. Despite the significant effort at pulling together this 
compendium, some uncertainty still remains due to inconsistency across 
the range of legal and policy documents it has released.

Benchmark 5:

The government reports uses of force in 
“self-defense” to the Security Council

orange: Slight transparency or reform efforts

 •  Since 2010, the United States has repeatedly invoked self-defense to 
justify its operations against al-Qaeda and other armed groups, including 
in Somalia and Yemen. The U.S. government has not explicitly disclosed 
its legal basis for operations in Pakistan, so it is unclear if it relies on self-
defense as a legal justification for strikes there.

 •  However, the U.S. government has not reported to the U.N. Security 
Council its use of force in any of those countries, save for one occasion 
when it used force against Houthi forces in Yemen in 2016.

Benchmark 6:

The government is transparent about 
its reliance on a host country’s consent 
as a legal basis for the use of force in 
that country.

orange: Slight transparency or reform efforts

 •  In a 2012 report, the U.S. government acknowledged that it was working 
jointly with the Yemeni government to combat al-Qaeda. The United 
States has also acknowledged on a handful of occasions that specific 
operations had been carried out jointly with Yemeni government forces 
and, on one occasion, explicitly that it had the full support of the Yemeni 
authorities. In December 2016, the U.S. government specifically and 
officially disclosed that counterterrorism operations, including drone 
strikes, are conducted with the consent of government officials in 
Yemen and Somalia. The government did not clarify which part of the 
government gave consent, or the scope of consent given.

 •  The U.S. government has not explicitly disclosed whether the government 
of Pakistan has consented to strikes on its territory.
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2.  The Government Discloses Factual Information about Lethal  
Use of Force Practices

Benchmark Evaluation of U.S. practice

Benchmark 7:

The government regularly publishes 
detailed statistics and aggregate 
information on lethal strike practices.

yellow: Moderate transparency or reform efforts

 •  For many years, the U.S. government released no official statistics on U.S. 
strikes and civilian casualties. The release of civilian casualty data for the 
first time in 2016, and then again in 2017, and the stated commitment to 
continue to release such data on an annual basis, was a step forward.

 •  However, the data released does not contain sufficient detail or 
disaggregation. Key gaps include: numbers of those injured in strikes; 
breakdowns by month, year, country, age, and sex; numbers of strikes 
assessed to be lawful or unlawful; and names of those killed.

Benchmark 8:

The government promptly 
acknowledges each and every strike.

orange: Slight transparency or reform efforts

 •  Prior to 2014, the U.S. government had only officially acknowledged a 
handful of individual strikes, mostly those in which U.S. citizens were 
killed. Since late 2014, the U.S. Department of Defense began formally 
acknowledging at least some strikes in Somalia, and from 2016, also in 
Yemen. Almost all strikes by the CIA, and almost all strikes in Pakistan, 
remain unacknowledged.

 •  Even for strikes that are acknowledged, only basic information is 
revealed—generally location, date, and that the military is responsible.

Benchmark 9:

The government promptly discloses 
all assessments or investigations into 
strikes and other lethal operations, 
acknowledging and naming any 
civilians or bystanders harmed, as well 
as anyone unlawfully killed.

orange: Slight transparency or reform efforts

 •  The U.S. government has released almost no assessments or investigations 
into specific strikes in Pakistan, Somalia, and Yemen. The government 
almost never provides the names of civilians killed in strikes. Except 
in isolated cases, the U.S. government has failed to provide detailed 
explanations of how many civilians it killed in a specific strike, or 
why civilians were killed, even where NGOs have provided detailed 
information about alleged civilian casualties to the U.S. government.

 •  There are few exceptions to this general secrecy. Three examples include: 
the apology for and announcement of an investigation into the mistaken 
2015 killing of two western civilians in Pakistan; a basic report on an 
assessment of allegations of civilian casualties in Somalia in 2016; and the 
unusual U.S. government release of a basic assessment concluding that 
there were “likely” civilian casualties, including children, in a botched 
raid in Yemen in January 2017.
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3.  The Government Discloses Information about Use of Force  
Decision-Making

Benchmark Evaluation of U.S. practice

Benchmark 10:

The government clearly explains the 
institutional decision-making process 
for the use of lethal force overseas.

yellow: Moderate transparency or reform efforts

 •  For many years, the decision-making process for U.S. strikes was largely 
secret, particularly in relation to CIA strikes. In August 2016, the U.S. 
government took an important step by revealing—in the course of 
extensive litigation, and following a court order—the processes for high-
level decision-making for pre-planned strikes.

 •  For places not covered by this policy, at the agency level, there remains a 
stark difference here between transparency regarding CIA and military 
decision-making processes. It is very difficult to find publicly available 
written information about CIA targeting decision-making processes, 
whereas the U.S. government has, over the years, disclosed its formal 
targeting decision-making processes in a series of military targeting 
doctrine documents.



Out of the Shadows | 21

4.  The Government Discloses Information about Accountability Measures

Benchmark Evaluation of U.S. practice

Benchmark 11:

The government provides information 
about the executive and legislative 
branch oversight mechanisms in  
place to review government policies 
and practices on the use of lethal  
force overseas.

yellow: Moderate transparency or reform efforts

 •  The U.S. government is largely transparent about what mechanisms 
exist that, at least potentially, have the power to oversee its use of lethal 
force overseas, and about the mandate, powers, the procedures followed 
by such mechanisms.

 •  There was some increased, but sporadic, transparency from 2012 onward 
about what these mechanisms actually do, including as a result of 
occasional demands by committee members for more information, which 
have revealed what is or is not actually disclosed to these bodies. However, 
overall the U.S. government has not been sufficiently transparent about 
the bodies’ findings, recommendations, and actions, and what, if any, 
actions the executive branch has taken in response.

Benchmark 12:

The government discloses  
detailed information on its  
post-strike assessment,   investigation, 
and accountability processes.

blue: Significant transparency or reform efforts

 •  The U.S. government has released general information about military 
post-strike investigations and civilian casualty assessment procedures.

 •  Despite these releases, the disclosures fail to provide adequate information 
about when different investigatory processes may apply, to which units 
and entities they apply, whether such processes are applied or interpreted 
differently depending on context, and the extent to which investigations 
must strictly adhere to the processes. Again, there is very little information 
about CIA investigative processes, particularly compared with what is 
disclosed by the military.

Benchmark 13:

The government provides information 
about any disciplinary or criminal 
investigations taken against individuals 
involved in U.S. strikes.

orange: Slight transparency or reform efforts

 •  The U.S. military regularly releases details of court martial convictions. 
However, the details are sparse and it is difficult to assess what action, 
if any, the U.S. government has taken regarding disciplinary measures, 
criminal charges, or convictions, in relation to documented strikes in 
Pakistan, Somalia, and Yemen. It is even more difficult to find publicly 
available information about disciplinary or criminal investigations in 
relation to CIA personnel.

Benchmark 14:

The government releases detailed 
information about an accessible, 
systematic, and effective  
mechanism for condolence  
payments and compensation.

orange: Slight transparency or reform efforts

 •  For many years, it was unclear what, if any, policy and practice the U.S. 
government employed for condolence or compensation when it carried 
out unlawful killings, or otherwise killed or injured civilians in strikes in 
Yemen, Pakistan, and Somalia. In 2016, the U.S. government announced 
a policy of “offer[ing] condolences, including ex gratia payments,” to 
civilians who are injured or to the families of civilians killed.

 •  However, the ability of those injured and family members of people killed 
in U.S. operations to obtain an effective remedy or condolence payment 
is hampered by the absence of clear information on how to access it. It 
remains unclear whether the Executive Order’s policy on condolence 
payments will lead to clear guidelines that can be effectively adopted and 
implemented by all agencies, including covert bodies like the CIA, or 
whether the ability to provide payment will rest with specific institutions.
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Benchmark 15:

The government discloses information 
about compensation and condolence 
payments provided.

red: No or almost no transparency or reform efforts
 •  The U.S. government frequently authorizes monetary payments for 

civilians suffering losses due to U.S. combat operations in Iraq and 
Afghanistan. However, the U.S. government has not officially disclosed 
similar payments to those injured or families of those killed in Pakistan, 
Yemen, and Somalia, except in one case involving an Italian killed in a 
U.S. strike.

Benchmark 16:

The government provides statistical 
information about:

 •  Individual accountability for 
strikes, including by investigation, 
disciplinary action, and/or 
prosecution; and

 •  Compensation, condolence 
payments, or other forms of 
redress provided.

red: No or almost no transparency or reform efforts
 •  The U.S. government has not released overall data regarding the numbers 

of investigations opened into alleged wrongdoing in relation to strikes in 
Somalia, Yemen, and Pakistan.

 •  The U.S. government has also not released figures of disciplinary actions, 
prosecutions, and convictions in such cases. It has also not released any 
disaggregated details of payments made to individuals as compensation 
or condolence payments for strikes.

Benchmark 17:

The government and the courts do 
not permit any form of state secrets 
privilege to prevent a victim of unlawful 
killing from establishing a violation and 
obtaining an effective remedy.

red: No or almost no transparency or reform efforts
 •  In those cases that have reached the courts, the U.S. government has 

relied expansively on the state secrets privilege.

 •  While these cases were dismissed on other grounds and the issue of state 
secrets was not ultimately adjudicated by the courts, the U.S. government’s 
reliance on the doctrine was broad enough that it would deny alleged 
victims any form of accountability for its use of force overseas.
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IV. Background to U.S. Drone Strike and  
“Targeted Killing” Policies and Practices:  

History and Controversies
The use of lethal force, including by weaponized drones, to conduct “targeted killings” in places far 
from traditional battlefields represents one of the most controversial elements of U.S. counterter-
rorism policy. Notwithstanding serious concerns about the effectiveness, ethics, legality, and secrecy 
of such strikes, the use of lethal force in U.S. operations outside active conflict zones, including by 
drone strikes, has rapidly become a defining feature of the U.S. approach to counterterrorism. To help 
explain how and why this has happened, this section provides a brief overview of the history, the core 
controversies, and debates surrounding U.S. “targeted killings” and drone strikes.

1  Background and Brief History of U.S. Drone Strikes and  
“Targeted Killings”

The first known U.S. drone strike took place in Afghanistan on October 7, 2001, just weeks following 
the September 11, 2001 attacks in which more than 3,000 people were killed.20 Shortly afterwards, 
President George W. Bush granted broad authority for counterterrorism operations,21 marking the 
beginning of the shift to a so-called “global war” that blurred the lines between war and peace. Since 
then, the United States has continued to carry out drone strikes and “targeted killings” in countries 
outside of traditional conflict zones, including Pakistan, Somalia, Yemen,22 and the Philippines.23

For many years, little was publicly known about drone strikes and “targeted killings.” However, with 
the significant increase in strikes under the Obama administration from 2008 onward, came increased 
scrutiny. Whereas President Bush authorized an estimated 50 strikes,24 the Obama administration 
conducted over 500 drone strikes in areas far from traditional battlefields.25 In the early months of 
the Trump presidency, the rate increased again.26

What are drones and “targeted killings”?

The term “drone” is frequently used interchangeably with “targeted killings,” although they are not 
the same. “Drone” refers to the technology used, whereas “targeted killing” refers to a type of killing.

Drones are remotely piloted or remotely controlled technologies. This report refers to armed drones 
that can be used both for surveillance as well as carrying out attacks, firing missiles at individuals, 
groups, or other targets. Drones have been used with increasing frequency to carry out “targeted 
killings.” Drones can be flown for long hours in remote locations, which makes them well suited to 
this type of operation.

“Targeted killing” typically refers to the intentional, preplanned killing of a specifically identified 
individual. Drones are just one way of carrying out a “targeted killing.” Other types of air strikes, or 
attacks by individuals, can also be used for “targeted killing.” The term “targeted killings” does not 
have legal significance in that such killings may be lawful or unlawful, depending on the circum-
stances. For instance, the deliberate targeting of a soldier in a recognized situation of armed conflict 
will ordinarily be lawful according to the laws of war. War is an exceptional circumstance. Outside of 
conflict situations, it will rarely be permissible to carry out a “targeted killing.”
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Over the years, more information has become available about U.S. “targeted killing” and drone oper-
ations. In 2012, journalists revealed that individuals are identified and selected to be on a “kill list,” 
a government-maintained database used to track and select targets for particular strikes.27 Reports 
also uncovered the U.S. government’s use of so-called “signature strikes,” whereby targets are selected 
based on their behavior and personal networks, even if they have not been individually identified.28 
Depending on the location and nature of a strike, it may be carried out by the Central Intelligence 
Agency (CIA), or by the U.S. military under the Department of Defense (DoD).29

The United States has controversially carried out strikes in Pakistan, Somalia, and Yemen—areas 
where the existence of an armed conflict has been deeply contested and where the United States 
has not been engaged in large-scale military operations. According to U.S. officials, strikes in Yemen 
have primarily been directed at members of al-Qaeda in the Arabian Peninsula (AQAP). In Pakistan 
targets include the Taliban and other armed groups, and in Somalia strikes target alleged members of 
al-Qaeda, some of whom are also possibly members of al-Shabaab.30 All of these groups are impli-
cated in gross human rights abuses and violations of international law.31

Until 2016, the U.S. government did not release figures regarding the numbers of people killed in 
strikes and other lethal operations in Pakistan, Somalia, and Yemen. Still, some officials publicly sug-
gested that civilian casualties were very limited. For example, in June 2011, then Assistant to the Pres-
ident for Homeland Security and Counterterrorism, John Brennan, claimed that U.S. drone strikes 
in the previous year had not resulted in even a “single collateral death.”32 Only belatedly in 2013 
did President of the United States formally admit for the first time that “U.S. strikes have resulted in 
civilian casualties.”33

In response to civil society’s repeated calls for more detailed information, in July 2016 and January 
2017, the U.S. Director of National Intelligence (DNI) published casualty figures related to all U.S. 
strikes outside of Afghanistan, Iraq, and Syria between 2009 and 2016. Between January 2009 and 
December 2016, the U.S. government says it killed between 2,867 and 3,138 people in places far 
from traditional battlefields. It claims that between 65 and 117 were “non-combatants.”34 There are 
significant discrepancies, however, between the government’s figures and estimates gathered by inde-
pendent organizations, including those that use on-the-ground fact-finding missions in the countries 
where strikes have taken place to estimate casualty figures.35

As U.S. strikes continue, with increases in numbers of lethal force operations in the early months 
of the Trump presidency,36 there are concerns about drones’ proliferation and their use by other 
countries. According to reports, Russia, South Korea, and Taiwan have developed drone capabilities; 
China, Hezbollah, Iran, and South Africa have acquired armed drones;37 and Iraq,38 Israel,39 Nigeria,40 
Pakistan,41 and the United Kingdom have used armed drones to carry out strikes.42 More countries 
are sure to acquire these capabilities, meaning that the issue of drone strikes and “targeted killings” 
will be even more global than it already is.

2 Drone Strikes and “Targeted Killings” Controversies

The use of drone strikes and “targeted killings” has given rise to a range of controversies, spanning 
concerns about the efficacy of strikes; ethical issues, especially due to concerns about civilian casual-
ties; and the potential illegality of U.S. policies and practices.43 Overarching and compounding these 
interrelated critiques are problems caused by the lack of government transparency about its policies 
and practices.
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The efficacy of strikes—for destroying armed groups, countering terrorism, and pro-
moting peace and stability around the world—has been questioned. Serious questions have 
been raised regarding the potential for drone strikes to prolong or escalate “conflict and instability.”44 
Some have argued that U.S. policy and practice has actually strengthened terrorist groups, as public 
anger and fear caused by U.S. strikes have been used for recruitment by terrorist organizations.45 
Furthermore, while U.S. officials have claimed that strikes have been effective in disrupting terrorist 
groups by causing heavy losses to al-Qaeda’s leadership,46 critics have argued that a significant num-
ber of those killed in U.S. drone strikes were not the purported “leaders” of armed groups, but instead 
were low-level, often unidentified individuals.47

Commentators have also challenged the ethics of strikes. While proponents of the drone 
strikes argue that they are more precise,48 and therefore more ethical because they are less likely to 
result in civilian casualties, these claims have been increasingly questioned.49 These ethical concerns 
have been heightened by the large discrepancy in civilian casualty figures provided by the govern-
ment and those gathered by independent journalists, United Nations officials, and human rights 
organizations. Some question whether the ease with which drones are deployed, and the purported, 
although contested, accuracy of strikes actually make policymakers more willing to resort to the 
use of lethal force.50 Furthermore, the physical and emotional distance inherent in drone strikes also 
poses ethical problems. Many have asked whether it is right for drone controllers on a military base 
in Nevada to kill people on the other side of the world at the push of a button. In short, critics argue 
that the lack of proximity to operations creates a level of abstraction between the drone operator and 
his or her intended target, as those engaging in actions from a distance have little understanding of 
the human effects of their actions.51

There are serious concerns regarding the legality of U.S. strikes. The increased use of drones 
to carry out “targeted killings” by the Obama administration in areas far from recognized conflict 
zones is critical to understanding what attracted so much attention to this issue. In genuine situ-
ations of armed conflict, a more permissive legal regime applies—international humanitarian law 
(IHL)—in which certain categories of people, such as soldiers and members of armed groups directly 
involved in fighting, can legitimately be targeted. But war is exceptional. Ordinarily, in peacetime, 
international law only permits intentional killing if it is strictly necessary to prevent a truly imminent 
(immediate) threat to life.

In contrast, U.S. officials have characterized the government’s approach as legally sound, publicly elab-
orating on the legal reasoning in a series of speeches and other disclosures.52 From what is publicly 
available, the U.S. government appears to argue that strikes are justified either as part of a global war 
with al-Qaeda and “Associated Forces”—a broad term applied to a whole range of groups—or on 
the basis of a purported right of self-defense as a standalone justification to use lethal force against 
individuals across borders.53 States themselves have expressed distinctly contrary opinions.54 Academ-
ics, human rights experts, and UN officials have also consistently criticized U.S. legal interpretations 
as outlier views, with particularly strong criticism of the “global war” paradigm.55 In Pakistan, Somalia, 
and Yemen the situation has been highly contested, with many organizations and analysts challenging 
U.S. claims that it can deliberately target individuals in those locations. Further questions have been 
raised about U.S. compliance with other legal obligations, including those applicable in armed conflict. 
These include concerns that the United States takes an overly broad view of whom it can target in war, 
and concerns regarding a lack of accountability for civilians killed and injured in strikes.56

Finally, U.S. “targeted killings” and drone strikes have been criticized for being secre-
tive and lacking transparency, which is the subject of this report and explored in greater detail 
in the next section. The U.S. government has been criticized for its failure to provide sufficient or 
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clear information about the legal and policy criteria it applies to operations, the factual information 
around strikes, and the decision-making and accountability processes. While, as noted above, there 
have been a number of improvements, critics have emphasized how the lack of transparency in these 
core areas has hindered debate on many other controversies. For example, an evaluation of the legal-
ity of strikes requires sufficient information about the context to determine what laws apply, as well 
as sufficient factual information to assess whether those laws were violated. Civil society and others 
have argued that the U.S. government has not disclosed enough information in this regard, and that 
secrecy has further hindered accountability. Serving and former government officials have argued 
that the U.S. government has, in fact, been open and transparent, and more forthcoming on these 
matters than other countries.57
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V. Taking Stock of Disclosures on the  
Use of Lethal Force: Where are we now?

In the years after September 11, 2001, President George W. Bush initiated and implemented U.S. 
“targeted killings” in extreme secrecy, with almost no acknowledgment that the U.S. government 
was involved in carrying out drone and other strikes in places like Pakistan, Somalia, and Yemen. 
When President Obama assumed office in January 2009, he issued a memorandum to his senior 
officials heralding the value of transparency in “promot[ing] accountability and provid[ing] infor-
mation for citizens about what their Government is doing.”58 As detailed in this section, Obama’s 
actual transparency record on the use of lethal force was checkered at best and marked by continued 
secrecy in key areas, despite some improvements toward the end of his presidency. When President 
Trump was inaugurated in January 2017, commentators questioned whether he would continue 
the movement toward greater transparency and accountability initiated by Obama, or would instead 
repeat the mistakes of the early Obama years by returning to excessive secrecy, a secrecy that had 
undermined counterterrorism efforts and increased the suffering caused to those injured and the 
families of those killed.

This section evaluates and assesses the past fifteen years of U.S. practice, and identifies shortcomings 
that remain to help guide future policy reform.

Too often, discussions about transparency are hampered by generalities and misunderstandings. Calls 
for transparency are made and are met with responses that transparency is adequate or is being 
advanced, or that information must be withheld for reasons of national security. Missing from this 
conversation is a specific, disaggregated analysis of what has and has not been disclosed. What kinds 
of transparency are important, and why? In which areas have positive steps been taken toward trans-
parency? What exactly do U.S. government disclosures tell the public about U.S. policy and practice 
on the use of lethal force? What is unclear, uncertain, secret, not known?

This section deepens understanding of existing U.S. government transparency and accountability by 
evaluating U.S. practice against a set of human rights-based “Ensuring Transparency in the Use of 
Force Benchmarks.” These benchmarks, grounded in the interests and rights of people impacted by 
U.S. strikes,59 international law, and the promotion of the rule of law and democratic accountability, 
enable detailed assessments of government transparency in the use of lethal force. The benchmarks, 
designed by the authors of this report, assist policymakers, journalists, and others to track the level 
of secrecy over time, and enable evaluation of whether a government is improving transparency or 
rolling back any positive reforms.

This section provides clarity on what has been achieved and where more transparency is needed.  
It provides:

• A timeline of selected calls for transparency and key U.S. government disclosures. 
The timeline provides an overview of transparency advocacy and government disclosures since 
2002, plotting the many calls for transparency against the official disclosures that have been made 
by the U.S. government.

• A set of “Ensuring Transparency in the Use of Force Benchmarks”. The benchmarks 
provide clarity about exactly what the government should be transparent about. These bench-
marks are designed to aid in assessing U.S. government transparency about its use of drones and 
lethal force in the context of counterterrorism and armed conflict.
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• An analysis of disclosures made over the past decade, and what steps are needed 
to improve transparency. For each benchmark, the report explains the significance of what 
remains unknown and offers an assessment of the U.S. government’s current disclosure in four 
critical areas:
 · Information about the applicable legal and policy frameworks, and the government’s inter-

pretation and application of them;
 · Information about practices—who was killed, what happened and where, for individual 

strikes and operations and in overall statistics;
 · Information about how decisions are made to target someone; and
 · Information about accountability processes and measures—oversight, justice, and condo-

lence payments and compensation for those it harms.



Out of the Shadows | 29

Timeline
Selected calls for transparency and key disclosures by the government

For many years, the government disclosed almost nothing about its practices of killings in areas 
outside traditional battlefields. Advances came only in the wake of independent fact-finding and 
repeated, sustained calls for transparency, including advocacy by the families of those killed and 
NGOs, as well as Freedom of Information Act (FOIA) requests and subsequent litigation following 
refusals by the government to disclose sufficient information. At the same time, important efforts by 
key officials at the White House and in other government departments to prioritize transparency and 
respond to civil society demands have resulted in some notable improvements.

Selected Calls for Transparency Year Key Disclosures

•   U.N. Special Rapporteur on extrajudicial, sum-
mary or arbitrary executions (SR EJE) Asma 
Jahangir (1998-2004) voices concerns about trans-
parency and accountability following a drone strike 
in Yemen in 2002.60

2002

•   U.S. government officials obliquely acknowledge 
strike in Yemen in comments to the media.61

2003

•  The U.S. government responds to SR EJE Asma 
Jahangir, stating that it would make “no comment” 
on the specific allegations, but asserted its right to 
use force against “legitimate military targets” in “any 
military operations conducted during the course of 
an armed conflict with Al Qaida,” which, the United 
States claimed, did not fall within the mandate of the 
Special Rapporteur.62

•  SR EJE Philip Alston (2004-2010) expresses con-
cern in an allegation letter to the U.S. government 
regarding the killing of Haithim al-Yemeni, and asks 
for clarification on the rules of law under which the 
United States was operating, the procedural safe-
guards, and the basis on which the decision was made 
to kill rather than capture.63

2005

•  SR EJE and U.N. Special Rapporteur on the 
promotion and protection of human rights and 
fundamental freedoms while countering ter-
rorism reiterate the concerns expressed in the 
August 26, 2005 letter,64 in two new letters to the 
U.S. government decrying the lack of transparency 
and accountability.65 One letter was a response to 
the U.S. government’s response to the SR EJE on 
the allegations regarding strikes in Pakistan, noting 
the unsatisfactory response given regarding the first 
allegation.66 The second letter was sent after three 
strikes in Pakistan—two in 2005 and one in 2006—
allegedly resulted in the deaths of several civilians.67

2006

•  The U.S. government responds to the SR EJE’s 
allegation letter, stating that it is in an ongoing 
international armed conflict with Al-Qaeda and that 
it is under no obligation to disclose information.68



30 | Out of the Shadows

•  Extensive investigations by NGOs into strikes 
proliferate after 2009, documenting the extent of 
civilian harm, the impact of strikes on communities, 
and possible legal violations.69

•  SR EJE submits findings from his June 2008 mis-
sion to the United States to the U.N. Human Rights 
Council, in which he reiterates concerns about the 
lack of accountability and emphasizes the need for 
U.S. transparency about its legal framework and tar-
geting decisions.70

2009

•  Until the end of 2009, there is almost complete 
secrecy around U.S. drone strikes and “targeted 
killings,” with no official U.S. acknowledgement 
about the United States’ use of armed drones, even in 
general terms.

•  The American Civil Liberties Union (ACLU) 
begins filing Freedom of Information Act (FOIA) 
requests to demand disclosures from the Depart-
ment of Defense, Department of Justice, Department 
of State, and CIA about legal and factual informa-
tion related to drone strikes.71 Such FOIA litigation 
remains ongoing and has led to some of the most 
important disclosures, including the release of the 
Presidential Policy Guidance in August 2016.72

•  The ACLU and the Center for Constitutional 
Rights (CCR) file a lawsuit in August 2010 chal-
lenging the government’s asserted authority to carry 
out “targeted killings” of U.S. citizens located far 
from any armed conflict zone and arguing that the 
American public are entitled to know the stan-
dards it uses for authorizing the premeditated 
and deliberate killing of U.S. citizens located far 
from any battlefield.73 A federal court dismissed the 
case in the same year, arguing that it raised “political 
questions” that the court could not decide.

•  SR EJE calls for greater transparency on the legal 
rationale for drone strikes and the bases for selection 
of targets in two reports on targeted killings, submit-
ted to the U.N. Human Rights Council and the U.N. 
General Assembly.74

•  Center for Civilians in Conflict (CIVIC) publishes 
report on civilian harm in northwest Pakistan.75

•  Human Rights Watch writes a letter to President 
Obama asking for transparency on the rationale 
behind the use of drones and the procedural safe-
guards taken to minimize harm in response to Har-
old Koh’s March 2010 speech.76

2010

•  In March, Harold Koh, Legal Adviser to the State 
Department, gives a speech at the annual meet-
ing of the American Society of International Law 
in which he acknowledges U.S. “targeting practices,” 
stating that the Administration believes that such 
practices “comply with all applicable law, includ-
ing the laws of wars.”77 This speech also lays out the 
U.S. position on the legal framework for its target-
ing practices, citing an ongoing armed conflict with 
Al Qaeda and associated forces, the right to self-de-
fense, and the 2001 Authorization for Use of Military 
Force (AUMF).78
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•  Congressman Ron Wyden asks the Director of 
National Intelligence for the government’s legal 
analysis on the President’s authority to kill U.S. cit-
izens.79 By 2014, 31 members of Congress had made 
24 requests specifically calling for such information.80

•  Jack Goldsmith, former Assistant Attorney Gen-
eral, Office of Legal Counsel and Special Counsel 
to the Department of Defense from 2002-2003, 
calls for the release of the legal memorandum justify-
ing the killing of Anwar al-Aulaqi.81

•  Several different NGOs continue to write letters 
calling for increased transparency.82

2011

•  In June, John Brennan, Assistant to the President 
for Homeland Security and Counterterrorism, 
states that “nearly for the past year there hasn’t 
been a single collateral death” in a speech at the 
Paul H. Nitze School of Advanced Studies.83 He later 
reportedly clarified his remarks by saying he had “no 
information to the contrary.”84

•  In September 30, President Obama announces 
the death of Anwar al-Aulaqi, stating that he had 
been killed earlier that same morning in Yemen.85

•  Stanford Law School International Human Rights 
and Conflict Resolution Clinic and NYU School 
of Law Global Justice Clinic publish a report on 
civilian casualties from drone strikes in Pakistan.86

•  Columbia Law School Human Rights Clinic 
publishes a report reviewing the different estimates 
and methodologies for counting drone strike deaths, 
and calling for the U.S. government to release  
more information.87

•  CIVIC and Columbia’s Human Rights Clinic 
jointly publish a report assessing the civilian impact 
of drones, specifically identifying the need for trans-
parency about civilian harm and related policies.88

•  The Bureau of Investigative Journalism (TBIJ) 
releases data on drone strikes conducted between 
2002 and 2011 in Somalia and Yemen.89 In subse-
quent years, TBIJ continues to gather data on drone 
strikes and other covert actions in Pakistan, Somalia, 
Yemen, and elsewhere.

•  Reprieve and the UK law firm Leigh Day peti-
tion UK courts for judicial review of UK drones 
policy following the reported killing of around 50 
people in a 2011 drone strike in Pakistan.90 The case 
was dismissed in 2014 on jurisdictional grounds 
because the courts were concerned that the “findings 
would be understood by the U.S. authorities as criti-
cal of them.”91

2012

•  In a speech at Northwestern University in March, U.S. 
Attorney General Eric Holder acknowledges that 
the United States had targeted senior operational 
leaders of Al-Qaeda and “associated forces.”95

•  One month later in April, John Brennan, Assis-
tant to the President for Homeland Security and 
Counterterrorism, gives a speech that includes 
the first official U.S. acknowledgment of the use 
of drone strikes, describing the United States as 
“the first nation to regularly conduct strikes using 
remotely piloted aircraft in an armed conflict.”96 In 
the speech Brennan also notes the need for greater 
transparency to help correct the impression interna-
tionally that drone strikes are used “casually.”97

•  Also in April, Stephen Preston, CIA General 
Counsel, gives a speech at Harvard Law School 
describing in outline the CIA and its relationship 
with oversight bodies and the law.98
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•  The ACLU and the CCR file a lawsuit challeng-
ing the government’s targeted killing of three 
U.S. citizens, including 16-year-old Abdulrahman 
al-Aulaqi, in drone strikes far from any armed 
conflict zone, and calling for disclosure of the 
legal criteria the U.S. government used to justify 
the strikes. In 2014 Judge Rosemary Collyer, while 
concerned at the breadth of the government’s argu-
ments to try and prevent the courts from hearing the 
case, still dismissed the case on the grounds that U.S. 
law afforded no remedy, and that the judiciary had a 
very limited role in the area of national security.92

•  In October, hundreds of people joined a protest 
against U.S. drone strikes in a march in Pakistan led 
by Pakistani politician Imran Khan and joined by the 
NGO Code Pink.93

•  In a briefing paper directed at the reelected Obama 
administration, Human Rights First calls for greater 
transparency in relation to U.S. drone strikes.94

2012
(cont.)

•  Senate Subcommittee on the Constitution, Civil 
Rights and Human Rights holds hearing on drone 
warfare,99 with Rosa Brooks and Farea Al-Mus-
limi giving testimonies calling for greater trans-
parency.100 Al-Muslimi, Chairman of the Sana’a 
Center for Strategic Studies calls on the U.S. gov-
ernment to issue a formal apology and compensate 
the families of victims killed or injured by U.S. drone 
strikes, and disclose the names of those on “kill lists.”

•  In May, following litigation by the Foundation for 
Fundamental Rights and Reprieve, a Pakistani court 
declared the U.S. government responsible for war 
crimes for its use of drones in northwest Pakistan, 
held that the U.S. government should compensate 
victims, and ordered the Pakistani government to 
take a series of steps to stop future strikes.101

•  In October, U.N. Special Rapporteurs raise con-
cerns about transparency with the U.N. General 
Assembly, U.N. Human Rights Council, and the  
U.S. government.102

•  Responding to the presentations of the U.N. Special 
Rapporteurs, a number of states express concern 
about the lack of transparency regarding drone 
strikes.103

•  U.N. Secretary-General expresses concern at 
“the continuing lack of transparency surround-
ing attacks involving armed drones and the conse-
quences thereof,” in a report to the U.N. Security 
Council on the Protection of Civilians.104

2013

•  In February, John Brennan, during the Senate hear-
ing on his nomination to become Director of the 
CIA, tells the Senate Intelligence Committee that 
strikes were used against targets planning attacks against 
the United States, not as a form of retribution.111

•  In a May letter to congressional leaders, U.S. Attor-
ney General Eric Holder discloses that one 
American citizen had been targeted and three 
others killed in counter-terrorism operations 
conducted by the United States “outside of areas 
of active hostilities.”112

•  In May, President Obama delivers a speech at the 
National Defense University where he acknowledges 
strikes against Al Qaeda and associated forces in 
Afghanistan and beyond as a response to a “con-
tinuing and imminent threat.” He also recognizes 
that there are civilian casualties in strikes.113

•  On the same day as this speech in May, the U.S. gov-
ernment releases a factsheet on the newly pro-
mulgated “U.S. Policy Standards and Procedures 
for the Use of Force in Counterterrorism Oper-
ations Outside the United States and Areas of 
Active Hostilities.”114

•  In August in widely reported comments to the press, 
Secretary of State, John Kerry makes very rare 
acknowledgment of U.S. strikes in Pakistan.115
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•  Amnesty International publishes a report docu-
menting alleged unlawful killings from drone 
strikes in Pakistan.106

•  The family of Mamana Bibi, a 65-year-old grand-
mother killed in 2012 by a U.S. drone strike in 
North Waziristan, Pakistan, testifies before a 
Congressional briefing on drone strikes.107

•  The Council on Foreign Relations publishes a 
report on reforming U.S. drone strike policies, 
including calling for greater transparency.108

•  A coalition of NGOs writes the first in a series 
of letters expressing concern about U.S. drone 
strikes and targeted killings policy and secrecy.109

•  Admiral Dennis C. Blair, former Director of 
National Intelligence, Harold Koh, former Legal 
Advisor to the State Department, and Gen. James 
Cartwright (Ret.) call for greater transparency in 
relation to drone strikes.110

2013
(cont.)

•  In March, the states at the U.N. Human Rights 
Council adopt Resolution 25/22, calling on states 
to comply with international law when using armed 
drones, to “ensure transparency in their records” 
on their use, and to conduct prompt, indepen-
dent and impartial investigations into potential 
legal violations.116

•  In April, the U.N. Human Rights Committee, in its 
concluding observations on U.S. compliance with its 
ICCPR obligations, calls on the U.S. government 
to disclose the legal basis for strikes, conduct 
investigations into alleged violations, and provide 
an effective remedy and accountability mecha-
nisms for victims of unlawful killings.117

•  In September, states again make calls for transpar-
ency in relation to drone strikes at a panel discussion 
at the U.N. Human Rights Council,118 where the 
Deputy High Commissioner for Human Rights, 
the SR EJE, the SR CTHRs, and other panelists also 
emphasized the importance of transparency.119

•  The NGO Coalition sends a letter to the U.N. 
Human Rights Council, encouraging it to build 
upon resolution 25/22, and calling for increased 
transparency by states.120

•  In October, the European Center for Constitu-
tional and Human Rights and Reprieve file a 
legal complaint in Germany challenging the 
use of the U.S. airbase at Ramstein, Germany in 
drone strikes.

2014

•  In June, the U.S. government releases a redacted 
Department of Justice memorandum justifying 
the targeting of Anwar al-Aulaqi and dated July 
16, 2010, pursuant to a court order arising out of 
litigation over an ACLU FOIA request.123 The doc-
ument authorizes and explains the legal basis for 
both the Department of Defense and the CIA to kill 
Anwar al-Aulaqi, a U.S. citizen in Yemen.124

•  The U.S. government issues its first official acknowl-
edgment of a strike in Somalia with the Penta-
gon announcement of the death of Ahmed Godane, 
co-founder of al-Shabaab.125
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•  Human Rights Watch publishes a report of further 
investigations into a drone strike on a wedding  
in Yemen.121

•  Open Society Foundations publishes a report on 
U.S. and Pakistan government responsibilities to 
victims of drone strikes.122

2014
(cont.)

•  The U.N. Office for Disarmament Affairs pub-
lishes a study pursuant to a recommendation of the 
Advisory Board on Disarmament Matters, contain-
ing detailed recommendations for improving the 
transparency, oversight and accountability for the 
use of drones.126

•  The NGO Coalition directs a letter to Presi-
dent Obama, calling for public acknowledg-
ment and investigations of targeted killings and  
drone strikes.127

•  The Open Society Justice Initiative and the 
Mwatana Organization for Human Rights pub-
lish a report on civilian harm caused by U.S. tar-
geted killings in Yemen, calling for the disclosure of 
legal and policy standards related to the use of force.

•  The Foundation for Fundamental Rights (FFR) 
and Reprieve publish a report on the issue of 
compensation for the victims of U.S. drone strikes 
in Pakistan.128

2015

•  President Obama makes an official statement on 
the deaths of Warren Weinstein and Giovanni 
Lo Porto,129 four months after they are killed by a 
U.S. drone strike.130 In his statement, the President 
acknowledges that both were accidently killed in a 
U.S. counterterrorism operation, explaining that the 
initial intelligence supporting the strike did not indi-
cate that there were civilians present. More broadly, 
President Obama acknowledges that “deadly mis-
takes” can occur in operations.131

•  In May, pursuant to ACLU FOIA litigation,132 the 
U.S. government releases a Department of Jus-
tice White Paper, dated November 8, 2011, on 
the “Lawfulness of a Lethal Operation Directed 
Against a U.S. Citizen Who Is a Senior Operational 
Leader of Al-Qa’ida or an Associated Force.”133

•  Stephen Preston, General Counsel of the Depart-
ment of Defense, presents the legal framework 
for the use of military force against Al-Qaeda, 
ISIL, and “Associated Forces.”134

•  Amnesty International sends a letter to Caro-
line Krass, General Counsel of the CIA, request-
ing acknowledgement of the death of Mamana 
Bibi, pursuant to Executive Order 13,732 on  
civilian casualties.135

•  The NGO Coalition sends a letter to the Obama 
administration calling for implementation of Exec-
utive Order 13,732 on civilian casualties.136

2016

•  On March 23rd, the U.S. government officially 
acknowledges strikes in Yemen for the first time 
since the 2011 Anwar al-Aulaqi137 strike and the 
belated 2013 acknowledgements of the strikes killing 
Samir Khan and Abdul Rahman al-Aulaqi. The U.S. 
military starts regularly acknowledging strikes in 
Yemen from this time on.

•  State Department Legal Advisor Brian Egan 
delivers the keynote address at the American 
Society of International Law annual meeting in 
April, summarizing the U.S. understanding of 
the legal basis for use of force against ISIS, and 
explaining the U.S. interpretation of several key 
elements of international law.138

•  In July, President Obama issues Executive Order 
13,732 on “United States Policy on Pre- and 
Post-Strike Measures to Address Civilian Casu-
alties in U.S. Operations Involving the Use of 
Force,” which discloses that there are civilian casu-
alties in strikes, and cites future steps to minimize 
casualties and acknowledge harm.139
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2016
(cont.)

•  On the same day, the Director of National Intel-
ligence releases its report, “Summary of Infor-
mation Regarding U.S. Counterterrorism Strikes 
Outside Areas of Active Hostilities,” revealing that 
from January 20, 2009 to December 31, 2015, 473 
strikes took place “outside areas of active hostilities,” 
resulting in an estimated 2,372-2,581 “combatant” 
deaths and 64-116 “non-combatant” deaths.140 The 
Summary acknowledges the challenges in calculating 
these casualty rates, especially given the “non-permis-
sive environments” in which strikes often occur, and 
offers limited analysis aimed at explaining the discrep-
ancies between these estimates and casualty estimates 
drawn from “credible reporting” by NGOs.141

•  Pursuant to ACLU FOIA request litigation,142 in 
August the U.S. government releases the redacted 
Presidential Policy Guidance (PPG),143 along with 
several other related documents.144 Previously, the 
U.S. government had released only a short fact sheet 
about the 2013 PPG.145 The PPG sets out the “Pro-
cedures for Approving Direct Action against Terrorist 
Targets Located outside the United States and Areas 
of Active Hostilities.”146

•  In November, Jennifer M. O’Connor, General 
Counsel to the Department of Defense, gives a 
speech in which she discusses the U.S. military’s 
targeting processes and some of the legal rules it 
applies to targeting in armed conflict situations.147

•  The White House releases several documents in 
December, including the Report on Legal and Pol-
icy Frameworks that consolidates previous disclo-
sures related to the legal and policy rules that the U.S. 
government applies to strikes.148

•  In January, the Yemeni organization Mwatana Organi-
zation for Human Rights releases its documentary 
‘Waiting for Justice,’ with testimonies of civilian 
victims of a U.S. drone strike that Mwatana says are 
a reminder of scores of civilian victims in Yemen who 
are still waiting for justice and recognition.149

•  In March, the ACLU filed a Freedom of Infor-
mation Act request with the Central Intelligence 
Agency, the Department of Defense, Department of 
Justice, and State Department requesting records on 
the legal basis, decision-making process and assess-
ment of civilian harm for the January 29, 2017 raid. 
As no response to the request was received, in May, 
the ACLU filed a complaint calling on the courts to 
enforce the request.150

2017

•  In January, the Director of National Intelligence 
releases its second “Summary of Information 
Regarding U.S. Counterterrorism Strikes Outside 
Areas of Active Hostilities” report, which states 
that, during 2016, 53 strikes took place “outside areas 
of active hostilities,” resulting in an estimated 431-441 
“combatant” deaths and 1 “non-combatant” death.153

•  During a Senate Armed Services Committee 
hearing to receive testimony on the “posture of U.S. 
Central Command (CENTCOM) and U.S. Africa 
Command (AFRICOM)” General Joseph Votel, 
Commander of CENTCOM, accepted responsi-
bility for the January 29, 2017 Yemen raid and 
acknowledged that the operation killed between 
4 and 12 civilians.154
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•  In March, Reprieve and the law firm Lewis Baach 
file a petition asking U.S. courts to order the 
removal of two journalists from any lists of indi-
viduals targeted by the United States to be killed, 
and including a broader request that the Court order 
the United States to adhere to legal standards when 
conducting drone strikes.151

•  In June, the NGO Coalition sends a letter to the 
Trump administration calling for transparency and 
accountability, and urging the government to 
strengthen and improve, not weaken, policies on 
the use of force.152

2017
(cont.)
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VI. Ensuring Transparency in the  
Use of Force Benchmarks: Detailed Assessment

This report develops a set of “Ensuring Transparency in the Use of Force Benchmarks” designed to 
enable detailed assessments of government transparency in the use of lethal force. These are organized 
below according to four categories of information for which transparency is required, namely:

• Information about the applicable legal and policy frameworks, and the government’s interpreta-
tion and application of them;

• Information about practices—who was killed, what happened and where, for individual strikes 
and in overall statistics;

• Information about how decisions are made to target someone; and

• Information about accountability processes and measures—lessons learned, justice, and condo-
lence payments and compensation for those it harms.
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1  The Government Discloses Information about the Legal and  
Policy Frameworks Governing Drone Strikes, including by  
Clearly Defining Key Terms

Laws that are secret fundamentally undermine the rule of law, and laws that lack clarity lend them-
selves to abuse and weaken external oversight. While the U.S. government has disclosed general 
statements about which legal frameworks it considers apply to lethal strikes, information on why and 
how it applies these frameworks in specific cases remain secret. The U.S. government disclosures also 
lack clarity in certain key respects. By failing to adequately define key terms, there are concerns that 
current and future administrations may abuse their power by claiming a sweeping authority to kill 
anywhere in the world in an ill-defined set of circumstances.155

Benchmark 1:  The government explains the legal frameworks that apply to its operations.

This requires that the government: 

• States which legal frameworks apply to its operations in general and in relation to specific strikes; 

• Explains its legal reasoning for the applicability of the legal frameworks in general and in relation 
to specific strikes; 

• Sets out the legal rules that apply to its strikes, including the criteria it uses to select targets and 
targeting rules, subject only to redactions strictly necessary for legitimate national security rea-
sons; and

• Defines and explains its interpretation of key terms in the legal rules it applies. 

Summary

Explanations by governments about which legal frameworks, rules, and criteria governments apply 
to strikes overseas, are critical in ensuring that there is respect for the rule of law—both domestically 
and internationally. Governments should be transparent about their legal basis for the use of force. 
Without transparency of this kind, the legislature, the public, other governments, and those directly 
impacted by the strikes, have no way of knowing whether a government’s legal interpretations are in 
accordance with domestic and international law. Openness about these laws and policies can operate 
as both a constraint on abuse of power, and at the same time serve as a useful guide and safeguard for 
those charged with implementing it. Transparency about legal frameworks and rules is a prerequisite 
for accountability and oversight. It is also a concrete way that a government can demonstrate its com-
mitment to the rule of law and the seriousness with which it weighs decisions to use its most potent 
authority: the use of lethal force.

For years the U.S. government offered almost nothing in the way of its legal basis for strikes, apart 
from broad, generalized assertions that it was in an armed conflict with al-Qaeda and “related terror-
ist networks.” Then, between 2010 and 2016, the U.S. government made a number of important dis-
closures concerning which legal frameworks it believes govern its operations. The U.S. government 
has publicly explained in very broad terms the legal frameworks it considers applicable to its lethal 
strikes abroad. It has offered general explanations of why it considers certain legal frameworks apply 
to its extra-territorial lethal strikes, with more detailed reasoning advanced in just one specific case 
concerning the targeting of a U.S. citizen.
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However, key issues that are crucial to determining the extent of any constraints on the use of force 
require further clarification. These include: specific legal reasoning for numerous other individual strikes, 
particularly those against non-citizens in Pakistan, Somalia, and Yemen; details of when, and in what 
circumstances, the United States considers an armed conflict to begin and end; the legal justification for 
the targeting of individuals on the basis of national self-defense; and analysis of the applicability of inter-
national human rights law to U.S. strikes overseas. Key legal and policy terms relevant to understand-
ing who, how, and in what circumstances the U.S. government believes it can kill are also not clearly 
defined, risking a wide latitude for interpretations or for interpretations to be modified over time.

Analysis

The following analyzes U.S. practice in relation to this benchmark, assessing official U.S. disclosures 
regarding: which legal frameworks apply; its detailed legal reasoning; the legal rules and criteria that it 
applies; and its definition and explanation of key legal terms.

Disclosure about which legal frameworks apply. Under President Bush, the government dis-
closed little about the legal justification for strikes, apart from assertions that the United States was in 
an armed conflict with “Al Qaida and related terrorist networks.”156 The U.S. government refused to 
respond to specific allegations regarding strikes, instead proffering blanket statements that “Al Qaida 
terrorists who continue to plot attacks against the United States may be lawful subjects of armed 
attack in appropriate circumstances.”157

From 2010 to 2016, the U.S. government made a number of important disclosures concerning 
which legal frameworks it believes governs its operations. Starting in 2010, officials in the Obama 
administration began to publicly explain, in general terms, the government’s view of the legal basis to 
conduct strikes abroad.158 These speeches were later supplemented by the publication of some doc-
uments, many of which were released in response to FOIA litigation. Of particular importance are 
explanations contained in the 2014 “Report on Process for Determining Targets of Lethal or Cap-
ture Operations,”159 and the 2010 Department of Justice White Paper and Memorandum analyzing 
the lawfulness of targeting Anwar al-Aulaqi, a U.S. citizen who was killed in a U.S. drone strike in 
September 2011. Much of this analysis was collected together and released in a more comprehen-
sive form in December 2016 when the U.S. government issued a “Report on the Legal and Policy 
Frameworks Guiding the United States’ Use of Military Force And Related National Security Oper-
ations” (the Report on Legal and Policy Frameworks).160 That same day, President Obama issued a 
Presidential Memorandum aimed at improving, or at least maintaining, transparency in this regard 
in the future. The Presidential Memorandum specified that each year the U.S. government should 
prepare and update the Report on Legal and Policy Framework, and release it to the public.161

These speeches and documents should, in theory, help the public to understand which legal frame-
works apply to the U.S. government’s use of lethal force overseas. However, the U.S. government’s 
defense of its actions, and the information it has put forth, offer only a fragmented picture of what 
legal constraints the United States believes apply to its use of lethal force abroad. Under international 
law, there are two layers of rules governing the use of force, both of which must be satisfied for a 
strike to be lawful—the legal framework for the use of force in another state, and, separately and addi-
tionally, the test for the legal framework for using lethal force against an individual.

The use of force in another state is strictly prohibited by international law, except in self-defense 
against an armed attack of sufficient gravity, with the consent of that state, or with the authorization of 
a Chapter VII U.N. Security Council Resolution.162 The use of force against an individual is generally 
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governed by human rights law, which permits intentional lethal force only where strictly necessary to 
protect against an imminent threat to life.163 During armed conflict, international humanitarian law 
applies, in addition to international human rights law.164 International humanitarian law permits the 
targeting of soldiers and members of armed groups directly participating in hostilities.165

When explaining its legal basis for using force in another country, the U.S. government has argued that 
it can do so:

• pursuant to a U.N. Security Council resolution;166

• with the consent of the host state;167 and/or

• as part of a state’s inherent right to individual and collective self-defense under  
international law.168

This is separate, and in addition, to the legal frameworks that govern any use of force against an 
individual. Under international law, this includes international human rights law, and, in situations 
of armed conflict, international humanitarian law. The U.S. government has asserted that it can use 
force against an individual either:

• as part of what it claims is an ongoing armed conflict of global reach with al-Qaeda and its 
“Associated Forces;”169 or

• as part of a state’s inherent right to self-defense under international law (this justification is 
included in a number of U.S. government documents, but notably was not explicitly included in 
the December 2016 Report on Legal and Policy Frameworks).170

It is notable that the U.S. government has hardly referred to human rights law in the documents it 
has disclosed explaining its legal basis for the use of force.171

Under domestic law, the U.S. government has asserted its authority to carry out strikes pursuant to:

• the 2001 Authorization for the Use of Military Force (AUMF), which is the purported basis for 
strikes in Somalia and most strikes in Yemen;172 and

• less frequently, the President’s constitutional authority to take military action in certain circum-
stances, pursuant to his responsibility as Commander in Chief and Chief Executive for foreign 
and military affairs.173

These disclosures have advanced public knowledge and deepened debate around legal issues, but 
some important gaps still remain. In particular, the U.S. government has not explicitly said which 
legal frameworks apply to strikes in Pakistan, despite numerous strikes, deaths, and injuries there, and 
the information it has given in relation to strikes in Yemen and Somalia is at the most general level.174 
The government has not provided any details regarding whether its assessment of the legal frame-
works it has applied to strikes in those countries has changed as the situation and U.S. operations in 
those countries have evolved.

Explanation for why these legal frameworks apply. The U.S. government has not adequately 
explained fully why, and in what circumstances, these legal frameworks apply to its operations. It has 
provided very general information, but little in the way of justifications for specific strikes.

Numerous legal memoranda explaining the U.S. government’s legal justifications for strikes against 
individuals remain secret. The only legal memorandum regarding a (proposed) specific strike dis-
closed by the U.S. government is in relation to Anwar al-Aulaqi, one of the only U.S. citizens to have 
been directly targeted in a drone strike, according to the U.S. government.175 No analysis has been 
released on the hundreds of other strikes against non-U.S. citizens.
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Explanation for why it may use force in the territory of another country. Whether the United States can use 
force in the territory of another country is separate from whether it can use force against an individ-
ual under international law.

For many years, the U.S. government did not provide any justification for its use of force in particular 
countries, offering only general assertions—that it uses force in self-defense and/or with the consent 
of a host state. For instance, President Obama, in a 2012 report addressed to Congress acknowledged 
that the United States was engaged in limited direct actions in Somalia, and had been working 
“closely with the Yemeni government” to defeat the threat posed by Al-Qaeda in the Arabian Penin-
sula.176 His report, along with other government statements, did not offer any further explanation of 
what the specific basis was, for example, in Pakistan, Somalia, and Yemen. As explained in more detail 
under benchmarks 5 and 6, this changed in December 2016, when the U.S. government claimed 
publicly that for Somalia and Yemen, at least, it had the consent of those governments and was also 
acting in “self-defense.”177 However, as explored further under benchmark 6, the U.S. government 
did not explain for what periods it had consent, which branch of the foreign government had given 
consent, or if there were any limitations.178 As of May 2017, the U.S. government had still not explic-
itly offered any justification for its use of force in Pakistani territory.

Explanation for why it may use force against an individual. The U.S. has advanced two very general 
rationales—in self-defense and as part of an armed conflict—for why it may use force against  
an individual.

1. In self-defense. While the U.S. government has asserted that it can target individuals “as part of a 
state’s inherent right to self-defense under international law,” it has offered so little explanation 
of the rationale for this basis that it is unclear which legal frameworks the government itself is 
invoking in this analysis—whether the law of self-defense, international humanitarian law, and/
or international human rights law. For example, the United States has stated that strikes in Soma-
lia and Yemen have been carried out “in furtherance of U.S. national self-defense.” However, it 
is unclear if the United States’ argument rests on an erroneous claim that there is a stand-alone 
justification for the use of force against an individual, whether it pertains to carrying out strikes 
in those respective countries, or if it refers to self-defense at the tactical level in accordance with 
a specific unit’s rules of engagement.179

Clarity on this point is crucial, not least because the claim that self-defense can be advanced as 
a stand-alone justification for the use of force against an individual has no foundation under 
international law.180 The law of self-defense—jus ad bellum—governs when a state can use force 
in the territory of another state—it is an accepted exception to the general prohibition against 
using force in, or against another state. It does not govern using force against an individual. Only 
human rights law, and, in armed conflicts, international humanitarian law, govern when and how 
force against persons is lawful.181

2. As part of an armed conflict. In general, the government has not offered adequate legal explana-
tions to justify the scope, or the beginning and end of an armed conflict.182 The speeches given 
between 2010 and 2016 by senior Obama administration officials provided little beyond an 
assertion that the U.S. government was in an armed conflict. Before 2016, the most extensive 
explanation offered by the U.S. government was in the 2010 al-Aulaqi Memorandum, which 
set out a theory of why the U.S. government believes the laws of war could be applicable. Its 
applicability, however, is limited to a strike against Anwar al-Aulaqi in Yemen and is based on an 
analysis of “the facts as they [were] represented” at the time to the Department of Justice Office 
of Legal Counsel.183
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In one of the more comprehensive of the U.S. government’s disclosures, the 2016 Report on the 
Legal and Policy Frameworks, the government provided only a short explanation of its views on 
the “End of Armed Conflict with Non-State Groups.” Here, the U.S. government merely asserted 
that the conflict with groups like al-Qaeda would only end where the operational capacity and 
supporting networks have been degraded to “such an extent that they will have been effectively 
destroyed and will no longer be able to launch a strategic attack against the United States.”184 The 
U.S. Department’s Law of War Manual adds a little more detail, stating that hostilities may be ter-
minated by “the complete subjugation of an enemy State and its allies,”185 and lists other criteria 
including “when opposing parties decide to end hostilities and actually do so, i.e., when neither 
the intent-based not act-based tests for when hostilities exist are met.”186 The criteria for “subju-
gation” or “destruction” of the enemy are vague, and difficult or impossible to apply objectively.187

While the U.S. government sets out its general views on when an armed conflict begins,188 the 
U.S. government has also offered very little explanation for how it has applied this in practice 
to specific situations, which is key to understanding its application to a supposed conflict with 
al-Qaeda and “Associated Forces” with a potentially global reach. While a theory is advanced 
in the al-Aulaqi Memorandum, it is again confined to those particular facts and circumstances.

More explanation is needed of the U.S. government’s controversial theory that it is in an armed 
conflict with al-Qaeda and “Associated Forces” extending across a range of different countries. 
This theory has been challenged by other states, as well as international legal experts, human rights 
organizations, and the International Committee of the Red Cross.189 This is important because the 
United States is essentially asserting a global authority to kill under the more permissive rules of 
the law of armed conflict. Ordinarily, under international human rights law, lethal force would be 
permitted only in much more restrictive circumstances, against someone who presents an immi-
nent threat—meaning “seconds, not hours”190—to life or serious injury. The extensive criticism of 
the U.S. position only makes the need for transparency and clarity greater.191

The U.S. government has given some specific explanations regarding what it believes to be the 
legal basis for the application of the laws of war to targeting operations around the globe, but 
gaps remain, as follows:

Yemen. The al-Aulaqi Memorandum offers a snapshot analysis of why the United States con-
siders international humanitarian law applicable to a particular strike in Yemen, but little more, 
and again, based on an assumed set of facts prior to the targeting of al-Aulaqi. There was never 
a full post-strike judicial review of this strike, meaning that the application of this theory to 
the actual strike against al-Aulaqi was never independently assessed outside of the executive 
branch. In December 2016, the U.S. government made a more general declaration regarding its 
operations, stating that “the United States has conducted counterterrorism operations against 
[al-Qaeda in the Arabian Peninsula (AQAP)] in Yemen with the consent of the Government of 
Yemen in the context of the armed conflict against AQAP.”192 The report implied that AQAP 
was an “Associated Force” of al-Qaeda.193 However, it was not clear from this information how, 
on what basis, and from when, the government made these determinations. There is also a lack of 
clarity regarding whether the U.S. government believes itself to be in an armed conflict directly 
with AQAP, or if it is fighting alongside the Yemeni government in an armed conflict with 
AQAP, or both.

Somalia. In December 2016, the U.S. government explained that strikes in Somalia were being 
conducted “with the consent of the Government of Somalia in support of Somalia’s operations 
in the context of the armed conflict against al-Shabaab.”194 The U.S. explained that it had assessed 
that al-Shabaab had “made plain” its continued allegiance and operational ties to al-Qaeda that 
made al-Shabaab party to an armed conflict with the U.S. government as an “Associated Force” 
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of al-Qaeda. The government explained that it based this assessment on “public statements by 
al-Shabaab, and its responsibility for numerous attacks, threats, and plots against U.S. persons and 
interests.”195 Again, it was not clear how and when this determination was made, and therefore 
when this justification for strikes began.

Pakistan. As there has been no U.S. government explanation of which legal framework governs 
strikes, there are no details on whether the U.S. government considers that international human-
itarian law applies there.

Again, in all of these cases, much would be achieved by releasing the legal memoranda in relation 
to individual strikes as well as a general assessment of the legality of strikes there. The release of 
the redacted al-Aulaqi Memorandum shows that such disclosures are possible.

3. Application of international human rights law. Critically, the government has not publicly disclosed 
any analysis of the applicability of international human rights law to “targeted killings,” save for 
in a footnote in the al-Aulaqi Memorandum, where human rights is mentioned in passing, and at 
least to imply that human rights law continues to apply in armed conflict.196 Given that the U.N. 
Human Rights Committee has expressed concern regarding U.S. “targeted killings,” and that this 
is one of the central controversies surrounding strikes, the U.S. government should explain in 
detail its view on the application of human rights law—both in custom and treaty law—to U.S. 
strikes and actions.197

Explanation for why domestic law applies to strikes. In its domestic law, the U.S. government has primarily 
relied on the 2001 Authorization to Use Military Force (AUMF) and the President’s war powers.198 
The government has yet to adequately explain its application of some of the key terms contained in 
the AUMF, and used to justify the extension of the AUMF to groups that did not exist at the time 
it was passed.199 The United States has also explained generally why it believes the AUMF applies to 
strikes in Somalia (see above).200 Apart from the highly contextualized analysis in the al-Aulaqi Mem-
orandum, the U.S. government has also only asserted—without extensive reasoning—that strikes in 
Yemen are similarly carried out pursuant to the AUMF.201 Serious other gaps remain regarding the 
application of domestic law to certain categories of persons. While the U.S. government has explained 
how and why the Constitution applies to strikes against U.S. citizens, no detailed analysis or guidance 
has been provided in relation to the targeting of non-citizens—who have been the targets of all strikes 
barring the al-Aulaqi strike.202 Accordingly, there is no publicly available and detailed analysis of the 
U.S. government’s application of domestic law to any specific strikes other than the proposed targeting 
of al-Aulaqi.203

Sets out the legal rules that apply to its strikes, including the criteria it uses to select 
targets and targeting rules, subject only to redactions strictly necessary for legitimate 
national security reasons. The U.S. government has made significant disclosures regarding the 
legal rules that apply to its strikes, chief among them the release of the Department of Defense’s Law 
of War Manual in 2015, and subsequent amendments in 2016. However, more detailed targeting rules 
in specific contexts remain mostly secret, including rules that are no longer operational and for which 
the national security justification for non-disclosure may no longer be relevant.

Transparency regarding the rules—the specific criteria used to determine if someone is targetable—
that the United States applies is important to understand how, who, in what circumstances, and with 
what limitations the government believes it can target. Some of this information may be sensitive, 
and can potentially be redacted where it carries a genuine national security risk. This may be the 
case, for example, where information is so detailed that it would give the enemy a tactical advantage, 
or if it endangers an intelligence source. At the same time, there should not be any reason to keep 
secret general rules and principles, as well as the standard of proof that the U.S. government applies 
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to making such decisions. Additionally, after the elapse of some time, and especially when no longer 
operational, more specific targeting criteria should generally be capable of disclosure, as the national 
security rationale may no longer apply.

The United States belatedly revealed that it believes that almost all of its operations involving the use 
of force overseas are governed by the law of armed conflict.204 However, the U.S. government has 
not advanced the explicit legal basis for almost all operations in Pakistan.205 The U.S. government has 
explained what it believes these rules are, in particular highlighting the application of the principles 
of distinction, proportionality, necessity, and humanity.206 The U.S. government has also suggested 
that it would apply its Law of War Manual to most, and possibly all, strikes.207 The Law of War Man-
ual—which has been criticized in some notable respects, including, for example, its treatment of the 
principle of proportionality208—sets out in detail the rules applicable in armed conflict according 
to the Department of Defense.209 The Manual contains details of how and in what circumstances 
the U.S. government considers an individual targetable, including how it assesses that someone is a 
member of an armed group or is directly participating in hostilities. It also explains how it assesses 
proportionality and what the rules are in relation to precautions before and during attack.210

The U.S. military also publishes its more detailed standing rules of engagement (SROE), which apply to 
all U.S. military operations outside of U.S. territory,211 as well as targeting doctrine documents setting out 
in detail the process for targeting.212 These standard form documents may be modified for specific con-
texts. However, the specific rules of engagement have not been released in relation to Pakistan, Somalia, 
and Yemen. While rules at that level of detail are more justifiably kept secret for national security reasons, 
they should not be unduly withheld where the national security reason for non-disclosure no longer 
holds. This may be after a certain amount of time has elapsed or where the rules are no longer operational 
or sensitive. Release of such documents would facilitate external assessment of lessons learned and best 
practice in particular contexts, as well as accountability, by allowing for evaluation and discussion of the 
extent to which the rules the U.S. military has developed are in compliance with the law.

By making such disclosures, the U.S. government would advance accountability, and help develop 
lessons learned and improved practices by allowing for expert and outside analysis and consultation. 
Importantly, the U.S. government has also not disclosed the standard of proof it applies to assess and 
weigh the intelligence it has, before taking lethal action. Such considerations may frequently be 
determinative of whether or not a strike is undertaken. The botched January 2017 raid in Yemen 
that resulted in the death of a number of civilians, including an 8-year-old girl, as well as a U.S. Navy 
SEAL, is a good example of how important such considerations are, and why the standards applied 
should be made public, especially in the face of media reports claiming that “[President] Trump 
approved his first covert counterterrorism operation without sufficient intelligence.”213

Uncertainty remains regarding how the United States applies the rules of the laws of war, particularly 
in the case of Pakistan where, at least until the beginning of 2017, the CIA is believed to have been 
responsible for almost all strikes. This is because Pakistan is not mentioned in the 2016 Report on 
Legal and Policy Frameworks and it is unclear if the U.S. government is explicitly applying the laws 
of war to its operations there. Additionally, the Law of War Manual technically applies only to oper-
ations by the military, and not the CIA.214 Similarly, the SROE and targeting doctrine are military 
documents, and it is not clear if they are used or applied by the CIA.

Explains its interpretation of key terms in the legal rules it applies. The U.S. government has explained 
some of the terms integral to understanding its application of legal rules. These include, for exam-
ple, setting out some basic, if inadequately explained, criteria for determining the “imminence” of a 
threat, which can be one part of the test the U.S. government applies to determine if an individual is 
targetable. The U.S. government has also explained a number of other key terms relevant to how it 
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determines the legality of strikes, including fairly detailed explanations for who may be targeted in 
armed conflict situations in the Law of War Manual.215

However, numerous terms central to understanding the application of the government’s legal and 
policy standards remain unclear or ill-defined. Terms that are not clearly defined risk being unjus-
tifiably broadly interpreted, expanding what the government views as the “lawful” circumstances 
for the use of force. For example, if strikes can only be carried out against individuals presenting an 
“imminent” threat, much rests on how the term “imminent” is determined. Under international 
human rights law, the intentional lethal use of force is only permissible where proportionate and neces-
sary, meaning that a threat must pose an “imminent” threat to life or serious injury.216 It is this high 
standard leads international legal experts to conclude that drone strikes and targeted killings will 
likely never be lawful outside of situations of armed conflict.217 In contrast, the U.S. interpretation 
of imminence is far broader, stretching the term far beyond any recognizable meaning. U.S. officials 
have themselves explicitly argued for this more “flexible” standard, which gives the United States a 
dangerously wider latitude to use lethal force than what international law allows.218

Inadequately defined legal terms include, for example:

• How the U.S. government assesses when an “individual may be targeted in the exercise 
of national self-defense.” This is not a concept that exists in international law and is not 
explained in the government disclosures;

• Beyond basic guidelines, the U.S. government has not explained what criteria it uses to deter-
mine that a threat is “imminent,” which it states is a pre-requisite for the use of force; and

• The U.S. government has stated that it believes—controversially—it is exceptionally entitled 
to take strikes without the consent of a host state when a foreign government is “unable or 
unwilling to address the threat posed by the non-state actor on its territory.”219 How-
ever, the U.S. government has not been clear about how, and according to what criteria, it makes 
such a determination.

These are just some of the examples of important legal terms that the U.S. government has not 
defined adequately. The Annex to this report, Key Legal and Policy Terms Requiring Further Clarification, 
contains further and detailed analysis in this regard.

Benchmark 2:  The government discloses its assessment of the legality of individual strikes 
subject only to redactions strictly necessary for legitimate national security 
reasons, or to ensure the physical safety of specific individuals. 

This includes:

• The basis on which the legality of the strike was judged prior to the strike; and 

• An assessment of the lawfulness of the strike after the strike has taken place.

Summary

Disclosures of government assessments of the legality of a strike, both before and after the strike, are 
key to the rule of law, ensuring that families know why their relatives were killed, and as a pre-req-
uisite to holding the government or specific individuals accountable. By releasing such information, 
governments can also demonstrate a commitment to acting in accordance with the law. Transparency 
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about the legal basis for individual strikes also serves democratic accountability by helping the public 
to assess whether the government’s actions and legal interpretations in specific cases are consistent 
with its legal obligations.

Pursuant to FOIA litigation, the U.S. government has disclosed its detailed assessment of the legality 
of a particular strike in only one case—the strike targeting U.S. citizen Anwar al-Aulaqi. In that case, 
government documents revealed its assessment of the lawfulness of the operation based on a set of 
assumptions before the strike occurred. The U.S. government has yet to disclose any detailed assess-
ment of the legality of the strike after it occurred based on what actually happened. In a separate case 
in Somalia, the U.S. government has released a very basic and rudimentary analysis explaining how 
a particular strike was lawful based on an assessment of the strike as it actually occurred. However, 
it does not include nearly the level of detail set out in the memoranda on al-Aulaqi. In a handful of 
other cases the U.S. government has provided very basic details about the legal basis for the strike. 
Specific legal reasoning for hundreds of other individual strikes against non-citizens remains secret.

Analysis

The U.S. government has released very little information about its legal rationale for specific strikes. 
While there has been an increasing volume of information released regarding the U.S. government’s 
view of the overarching legal and policy framework and rules governing its use of lethal force, there 
is no public explanation of the legal rationale for most individual strikes. The main exception is the 
release of redacted legal memoranda drafted by the Department of Justice’s Office of Legal Counsel 
(OLC) justifying a strike against Anwar al-Aulaqi.220 The release of the memoranda sparked significant 
controversy surrounding the U.S. government’s interpretation and application of international law 
to its use of lethal force overseas. In that case, the limited U.S. government transparency allowed for 
more meaningful debate. The government is still fighting to withhold numerous other memoranda 
on the grounds that they are “inextricably intertwined” with properly classified material and part of 
the “deliberative process” within government. As the ACLU has pointed out, the government’s posi-
tion does not explain “why all the roughly one hundred withheld final memoranda is inextricably 
intertwined with properly withheld information,” nor does it apply to final legal memoranda that in 
many cases are likely to represent the “agencies’ effective law and policy with respect to the targeted 
killing program.”221 Continued controversy over specific strikes, and the U.S. application of the legal 
rules in these cases, only heightens the need for disclosure of the U.S. government’s legal analysis for 
numerous specific strikes.222

Government claims that these memoranda are protected from disclosure by virtue of attorney-client 
or the “deliberative process” privilege also lack merit.223 Attorney-client privilege does not cover 
authoritative statements of the law.224 Most significantly, these secret memoranda are often the “con-
trolling legal advice” given “to executive branch agencies,” and determine the legality of a particular 
strike or lethal operation.225 OLC memorandums often amount to the “last word on the legality” of 
government action.226 As highlighted in a detailed 2016 Brennan Center report on secret law, “When 
an agency solicits an OLC opinion, what it seeks is not ‘legal advice;’ it is closer to a declarative 
judgment issued by a court.” Claims to preserve the secrecy of government memoranda on the use 
of lethal force based on attorney-client privilege also fail to take into account the particular detri-
ment to accountability and the public interest that results. The considerations are not the same as 
regular attorney-client privilege between two private parties in litigation with each other. A failure 
to disclose binding legal documents that essentially authorize the government to kill makes public 
accountability, let alone legal justice, almost impossible.
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The following analyzes U.S. practice in relation to this benchmark, assessing official U.S. disclosures 
of: the legal basis upon which the strike was judged lawful prior to the strike; and assessments of the lawful-
ness of the strike after the strike has taken place. U.S. practice is analyzed in relation to each of Pakistan, 
Somalia, and Yemen.

PAKISTAN

The basis on which the legality of the strike was judged prior to the strike. The U.S. has not disclosed the 
specific, detailed, legal reasoning that formed the basis for the operation for any of the hundreds of 
strikes it has carried out in Pakistan. The notable exceptions are the killings of Jude Kenan Moham-
mad and Osama bin Laden in 2011, of Adam Gadahn in 2015, and of Mullah Mansur in 2016. Only 
in a handful of cases has the U.S. government revealed very basic information about the assessment 
the government made before carrying out the operation.

In 2015, President Obama explained briefly that an initial assessment of the strike that killed Ahmed 
Farouq, Giovanni Lo Porto, and Warren Weinstein in 2015 indicated that the “operation was fully con-
sistent with the guidelines under which [the U.S. government] conducts counterterrorism efforts in 
the region.” He also stated that the government “believed that this was an al Qaeda compound [and] 
that no civilians were present,” implying that this was considered a lawful strike before it occurred.227

In the case of bin Laden, a senior ranking official stated that “The United States had a legal and moral 
obligation to act on the information it had” about bin Laden.228 Reportedly, four separate legal mem-
orandums were prepared in advance of the raid by high-ranking lawyers in the Obama administration, 
but none of these have been disclosed.229 However, following the strike, the U.S. government gave a very 
detailed briefing setting out the intelligence background and preparation for the operation.230 While 
not explicitly a legal analysis, much of the information provided was relevant to a legal assessment.

The U.S. government did not explicitly explain the legal basis for the Mansur strike, but stated in 
general terms that Mansur had “been the leader of the Taliban and actively involved with planning 
attacks against facilities in Kabul and across Afghanistan, presenting a threat to Afghan civilians and 
security forces, our personnel, and coalition partners.”231

An assessment of the lawfulness of the strike after the strike has taken place. The U.S. government has rarely 
disclosed any assessments of the lawfulness of strikes in Pakistan after they have occurred. The few 
details available are exceptional, and even in those the details provided are mostly minimal.

In relation to the bin Laden raid, a senior ranking official stated that “great care was taken to ensure 
operational success, minimize the possibility of non-combatant casualties, and to adhere to American 
and international law in carrying out the mission.”232 Then Attorney General Eric Holder also said 
that it was “obviously lawful,”233 but, although a lot of detail was provided in terms of the factual 
assessment relevant to the legal analysis, few explicit details of the legal assessment were given.234 In a 
2012 speech, then CIA General Counsel Stephen Preston provided further details, but little analysis, 
claiming only that the operation was “thoroughly lawyered” and that “the U.S. Government had 
determined with confidence that there was clear and ample authority for the use of force, including 
lethal force, under U.S. and international law and that the operation would be conducted in complete 
accordance with applicable U.S. and international legal restrictions and principles.”235

In the U.S. government disclosure that a U.S. strike in Pakistan had killed the Giovanni Lo Porto and 
Warren Weinstein in 2015, the government explained that it was undertaking a post-strike assessment. 
President Obama stated that “we do believe that the operation did take out dangerous members of 
al Qaeda” and that the United States was unaware that “al Qaeda was hiding the presence of Warren 
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and Giovanni in this same compound.” President Obama went on to say that he had “directed a full 
review of what happened,” but, as of May 2017, the results of any review remained secret.236 The 
White House Press Secretary also said that there was “an ongoing inspector general review” into the 
incident, but that also has not been disclosed.237

In March 2016 following the targeting of Mullah Mansur along the Afghanistan-Pakistan border, the 
Department of Defense stated that Mansur “had been the leader of the Taliban and actively involved 
with planning attacks against facilities in Kabul and across Afghanistan, presenting a threat to Afghan 
civilians and security forces, our personnel, and coalition partners,” and that the military was “still 
assessing the results of the strike and will provide more information as it became available.”238 As of 
May 2017, more information regarding the military’s assessment has not been provided, although the 
Pentagon’s statement indicates that it believes the strike against Mansur was lawful.

For almost all other cases in Pakistan there has been no post-strike explanation of even this basic kind.

SOMALIA

The basis on which the legality of the strike was judged prior to the strike. The U.S. government has not dis-
closed the detailed specific legal analysis prior to any strikes in Somalia. It has asserted in a number 
of strike acknowledgments in 2016 that the action was taken in “self-defense,” and that, for instance, 
the “safety and security of the Somali force and their U.S. advisors” was threatened.239 In a post-strike 
review of a strike in Galcayo on 28 September 2016, the U.S. military stated that it believed the targets 
to be “part of al-Shabaab,” implying that prior to the strike they were judged to be lawful targets.240

An assessment of the lawfulness of the strike after the strike has taken place. In only one instance has the U.S. 
government disclosed any post-strike assessment of the lawfulness of a strike in Somalia, and even in 
that case it only released the most basic details. Following a strike targeting an “al-Qaeda-associated 
terrorist group” in Galcayo on September, 28 2016, the U.S. government acknowledged that it had 
seen “reports alleging non-combatant casualties.”241 To its credit, the U.S. government responded 
quickly to these reports and announced a “review of all available information.” On November 15 
2016, the U.S. military released very basic results of its assessment of the strike, in which it found that 
U.S. forces “lawfully and appropriately used force to defend the PSF [(Puntland Security Forces)] 
element in response to the attack by the local militia forces against that U.S.-partner force.”242

YEMEN

The basis on which the legality of the strike was judged prior to the strike. Apart from the strike against 
Anwar al-Aulaqi in 2011, the U.S. government has not disclosed its prior assessment of the legality 
of specific strikes in Yemen. However, the disclosure of the redacted legal memoranda drafted by the 
OLC justifying a future strike against Anwar al-Aulaqi is significant.243 They remain the most detailed 
analysis in relation to a specific strike that the U.S. government has disclosed, even if they are largely 
based on a presumed set of facts provided to the OLC. In the memoranda, the U.S. government set 
out its reasoning for why, according to a particular set of facts, the targeting of Anwar al-Aulaqi would 
be lawful. This was particularly important because it demonstrated how it is possible to make such 
disclosures. In any event, the government’s selective disclosures in that case were not a substitute for 
adequate transparency. As the ACLU argued, aspects of the targeted killing of the three U.S. citizens 
that would rely on undisclosed, and protectable, intelligence, sources and methods, could be reason-
ably protected and isolated, on a document-by-document basis, rather than providing an automatic, 
sweeping response that the material was classified and was accordingly privileged.
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An assessment of the lawfulness of the strike after the strike has taken place. In the al-Aulaqi case, the legal 
memoranda that were released set out the U.S. government’s analysis of the legality of the strike some 
months before it occurred based on a presumed set of facts. The U.S. government has still not disclosed 
any analysis it carried out afterwards, based on the facts of the operation itself. This is also the case 
for all other strikes in Yemen.

Benchmark 3:  The government explains the policy frameworks that apply to  
its operations. 

This requires that the government: 

• States whether additional policy standards exist to guide operations;

• Releases its policy standards, redacted only as strictly necessary for national security reasons;

• Explains the circumstances in which its policy standards apply, as well as any exemptions to 
applicability; and

• Defines and explains its interpretation of key terms in the policy standards it applies. 

Summary

Policy standards can act as an overlay on the legal rules that governments apply to their use of force. 
Accordingly, they can be almost as important as the legal rules in that they help to define the param-
eters according to which a government carries out strikes. Where a government has created them, 
policy standards are key to understanding in what circumstances, and according to which rules, a 
government may use lethal force.

This is particularly apparent in U.S. government practice, where policy standards have, at times, been 
an inadequate stand-in for the proper application of international law. In particular, the landmark 
U.S. government policy on strikes “outside areas of active hostilities,” the 2013 Presidential Policy 
Guidance (PPG), is regarded by some as partly a response to the legal concerns of European govern-
ments regarding how the United States was employing drones, and an effort to bring U.S. practice 
more closely into line with the views of its European allies.244 While introducing minimal additional 
protections, the PPG actually remains a long way short of the requirements of international law by 
further blurring the distinctions between the strict rules on the use of force in peacetime and the 
more permissive rules applicable only in situations of armed conflict.245

In 2013, the government disclosed a summary fact-sheet of the PPG. In 2016, pursuant to FOIA litiga-
tion, it released the guidance in redacted form. Separately in the same year, the U.S. government issued 
an Executive Order on civilian casualties. These were important steps, but crucial elements of these 
policies remain unexplained. In particular, the government has not explained key terms that allow for 
a wide degree of flexibility in their application, making it unclear when or how these policies apply.

Analysis

The following analyzes U.S. practice in relation to this benchmark, assessing official U.S. disclosures 
regarding: whether additional policy standards exist to guide operations; the policy standards themselves; 
the circumstances in which the standards apply, and any exemptions; and its definition and explanation of key 
policy terms.
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Explains whether additional policy standards exist to guide operations. Policy standards can 
potentially limit or expand the scope of targeting operations. Accordingly, it is crucial that the exis-
tence of policy standards is disclosed. This includes being transparent about why and when policies 
regarding the use of force are rescinded.

The U.S. government has disclosed the existence of at least some of its policy standards. In 2013, 
following a speech in which President Obama announced the existence and broad outlines of a 
new policy on the use of force,246 the U.S. government published a fact-sheet summarizing recently 
promulgated policy standards that applied in what it termed “areas outside of active hostilities.”247 
These standards were released in a redacted form in August 2016.248 In July 2016, President Obama 
signed Executive Order 13,732 on U.S. Policy on Pre- and Post- Strike Measures to Address Civilian 
Casualties in U.S. Operations Involving the Use of Force, which was published in full. The Executive 
Order is focused mainly on actions taken to increase protection of civilians by different agencies.

It is not clear if these are the only policy standards that the United States applies to its operations, 
as there has been no definitive statement by the U.S. government. In his introduction to the 2016 
Report on Legal and Policy Frameworks, President Obama stated that it included just “some of the 
key legal and policy frameworks” applied by the government (emphasis added).249 Clarity on that 
point would ensure that the public is fully aware of the policy rules and limitations that the govern-
ment applies when carrying out strikes.

Releases its policy standards, redacted only as strictly necessary to protect national security. 
The U.S. government has publicly released some of its policies for using lethal force abroad. Trans-
parency around these rules is critical in order to understand in what circumstances the government 
considers it can use lethal force. In particular, the 2016 release of the “Presidential Policy Guidance,” 
(PPG) a summary fact-sheet of which was issued in 2013, sets out a number of rules and conditions for 
targeted strikes in areas the U.S. government deems to be “outside of active hostilities.”250 It includes 
standards such as:

• An “informed, high-level official” must determine that the proposed target poses a “continuing, 
imminent threat to U.S. persons;”251

• Lethal action is undertaken only when capture is not “feasible,”252 and where no other “reason-
able alternatives exist to effectively address the threat;”253

• The country where action is contemplated has given consent to the operation or is “unable or 
unwilling” to address the threat to U.S. persons;254

• With specific reference to the principles of distinction, proportionality, military necessity and 
humanity, the laws of war are complied with;255

• There is “near certainty” that the “individual being targeted is in fact the lawful target and is 
located at the place where the action will occur;”256 and

• There is “near certainty” that “non-combatants” will not be injured or killed.257

The PPG also includes some completely redacted sections which appear to set out the detailed 
considerations that are taken into account when an individual is targeted for capture or for the use 
of force. There may be genuine national security reasons to keep criteria at this level of detail secret. 
The burden for showing why such information is to be kept secret remains with the government, 
which must publicly explain why it was not disclosed.258 The government did not publicly explain 
the redactions in the PPG, but submitted a classified declaration with the court that set out its reasons 
for withholding this information, most of which were redacted from the subsequent decision given 
by the court.259
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The July 2016 Executive Order 13,732 on U.S. Policy on Pre- and Post- Strike Measures to Address 
Civilian Casualties in U.S. Operations Involving the Use of Force also sets U.S. government policy 
ostensibly aimed at the protection of civilians. This includes pre- and post-strike reviews and training, 
as well as a commitment for all agencies to take “feasible precautions in conducting attacks to reduce 
the likelihood of civilian casualties,”260 which is itself actually an inadequate and lower expression of 
the legal requirement under the laws of war.261

It remains unclear if the government had released redacted versions of all of its policies governing the 
use of lethal force, at least in areas it deemed “outside of active hostilities,” but to the extent that there 
are any others, or if new policies are promulgated, they should be disclosed. Without confirmation 
that all U.S. government policies have been disclosed, it is not possible to know if the public has been 
given the full picture of what legal and policy standards are applied by the U.S. government.

Explains the circumstances in which its policy standards apply, as well as exemptions. In 
order to understand properly how a particular policy applies, and to what extent it actually constrains 
the use of force, it is critical that the public knows specifically in what circumstances policies apply. 
The U.S. government has not adequately explained how, when, or where these policies apply.

The Presidential Policy Guidance (PPG) applies only to “areas outside of active hostilities.”262 The 
government explained in July 2016, that “Afghanistan, Iraq, and Syria” were deemed “areas of active 
hostilities,” and accordingly the policy does not apply there, although it was not clear if that meant 
that the policy applied everywhere else.263 The PPG has been in place since 2013, and yet it is not 
clear when the U.S. government designated Afghanistan, Iraq, and Syria as “areas of active hostilities” 
or if for certain periods of time those or other countries were similarly designated. Furthermore, it 
is still not clear if the PPG applies to Pakistan, as the legal and policy framework the United States 
applies there is not explicitly set out in the 2016 Legal and Policy Frameworks compendium issued 
by the U.S. government.264

The need for further clarity about where the PPG applies was highlighted when the government 
revealed in December 2016 that parts of Libya had been declared an “area of active hostilities”—
making the policy no longer applicable to strikes in those parts of Libya—following a request for 
assistance from the Libyan Government of National Accord.265 Reportedly, 420 strikes had been car-
ried out in Surt, Libya between August 2016 and November 2016.266 Concern about the flexibility of 
the application of these policy standards was heightened in early 2017, when media reports reported 
that the policy no longer applied to parts of Yemen and Somalia as well.267

The ease with which the U.S. government appears to have made the PPG inapplicable to parts of 
Libya, Yemen, and Somalia, raises important questions about how and why the government makes 
such decisions, and the criteria it applies to assess whether the PPG applies to strikes in a particular 
area. The U.S. government belatedly released some information in 2016, explaining that it determines 
whether a region is “an area of active hostilities” by taking into account a range of variables:

• Whether there is an armed conflict under international law taking place in the country;

• The size and scope of the terrorist threat;

• The scope and intensity of U.S. counterterrorism operations; and

• The necessity of protecting any U.S. forces in the relevant location.268

While this does help in understanding in what situations the PPG might be applicable, it is notable 
that the above criteria is not cumulative (i.e. it does not appear they all have to be satisfied for the 
location to be an “area of active hostilities) nor exhaustive—the government itself has said that it takes 
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into account “other things,” although what those are remain undefined.269 The criteria to assess the 
PPG’s applicability are also overly broad, and there is no indication of what parameters are used to 
determine the size and scope of the threat or the scope and intensity of U.S. operations, for example. 
The concern—a very real one due to the malleable application of the standards in places like Libya, 
Somalia, and Yemen—is that the PPG itself is too flexible, and allows the policy to be turned on and 
off according to the political needs of the administration in power, greatly undermining its potential 
to protect civilians.

In addition, the PPG sets out a complex process for decision-making for operations, but crucially 
allows for key exemptions, i.e. circumstances to which the policy does not apply even in “areas outside 
of active hostilities”. This is explored and explained further in Benchmark 10 on transparency around 
decision-making processes.

Explains its interpretation of key terms in the policy standards it applies. As with legal 
rules, a detailed understanding of the terms in the U.S. government’s policy standards is key to 
understanding the scope of the application of the policy, the extent to which a policy may constrain 
or enable the use of force, and whether the policy itself is lawful. The U.S. government has not ade-
quately defined some of the key terms central to understanding how, when, and where its policy 
standards apply.

Inadequately defined policy terms include, for example:

• As explained above, what criteria the U.S. government uses to determine where the Presiden-
tial Policy Guidance—the 2013 policy standards governing U.S. use of force overseas 
in certain circumstances—is applicable. The policy applies to an “area outside of active 
hostilities,” but the phrase is inadequately explained; and

• How a determination is made that capture is not “feasible” and “no other reasonable 
alternatives exist to address the threat,” which are preconditions for the use of force in 
the PPG. The U.S. government offers some explanation but it is incomplete and leaves a wide 
latitude for action.

These are just some examples of important legal terms that the U.S. government has not defined 
adequately. The Annex to this report, Key Legal and Policy Terms Requiring Further Clarification, contains 
further and detailed analysis.

Benchmark 4:  The government clearly distinguishes between legal obligations and  
policy standards.

Summary

Legal rules and policy standards can act either to narrow or expand the scope of authority for the 
use of force by a government. Legal rules also act as a minimum, while governments can use policy 
to hold themselves to higher standards. They are also distinct in another important respect—policy 
standards are more easily set aside, while a government’s recognition that it is bound to follow certain 
legally binding rules on the use of force is much stronger. Such recognition carries stronger norma-
tive weight that is much harder for successor administrations to set aside.

To resolve a lack of clarity and possible inconsistencies in disclosures to date, the U.S. government 
needs to explain fully which standards it applies as a matter of law and which as a matter of policy. 
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Before 2010, the U.S. government explained little about its views of its legal obligations, and did 
not explain any additional policy standards it applied to the use of force. From 2010 onwards, U.S. 
government officials began publicly disclosing the broad outlines of the legal and policy standards 
the government believed applicable to strikes, but the distinction between the two was not always 
clear. In 2016, the U.S. government released a compendium of legal and policy standards. Despite 
the significant effort at pulling together this compendium, some uncertainty still remains. Apparent 
inconsistencies across the range of disclosed legal and policy documents make it unclear which stan-
dards are applied as a matter of policy, and which as law.

Analysis

The following analyzes U.S. practice in relation to this benchmark, assessing the extent to which the 
U.S. government has clearly distinguished between its legal obligations and the standards it applies as a 
matter of policy in its disclosures.

Clearly distinguishes between legal obligations and policy standards. Despite significant 
efforts at clarification, the government has not fully explained which standards or rules it applies 
entirely as a matter of policy,270 and which reflect the government’s view of its binding international 
law obligations.271

In a 2016 speech, Brian Egan, then the State Department’s Legal Advisor, explained some of the dis-
tinctions between the legal and policy standards that the U.S. government applies to the use of lethal 
force. In particular, he explained some of the standards that the U.S. government applied as a matter 
of policy only, including the requirements that lethal action only be undertaken when capture is not 
“feasible,” and where there is near certainty that “non-combatants” will not be injured or killed.272

However, there remain contradictions in the documents the U.S. government has officially disclosed. 
For example, the 2010 DOJ White Paper and al-Aulaqi Memorandum appear to state that “immi-
nence” and “feasibility” of capture are legal requirements (at least for U.S. citizens, with which the 
DOJ White Paper and al-Aulaqi Memorandum were concerned), while the 2014 Report on Process 
includes these requirements under the heading “Policy Considerations” and the PPG explicitly states 
that the prioritization of capture over lethal action is a matter of “policy.” In another example, the 2016 
Executive Order on civilian casualties includes a requirement for agencies to take “feasible precautions 
in conducting attacks to reduce the likelihood of civilian casualties,”273 under a section labeled as “Pol-
icy.” The law of armed conflict is referenced in this section, and, although this is similar to wording in 
the Department of Defense’s 2016 Law of War Manual, it is not clear why this is presented as a policy 
standard.274 The formulation here also differs from the standard under international humanitarian 
law.275 While government policy should accord with law—and so references under a section on “pol-
icy” may, of course, reference the law, there is a need for greater clarity.

The December 2016 Report on Legal and Policy Frameworks added some clarity, in clearly desig-
nating as “policy” all of the standards in the PPG and the 2016 Executive Order, but there remains 
confusion because of the interchangeable use of terms, and the fact that some of the elements in the 
PPG and Executive Order actually are legal obligations (even if not always articulated in confor-
mity with international law).276 What is needed is a comprehensive explanation listing the standards 
applied only as a matter of policy, distinguished from those that are applied as a matter of law, which 
could easily be done in an update to the 2016 Report on Legal and Policy Frameworks.
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Benchmark 5:  The government reports uses of force in “self-defense” to the  
Security Council. 

Each report should:

• Be by means of an official letter addressed to the U.N. Security Council President, or the U.N. 
Secretary General, from the intervening state’s permanent representative to the United Nations; 

• Occur each time a state first invokes self-defense to use force against a new state or armed group, 
or when force is first used in self-defense in a new state; and P

• Provide sufficient detail to understand the nature and justification of the state’s action(s) in 
self-defense.

Summary

International law requires governments to report their use of force in “self-defense” to the UN 
Security Council.277 The reporting requirement is aimed at promoting respect for territorial integrity, 
state sovereignty, and the international rule of law. Compliance with the reporting requirement can 
also assist a state genuinely suffering an armed attack to bring the unlawful action to the attention of 
the international community, and make clear to other states that its response is justified as a proper 
invocation of the right to self-defense. Detailed reports that outline the government’s justification for 
the use of force can serve as a crucial tool to assess the legal basis underpinning self-defense claims 
and help uphold respect for state sovereignty and the international rule of law.

Since 2010, the United States has repeatedly invoked self-defense to justify its operations against 
al-Qaeda and other armed groups, including in drone strikes and other operations in Somalia and 
Yemen. The U.S. government has not explicitly disclosed its legal basis for operations in Pakistan, 
so it is unclear if it relies on self-defense for strikes there. However, the U.S. government has never 
reported to the U.N. Security Council its use of force in any of those countries, save for one occasion 
when it used force against Houthi forces in Yemen in 2016.

Analysis

The use of force in another state is strictly prohibited by international law, except in self-defense 
against an armed attack of sufficient gravity, with the consent of the territorial state, or with the 
authorization of a Chapter VII U.N. Security Council Resolution.278 Article 51 of the U.N. Char-
ter requires that a government “immediately” report to the Security Council “[m]easures taken” in 
self-defense in the territory of another state in response to an “armed attack.”279 A review of state 
practice shows that states have typically submitted the majority of reports within one week of initiat-
ing self-defense measures, and have on occasion, criticized other states for “late reporting.”280

The obligation to report is triggered when a state first invokes self-defense to use force against a 
new state or armed group, or when force is first used in self-defense in a new state. In each of these 
cases, the principles of necessity, proportionality, and immediacy of the action must be taken into 
account. Without these parameters, the notification requirement would otherwise lose its meaning, 
as one notification could potentially be used to justify force around the globe, against different 
actors, and without any temporal limit.281 Reporting a government’s operations when it uses force 
against new actors, in new countries, or in response to a new or re-emerging threat allows an 
external assessment of self-defense claims invoked under international law by the international 
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community and the public. It also prevents the intervening State from being the sole judge of its 
own self-defense claims.

The Article 51 reporting requirement promotes respect for territorial integrity, state sovereignty, 
and the international rule of law. The reporting requirement “pos[es] an obligation of transparency 
and justification to the international community, by placing the [self-defense] issue formally on the 
agenda of the Council and recognizing its role,” as all States are required to submit reports to the 
Council according to the UN Charter.282 The Article 51 reporting obligation also presents an oppor-
tunity for the attacking state to offer its justification for the use of force and to facilitate informed 
decision-making by the U.N. Security Council.283 The International Court of Justice has held that 
the absence of a report may undermine the legitimacy of the self-defense claim and “may be one of 
the factors indicating” whether an intervening state believed it was acting lawfully.284

Article 51 of the U.N. Charter does not set out the form the notification should take, nor does 
it explain what information the reports should provide.285 However, for reasons of transparency, 
accountability, and the rule of law, and in keeping with State practice, the notification should be in 
the form of a written report to the U.N. Security Council President or U.N. Secretary General.286 Its 
content should contain sufficient detail to ensure that the Security Council is adequately informed of 
military actions taken, the legal rationale, and the circumstances that prompted the action in order to 
allow for informed debate. A more detailed justification by the intervening State may also serve the 
broader interests of peace and security because it helps other States understand the legality and legit-
imacy of the actions taken, and be better informed about how to resolve any particular conflict.287

The following analyzes U.S. practice in relation to this benchmark, assessing official U.S. disclosures 
regarding: whether the U.S. government has reported the use of force in self-defense to the U.N. Security 
Council and each time it first invoked self-defense to use force against a new state or armed group, or when force 
was first used in self-defense in a new state; and the provision of sufficiently detailed information for the 
Council’s members to understand the nature of the self-defense claim.

Reporting “self-defense” to the U.N. Security Council and reporting each time a state 
first invokes self-defense to use force against a new state or armed group, or when force 
is first used in self-defense in a new state.

In official speeches and government documents, the U.S. government has repeatedly invoked self-de-
fense to justify its targeted killing and drone strike operations in places far from traditional battlefields, 
particularly in Somalia and Yemen.288 However, it has not notified the U.N. Security Council about 
its use of force in Pakistan, Somalia, or Yemen, except on one occasion in October 2016 for strikes 
“against Houthi forces in Yemen.”289 This may be because the U.S. government relies on either its 
2001 notification regarding al-Qaeda and the use of force in that year in Afghanistan,290 or that it 
believes it does not need to notify the U.N. Security Council where it has the consent of the country 
in which it is intervening, even if it concurrently, and explicitly, invokes self-defense—as is the case 
for Somalia and Yemen.291

These approaches undermine the international rule of law.292 There are good reasons why notifica-
tion should be provided for every invocation of self-defense even where an intervening state believes 
it has the consent of the host state. As the U.S. government itself has acknowledged, there are serious 
challenges in terms of identifying from whom to obtain consent “in a world in which governments 
are rapidly changing, or have lost control of significant parts of their territory.”293 Serious questions 
have been raised about the validity of consent given by Pakistan, Somalia, and Yemen.294 This uncer-
tainty calls into question the legality of the United States’ actions—if the consent is not valid, the U.S. 
government’s only remaining justification for the use of force there is self-defense. Notification to 
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the U.N. Security Council helps clarify the legal basis and allows for the Council to assess the United 
States’ actions, and is at a minimum required by law if the United States does not have the consent of 
the host state. Accordingly, when the United States invokes self-defense to use force in another coun-
try it should notify the U.N. Security Council, even where consent is also offered as a justification.

• Pakistan. The U.S. government has not reported to the U.N. Security Council any instances 
where it has used force in self-defense in Pakistan, presumably because it has never explicitly 
invoked a self-defense framework to justify its use of force there—as part of its broader lack of 
transparency about the legal basis for its actions in Pakistan. There are reports that the U.S. gov-
ernment has the consent of at least some of the Pakistani authorities,295 which can serve as one 
exception to the general prohibition to use force. There are also concerns regarding the validity 
and scope of Pakistan’s consent at different times, concerns that are directly relevant to assess-
ing the legality of U.S. operations there.296 Without transparency about the U.S. government’s 
asserted legal basis for strikes in Pakistan, it is impossible to ascertain whether the United States 
has met any of its Article 51 reporting obligations.

• Somalia. The U.S. government has not made any notifications to the U.N. Security Council 
about the use of force in self-defense in Somalia, despite its assertion that it relies on both the 
consent of the Somali government and the self-defense exception for its use of force there.297

In its general acknowledgment of operations in Somalia, the U.S. government stated in a 2012 
War Powers Resolution report to Congress that the military has “taken direct action in Somalia” 
in a limited number of cases, “against members of Al-Qaida,” some of whom it considered to 
also be members of Al-Shabaab.298 The U.S. military has also expressly stated that some specific 
strikes in Somalia are “self-defense” strikes.299 Department of Defense officials have stated that 
the AUMF only provides authority to take “direct action against a limited number of targets in 
Somalia,” and that strikes against other fighters were part of the “tactical defense” of U.S. and 
AMISOM forces.300 It is unclear whether the U.S. government is invoking self-defense as a basis 
to use force in Somalia in accordance with the U.N. Charter, or whether force is limited to what 
the U.S. military views as its tactical operations, what is sometimes termed “unit self-defense,” 
and ordinarily part of military rules of engagement.301

In December 2016, the U.S. government explicitly stated that strikes in Somalia were being 
“conducted [both] with the consent of the Government of Somalia in support of Somalia’s 
operations in the context of the armed conflict against al-Shabaab and in furtherance of U.S national 
self-defense.”302 (emphasis added). The scope, parameters, and period for Somalia’s consent remain 
unclear (as discussed in Benchmark 6), making it even more important for the United States 
to report to the U.N. Security Council in all relevant cases. As the U.S. government is, or has 
been relying on the self-defense exception, it should also report its actions to the U.N. Security 
Council. Greater transparency would help explain how broadly or narrowly the United States is 
applying the concept of self-defense, assess which legal frameworks apply, and distinguish legal 
justifications for the jus ad bellum from other relevant legal rules.
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• Yemen. In October 2016, the U.S. government deposited a letter with the U.N. Security Council 
stating its military had engaged in “limited self-defense strikes” in Yemen following an attack on a 
U.S. naval ship off the coast of Yemen.303 The letter stated that the U.S. response was “limited and 
proportionate to protect U.S. personnel and ships,” and that in any event the strike was carried 
out with the consent of the Yemeni government.304 The United States stated in the letter that 
it did not believe that an “Article 51 reporting requirement was necessary in [those] circum-
stances.” However, by its actions and statements, the U.S. government did seem to recognize the 
importance of reporting to the U.N. Security Council to uphold the international rule of law, 
and as a means of asserting the legality and legitimacy of its own actions. In her letter to the 
U.N. Security Council, the U.S. Ambassador to the United Nations stated that the United States 
had “nevertheless wanted to inform the Council that these actions were taken consistent with 
international law.”305

The U.S. government has not, however, deposited similar letters regarding strikes against al-Qaeda 
in the Arabian Peninsula on Yemeni territory, despite its assertion that it relies on both the con-
sent of the Yemeni government and the self-defense exception for its use of force there.306 The 
scope, parameters, and period for Yemen’s consent remain unclear (as discussed in Benchmark 6), 
making it even more important that the United States report to the U.N. Security Council in 
all relevant cases. As the U.S. government is, or has been relying on the self-defense exception, it 
should also report its actions to the U.N. Security Council.307

Provision of sufficiently detailed information for the Security Council’s members to 
understand the nature of the self-defense claim.

• Pakistan. The U.S. government has not made any notifications to the U.N. Security Council 
regarding the use of force in self-defense in Pakistan.

• Somalia. The U.S. government has not made any notifications to the U.N. Security Council 
regarding the use of force in self-defense in Somalia, despite its assertion that it relies on both the 
consent of the Somali government, and the self-defense exception.308

• Yemen. The U.S. government deposited a letter with the U.N. Security Council in October 
2016 describing the U.S. government’s use of force in Yemen as a response to an attack on U.S. 
Navy warships stationed in the Red Sea on October 9 and 12. The letter provides detail of the 
factual circumstances that could facilitate informed decision-making by the Security Council. 
The U.S. government has not however, deposited similar letters for strikes against al-Qaeda in 
the Arabian Peninsula on Yemeni territory, despite its assertion that it relies on both the consent 
of the Yemeni government and the self-defense exception to justify U.S. operations in Yemen.309
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Benchmark 6:  The government is transparent about its reliance on a host country’s 
consent as a legal basis for the use of force in that country, by: 

• Stating that consent was provided; 

• Clarifying which part of the government of the other country provided consent; and 

• Explaining the scope of the consent provided.

Summary

International law generally prohibits the use of extraterritorial force. The consent of a state to use 
force in its territory is a manifestation of that state’s sovereignty, and is a valid exception to the gen-
eral prohibition on the use of force on the territory of another state. Transparency around consent is 
critical to ensure the international rule of law, democratic accountability for a country’s operations 
abroad, and to enable assessments of the legal responsibility of both the intervening and the host state 
under international and domestic law. The U.S. government has recognized that respect for a state’s 
sovereignty is an important constraint on the ability of the United States to act unilaterally.310

In a 2012 report, the U.S. government acknowledged that it was working jointly with the Yemeni 
government to combat al-Qaeda. The United States has also acknowledged on a handful of occasions 
that specific operations had been carried out jointly with Yemeni government forces and, on one 
occasion, explicitly that it had the full support of the Yemeni authorities. In December 2016, the U.S. 
government specifically and officially disclosed that “counterterrorism operations” are conducted 
with the consent of government officials in Yemen and Somalia.311 The U.S. government did not 
clarify which part of the government gave consent or the scope of consent given. Notably, the U.S. 
government has not explicitly disclosed whether the government of Pakistan has consented to strikes 
on its territory.

Analysis

The use of force on the territory of another state is generally prohibited. One of the exceptions 
to this general rule is where a state (the “host state”) provides valid consent to another state to use 
force on its territory.312 International law requires that consent to use force be “freely given,”313 
clearly established,314 reflect the host state’s intent,315 and be provided by the highest available gov-
ernment authority.316 Critically, a host state cannot consent to acts that would violate its interna-
tional human rights law obligations, and it will usually be legally responsible for unlawful actions 
to which it has consented.317 Consent should also be authorized by elected representatives, or by 
the legitimate government of the state.318 The U.S. government has itself acknowledged that it “can 
be a complex matter to identify the appropriate person or entity from whom consent should be 
sought and the form such consent should take,” and that it carefully “considers these issues when 
examining the question of consent.”319

In a 2013 speech, President Obama reaffirmed the general prohibition against the use of force when 
he noted that the United States “cannot take strikes wherever [it] chooses,” and that its extraterrito-
rial operations “are bound by consultations with partners, and respect for state sovereignty.”320 The 
U.S. government has affirmed more specifically that consent is a justification for the use of force 
in the territory of another state.321 In 2012, then Director of the Central Intelligence Agency John 
Brennan referred specifically to the importance of consent as a basis for using drones on the territory 
of another state and against “enemies outside of an active battlefield,”—alluding to drone strikes that 
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occur in Pakistan, Somalia, and Yemen.322 That same year, then Attorney General Eric Holder noted 
that consent serves as a constraint on the ability of the United States to act unilaterally.323

Despite the U.S. government’s claims of state consent, the government has not provided detailed 
explanations of when, by whom, and for how long it has consent to use force. Transparency around 
consent is crucial for the rule of law. Without it, it is impossible to know whether the intervening 
state has consent, what limits there are to such consent, and if these limits have been complied with, 
all questions crucial to the legality of any operation. Keeping the fact and details of consent secret 
undermines the legal and political accountability of both the host and intervening states, and can 
impact the legitimacy of the operation. Consent is also central to democratic accountability, in both 
the host state, which is exercising its sovereignty in the name of the people in allowing the use of 
lethal force in its territory and often against its own citizens, and for the intervening state and its 
responsibility to account to its own population for the use of lethal force overseas. Accordingly, the 
people of both countries should be entitled to know the terms of such agreements.

An analysis of U.S. practice in Pakistan, Somalia, and Yemen follows, in particular U.S. government 
disclosures on whether consent was provided; explanations of which part of the host government gave consent; 
and any disclosures on the scope of the consent provided.

PAKISTAN

Disclosure that consent was provided. The U.S. government has not formally acknowledged that it has 
the consent of the Pakistani government to use lethal force on its territory. Responding to questions 
about drone strikes in Pakistan, then Secretary of State John Kerry reportedly said that the “program 
will end” but stopped short of saying that Pakistan had consented to U.S. operations there.324 Media 
reports have suggested that some parts of Pakistan’s government have consented to drone strikes, 
with leaked government cables indicating that the CIA had the tacit support of elements within the 
Pakistani government for drone operations between 2007 and 2011.325 The U.S. government only 
notified the Pakistani authorities about a May 2016 drone strike against a Taliban leader in Baluch-
istan province after it occurred, according to anonymous government officials quoted in the media, 
suggesting that the U.S. government did not have consent for the strike.326 Given that the existence 
of consent has been contested in Pakistan for over a decade, and its validity questioned,327 U.S. gov-
ernment disclosures about all strikes there would help to clarify its purported authority to carry out 
strikes in Pakistan and the applicable law.

Explanation of which part of the government provided consent. There has been significant international 
controversy about whether or not Pakistan has consented to U.S. strikes (or the scope of any consent), 
yet the United States has remained silent.328 In 2013, various government institutions in Pakistan 
protested U.S. drone strikes in the country.329 Notwithstanding official public protests, leaked cables 
indicate that parts of the Pakistani government had agreed to U.S. drone strikes privately, while con-
demning them in public in order to appease a population highly critical of drone strikes.330 It is not 
clear in Pakistan’s case whether any purported consent given in secret represents the clear intention 
of the state. The U.S. government should therefore disclose how it evaluates consent, and clarify any 
inconsistencies in the Pakistani government position. The argument that it would not be possible to 
carry out strikes if consent was not in secret undermines the very legitimacy of that consent, and has 
longer-term destabilizing impacts.

Disclosure of the scope of consent provided. The U.S. has not disclosed any information regarding the 
scope of any consent it has to carry out strikes in Pakistan.
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SOMALIA

Disclosure that consent was provided. After years of almost complete secrecy on this issue, the U.S. 
government stated in December 2016 that U.S. strikes in Somalia are carried out with Somali  
government consent.331

Explanation of which part of the government provided consent. The U.S. government has not explained 
from which part of the Somali government it obtained consent, or who within the government 
gave consent. Prior to the December 2016 disclosure, there had only been reports of the Somali 
government’s consent to U.S. drone strikes and counterterrorism operations in news articles quoting 
Somali government officials. For instance, the Deputy Defense Minister Abdirashid Mohamed Hidig 
explained in 2011 that U.S. counterterrorism operations in the country are coordinated with Somali 
authorities.332 In 2013 Somali President Hassan Sheikh Mohamoud, the head of the Federal Govern-
ment of Somalia, affirmed that U.S. drone strikes in the country are conducted with his support, but 
the U.S. government did not formally confirm this at the time.333

Disclosure of the scope of consent provided. In its December 2016 disclosure, the U.S. government gave no 
details of the scope of consent given by the Somali government.334

YEMEN

Disclosure that consent was provided. The U.S. government stated in December 2016 that U.S. strikes in 
Yemen are carried out with the consent of the government, but it did not clarify which government 
provided consent or over which time period or for which actions.335 On a few occasions prior to 
this, the U.S. government had publicly stated that operations had been carried out jointly or with the 
support of the Yemeni government. An illustration of this can be found in President Obama’s 2012 
War Powers Resolution report to Congress, which provided that “[t]he U.S. military has also been 
working closely with the Yemeni government to operationally dismantle and ultimately eliminate 
the terrorist threat posed by al-Qa’ida in the Arabian Peninsula (AQAP).”336 On one rare occasion—
following the failed rescue attempt of Luke Somers in Yemen in 2014—the U.S. government explic-
itly explained it had the consent of the Yemeni government stating that “the Yemeni government 
approved the operation and gave its full support.”337 The U.S. government has also implied that it had 
the consent of the Yemeni authorities on a few other occasions.

Explanation of which part of the government provided consent. The U.S. government has not explicitly clar-
ified which official or office in the government provided consent, except in one case, the operation 
to rescue journalist Luke Somers, where then Secretary of Defense Chuck Hagel specifically thanked 
Yemeni President Hadi “for their assistance and cooperation.”338 The U.S. government’s reliance on 
consent as a legal justification to carry out operations in Yemen was especially troubling when drone 
strikes continued after the resignation of President Hadi, which was followed by a power vacuum in 
2015.339 It is not clear at that time who was approving such strikes and according to which authority. 
More complete disclosures by the U.S. government would be important to enable assessments of its 
legal authority to use force in Yemen. The U.S. should publicly clarify which government offices have 
provided consent at the various points in time.340

Disclosure of the scope of consent provided. In December 2016, the U.S. government publicly stated for 
the first time that it conducts its counterterrorism operations against AQAP in Yemen with the 
consent of the government.341 However, it is not consistently clear whether the Yemeni government 
has always provided its consent to all U.S. strikes in the country, or when and for what period the 
consent applies. On one occasion the U.S. government expressly stated that the Yemeni government 
had specifically approved an operation, and on some other occasions it has implied this, but this is not 
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the norm.342 This has resulted in confusion about the scope of consent in Yemen. The U.N. Special 
Rapporteur on the promotion and protection of human rights and fundamental freedoms while 
countering terrorism reported that he was informed by Yemeni public officials that the United States 
routinely seeks prior consent on a case by case basis for every operation, and in situations where con-
sent is withheld, a strike will not proceed.343 However, at the time of the Special Rapporteur’s report, 
President Hadi publicly maintained that “specific strikes were not preapproved,” but were “generally 
permitted.”344 The U.S. should publicly clarify whether Yemen’s consent to drone strikes has been or 
is on a case-by-case basis, or is “generally permitted.”

Similar confusion erupted following a botched U.S. Special Operations raid in Yemen in January 
2017 that resulted in the reported death of numerous civilians, including Anwar al-Aulaqi’s 8-year-
old granddaughter, Nawar al-Aulaqi, as well as a Navy SEAL, just a few days after President Trump’s 
inauguration.345 There were initial reports that the Yemeni government had withdrawn consent for 
ground operations in Yemen following the operation. However, after two days of uncertainty, the 
Yemeni embassy in Washington, D.C., issued a statement in which it explained that the Yemeni 
government “has not suspended any programs with regard to counterterrorism operations in Yemen 
with the United States” and “reiterates its firm position that any counterterrorism operations carried 
out in Yemen should continue to be in consultation with Yemeni Authorities and have precautionary 
measures to prevent civilian casualties.” The U.S. government did not comment directly on these 
reports. Questions regarding the precise scope of such consent, and how it is given for U.S. opera-
tions, remain unclear, underscoring the need for greater transparency.346
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2  The Government Discloses Factual Information about  
Lethal Strike Practices

Factual information about U.S. lethal strike practices is critical to understanding and evaluating U.S. 
use of force, promoting meaningful and democratic debate, ensuring truth for those injured and the 
families of those killed, as a necessary step toward accountability, and to inform lessons learned for 
future actions. The release of information about actual strike practices has been one of the loudest 
and most common demands made on the U.S. government. This section contains a series of bench-
marks for transparency in relation to factual information about strikes. U.S. government practice is 
analyzed in relation to disclosures of statistics regarding its operations and civilian casualties, and its 
record of acknowledging and releasing information about specific strikes.

Benchmark 7:  The government regularly publishes detailed statistics and aggregate 
information on lethal strike practices. 

Published statistical and aggregate information should include: 

• Numbers of strikes, broken down by country, and year and month;

• Numbers of those killed and injured, broken down by:
 · Country; 
 · Year and month;
 · Location; 
 · Sex; and
 · Age.

• For strikes conducted outside situations of armed conflict:
 · Numbers of persons killed and injured, organized by whether they were assessed to be an 

imminent threat to life or serious injury or not. 
 · Amount of property damage caused, organized by the numbers of types of buildings dam-

aged and the extent of damage. 

• For strikes conducted in situations of armed conflict:
 · Numbers of persons killed or injured, organized by their status—whether civilian, combat-

ant, directly participating in hostilities, or unknown; 
 · Numbers of anticipated and unanticipated civilian casualties;
 · Where known, the organizational affiliation of any persons assessed to be combatants or 

persons directly participating in hostilities; and
 · Property damage caused, including whether civilian or military objective, and the extent of 

damage caused. 

• Compiled list of names of all those killed, where known, with, in armed conflict situations, status 
(civilian, combatant, or directly participating in hostilities); 

• Statistics on number of strikes assessed to involve lawful or unlawful actions; and 

• Details of the methodology used to compile the data, including: 
 · Explanations of the terms and categories used; 
 · A full list of the categories of sources consulted; 
 · What weight is given to categories of sources; 
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 · How the reliability and accuracy of reports is assessed; 
 · How contradictory reports are addressed; and 
 · Whether reports are updated and figures revised based on new information. 

Summary

The release of statistical data on strikes is crucial to enable the American public and the international com-
munity to understand the real costs of U.S. strikes abroad. The release of such data facilitates a meaningful 
discussion of some of the core controversies surrounding strikes, including the claimed precision of strikes, 
and whether they are ethical or lawful.

For many years, the U.S. government released no official statistics on U.S. strikes and civilian casualties. The 
government released very little official information, and even then it was mainly to deny civilian casualties. 
John Brennan, for example, stated in 2011 that U.S. strikes in a given year did not cause any “collateral” 
deaths, while asserting that it is U.S. policy to strike only when there is “near certainty that no civilians 
will be killed or injured.” When civil society groups and others reported statistical data on alleged civilian 
harm, the government sometimes did not refute such reports, and sometimes responded by saying—gen-
erally through “anonymous officials”—that it believed the actual numbers were lower. In 2016, the U.S. 
government released for the first time basic strike data for 2009-2015, consisting of aggregate numbers of 
strikes, estimated “non-combatant” and “combatant” deaths “outside areas of active hostilities”—which it 
explained did not include Iraq, Syria, and Afghanistan. The release of this data, the subsequent release in 
January 2017 of data for 2016 strikes, and the commitment to continue to release such data on an annual 
basis, were important steps forward. However, the data released does not contain sufficient detail or disag-
gregation. Key gaps include: numbers of those injured in strikes; breakdowns by month, year, country, age, 
and sex; numbers of strikes assessed to be lawful or unlawful; and names of those killed.
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Analysis

Before 2016, the U.S. government released no statistical information regarding the number of strikes 
in Pakistan, Somalia, and Yemen, and no statistics on the number of those killed and injured by 
strikes.347 At times, officials denied civilian casualties. For example, in 2011, John Brennan, then Assis-
tant to the President for Homeland Security and Counterterrorism, and subsequently Director of 
the CIA, stated that “for the past year, there has not been a single, collateral, death” in U.S. strikes.348 
Sometimes, officials acknowledged in general terms that civilians had been killed, but provided no 
specific data. For example, in 2013, President Obama admitted that “it is a hard fact that U.S. strikes 
have resulted in civilian casualties.”349 Instead, data came from NGOs and journalists, who carried out 
detailed on-the-ground investigations into specific strikes and compiled statistics based primarily on 
reviewing and analyzing secondary sources.350 Occasionally, anonymous government officials were 
quoted in the press as stating that civilian casualties were much lower than estimates advanced by 
NGOs and journalists.351

On July 1, 2016, the Director of National Intelligence (DNI) released a summary of information 
obtained from U.S. agencies and departments about the number of strikes outside “areas of active 
hostilities” between 2009 and 2015, and provided data on the government’s estimates of “non-com-
batant” and “combatant” casualties.352 The DNI summary report stated that “Areas of active hostili-
ties” then included Afghanistan, Iraq, and Syria, but it was not completely clear if the DNI Summary 
covered all other countries in which the United States was engaged in operations involving the use 
of force except those three. In January 2017, the U.S. government released a subsequent report giv-
ing the government’s estimates of “non-combatant” and “combatant” casualties for areas “outside of 
active hostilities” in 2016.353

The data released was a positive but insufficient step toward transparency. Between January 2009 and 
December 2016, the U.S. government says it killed between 2,867 and 3,138 people in areas “outside 
of active hostilities,” and claimed that between 65 and 117 were “non-combatants.”354 The release 
of these figures, the commitment to release figures each year pursuant to the Presidential Executive 
Order published on July 1, 2016,355 and the subsequent January 2017 release of figures for 2016,356 
were welcome developments in regularizing some basic transparency regarding U.S. lethal force 
operations—the first official disclosure of statistical information about strikes. One of the reasons 
that civil society organizations have been calling for greater transparency in this area is so that the 
government figures can be compared to those gathered by independent organizations.

The need for greater transparency is clear, as the DNI figures are much lower when compared 
with figures gathered by civil society organizations and based on detailed investigations into specific 
strikes. According to the 2016 DNI summary report, between January 2009 and December 2015 
there were a total of 473 U.S. strikes in “areas outside of active hostilities,” resulting in between 64 
and 116 “non-combatant deaths.”357 In contrast, NGOs that investigated just 52 of those strikes found 
that they resulted in 161-183 civilian casualties. These 52 strikes, carried out between January 2009 
and April 2014, were the subjects of detailed NGO investigations comprised of interviews with 
victims, witnesses and local government officials, as well as reviews of secondary sources.358 While 
the U.S. government has questioned the reliability of the NGO figures, it should be noted that these 
NGO investigations are more detailed than the government’s in at least one important respect—the 
NGOs all carried out in-person research with witnesses and families. It appears that the U.S. govern-
ment rarely conducts such on-the-ground investigations following a strike, especially in places that 
the United States considers “outside areas of active hostilities,” where it often has no or a minimal 
ground troop presence.359
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U.S. Government Provided Data Human Rights Organizations360 
Selected Reports361

Number of strikes reported between  
January 2009 and December 2015:362

473

Selected number of strikes investigated and  
reported on by NGOs in Yemen and Pakistan between  

January 2009 and April 2014:363

52

Estimated number of civilians killed (“non-combatants”):

64-116

Estimated number of civilians killed:

161-183

Even though the human rights organizations reported on strikes that presented particular concerns 
for high rates of civilian casualties, which are likely not representative of all strikes carried out 
during the same period, the discrepancy necessitates closer inspection. This is impossible without 
the release of more detailed, disaggregated information—in particular: data broken down by year 
and month; location; sex, and age; the names of those killed and injured; and more details about the 
U.S. government’s methodology.

What follows is an analysis of U.S. practice and disclosures of statistics regarding: numbers of strikes; 
numbers killed and injured; outside armed conflict situations, numbers lawfully or unlawfully targeted, or not 
known; in armed conflict situations, civilian casualty data, as well as numbers lawfully or unlawfully targeted; 
names of those killed; the lawfulness of strikes; and the methodology used to compile the data.

Numbers of strikes, broken down by country, month, and year. The 2016 DNI summary 
report includes figures of the number of strikes between 2009-15 in areas the U.S. government 
deemed “outside of active hostilities.” However, these figures were not broken down by country, 
month and year. Similar concerns apply to the 2017 DNI summary report, which reported only 
strikes carried out in 2016, but did not disaggregate by country or month.

Numbers killed and injured, disaggregated. The 2016 and 2017 DNI summary reports are 
both in aggregate form only—with no breakdown by month, country, or location, or by the age and 
sex of those killed and injured. They also include no information regarding those injured or civilian 
property damaged.

For strikes outside armed conflict situations, numbers killed or injured, and whether 
assessed to be an imminent threat to life or serious injury, and property damage. While 
it appears that the data in the 2016 and 2017 DNI summary reports relates only to strikes that the 
U.S. government considers are part of an armed conflict, this is not clearly stated. The DNI summary 
reports do not include details of how many individuals were assessed to be an imminent threat to life 
or serious injury. The reports also do not include details of property damage.

For strikes in armed conflict situations, civilian casualty data. Both the 2016 and 2017 DNI 
summary reports are broken down by the “status” of the person killed, setting out estimates of the 
number of “combatants” and “non-combatants” for the years 2009-2015, and 2016, respectively. In 
addition, the 2016 and 2017 DNI summary reports do not include numbers of anticipated and unan-
ticipated civilian casualties, or the organizational affiliation of any persons assessed to be combatants 
or persons directly participating in hostilities. The DNI summary reports also do not contain infor-
mation regarding any property damage caused, including whether a civilian or military objective, and 
the extent of damage caused.
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Names of those killed. The 2016 and 2017 DNI summary reports contain no names of targets 
or civilians killed. The names are important to acknowledge to families their individual loss. They 
are also important for oversight of U.S. practice, including for the verification of U.S. government 
assertions about whom it targets, such as the 2010 statement that it was only targeting “high-level 
Al-Qaeda leaders who are planning attacks.”364

Lawfulness of strikes. The U.S. government provided no details regarding the total numbers of 
strikes assessed to be lawful or unlawful in the 2016 and 2017 DNI summary reports.

Methodology. Both the 2016 and 2017 DNI summary reports include sections on “U.S. Govern-
ment Post-Strike Review Processes and Procedures.” In this section, the reports explain that the U.S. 
government arrives at its figures after “incorporat[ing] the best available all-source intelligence, media 
reporting, and other information.”

Positively, the government expresses its willingness to review and revise assessments where “new, 
credible information”365 comes to light, or where “new information becomes available that alters 
the original judgment.”366 The 2016 report also includes a fuller list, missing from the 2017 report, 
of some types of sources that it consults, including “collection and analysis of multiple sources of 
intelligence before, during, and after a strike, including video observations, human sources and assets, 
signals intelligence, geospatial intelligence, accounts from local officials on the ground, and open 
source reporting.” Notably, the report does not include interviews with survivors of attacks, witnesses, 
and family members, raising significant concerns about the comprehensiveness of the government’s 
investigations and of the reliability of its data.367

Also absent from the U.S. government’s explanation of its methodology in the DNI Summary 
reports are:

• Explanations of what weight is given to different types of sources;

• How, and according to what methodology, the reliability and accuracy of reports of civilian casu-
alties are assessed; and

• How contradictory reports are assessed, reconciled, or used.

Both the 2016 and 2017 reports also include an explanation of how the U.S. government defines 
the terms “combatant” and a “non-combatant.”368 In these reports, the U.S. government states that:

‘non-combatants’ are individuals who may not be made the object of attack under applicable interna-
tional law. The term “non-combatant” does not include an individual who is part of a belligerent party 
to an armed conflict, an individual who is taking a direct part in hostilities, or an individual who is 
targetable in the exercise of U.S. national self-defense. Males of military age may be non-combatants; 
it is not the case that all military-aged males in the vicinity of a target are deemed to be combatants.369

This definition potentially excludes individuals who would ordinarily be considered civilians under 
international law. The targeting of individuals “in the exercise of U.S. national self-defense” lacks 
foundation under international law (see Benchmark 1). It is also unclear how the U.S. government 
determines that an individual is “part of a belligerent party to an armed conflict.” This term could 
be interpreted very broadly, which may result in the U.S. government’s figures for “non-combatant” 
casualties being much lower.370

It is not completely clear what the reports mean when referring to individuals of “unknown” or 
“uncertain” status, although the explanation provided appears to indicate that these individuals are 
considered to be “non-combatants” and are included in the total given for “non-combatant” deaths.371
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The summary reports also include sections on “Discrepancies Between U.S. Government and 
Non-Governmental Assessments.” The 2016 summary report consists mainly of explanations by the 
U.S. government of why it believes there to be discrepancies between figures gathered by NGOs 
and the government’s figures, primarily by reference to the U.S. government’s access to intelligence 
information. The 2016 summary report also implies that NGOs and others may too easily be swayed 
by “the deliberate spread of misinformation by some actors.”372 However, the 2016 summary report 
does not contain detailed information to back up these assertions. The 2017 report claims that “no 
discrepancies were identified between post-strike assessments from the U.S. government and credible 
reporting from NGOs regarding non-combatant deaths,” although it is not clear which reports the 
U.S. government consults or assesses to be credible, and how it does so.373 For 2017, at least, figures 
gathered by The Bureau of Investigative Journalism were much closer to the U.S. government’s fig-
ures, but the same is not true for the period of 2009-15.374

Benchmark 8: The government promptly acknowledges each and every strike.

Each acknowledgment should be formally and officially made by a named government agency or 
official and include the following information: 

• The name(s) of the government agency(ies) responsible for the strike;

• The date of the strike;

• The country in which the strike occurred, as well as the province/state, and city/town, as relevant; 

• What kind of post-strike investigation the government launched, including whether an opera-
tional debriefing, other kind of preliminary examination, or disciplinary investigation, or crim-
inal investigation; and 

• An estimated timeline for the release of a fuller explanation and further details regarding the strike. 

Summary

Prompt and public acknowledgment of strikes that includes essential factual details, including what 
the government is doing to investigate the strike, is a minimal—but crucial—element of transparency 
that gives those injured and families of those killed basic information and recognition of the fact 
of a strike, and the general public an idea of where and when strikes are occurring.375 It is a critical 
prerequisite to more meaningful accountability.

Prior to 2014, the U.S. government had only officially acknowledged a handful of individual strikes, 
mostly those in which U.S. citizens were killed. Since late 2014, the U.S. Department of Defense 
began formally acknowledging at least some strikes in Somalia, and from 2016, also in Yemen. Strikes 
by the CIA remain almost completely unacknowledged, which is likely part of the reason that, 
together with the government of Pakistan’s reported interest in keeping their consent to U.S. strikes 
secret, no information has been officially released regarding all but five strikes in Pakistan, where 
the CIA is reported to be responsible for most strikes. Even for strikes that are acknowledged, only 
basic information is revealed—generally location, date, and the fact that the military is responsible. 
The U.S. government should disclose additional details in each acknowledgement—particularly what 
investigative steps are being taken, and giving an indication of when further details will be revealed.
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Analysis

The U.S. government only acknowledged the existence of its “targeted killing” and drone strikes in 
general terms in 2010,376 and only belatedly and selectively has the government officially acknowl-
edged specific strikes. Until late 2014, outside of a few, isolated incidents that the government offi-
cially commented on—for example incidents in which U.S. citizens or very high profile targets had 
been killed in Yemen and Pakistan in 2011—the only information the public had about specific 
strikes was from anonymously quoted officials and the investigations of journalists and civil society.377

Following years of almost complete secrecy, U.S. practice notably improved from late 2014 for Soma-
lia,378 and from 2016 onwards in Yemen,379 when the U.S. Department of Defense began for the first 
time to provide updates acknowledging specific strikes in those countries. However, transparency 
about individual strikes varies widely depending on where the strikes take place, and the government 
agency or department responsible for the strike. Strikes in Pakistan, and those conducted by the CIA, 
remain almost completely secret, with no information disclosed except in a handful of isolated and 
exceptional cases. Starting in 2017, Department of Defense disclosures of specific strike acknowledg-
ments became more difficult to track and assess, as strike and targeting information on Yemen was no 
longer released in small batches, but large numbers of strikes were reported in a single press release.

The following analyzes U.S. practice in relation to this benchmark, assessing official U.S. disclosures 
regarding: acknowledgment of strikes; the agency responsible for the strike; the date and location of the 
strike; what kind of investigation is underway; and the estimated timeline for release of further information. 
U.S. practice in Pakistan, Somalia, and Yemen is analyzed in turn. “Acknowledgment” in this report 
means a strike acknowledgment by a named official or agency statement and excludes anonymous 
sourcing, such us media reporting of quotes from “unnamed officials.”

PAKISTAN

Acknowledgment of strikes. Publically, the United States has formally acknowledged only a handful of 
incidents in Pakistan, despite numerous strikes in Pakistan during the presidencies of George W. Bush, 
Barack Obama, and Donald Trump. These include:

• the 2011 killing of Osama bin Laden;380

• the U.S. government confirmed the 2011 killing of U.S. citizen Jude Kenan Mohammad in a 
May 2013 letter to Senator Patrick Leahy from Attorney General Eric Holder, and only follow-
ing significant pressure.381

• in May 2015, the President publicly admitted to the mistaken deaths of an American and Italian 
citizen, several months after the incident occurred in January 2015.382 A statement released by 
the White House that same day confirmed that another U.S. citizen, Ahmed Farouq, was killed 
in the same operation.

• the White House also confirmed that another U.S. citizen, Adam Gadahn, had been killed in a 
separate U.S. counterterrorism operation in January 2015.383 Although the U.S. government said 
that neither Gadahn nor Farouq were specifically targeted, limited information was provided 
regarding what led to their deaths, although the government made general claims that the two 
men were prominent al-Qaeda “leaders.”384

• in a rare acknowledgment in May 2016, the U.S. government officially acknowledged a strike 
that targeted Taliban leader Mullah Akhtar Muhammad Mansur. The government first acknowl-
edged the killing in a Pentagon press statement, which was subsequently confirmed by the 
President himself.385
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While it appears that all of these strikes were in Pakistan, there is some doubt whether they in fact 
occurred there because for some of these cases the U.S. government acknowledged them only as 
being “in a remote area of the Afghanistan-Pakistan border region” and did not explicitly disclose the 
country in which the operation took place.386

Those injured and the families of people killed in the vast majority of strikes in Pakistan have 
received no acknowledgment from the government at all.

Disclosure of the agency responsible for the strike. The U.S. government did not indicate which agency was 
responsible for the strikes that killed Jude Kenan Mohammad, Giovanni Lo Porto, Ahmed Farouq, 
Adam Gadahn, and Warren Weinstein in Pakistan. In the strike against Mullah Akhtar Muhammad 
Mansur, the U.S. government confirmed that the Department of Defense carried out the strike.387

Disclosure of date and location of the strike. In President Obama’s public address on the targeting of 
Osama bin Laden, he explained that the May 2, 2011 operation was carried out “against a compound 
in Abbottabad, Pakistan.”388 This was an exceptional level of transparency. The level of specificity 
regarding the date and particular location of a target in Pakistan was not repeated in relation to oth-
ers strikes. In the Jude Kenan Mohammad case, no details were given other than confirmation that 
the United States had carried out the strike.389 In the strike that killed Giovanni Lo Porto, Warren 
Weinstein, and Ahmed Farouq, the U.S. government explained that it occurred on the Afghani-
stan-Pakistan border in January 2015, but there was no confirmation of the precise date or a more 
specific location.390 The White House similarly explained that Adam Gadahn was killed in a separate 
counterterrorism operation against an al-Qaeda compound in January 2015 “in the same region.”391 
However, no further details were provided to confirm a more specific location in the country. The 
U.S. confirmed the date—May 21, 2016—of the strike against Mullah Akhtar Muhammad Mansur, 
but only that it was in a remote area of the Afghanistan-Pakistan border region.392

Disclosure of what kind of investigation is underway. In the case of Warren Weinstein and Giovanni Lo 
Porto, President Obama stated on April 23, 2015 that he had directed a “full review of what hap-
pened” to identify lessons learned and changes that could be made.393 As of May 31, 2017, the results 
of any review remained secret. In relation to Jude Kenan Mohamed, although the letter from Attor-
ney General Holder stated he was not specifically targeted by the United States, no further informa-
tion was disclosed regarding whether there was an investigation into the strike that led to his killing. 
Similarly, the White House Press Secretary’s statement regarding Adam Gadahn reveals that he was 
not specifically targeted by the United States, although the statement did note that he was a mem-
ber of al-Qaeda. There was no indication that there was an investigation into this incident.394 In the 
Mullah Akhtar Muhammad Mansur case, the Pentagon Press Secretary stated that the Department of 
Defense was “still assessing the results of the strike and will provide more information as it becomes 
available,” although it was not clear what type of investigation this was and no further information 
has been disclosed.395

Disclosure of estimated timeline for release of further information. In none of the mentioned cases did the 
U.S. government disclose a timeline for the release of further information.

SOMALIA

Acknowledgment of strikes. The U.S. government did not officially acknowledge strikes in Somalia 
until late 2014, despite reports by journalists of strikes occurring.396 Since then, U.S. government 
transparency practice has improved, with the first official acknowledgment of a strike in Somalia on 
September 2, 2014.397 As of May 2017, the Department of Defense had acknowledged approximately 
20 strikes in Somalia.398 It is not clear whether these acknowledgements include all strikes carried out 
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in Somalia. In April 2017, after numerous media reports indicated that the United States had carried 
out airstrikes in south-western Somalia, the Department of Defense issued a statement stating that 
it was not responsible for the attacks, and the most recent action it took in Somalia had occurred in 
January 2017.399

Disclosure of the agency responsible for the strike. In all of the acknowledgments since 2014, the U.S gov-
ernment has made it clear that the military is responsible for the strikes in Somalia.

Disclosure of date and location of the strike. In all of the strikes acknowledged since 2014, the U.S. gov-
ernment has indicated the date of the strike, and in most cases at least a regional location within 
Somalia for the strike.

Disclosure of what kind of investigation is underway. The U.S. government has explained that it reviewed 
“all relevant information” in response to reports of alleged civilian casualties, in just one of the inci-
dents that it has acknowledged since 2014.400 The government stated that it found the reports not to 
be credible. The government’s first acknowledgment of the strike did not include any reference to 
the allegations of civilian casualties, but it is possible they had not been received at that time.401 No 
information regarding any review or investigation for the other strikes has been disclosed.

Disclosure of estimated timeline for release of further information. None of the disclosures include any date 
to release more details regarding the strike.

YEMEN

Acknowledgment of strikes. Until March 2016, the U.S. government officially acknowledged only a few 
specific strikes in Yemen. These acknowledgments included:

• an oblique acknowledgment of a November 2002 strike in Yemen by Secretary of State Colin 
Powell, and Deputy Secretary of Defense, Paul Wolfowitz in the same month;402

• President Obama’s announcement on the day Anwar al-Aulaqi was killed in September 2011;403

• the cursory information provided by Attorney General Eric Holder in 2013 to Members of 
Congress regarding the deaths of two other U.S. citizens in Yemen, including al-Aulaqi’s 16-year-
old son;404

• remarks by President Obama, Secretary of State John Kerry, and Secretary of Defense Chuck 
Hagel regarding two failed attempts to rescue photojournalist Luke Somers in 2014;405 and

• a statement by National Security Council Spokesperson Ned Price acknowledging the death 
of alleged al-Qaeda in the Arabian Peninsula leader Nasir al-Washishi, although it was not made 
explicitly clear in the statement that the United States was responsible for his death.406

U.S. practice in relation to Yemen changed significantly from March 2016, when the U.S. Depart-
ment of Defense began acknowledging specific strikes.407 In April 2017, in a rare acknowledgement 
on the use of drones, Pentagon Spokesman Navy Captain Jeff Davis confirmed that the U.S. gov-
ernment carried out 20 strikes over a weekend, which were “largely unmanned.”408 Separately, the 
Department of Defense confirmed that the U.S. military carried out a total of 80 “precision strikes 
against AQAP militants” in Yemen between February 28, 2017 and April 24, 2017.409 The release 
however signaled a decline in U.S. practice on transparent acknowledgement of all strikes, as the total 
number of strikes was reported in a single press release, and failed to provide further strike specific 
information.410 Again, it is not clear whether the strikes the U.S. government reports includes all 
strikes carried out in the country, particularly those conducted by the CIA.411
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Disclosure of the agency responsible for the strike. In all of the acknowledgments since 2016, the U.S gov-
ernment has made it clear that the military is responsible for the strikes in Yemen.

Disclosure of date and location of the strike. In all the strikes acknowledged during 2016, the U.S. gov-
ernment has indicated the date of the strike, and in nearly all cases at least a regional location within 
Yemen for the strike. As U.S. targeting operations increased in Yemen in March 2017, Department 
of Defense disclosures on particular strikes became less specific and more difficult to track and assess. 
For instance, acknowledgment of a U.S. strike in the Abyan governorate and other strikes was only 
disclosed through a March 6, 2017 Pentagon statement update on an unrelated operation on North 
Korean missile strike launches.412 Unlike previous reports which were typically announced by U.S. 
Central Command and would provide specific dates in which each strike was carried out,413 the 
Pentagon statement on March 6, 2017 simply stated that 40 strikes had been conducted in Abyan 
governorate over the course of five days, without specific dates for each.

Disclosure of what kind of investigation is underway. In a few cases, the U.S. government has provided 
details of what kind of investigation is ongoing in relation to specific incidents, but these tend to be 
for high profile cases and are exceptions, not the rule.

After a U.S. military strike targeted an alleged Al-Qaeda training camp in Yemen in March 2016, 
a Pentagon spokesperson confirmed that the military was “continuing to assess the results of the 
operation but [their] initial assessment [was] that dozens of AQAP fighters have been removed from  
the battlefield.”414

Following a U.S. special operations raid in Yemen on January 29 2017 that resulted—according to 
news reports—in the death of a number of civilians, including Anwar al-Aulaqi’s 8-year-old grand-
daughter as well as a U.S. Navy Seal, the U.S. military stated in a press release that it had “concluded 
regrettably that civilian non-combatants” were killed, despite claims by the White House that the 
operation was a “success.”415 It stated further that it believed the casualties may include children, and 
that an “ongoing credibility assessment seeks to determine if there were any still-undetected civilian 
casualties.”416 On March 3, 2017, upon announcing that more than 30 strikes were carried out in 
south-eastern Yemen over the course of two days, the U.S. military acknowledged that the results 
of the strikes were “still being assessed.”417 In a March 2017 hearing before the Senate Armed Ser-
vices Committee, Army General Joseph Votel, Commander of U.S. Central Command confirmed in 
response to Senate questions that an investigation of civilian casualties of the January 2017 raid was 
“completed.”418 Votel took responsibility for the raid and confirmed that between 4 and 12 civilians 
had been killed.419

On May 23, 2017, the Department of Defense disclosed that its forces conducted a counterterrorism 
operation on an AQAP compound in Marib, about 150 miles north of Aden. According to the U.S. 
government, the operation resulted in the death of at least seven members of al-Qaeda who “were 
killed in small-arms fire and precision airstrikes from an AC-130 gunship.”420 Pentagon spokesman 
Captain Jeff Davis stated that there were “no credible reports of civilian casualties.”421 However, vil-
lage residents reported to journalists that ten civilians were killed and wounded in the raid, including 
a fifteen-year-old who was shot dead as he was fleeing his home.422

As of the end of May 2017, the U.S. government had not given any indication of whether investiga-
tions into the strikes were being undertaken in relation to other acknowledged strikes.

Disclosure of estimated timeline for release of further information. None of the disclosures on strikes in 
Yemen give any timeline for release of further information.
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Benchmark 9:  The government promptly discloses all assessments or investigations into 
strikes and other uses of lethal force, acknowledging and naming any 
civilians or bystanders harmed, as well as anyone unlawfully targeted. 

For each strike that results in civilian harm, or where there are credible allegations of civilian harm 
and/or that a strike was unlawful, the government releases: 

• Numbers of those killed and injured, and their names, ages, and sex; 

• Details of what steps were taken to investigate the strike, including whether any victims, wit-
nesses, and/or families were interviewed; 

• The scope and purpose of any investigation and which agencies and expertise were involved in 
the investigation of the strike;

• Results of any assessment or investigation, with redactions where families of those killed, or those 
injured, have requested privacy or to ensure their physical safety, or only as strictly necessary for 
legitimate national security reasons;

• What lessons have been learned from the particular strike and how practices and proce-
dures will be improved in the future to reduce civilian casualties, or avoid unlawful strikes, in  
other operations;

• In situations of armed conflict: 
 · The status of each individual killed or injured—whether a civilian, a combatant, directly 

participating in hostilities, or unknown;
 · The type of any property damaged, including what it was used for (if known), extent of the 

damage, and whether the property was civilian or deemed a legitimate military objective; and
 · Whether civilian harm was foreseen or unanticipated, what precautions were taken in attack, 

and an explanation for why civilians were killed and/or injured.

• Outside of situations of armed conflict:
 · An explanation for why people were killed and/or injured, i.e. an explanation of if, how, and 

why they posed an imminent threat to life or serious injury; and
 · The type of property damaged, including what it was used for (if known), and the extent of 

the damage.

Summary

Governments should publicly release information about people killed and injured and property 
damaged in specific strikes as a means of ensuring those injured and the families of those killed have 
access to official information about what happened and as part of the redress to which they may be 
entitled. The results of investigations and assessments must be released to allow for a proper and con-
tinuous external evaluation of the extent to which specific strikes comply with the law. Such disclo-
sure also contributes to democratic accountability, giving the American public information needed to 
engage in informed debate about these issues and to form opinions about whether they agree with 
government practices. In releasing this information, governments can demonstrate their commitment 
to assessing the impact of each strike, ensure that practices are reviewed in the future, and build cred-
ibility and trust with impacted communities critical of U.S. counterterrorism operations.

The United States has almost never disclosed the names of civilians killed, or the results and details 
of assessments or investigations of strikes and lethal operations in Pakistan, Somalia, and Yemen. 
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Except in isolated cases, the U.S. government has failed to provide detailed explanations of how 
many civilians it killed in a specific strike, or why civilians were killed, even where NGOs have pro-
vided detailed information about alleged civilian casualties to the U.S. government.423 There are few 
exceptions to this general secrecy. Three examples include: the apology for and naming of one U.S. 
civilian and one Italian civilian killed in a strike in Pakistan—an ugly double standard, given that 
the vast majority of those killed and injured are citizens of Pakistan, Yemen, and Somalia;424 a basic 
report on an assessment of allegations of civilian casualties in Somalia in 2016; and the unusual U.S. 
government release of an assessment concluding that there were between 4 and 12 civilian casualties, 
including children, in a botched raid in Yemen in January 2017. This is despite the fact that the U.S. 
government itself says it conducts post-strike assessments of civilian casualties.425

Analysis

Following years in which almost nothing was disclosed about specific strikes, the United States began 
to acknowledge strikes—in 2014, in Somalia, and 2016, in Yemen—with some consistency and to 
disclose the numbers of those killed in each strike, and occasionally, of those injured. However, dis-
closures in relation to Yemen and Somalia usually do not include the names and ages of those killed. 
In Pakistan, by contrast, almost no information has been released whatsoever about specific strikes, 
save for a few highly exceptional cases. In other countries in which the United States uses force, such 
as in Iraq and Syria, the U.S. military provides regular updates on instances of civilian harm resulting 
from U.S. strikes, as well as brief details of targets.426

On a few occasions, the U.S. government has also released redacted results of investigations in cases 
in Afghanistan and Iraq.427 The U.S. military has shown it is capable of selectively releasing investi-
gation reports that include “minute-by-minute recounting of events, maps, radio chatter, interviews 
with commanders and pilots, an assignment of responsibility, recommendations for administrative 
actions, and corrective recommendations for how to mitigate against the risk of similar civilian casu-
alty events in the future.”428 As this practice demonstrates, while the results of investigations may be 
sensitive, at least after the lapse of some time and with appropriate redactions, they should be capable 
of disclosure—the United States can be transparent about such information.429

The release of the results of government investigations and assessments is critical for those injured and 
families of those killed in strikes. As Rafiq ur Rehman, whose mother, Mamana Bibi, was killed in a 
U.S. drone strike in Pakistan in 2011, told a Congressional hearing in a rare opportunity to address 
his concerns to U.S. government officials, “Nobody has ever told me why my mother was targeted 
that day.”430

In a July 2016 Executive Order, the U.S. government committed to publicly “acknowledge U.S. gov-
ernment responsibility for civilian casualties,” formalizing the previous commitments of officials such 
as John Brennan. The U.S. government also committed to review or investigate “incidents involving 
civilian casualties.”431 The Executive Order represents an important step toward transparency and 
accountability, but it falls short by making the review, investigation, and release of information in each 
case contingent on “mission objectives” and an appropriateness test.432 These terms are potentially 
subject to broad interpretations, and could result in irregular implementation. If the Executive Order 
is implemented in a manner that encompasses all past and future cases, it would amount to a signifi-
cant advance in improving transparency and accountability for specific strikes.

The following analyzes U.S. practice in relation to this benchmark, assessing official U.S. disclosures 
regarding: numbers killed and injured, with names, ages, and sex; details of steps taken to investigate specific 
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strikes; the scope and purpose of the investigation, including which agencies were involved; the results 
of any assessment or investigation; what lessons have been learned, and how practices and procedures will be 
improved; in armed conflict, explanations of civilian harm, whether individuals killed were civilians, the type 
and extent of property damaged, whether civilian harm was foreseen or unanticipated, what precautions were 
taken in attack, and an explanation for why civilians were killed and/or injured; and, outside of armed con-
flict, explanations for why people were killed and injured, and details of people lawfully or unlawfully killed 
and property damaged. U.S. practice in relation to strikes in Pakistan, Somalia, and Yemen is analyzed 
in turn.

PAKISTAN

Numbers killed and injured, with names, ages, and sex. No formal statement or named official has formally 
disclosed information about the hundreds of strikes and operations in Pakistan. Some of the limited 
exceptions include the killings of Osama bin Laden and Jude Kenan Mohammad in 2011, Adam 
Gadahn, Ahmed Farouq, Giovanni Lo Porto, and Warren Weinstein in 2015, and Mullah Akhtar 
Muhammad Mansur in 2016. While it appears that all of these operations were in Pakistan, there is 
some doubt because for some of these cases the U.S. government acknowledges them only as being 
“in a remote area of the Afghanistan-Pakistan border region” or similar.433 In the 2011 bin Laden raid, 
the President conceded that a woman had been killed, and two others injured, but did not disclose 
their names and age.434 In the 2015 strike that killed Lo Porto and Weinstein, President Obama also 
disclosed that “the operation did take out dangerous members of al Qaeda,” although he did not 
specify how many, nor their names, ages, and sex.435 The U.S. government subsequently stated that 
Farouq—who was alleged to be an al-Qaeda “leader”—had been killed in the same strike.436

Details of steps taken to investigate specific strikes. So little has been officially disclosed about strikes in 
Pakistan that there is almost no information regarding steps taken by the U.S. government to inves-
tigate specific strikes. The one exception is the strike that resulted in the deaths of Italian citizen, 
Giovanni Lo Porto, and U.S. citizen, Warren Weinstein, in January 2015. In April 2015, President 
Obama stated that an “initial assessment” had been carried out, but that he had directed a “full review 
of what happened” to identify lessons learned and changes that should be made.437 As of May 2017, 
the results of any review remained secret.

Scope and purpose of the investigation, including which agencies involved. The only information regarding 
the investigation of any specific strikes is the Lo Porto and Weinstein case. In that exceptional case, 
President Obama did not explain what the process was or which agencies would be involved in 
the investigation.

Results of any assessment or investigation. The results of the Lo Porto and Weinstein strike investigation 
remained secret in May 2017, more than two years after President Obama stated that he had ordered 
a “full review” of the strike. The existence—let alone the results—of almost all other investigations 
into strikes in Pakistan remain completely secret.

What lessons have been learned, and how practices and procedures will be improved. In May 2015, President 
Obama explained that the review of the Lo Porto and Weinstein case was aimed at identifying “any 
lessons that can be learned from this tragedy, and any changes that should be made.”438 The White 
House Press Secretary went on to emphasize that the review was focused on “what occurred in this 
particular operation and to make recommendations about some reforms to the protocols and policies 
that are in place that would make it less likely that an unintended consequence like this would crop 
up again,” but the results of this review had not been made public as of May 2017.439 There is very 
little other information on lessons learned from other incidents in Pakistan.
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In situations of armed conflict:

As explained in Benchmark 1, it is not completely clear what legal frameworks the United States 
applies to its operations in Pakistan. It is not clear if the United States views itself as in an armed 
conflict there, and, if so, with which armed groups and when. The analysis in both this and the  
succeeding section evaluates the U.S. Government against the benchmarks relevant to both situations 
of armed conflict and outside of armed conflict.

While detailed factual information has been provided about isolated cases, they are the rare excep-
tions. For hundreds of other strikes in Pakistan, the U.S. government has formally provided almost 
no information.

• Status of those killed and injured, i.e. whether they were civilians or not. In the operations the U.S. gov-
ernment has formally acknowledged in Pakistan, it only indicated that Jude Kenan Mohamed,440 
Adam Gadahn, and Ahmed Farouq were “not specifically targeted” without an indication of 
whether the killings were lawful. The U.S. government did reveal that they did not consider 
Gadahn or Farouq to be “high value targets,” although it claimed that both Gadahn and Farouq 
held prominent positions as “leaders” in al-Qaeda, with Farouq specifically “playing a prominent 
role in leading [al-Qaeda in the Indian Subcontinent’s] operations and planning in that region 
of the world.”441 Gadahn was also described as a “prominent spokesman for al-Qaeda.”442 Even 
accepting the questionable premise that the United States was engaged in an armed conflict in 
Pakistan at that time, this characterization of Gadahn raises concerns as to whether he was a law-
ful target even under international humanitarian law.443

Osama bin Laden was described as “the leader of al Qaeda,” and clearly viewed by the U.S. gov-
ernment as a legitimate target.444 The U.S. government statement also claimed that “one woman 
was killed when she was used as a shield by a male combatant,”445 and that two other women were 
injured, but it was not completely clear whether the government considered these women civilians.

In relation to the strike resulting in the deaths of Giovanni Lo Porto and Warren Weinstein in 
2015, President Obama admitted that their deaths were a mistake, and official statements clearly 
indicated that they were civilians.446

The U.S. government clearly indicated that it viewed Mullah Mansur as a legitimate target,  
stating that he “has been the leader of the Taliban and actively involved with planning attacks 
against facilities in Kabul and across Afghanistan, presenting a threat to Afghan civilians and  
security forces, our personnel, and coalition partners.”447

• Type, extent, and status of property damage. Notwithstanding the uncertainty regarding the 
applicable legal frameworks noted above, the U.S. government did not disclose much informa-
tion regarding any property damage in the five strikes. It revealed, for example, the damage to the 
U.S. military helicopter in the raid on bin Laden’s compound, and only that the strike that killed 
Farouq, Lo Porto, and Weinstein was “against an al Qaeda compound.”448

• Whether civilian harm was foreseen or unanticipated, what precautions were taken in attack, and an expla-
nation for why civilians were killed and/or injured. The only disclosures of this kind have been in 
relation to the operations that killed bin Laden, Farouq, Weinstein, and Lo Porto. There is almost 
no information in relation to the hundreds of other strikes in Pakistan. The disclosures in the bin 
Laden, Farouq, Weinstein, and Lo Porto cases show that such information can be revealed and 
should be standard in all cases.

In the bin Laden case, the U.S. government claimed in general terms that the operation was “a 
surgical raid by a small team designed to minimize collateral damage and to pose as little risk 
as possible to non-combatants on the compound or to Pakistani civilians in the neighborhood” 
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and that “great care was taken to ensure operation success, [and to] minimize the possibility of 
non-combatant casualties.”449 In its press briefing announcing the raid, the U.S. government also 
claimed that “one woman was killed when she was used as a shield by a male combatant.”450 It 
did not explain why two other women were injured in the raid.

In the Lo Porto and Weinstein strike, which also killed Ahmed Farouq, the U.S. government 
clearly indicated that it did not know that Weinstein and Lo Porto were in the targeted com-
pound.451 The government claimed that its “near-certainty assessment was that no civilians would 
be harmed if this operation were carried out,” which “unfortunately” was “not correct” and “led 
to [the] tragic, unintended” deaths of Lo Porto and Weinstein.452 The U.S. government said it 
“believed that… no civilians were present; and that capturing these terrorists was not possible” 
based on “the intelligence that we had obtained at the time, including hundreds of hours of 
surveillance.” President Obama stated that they had assessed that “no civilians were present” and 
that the deaths of Lo Porto and Weinstein were a mistake. The results of a fuller review have not 
been made public as of May 2017.453

Regarding the strike that killed Gadahn, the U.S. government indicated that “U.S. officials had 
determined with near certainty that an operation could be carried out against an al Qaeda com-
pound that was frequented, or at least where at least one al Qaeda leader was located.”454

Outside of armed conflict:

• Explanations for why people were killed and injured. The only information that the U.S. government 
has disclosed about why people were killed and injured in the few publicly acknowledged strikes 
in Pakistan is limited to what is noted above.

• Type and extent of property damage. The only information that the U.S. government has disclosed 
is limited to what is noted above.

SOMALIA

Numbers killed and injured, with names, ages, and sex. Since 2014, and particularly from 2016 onwards, 
the U.S. government has regularly disclosed and acknowledged strikes in Somalia. In each acknowl-
edgment, some basic details are given, including numbers killed, and on occasion the name and sex of 
the target, but generally not the age. Names of targets that are released by the U.S. government tend 
to be alleged senior leaders of al-Shabaab, but civilian names have never been disclosed.455 Numbers 
for those injured have not been given, but, because of a lack of transparency it is not clear if this is 
because no one has been injured in any of these strikes, which seems unlikely, or because the U.S. 
government does not assess or know about any injuries, or because it knows of injuries but has not 
disclosed this information. There is still no information on almost all strikes before 2014.

Details of steps taken to investigate specific strikes. In only one instance has the U.S. government disclosed 
that it was carrying out a post-strike investigation of a strike in Somalia. Following a strike targeting an 
“al-Qaeda-associated terrorist group” in Galcayo on September 28, 2016, the U.S. military acknowledged 
that it had seen “reports alleging non-combatant casualties.” Although the statement said that the military 
“had assessed all credible evidence and determined those reports are incorrect,”456 a further update was 
provided in November 2016, indicating that investigations had continued.457 In the September 2016 
update, the U.S. military explained that its “review includes all relevant and credible information pro-
vided from numerous sources, including reports posted to social media. If the allegation is initially deter-
mined to be credible, additional levels of assessment are conducted.”458 It is not clear what was meant by 
“numerous sources” and whether this involved, for example, speaking to witnesses or carrying out any 
investigations at the site. Aside from the September 2016 strike, it is not clear from official disclosures if 
the U.S. government has conducted investigations into other strikes, or what steps have been taken.
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Scope and purpose of the investigation, including which agencies involved. In the September 2016 Galcayo 
strike, the U.S. government indicated that its initial assessment was directed at assessing whether the alle-
gations of civilian casualties were “credible.”459 The U.S. military further explained that “if the allegation 
is initially determined to be credible, additional levels of assessment” would be conducted. As the final 
result of the investigation was that the allegations were not credible, it appears the investigation stopped 
at this first stage.460 The release suggests that this was an internal U.S. military investigation by United 
States Africa Command, but this is not completely clear from the publicly available information.

Results of any assessment or investigation. On November 15, 2016, the U.S. military released very basic 
results of its assessment of the September 28, 2016 strike, in which it found that “U.S. forces lawfully 
and appropriately used force to defend the PSF [(Puntland Security Forces)] element in response to 
the attack by the local militia forces against that U.S.-partner force.”461

What lessons have been learned, and how practices and procedures will be improved. The U.S. government has 
not indicated that any lessons have been learned from any investigations into specific strikes in Soma-
lia, including the Galcayo strike, where it found that its forces acted lawfully. It is not clear if it has 
developed improved practices from other investigations, as there has been no disclosure in that regard.

In armed conflict:

The U.S. government has stated that it is in an armed conflict in Somalia, on the side of the govern-
ment and against al-Shabaab, which it views as an “associated force” of al-Qaeda.462 While, as noted 
above in Benchmark 1, this assertion is questionable and has been challenged, the analysis of the U.S. 
government’s transparency below is based on its own view of the situation.

• Status of those killed and injured i.e. whether they were civilians or not. In its disclosures on specific 
strikes, the U.S. government has indicated that it views those killed as legitimate targets in almost 
all cases. In one case—a strike in Galcayo, Somalia on September 28, 2016, the U.S. military 
disclosed the results of a more detailed review following “reports alleging non-combatant casu-
alties.”463 In its review, the U.S. military concluded that “sufficient evidence was presented to 
conclude no civilian casualties were caused by the September 28 strike,” that “the armed fighters 
who attacked the PSF [(Puntland Security Forces)] patrol at the time were believe[d] to be part 
of al-Shabaab, but with further review it was determined they were local militia forces,” and that 
in total “10 armed fighters” were killed and three more were injured.464

• Type, extent, and status of property damaged. Occasionally in its disclosures on Somalia, the U.S. gov-
ernment specifies that property has been damaged. For example, the government has referred to 
the destruction of an al-Shabaab encampment, as well as striking a vehicle in which the individ-
uals targeted were travelling.465 In the same statement, the U.S. government appeared to indicate 
that it believed these targets to be military objectives.466 It is not clear that information regarding 
damage to property is systematically recorded and disclosed whenever that information is avail-
able, or if disclosure is done more selectively and only regarding some strikes.

• Whether civilian harm was foreseen or unanticipated, what precautions were taken in attack, and an expla-
nation for why civilians were killed and/or injured. The U.S. government has not released information 
regarding whether civilian harm was foreseen or unanticipated in relation to any strikes. In the 
September 28, 2016, Galcayo strike the U.S. military disclosed after the fact that it assessed no 
civilians had been killed, but not what the assessment was before or at the time of the strike.467 
The U.S. government has not released information regarding measures taken to ascertain if 
civilians were present or mitigation efforts taken at the time in relation to any specific strike in 
Somalia. The U.S. government has not disclosed any instances in which it believed civilians were 
harmed in strikes in Somalia.
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Outside of armed conflict:

• Explanations for why people were killed and injured. The U.S. government disclosures are based on 
its assessment that it is involved in an armed conflict in Somalia. Accordingly, while this legal 
classification may be contested, the disclosures themselves reflect this assessment, making it dif-
ficult to evaluate U.S. practice against this part of the benchmark, which is explicitly focused on 
disclosures outside situations of armed conflict.

• Type and extent of property damage. The U.S. government disclosures is based on its assessment that 
it is involved in an armed conflict in Somalia. Accordingly, while this legal classification may be 
contested, the disclosures themselves reflect this assessment, making it difficult to evaluate U.S. 
practice against this part of the benchmark, which is explicitly focused on disclosures outside 
situations of armed conflict.

YEMEN

Numbers killed and injured, with names, ages, and sex. Since the U.S. government began regularly acknowl-
edging specific strikes in Yemen from 2016, the government has released some basic information 
about each strike, including the numbers of people killed, and, occasionally, the sex of a target, and an 
indication that someone was injured.468 These are usually provided quite soon after the strike. There is 
still no information on almost all earlier strikes, save for a few exceptions, such as the 2011 strike that 
killed Anwar al-Aulaqi. Names and an indication of the age of those killed are usually not provided.

Details of steps taken to investigate specific strikes. In only one incident has the U.S. government released 
any information regarding steps taken to investigate particular strikes. Following a Special Opera-
tions raid in Yemen on January 29, 2017, the U.S. military announced that “a team designated by the 
operational task force commander has concluded regrettably that civilian non-combatants were likely 
killed” in the incident. The statement added that a “credibility assessment” was “ongoing” to “deter-
mine if there were any still-undetected civilian casualties.”469 It was not clear at the time whether the 
same team was conducting the “credibility assessment,” or specifically what steps were being taken 
to investigate the incident.

Subsequently, in a March 2017 hearing before the Senate Armed Services Committee, Army General 
Joseph Votel, Commander of U.S. Central Command confirmed, in response to Senate questions, 
that an investigation of civilian casualties of the January 2017 raid was “completed.” Despite a deter-
mination that the U.S. government “did cause civilian casualties” for which the government and 
Commander accepted responsibility, Votel said that he had “made the determination that there was 
no need for an additional investigation into this particular operation.”470 It is not clear if there is no 
information regarding other strikes because no steps have been taken to investigate strikes, or just 
because this information is not disclosed.

Results of any assessment or investigation. The U.S. government has not disclosed any results of investiga-
tions into strikes in Yemen, save for the initial details coming out of its assessment of the January 2017 
raid, which it stated resulted in between four and 12 civilian casualties.471 Despite confirming that 
the investigation into civilian casualties and after-action review had been “completed” Votel provided 
few additional details.472

In relation to other strikes there have been no disclosures of the results of any investigations. It is not 
clear, because of a lack of transparency—if this is because no investigations have been carried out, or 
if this is just because that information has not been disclosed.
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What lessons have been learned, and how practices and procedures will be improved. The U.S. government has 
not released detailed information about lessons learned from individual cases. Some information was 
revealed about the botched January 2017 raid in Yemen. In his March 2017 testimony to the Senate 
Armed Services Committee, General Votel stated that he “had a good understanding of exactly what 
happened on this objective, and [had] been able to pull lessons learned” that would be applied to 
future operations.473 However, Votel did not disclose any details of what exactly were the lessons that 
had been learned. The U.S. has disclosed almost no information regarding lessons learned or how 
practices and procedures have been improved from investigations into other specific strikes in Yemen.

In armed conflict:

The U.S. government has stated that it is in an armed conflict in Yemen with al-Qaeda in the Ara-
bian Peninsula.474 While, as noted above in Benchmark 1, this assertion is questionable and has been 
challenged, the analysis of the U.S. government’s transparency below is based on its own view of 
the situation.

• Status of those killed and injured i.e. whether they were civilians or not. In the disclosures on specific 
strikes, the U.S. government indicated that it views those killed as legitimate targets in almost 
all cases. For example, the U.S. government claimed that “no civilian casualties were reported,” 
despite subsequent allegations of civilian casualties in a U.S. raid in Yemen in May 2017.475

In an unusual case following a botched U.S. special operations raid in Yemen on January 29, 2017, 
the U.S. military conceded—following sustained media attention and pressure—that “civilian 
non-combatants were likely killed” and that “casualties may include children.”476 In its initial 
release, the U.S. military did not provide any numbers of civilians killed or injured, but noted 
that a “credibility assessment” was “ongoing” to “determine if there were any still-undetected 
civilian casualties.”477 Subsequently, in a hearing before the Senate Armed Services Committee in 
March 2017, U.S. Army General Joseph Votel, Commander of U.S. Central Command, asserted 
that an investigation of civilian casualties of the January 2017 raid was “completed” and that the 
investigation concluded that the operation had resulted in the death of approximately four to 
twelve civilians.478

• Type, extent, and status of property damaged. The U.S. rarely releases information on whether 
its operations caused any property damage. One such disclosure occurred in March 2017, in 
which the government stated that its strikes hit “targeted militants, equipment, and infrastruc-
ture” as well as “heavy weapons systems” in the regions of Abyan, Bayda, and Shabwah.479 In 
another case, the U.S. government disclosed that property was damaged in a strike reportedly 
targeting whether al-Qaeda operatives that also destroyed a “vehicle loaded with weapons.”480 
It is not clear whether information regarding damage to property is systematically recorded and 
disclosed whenever that information is available, or if disclosure is done more selectively and 
only for some strikes.

• Whether civilian harm was foreseen or unanticipated, what precautions were taken in attack, and an expla-
nation for why civilians were killed and/or injured. In almost all cases, the U.S. government has 
released little or no information regarding whether civilian harm was foreseen or anticipated, 
what precautions were taken, and why civilians were killed. The only case about which the U.S. 
government has released much information is the botched January 2017 raid.

The January 2017 raid included only assessments after the fact, not what was known before. The U.S. 
government explained that assessments about the January 2017 raid were ongoing, and included 
looking into “whether additional non-combatant civilians that were not visible to the assault force 
at the time were mixed in with combatants.” The statement also said that “the known possible civil-
ian casualties appear to have been potentially caught up in aerial gunfire that was called in to assist 
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U.S. forces in contact” with the enemy.481 In the March 2017 hearing before the Senate Armed 
Services Committee in March 2017, despite taking responsibility for civilian casualties, General 
Votel did not explain why they had been killed, nor what measures had been taken to ascertain if 
civilians were present, and what efforts were made to minimize civilian harm, if any.482

The U.S. government has not disclosed any other instances in which it has clearly stated that 
civilians were harmed in strikes in Yemen.

Outside of armed conflict:

• Explanations for why people were killed and injured. The U.S. government disclosures appear to be 
based on its assessment that it is involved in an armed conflict in Yemen. Accordingly, while this 
legal classification may be contested, the disclosures themselves reflect this assessment, making it 
difficult to evaluate U.S. practice against this part of the benchmark, which is explicitly focused 
on disclosures outside situations of armed conflict.

• Type and extent of property damage. The U.S. government disclosures appear to be based on its 
assessment that it is involved in an armed conflict in Yemen. Accordingly, while this legal classifi-
cation may be contested, the disclosures themselves reflect this assessment, making it difficult to 
evaluate U.S. practice against this part of the benchmark, which is explicitly focused on disclo-
sures outside situations of armed conflict.
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3  The Government Discloses Information about its Decision-Making 
Processes for Lethal Targeting

Information about how decisions to target an individual are made, by whom, and according to what 
procedures are key to understanding the extent to which procedures are rigorous, and to ensuring 
individual and governmental accountability in the event of any mistake or wrongdoing.483 This sec-
tion is focused on U.S. government transparency in relation to decision-making processes.

Benchmark 10:  The government clearly explains the institutional decision-making 
process for the use of lethal force overseas, including the agencies and 
institutional positions involved, the role of each in the decision-making 
structure, and the chain of command.

Summary

A government should make public the chain of command and institutional process for making 
targeting decisions. While, for obvious security reasons, this does not need to include the names 
of those involved, particularly those present in conflict zones or places of heightened risk for the 
decision-maker, the structures and institutional roles should be clear. Disclosure of decision-making 
institutional structures and procedures—that is, which government institutions and positions are 
involved, and what role they play in the decision to kill someone—is a crucial component of dem-
ocratic accountability. It allows the public to know which arms of the government are involved in 
such decisions and to hold them politically accountable for their actions. By disclosing such processes, 
a government also shows, to both its own population and those impacted by strikes, the extent to 
which it is committed to ensuring the rule of law by adhering to rigorous processes that include 
adequate checks and safeguards. It also helps to ensure that those responsible for wrongdoing can be 
held legally accountable.

For many years, the decision-making process for U.S. strikes was largely secret, particularly in rela-
tion to CIA strikes. The public had to rely on reports by journalists, who in 2012 revealed President 
Obama’s direct involvement in decisions to target named individuals or others on the basis of a 
pattern of behavior—so-called “signature strikes.”484 In August 2016, the U.S. government took an 
important step by releasing the 2013 Presidential Policy Guidance (PPG)—in the course of extensive 
FOIA litigation, and following a court order—and thus revealing the processes for high-level deci-
sion-making for pre-planned strikes, as well as the official positions and agencies involved in such 
decisions, for strikes in areas it deems “outside of active hostilities,” including Yemen and Somalia, 
and, possibly, Pakistan. In 2013, the U.S. government had released a summary of the PPG, but this 
provided only very generalized information about decision-making processes. Even following the 
2016 release of the PPG, there was still uncertainty where and when the PPG was applicable due to 
a lack of transparency and clarity regarding key terms. For circumstances not covered by this policy, 
at the agency level, there remains a stark difference in transparency about CIA and military deci-
sion-making processes. It is very difficult to find publicly available written information about CIA 
targeting decision-making processes, whereas the U.S. government has, over the years, disclosed its 
formal targeting decision-making processes in a series of military targeting doctrine documents.



82 | Out of the Shadows

Analysis

For many years, the U.S. government provided only incomplete information about how a decision 
to carry out a strike was made. Despite some moves toward greater transparency in the later years 
of the Obama Presidency from 2013 onwards, including the disclosure in the redacted PPG of the 
decision-making process followed in places determined by the U.S. government to be outside “areas 
of active hostilities,” still much remained unknown by the time President Trump assumed office.

For example, the relevance of the process set out in the PPG is not clear due to the lack of transparency 
about where it applies at any given time. For circumstances not covered by this policy, there remains a 
stark difference at the agency level between transparency regarding CIA and military decision-making 
processes. In the past decade, the U.S. military has disclosed detailed documents setting out the doctrine 
that guides its targeting process, including when the PPG does not apply, although its application to spe-
cific conflict zones is usually kept secret. In contrast, it is very difficult to find publicly available written 
information about CIA decision-making processes outside of the PPG.

The following analyzes U.S. practice in relation to this benchmark, assessing official U.S. disclosures 
regarding the institutional decision-making process for the use of lethal force overseas. It assesses the trans-
parency of the process under the Presidential Policy Guidance, as well as separate, or additional, military 
and CIA processes.485

Disclosure of the institutional decision-making process for the use of lethal force over-
seas, including the agencies and institutional positions involved, the role of each in the 
decision-making structure, and the chain of command.

Targeting under the Presidential Policy Guidance. The 2013 PPG, which was disclosed in summary form 
in 2013, and in a fuller form with redactions in 2016 pursuant to FOIA litigation, sets out a scheme 
of multi-layered consultations within the executive branch.486 It identifies which agencies and insti-
tutions are involved in targeting decisions deemed by the U.S. government to be in “areas outside of 
active hostilities” (although some agencies are redacted). It specifically lists some of the agencies and 
administrative positions of officials involved in the strike approval process,487 and sets out the circum-
stances in which the President is directly involved in a targeting decision. The PPG is largely focused 
on “direct action against an identified high-value terrorist,” that is, largely intentional pre-meditated 
lethal strikes, so it will likely not apply to all uses of force by the United States in “areas outside of 
active hostilities.” Where U.S. forces use force to defend themselves in a dynamic situation, the process 
may be governed by the rules of the particular agency concerned.

The PPG also includes exceptional procedures, which are not fully explained: It allows for alternative 
decision-making processes in the event of “unforeseen circumstances”, a “fleeting opportunity” or 
“extraordinary cases”, all of which are undefined in the PPG.488 While the decision-making pro-
cesses are set out for these exceptional procedures, it is unclear when these processes are invoked and 
according to what criteria. Similarly, an alternative decision-making process is envisaged for some 
uses of force against targets that are not “identified High Value Terrorists” (a term that is not defined 
in the PPG), but this process is not set out in the PPG.489

The U.S. government has not provided definitive information about where the PPG applies, and has 
applied, historically—raising questions as to when and where the decision-making process set out there 
is applicable. For example, while President Obama was still in office in December 2016, the government 
stated that “areas of active hostilities” included “Afghanistan, Iraq, Syria, and certain portions of Libya.” 
In January 2017, this changed to just “Afghanistan, Iraq, and Syria,” illustrating how frequently and easily 
the designation can be changed.490 Similarly, it was reported that the Trump administration designated 
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parts of Somalia and Yemen as “areas of active hostilities” to allow for more flexibility in carrying out 
strikes there, but as of May 2017 there had been no official disclosure in this regard.491

It is not consistently clear which countries and regions are “areas of active hostilities”, as these occa-
sional disclosures reveal only the snapshot assessment in relation to a country or region at a particular 
given time.492 It is accordingly not clear whether or during which periods Pakistan, Somalia and 
Yemen have come under the PPG since its inception in 2013.493 Accordingly, the U.S. government’s 
failure to be regularly and consistently open about where and when the PPG applies means that the 
public actually does not have a clear picture of the application of this policy, or how decisions are 
made in relation to strikes in particular places at any given time.

There is an additional question as to whether all strikes in Somalia, Yemen, and Pakistan are actually 
governed by the PPG, or whether only certain parts of the PPG are applicable. For example, so-called 
“dynamic” strikes in response to a particular and immediate threat to U.S. or allied forces in these countries 
probably do not fall under the PPG, at least in terms of who makes the decision to carry out the strike. 
This may include a number of strikes in Somalia frequently described as “self-defense” strikes by the U.S. 
military.494 It is likely—although this is not made clear in the U.S. government disclosures—that these cases 
fall exceptionally under section 5(B) of the PPG which provides for “Extraordinary Cases” and variations 
from the PPG process, and which include “lethal force against an individual who poses a continuing, 
imminent threat to another country’s persons” (emphasis added).495 These are governed by a more general 
operational plan approved by the President, but this also has not been publicly disclosed.

Finally, while it appears from remarks by former government officials that strikes carried out in Paki-
stan would be governed by the PPG,496 this is not completely clear. This is because Pakistan is not 
referenced at all in the December 2016 Report on Legal and Policy Frameworks, which helped to 
clarify in general terms the U.S. government’s view of the legal and policy frameworks applicable to 
specific countries. Accordingly, the public cannot be completely sure about whether strikes carried 
out in Pakistan are governed by the PPG.

Where the PPG does not apply, or for strikes that fall into the exceptions set out in the PPG, the 
process will largely be governed by the rules of the agency responsible for the strike, the U.S. military 
or the CIA.

• Targeting by the military. At the agency level, often pursuant to FOIA litigation by the ACLU, the 
U.S. government has disclosed detailed general military doctrine targeting documents that set out 
procedures for target selection. These disclosures are significant, and set out modes of operating, 
the processes, and the roles of different parts of the military in the decision-making process.497 
However, there remains a question as to whether the Joint Special Operations Command is for-
mally bound by these documents.498 The specific operational plans and mode of decision-making 
by Joint Special Operations Command in Somalia and Yemen remain undisclosed, although an 
insight into the process prior to the elaboration of the PPG was provided through documents 
leaked to journalists.499 What was revealed in these reports does, in a number of respects, at least 
appear to mirror the general targeting doctrine that has been publicly disclosed.

• Targeting by the CIA. It is very difficult to find publicly available written information about CIA 
targeting decision-making processes for any strikes not governed by the PPG. There is also a lack 
of clarity regarding what procedures govern strikes carried out jointly and involving both the 
CIA and the U.S. military, as this remains unexplained.500
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4 The Government Discloses Information about Accountability

Transparency about accountability is essential for ensuring public confidence in the government and 
allowing individuals who have suffered harm to obtain compensation and justice. A government’s 
explanations of what oversight processes are in place, and their impact, can facilitate review of whether 
the government’s systems are sufficient and demonstrate to the public the adequacy of the safeguards 
in place. Disclosing investigative procedures, measures that have been taken to ensure individual 
accountability, and details about where and how individuals can claim compensation, demonstrates 
a commitment to the rule of law, enables the system to function, and helps individuals and families 
to make those claims. In revealing the measures that the government has taken to discipline or pros-
ecute wrongdoers, and to provide redress to victims, the government can demonstrate to its public 
and affected communities overseas a commitment to respect for international law and due process.

This section evaluates U.S. government transparency about accountability processes and outcomes. 
It analyzes U.S. practice regarding oversight; the procedures for investigation and compensation; 
measures taken to ensure accountability, including through investigations and the payment of con-
dolence money or compensation; aggregate information about what accountability has in fact 
occurred; and the extent to which the state secrets doctrine is utilized to block alleged victims from 
accessing a remedy.

Benchmark 11:  The government provides information about the executive and legislative 
branch oversight mechanisms in place to review government policies and 
practices on the use of lethal force overseas. 

This includes disclosing:

• The mandate, powers, and procedures for each mechanism that oversee the use of lethal force 
overseas;

• The types and categories of information that are disclosed to oversight mechanisms; 

• The reports, findings, recommendations, and actions taken by oversight mechanisms, subject only 
to redactions strictly necessary for legitimate national security reasons or for the protection of 
individual rights; and

• Any actions taken by the executive branch in response. 

Summary

Transparency about oversight mechanisms is an essential way of promoting public confidence in 
decision-making processes, and in government review systems. Revealing how these mechanisms 
work, what powers they have, what findings and recommendations they make, and how the govern-
ment has responded, can demonstrate how meaningful these procedures are. Transparency can itself 
enhance oversight by incentivizing the overseers to be rigorous in their scrutiny of the government’s 
policies and practices. Where the findings of oversight mechanisms are made public, other actors, 
such as journalists, civil society, academics, and think tanks can continue to monitor the government’s 
practices and help ensure follow-up on recommendations.

The U.S. government is largely transparent about what mechanisms exist that, at least potentially, have 
the power to oversee its use of lethal force overseas. The government has publicly disclosed informa-
tion about the mandate, powers, and the procedures followed by such mechanisms. However, despite 
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some increased, but sporadic, transparency from 2012 onwards about what those mechanisms actually 
do, and occasional complaints by congressional oversight committee members that have revealed 
what is or is not disclosed to these bodies, the U.S. government has been far less transparent about 
the bodies’ findings, recommendations, and actions, and what, if any, actions the executive branch has 
taken in response. This lack of transparency on the substance of the oversight has fueled critiques of 
government abuse of power and secrecy. Without regular explanations of what types of information 
is actually disclosed to oversight mechanisms, and what actions they take, it is difficult to fully assess 
how meaningful this oversight is. This is particularly important where mechanisms can be rendered 
defunct by a lack of congressional or executive branch action.

Analysis

The following section analyzes U.S. practice in relation to this benchmark, assessing official U.S. gov-
ernment transparency on executive and legislative branch oversight, specifically regarding: the mandate, 
powers, and procedures of oversight mechanisms that oversee the use of lethal force overseas; the types and 
categories of information that are disclosed to oversight mechanisms; the reports, findings, recommendations, and 
actions taken by oversight mechanisms; and the actions taken by the executive branch in response to oversight.

Mandate, powers, and procedures of oversight mechanisms that oversee the use of lethal 
force overseas. The U.S. government has been transparent about the existence of the various dif-
ferent executive and legislative branch oversight mechanisms that, at least theoretically,501 are capable 
of exercising some form of oversight over its use of lethal force overseas. What the U.S. government 
has been less clear about is the precise role, if any, that each of these institutions plays in overseeing 
the use of lethal force overseas.

The U.S. government is also transparent—at least in general terms—about the mandate and powers 
of the different oversight mechanisms. Some of the notification procedures to the congressional 
committees are also publicly enshrined in law. However, the government has been less clear on what 
procedures, if any, that the mechanisms each follow to review the government’s use of lethal force.

• Executive branch oversight. Within the executive branch, the U.S. government has an array of insti-
tutions that, at least potentially, are capable of carrying out some form of oversight of the use of 
lethal force, but it is not completely clear from available information which of these institutions 
actually exercise oversight on this issue.502 These include the various Inspectors General within 
the agencies and different parts of the military, as well as other executive branch mechanisms such 
as the President’s Intelligence Advisory Board.503

The powers and mandate of the various executive branch Inspectors General are transparently 
set out in legislation,504 as well as on the websites of the various different entities.505 These are 
supplemented by other documents that set out various procedures followed by the Inspectors 
General, such as the Council of the Inspectors General on Integrity and Efficiency Guidelines 
on investigations, which are publicly available.506

As of May 2017, however, there was no information on the webpages for the National Security 
Council or the President’s Intelligence Advisory Board and Intelligence Oversight Board.507 
Most of these mandates are broad, and include, for example, the authority to “receive and inves-
tigate… alleged violations of laws, rules, or regulations,”508 which would potentially encompass 
alleged violations in relation to the use of force overseas.

However, there is no specific information regarding what executive branch institutions actually 
oversee the use of lethal force overseas. One indication that these bodies are not extensively 
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involved in oversight of U.S. use of force operations in other countries, albeit not a clear one, 
came in a 2013 speech by President Obama. In that speech, Obama stated that he had “asked 
my administration to review proposals to extend oversight of lethal actions outside of warzones 
that go beyond our reporting to Congress,” which included the “establishment of an indepen-
dent oversight board in the executive branch,” implying that there was not one.509 In 2015, 
David Medine, then Chairman of the Privacy and Civil Liberties Oversight Board (PCLOB), an 
independent, bipartisan agency within the executive branch, called publicly for the PCLOB to 
oversee drone strikes targeting U.S. citizens.510 However, this bid was ultimately unsuccessful, and 
following congressional action to limit the ability of PCLOB to review covert actions in 2016, 
Medine resigned.511

• Legislative branch oversight. Within the legislative branch, the most significant Congressional over-
sight of U.S. use of lethal force in Pakistan, Somalia, and Yemen, comes through the Armed 
Services Committees and the Intelligence Committees of both the House and Senate, which 
oversee, respectively, the military and the intelligence agencies, including the CIA.512 The picture 
painted from public disclosures is of a notification-driven regime, where the executive branch 
provides some information to the oversight bodies, but questions remain about how much scru-
tiny there is on the substance of the issues. As discussed below, due to a lack of transparency 
regarding the actions taken by the overseers, this is difficult to assess fully.

Particularly from 2012 onwards, and sporadically, selectively, and belatedly, some of these bodies 
have themselves explicitly stated that they oversee the government use of lethal force.513 These 
general oversight powers are also enshrined in U.S. law.514 Broadly speaking, the Intelligence 
Committees are responsible for oversight of CIA activities, whereas the oversight of the mili-
tary’s operations, including the Joint Special Operations Command (JSOC),515 generally falls to 
the Armed Services committees of the House and Senate.516 However, there is some uncertainty 
regarding which committees oversee joint operations.517

In relation to oversight of intelligence agencies, under Title 50 of the United States Code, 
the Senate and House intelligence committees have authority to be kept “fully and currently 
informed of all covert actions.”518 The Code goes on to set out the parameters for notification 
to these committees of such actions, including caveats to these notification requirements.519 The 
CIA General Counsel also publicly explained the procedures in broad outline in a 2012 speech, 
where he stated that the CIA “would have to discharge its obligation under the congressional 
notification provisions of the National Security Act to keep the intelligence oversight commit-
tees of Congress ‘fully and currently informed’ of its activities. Picture a system of notifications 
and briefings—some verbal, others written; some periodic, others event-specific; some at a staff 
level, others for members.”520

In 2012, legislation was passed requiring the executive branch to report quarterly to the armed 
services committees on “counterterrorism operations.”521 This was expanded in 2013, when the 
procedure for notifying the congressional armed services committees of strikes by the mili-
tary was enhanced.522 This has been carried through into section 1036 of the National Defense 
Authorization Act 2017, which,  sets out various requirements for notification by the Secretary 
of Defense to the congressional armed services committees of “sensitive military operations”—
which encompasses strikes “outside a declared theater of active armed conflict,” and increases 
the frequency of “counterterrorism operations briefings” from quarterly to monthly.523 In 2016, 
pursuant to FOIA litigation, the U.S. government also disclosed two 2014 documents: one was 
an example of the type of report sent to Congress as part of this process,524 while the other set out 
further details for how these notifications happen. However, the section that detailed what type 
of information the written notifications are meant to include was redacted.525 It is also unclear 
if these procedures continued to remain in place, as documents for subsequent years have not 
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been disclosed. Further, snapshot details regarding procedures by the committees are available in 
piecemeal form, for example, from statements by the committee chairs,526 but do not exist in a 
form that clearly sets out what procedures are currently in place, whether they have changed, or 
whether they are consistently followed.

These legislative requirements are essentially the bare minimum required by law. They are sup-
plemented by—for strikes in areas deemed by the U.S. government as areas “outside of active 
hostilities”—the Presidential Policy Guidance, which was disclosed in redacted form in 2016. 
This includes notifying Congress where there are new operation plans, an expansion of a previ-
ous plan, if an operation is carried out, and “updates” every three months on “identified [‘high-
value terrorists’].”527

In addition, in practice there is often more ad hoc oversight, as indicated, for example, by Stephen 
Preston in his 2012 speech as CIA General Counsel noted above. More comprehensive trans-
parency about what kind of oversight is actually going on in practice would greatly enhance the 
public’s understanding of what procedures are actually followed, and of the level and intensity of 
oversight activity.

Types and categories of information that are disclosed to oversight mechanisms. An 
effective oversight mechanism should be able to receive and review information that may not ordi-
narily be disclosed to the public. However, it is important that the public is at least aware of what 
types and categories of information are disclosed to these bodies, as it can aid in an assessment of 
whether oversight is effective, whether the U.S. government is disclosing sufficient information to 
these bodies to enable meaningful oversight, or if a lack of executive action has essentially rendered 
these bodies defunct.

• Executive branch oversight. Little, if anything, has been disclosed regarding what information is 
available to the executive branch mechanisms regarding the use of lethal force. Most of what the  
public knows comes from isolated and generalized disclosures. For example, in 2012, the then 
CIA General Counsel said that “the CIA reports apparent legal violations and other significant 
or highly sensitive matters that could impugn the integrity of the Intelligence Community” to 
the Intelligence Oversight Board.528

• Legislative branch oversight. For the congressional oversight bodies, some information has been 
disclosed, on an ad hoc basis, by the committees themselves. For example, the chair of the Senate 
intelligence committee  has said that the committee reviews video footage of strikes.529 Over the 
years, the committees have clearly had problems obtaining some information, as evidenced by 
the comments of committee members and demands of Members of Congress for access to all of 
the legal opinions and reasoning regarding targeted strikes.530

Legislation also sets out various requirements for specific disclosures. For example, legisla-
tion introduced in 2013 required that the executive notify the armed services committee in 
writing of any “sensitive military operation” within 48 hours of it taking place and submit a 
report explaining how the executive branch goes about deciding that particular individuals 
or groups are targetable.531 Regarding oversight of the CIA, the executive is obliged by leg-
islation to submit findings and reports regarding “covert actions,” including the legal basis for 
the action.532

In addition, President Obama stated in 2013 that “After I took office, my administration 
began briefing all strikes outside of Iraq and Afghanistan to the appropriate committees of 
Congress. Let me repeat that: Not only did Congress authorize the use of force, it is briefed 
on every strike that America takes.”533 In the same year, in a letter to Members of Congress, 
Attorney General Eric Holder said that the Department of Justice and other departments and 
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agencies have continually worked with the appropriate oversight committees in the Congress 
to ensure that those committees are fully informed of the legal basis for our actions.”534 In 
the same letter he disclosed to the Senators details about U.S. citizens who had been killed in 
U.S. strikes since 2009, and further details regarding the government’s legal basis for targeting 
Anwar al-Aulaqi.535

However, information about what is actually disclosed to the committees is not revealed on a 
regular basis, which would enable the public to know at least whether the types and categories of 
information being disclosed is sufficient to allow the potential exercise of meaningful oversight. 
Disclosures of this kind would also allow the public to assess whether things have changed, for 
example whether the committees are receiving more or less information.

Reports, findings, recommendations, and actions taken by oversight mechanisms. The U.S. 
government has not been sufficiently transparent about any reports, findings, recommendations, or 
actions taken by oversight mechanisms regarding the use of lethal force. Aside from public hearings by 
other congressional committees, which are not notified of operational information about strikes, the 
only information provide to the public about actions taken has been through occasional statements 
and demands from congressional committee members. There is very little information at all regarding 
executive branch oversight.

• Executive branch oversight. While some of the Executive branch oversight mechanisms release 
reports, it is very difficult to find any reports, findings, recommendations, and actions taken by 
such bodies in relation to the use of lethal force overseas. Reports of the CIA Inspector General, 
for example, are classified as a matter of U.S. law.536 While the Department of Defense Inspector 
General releases to the public many of its reports, it does not appear to directly address the use 
of lethal force overseas. As some reports are redacted, it is not possible to fully assess whether this 
is in fact the case.537

• Legislative branch oversight. The key legislative oversight committees have revealed only occasional 
snippets of information about concrete actions taken or recommendations made to get the exec-
utive branch to modify any practices it is concerned about. Reports by the committees of their 
activities contain scant information on this issue.538

The main information that is available comes from occasional statements by Committee Chairs. 
For example, in a 2013 statement, Senate Intelligence Committee Chair, Senator Dianne Fein-
stein, revealed that the Committee had asked for legal opinions written by the Office of Legal 
Counsel on targeted killing, tried to pass legislation requiring disclosure of these opinions, and 
had reviewed two of these opinions.539 She also said that:

“The committee receives notifications with key details of each strike shortly after it occurs, 
and the committee holds regular briefings and hearings on these operations—reviewing the 
strikes, examining their effectiveness as a counterterrorism tool, verifying the care taken to 
avoid deaths to non-combatants and understanding the intelligence collection and analy-
sis that underpins these operations. In addition, the committee staff has held 35 monthly, 
in-depth oversight meetings with government officials to review strike records (including 
video footage) and question every aspect of the program.”540

Regular disclosures of this kind would greatly increase transparency of the oversight process. 
Other members of the Committee have taken public action to demand disclosure of additional 
legal opinions and a fuller explanation of the legal rules the U.S. government applied to the tar-
geting of U.S. citizens.541
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Feinstein also explained in a 2012 letter that the Committee had “questioned every aspect of the 
program, including legality, effectiveness, precision, foreign policy implications and the care taken 
to minimize noncombatant casualties.”542 However, little was disclosed about what came out of 
the Senate Intelligence Committee review and what recommendations the Committee actually 
made. Accordingly, without further transparency, it is difficult to assess the extent to which the 
Committee engages in rigorous independent review or a rubber-stamping exercise. As noted in 
the following section, concerns about rubber-stamping have been heightened by subsequent, and 
apparently contradictory, statements by Committee members.543

Similarly, the main information the public has about the congressional armed services com-
mittees comes from generalized assertions by committee members. In May 2013, Senator Mac 
Thornberry told the Washington Post that “The Pentagon is pretty good about coming up, 
and describing some of these operations after they occur, we have evolved to a pretty good 
briefing relationship… and there have been tremendous hassles back and forth between the 
executive and legislative branch about that first part, the legal justifications and the authorities 
they are relying on.”544 There have also been indications that the armed services committees 
have acted to withhold funds to try and force the government to comply with the basic con-
gressional notification requirements by law, indicating a lack of government compliance with 
those obligations.545 Again, there is not sufficient or consistent information regarding what 
actions are taken, with what frequency, and whether oversight activities have ceased, slowed 
down, or increased over time.

Other committees, which lack access to operational information, have also held public hearings 
on these issues.546

Actions taken by the executive branch in response to oversight. There have been a lot of 
changes to U.S. policy on drone strikes and the use of force in the years since September 11, 2001. 
Many have been disclosed, as documented in this report. However, rarely, if ever, does the govern-
ment reveal whether these actions were taken pursuant to executive branch or congressional over-
sight. If such information were disclosed, and adequately explained, it would go a long way toward 
showing that these oversight mechanisms are effective; that these mechanisms are capable of recog-
nizing mistakes, recommending changes and improvements; and that the U.S. government then acts 
on these suggestions.

As the government has not disclosed much information of this kind, nor regarding the findings and 
recommendations made by the oversight bodies themselves in relation to the use of force, it makes 
it very hard to assess whether executive and legislative branch oversight mechanisms are actually 
functioning effectively. On the few occasions they have spoken publicly on this issue, officials have 
suggested that congressional oversight on these issues mainly consists of notifications and the provi-
sion of information by the executive to the committees.547

Comments of committee overseers have, at times, only heightened concerns about whether congres-
sional oversight of the use of lethal force by the U.S. government is meaningful at all.548 Feinstein, 
for example, was reported to have said in February 2013 that “Right now it is very hard [to oversee] 
because it is regarded as a covert activity, so when you see something that is wrong and you ask to be 
able to address it, you are told no,” implying that the secrecy was actually hindering effective over-
sight.549 These concerns endured into the Trump administration, with reports in 2017 that the White 
House was telling federal agencies to ignore Democratic congressional members’ oversight requests, 
making transparency even more important.550
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Benchmark 12:  The government discloses detailed information on its post-strike 
assessment, investigation, and accountability processes. 

This includes disclosure of: 

• The existence of any protocols setting out how investigations are to be conducted, and of the 
protocols themselves;

• Whether post-strike investigation procedures are the same or different for the different agencies 
and departments which are responsible for carrying out strikes; 

• Details about different types of investigations;

• The purpose and scope of post-strike investigations, including whether purely lessons-learned 
and/or to assess legal violations;

• The roles, responsibilities, and expertise of the various agencies, departments, units and personnel 
involved in investigatory processes; and

• The reporting obligations of relevant institutions following an investigation.

Summary

Post-strike assessments and investigations are essential for determining the effectiveness of a strike, 
lessons learned, the extent and nature of any civilian harm, and the legality of a strike. Transparency 
about investigation processes is critical to facilitate independent oversight and assessment of the ade-
quacy of post-strike investigation procedures, and to promoting rights-holders’ access to a remedy. It 
also demonstrates a government’s commitment to accountability. Without a transparent investigation 
process, communities impacted by drone strikes and other uses of force will remain deeply suspicious 
of any claims by governments of due process and accountability.

The U.S. government and, in particular, the U.S. military have released extensive information about 
a number of the forms of post-strike investigations and civilian casualty assessments it undertakes. 
In 2015 and 2016, the U.S. government took several positive steps toward transparency through the 
release of the July 1, 2016 Executive Order on civilian casualties, a corresponding report with statisti-
cal data on strikes issued by the Director of National Intelligence, and the release and updates of the 
Department of Defense’s amended Law of War Manual. Through these disclosures, the government 
provided the public with greater clarity on the procedures followed by government agencies when 
investigating the conduct and the aftermath of a strike.

Despite these releases, there is still some uncertainty about the extent to which investigations 
must strictly adhere to the processes as set out in the Executive Order and DNI Summary. 
There is a lack of clarity about whether Department of Defense directives and rules regarding 
reporting and investigations are similarly adhered to by special units, such as the Joint Special 
Operations Command (JSOC), and other agencies, such as the CIA, which are both responsible 
for carrying out strikes in areas such as Pakistan, Somalia, and Yemen. Particularly for the CIA, 
the U.S. government should be more transparent about when and how a post-strike investiga-
tion is triggered, who is responsible for carrying out the investigation, and the overall scope and 
purposes of the investigation.
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Analysis

Transparency about post-strike investigations processes plays an important role in enabling public 
scrutiny of government safeguards to minimize civilian harm. Openness about accountability pro-
cesses fosters a culture of accountability that facilitates redress for victims, and demonstrates a com-
mitment to improving policies to prevent or reduce future harm.551

The U.S. military is largely transparent about the procedures that it has in place to investigate strikes 
and ensure accountability. In recent years, it has enhanced this by articulating, through directives and 
manuals, the need to conduct investigations into allegations of civilian harm and report such findings 
through the chain of command. The 2016 amended Law of War Manual encourages battle damage 
assessments and reviews or other investigations of “incidents involving civilian casualties” and other 
“‘close call’ incidents that do not cause civilian casualties but in which post-incident reporting reveals 
that a high risk of causing civilian casualties was not fully understood when relevant decisions were 
made.”552 Such regulations provide for the use of informal and preliminary inquiries to determine 
any need for further investigation.

With a long-awaited presidential Executive Order on July 1, 2016, the Obama administration required 
that all relevant agencies “as appropriate and consistent with mission objectives and applicable law… 
investigate incidents involving civilian casualties,” including by “considering relevant and credible 
information from all available sources.”553 The Executive Order did not, however, reveal what such a 
process would entail, and the caveat “as appropriate and extensive with mission objectives” appears 
to allow extensive flexibility for implementation by agencies. While the CIA is ostensibly covered 
by the Executive Order,554 it remains unclear to what extent it actually implements the Executive 
Order. Unlike the military, the CIA has not disclosed nearly the same level of information regarding 
its accountability processes.

The following analyzes U.S. practice in relation to this benchmark, assessing official U.S. transparency 
about: the existence of protocols setting out how investigations are to be conducted, and of the protocols themselves; 
whether post-strike investigation procedures are the same or different for different agencies and departments 
which are responsible for carrying out strikes; details about different types of investigations; explanation 
of the purpose and scope of the investigatory process; information on the responsibilities and roles of depart-
ments, agencies, units, and personnel involved in the investigatory process; and what reporting obligations 
exist following an investigation.
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The existence of protocols setting out how investigations are to be conducted, and of 
the protocols themselves. The U.S. military is largely transparent about the procedures it has 
in place to investigate what it calls “reportable incidents” and regarding investigations into alleged 
civilian casualty incidents, and even incidents that do not result in civilian casualties but are “close 
calls.” However, there remains a lack of clarity around procedures followed by other agencies, despite 
the promulgation of a 2016 Executive Order designed to standardize civilian casualty investigation 
procedures across the board.

Department of Defense (DoD) policy requires that “all reportable incidents committed by or against 
U.S. personnel, enemy persons, or any other individual be reported promptly, investigated thoroughly, 
and, where appropriate, remedied by corrective action.”555 DoD directives define reportable incidents 
to include “possible, suspected, or alleged” violations of the law of war, “for which there is “credible 
information.”556 As such, DoD directives require an investigation into possible violations that occur 
outside of war, with a commander immediately involving the Staff Judge Advocate and Criminal 
Investigation Division (CID) if there is a credible allegation.

Generally, U.S. military operating guidelines and military manuals promote post-strike investigations, 
often in the form of battle damage assessments (BDA), as a crucial component of the overall target 
assessment process.557 If civilian harm is alleged, an investigation typically should follow to verify losses 
and learn lessons to prevent future harm.558 The 2016 amended Law of War Manual also encourages 
battle damage assessments and reviews or other investigations of “incidents involving civilian casual-
ties” and other “‘close call’ incidents that do not cause civilian casualties but in which post-incident 
reporting reveals that a high risk of causing civilian casualties was not fully understood when relevant 
decisions were made.”559 Where on-site battle damage assessments are not feasible due to security con-
siderations, or the physical location of military units makes access to the strike location difficult, army 
procedures recommend tracking civilian harm based on footage of recorded incidents.560

In addition, a commander may order an administrative investigation. Army Regulation 15-6 (AR 
15-6) sets out a series of detailed procedures and protocols to follow.561 AR 15-6 requires legal review 
by a Judge Advocate of investigations in “any case involving serious or complex matters.”562 Accord-
ing to the Judge Advocate General Operational Law Handbook, after reviewing the report of an 
investigation, the appointing authority (generally a commander), may approve the report, disapprove 
the report, or return the report for additional investigation.563

While the military has been transparent about its internal investigation processes, it is not clear 
whether other agencies responsible for conducting lethal force operations, such as the CIA, use the 
same or similar procedures, as it is very difficult to find any public information on these issues. The 
only disclosures have been cursory ad hoc references by officials. For example, Stephen Preston, then 
CIA General Counsel, said in 2012 that the “CIA is required to report all possible violations of fed-
eral criminal laws by employees, agents, liaison, or anyone else.”564 This is separate from the oversight 
responsibilities of the Inspector General, which are more transparently set out in law, and are, at least 
in theory, supposed to comply with the Council of the Inspectors General on Integrity and Effi-
ciency Guidelines on investigations, which are publicly available.565

The release of the 2013 Presidential Policy Guidance in August 2016, and the Executive Order 
13,732 and the corresponding DNI Summary566 in July 2016, build on what is already set out in U.S. 
military practice and offer a more universal framework for U.S. post-strike investigations.567

The Presidential Policy Guidance requires that an after action report be submitted to the National 
Security staff including a description of the operation, a summary explaining how the operation met 
the criteria in the PPG, an assessment of whether the operation achieved its objective, and assess-
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ments of numbers of “combatants killed and injured” and “collateral damage,” as well as all “muni-
tions and assets used.” This information should also be updated “as appropriate.”568

Under the Executive Order, “relevant agencies” shall “investigate incidents involving civilian casual-
ties,”569 and conduct “careful reviews of all strikes… to assess the effectiveness of operations,”570 giving 
consideration to “relevant and credible information from all available sources, such as other agencies, 
partner governments, and nongovernmental organizations.”571 However, how the government defines 
and assesses “relevant and credible information” is not explained, raising concerns that the government 
may be dismissing claims regarding civilian harm that merit investigation.572 Also, while it appears that 
the Executive Order does apply to all government agencies, it applies only “as appropriate and consis-
tent with mission objectives and applicable law,” making it unclear how and to what extent it applies 
in practice. The Executive Order was also short on detail in terms of the applicable investigation 
protocols. This is less of a concern regarding the military, where more detailed protocols are available 
elsewhere, but is more of a concern for the CIA, about which much less information is available.

There have also been piecemeal releases of how post-strike investigations are carried out in other dis-
closures. In its annual civilian casualty estimates for “areas outside of active hostilities,” first released in 
2016, the U.S. government stated that post-strike reviews looked to “multiple sources of intelligence 
. . . including video observations, human sources and assets, signals intelligence, geospatial intelligence, 
accounts from local officials on the ground, and open source reporting.”573

Explanation of whether post-strike investigation procedures are the same for or different 
for agencies and departments which are responsible for carrying out strikes. Apart from the 
disclosures relating to post-strike investigations in the context of conventional military operations, it 
is unclear whether the CIA, which has played a significant role in carrying out drone strikes in Paki-
stan, Somalia, and Yemen, follows the military post-strike investigatory processes set out above. There 
is also uncertainty regarding what procedures JSOC follows. While there is no standard instruction 
governing investigations which take place in a joint environment where more than one service branch 
operates, judge advocates determine which service’s regulations are most appropriate.574

Details about different types of investigations. The DoD has been transparent about the existence of 
different types of investigations for each specific service or branch (e.g. Army, Navy, or Air Force). All ser-
vice branch investigations follow similar basic concepts.575 Army investigations may “include commanders’ 
inquiries, investigations in accordance with Army Regulation 15-6, criminal investigations, and inde-
pendent investigations by other organizations including the United Nations or host nation agencies.”576 
Whereas commanders’ inquiries may be conducted in immediate response to allegations of civilian casu-
alties, the results are non-punitive and are meant to establish facts expeditiously and apply lessons for the 
future. AR 15-6 investigations on the other hand, which may result in a determination of fault or com-
pensation, may be initiated in response to credible civilian casualty allegations and reports and take longer 
to complete.577 For investigations into strikes by the CIA, there is very little information publicly available.

Explanation of the purpose and scope of the investigatory process. Through both general 
guidelines, and those specific to the military, the U.S. government has explained the intended purpose 
and scope of its investigative procedures. The stated intention of investigations is to determine the facts 
of the civilian harm incidents, provide amends to the local population, and to identify lessons to miti-
gate civilian casualties in the future.578 The Law of War Manual further reiterates the importance of the 
investigation process to reduce the risk of civilian casualties in the future and to evaluate circumstances 
that led to “close-call” incidents where no civilians were harmed, but where the high-risks of causing 
casualties were not fully understood when decisions were made.579 The Manual underscores the impor-
tance of supporting the implementation and the enforcement of the law of war as both a legal and 
practical matter, and mandates commanders to investigate alleged reports of law of war violations.580
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The 2016 DNI Summary also indicates that after a strike, the United States carries out “careful 
reviews” in order to assess the “effectiveness of operations.”581 The Executive Order emphasizes the 
protection of civilians as a rationale for conducting post-strike investigations, explaining that “in 
furtherance of U.S. Government efforts to protect civilians . . . and with a view toward enhancing 
such efforts,”582 relevant agencies shall “investigate incidents involving civilian casualties . . . and take 
measures to mitigate the likelihood of future incidents.”583

The Executive Order’s explanation is consistent with the description John Brennan offered during 
his nomination hearing to become Director of the CIA. Brennan explained, “[i]n those rare instances 
in which civilians have been killed, after-action reviews have been conducted to identify corrective 
actions and to minimize the risk of innocents being killed or injured in the future.”584 Another 
potential purpose for investigations identified in the Executive Order relates to accountability for 
civilian harm, as “relevant agencies” are required to “acknowledge U.S. Government responsibility for 
civilian casualties and offer condolences . . . to civilians who are injured or to the families of civilians 
who are killed.”585

Information on the responsibilities and roles of departments, agencies, units, and personnel 
involved in the investigatory process. The U.S. military has been reasonably transparent about the 
roles and responsibilities of different entities in the investigative process through releases of army reg-
ulations and related directives. AR 15-6 and a 2006 Department of Defense Directive set out detailed 
procedures. Through battle damage assessments (BDAs) units investigating the aftermath of a strike or 
operation are to flag up the chain of command, usually the commander of the unit or the installation 
to which they are assigned, incidents that require further inquiry or investigation.586 The commander 
may then order further investigation into the matter and appoint an investigating officer. Following the 
report, units conducting an initial credibility assessment are supposed to appoint an investigative officer 
who submits the conclusions of the report to the unit commander.587

Apart from references to the role of “relevant agencies,” the Executive Order and DNI Summary 
do not provide specific information about which agencies are involved in investigatory processes 
and, within those agencies, who is responsible for conducting investigations, disseminating findings, 
and implementing policy improvements to policies. It is therefore unclear whether all agencies that 
carry out drone strikes or lethal force operations have the same responsibilities to investigate reports 
of civilian casualties as the U.S. military. The 2016 release of the 2013 Presidential Policy Guidance 
(PPG) provided some further limited information in this regard. Specifically, Section 6 of the PPG 
requires that the department or agency that conducted an operation provide a preliminary after-ac-
tion report to the National Security Staff (NSS) within 48 hours of taking direct action, and to 
update such information “as appropriate.”588

Explanation of what reporting obligations exist following an investigation. The U.S. military 
does not have any regulations in place that require the release of the results of post-strike investigations. 
Army regulations provide that the authority to release the findings of AR 15-6 investigations rests 
with the authority that ordered the investigation, unless specifically authorized by law or if there is a 
Freedom of Information Act request.589 U.S. military guidance sets out a detailed process for how the 
findings of an investigation into civilian casualties may be shared with the affected community. The 
Army’s Civilian Casualty Mitigation guidance, for instance, suggests that depending on the local customs, 
an investigation’s findings should be shared through engagements with local key leaders or a victim’s 
family members—although it is unclear the extent to which this is implemented in practice in places 
like Pakistan, Somalia, and Yemen.590 In addition to Congressional notification requirements (discussed 
in Benchmark 11), the Presidential Policy Guidance requires that an after action report be submitted to 
the National Security staff.591 For CIA investigations, the procedures are not clearly set out or available.
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Benchmark 13:  The government provides information about any disciplinary or criminal 
investigations taken against individuals involved in U.S. strikes. 

This requires releasing: 

• For each strike, whether any disciplinary or criminal investigation was or will be launched;

• The results of any disciplinary or criminal investigations with redactions where families of those 
killed, or those injured, have requested privacy or to ensure their physical safety, or only as strictly 
necessary for legitimate national security reasons; and 

• The disciplinary measures imposed, specific charges prosecuted or convicted, and any sentence, 
as relevant. 

Summary

Disclosure of information about individual accountability measures is critical for those injured and 
the families of those killed in strikes. It is required by international law, and necessary for the rule of 
law, and deterring abuse. Under international law, investigations into alleged violations of the right 
to life must be transparent.592

Since approximately 2014, the U.S. army and other service branches release summaries of court 
martial convictions, but it is unclear if these releases include court martials of JSOC members 
involved in covert operations. Court martial transcripts are not completely secret but ordinarily 
need to be made subject to a FOIA request, which can be denied. The details in the summa-
ries that the U.S. military releases are sparse and it is difficult to assess what action, if any, the 
U.S. government has taken regarding disciplinary measures, criminal charges, or convictions, 
in relation to documented strikes in Pakistan, Somalia, and Yemen. It is even more difficult to 
find publicly available information about disciplinary or criminal investigations in relation to  
CIA personnel.

Analysis

By releasing specific information regarding individual accountability for strikes, the United States 
can demonstrate its commitment to upholding the rule of law and ensuring that there are sufficient 
safeguards against abuse—to the American public, its partners and allies abroad, including in whose 
territory the United States is operating, and to those directly impacted by strikes. For families of those 
killed in strikes, and those injured, knowing that there is some accountability when decisions of such 
gravity are taken is critical. Information about accountability measures taken by the government can 
also combat false narratives or perceptions about U.S. policy. Indeed, the U.S. government could do a 
lot more to restore legitimacy and confidence in its procedures by consistently and regularly releas-
ing information regarding individual accountability for strikes where there are credible allegations of 
civilian casualties or unlawfulness.

Since approximately 2014, the U.S. army and other service branches release summaries of court mar-
tial convictions, but it is unclear if these releases include court martials of JSOC members who are 
involved in covert operations. Court martial transcripts are not completely secret but ordinarily need 
to be made subject to a FOIA request, which can be denied. The summaries disclosed also lack detail, 
so it is hard to discern whether the case relates to lethal targeting operations.593
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The following analyzes U.S. practice in relation to this benchmark, assessing official U.S. transparency 
regarding: whether any disciplinary or criminal investigation was or will be launched; the results of any disci-
plinary or criminal investigations; and disciplinary measures imposed, specific charges prosecuted or convicted, in 
relation to strikes and other lethal operations in Pakistan, Somalia, and Yemen.

Whether any disciplinary or criminal investigation was or will be launched. While the U.S. military releases 
details of court martial convictions, the details are sparse and it is difficult to assess if any information 
regarding the initiation or imposition of disciplinary or criminal procedures in relation to any docu-
mented strikes in Pakistan, Somalia, and Yemen has been disclosed—nor even the fact that there have 
been no investigations, if that is the case. It is even more difficult to find information on disciplinary 
or criminal investigations into CIA personnel in relation to drone strikes or other operations involv-
ing the use of lethal force.594

Results of the investigation. The U.S. government has not released the results of individual criminal or 
disciplinary investigations into strikes and other lethal operations in Pakistan, Somalia, and Yemen. 
The only results of investigations released appear to be post-strike assessments, as set out in Bench-
mark 9. It is not clear that these investigations had any kind of disciplinary or criminal component.

Type of disciplinary measures, criminal charges, or convictions. While the U.S. military releases details of 
court martial convictions, the details are sparse and it is difficult to assess if any information regarding 
disciplinary measures imposed, criminal charges lodged, or convictions imposed, in relation to docu-
mented strikes in Pakistan, Somalia, and Yemen has been disclosed—nor even the fact that there have 
been no disciplinary action, criminal charges, or convictions, if that is the case.

Benchmark 14:  The government releases detailed information about an accessible, 
systematic, and effective mechanism for condolence payments  
and compensation.

This entails disclosing procedures and program policies and how people can access these mechanisms, 
including: 

• Where and in what circumstances the policies apply and the mechanisms operate;

• To which institutions and officials claims can be made; 

• Claim processes and claim eligibility requirements; 

• Timelines for government responses; and

• How payments are calculated, payment methods, and timelines. 

Summary

Transparency about processes to provide compensation or condolence payments to civilian victims is 
essential for accountability. Without it, the U.S. government will further alienate the individuals and 
communities impacted by strikes. Being open about this process can help demonstrate a commitment 
to the rule of law and to remedy mistakes. Even if processes are in place, a failure to be transparent 
about the details of these mechanisms and how to access them, will give rise to suspicions that they 
are not genuine or fair.



Out of the Shadows | 97

For many years, it was unclear what, if any, policy and practice the U.S. government employed for 
condolence payments or compensation when it carried out unlawful killings or otherwise killed or 
injured civilians in strikes in Yemen, Pakistan, and Somalia. This stood in stark contrast to improved 
practices in other countries, such as Afghanistan. In 2016, this changed when the United States 
announced that it would “offer condolences, including ex gratia payments,” to civilians who are 
injured or to the families of civilians killed in “U.S. operations involving the use of force in armed 
conflict or in the exercise of the Nation’s inherent right of self-defense.”

However, it remains unclear whether the Executive Order’s policy on condolence payments will be 
systematically implemented by all agencies, including covert bodies like the CIA, or whether actual 
payments will rest with specific institutions. Those injured and families of those killed in strikes in 
Pakistan, Somalia, and Yemen do not have access to any publicly proclaimed, formal complaint mech-
anism to bring forward allegations or to claim and receive compensation or condolence payments for 
losses and the harm they have suffered. Transparently administering and disclosing a predictable and 
fair program of compensation and condolence payments to populations harmed across all U.S. oper-
ations would go a long way toward building some accountability for U.S. actions and to recognizing 
the harm caused to civilians.

Analysis

States that are responsible for an unlawful killing under international law have an obligation to pro-
vide remedies to victims, including in the form of compensation.595 This obligation does not apply 
when a state carries out its operations in compliance with international law and civilians are harmed 
in the course of lawful action.596 However, the U.S. government has developed a practice of providing 
other forms of redress known as “ex gratia” or “condolence” payments, which carries no admission 
of legal wrongdoing, but is a means of recognizing the harm and loss individuals and families have 
suffered.597 Condolence payments—and transparency about such a program—can assist families to 
recover some of their economic losses and to mitigate the grievances caused by U.S. non-recognition 
of their actions and harms caused.598

The U.S. government recognized the importance of condolence payments when it took steps to 
establish a system for civilians harmed by its combat operations in Iraq and Afghanistan.599 Yet the 
U.S. government has not built on these experiences by properly implementing similar measures in 
Pakistan, Somalia, and Yemen.

While U.S. government officials have commented that the U.S. government in general works with 
local governments to gather the facts “as appropriate” and provide condolence payments to families 
of those killed,600 there has not been transparency about how this operates in practice. The uncer-
tainty has been heightened by apparently contradictory U.S. government statements regarding con-
dolence payments in Pakistan, Somalia, and Yemen.601

While the Executive Order establishes a policy, the U.S. government has not made public details of 
the specific mechanisms for condolence payments for those impacted by strikes in Yemen, Somalia, 
and Pakistan.602 It should disclose these mechanisms so that those injured and families of people killed 
may access them.603

The following analyzes U.S. practice in relation to this benchmark, assessing official U.S. transparency 
regarding: the disclosure of procedures and program policies; information regarding access to mechanisms; 
and how payments are administered.
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Disclosure of procedures and program policies. On July 1, 2016, the U.S. government officially 
established a standing government policy to provide condolence payments to civilians harmed by all 
its military operations, after many years during which it was unclear if there was a policy to provide 
condolence payments to those in Pakistan, Somalia, and Yemen.604 Section 2(b)(ii) of the Executive 
Order specifically directed relevant U.S. agencies to acknowledge “U.S. Government responsibility 
for civilian casualties and offer condolences, including ex gratia payments, to civilians who are injured 
or to the families of civilians who are killed.”605 The Executive Order represented an important move 
toward greater transparency and accountability for civilian harm.

However, notably, the Executive Order provides no clear guidelines for when and how condolence 
payments are to be made. The Executive Order gives agencies too much discretionary power by 
stating that condolence payments will only be made “as appropriate and consistent with mission 
objectives and applicable law,” which makes the application of the policy insufficiently clear and 
transparent, and more vulnerable to criticism. Appropriate guidelines are needed to address issues 
such as who is entitled to redress, what sorts of harm would warrant monetary payment, what criteria 
there is for eligibility, whether there are any grounds for exclusion, and when and how a person can 
make a claim.606 Timeliness is essential because a family’s suffering only increases when recognition 
and compensation is delayed. Transparency can assist in making these programs more efficient, by 
alerting claimants to the program and what they need to do to make a claim.607 These procedures 
should also be clear and uniform so that those injured and families of those killed can have certainty 
about the steps involved and are afforded enough time to file a claim, and to avoid any suspicion of 
partiality or uneven implementation.608 The Executive Order should be implemented systematically 
across all agencies and apply to both future and retroactive incidents of harm.

The program of condolences in Iraq and Afghanistan, although codified into law,609 suffered from a 
similar defect whereby a lack of guidelines created an ad hoc, discretionary practice in which individ-
ual commanders took inconsistent approaches to offering condolence payments.610 A lack of a clear 
system leads to inconsistencies in condolence payment amounts and the application of any inclusion 
or exclusion criteria.611 Public information on the procedures is therefore critical to ensure consis-
tency, to enable monitoring of whether agencies are adhering to condolence guidelines, and for those 
injured and families of those killed to understand how to make claims.

• In Pakistan, the U.S. government has not announced the provision of any condolence payments 
to Pakistani civilians harmed by its operations in Pakistan.612 There are reports of payments, but 
these are not officially confirmed, and the role of the United States is unclear.613 The only pub-
licly acknowledged payment was to the family of Italian Giovanni Lo Porto.614 Those killed and 
families of those killed by U.S. drone operations in Pakistan have no accessible means or process 
for seeking redress, and have been forced to seek assistance from government authorities in Paki-
stan in the absence of an available mechanism.615 According to credible reports by human rights 
organizations, those injured and families of people killed in U.S. strikes often complained that 
Pakistani authorities did very little to assist victims and were often not available in their commu-
nities.616 The lack of access to condolence payments, information on any compensation scheme, 
and means to obtain payment stands in sharp contrast to the system implemented by the U.S. 
government just across the border in Afghanistan.617

• In Somalia, it is not clear whether information on condolence payments is disseminated to affected 
communities, and the U.S. government had not publicly announced any such system as of May 2017.

• In Yemen, the United States has not been transparent about any formal redress system.618 There 
have been news reports that condolence payments have been made in Yemen,619 but most families 
of those killed in drone strikes in Yemen do not know of any formal investigation into drone strike 
incidents and have demanded justice and compensation for the harm that has been done to them.620
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Benchmark 15:  The government discloses information about compensation and 
condolence payments provided. 

This requires:

• Publicly acknowledging each time compensation is paid or condolence payments are made; and

• Providing details about the amounts, 

where the recipients agree to public disclosure, such disclosure does not breach their right to privacy 
and is not assessed to be a security risk to the recipient(s). 

Summary

Transparency about compensation and condolence payments made to victims demonstrates—both 
to impacted communities and the government’s own electorate—a government’s commitment to 
accountability and redressing civilian harm.

While monetary payments are frequently authorized for civilians suffering losses due to U.S. combat 
operations in Iraq and Afghanistan, the U.S. government has not disclosed similar payments to those 
injured or to the families of those killed in strikes in Pakistan, Yemen, and Somalia, if any. Those 
reports that are available are generally reported in the media without named sources speaking on 
the record. The one exception is a case involving an Italian killed in a U.S. strike. Available reports 
indicate great disparities between the various monetary payments made to those injured or fami-
lies of those killed by U.S. operations, and the lack of publicly available information only heightens 
concern in this regard. A failure to publicly disclose the details of payments, except where families 
request privacy or where disclosure would present a security risk, may only further compound their 
sense of injustice.

Analysis

States that are responsible for unlawful killings have a duty to provide those injured or families of 
those killed with a prompt and effective remedy, including compensation.621 In the event of law-
ful government action in armed conflict, “condolence” payments for civilian harmwhich carry 
no legal obligation, admission of guilt, and are largely left to individual military commanders to 
provideare widely perceived as good practice.622 The U.S. government has implemented a policy of 
making condolence payments to civilians harmed by its operations in Afghanistan and Iraq.623 The 
U.S. government through the U.S. Agency for International Development also maintains a Con-
flict Victims Support Program in Pakistan, which provides rehabilitation and livelihood assistance 
to conflict victims in the country. However, those impacted by U.S. drone strikes are not covered 
under the program.624

In July 2016, the U.S. government released Executive Order 13,732 on Pre- and Post-Strike Mea-
sures to Address Civilian Casualties in U.S. Operations Involving the Use of Force, which directed 
U.S. government agencies to publicly acknowledge civilian casualties and provide condolence pay-
ments, where “appropriate” and “consistent with mission objectives and applicable law.”625 This was 
important as the first public disclosure of a limited policy to provide for condolence payments. How-
ever, the U.S. government has not been transparent about releasing data on condolence payments, 
even as NGOs have called for specific action in a series of well-documented strikes with credible 
allegations of civilian harm and/or unlawful strikes.626



100 | Out of the Shadows

The following analyzes U.S. practice in relation to this benchmark, assessing official U.S. transparency 
regarding: each time compensation or condolence payments are provided; and details about the amounts paid.

Public disclosures each time compensation or condolence payments are provided. There 
has been almost no official acknowledgement of compensation paid or condolence payments made for 
strikes in Pakistan, Yemen, and Somalia, save in one highly exceptional case involving western victims.

As of May 2017, in almost all strikes in Pakistan, Yemen, and Somalia, the U.S. government had not 
publicly disclosed offers of condolence, or compensation payments made to those injured or fam-
ilies of civilians killed in strikes. In one exceptional case, the U.S. Embassy in Rome confirmed a 
payment to the family of Italian civilian Giovanni Lo Porto mistakenly killed in a strike. Following 
the very public U.S. government acknowledgment and promise to pay compensation to Lo Porto’s 
family and to the family of Warren Weinstein,627 a U.S. citizen killed in the same strike in Pakistan in 
2015, many have reasonably raised concerns about the differential treatment for western victims.628 
The reported payment made in the Lo Porto case and injustice of the U.S. government’s approach 
reinforce the belief that local lives lost in Pakistan, Somalia, and Yemen are not given due weight by 
the U.S. government. Publicly available information about condolence payments and compensation 
mostly comes only from media reports.

• Pakistan. On September 16, 2016, following a leak in Italian media, the U.S. Embassy in Rome 
confirmed a condolence payment for the “mistaken killing”629 of Giovanni Lo Porto, an Italian aid 
worker killed in a January 2015 drone strike in Pakistan.630 Press accounts at the time also reported 
that the U.S. government was in the process of a negotiating a condolence payment with the 
family of Warren Weinstein, a U.S. citizen who was killed in the same strike as Lo Porto.631 As of 
May 2017, the U.S. government had not publicly confirmed whether payment had been made to 
the Weinstein family. There are reports of payments in occasional cases, but they are not officially 
acknowledged, and the role of the U.S. government in these payments is unclear.632 Numerous 
other families who have lost relatives in Pakistan have not reported compensation or condolence 
payments for their losses, and the U.S. government has provided no information in this regard.633

• Somalia. In 2013, then Pentagon spokesman Bill Speaks stated that the “Department of Defense 
has not made solatia payments in Yemen or Somalia.”634 It appears this may still be the case in 
Somalia, although, due to a lack of transparency, it is impossible to be completely certain. In its 
disclosures on specific strikes in Somalia since 2014, the U.S. government has so far indicated 
that it views those killed as legitimate targets. Moreover, some reports of civilian casualties in 
Somalia have been dismissed by the U.S. government and deemed “not credible.”635 The Bureau 
of Investigative Journalism has indicated, however, that civilians have been harmed in Somalia,636 
yet there have been no reports of condolence payments made to those injured or families of 
those killed by U.S. operations.

• Yemen. The U.S. government has generally declined to comment on condolence payments or 
compensation in relation to specific strikes in Yemen.637 When pressed about the U.S. govern-
ment’s role in making cash payments to families in Yemen, officials declined to “comment on 
specific cases,” stating only in general terms that there exists a practice of solatia payments where 
“non-combatants” were “killed or injured.”638 In response to a Freedom of Information Act 
Request, U.S. Central Command disclosed to an investigative news site that it has documents 
related to condolence payments in Yemen, but refused to release information about what they 
related to, or provide details of any amounts.639 There have also been reports that compensation 
has been paid to some families, for example in relation to a controversial December 2013 strike 
in Yemen.640 This contradicts statements from Pentagon officials who have indicated that the 
United States had not made condolence payments in Yemen, including that “there have been no 
requests from family members of the deceased resulting from these incidents.”641
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Despite confirming between “four and twelve” civilian casualties following a controversial U.S.-led 
raid in Yemen in January 2017, the U.S. military did not indicate whether it would be providing 
condolence payments to civilians and families of those harmed.642

Providing details about the amounts, except when families request privacy or where dis-
closure may expose the recipients to a security risk. Over the years, there have been occasional 
media reports—unconfirmed by U.S. government officials speaking on the record, save in the case of 
Italian Giovanni Lo Porto—of condolence payments made through local government intermediaries 
to those injured and the families of those killed.643 The U.S. government’s role in those payments 
however, has been unclear.

• Pakistan. Following the killing of Giovanni Lo Porto, the U.S. Embassy in Rome confirmed 
that the U.S. government provided payment to Lo Porto’s family. Reports of the amount paid 
to the family as an “ex gratia payment” varied from between $1.2 million to $ 3 million.644 The 
U.S. government has not disclosed details of payments for anyone else killed or injured in strikes 
in Pakistan.

• Somalia. There have been no reports of the amount of any condolence payments made in Somalia.

• Yemen. There have been reports of condolence payments in Yemen, but no official acknowl-
edgment. In 2013, pursuant to a Freedom of Information Act (FOIA) request for information 
about condolence payments, including procedural guidelines for payments, budget data, and 
records of payments made by ProPublica, the Department of Defense acknowledged that they 
possessed 33 pages of relevant documents relating to condolence payments in Yemen, but claimed 
that the documents were exempt from release for a series of reasons, on the basis that such docu-
ments were classified and related to “military, plans, operations, and weapons systems; intelligence 
activities; personnel overseas; inter/intra agency records, including deliberative process privilege, 
attorney work product privilege, and attorney client communications.”645 However, the explana-
tion amounted to little more than a list of exemptions under FOIA, and it was not apparent that 
sufficient effort had been made to desegregate information that could legitimately be withheld, 
from that which could not.

In another case, a Yemeni family was reportedly offered a bag containing $100,000 in U.S. dollar 
bills in a meeting with security officials.646 Families of people killed and injured in a controver-
sial drone strike that hit a wedding convoy in 2014 were reportedly paid more than $1 million 
dollars by the Yemeni government.647 It has been suggested that the U.S. government was making 
payments through the Yemeni government in these cases, but this has never been confirmed by 
the U.S. government.648
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Benchmark 16: The government provides statistical information about: 

• Individual accountability for strikes, including about investigations, disciplinary actions, 
and/or prosecutions; and

• Compensation, condolence payments, or other forms of redress provided.

This requires releasing: 

• An annual statistical breakdown of all investigations opened, and disciplinary measures and pros-
ecutions taken against individuals for violations of laws or rules in incidents involving the use of 
force overseas, broken down by:
 · Number of investigations opened into incidents involving the lethal use of force abroad, 

broken down by type of investigation (administrative, criminal, etc.);
 · Number of investigations closed without any further action taken, and reasons (i.e. numbers, 

broken down into categories);
 · Number of disciplinary actions taken, broken down by type of disciplinary action;
 · Number of prosecutions in such cases, broken down by charges; and
 · Number of convictions, broken down by type of sentence.

• An annual statistical breakdown of all payments made to individuals as compensation or con-
dolence payment, or other forms of redress, for incidents involving the use of force overseas, 
including:
 · Number of claims made to the government;
 · Number of claims denied;
 · Reasons for denying claims;
 · Number of cases in which a payment was made; 
 · Average amount paid for successful claims; and
 · Country in which incidents occurred.

Summary

Governments enhance respect for the rule of law and promote confidence in public institutions, when 
they release information about the accountability of the government’s own forces. In doing so, a govern-
ment can demonstrate that it takes seriously allegations of wrongdoing and has in place procedures capa-
ble of responding to and addressing wrongdoing, and that it takes seriously the harm suffered by victims.

While the U.S. government does occasionally—and exceptionally—issue updates on investigations 
in relation to specific strikes, it has not released overall data regarding the numbers of investigations 
opened into alleged wrongdoing in relation to strikes in Somalia, Yemen, and Pakistan. It has also not 
released figures of disciplinary actions, prosecutions, and convictions in such cases. Release of this 
information would help the American public, as well as those injured and the families of those killed 
in strikes, to understand how regularly the accountability mechanisms that the United States has in 
place are utilized and how effective they are. The U.S. government has also not released any disaggre-
gated details of payments made to individuals as compensation or condolence payments for strikes.
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Analysis

The U.S. government has released almost no statistical information regarding investigations and 
actions taken to ensure individual accountability in relation to strikes, including compensation or 
condolence payments.

The following analyzes U.S. practice in relation to this benchmark, assessing official U.S. transparency 
regarding disclosing: an annual statistical breakdown of all investigations opened, and disciplinary measures 
and prosecutions taken; and an annual statistical breakdown of all payments made to individuals as compensa-
tion or condolence payment, or other forms of redress provided.

Annual statistical breakdown of all investigations opened, and disciplinary measures and 
prosecutions taken. While the U.S. government has released some information regarding investi-
gations into specific incidents in Somalia, Yemen, and Pakistan, it has not released an annual statistical 
breakdown of investigations opened, disciplinary measures, prosecutions, and convictions.

Annual statistical breakdown of all payments made to individuals as compensation or 
condolence payment, or other forms of redress provided. One of the important criticisms of 
U.S. practice has been the absence of any transparent record of payments made in aggregate. There 
remains no public record of this.649 While certain information may be withheld from the public to 
the extent necessary to protect the right to privacy of the families harmed, or the persons killed, 
these limitations should not prevent the publication of at least the numbers of times payments have 
been made and for how much.650 Indeed, U.S. military guidelines in Afghanistan already require for 
the names of the deceased to be annotated in a roster in situations where condolence payments are 
provided.651 The equivalent information for Pakistan, Somalia and Yemen could easily be made public 
with appropriate redactions for the privacy of the family, if required.
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Benchmark 17:  The government and the courts do not permit any form of state secrets 
privilege to prevent a victim of unlawful killing from establishing a 
violation and obtaining an effective remedy. 

This entails:

• The executive branch refraining from invoking state secrets privileges in such a way that prevents 
victims from obtaining an effective remedy; and

• The courts scrutinizing invocations of state secrets privileges to ensure that victims are not 
denied their right to a remedy. 

Summary

All victims of violations of international human rights law or international humanitarian law are 
entitled to an effective remedy. This right is rendered illusory where a state invokes the state secrets 
privilege to block judicial review of alleged violations. States should never seek or be allowed to 
withhold information that could prove an unlawful killing. To do so would prevent the courts from 
serving as forums for accountability and transparency, where the legality of an incident or practice 
can be heard, debated, and assessed.

In the U.S. context, courts have only been called upon to review the legality of strikes on a few occa-
sions. In those cases that have reached the courts, the U.S. government has relied expansively on the 
state secrets privilege. While these cases were dismissed on other grounds, the U.S. government’s reli-
ance on the doctrine was broad enough that it would deny alleged victims any form of accountability.

Analysis

Invocations of the state secrets privilege that deny individuals their rights to access to a remedy and 
to know about the harm that was done to them are inconsistent with international law.652 While 
information can be withheld where strictly necessary for national security reasons, it should never be 
done so to prevent accountability for violations. There is an overriding public interest in disclosure 
about serious violations of international human rights and humanitarian law.653 International law 
requires that remedies are available not only in law, but are accessible and effective in practice. This 
includes the right to:

• equal and effective access to justice;

• fair and impartial proceedings;

• adequate, effective, and prompt reparation for harm suffered; and

• access to relevant information concerning violations.654

The legality of U.S. targeting operations since 9/11 has had little meaningful judicial scrutiny.655 
Where victims of U.S. strikes have sought to challenge the legality of executive action in U.S. courts, 
the executive branch has, thus far, successfully argued that the courts should not hear the merits of 
the case.656 While these cases have been dismissed on grounds other than state secrets, the government 
has also sought to prevent scrutiny of its strikes abroad by arguing for a broad application of the state 
secrets doctrine—a doctrine that the government can use to prevent the disclosure of evidence in a 
lawsuit for national security reasons.
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The following analyzes U.S. practice in relation to this benchmark, assessing whether: the executive 
branch refrains from invoking state secrets or national security privileges in such a way that prevents victims from 
obtaining an effective remedy; and whether courts scrutinize invocations of state secrets or national security 
privileges to ensure that victims are not denied their right to a remedy.

Executive branch refrains from invoking state secrets privileges in such a way that pre-
vents victims from obtaining an effective remedy. In Al-Aulaqi v Obama, a constitutional 
challenge to the proposed killing of U.S. citizen Anwar al-Aulaqi, brought on behalf of his father 
by the ACLU and the Center for Constitutional Rights, the Obama administration sought to rely 
on the state secrets privilege to deny judicial review and have the motion dismissed.657 The govern-
ment asserted a broad interpretation of the state secrets privilege, arguing that any “information that 
would tend to confirm or deny any allegations in the Complaint pertaining to the CIA” should be 
excluded.658 This assertion would have encompassed classified facts that “would have had to be dis-
closed if the government had prosecuted Anwar al-Aulaqi rather than killed him.”659 As Jameel Jaffer, 
one of the lead litigators with the ACLU in that case, has written, “why should less be demanded of 
the government when it imposes a death sentence unilaterally?”660

The effect of such a broad exclusion would be to block any possibility of a remedy for a potential 
victim, as a judge would not be able to adjudicate the claim. Indeed, the U.S. government itself went 
on to assert that the claim should be dismissed because it would be impossible to adjudicate on the 
merits if all such information was kept secret.661

Courts scrutinize invocations of state secrets privileges to ensure that victims are not 
denied their right to a remedy. In the cases before the courts on these issues, including Al-Aulaqi 
v Obama, the courts have not addressed the state secrets privilege because the claims were dismissed 
on other grounds. However, in that case, the adjudicating judge did indicate that he would have 
upheld the government’s claim for state secrets privilege if the case had required it, demonstrating 
that the state secrets privilege remains a potential barrier to a remedy in such cases.662
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VII. Why Transparency?
In the context of U.S. use of lethal force overseas, where extreme secrecy has been the prevailing 
practice, the rationales for transparency are worth expanding upon. Disentangling the different rea-
sons for transparency allows for more meaningful debate about where and when transparency is 
needed, for what kinds of information, and to what degree.

Transparency is essential for securing the rule of law. It helps to deter harm, enable oversight, and is nec-
essary to ensure meaningful accountability for abuse. Without transparency there cannot be informed 
public debate and democratic accountability. Fulfillment of transparency also sets a rights-promoting 
positive precedent for future administrations and other governments around the world. It serves gov-
ernments’ own strategic interests and helps to ensure public confidence in government actions and 
policies. Governments also have concrete legal obligations to be transparent about state conduct, law, 
and policy, subject only to narrow limitations, and victims have specific rights to disclosure and truth.

This section sets out the interrelated rationales and bases for transparency about law, policy, practice, 
and process in relation to State use of lethal force overseas. The matrix of benchmarks formulated in 
this report are grounded in these rationales and bases, drawing on both the lessons learned from U.S. 
practice, and the interlocking requirements of international law, the rule of law, harm deterrence, and 
democratic accountability.

1 Transparency is Essential for the Rule of Law

The rule of law is a core principle of democratic governance and international law. In 2005, U.N. 
Member States reaffirmed their commitment to “an international order based on the rule of law and 
international law.”663 Transparency is key to the rule of law. As the U.N. has recognized, the rule of 
law requires “laws that are publicly promulgated” and “legal transparency.”664 Rule of law concerns 
are heightened when a state exercises its most potent power—to kill—regarding which, there is a 
heightened need for clarity.665

States must be transparent at the international level to further and uphold the international legal 
order and respect for state sovereignty. States must be transparent about their legal interpretations of 
the rules on the use of force, when they have obtained consent to take action in another state’s ter-
ritory, and when they use force in self-defense. A failure to do so will threaten international security 
and the carefully constructed legal constraints on State use of force.666 It will also weaken collective 
respect for legal requirements. Transparency is critical here as a tool through which states can demon-
strate that they are acting in compliance with the law.667 Legal transparency is also especially essential 
in the area of national security, where judicial review is so limited. Disclosure of the government’s 
legal basis for operations is all the more important where “the government’s policies and activities are 
often immunized from judicial review by secrecy and jurisdictional doctrines.”668

The U.S. Army defines the rule of law as:

“a principle of governance in which all persons, institutions and entities, public and private, including 
the state itself, are accountable to laws that are publicly promulgated, equally enforced and independently 
adjudicated, and which are consistent with international human rights principles.” 669

The U.S. Army Field Manual goes on to flesh out these requirements. It highlights the need for the 
State to be bound by law, and not to act arbitrarily, and for the law to be readily ascertainable—other-
wise known as the principle of legal certainty.670 This allows individuals to know how and when their 
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behavior is unlawful, and to modify it so as to comply with the law.671 Accordingly, people should be 
able to understand what kind of behavior may make them a target in the eyes of the government carry-
ing out lethal strikes. Disclosure of the legal and policy rules that a government uses is therefore critical.

Adherence to the rule of law further requires that individuals have access to justice, including an 
effective and impartial investigative and legal system. This entails putting in place clear and trans-
parent accountability processes, including information about how investigations are conducted and 
by whom, as well as regarding how to make claims. These are also elements of a state’s obligations 
to ensure access to a remedy under international human rights law, as set out in more detail below.

2 Transparency Deters Harm

“Sunlight is the best of all disinfectants,” wrote U.S. Supreme Court Justice Louis D. Brandeis more 
than a hundred years ago,672 eloquently expressing one of the core benefits of transparency. Transpar-
ency is important for deterring future harm, is a critical prerequisite for effective external oversight, 
and is necessary for accountability.673

Transparency helps to deter harm because the potential for future exposure makes government actors 
more likely to act within the constraints of the law, for fear that their misconduct may be revealed 
to the public.674 Secret programs, on the other hand, offer few incentives to rectify abuse. Indeed, 
the abuse may never be uncovered in the first place, to allow it to be rectified. In the context of the 
use of lethal force, secrecy is even more harmful because the stakes are so high.675 Therefore, just the 
release of legal interpretations and policies may help to constrain the use of force by states, because 
states are then publicly accountable for the legal interpretations and policies that they promulgate.676 
The disclosure of civilian casualty data may also act as a restraint by influencing public opinion and 
increasing pressure for reduced casualties to be reported.677 Transparency regarding investigations 
increases compliance with the law and helps deter future violations by revealing that procedures are 
followed properly, and that wrongdoing is adequately punished.678

3 Transparency Enables Oversight, and is Necessary for Accountability

Transparency is also essential for proper oversight and results in better and more effective over-
sight. Without the disclosure of adequate information regarding the legal frameworks, inter-
pretations, and policies applied by the government, it is difficult to assess from outside whether 
domestic laws and policies comply with constitutional and international law. Without adequate 
information about strikes and accountability, facts about specific strikes, investigations, and 
redress for victims, it is impossible to exercise effective oversight over state practice. Over-
sight bodies cannot exercise effective and meaningful oversight without disclosing all of this  
information and more.

As the Special Rapporteur on extrajudicial, summary or arbitrary executions has said, “Only on the 
basis of such information can effective oversight and enforcement take place. The first step toward 
securing human rights in this context is transparency about the use of drones.”679 Accordingly, trans-
parency requires that the criteria for targeting and the authority that approves killings should be 
publicly known.680 Armed drone and “targeted killing” programs should also be placed in institutions 
that are capable of disclosing to the public the methods and findings of their intelligence, criteria used 
in selection of targets and precautions incorporated in such criteria.681
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Transparency is crucial in assessing allegations of large numbers of civilian casualties and the proper 
identification of civilian casualties where they do occur. Detailed government disclosures are required 
to allow for assessment and comparison against independently gathered data.682 These concerns are 
heightened in the case of drone strikes, which frequently occur in remote and dangerous areas, where 
independent access to monitor what is happening is difficult or impossible.683 In such situations, there 
should be a heightened requirement for transparency on the part of the State.

Blanket exceptions to transparency on the grounds of national security—or vague, limited disclosures 
that do not allow for any meaningful challenge or debate—make it impossible to verify the legality 
of a killing, or to ensure that unlawful targeted killings do not result in impunity.684 This information 
is not only essential for oversight within the different branches of the State, including the executive 
branch itself, as well as the legislature and the judiciary, but also by other actors, such as the media, 
civil society, the United Nations, and other states.685

Information must also be available in order to allow for proper legal accountability. Accountability 
may be lacking because of a failure to disclose the facts around a drone strike, or due to secrecy or a 
lack of clarity around the legal framework, rules or interpretations applied, making legal challenges 
difficult.686 In 2013, the U.N. High Commissioner for Human Rights underscored how the current 
lack of transparency around U.S. “targeted killings” creates an accountability vacuum affecting the 
ability of victims to seek redress.687 Acknowledging strikes, and creating transparent and accessible 
compensation and investigation mechanisms will go a long way to advancing accountability.

4  Transparency Promotes Informed Public Debate and  
Democratic Accountability

Transparency underpins any functioning, open, and democratic government based on the rule of 
law. By providing information necessary to understand governmental policy, governments can ensure 
informed public debate and adequate democratic accountability.

A core principle of open and democratic government is that its policies are open to question, chal-
lenge, and reform. Executive power must not go unchallenged, but be kept honest and duly con-
strained. Voters choose their representatives based on expectations of how those they elect will behave 
and make decisions while in office.688 Accordingly, both the people and their representatives must 
be sufficiently informed about important government policies and practices to make these choices. 
Nowhere must this be more essential than in the exercise of the most extreme form of executive 
power—the intentional use of lethal force.

The need for adequate, informed debate, and the provision of more information to the public, is 
heightened in relation to the use of armed drones, where the political costs to governments tend to 
be lower due to the reduced risk to the personnel using drones. From the outset, political leaders are 
usually less concerned than they would be in the context of a ground invasion or other kind of con-
flict with greater obvious domestic costs, and are subject to less political constraints.689 Accordingly, 
there is an even greater need than usual for a fully informed and rational debate about the legality, 
effectiveness, and ethics of U.S. practices and policies. Where a state’s legal rules and interpretations, 
policy, and practices are shrouded in secrecy, the public cannot adequately understand or debate the 
government’s actions.690 Full transparency is key here, as selective disclosures can only further muddy 
the waters.691 Democratic principles and the rule of law combine to require that law not be secret—
the “parliamentary process permits of no concealment.”692
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Full public disclosure and explanation of the legal and policy parameters of a government’s policy on 
strikes would allow for an informed public debate about the legality of its actions. Release of factual 
information about specific strikes and statistics on civilian harm or unlawful killings allows policy-
makers and voters to make an educated assessment of its effectiveness, and on the real costs of such 
operations. Release of information regarding decision-making processes and administrative decisions 
and relevant documents must be exposed to public and peer scrutiny to allow the public to assess 
whether sufficient safeguards are in place.693 Relatedly, information regarding accountability pro-
cesses, and the outcomes of such processes, should be disclosed to allow evaluation of whether there 
is sufficient oversight and whether the system is capable of addressing harm and providing redress 
for victims. Without all of this information, a government is depriving its citizens of the information 
necessary to understand, debate, and consent to its policies.

5  Transparency Sets Rights-Promoting Positive Precedents for Future 
Administrations and Other Governments

Transparency implemented now sets a positive precedent for future administrations and other govern-
ments, and helps to strengthen the rule of law in the United States and around the world. Government 
policies and conduct that demonstrate a strong commitment to international law and human rights ide-
als set a positive example for other countries to follow as they consider what policies they should adopt 
to govern their own use of lethal force and drone strikes. Governments with armed drone capabilities 
that are excessively secret threaten to set a dangerous precedent for successor administrations and other 
nations to follow. This concern has been underscored by many, including a bipartisan panel in the United 
States that includes former military leaders and national security officials,694 and a multi-party parliamen-
tary oversight body in the U.K.695 Secrecy, or even just a lack of clarity, can open the door to abuse by 
successor administrations and other countries, who may use this precedent to justify their own secrecy 
and a broad authority to carry out strikes as armed drones continue to proliferate across the globe.

Transparency around U.S. legal interpretations, policies, and conduct, would demonstrate the con-
crete limits on the use of lethal force, thereby firming up standards and ensuring that there are proper 
constraints in place for future administrations.696 Transparency about specific strikes, the release of 
statistics on the numbers of people killed and injured, information regarding decision-making and 
accountability processes, and the results of those processes, can set the standard for other States and 
enhance due process, and respect for and enforcement of international law, including the laws of war. 
It will further set a precedent in terms of transparency, encouraging successors to be open in govern-
ment, and therefore more accountable to the public.

6 Transparency Advances States’ Strategic Interests

Open government acknowledgment of targeting errors and civilian casualties can help send the 
important message to impacted communities that their interests and lives matter. Investigations offer an 
opportunity to respond credibly to allegations made in many countries that the United States is delib-
erately targeting civilians and civilian objects such as mosques and schools—allegations that gravely 
undermine relations with partner governments and drive anti-U.S. public sentiment.697 It allows the 
government to counter false and incorrect information about its policies and practices.

Surveys suggest that U.S. drone strikes remain unpopular in countries such as Pakistan, where there 
is a perception that too many civilians are killed, that strikes are not necessary to defend the country 
from armed groups, and that strikes take place without the approval of the Pakistani government.698 
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Publishing detailed statistics and aggregate information about casualties provides a “systematic 
method for engaging the public understanding of civilian casualties”, a role which is often fulfilled 
by NGOs.699 Arguably, such a mechanism can lead to internal pressure to keep casualties low.700 Fur-
ther, providing information about consent in situations where force has been used in the territory of 
another country can address concerns by local populations that strikes take place without consent of 
their governments.

Secrecy undermines the legitimacy of a state’s actions in the eyes of the public, at home and overseas, 
and the government’s allies. The failure of the United States to explain its policies and practices has been 
cited as a constraint on its freedom of action with other states.701 A government’s failure to be trans-
parent about its actions can make people suspicious about whether a state is actually complying with 
international law.702 Conversely, transparency—about the application of legal rules and policy standards, 
about practices and specific strikes, about decision-making and accountability, including an openness 
about wrongdoing or civilian casualties when they occur—can demonstrate a government’s concern, 
and desire, for compliance with the law, which can in turn enhance the legitimacy of its actions.

7 Transparency is Required by and Advances Respect for International Law

Transparency is a foundational principle that runs through international law. Transparency about 
certain actions is specifically and explicitly required by international law. Transparency is also a nec-
essary procedural element of guaranteed substantive rights. This section explains states’ transparency 
obligations under three different branches of international law—general public international law, 
international human rights law, and international humanitarian law.

Public international law. States have a specific legal obligation under the UN Charter to report to the 
Security Council any instance in which they use force in the exercise of national self-defense in the 
territory of a state where they are not already engaged, or when it uses force against new parties in a 
conflict.703 This is a key element of states’ accountability to the Security Council, to ensure that such 
actions are lawful and also that they do not impede “the authority and responsibility of the Security 
Council under the present Charter to take at any time such action as it deems necessary in order to 
maintain or restore international peace and security.”704

International human rights law. As the United Nations Human Rights Committee has observed, “the 
realization of the principles of transparency and accountability” are “essential for the promotion and 
protection of human rights.”705 Accordingly, transparency underpins much of international human 
rights law and is necessary for the guarantee of specific substantive rights. International human rights 
law protects a number of rights that include specific transparency obligations:

• Right of access to information. The right of access to information is centrally important.706 As the 
then U.N. Special Rapporteur on freedom of opinion and expression, Abid Hussain, said in 1994, 
“Freedom will be bereft of all effectiveness if the people have no access to information.”707 This is 
a general, overarching right that allows the public “a right of access to information held by public 
bodies.”708 The Inter-American Court of Human Rights has recognized a general presumption 
of maximum disclosure—that “all information is accessible, subject to a limited system of excep-
tions.”709 To give effect to this right, the U.N. Human Rights Committee has underscored that 
governments “should proactively put in the public domain Government information of public 
interest.”710 As set out in this section, there are compelling reasons why laws and policies on the 
use of lethal force, as well as statistics on civilian casualties and accountability, and specific infor-
mation about strikes, particularly where there are credible allegations of civilian casualties or a 
lack of compliance with law, should all be considered information of public interest.711
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• Right to participate in public affairs. International human rights law guarantees the right to partic-
ipate in public affairs.712 As the Office of the United Nations High Commissioner for Human 
Rights has explained, “exercise of the right to participation further depends on transparency and 
on access to complete information.”713 This right is, in part, the legal manifestation of democratic 
accountability, which is further discussed above, in the Transparency Promotes Informed Public Debate 
and Democratic Accountability section. It underpins “democratic government based on the consent 
of the people.”714 Accordingly, in relation to the use of force and the benchmarks set out in this 
report, the right to participation in public affairs reinforces the need for transparent law, policy, 
and decision-making processes, as well as transparency around the consequences of strikes, such 
as civilian casualty statistics, so that citizens can, for example, fully and properly exert influence 
through public debate or dialogue.715

• Right to life and the duty to investigate. Where the state deliberately kills someone, the onus is on 
the state to demonstrate that the killing is lawful.716 Moreover, the duty to investigate alleged 
unlawful killings, a procedural element of the right to life,717 is closely linked to the right to 
truth. Investigations must have a sufficient degree of public scrutiny and transparency in order to 
secure accountability in practice and to be effective.718 The requirement of transparency is critical 
in terms of allowing for proper and appropriate victim involvement in investigative processes—
including access to information relating to allegations of human rights violations and their inves-
tigation.719 Transparency resulting from investigations can also help fulfill the public’s right to 
know about human rights violations.720 This goes beyond just concrete findings of violations. As 
the Special Rapporteur on counter-terrorism and human rights has underscored, the results of 
fact-finding investigations giving rise to credible allegations of violations must be made public.721

Limitations on rights. While international human rights law recognizes that there may be limits 
on transparency, secrecy must be established in law, be for a legitimate purpose (such as national 
security, or for the physical safety of victims and/or witnesses), and be proportionate and neces-
sary.722 While attorney-client privilege may sometimes be a legitimate reason to withhold infor-
mation, it does not cover authoritative statements of the law.723 Limitations must be narrowly 
construed—the rule should drive the exception, rather than the other way around.724 The burden 
of demonstrating the legitimacy of any restriction rests with the government.725 Any assessment 
of the proportionality of a decision not to disclose must also take into account the impact of 
secrecy on other rights and obligations, including any impact on the effectiveness of an investi-
gation, and on victims’ rights to a remedy. Shortcomings in transparency may undermine public 
confidence and prevent the government from “meeting the legitimate concerns that might arise 
from the use of lethal force.”726

In keeping with the right of access to information, governments should aim first at ensuring 
maximum disclosure. Some information may be kept secret on national security grounds, such 
as information that may reveal sources and methods used by intelligence agencies, or informa-
tion that, if released, may expose an individual to a risk of physical harm. Some categories of 
information can never be kept secret as a matter of international law, while others are subject 
to a very high presumption of overriding interest in favor of disclosure. Notably, information 
regarding gross violations of human rights or serious violations of international humanitarian 
law, including crimes under international law, and systematic or widespread violations of the 
rights to personal liberty and security, cannot be withheld on national security grounds in any 
circumstances.727 Information about other violations of human rights or humanitarian law, the 
structures and powers of government, and decisions to use military force, is subject to a high 
presumption of disclosure, and should be publicly and proactively disclosed.728 None of this 
information can be withheld in a manner that would deprive victims of accountability or access 
to an effective remedy.
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In a situation of public emergency that threatens the life of the nation, which is publicly pro-
claimed, the right to access to information may also be derogated from on an exceptional and 
temporary basis only.729

• Right to a remedy. Victims of violations also have the right to a remedy under international human 
rights law, comprising a number of different elements.730 Access to a remedy includes access to a 
judicial remedy.731 The use of state secrets or similar doctrines to block judicial consideration of 
allegations of serious violations of international human rights and humanitarian law will violate 
this right.732 Victims also have the right to relevant information concerning accountability pro-
cesses, including reparation mechanisms. States must proactively and publicly disseminate infor-
mation about all available remedies for violations.733 This means that states must make public the 
existence, procedures, and rules, governing its accountability mechanisms, including in respect of 
alleged unlawful killings.

A component of the right to a remedy is the right to truth, which includes the right to have ver-
ification of the facts and “full and public disclosure of the truth” by the responsible state, as well 
as a public apology, including acknowledgement of the facts and acceptance of responsibility.734 
Victims are entitled to seek and obtain information on the violations they have been subjected 
to, the causes leading to their victimization, on the causes and conditions pertaining to viola-
tions they have suffered, and to learn the truth in regard to these violations.735 This right extends 
beyond victims to “society as a whole,” which has a right of access of information regarding 
serious human rights violations. This is a collective right that ensures that society has access 
to information essential for the workings of democratic systems.”736 These obligations are also 
linked to states’ related but independent obligations to ensure guarantees of non-repetition for 
violations.737 The truth is essential to “avoid a repetition” of similar wrongdoing in the future.738 
Without the truth about what has happened, and exposure of wrongdoing, there is a real risk that 
the same harm may occur again in the future.

International humanitarian law. States continue to have a duty to uphold human rights, investigate 
alleged violations, and provide a remedy to victims in situations of armed conflict,739 even if the 
circumstances of armed conflict may affect the modalities of an investigation.740 Under international 
humanitarian law, states are also specifically required to investigate war crimes allegedly committed 
by their national or armed forces, or on their territory, and to prosecute suspects. Credible allegations 
of violations must be investigated, and such investigations must be prompt, thorough, effective, inde-
pendent, impartial, and transparent.741 As the UN Special Rapporteur on extrajudicial, summary or 
arbitrary executions has noted, “[w]henever there are reasons to query whether violations of inter-
national humanitarian law may have occurred in armed conflict as a result of a drone strike, such as 
the incorrect designation of persons as targetable or disproportionate civilian harm, accountability 
demands at least a preliminary investigation.”742 Under international humanitarian law, states using 
lethal force should also determine and disclose civilian casualties.743 Relatives of persons killed or 
missing also have the right to know the fate of their relatives.744
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a nnex: 
Key Legal and Policy Terms Requiring 

Further Clarification

“Areas of active hostilities”

Why is it important? The term has no equivalent or significance in international humanitarian 
law.745 Determining its meaning is still a fundamental question because it is directly relevant to the 
application of U.S. policy standards on the use of force. The Presidential Policy Guidance (PPG) and 
other related documents are only applicable to places deemed by the U.S. government to be outside 
“areas of active hostilities.” There is a concern that this U.S.-invented distinction is used to justify the 
application of the more permissive laws of war with some additional policy constraints to situations 
where only human rights law should apply.

What has the government disclosed? In his April 2016 speech, State Department Legal Advisor Brian 
Egan stated that when determining “areas of active hostilities,” the U.S. government takes into account 
“the scope and intensity of the fighting.”746 This was supplemented by the December 2016 Report 
on Legal and Policy Frameworks, which stated that the “determination as to whether a region con-
stitutes an ‘area of active hostilities’ does not turn exclusively on whether there is an armed conflict 
under international law taking place in the country at issue, but also takes into account, among other 
things, the size and scope of the terrorist threat, the scope and intensity of U.S. counterterrorism 
operations, and the necessity of protecting any U.S. forces in the relevant location.”747

The 2015 DNI Summary of Information issued in July 2016 states that “‘Areas of active hostilities’ 
currently include Afghanistan, Iraq and Syria.” In the December 2016 Report on Legal and Policy 
Frameworks, this changed to “Afghanistan, Iraq, Syria, and certain portions of Libya.”748 It changed 
back to just “Afghanistan, Iraq and Syria” in the 2016 DNI Summary of Information issued in Jan-
uary 2017.749

What is unclear? The U.S. government’s explanation does not provide sufficient or comprehensive 
detail, including whether other criteria are applied to determine which places are designated “areas 
of active hostilities.” It is also an extremely flexible standard, and much more information is needed 
to understand what thresholds the government applies when weighing the different factors, such as 
the threat to U.S. forces in a particular location, or the scope and intensity of U.S. counterterrorism 
operations. There is also a question as to if and how this determination differs from an assessment of 
whether there is an ongoing armed conflict, as the intensity of fighting is relevant for such a deter-
mination under international law. The classification of this term, and the application of the laws of 
war to situations where they should not apply, obscures the identification of relevant legal rules gov-
erning the use of lethal force.750 It is also unclear for which periods different locations are classified as 
within, or outside of, “areas of active hostilities.” The only information that has been provided comes 
from these periodic disclosures. There is reason to question how the U.S. government applies this 
term to certain countries, areas, or regions, given the relative ease and flexibility with which succes-
sive administrations have designated new locations as “areas of active hostilities.” The addition and 
removal of “certain portions of Libya” in 2016 to 2017, and reported removal of parts of Yemen and 
Somalia in 2017,751 further demonstrate the importance of regular disclosures on this issue, so that it 
is clear where the PPG is applicable at any given time.



114 | Out of the Shadows

“Associated forces”

Why is it important? Military actions have been taken against groups deemed “associated forces” 
under the authority granted in the 2001 Authorization to Use Military Force (AUMF), despite the 
fact that the AUMF itself does not include the term. The use of this term by the administration has 
been criticized by a number of commentators, who have highlighted, for example, that “the prob-
lem with the concept of associated forces is that it has now also lowered the barrier of entry for the 
United States by simply allowing the president and the military to decide when and where to engage 
in war, largely in secret.”752

Conscious of the shaky legal footing this provides for such military actions, previous proposals for an 
AUMF against ISIS have included the term “associated forces,” causing many commentators to worry 
about the broad authority this would grant the President to determine with whom the U.S. is at 
war.753 Comments from officials, such as Defense Secretary Ashton Carter, who remarked, in response 
to a question in a Senate Foreign Relations Committee on a proposed revised AUMF in 2015, “you 
do see in this social media-fueled movement called ISIL, people who are wannabes or want to join or 
have been associated with al-Qaeda or some other group who are putting up the flag of ISIL. And we 
need to recognize that that’s a characteristic of the campaign and that’s why the AUMF has the lan-
guage that it does” have only heightened concerns regarding the flexible application of these terms.754

What has the government disclosed? U.S. officials have stated repeatedly that the 2001 AUMF autho-
rizes the government to wage war against al-Qaeda and all “associated forces,” steadily expanding 
the term to broadly include “al-Qa’ida, the Taliban and certain other terrorist or insurgent groups in 
Afghanistan; al-Qa’ida in the Arabian Peninsula (AQAP) in Yemen; and individuals who are part of 
al-Qa’ida in Somalia and Libya. [It also includes] the Nusrah Front and, specifically, those members of 
al-Qa’ida referred to as the Khorasan Group in Syria [and] the group [the U.S.] fought in Iraq when 
it was known as al-Qa’ida in Iraq, which is now known as ISIL.”755

In various documents, including the 2016 Report on Legal and Policy Frameworks, the U.S. govern-
ment has stated that an “Associated Force” is:

• an organized, armed group that has entered the fight alongside al-Qaeda; and

• a co-belligerent with al-Qaeda in hostilities against the United States or its coalition partners.756

This definition incorporates references to the concept of co-belligerency under the law of neutrality, 
which is contested, particularly in its application to armed groups in non-international armed conflicts.757

The 2016 Report on Legal and Policy Frameworks goes on to state that “a group is not an associ-
ated force simply because it aligns with al-Qa’ida or the Taliban or embraces their ideology. Merely 
engaging in acts of terror or merely sympathizing with al-Qa’ida or the Taliban is not enough to 
bring a group within the scope of the 2001 AUMF. Rather, a group must also have entered al-Qa’ida 
or the Taliban’s fight against the United States or its coalition partners.”758

What is unclear? It is unclear how these terms are applied and interpreted. In particular there is 
insufficient clarity on how, and on what basis, a group is determined to be an “Associated Force”. In 
particular, it is not clear what factors the U.S. government uses to determine that a group has “entered 
the fight” alongside al-Qaeda or the Taliban. Relatedly, there is no indication of what standard the 
U.S. government uses to determine that a group has met specific organizational features or concepts 
of co-belligerency to be appropriately classified as an “associated force,” which may be crucial when 
assessing whether force may be used against groups around the world on the basis of their linkages 
with al-Qaeda or the Taliban.
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U.S. government disclosures are also conflicting in some respects: It has been suggested, for example, 
that an “associated force” includes “affiliated relationships, or endorsement-like relationships”759 even 
though the Report on Associated Forces states that “the legal conclusion that a group is an associated 
force against whom military force may be used is distinct from the intelligence assessment that a 
group is ‘affiliated’ with al-Qa’ida.”760 The lack of government clarity on the concept of “associated 
forces,” affords the executive branch great latitude to decide when and where to engage in multiple 
conflicts across the world without explanation and allows it to argue it does not need to seek addi-
tional legal authorization from Congress.

“Cannot or will not effectively address the threat to U.S. persons”

Why is it important? According to the PPG, the 2016 Report on Legal and Policy Frameworks, and 
statements by officials, where the territorial State has not consented to the use of force, the U.S. gov-
ernment will only carry out a strike if it determines that the territorial State “cannot or will not effec-
tively address the threat to U.S. persons.” This, the U.S. government has asserted, is an application of the 
necessity requirement under the law of self-defense.761 The “cannot or will not” requirement appears 
to be used interchangeably with the “unwilling or unable” test set forward by the U.S. government.

What has the government disclosed? The PPG states that the U.S. will use lethal force after “an assess-
ment that the relevant government authorities in the country where action is contemplated cannot 
or will not effectively address the threat to U.S. persons.” In Brian Egan’s April 2016 speech,762 a 
determination of when a state “cannot” or is “unable” to effectively address a threat to U.S. persons 
entails a consideration of when: “a State has lost or abandoned effective control over the portion of 
its territory from which the non-state actor is operating,” which it asserts “is the case with respect 
to the situation in Syria.” In the 2016 Report on Legal and Policy Frameworks 2016, the U.S. gov-
ernment echoed Egan’s words and added that: “With respect to the ‘unwilling’ prong of the standard, 
unwillingness might be demonstrated where, for example, a state is colluding with or harboring a 
terrorist organization operating from within its territory and refuses to address the threat posed by 
the group.”763

What is unclear? The “unwilling or unable” test is already a controversial and disputed exception to 
the international law prohibition on the use of force in another state’s territory.764 The test hinges on 
a targeting state’s view of another states’ capacity to control or resolve threats in its own territory,765 
leaving an already contentious and vague standard open to abuse.

A number of issues remain unclear. In particular, clarification is needed on:

• the circumstances in which the U.S. considers a host state to be “unable or unwilling” to address 
a terrorist threat within its territory. The U.S. government has only provided two illustrative 
examples, not a definitive list;

• the criteria the U.S. government applies to make such an assessment, and whether the determi-
nation is an objective or subjective one; and

• lastly, the circumstances in which the U.S. may be unsatisfied with a territorial state’s willingness 
to cooperate or disagrees with the manner in which the territorial state is addressing, or propos-
ing to address, the threat.



116 | Out of the Shadows

“Continuing, imminent threat”

Why is it important? The PPG states that “the United States will use lethal force only against a target 
that poses a continuing, imminent threat to U.S. persons.” Legal documents and official speeches also 
refer to “imminence” as the standard for targeting. Discussion of this issue is complicated by the fact 
that this standard appears to be part of two separate considerations the U.S. government applies when 
undertaking a targeting decision:

• a determination under the law of self-defense that an individual presents an “imminent threat,” 
described below, and

• an assessment pursuant to its policy standards under the Presidential Policy Guidance, that an 
individual presents a “continuing, imminent threat” before being targeted.

In practice, it is possible that these assessments blur into one, but the U.S. government has presented 
them as separate requirements.

What has the government disclosed? The U.S. government’s 2014 Report on Process, which appears 
is similar to several public statements on this issue,766 states that the determination of whether an 
individual constitutes a “continuing, imminent threat” entails considerations of:

• the relevant window of opportunity to act;

• the possible harm that missing the window would cause to civilians; and

• the likelihood of heading off future disastrous attacks against the United States.767

What is unclear? It appears that the U.S. government is applying and invoking this term exclusively 
as a policy standard. However, the U.S. government’s invocation of “imminence” as a legal justifica-
tion to undertake a targeting decision, is complicated by the notion that “imminence” has distinct 
meanings in international law, specifically under the law of self-defense and, separately, under inter-
national human rights law.768 Accordingly, it requires an explanation for how U.S. drone strikes and 
other use of lethal force operations can be justified under terms already grounded in law.

In addition, the criteria the U.S. government has provided in relation to its policy standards justifying 
its lethal operations are elastic and inconsistent with international human rights law. For example, the 
government has not explained how a threat can be both “imminent” as understood under interna-
tional law, and “continuing,” at the same time. A separate, but important point, is how the government 
determines that there is a “relevant opportunity to act,” the “possible harm that missing the window 
would cause to civilians,” and the “likelihood of heading off future disastrous attacks.” Absent clear 
parameters for their application, these are all highly speculative future judgments that seem unrelated 
to an “imminence” determination and vulnerable to a subjective understanding. Again, this policy 
standard raises serious concerns as to its compatibility with international law.769

The U.S. government has, on the other hand, disclosed its criteria for assessing imminence under the 
law of self-defense, which is discussed separately below.770 At the same time, it is not clear how the 
determination of “imminence” under the PPG relates to the determination of “imminence” for the 
purposes of the self-defense exception to the prohibition on the use of force, or whether it relates to 
the, legally separate reason that individuals or groups are targetable under international humanitarian 
law as directly participating in hostilities (see below).771
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“Feasible” (capture) and “no other reasonable  
alternatives exist to address the threat”

Why is it important? The PPG, and various other legal memos, documents and speeches released by 
the U.S. government, state that lethal action is only taken “when capture of an individual is not feasi-
ble and no other reasonable alternatives exist to effectively address the threat.”772 The US government 
has stated this to be both a legal requirement under domestic law when targeting US citizens, and 
a policy requirement under the PPG. This has the potential to be a key restraint on the use of force, 
allowing targeting only where capture is not feasible, but its effectiveness rests on when capture is 
determined to be “feasible” (or not).

What has the government disclosed? The DOJ White Paper contains some guidance as to when cap-
ture may not be feasible:

• “if it could not be physically effectuated during the relevant window of opportunity; or

• If the relevant country were to decline to consent to a capture operation.”773

Relatedly, the PPG includes as a condition precedent to a lethal strike, an assessment that capture is 
“not feasible at the time of the operation” and “the relevant governmental authorities in the country 
where action is contemplated cannot or will not effectively address the threat to U.S. persons.”774 The 
Report on Legal and Policy Frameworks explains that this is also part of the “due process balancing 
analysis” when assessing the legality of a strike under domestic law.775

What is unclear? It is not clear how feasibility is determined, and how it interacts with the other 
legal and policy standards applied by the U.S. government. How is the “window of opportunity” 
determined, and how is this weighed in the assessment of threat and imminence? As some analysts 
have rightly asked, “what if the host government is willing to capture the threat, but the U.S. doesn’t 
think that such a response by the host government is sufficient or doesn’t think the government will 
do it quickly enough?”776 As the same commentators further observed, “[it] begs the question as to 
whether the PPG’s prioritization of capture over kill can be made moot in many cases by that fact 
that, on the one hand, an individual can be regarded as an imminent threat over a relatively long 
period of time while, on the other hand, a capture feasibility assessment only evaluates the conditions 
for capture at the precise time when the government is planning to carry out its kill operation.”777

“High value terrorist”

Why is it important? The PPG, and various other speeches by U.S. government officials indicate 
that extraterritorial use of lethal force will only be authorized against individuals that are identified 
as “high-value terrorists” (HVTs).

What has the government disclosed? Section 3 of the PPG outlines a process by which the U.S. gov-
ernment may use lethal force against designated HVTs, whose identities are known, if the “individ-
ual’s activities pose a continuing, imminent threat to U.S. persons,” and section 4 notes that a similar 
process exists for targeting terrorist targets other than “identified HVTs.”
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What is unclear? Much is still unknown about the broader criteria for identifying an individual as an 
HVT. Moreover, Section 4 of the PPG mentions a nominating and approval process for targets other 
than “high-value terrorists,” but it does not specify what that process is, or to whom it would apply. 
The legal and factual criteria that the U.S. government applies to distinguish an HVT from targets 
not identified as HVTs is also unclear, even though the PPG specifies that both must present a “con-
tinuing, imminent threat to U.S. persons” before they can be targeted. The White House explanation 
for the unintended killing of Adam Gadahn and Ahmed Farouq in Pakistan in 2015 is illustrative of 
the need for further clarity. In an April 2015 press briefing, then Press Secretary Josh Earnest noted 
that Gadahn and Farouq were not classified as “HVTs,” but Earnest still claimed they were “leaders 
of al-Qaeda, and we know that is actively plotting and planning against the United States.”

“Imminent threat” under the jus ad bellum

Why is it important? The term “imminence” carries clear significance in U.S. legal analysis of whether 
a strike is lawful under international law.778 Under international law, an attack in self-defense may only 
be undertaken against “imminent” threats.779

What has the government disclosed? Citing only a law review article, the U.S. government has stated 
that it applies the following criteria when assessing whether an attack is “imminent”:

• the nature and immediacy of the threat;

• the probability of an attack;

• whether the anticipated attack is part of a concerted pattern of continuing armed activity;

• the likely scale of the attack and the injury, loss, or damage likely to result therefrom in the 
absence of mitigating action; and

• the likelihood that there will be other opportunities to undertake effective action in self-defense 
that may be expected to cause less serious collateral injury, loss, or damage.780

What is unclear? While the U.S. government in 2016 provided more information than it had done 
before, the criteria that it has provided—apart from being controversial as a matter of current inter-
national law—is very vague and unclear in terms of how it might be applied.781

For example, what threshold and standard of proof does it apply to determine that an attack is “prob-
able” enough to justify an anticipatory strike? What criteria does it apply to determine what amounts 
to a “concerted pattern of continuing armed activity”? How does it measure the “likely scale of the 
attack” and “injury, loss or damage likely to result,” and how “likely” to result does the injury, loss or 
damage need to be? How does it determine “the likelihood that there will be other opportunities to 
undertake effective action”?

Without clear parameters, these are all highly subjective criteria that may be applied in a broad, 
inconsistent, and unconstrained manner. As one commentator has suggested, in response to the 
United Kingdom’s Attorney General advancing the same criteria, the disclosure of such information 
“will do little to alleviate… grave concerns” that “States will either abuse [the principle of anticipa-
tory self-defense] or apply it recklessly.”782
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“Individual who is targetable in the exercise of U.S. national self-defense”

Why is it important? The U.S. government specifies that three categories of people are targetable, 
according to its interpretation of international law. These three categories include individuals who 
are “targetable in the exercise of U.S. national self-defense.”783

What has the government disclosed? The government has only disclosed that it believes individuals 
may be targetable in the exercise of U.S. national self-defense, but offers no explanation or definition 
of this term.

What is unclear? The U.S. government’s invocation of this category and brief explanations that link 
the term to legal concepts are problematic as the category does not exist in international law.784 The 
prohibition on the use of force under international law, which exceptionally allows for the use of 
force in self-defense, relates to the legality of the use of force by a state on the territory of another 
state, not against an individual. The law governing the use of force against an individual is governed 
either by international humanitarian law and international human rights law, in situations of armed 
conflict, or international human rights law alone, outside these circumstances. A lot of uncertainty 
results because the U.S. government non-combatant distinctions ignore the applicability of interna-
tional human rights law, and conflate the jus ad bellum self-defense principles, with the conduct reg-
ulating combat operations that are governed by a jus in bello framework.785 The U.S. government has 
not presented any legal rationale for this category of individuals, nor defined the term, nor explained 
what criteria it uses to determine whether it believes someone is targetable on this basis.

“Near-certainty”

Why is it important? “Near-certainty” that civilians will not be injured or killed is one of the core 
standards for protection of civilians contained in the PPG, and has been touted by Obama admin-
istration officials as evidence of its commitment to protecting civilians.786 “Near-certainty” has also 
been used as a standard to assess the presence of targets in a location.787

What has the government disclosed? In 2012, prior to the promulgation of the PPG, John Brennan, 
then Assistant to the President for Homeland Security and Counterterrorism, stated that targeted 
killing operations are authorized only if there is a “high degree of confidence” that innocent civilians 
would not be injured or killed, and that the U.S. takes “extraordinary precautions” to avoid these 
casualties.788 The 2013 PPG goes further to state that there must be “[n]ear certainty that non-com-
batants will not be injured or killed,” and that “an identified HVT or other lawful terrorist target 
other an identified HVT is present.”789

In the July 1, 2016 Executive Order on civilian casualties, President Obama directed “all relevant 
agencies” to, among other things, “take feasible precautions in conducting attacks to reduce the 
likelihood of civilian casualties, such as providing warnings to the civilian population (unless the cir-
cumstances do not permit), adjusting the timing of attacks, taking steps to ensure military objectives 
and civilians are clearly distinguished, and taking other measures appropriate to the circumstances.”790 
“Reduce the likelihood” is a lower standard than that required by international humanitarian law, 
which requires parties to a conflict to take “all feasible precautions to avoid, and in any event to min-
imize” civilian casualties.791
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What is unclear? Based on these statements made by the government, it would seem that, in situa-
tions of armed conflict, the U.S. potentially holds itself to both a higher (PPG near-certainty) and a 
lower (Executive Order wording on feasible precautions) standard with regards to civilian casualties 
than required by international law. Neither of these standards would be appropriate for situations 
where the U.S. uses force outside of armed conflict.

Additionally, the PPG also appears to be slightly contradictory in regard to the near-certainty standard 
for assessing the presence of targets on the ground. The document states that the U.S. government 
“must employ all reasonable resources to ascertain the identity of the target so that action can be 
taken,” and that “verifying a target’s identity before taking lethal action ensures greater certainty of 
outcome.”792 While this is only after the “use of lethal action [has been] deemed necessary,” it is unclear 
how these provisions relate to the near-certainty standard, and whether in practice they water it down.

Uncertainty about what these standards actually mean in practice is compounded by reports of the 
high civilian casualty statistics provided by NGOs and journalists, concerns have not been allayed by 
the very general aggregate statistics and explanations provided by the U.S. government in July 2016 
and January 2017.

“Non-combatant”

Why is it important? The term “non-combatant” appears to be used by the U.S. government to refer 
to civilians who are not targetable according to the law of armed conflict, and are classified as such 
when it provides statistics.793

What has the government disclosed? As noted above, ‘non-combatants’ are defined as “individuals 
who may not be made the object of attack under the law of armed conflict. The term ‘non-com-
batant’ does not include an individual who is taking direct part in hostilities, or an individual who is 
targetable in the exercise of national self-defense.”794

What is unclear? There are some broader issues relating to how the U.S. government defines 
non-combatant, and the different categories it asserts fall under this heading.795 In addition to uncer-
tainty in relation to how those categories are defined, questions remain regarding how the U.S. 
classifies individuals whose targetable status could not be confirmed or known. In its 2017 release of 
civilian casualty data for 2016, the U.S. government stated that “The assessment of non-combatant 
deaths can include deaths for which there is an insufficient basis for assessing that the deceased is a 
combatant.”796 While this indicates that there may be a presumption of civilian status for some deaths 
where there is an insufficient basis for assessing someone to be a combatant, the use of the word 
“can” in this construction makes it highly ambiguous.797 Such confusion raises additional questions 
regarding whether the U.S. government is applying the term combatant broadly to include persons 
that would rightfully be categorized as civilians.798
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