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Abstract

This dissertation was written as a part of the MSc in Cybersecurity at the International

Hellenic University.

Nowadays, the unobstructed functioning of society is increasingly contingent upon a
broad spectrum of technological solutions. This assertion holds true for the services that
cover the daily needs of citizens, the so-called critical infrastructures. Nonetheless, an
undue reliance on technology, in excess of the automation and amenity it affords, con-
stitutes the most vulnerable link in the flawless provision of those essential services,
thereby threatening the welfare of citizens. It has become manifest that critical infra-
structures constitutes one of the principal targets of cyber attacks, with a considerable

impact on the economic and social life, as well as on the overall prestige of the state.

The objective of this dissertation is to provide a comprehensive approach to safeguard-
ing critical infrastructures against contemporary cyber threats, thereby enhancing their
overall robustness and resilience. This is achieved first by scrutinizing the diverse ele-
ments that facilitate these threats and subsequently by implementing suitable strategies
for their mitigation via suitable actions and management at both technical and adminis-
trative aspects, exhibiting the necessity to embrace a more expansive cybersecurity
strategy. Within this context, the relevant legal context for cybersecurity is presented,
followed by an investigation of the primary risk factors and the attack surface. Addi-
tionally, an analysis of the main cyber threats and attack techniques is also provided.
Furthermore, this study outlines the fundamental measures, as stated in the literature
corresponding to each case, necessary for mitigating cyber threats in critical infrastruc-

ture organizations, encompassing all stages from prevention to incident management.

Konstantinos Mitsarakis

06/04/2023
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1 Introduction

The current era is experiencing significant changes that are fundamentally transforming
the technological establishment. Concepts such as the Internet of Things, Cloud, Digital
Transformation, Artificial Intelligence and Cybersecurity have entered our lives, either
knowingly or unintentionally, to an extent and in ways that are not immediately appar-
ent at first sight. The use of technology has infiltrated fundamental societal structures
and systems that are deemed indispensable for upholding the social coherence and the
welfare of citizens, namely the Critical Infrastructures or Essential Services Operators
(ESOs) [1].

However, this reliance of critical infrastructure on digital systems has led to the emer-
gence of a conducive environment for criminal activity aimed at exploiting the potential
vulnerabilities of the expanded attack surface of this infrastructure [2]. This situation is
further aggravated by the anonymity provided by the internet [3], the absence of geo-
graphical borders in cyberspace, and the emergence of new profit-making avenues,
thereby reinforcing the motivation of cybercriminals and increasing the number of po-
tential attackers [2]. Moreover, the concentration of digital services in a decreasing
number of private companies creates uncertainties in establishing a resilient environ-
ment, while the public's lack of confidence in cybersecurity poses challenges to its

adoption.

The problem is amplified to a greater extent, as cyber attacks on critical infrastructure
are now an element of the asymmetric, undefined and often undeclared war between
rival states. Infrastructures such as power plants, drinking water and wastewater treat-
ment plants, financial institutions, and digital providers have become a realm of elec-
tronic warfare. This is owing to the fact that even a minor disruption in the operations of
these systems has a disproportionate impact on the daily existence of a significant por-
tion of the population, thereby generating serious predicaments for the target state and
jeopardizing national security, national economy, public health or any combination
thereof [4]. Furthermore, the disturbance of a particular critical infrastructure has an ad-

verse effect on the seamless operation of other infrastructures, as they are interconnect-



ed at the physical, logical, or informational level [5]. Within this framework, cybercrim-
inals target every individual, enterprise, public organization, and even nations, posing a
threat to their fundamental rights, privacy, legal existence, and even survival. It is evi-
dent that cybersecurity is no longer a choice but rather an indispensable social require-
ment [6].

Therefore, it is crucial to implement the appropriate security measures, both at an organ-
izational and technical level, in order to manage cyber-attacks, which require a combi-
nation of multiple actions. Specifically, this entails conducting thorough risk assess-
ments, implementing early detection and prevention measures, executing effective re-
sponses, and achieving full and successful recovery from cyber-attacks. Additionally,
mitigation strategies should be in place to minimize the impact of an attack if all other

measures fail to achieve the desired degree of protection.

In order to effectively combat modern threats, it is essential to implement a comprehen-
sive security framework that encompasses all the components of critical infrastructure
information systems, including hardware, software, processes, people, and data [7]. This
holistic approach is necessary to address the complex and interconnected nature of
cyber threats and ensure the resilience of critical infrastructures against a wide range of

attack vectors.

The aim of this dissertation is to systematically explore all dimensions of cybersecurity
in critical infrastructures, encompassing the scope of the attack surface, the associated

threats, and the mitigation and management strategies.

It is worth mentioning that given the vast number of critical infrastructures and their
distinct characteristics, the objective of this study is to present the general threats and
areas of cybersecurity application at a broad level, without delving into specific techni-
calities for each industry. The scope of this research is of significant interest and may

serve as a foundation for a future doctoral thesis.

The dissertation is divided into three parts, each addressing a distinct aspect of the criti-
cal infrastructure cybersecurity landscape. The first part presents an overview of current
trends in cyber-attacks, providing examples of recent attacks on critical infrastructure
both in Greece and abroad. Additionally, the most significant legal and regulatory con-
texts governing the critical infrastructure sector in Greece and Europe are discussed,

along with an overview of key Greek institutions related to cybersecurity.



The second part of the dissertation delves into the threat landscape, providing a theoret-
ical foundation on cyber threats. This section focuses on the threat landscape, actors in-

volved in malicious activities, their objectives, and elements at risk.

Part three explores the attack surface of critical infrastructures, identifying potential at-
tack vectors and contemporary cyber threats. This section consists of three chapters that
investigate the attack surface by categorizing it into different dimensions, including crit-
ical infrastructure sectors, attack surface domains, and the attack types that deemed to

be of utmost significance currently.

Finally, the concluding section provides an overview on how critical infrastructure op-
erators can adopt security frameworks proposed by literature and engage best practices
to address, manage and mitigate cyber threats. The conclusions of the dissertation sum-
marize the key findings and highlight the most important aspects that should be taken

into consideration to enhance cybersecurity in critical infrastructures.

1.1 Methodology and Relevant Research

The dissertation was developed through a systematic approach and methodology that

involved the analysis of various credible sources resulting to the following steps:

1. Comprehensive study of the research area related to cybersecurity protection of

critical infrastructures.

2. ldentification of the critical elements within this domain that needed to be inves-

tigated as well as their related aspects.

3. Establishing a knowledge base for each of these areas to gain a deep understand-

ing of their characteristics and challenges.

4. Analysis and synthesis for the gathered information to identify the key elements

that could be further explored.

5. Composition of the content of the dissertation based on the knowledge gained
from the previous steps and presentation of the findings and conclusions in a

structured and coherent manner.

The research process commenced by examining the prevailing legislation and pertinent
directives at both the national and European levels, including, but not limited to, the
NIS and GDPR directives, which are widely recognized as benchmarks in safeguarding

critical infrastructure and personal data. These directives play a crucial role in shaping



the cybersecurity strategy of Europe and Greece, and are applicable across the entire

European Union.

Consequently, the authoritative cybersecurity agencies of Europe and America, namely
the European Union Agency for Cybersecurity (ENISA), the Cybersecurity and Infra-
structure Security Agency (CISA), the National Security Agency (NSA), and the De-
partment of Homeland Security (DHS), have proven to be invaluable resources for
comprehending and exploring the current threat landscape. Specifically, the annual
ENISA reports [8], [9] on the threat landscape offer extensive insights into the primary
contemporary cybersecurity risks, while numerous supplementary materials furnish
global cybersecurity guidelines. Notably, the ENISA report [10] on the escalating trend
of cybersecurity investments within the European Union warrants attention. Likewise,
the ENISA report [11] posits a framework for standardizing the process of identifying

impending threats and the future evolution of the threat landscape.

Furthermore, across the Atlantic, CISA, as the United States' federal cybersecurity
agency and national coordinator for critical infrastructure security and resilience, serves
as a significant information hub for critical infrastructure protection and resilience by

offering a plethora of research, guidance, and best practices.

The document in reference [12], conducted by the Institute of International Relations of
France, provides a concise outline of cybersecurity risks within the energy sector in
France, emphasizing the necessity for inter-state collaboration and harmonization of

procedures for responding to threats.

Comparable research has been carried out on the content of globally acknowledged
standards, such as ISO/IEC 27001 relating to information security management, and the
NIST framework, which offers recommendations for enhancing the cybersecurity of
critical infrastructures, alongside the MITRE ATT&CK knowledge base and the
OWASP. Moreover, European Union initiatives, such as CONCORDIA, provided a
highly valuable source of information, along with the corresponding report [13], which
analyzed significant threats and identified countermeasures in distinct attack surface ar-
eas. Also, various white papers issued by prominent companies in the industry, such as
Microsoft, IBM, and Cisco, were consulted to consider their stance on cybersecurity and

recommended best practices for incorporating into the design of information systems.

At an academic level, a thorough literature review of similar theses and dissertations

was conducted through university repositories. The PhD thesis of Marianthi Theo-
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charidou [7] on "Risk Assessment of Critical Information & Communication Infrastruc-
tures” was a significant contribution to this research, as it extensively analyzed the re-
search area of critical infrastructure protection and explored how to assess the criticality

of such infrastructures.

The PhD thesis of Georgios Stergiopoulos [14] emphasized the importance of software
security and highlighted the interaction among critical infrastructure stakeholders, un-
derlining the significance of protecting all critical infrastructures as an interconnected
chain. The thesis of Sotiria Argyropoulou [15] included valuable material on the inter-
dependence of critical infrastructures and conducted a study on risk assessment based
on the dependencies of communication and information infrastructures. Additionally,
the thesis of Antonia Nikolopoulou [16] examined the implementation of the NIS Di-
rective in the critical infrastructures of EU Member States at the legal and organization-

al levels proposing the establishment of a cybersecurity strategy in the aviation sector.

As part of the research methodology, a comprehensive literature search was conducted
to identify relevant articles published in journals and conference proceedings. To this
end, search engines such as Google Scholar, IEEE Xplore, and Scopus were utilized

through the institutional account, using search queries such as (but not limited to):

“cybersecurity critical infrastructures, critical infrastructure AND cyber threats,
SCADA threats, critical infrastructure AND cloud, cybersecurity AND loT, IoT
AND critical infrastructures, smart metering AND threats, smart grid AND cyber
threats, critical infrastructure AND phishing, critical infrastructure AND social en-

gineering, critical infrastructure AND DoS, supply chain AND cyber threats”

Afterwards, the selected articles were carefully scrutinized, and their style, references
and results were subject to a qualitative evaluation. It should be noted that given the ev-
er increasing emergence of novel vulnerability threats, as well as the sheer volume of
publications in related fields, there was a profusion of technical references and recurrent
ideas, which lay outside the scope of this study. To identify the primary cyber threats to
critical infrastructures, the outcomes of the literature search were amalgamated with the
threats listed in the ENISA 2022 report concerning critical infrastructures. This enabled
the analysis of techniques for mitigation and management, in accordance with the coun-

termeasures recommended in the literature.



PART 1: Trends and Legal Context

2 Cyber Attacks: A Contempo-
rary Threat

Cyber attacks have become an inseparable aspect of everyday life, not limited to times
of war between nations but also during periods of peace. The year 2007 marked a turn-
ing point when a mere diplomatic dispute led to the complete digital paralysis of the en-
tire Estonian state machinery, thus underscoring the dawn of a new era where cyber at-
tacks jeopardize the modern way of life as a whole [17].

NIST defines the following general definition of a cyber attack [18]:

“An attack, via cyberspace, targeting an enterprise’s use of cyberspace for the pur-
pose of disrupting, disabling, destroying, or maliciously controlling a computing
environment/infrastructure; or destroying the integrity of the data or stealing con-

trolled information”.

The aforementioned activities encompass a range of malicious cyber operations, such as
computer and network malware infections, service quality degradation or even complete
disruption, data theft, malware-enabled vulnerability detection, and web-
site/system/network destruction etc [2]. The classification of cyber-attacks can be made
based on their effect on the physical and digital environments, distinguishing between
kinetic and non-kinetic attacks. Kinetic cyber-attacks lead to events in the physical
world, as seen in the Stuxnet case, whereas non-kinetic attacks only affect the digital
realm, such as through information corruption or disclosure [19]. On numerous occa-
sions, attacks are not solely focused on deleting data or disabling infrastructures, but are
instead aimed at deliberately causing damage. For instance, in 2018, attackers deliber-
ately attempted to sabotage the operations of an oil company with the intent of causing

an explosion [20].

The defensive mechanisms employed by different organizations to safeguard their cyber

spaces seem to be inadequate to provide comprehensive protection from the growing



number of security vulnerabilities [21]. Despite significant efforts made globally since
2007, the statistics demonstrate that mitigating and limiting cyber threats that pose a
risk to both industry and the general population remains a substantial challenge. There
are approximately 71.1 million victims of cybercrimes on an annual basis [22].
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Image 1: Number of exposed records from data breaches [23]

As indicated by the chart presented earlier, it can be observed that in the third quarter of
2022, roughly 15 million data records were compromised worldwide as a result of data

breaches, signifying a 37% surge in comparison to the preceding quarter.

In addition to compromising services and endangering citizens, cyber-attacks also carry
a financial burden. According to studies, the cost of cybercrime accounts for 1% of
global GDP, with small businesses experiencing an average cost of $120,000 to $1.24
million per cyberattack [22]. In the past three years, this burden has surpassed $19 tril-
lion and is projected to reach $23 trillion annually by 2027 [24].
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Image 2: Cybercrime projected cost per year [24]



Frequently, individuals and organizational administrations underestimate the risk posed
by cyber attacks, viewing it as an abstract concept that does not pertain to their sur-
roundings. Nonetheless, such attacks occur continuously and are a prevailing occur-
rence in both the domestic and international environment, targeting critical infrastruc-
tures directly. In order to comprehend the scale of the issue, a concise depiction of its

most distinct characteristics is presented below.

2.1 Significant Cyber Attacks in Greece

Greece is not immune to the threats of cyber attacks aimed at damaging its critical infra-
structures, disrupting services, or stealing confidential information. Recent attacks on
prominent and significant organizations in the country demonstrate how close the threat
is to us. A study cited as [22] revealed that Greece was ranked ninth in the international

table of recorded internet-related crimes in 2021.

2.1.1 Telecommunications Provider

In October 2020, the largest mobile network provider in Greece [25], announced the
detection of a cyberattack on its systems. The attack resulted in the unauthorized export
of a file from one of the company's systems using the Remote File Inclusion (RFI) tech-
nique. The file contained information used by the company for network and service op-
timization, such as phone number, date and time, call duration, device type, age, and
gender. Despite the fact that there was no disruption of its essential services and the
company denied that the attackers had accessed any of the contents of the conversations
and messages, the cyber-attack had serious financial consequences. The Hellenic Data
Protection Authority imposed a fine of €6,000,000 on the company [26], and ordered it
to cease data processing and destroy the leaked information. The parent company, was

also fined €3,250,000 for the exposure of call data of thousands of subscribers.

2.1.2 Large-scale Municipality

In July 2021, the second most populous municipality in Greece [27], suffered a ran-
somware cyber attack [28]. The attack caused the municipality's systems to become par-
tially or fully non-functional for over two months [29]. In addition, a leak of personal
data belonging to natural persons was discovered and the cybercriminals demanded ran-

som in exchange for the data. The situation was so severe that the data of GIS applica-



tions of the municipality were rendered inaccessible [30], with no hope of recovery.

Consequently, the municipal service lost thirteen years of archival material.

2.1.3 Postal Services

A very large greek postal services organization recently reported a cyber attack on its
information systems [31] on March 21st, 2022, which was perpetrated through the use
of malicious software and it resulted in the complete isolation of the company's data
center. The attack targeted the encryption of critical systems for the operational func-
tionality of the organization and started from zero-day malware that was installed on a
workstation and connected to a computing system through the https reverse shell tech-
nique, which was controlled by a cybercriminal group. The entirety of the functionality
of the systems was restored after a period of seventeen days [32], and in addition to the
impact on operational functions, there was an immediate financial impact. This is evi-
dent in the Program of Acts Posting on the Internet (Diavgeia), where the administration
was forced to engage in at least nine procurements to external providers [33] in order to
mitigate the impact of the attack, at a total cost of €1.847.942.

2.1.4 Gas System Operator

On August 20th, 2022, the Greek organization responsible for operating, managing, ex-
ploiting, and developing the national natural gas system (NNGS) and its interconnec-
tions, disclosed a cyber attack on a portion of its information infrastructure [34]. Cyber-
criminals attempted to unlawfully access electronic files, resulting in a confirmed im-
pact on the availability of some systems and potential leakage of files and data. In re-
sponse, the organization proactively disabled most of its information infrastructure ser-
vices and chose a gradual restoration approach, choosing not to negotiate with the cy-

bercriminals.

2.2 Notable Cyber Attacks on Critical Infrastructures
Abroad

As expected, on a global scale, there has been an increase in cyber attacks on critical
infrastructures in recent years, with increasingly sophisticated methods and techniques.
The following chart presents the evolution of the most significant cyber attacks of the
last five years related to state interventions and cyber espionage in government services,

defense and high-tech companies, or economic crimes with losses exceeding one mil-
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lion dollars [35]. It is noteworthy that these attacks constitute only a small subset of the

total number of cyber attacks, indicating the magnitude of the problem.

Significant Cyber Incidents
30

25

m2018 w2019 2020 m2021 w2022

Image 3: Cyberattacks costing more than $1 million (data provided by [35])

In the following subsection, we present the description of some of the most characteris-

tic cyber attacks that have targeted critical infrastructures worldwide.

2.2.1 Stuxnet

In 2010, the malicious software Stuxnet emerged, specifically designed to target Indus-
trial Control Systems (ICS) [36]. This case is particularly notable as it targeted the logi-
cal programmable controllers manufactured by Siemens that were used in the Iranian
nuclear program, delaying it for years by gradually and without trace destroying the
centrifuges used in nuclear material separation, [37]. Analysis of Stuxnet revealed that it
combined zero-day vulnerabilities, anti-detection techniques, and specialized propaga-

tion, making it ideal for high-security air-gapped environments.

2.2.2 Water Supply Network in the City of Oldsmar, USA

On the 5th of February 2021, unidentified attackers gained unauthorized access to the
SCADA system of the drinking water treatment facilities in the city of Oldsmar, USA,
possibly exploiting outdated systems or weak access codes [38]. The assailants utilized
the SCADA system software to increase the quantity of sodium hydroxide, a caustic
chemical substance, during the water treatment process. The personnel promptly noticed



the change in dosage quantities and rectified the issue before the authorized change was

completed, thus averting a potential ecological disaster and loss of human lives.

2.2.3 Colonial Oil Pipeline

On May 7, 2021 [39], the administrator of the largest pipeline system for oil refining
products in the United States fell victim to a ransomware attack and was forced to
preemptively disable the infrastructure's pipeline system in order to limit the damage.
Due to the scope of the problem, the US government was compelled to declare a state of
emergency in at least 18 states [40]. A characteristic of the attack was the use of ran-
somware-as-a-service (RaaS) software to target the infrastructure's information systems,

while at a later stage the perpetrators threatened to release the data.

2.2.4 SolarWinds

Finally, in 2020, one of the largest cyberattacks ever to occur in the United States was
identified and officially attributed to Russia. Its defining characteristic was that it was a
supply chain attack [41] and an Advanced Persistent Threat simultaneously. Specifical-
ly, the attackers introduced malicious software into the source code of the network mon-
itoring and remote management application, SolarWinds, so that they gained illegal ac-
cess to the information systems of legitimate users during distribution. The attack af-
fected government agencies, critical infrastructures, and private sector organizations,
while the CISA considers the removal of the threat actor from the compromised envi-

ronments to be a significant challenge and extremely complex.
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3 Critical Infrastructures and
Cybersecurity Legal Context

Cybersecurity is now a matter of primary concern in the European Union. In recent
years, significant and systematic efforts have been made both at the level of companies
and organizations, as well as at the level of states through the fortification of the regula-
tory framework with appropriate directives, regulations, and laws related to cybersecuri-
ty, in order to combat cyber threats. This step constitutes the first and most important
stage in the horizontal approach to addressing all areas of cybercrime, as it defines the
nature of cybercrime, identifies the entities responsible for combating it, and establishes

general procedures and measures for its mitigation.

Regarding Greece, in 2020 it was ranked 35th in the Global Cybersecurity Index [42]
with a score of 94/100, which evaluates the commitment and dedication of countries to
implementing measures regarding cybersecurity across dimensions such as legislation,

technology, organization, capacity building, and cooperation.

100 927 733 324 14.4 15

Image 4: Global Cybersecurity Index 2020 [42]



The effort of the involved parties in this matter has a longstanding history and compris-
es of three distinct stages over the years. The first stage, known as the compliance era
(2008-2012), recognized the significance of cybersecurity and established fundamental
regulatory standards. From 2012 to 2018, the focus shifted towards risk management
and resilience, whereas the period spanning 2018 to 2025 is regarded as the era of in-
dispensability for the implementation of security measures at all levels, both within and
beyond organizations [43]. The critical milestones of this progression are outlined be-

low.

3.1 Cybersecurity at the National Level

A multitude of regulatory provisions have been created to combat malicious activity di-
rected at critical infrastructures, which either explicitly or implicitly address the cyber-
security of these entities. At this point, the most significant legal framework, guidelines,
and regulations that encompass the cybersecurity of critical infrastructures are present-
ed, acting as a deterrent for the perpetration of cyber attacks.

3.1.1 Budapest Convention

The adoption of the Budapest Convention [44] in 2001 by the Council of Europe, which
establishes a uniform framework for the criminalization of digital crimes, is regarded as
a pivotal moment in acknowledging the significance of tackling cyber threats. It defines
the mandatory steps that each state should take to combat crimes that violate the confi-
dentiality, integrity, and availability of data and computer systems, computer fraud, of-
fenses concerning data content (such as child pornography), and copyright-related of-
fenses. The aforementioned convention also establishes law enforcement measures and
penalties for these types of crimes, as well as guidelines for cross-border cooperation.
The Greek state ratified the Budapest Convention in 2016 through the enactment of Law
4411/2016. This law also adopted the provisions of EU Directive 2013/40/EU, which
calls for a unified approach to criminal law in response to attacks against information

systems and critical infrastructures.

3.1.2 Directive 2016/1148 (NIS) on Network and Information Security
in the EU and NIS 2

As part of its efforts to enhance cybersecurity in critical infrastructures, the European

Union implemented the 2016/1148 Directive, also known as the Directive on Security
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of Network and Information Systems (NIS). The directive aims to improve and stand-
ardize the level of security in network and information systems across the EU that is
deemed critical, including Digital Service Providers and Essential Service Operators.
The directive is a significant milestone in a series of actions to mitigate significant dis-

ruptions to critical infrastructures. Important provisions of the NIS Directive include:

e Mandating every Member State to design a strategy to promote the security of

network and information systems.

e Strengthening cross-border cooperation between Member States through the

Cooperation Group, while ensuring the protection of their national interests.

e The directive establishes the competent authorities and a single contact point,
and defines the way in which they cooperate and communicate with each other.
It also strengthens the capability for a unified response to cybersecurity incidents
by creating Computer Security Incident Response Teams (CSIRTs) and Com-
puter Emergency Response Teams (CERTS).

e |t establishes the basis for the prevention, detection, response, and mitigation of
incidents and risks to network and information systems through appropriate
technical and organizational measures and procedures, for which the responsibil-

ity now lies with the critical infrastructure operator.

e The Directive also obligates operators to notify incidents deemed to have a sig-

nificant impact on the provision of essential services.

The aforementioned Directive entails an obligation for Greece to develop a national
strategy for securing network and information systems. This will ultimately result in the

adoption of the National Cyber Security Strategy by the Greek state.

Directive 2022/2555 (NIS 2) serves as an additional measure to the NIS Directive and
complements it, advancing towards a more comprehensive and harmonized approach to
cybersecurity within the EU. As stated in reference [45], the directive expands its reach
to a larger section of the economy, encompassing small businesses that hold significant
societal roles, categorizing them as either key or important entities. Moreover, it elimi-
nates disparities among member states regarding the definition of FIUs and establishes a
baseline for incident notification and risk management. Furthermore, it establishes the

European Network of Cyber Crisis Liaison Organisations (EU-CyCLONe).



Law 4577/2018, Ministerial Decision 1027/2019

The NIS Directive was implemented into Greek legislation via Law 4577 of 2018 [1].
Ministerial Decision 1027/2019 while Government Gazette 3739/B/8-10-2019 further
specified important implementation issues and procedures. This legislative text expands
the scope of the framework for action, as it delineates the responsibility of organizations
for their actions, including those of their partners. It also outlines the sanctions and pro-
cedures for their imposition in the event of a failure to meet the obligations set forth in
the legislative framework. Additionally, it provides precise qualitative and quantitative
criteria for identifying a facility as an operator of an essential service. A facility is con-
sidered such and operator if it provides a service that relies on digital systems and co-

vers at least one of the following areas [46]:

Table 1: Sectors and subsectors of essential services providers [46]

Electricity
Energy Petroleum
Gas
Aviation
Railway
Transportation -
Maritime
Road transport
Banks
Financial Market Infrastructures
Healthcare
Water

Digital Infrastructures

Simultaneously, the document outlines in abstract form the manner in which suitable
technical and organizational measures, as well as fundamental security requirements,
must be adhered to. The framework for this compliance must be detailed within each
organization's security policy. A noteworthy component of this Information Security
Act is the creation of the Information and Network Security Officer position within the
organization. This individual is tasked with supervising the implementation of the perti-
nent obligations. As for NIS 2 Directive, the deadline for implementing the measures

required to comply with it by the Greek state is December 24, 2024 [45].
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For the purpose of providing a more comprehensive and thorough discussion, it is nec-
essary to enumerate the 16 key critical infrastructure sectors identified by the United
States [47], which will allow the reader to familiarize themselves with the critical infra-
structure sectors of the largest economy in the world:

Table 2: US Critical Infrastructure Sectors [47].

Chemical industry Communications Dams Emergency Services

Information Transportation Sys-

Financial Services Government Facilities
Technology tems

Defence Industrial

Commerical Facilities | Critical Manufacturing Base Energy
Food and Aariculture Healthcare and Public Nuclear Reactors, Water and
9 Health Materials, and Waste Wastewater

3.1.3 European Cybersecurity Strategy

The European Union is engaged in several initiatives and partnerships with various
stakeholders to advance a transparent, resilient, and secure cyberspace rooted in the val-
ues of the rule of law, as set forth by its principles and within the wider context of the
EU Defense Strategy [48]. In accordance with this objective, the European Union
adopted the European Cybersecurity Strategy in February 2013, and a revised version
was subsequently published in December 2020. The overarching goal of this strategy is
to guarantee the quality of digital services for the betterment of citizens, while also

safeguarding the fundamental values of the European Union [49].

The European Union has demonstrated its commitment to the European Cybersecurity
Strategy by approving a significant increase in funding [50], which is four times higher
than the current budget, for the next seven years [51]. This increase in funding is in-
tended to enable the integration of cybersecurity across all of the EU's key activities.
One of the main objectives of this strategy is the establishment of a European Cyber
Shield, which will be achieved through various means such as cooperation, collective
secure information and knowledge sharing, skills development, strengthening networks
and interconnected devices, building additional European infrastructure, supporting the
supply chain, diplomatic means to strengthen defence [52], and increasing participation

in standardisation processes.
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3.1.4 National Cybersecurity Strategy

In alignment with the European Union, Greece issued its National Cybersecurity Strate-
gy 2020-2025 in December 2020, outlining a five-year plan and action plan to achieve
its cybersecurity objectives [53]. The primary aim of the strategy is to establish a secure
internet environment, infrastructure, and services that promote prosperity and enhance
citizens' confidence in adopting new digital products and services while safeguarding
their fundamental rights. The National Cybersecurity Strategy 2020-2025 specifies sec-
toral objectives in a detailed framework of actions. It emphasizes the need for a unified
response to threats and sets out measures to limit the scope and impact of cybersecurity
incidents. It also analyzes the expanded attack surface, maps the main modern types of
cyber-attacks, classifies the sources of threats, and presents the revised institutional
shielding of the country against cyber threats. Furthermore, the strategy highlights the
importance of strengthening the culture of the entire society (citizens, public/private
sector) through capacity building, promoting awareness, and raising awareness of cy-
bersecurity issues. Additionally, it emphasizes the promotion of research and develop-

ment through the investment environment.

3.1.5 Cybersecurity Act

In June 2019, the European Union strengthened its cybersecurity legislative framework
by enhancing the role of the European Cybersecurity Agency and establishing a unified
certification scheme for products and services across the EU, while also creating the Eu-
ropean Cybersecurity Certification Group (ESGCG) [54]. The primary aim of certifica-
tion is to enable users to evaluate the cybersecurity risk associated with a specific prod-
uct, service, or process by establishing a shared understanding among stakeholders from

various member states through the EU Cybersecurity Certification Framework.

3.1.6 GDPR Regulation (EU) 2016/679

As of 25 May 2018, all EU member states were required to comply with the General
Data Protection Regulation (GDPR) [55]. Greece ratified the implementing law in 2019
[56]. One of the main goals of the GDPR is to safeguard the personal data of EU citi-
zens by regulating and limiting the processing of personal data and protecting them

against breaches.

The concept of personal data encompasses information that permits the identification of

individuals either directly or indirectly, and it is deemed a valuable asset that merits
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safeguarding. The primary principles set forth in the Regulation furnish a structure for
the just, equitable, and transparent handling of data, which is restricted to defined objec-
tives. The data collected must be both precise and indispensable, retained for no longer
than necessary, and while stored, must be assured of its integrity and confidentiality by
data controllers, who bear responsibility and accountability for these obligations by de-
sign and by default. The necessity for a Data Protection Officer (DPO) is determined
based on the scale of processing and the nature of data. The DPO is responsible for ad-
vising the controller, monitoring compliance with GDPR, and cooperating with supervi-
sory authorities when necessary. Failure to comply with GDPR may lead to severe fi-
nancial penalties, which underscores the importance of compliance. This creates an im-
petus for cybercriminals who attempt to gain unauthorized access to data, subsequently
coercing legitimate data controllers into paying for the data's release, thus attracting

regulatory consequences.

3.1.7 Electricity Sector Risk Preparedness Plan

The Hellenic state, acknowledging the crucial nature of the electricity sector and the ne-
cessity of readiness to confront and handle crises in this domain, approved a relevant
scheme in September 2022 [57]. According to this the risks are classified in terms of
their likelihood of occurrence and the magnitude of their impact. Among the most
prominent risks are cyber attacks, and the plan outlines specific measures to mitigate
their effects at the national level. Additionally, the plan describes the crisis management

mechanisms for cybersecurity incidents.

3.2 Cybersecurity entities

The growing complexity of cyber threats requires a coordinated response from both
public and private actors. In Europe, the protection of critical infrastructures follows a
particular model where the state establishes a dedicated organization responsible for
safeguarding critical infrastructures, which in turn formulates policies to address cyber
threats [58].

It appears that the Greek state has adopted a mature stance towards the subject of cyber-
security, and has established multiple entities with distinct responsibilities to address
and enhance protection and cybersecurity measures for critical infrastructures. As such,
it is essential to detail the specific duties of these entities.



3.2.1 National Cybersecurity Authority

The National Cybersecurity Authority has been upgraded to the General Directorate of
Cybersecurity and is part of the General Secretariat of Telecommunications & Post of
the Ministry of Digital Governance. It serves as the National Competent Authority and
the primary point of contact for network and information system security throughout the
country. Additionally, it is responsible for developing and managing the National Cy-
bersecurity Strategy. It collaborates with other relevant authorities, outlines suitable or-
ganisational, technical, and operational measures required by Critical Infrastructure Op-
erators, coordinates these Operators, and establishes the framework for managing any

cybersecurity incidents [53].

3.2.2 National Authority for Mitigating Cyber Attacks - National
CERT

The aim of the National Cyber Attack Response Authority, also known as the National
Computer Emergency Response Team (CERT), is to ensure the prevention, timely de-
tection, and effective response to cyber attacks within its jurisdiction. Specifically, it
provides support to the Presidency of the Government, the Ministries, and their associ-
ated entities, with the exception of the Ministry of National Defence, in preventing, de-
tecting, and responding to cyber attacks aimed at them [53]. Also, it collaborates with
other Computer Security Incident Response Teams (CSIRTS) [59], public sector agen-
cies, and national and international entities responsible for cybersecurity matters, coor-
dinating actions in case of critical situations and implementing the National Strategy for

responding to cyber threats both national and international level [60].

3.2.3 Cyber Defence Directorate

The Cyber Defence Directorate, which is under the Hellenic National Defence General
Staff and attached to the Ministry of National Defence, is responsible for incident re-
sponse in the military sector and critical infrastructure operators, serving as the Greek
Computer Security Incident Response Team (CSIRT). However, its mandate is limited
by legislation when cyber attacks target purely civilian entities, as the National Cyber
Attack Response Authority - National CERT is responsible for responding to such inci-
dents [53], [1].
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3.2.4 European Cybersecurity Organization (ENISA)

ENISA was established in 2004 as per Regulation 460/2004 [61] with the purpose of
promoting a culture of network and information security across Europe and ensuring a
high common level of cybersecurity. The organization's role was subsequently strength-
ened in 2019 through the implementation of the Cybersecurity Act. Apart from its advi-
sory and coordinating role, ENISA is involved in the collection and analysis of infor-
mation security data and contributes to the Union-wide response in the event of large-
scale cross-border cybersecurity incidents and crises [54]. In essence, ENISA is instru-
mental in shaping EU cyber policy, enhancing the reliability of ICT products, services,
and processes through cybersecurity certification schemes, collaborating with Member
States and EU entities, and assisting Europe in preparing for future cyber challenges. It
is worth noting that ENISA does not impose any new obligations on private sector enti-
ties or Member States.

3.2.5 Hellenic Data Protection Authority (HDPA)

The Hellenic Data Protection Authority is a constitutional independent authority that
was created through Law 2472/1997 [62]. Its role is to supervise, regulate and control
the implementation of all aspects concerning the protection of individuals' personal data
during the processing thereof, as stipulated by Law 4624/2019 [56]. This regulatory
body is the designated recipient to whom data controllers must report any data breach
incidents within 72 hours of their discovery, providing all necessary information re-
quested by the Authority.

3.2.6 Cybercrime Division

The Cybercrime Division was created through the issuance of Presidential Decree
178/2014 (A' 281), and operates directly under the auspices of the Chief of the Hellenic
Police. The division is tasked with the investigation of cybercrime cases [63]. Its prima-
ry responsibilities involve the prevention, investigation, and eradication of criminal ac-

tivities and disruptive behavior perpetrated through the use of the internet.

3.2.7 Hellenic Telecommunication & Post Commission (EETT)

This Independent Administrative Authority operates in accordance with the regulations
specified in Government Gazette 82/A/2012 [64]. It serves as the National Regulatory
Authority (NRA) in the domains of electronic communications and postal services.
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3.2.8 Hellenic Authority for Communication Security and Privacy
(ADAE)

Established in 2003 [65], this independent authority operates with administrative auton-
omy and aims to safeguard the confidentiality of correspondence, ensure the freedom of
communication through any means, and enhance the security of networks and infor-

mation.

3.2.9 Center for Security Studies (KEMEA)

Supervised by the Ministry of Citizen Protection (Law 3387/2005 A' 224) [66], this or-
ganization serves as an advisory, consultative, and research entity concerning security
policy matters, while simultaneously engaging in collaboration with other national and

international bodies to promote security.
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PART 2: Threat Landscape

4 Contextualizing Cyber
Threats

Cybersecurity threats are intricately linked to a rapidly changing and dynamic environ-
ment that is influenced by a multitude of factors. This environment is known as the
threat landscape and includes a spectrum of potential and actualized risks that can have
adverse effects on the cybersecurity of all involved parties. The magnitude of the target
in question, as well as its impact on society, directly correlates with the level of risk in-
volved [53]. The threat landscape comprises various elements, such as the possible per-
petrators of cyber-attacks, including both the entities responsible for carrying out the
attacks and those who initiate them. It also encompasses the underlying motives that
drive each attacker, the circumstances that prompt such attacks, and the methods and
techniques employed to exploit system vulnerabilities [8]. These fundamental concepts

are interconnected and have a significant impact on the overall cybersecurity ecosystem.

4.1 Understanding the Concept of Cyber Threats

To begin with, it is crucial to establish a clear definition of the term "cyber threat.”
There are numerous definitions in the literature, one of which is the following from
NIST [67]:
“Any circumstance or event with the potential to adversely impact organizational
operations (including mission, functions, image, or reputation), organizational as-
sets, or individuals through an information system via unauthorized access, destruc-
tion, disclosure, modification of information, and/or denial of service. Also, the po-
tential for a threat-source to successfully exploit a particular information system

vulnerability.”

In a simpler form, a threat could be defined as any factor that has the potential to com-
promise security and jeopardize the valuable assets - information and property - of its

possessor. These assets can be categorized as either tangible or intangible. The former
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encompasses physical assets such as hardware, computing platforms, and other techno-
logical devices, while the latter includes software, human resources, data (including
customer, identification, financial, etc.), processes, services, intellectual property, con-

fidential corporate information, and the proper functioning of facilities [68].

Table 3: Asset categories [68].

Material assets such as buildings, infrastructure, equipment, and

Materials resources and P
natural resources (e.g., water and electricity), as well as the or-

infrastructure ganization's facilities and infrastructure.
System capacity The system's capacity to operate efficiently and as intended.
Human resources The personnel of the organization.

Anything that contains confidential information and provides the

I EEMEL [PIOEErY organization with a competitive advantage.

Data and information All data and information in any format.
The organization's image, reputation, and the confidence of oth-
Derivative non-tangible ers in it, which depend on the organization's ability to protect its
assets.

Likewise, cybersecurity incidents or cyber-attacks can be characterized as unfavorable
events resulting from undesirable internal and/or external factors that violate established
rules, thus impeding individuals and organizations from either preventing access to a
specific piece of information or accessing information in its intended form at a particu-
lar time, exposing confidential information, or altering or destroying information or ma-
terial. These two concepts should not be conflated, as the threat does not consist of the

attack per se, but rather the potential for the attack to take place.

To summarize, cyber threats arise from the exploitation of system security vulnerabili-
ties by individuals, groups, organizations, or government entities with the aim of caus-
ing a security incident that compromises at least one of the key security properties. Each
of these entities, referred to as a threat actor, has distinct interests and objectives that it
seeks to achieve by executing the attack and is determined by a combination of one or
more threat dimensions, except in cases of unintentional human error. Attackers may
target information and assets that are physical (e.g., information storage devices), logi-
cal (e.g., services), or intangible (e.g., reputation), depending on the perceived benefits

of undermining these assets [13].

It is evident that cyber threats have a variety of impacts such as data loss or corruption,

mechanical equipment damage, service unavailability, economic costs, reputational
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damage, loss of customer trust, and in severe cases, potential risks to human safety and

the environment [68].

Based on the above discussion, a threat is the result of a combination of three elements
[69]: the attacker's motives and objectives, their capabilities to execute the attack, and
the opportunities available to them (such as time, knowledge, and exploitable vulnera-
bilities).
Threat = Capability + Intent + Opportunity

Viewed from the organization’s perspective, the combination of attacker motivation and
capability is a passive factor, as it is beyond their control. However, the opportunity di-
mension represents an area that organizations can actively manage through the imple-
mentation of appropriate technical and organizational measures, such as system harden-

ing, authentication controls, and awareness initiatives.

Capability

Impending 4 Potential/

THREAT

Hostile Intent Opportunity

Ins_u SeEar ial

Image 5: Components of cyber threats [69]

As depicted in the aforementioned figure, the overlap of each component with the oth-

ers delineates distinct scenarios brought forth by threat actors.

e The imminent threat arises from the conjunction of hostile intent and capability,
but its materialization necessitates the presence of opportunity.

e The potential threat is engendered by the combination of capability and oppor-

tunity, but its fruition hinges on the inclusion of hostile intent.

e The actual threat is the combination of hostile intent and opportunity, with the

attacker's capability being a requisite component for its actualization.



The correlation between the attackers' capabilities and motivations and the potential
threats they pose is readily apparent. This relationship gives rise to the concept of risk,
which refers to the anticipated loss of security of an asset, whether it is information or
property, due to the exploitation of vulnerabilities by an attacker. It should be noted that
while a threat is a negative occurrence, risk is the likelihood and consequences of the
negative event. It follows that the higher the number of threats and vulnerabilities, the

greater the risk posed to the organization.

Risk = f ( threat, vulnerabilities, consequences )

| | | I | |

Deter Disrupt Defend Detect Restore Discard

Image 6: Cyber threat risk [70]

The risk posed by cyber threats can be conceptualized as a function of the threats
themselves, the vulnerabilities inherent in the system, and the potential consequences of
a successful breach. In line with the previously discussed components of threats,
vulnerabilities can be either intrinsic or extrinsic, and the impacts of a breach can be
classified as either manageable or catastrophic. While it is impossible to completely
eliminate risk, it is important to consider the interconnectedness of all risk parameters as
a single system [70]. Risk reduction is accomplished through the minimization of its
individual elements, namely probability, vulnerability, impact, and duration/severity of
impact. To mitigate the potential impact, it is crucial for the infrastructure to be
resilient. Resilience is the ability of the system to withstand an adverse event, with no
service interruption or, if unavoidable, to restore the service promptly, while keeping
the risk of service outage minimal. A system or asset that is completely resilient would
ideally have zero risk of any outage, irrespective of the threats posed [71].

4.2 The CIA Triad

To delve further, incidents related to cybersecurity are intertwined with information as-
sets, arising from the inability to secure or violation of one or more of the Con-
fidentiality, Integrity, Availability traits that constitute the essential design of a sturdy
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and resilient information system, known as the CIA triad. These principles are consid-

ered foundational in information security [72], [73]:

e Confidentiality: processing of information must be restricted to authorized indi-

viduals, entities, or processes.

e Integrity: the format of the information must be processed in a manner that en-
sures it remains in its correct and accurate form, with the ability to provide evi-

dence of this fact.

e Availability: Information should be accessible to authorized users at any time

when requested.

In conjunction with the aforementioned characteristics, additional properties of great
significance are Authenticity, which pertains to the verification of the identity of differ-
ent entities, Accountability, which pertains to the determination of responsibility in the
event of information misuse, Non-repudiation, which pertains to the ability to demon-
strate that any event originated from a particular entity, and Reliability, which pertains
to the predetermined consistency of the results related to information processing [72].
The figure depicted below illustrates the expanded set of information security attributes

within the ecosystem.

INFORMATION SECURITY

NON-REPUDIATION AUTHENTICITY

CONFIDENTIALITY

CIA TRIAD

INTEGRITY AVAILABILITY

ACCOUNTABILITY RELIABILITY

Image 7: The ecosystem of Information Security

The subversion of any of the aforementioned properties represents the ultimate objec-

tive of various actors with distinct intentions, producing negative consequences on the
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system. Therefore, cybersecurity endeavors to implement countermeasures, encompass-
ing techniques, procedures, and actions, to diminish threats by eliminating and prevent-
ing vulnerabilities or minimizing their impact. The objective of such measures is to

safeguard the vital security attributes of information infrastructure components.

Each sector of critical infrastructures is exposed to specific risks and recognizes distinct
threats regarding each information security aspect. The banking and financial sector, for
instance, perceives confidentiality threats differently from the more technical infrastruc-
tures. In the context of nuclear power plants, the availability and integrity of the infor-
mation assets that constitute their operations are regarded as the primary concern,
whereas confidentiality may be accorded less importance. Industrial control systems
(ICS), supervisory control and data acquisition (SCADA) systems, and similar automa-
tion systems are highly valued assets whose compromised functionality would have sig-
nificant repercussions [74]. Analogously, the proper functioning of brakes in vehicles is
essential, as opposed to the confidentiality of saved radio stations. It is essential to note
that this point does not negate any of the elements that comprise the overall cybersecuri-

ty ecosystem.

While the theoretical underpinnings of the CIA triad may not appear to have practical
implications for everyday life, it is evident that the cybersecurity of critical infrastruc-
tures is an exception. For instance, the cyberattack on the water supply network of
Oldsmar in the US exemplifies the potential risk to citizens' lives arising from a breach
of data integrity. Similarly, the Stuxnet attack affected the availability of systems by
causing significant delays in the Iranian nuclear program. The telecommunication pro-
vider incident, which resulted in the unauthorized disclosure of personal data, illustrates
the importance of maintaining confidentiality to avoid regulatory non-compliance and
potential harm to data subjects.

4.3 Cybersecurity Threat Factor Classification in
Critical Infrastructures

At present, cyber threats to critical infrastructures extend, either independently or as a
whole, to specific dimensions that constitute the attacks.
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4.3.1 The Influence of Technology

In the present era, critical infrastructure systems face significantly greater exposure than
in the past. The shift from traditional processes to digital applications and the need for
interconnectedness between different systems has significantly expanded the attack sur-
face, making previously isolated systems accessible not only within the internal network

but also beyond to internet-accessible infrastructure.

The introduction of Internet of Things (loT) devices into crucial infrastructure net-
works, although a major advancement that enables more efficient performance and
communication, increases the risk of unauthorized access [75] due to the large number
and heterogeneity of devices required.

Moreover, the adoption of software as a service in the cloud has further increased the
attack surface by exposing data to new risks that did not previously exist. The need to
reduce costs and standardize systems has led to the abandonment of proprietary tech-
nology solutions in favor of commonly available market solutions, whose vulnerabilities

may be known to attackers.

In many cases, the infrastructure design was implemented several decades ago when
technologies and implementation techniques were completely different, without security
logic by design and by default, rendering these solutions unsuitable for the modern era
[76]. The continuous advancement of hardware capabilities, along with the rapid devel-
opment of artificial intelligence, enables attackers to detect and exploit new vulnerabili-

ties at an accelerated pace.

Moreover, while implementing security best practices and keeping pace with technolog-
ical advancements are crucial, they also result in significant administrative and financial
costs, causing many organizations to use outdated technological solutions in both hard-
ware and software [12]. This, in turn, creates security gaps that can be exploited by at-
tackers to serve their purposes, whether they are known or zero-day vulnerabilities. A
prime example of this issue is the Tokyo Electric Power Company (TEPCO), which op-
erates the Fukushima nuclear power plant. In 2014, TEPCO was using 48,000 terminals
that were running the Windows XP operating system [77], for which Microsoft had al-

ready stopped providing security upgrades.

The aforementioned factors, coupled with inadequate staff training, and the consequent
lack of awareness and culture surrounding cybersecurity on the part of both personnel

(e.g. utilization of USB flash drives) and management (e.g. deficiency of security poli-
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cies and appropriate procedures), result in infrastructures being vulnerable to risks that

could have been readily alleviated by the implementation of sound security practices.

On the other hand, technological advancements have bestowed hackers with novel tools
and channels of communication (such as the Dark Web and Tor network), which enable
them to remain anonymous, thus rendering their detection exceedingly challenging and
time-intensive [78].

4.3.2 The Social Dimension Within the Context of Critical Infrastruc-
ture Security

The Covid-19 pandemic has caused significant disruptions to various facets of society,
including the economy, social structures, familial life, working conditions, education,
and mobility across borders. These changes have resulted in a newly expanded attack
surface, as modifications in technology usage brought about by new demands and be-
haviors have given rise to new vulnerabilities and threats that were previously either
nonexistent or limited in scope. This is due to the fact that work and educational pro-
cesses have become predominantly reliant on digital infrastructure [79]. According to

studies, the COVID-19 pandemic has resulted in a 600% increase in cybercrime [22].

The limitations on human contact brought about by the Covid-19 pandemic have result-
ed in a hurried adoption of new digital communication channels, leading to a significant
surge in data transmission [80]. Unfortunately, the urgent nature of the measures im-
plemented did not allow for the necessary time to establish a culture of secure infor-
mation asset use among staff, nor for the required technical preparations to enable time-
ly work from home (WFH) arrangements. For instance, in 2020, there was a 41% in-
crease in RDP endpoints [81], which made it extremely challenging for IT staff to con-
figure and manage all the essential information assets, thus leading to an increase in se-
curity breaches [82]. Additionally, the infrastructure was not adequately prepared for
the surge in data usage, which facilitated distributed denial of service attacks as band-
width had to be allocated for remote working solutions. Consequently, attackers ex-
ploited this situation by using the pandemic's created needs (such as parcel deliveries
and public information on the pandemic's progress) to deceive people through mislead-

ing emails, fake applications, and other means [79].

In addition to the impact of technology, it is worth noting that the institutional frame-
work for teleworking in Greece was only completed two years after the onset of the

pandemic, in June 2021, with the passing of a law which outlined the technological
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means for protecting the information of remote workers [83]. The HDPA also issued

guidelines two months later, aimed at improving the protection of personal data [84].

The convergence of various factors, such as the BYOD culture and the blurring of
boundaries between personal and professional use, has resulted in the mixing of person-
al and corporate data and the sharing of information across multiple devices and loca-
tions, which are typically not as well secured due to the lack of necessary knowledge or
technology [43]. Consequently, this has led to an increasing vulnerability in maintaining
data confidentiality, particularly for critical infrastructures such as healthcare facilities
that handle large amounts of personal and sensitive information, making data breaches
in the healthcare industry among the most costly [85]. During the pandemic, hospitals
have become a prime target for cyber attacks due to their critical role, limited counter-
measures, and operational pressures [79]. The evidence indicates that the costs associat-
ed with data breaches involving teleworking were significantly higher than those of tra-
ditional breaches [85].

The digitization of social life has resulted in the emergence of new communication pat-
terns that are more susceptible to social engineering attacks and threat detection through
social networks. Additionally, social networks have introduced changes to the way peo-
ple socialize, which has contributed to the risk of identity theft and the accumulation of
personal data. As a result, identity fraud has become a significant concern, where these

data are exploited for malicious purposes [86].

The adoption of intangible money and cryptocurrencies has brought about significant
changes in the financial landscape. This has led to the diversification of financial trans-
actions, resulting in a more straightforward and less transparent process for collecting
funds from illicit activities. The adoption of cryptocurrencies has also increased the ac-
tivity of cybercriminals through the use of illegal marketplaces [78]. Unlike traditional
banking, cryptocurrencies lack a centralized supervisory authority and a regulatory
framework, making them an ideal medium for trading rewards derived from criminal
acts. The increased anonymity of cryptocurrency traders further exacerbates the situa-
tion, as it provides cybercriminals with the opportunity to profit from their criminal ac-
tivities [87].



4.3.3 Motivational Factors of Malicious Actors in the Digital Envi-
ronment

The objectives of every attacker are directed towards four broad domains that are often
interrelated. The initial domain concerns cybercrime that is linked to the exploitation of
the victim's information, typically for personal gain. The second domain pertains to
cyberterrorism, which involves the utilization of violence via the internet for pursuing
particular objectives. This is followed by cyber espionage, which involves the act of se-
cretly gathering confidential information. Lastly, the fourth domain refers to cyber war-

fare, which involves the conduct of war through the internet [88].

Despite the existence of a strict legal framework aimed at preventing online criminal
activities, the allure of such actions persists. The motives that drive attackers to engage
in cyber-attacks represent a critical dimension of this issue, particularly given the vital
nature of critical infrastructures. As such, the factors contributing to these motivations
differ from those present in other domains. The following are among the most signifi-

cant components that shape these motivations.

On the pursuit of utilitarian objectives

Acquiring some form of gain at the expense of either individuals or legal entities is a
critical element in committing cybercrime and is associated with corrupting the victim's
information or stealing their data, regardless of whether the attackers work independent-
ly or on behalf of others [88]. These benefits may be motivated by revenge or may be
purely for the amusement of the attackers, enhancing their self-esteem and elevating
their prominence and recognition among specific groups in their network, or, most fre-

quently, they may be driven by economic incentives.

One way in which victims may be exploited is through direct theft of assets, such as il-
legal money transfers or the opening of fake bank accounts. However, other methods
involve unauthorized access to victim data and information (e.g. extortion) or the ma-
nipulation of their data (e.g. ransomware), followed by blackmailing for non-disclosure
or restoration to their previous state. In the case of Colonial Oil Pipeline, there are re-
ports indicating that the company paid a ransom of $5 million in bitcoin to regain access

to their systems and resume operations [89].

Another motive for cyber-attacks is to sell stolen data, such as credit card numbers,
phone numbers, and passwords, on the online black market for use in other criminal ac-

tivities. The value of the data is determined by various factors, such as its type (e.g. per-
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sonal or financial data), the sector of the business to which it pertains, whether it grants

access to an internal corporate network, and the profits of the business to which the data

belongs.
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Indeed, there have been instances of the sale of access credentials to SCADA systems,

which are part of critical infrastructures. Additionally, the sale of personal data belong-

ing to military personnel has resulted in the indirect compromise of military operations

[91].

Ideological motivations

In addition to the legitimate use of cyberspace for information dissemination and ex-

pression of ideas, the internet has also become a battleground where the most radical

ideologues employ cyber violence, such as hacktivism, to impose their extremist agen-

da. These individuals or groups utilize cyber-attacks to promote their preferred ideology

without intending significant damage to systems or the public. However, some attacks

are more extreme and aim to create fear, degrade essential services, or even cause hu-

man losses, as in the case of cyberterrorism [92]. The issue of terrorist attacks targeting

critical infrastructures through digital means has been a long-standing concern. Such

attacks are often carried out using unconventional methods, as they are anonymous,

conducted remotely, and cost less than traditional forms of terrorism. Furthermore, they

have a significant impact on a large number of targets and the general population, which

is further amplified by the extensive media coverage they receive [74]. There is a belief

that the level of online presence is one of the key factors in target selection [93], which
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puts critical infrastructures at a higher risk due to the nature of their operations that re-

quire them to provide easily accessible information and services to the public.

This particular dimension is a unigque case as it lacks the element of anonymity, as the
attackers intentionally take responsibility for the attack in order to use publicity as a
weapon to achieve their goals. This makes them particularly dangerous as they do not
have to conceal their actions, and their attacks can be more straightforward [93]. The
United States anticipates that this type of terrorist activity will increase in the near fu-

ture due to the enhanced capabilities of the new terrorist groups' cadres [94].

Cyber threats in the context of geostrategic and political dynamics

The utilization of malicious software to surveil and obstruct sensitive information for
political, military, or economic objectives of hostile states and entities with competing
interests (known as cyber espionage) has become an established reality. The intercep-
tion of information from rival states for national purposes is more relevant than ever,
and cyber has become the fifth domain of warfare, following land, sea, air, and space

[95], and a significant priority for the EU’'s comprehensive strategy [96].

In contrast to other domains, the traditional doctrine of blame, retaliation, and deter-
rence is not readily applicable in cyberspace, as attackers are not easily identifiable in
the same manner as in physical space. Additionally, the origin of an attack may be en-
tirely different from the location from which it is launched, placing the responsibility
for accountability with the local authorities under the law applicable there rather than
the affected state, further complicating the situation [97]. Furthermore, what may be
considered illegal under the laws of one state may have an entirely different legal treat-
ment in another, exacerbating the complexity of the issue. Certain nations, including
China, Russia, and Ukraine, lack extradition treaties with the United States, which poses

a formidable challenge to prosecuting hackers who reside within their territories [2].

It is crucial to acknowledge that despite the fact that cyberattacks occur in the virtual
realm, their repercussions are promptly perceived in the physical world, particularly if
the attack involves the interference of an essential service. This domain has been em-
ployed with significant effectiveness in recent times, as exemplified by the military con-
flict [98] between Russia and Ukraine [99], which has featured a hybrid warfare strate-
gy aimed at disrupting the critical infrastructures, supply chains, and intellectual proper-
ty of the European Union and its constituent Member States [95]. An international

guideline [100] has already been issued by a coalition of nations to enhance the readi-
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ness and resilience of critical infrastructures [101]. Furthermore, the EU's mobilization
was promptly followed by the Versailles Declaration [102], which emphasizes, among
other matters, the strategic significance of cybersecurity and the imperative to safeguard
critical infrastructures [103]. Smaller countries such as North Korea and Iran share a
similar viewpoint, but from an opposing perspective, as they exploit the excessive reli-
ance of rival nations on technology, aiming to disrupt their control and management

procedures in the event of a conflict (contr & com) [97].

From a geopolitical perspective, various countries have engaged in extensive cyber es-
pionage activities [35]. While the United States views cyber espionage as a justifiable
measure for national security purposes, it opposes the exploitation of commercial in-
formation obtained through industrial espionage. This issue has been acknowledged at
the highest levels of leadership, as exemplified by the Chinese president's agreement to
terminate China's practice of industrial espionage following consultations in 2015, and
President Obama's warning to Russia in 2016 not to attempt to hack into polling station
information systems during the forthcoming US elections, thereby rendering cyber at-
tacks a direct threat even to democracy itself [104]. Apart from targeting digital assets,
attackers are also focusing on government and university officials, who are deemed to

be easy targets for intelligence gathering due to geopolitical considerations [105].

At the political level, the Pegasus case is one of the most common examples of cyber
threats, wherein the Israeli company NSO monitored thousands of individuals, includ-
ing 14 world leaders [8]. Another notable example is the leak of nearly 20.000 emails
from the Democratic National Committee, which aimed to disrupt the smooth function-
ing of the 2016 US presidential election and posed a direct threat to the democratic pro-
cess [88].

4.4 A review of Malicious Threat Actors and Their
Modus Operandi

Threats to critical infrastructures are distinguished between those caused by external
factors (natural disasters, human error, etc.) and those caused by adversaries [106], [73].
In the former case, the threats occur without a specific intent, whereas in the latter case,
threats are deliberately planned with malicious intent to bypass security systems, usual-
ly by exploiting a security vulnerability, with the aim of causing harm to the victims. It

iIs not uncommon for instances of disruption of services caused by a natural disaster to



become a catalyst and an opportunity for an adversary to launch a cyber attack, amplify-
ing its impact. In general, it is a combination of the target environment, vulnerabilities,
and capabilities of the attacker [106].

Hostile threats possess certain characteristics that distinguish them, including factors
such as "by whom," "why," "where," "for how long," and "how" they are implemented.
These characteristics translate into key attributes of hostile threats, which encompass
the identity of the attacker, their objectives, the level of impact they intend to cause,
their capabilities, and the methods they are capable of and willing to employ to execute

their attacks.

Research has revealed that specific characteristics have a direct correlation with the oc-
currence of an incident. These include the attacker's level of knowledge of the targeted
systems, the amount of time they have at their disposal, and their persistence in carrying
out the attack. The severity of the incident is also directly related to the attacker's moti-

vation, their skills, and the time window they have to launch and sustain the attack.

These attacks are typically executed through various attack vectors, including digital,
physical, social engineering, and supply chain [106]. Each attack vector can impact one

or more of the following categories [8]:
e Damage to the victim's reputation through negative publicity.
e Destruction of information.
e Direct or indirect economic loss.
e Damage to national security.
e Physical damage and/or casualties.
e Social unrest in the wider society due to disruption of critical infrastructures.

Various classifications of threat actors have been proposed based on two key factors: a)
the attacker's objectives, and b) the resources required to execute an attack, such as
technological expertise, financial backing, and time. The United States Department of
Defense has established six distinct levels of threat actors based on these criteria [70].
The first level consists of "script kiddies" who lack specialized technical knowledge and
use off-the-shelf tools for malicious purposes. At the second level, attackers possess
significant knowledge and are typically cybercriminals who seek financial gain. Moving
forward to the subsequent two levels, the attackers' proficiency, organisation, and finan-

cial resources increase substantially, allowing them to discover new vulnerabilities that
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have not been exploited in the past. At the fourth level, it is not uncommon to see some
form of collaboration with government agencies to launch attacks. The following two
levels involve states with the objective of creating new vulnerabilities to use them for
large-scale targets, such as critical infrastructures. The last level pertains to modern

warfare doctrine and includes a comprehensive attack on all theatres of war.

It is noteworthy that, as the levels advance, the monetary and technological investments
of the actors increase exponentially, either by the attackers themselves or third parties,
amounting to billions of dollars at the highest level. However, the methods and tools
used in high-level attacks are often analogous to those used in lower levels for camou-

flage purposes, thereby diminishing the likelihood of detection [70].

Despite their origin, cyber attacks targeting critical infrastructures have increased in re-
cent years, with both state and non-state actors being responsible [95]. An attack that
illustrates this is the one that was allegedly launched by China in 2011, which targeted
the security company RSA, but the primary objective of the attack appeared to be to un-
dermine US defence by compromising critical weapons system manufacturers in the
supply chain [107].

ENISA has a different perspective on defining threat actors and identifies the following

distinct categories of threat actors in its 2022 report [8]:

e Cybercriminals: The category of cybercriminals, as a threat actor, aims to gain
personal benefits such as financial or reputation gains through various types of
attacks. These attacks can include piracy, identity theft, online fraud, the crea-
tion and dissemination of malware, and attacks on computer systems and web-
sites. Unlike other threat actors who select targets based on specific criteria, cy-
bercriminals often choose their targets randomly, such as those who respond to
an email or unknowingly download malware from a website. In recent times, the
use of ransomware attacks by cybercriminals has increased, combining it with
supply chain attacks and targeting OT systems to maximize their impact [8]. The
COVID-19 pandemic has provided a window of opportunity for these attacks,
with cybercriminals utilizing cloud infrastructure for their activities. Further-
more, the pandemic has led to better organization of these actors, with the use of

specialized tools such as phishing templates becoming more prevalent [79].

In addition to direct attacks, cybercriminals possess knowledge about vulnerabil-

ities that exist on the dark web, which they can purchase them even the govern-



ment agencies either to use this information for their own attacks or avoid falling
into the hands of rival states [108]. The human factor is often exploited through
social engineering, which is a weak point in security. Cybercriminals aim to tar-
get as many individuals as possible, using cost-effective methods such as phish-
ing emails [97]. These actors are highly motivated by the discovery of new zero-
day vulnerabilities, as they provide greater chances for financial gain, either
through direct exploitation or by selling them to third parties in illegal markets
on the dark web [8]. The case for this is because defenders have limited ability

to mitigate the effects of an unknown vulnerability.

Hackers-as-a-service: The particular threat actors refers to individuals or groups
who possess advanced knowledge and skills in cybersecurity and provide cyber-
attack services to customers, primarily to state-actors for espionage and surveil-
lance operating as mercenaries [8], [105]. These actors often target critical infra-
structures, coinciding with the interests of nation-states [97]. The 2017 FBI in-
dictment against Russian hackers for illegally accessing Yahoo user emails re-
vealed a typical example of this actor's attack, where they were recruited by a
Russian state agency [109]. The Dark Web has witnessed an emerging market
for off-the-shelf hacking tools, such as phishing templates and malware, which
can be purchased for a fee, facilitating the transition from Level 1 to Level 2
[79], [2]. It is predicted that this actor will continue to evolve in the future [8],
with the emergence of new threats such as ransomware as a service (RaaS) [110]
and surveillance as a service [105]. The international recognition of the risk
posed by cyber espionage has been acknowledged through the agreement of a
bilateral treaty between the US and China in 2015, aimed at reducing such oper-
ations [111].

Hactivists: This threat actor is about individuals or groups that conduct attacks
driven by ideological motives. This trend has been on the rise in cyber-conflicts
beyond the borders of Russia and Ukraine, as evidenced by the monthly updates
of the European CERT that report a surge of attacks originating from this actor
[35]. In contrast to previous years, hacktivists now target critical infrastructures
as well [8], although the Cybersecurity and Infrastructure Security Agency
(CISA) considers them a medium-sized threat that primarily focuses on propa-

ganda to achieve their political and ideological objectives [112]. The conflict be-

-37-



tween Russia and Ukraine has contributed to an increase in cyber-conflicts, as
reflected in the monthly updates from the European Computer Emergency Re-
sponse Team (CERT), which has seen a surge in attacks launched by hacktivists.
An example is the Ukrainian government's request for volunteers to establish a
Ukrainian IT Army that caused damage to Russian infrastructure [113], which
could potentially lead to the continuation of similar activities by these actors

even after the end of the conflict.

State actors: These are threat actors whose motives are driven by wider geo-
strategic and political considerations. These groups are primarily state-sponsored
and their objective is to launch targeted attacks on the systems and critical infra-
structures of rival states in order to cause maximum damage [53], trend which is
expected to increase in the future [8]. State actors are already taking steps to
gather information on Industrial Control Systems (ICS) in order to prepare for
future attacks, and they are willing to expend considerable time and resources to
gather the necessary information to achieve their objectives [8]. These activities
are undertaken stealthy to evade detection, thereby enabling the hackers to main-
tain control over the target systems without being noticed for extended periods
forming the attacks most known as Advanced Persistent Threats (APT) which is
of an exceptionally severe nature, particularly towards critical infrastructures
[2], [114]. APTs are characterized by their persistence and the use of advanced
techniques to evade detection and maintain access [115].

The utilization of cyberspace as a weapon is of paramount importance, as
acknowledged by an official report of the US Department of Defense, due to its
potential impact comparable to that of the nuclear threat during the Cold War.
This report recommends that the US implement robust cybersecurity measures

including the development of a strong digital arsenal to counteract cyber attacks.

Furthermore, it has been asserted that it is of utmost importance to prevent any
adversary from obtaining supremacy in cyberspace. It is emphasized that relying
solely on a defensive approach is insufficient, and it is therefore suggested that
the adoption of an offensive posture is necessary to counter potential threats.
However, it must be acknowledged that offensive capabilities carry their own
risks, as they could potentially be used against their own side as well [70]. As

evidenced by repositories of the European Computer Emergency Response



Team (CERT) and the Cybersecurity and Infrastructure Security Agency
(CISA), there is an abundance of cyber attacks targeting even nuclear power
plants [116] in the United States.

Owing to their well-organized nature and substantial resources, these actors pos-
sess the capability to produce and leverage newly discovered vulnerabilities (e.g.
zero-day, supply chain attacks), rendering them particularly hazardous to critical
infrastructures [8], [111].

e Internal threats: This kind of actors poses a significant danger to critical infra-
structures, despite being mentioned only as a footnote in the particular ENISA’s
report. These threats stem from the misuse of information assets or the deliberate
and intentional attack by an individual who has gained legitimate access to an
organization's information systems or information, with the intention to harm the
agency's mission, resources, personnel, facilities, information, equipment, net-
works, or systems. The motivations of insider threats may be compounded by
other threat factors such as violence, espionage, sabotage, theft, and cyber-acts
[117]. The presumption is that the attack is carried out by a person with access

to the resources of the organization or an insider [118].

Table 4: Correlation between threat dimensions and main incentive-based threat factors.

Motives

Cybercriminals Cyber warfare

Threat areas . .
Cyber terrorism Cyber espionage

ENISA Threat Hacker- State

Insiders Cybercriminals Hactivists as-a-

. actors
service

Actors

Ideology

Utilitarian pursuits

Geostrategic and
political situation

I, 11, 1V ‘ v

DSB Threat Actors

Comprehending the threats, motivations, and objectives of attackers is essential in en-
hancing an organization's defensive capabilities, as it allows for the allocation of re-
sources based on anticipated risks. The table presented earlier in this text provides a

condensed summary of the preceding paragraphs and demonstrates the connection be-
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tween threat factors, as defined by the US Department of Defense and ENISA, and the

primary areas of threat. It also outlines the motivations that drive each factor.

Frequently, the nature of an attack can provide insight into the identity of its perpetra-
tors. An attack aimed at breaching confidentiality may indicate the involvement of cy-
bercriminals seeking financial gain through extortion or the illicit sale of intercepted
data. Conversely, attacks that disrupt the availability or integrity of systems, and inter-
fere with their normal operation are more likely to have geopolitical motivations [12].

The aforementioned ENISA report highlights that critical infrastructure operators re-

main a primary target for attackers, irrespective of the incentives driving the attacks.
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Image 9: Number of incidents per critical infrastructure sector [9]

In 2021, there was a notable increase in the frequency of cyber-attacks against critical
infrastructure sectors, including Water (4), Energy (33), Transport (54), and Digital
Service Providers (152), as well as a considerable number of military targets (35). These
incidents underscore the significance of national-level cyber espionage [9]. Additional-
ly, the health services sector witnessed a significant number of breaches (143) owing, in
part, to the high value placed on personal and sensitive data in illegal markets, as well
as the unique circumstances brought about by the pandemic [8].
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Image 10: Microsoft reports on targeting critical infrastructures [105]

According to Microsoft's Digital Defense report [105], the frequency of cyber attacks
targeting critical infrastructures has tripled compared to three years ago.
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PART 3: Vulnerabilities, Cyber Threats,

and Mitigation Strategies

5 Analysis of Attack Surface In
Critical Infrastructures

Identifying the most critical threats associated with critical infrastructures is a pivotal
factor in strengthening its cybersecurity posture. This entails prioritizing and specifying
necessary actions to counter the identified threats based on the available resources to the
organization. However, the dynamic nature of the threat landscape presents a significant
challenge, owing to the growing reliance on digital technology, ease of access to ad-
vanced tools and resources by attackers, lower technical and cognitive proficiency re-
quired to conducting attacks, and the crucial role of critical infrastructures in society.
Moreover, the distinct requirements of each critical infrastructure sector further compli-
cate the adoption of a uniform cybersecurity approach. Nonetheless, this does not ne-

gate the existence of a common ground in defining the cybersecurity strategy.

5.1 Exploring the Attack Surface

The initial step towards defining cyber threats involves an investigation into the poten-
tial methods by which infrastructure may be subjected to attack. It is evident that there
is a considerable variation in the type and intricacy of threats over time. Current attack
methodologies are not limited solely to vulnerabilities within hardware and software
systems, but have progressed to the extent that they are capable of targeting and exploit-
ing the human element, which has become the weakest link in any organization's securi-
ty posture [119].

Recent attacks demonstrate that the severity of cyber threats has increased significantly,
with attacks not only originating from individual hackers but also from coalitions of
hacker groups using asymmetric tools such as botnets and tools-as-a-service (SaaS) to
carry out their attacks [35]. This trend is further amplified by the support from state
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power centers. Moreover, while earlier attacks were limited to basic malware such as
trojans that could be mitigated using firewalls, advanced threats have fundamentally

transformed the way organisations plan their defence strategies [120].

The increasing reliance of critical infrastructures on third-party application solutions
expands the range of potential threats beyond their direct control and supervision [121].
Similarly, critical infrastructure systems are progressively becoming more intricate and
advanced, not only in terms of technology, but also with regards to the interdependen-
cies that exist between the different sectors. Moreover, the increasing geographic dis-
persion of local infrastructures further elevates the risks associated with the need to in-
terconnect and communicate with one another [122]. The continuous operation of Criti-
cal Infrastructure Entities is heavily reliant on the availability of electricity, which can
be facilitated through direct supply or standby power systems [123], thereby making it

the backbone infrastructure [5].

Simultaneously, the rapid pace of technological advancements in the IT sector creates a
fundamental challenge in maintaining consistency in technology management and pre-
sents novel vulnerabilities [124]. Furthermore, the growing adoption of ICT technolo-
gies amplifies this issue [122].

The necessity to handle data from both internal primary sources and external sources,
the automated management of critical infrastructure's mechanical equipment, and the
interconnection of various ecosystems within the organization require the use of multi-
ple systems and different technologies. This situation is further exacerbated by changes
in the business model, the requirement to extend interaction between the internal infra-
structure of the organization and the external environment, and the somewhat mandato-
ry exposure of the infrastructure to the external environment, all of which contribute to

the precariousness of the situation [7].

Taken together, the aforementioned elements encompass the essential resources needed
to cover all critical systems, irrespective of their visibility to external entities, inclusion
of internal users or customer interaction points, thereby representing an expanding at-
tack surface. In terms of security considerations, the unifying factor among these com-
ponents is the attack vectors [125] - the methods and techniques (e.g. email, USB, social
engineering, network misconfiguration) utilized by attackers to exploit vulnerabilities,
with the ultimate aim of compromising critical infrastructure systems. As is evident, the

presence of multiple threat vectors leads to an increase in infrastructure risks, thereby
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rendering protection against attacks more challenging. This phenomenon is corroborat-

ed by recent surveys indicating that the attack surface has expanded in over 67% of or-

ganizations in the past two years. The upswing in the attack surface can be attributed to

the adoption of hybrid work models and new technology solutions in the cloud, which

leave organizations more susceptible to internet-based threats [126].

In its entirety, the cyberspace can be described as a composite landscape consisting of

three interrelated layers [127]:

The physical layer comprises devices and IT infrastructure, including hardware
and infrastructure, which are responsible for storing, transporting, and pro-
cessing information. To safeguard these elements from physical damage or un-
authorized access that could lead to logical access, physical security measures

are necessary.

The logical layer comprises abstractly interconnected elements that communi-
cate with each other through a network using programmatic logic. These

elements are susceptible to attacks only through cyberspace.

The social layer, also known as the cyber-persona layer, is where digital repre-
sentations of entities are created. It consists of user accounts and the relation-
ships between them.

Considering the aforementioned, a widely accepted method for defining the attack sur-
face is to categorize it into three classifications: [128], [129], [130], [131], [132]:

The physical attack surface encompasses all computing devices that an attacker
can physically access, such as servers, personal computers, laptops, mobile de-
vices, USB drives, 10T sensors, and operational technology (OT) hardware. Ad-
ditionally, it includes computers that are to be decommissioned but still contain
access credentials, as well as paper documents containing confidential infor-

mation.

The digital attack surface encompasses all hardware and software connected to
an organization's network, regardless of whether it is on-premises or in the
cloud. This includes applications, websites, servers, and other similar

components.



e Social engineering attack surface includes those attacks that aim to manipulate
and deceive users into divulging confidential information or granting access to

unauthorized individuals, either through direct or indirect means.

As illustrated in the image presented below, there is a notable discrepancy between the
intended visible technological footprint of an organization and its actual exposure to the

external environment, resulting in a significant increase in vulnerabilities.
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World
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Things
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Image 11: Contemporary attack surface in critical infrastructures [43]

The exploitation of the opportunities presented by the aforementioned channels gives
rise to cybersecurity threats. Therefore, it is crucial to identify and comprehend these

threats to formulate effective cybersecurity strategies and minimize overall risks.

5.2 Discerning the Dimensions of Cyber Threats

The literature extensively covers the investigation of cyber threats, as the cybersecurity
of critical infrastructures can be approached from various dimensions due to its multi-
factorial nature. Understanding and visualizing all the elements and their interdepend-
encies that constitute the entire system is the first and fundamental step towards achiev-
ing cybersecurity. To this end, the following categorization [133] is adopted as a refer-

ence point:
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Image 12: The cyberspace of critical infrastructures [133]
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Based on the aforementioned distinction, the cyberspace of critical infrastructures is

comprised of a complex interwoven fabric of activities, processes, and services, which

includes the following elements:

The essential services provided by the critical infrastructure operator, such as
electricity or water.

External services offered to the operator by other critical infrastructure entities.

The internal services furnished by the operator to support its operations, such as

local transportation.

The operational processes executed by the operator to achieve business

objectives, such as customer service.

All technological systems, including IT and OT systems, employed across the
spectrum of the operator's activities.

Security systems supporting the critical infrastructures.
The entire network of internal components and their interconnections.

Interfacing external systems for incident reporting and management.

The classification of attack categories presented in the study [134] was deemed highly

valuable, despite its focus on attacks within the 10T environment:
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Table 5: Classification of attack categories.

Attack Severity Depended on severity of the attack or the threat level
Access Type Depended on type of access used by the attack (Physical, Cyber)
Attack Type Overall type of attack (e.g. DoS, MitM, Ransomware)

Depended on the attackers position relative to the victim (Insid-

Attacker Position ers, Outsiders)

Depeded on the level interaction between attacker and victim

Attacker Implication (Active, Passive)

Obijective Oriented Depeded on the overall goal of the specific attack

Depeded on the OSI layer where the attack resides (e.g. jamming
Network Layer Oriented | for physical layer, DoS UDP flood on the transport layer, SQL
Injection on the application layer)

Depended on the specific use case (CPS, Wireless Ad-Hoc Net-
works, 10T, SDN)

Use-Case Specific
As can be seen from the analysis above, it is evident that cybersecurity can be ap-
proached from various perspectives, such as those concerning threat actors, the effects
of disruptions on the CIA triad [135], the methods of attack, the type of attack surface,
and the attack vectors utilized, among others.

In order to formulate effective countermeasures, it is essential to consider the full spec-
trum of potential attack and threat vectors, regardless of their origin [118]. For this rea-
son, a thorough investigation has been conducted on the methodologies utilized by other

scholars in tackling this problem.

A previous survey conducted in the cybersecurity space in 2015 [136], which covered
more than 15 million attacks on government agencies and key service providers, pre-
dicted increasing trends in cyber espionage, cyber warfare, and attacks on 10T devices.
The survey revealed that cybersecurity incidents were partially attributed to the capa-
bilities of attackers and the rest to human error and system vulnerabilities, with criminal
activity accounting for less than half of the actual cause of incidents. Malware, mali-
cious insiders, social engineering, stolen devices, and web-based attacks were found to

be the most common modes of attack.

Similarly, in the research discussed in [123], it is noted that the means of attack may
potentially target various aspects of the critical information infrastructure (CIlI), includ-
ing its environment, hardware, software, and services, as well as the personnel respon-

sible for operating and maintaining it, and the end-users who rely on its functions. The
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means of attack may involve the exploitation of software, network or protocol vulnera-
bilities (e.g. malware, zero-day vulnerabilities), the use of botnets for DDoS attacks,
electromagnetic interference, the use of special tools to breach the confidentiality of
systems, the exploitation of users themselves, or even the prior installation and exploita-

tion of hardware or software to gain unauthorized access.

The survey conducted by reference [82] scrutinized a dataset provided by Hackmage-
don, which encompassed the critical infrastructures, containing timelines and statistics
regarding cyber-attacks transpired within European nations during the period of 2017 to
2019. The principal threats have emerged to include malware attacks, targeted attacks,
account hijacking, malicious code injection, distributed denial-of-service (DDoS) at-
tacks, phishing attacks, and man-in-the-middle (MITM) attacks. The reason for attrib-
uting significant threat to malware attacks was the surge in the prevalence of ransom-

ware attacks.

After a comprehensive analysis of 78 studies that included critical infrastructures such
as smart grids, ICS, CPS, and others as targets, [21] identified the significant security
vulnerabilities and their frequencies of occurrence. The top three key vulnerabilities
identified were Denial-of-Service (DoS) attacks, malware attacks, and web-based phish-
ing vulnerabilities (SQL injection, XSS attack).

The study [137] states that there is no universal solution for cybersecurity and empha-
sizes the issues arising from the unavoidable interaction of various technology ecosys-
tems, including IT, OT, and 10T, as well as the digitalization of systems in conjuction

with the sluggish progression of cybersecurity measures at all these levels.

According to [124], the primary cyber threats are categorized as follows: a) external
threats, b) internal threats, ¢) supply chain threats, and d) threats arising from inade-
quate operational capabilities. The most prevalent attack methods include a) Denial-of-
Service (DoS), b) Man-in-the-Middle (MitM), ¢) Malware, and d) Phishing.

In the wider social context, FBI statistics covering cyber offenses from 2015 to 2020
have led to the conclusion that the top five cyber crimes in 2021 were extortion, identity

theft, personal data breach, non-payment, and phishing attacks [22].

According to [138], cyber threats can be classified into four abstract categories: internal,

external, integration-based, and interconnectivity.

At a different level, [139] highlights the risks associated with the new work culture of

remote work.
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Finally, according to the ENISA 2022 report [8], there has been a notable increase in the
use and impact of specific cyber threats in recent years, which distinguish them from
others. Although the threats identified in this study are not solely directed towards criti-
cal infrastructures, they do represent a comprehensive set of the major threats to society
as a whole. These threats include: a) Ransomware, b) Malware, c¢) Social engineering,
d) Threats to data, €) Threats to availability: DoS, f) Threats to availability: Internet
Threats, g) Misinformation, and h) Supply chain attacks.

Considering all the information presented above, and relying heavily on the classifica-
tions discussed in [133] and [134], this research endeavors to abstractly categorize the
dimensions of cybersecurity of critical infrastructures and explore cyber threats by ex-
amining each aspect, as illustrated below:

o Categorized by critical infrastructure sector (e.g. electricity, water supply, health
facilities). This categorization allows for a more targeted and specific approach
to cybersecurity measures, as different types of infrastructure may have different

vulnerabilities and risks.

e Categorized by attack surface dimensions (e.g. IT, OT, Cloud). This classifica-
tion highlights the importance of understanding the different technological lay-

ers and their vulnerabilities, as well as the interconnections between them.

e Categorized by attack types (e.g. social engineering, human factor, supply chain,
ransomware). This classification provides insight into the different strategies and
techniques used by threat actors, which can help in developing appropriate de-

fense mechanisms.

e Categorized by attack domains (e.g. network, applications, etc.). This classifica-
tion provides a more detailed understanding of the specific areas that are vulner-
able to cyber threats and can guide the development of targeted defense strate-
gies. It should be noted that the vast size of this category necessitated an ad hoc
investigation of the corresponding vulnerabilities, which only served to com-

plement the findings of the other categories.

The aforementioned categorization is not definitive, but it is an initial step towards sys-
tematically researching this vast topic. Defining the subject's boundaries has been chal-
lenging, and a similar challenge has been encountered in approaching the threats and

developing corresponding countermeasures to mitigate the issues. This is due to the fact
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that threats are diverse and continuously evolving as the aforementioned factors remain

in a state of flux.
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6 Cyber Threats in the Context
of Critical Infrastructure Sec-
tors

Due to the fact that optimal outcomes are achieved when the attacker causes significant
disruption to the victim over an extended duration, adversaries consider all sectors of
critical infrastructures to be ideal targets. Consequently, a successful attack to such an
operator would affect a considerable number of individuals as such an attack could cre-

ate a lot of damage or require complicated and costly repairs [140].

While there are notable variations between critical infrastructure sectors, there exist im-
portant similarities in the crucial components that are essential for their efficient opera-
tion. These elements demonstrate a degree of repetition and overlap in their usage
across diverse sectors. More specifically, they encompass personnel with varying areas
of expertise, knowledge, and specializations; technological elements such as hardware
and software for monitoring and controlling critical systems, which play a crucial role
in maintaining the integrity and security of the infrastructure; sector-specific infrastruc-
ture designed to meet unique needs; and defined procedures and protocols that ensure
system safety and reliability, such as emergency response plans, maintenance schedules,
and quality control processes. By recognizing these commonalities, it is possible to de-
sign more efficient strategies for managing and safeguarding critical infrastructures

across multiple sectors and mitigating the impact of cyber-attacks.

Particular challenges arise from several factors such as the risk stemming from infra-
structure interdependencies, the increasing dependence of Industrial Control Systems
(ICS) on internet-based technologies that may compromise air-gapped infrastructures
and the proliferation of technologies that increase the number of attack vectors. Fur-
thermore, the task of integrating security measures into aging infrastructures exacer-
bates the complexity of implementing a proactive defense. At the organizational level,
managing security-oriented assets can be particularly challenging due to the abundance

of assets and the lack of accurate information about them, including asset inventory
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[19], while human factor is now regarded as a significant risk source with the potential

to create a substantial vulnerability [8].

The subsequent sub-chapters provide a concise and illustrative analysis of the energy,
water, and healthcare sectors and present the potential hazards stemming from the inter-

dependencies of critical infrastructures.

6.1 Energy sector

Our modernity is rooted in a great part in the foundations of energy system. At the same
time, digital technologies are assuming an increasingly prominent role in the automation
of conventional energy technologies, as well as serving as a central feature in the realm
of energy transition. The importance of computer control has become paramount, and is
set to become even more significant in a world where distributed energy systems pre-
vail. It is widely accepted that the increasing interdependence of OT and IT has created
new challenges for commercial entities operating in the energy sector [19], as well as

for other critical infrastructures.

The architecture of energy systems involves numerous interconnected ICS devices,
whereby attacks may potentially target any of these, including SCADA, PLCs, control
and monitoring devices [141]. The criticality of these components has as extension that
a single point of failure could render the entire network unavailable [120]. Furthermore,
it is important to consider not only the number of heterogeneous devices, but also their
geographical distribution. These hardware, computational and communication devices
are installed in various locations such as power plants, substations, energy control cen-
ters, company headquarters, regional operating offices, and significant load sites. Addi-
tionally, a diverse range of communication systems is deployed on the power grid to
facilitate monitoring and control across numerous communication channels. These fac-
tors collectively contribute to the vulnerabilities of power systems, which are primarily
comprised of three main components: computer systems, communication systems, and

power systems [142].

A generalized classification of the methods of malicious attacks on power infrastructure

can be as follows [141]:

e Attacks on the power system target the electricity infrastructure, causing outages
that have negative effects on customers.
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e Attacks by the power system use parts of the electricity infrastructure as a weap-
on to cause damage to the population.

e Attacks through the power system target the civil infrastructure, using the means
provided by the power system to cause damage to other infrastructures such as

computers.

The complicated nature of these infrastructures is considered also as a vulnerability as
they cannot be easily upgraded similar to other information assets. Moreover, the secu-
rity improvement of specialized hardware is usually neglected. This trend is exacerbated
by the fact that operators of these devices frequently lack the technical expertise re-
quired to implement any security patches. This factor could be a contributing reason for
the existence of firmware vulnerabilities in various types of equipment within the ener-

gy sector, which in turn makes it a prime target for cyber attacks [120].

A typical example of the complexity of such an attack at energy operator took place in
December 2015, at Prykarpattya Oblenergo, in which an Ukrainian power distribution
operator, suffered a well-coordinated cyber attack that caused interruptions to the opera-
tion of several power substations and left about 80,000 customers without power for
several hours. The attack was composed of three elements: a malware attack, a denial of
service attack on the call center infrastructure, and the opening of substation breakers.
The attackers infected the main servers controlling the electricity distribution process
with malware and issued a command to open breakers of various substations. The mal-
ware was spread through spear-phishing campaigns targeting IT staff and system ad-
ministrators working for companies responsible for electricity distribution in Ukraine.
After the power outage, denial of service attacks were launched to prevent service per-
sonnel from receiving error messages, which delayed the recovery of infrastructure op-
erations [143], [137].

As observed, the aforementioned case represents a combination of various attack types
from several dimensions studied in this research. Social engineering through spear
phishing exploited the human factor weakness, while malicious malware resulted in
vulnerabilities in the IT attack surface causing damage at the OT level. Furthermore, the
inability to inform the public was compounded by the DoS attack, aggravating the so-

cial impact of this situation.

The study referenced as [3], which takes the previous attacks on Ukraine as a starting

point to demonstrate the vulnerabilities of centralized power grids, highlights the view
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that a decentralized system, incorporating greater on-site generation and microgrids ca-
pable of operating independently, could potentially enhance resilience against the im-

pacts of a large-scale cyber-attack.

At [144] is proposed a cybersecurity strategy involving multiple defence strategies
among many layers. The first layer is the physical layer which includes all hardware
devices such as panels and areas where the CI is used. The second layer is the network
security layer, which includes firewalls, packet tracers, IDS, IPS, and backup and re-
dundant equipment. The third layer is the hardening layer, which involves firewall,
patch management, virus protection, and detection. The fourth layer is the application
layer, which provides additional security to the ICS core systems. The final layer of se-
curity for ICS involves change control, physical and logical access control.

Investing in staff training and competence, standardizing and harmonizing regulations,
and increasing technical and organizational measures are necessary steps to improve
cybersecurity. These measures may include upgrading the resilience of both IT and OT,
promoting horizontal information sharing between agencies, and investing in research

by both the state and the agencies themselves [19].

In its EU Security Union Strategy, the Commission emphasizes the importance of sec-
tor-specific initiatives to address the unique risks encountered by energy sector as it
mention that “due to the particular sensitivities and impact of the energy system, a dedi-
cated initiative will support a stronger resilience of critical energy infrastructure
against physical, cyber and hybrid threats, ensuring a level playing field for energy op-
erators across border” [145].

In this context, the Greek Government under the Gazette 4657/2022 [57] approved the
"Risk Preparedness Plan for the Electricity Sector of Greece". This plan acknowledges
cyber attacks as a significant threat and outlines two different scenarios for their consid-
eration. The plan focuses extensively on cybersecurity and the proposed procedure aims
to achieve timely detection, notification, and effective response to any cyber-attacks that
could potentially compromise the security of the country's electricity supply. It involves
the participation of relevant stakeholders, such as the National Cyber Security Authori-
ty, GR-CSIRT, and Personal Data Protection Authority. To achieve this goal, the proce-
dure recommends implementing an integrated cybersecurity framework, conducting
continuous monitoring and analysis of incidents, and collaborating with a security oper-

ations center. Furthermore, the procedure aims to enhance the role of cybersecurity by



appointing a CISO and a cybersecurity team and conducting cybersecurity maturity

measurement exercises.

6.2 Water and Wastewater Sector

Over the last years, there has been a noticeable increase in the occurrence and complexi-
ty of severe cybersecurity incidents that have been linked to water infrastructure sys-
tems [146]. According to CISA, attacks [147] such as spear phishing, ransomware, and
exploitation of outdated software are now widely used by threat actors to compromise
IT and OT networks, systems, and devices. It is not a mere coincidence that the United
States Department of Homeland Security (DHS) has identified the water and wastewater
infrastructure system (WWIS) as one of the primary targets of cyber-attacks among the

16 infrastructure sectors [140].

Contemporary water systems consist of several subsystems and components of varying
complexity. At strategic locations in the system, SCADA systems continuously monitor
the infrastructure and water quality automatically transimitting the obtained data over
computer networks. All these technological components introduce new risks to the par-
ticular sector [148] changing the previous situation in which the security could be en-
forced through their isolation and access restriction as 10T, SCADA, PLCs are prone to
cyber-physical attacks [140]. The water sector must achieve a balance between the nu-
merous benefits of its current digital evolution and the inherent risks associated with it.
This can be accomplished by incorporating innovative cyber-physical concepts and

tools into its strategic and tactical planning procedures [149].

Apart from the direct technological vulnerabilities, another conceivable attack scenario
within this specific industry involves supply chain attacks, whereby perpetrators can
attain persistent access to the infrastructure by providing fraudulent hardware compo-
nents. Furthermore, the scenario involving malicious insiders in water sector has already
been materialized when in the year 2000, a disgruntled ex-employee of a contractor that
supplied control system technology hacked into the Maroochy Shire, Queensland waste
management system. The individual had good knowledge of the SCADA system and
the capability of wireless access, thus as a result, was able to repeatedly cause millions

of liters of raw sewage to spill out into local parks and rivers [148].

The water industry currently lacks a shared understanding of the potential risks posed

by cyber threats. The reason behind this is the absence of a systematic exchange of in-
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formation on previous cyberattacks experienced by water utilities and their associated
IT service providers. Such information sharing could aid in the assessment of the cur-
rent state of cybersecurity in the water sector, thereby enhancing preparedness and the
ability to safeguard the service [150].

Additionally, it was argued that the water sector may not require additional support and
may not need to be included in the list of sectors in need of it. That misconception was
based on the slower integration of Information and Communications Technology (ICT)
in water facilities. This stance seemed to be supported by the industry, which until re-
cently, had not recognized the necessity for sector-specific guidelines and standards to
protect water entities from cyber threats. However, with the increasing digitalization of
water services, this perspective is beginning to shift [145]. This perspective appears to
be endorsed by the findings of [146], which suggest that the water industry and relevant
policy-making bodies have prioritized cybersecurity through the implementation of

awareness programs, training initiatives, and tools.

The review [140] emphasizes the criticality of managing security vulnerabilities and
threats in SCADA water control systems. This entails upgrading the current water secu-
rity architecture to address emerging risks. Furthermore, the review identifies a dearth
of human resource development initiatives that focus specifically on security awareness
and training for SCADA employees. Effectively addressing this gap is crucial to miti-
gate cyber threats [140], and is in accordance with [148], which emphasizes the promo-
tion of cybersecurity awareness and training to personnel responsible for performing IT

and OT security functions.

The water sector may necessitate the adoption of more stringent standards with respect
to operational procedures and cybersecurity. The European Commission has also em-
phasized the significance of standardization in promoting interoperability of emerging
technologies and to achieve this objective, the Commission has implemented its EU
Rolling Plan for ICT Standardization since 2019. It highlights the requirement for the
development of a standardized system that promotes the formation of a digital single

market for water services [145].

A very interesting project about cybersecurity at water sector was the European Union-
sponsored STOP-IT. This initiative was designed to promote knowledge, training, pro-
ficiency, and readiness regarding the subject of safeguarding water critical infrastruc-

tures from cyber-physical threats. One of its achievements was the development of a



distinctive software tool (RAET) that facilitates a methodical and comprehensive risk
management process to aid water utilities in making strategic and tactical decisions
against cyber-physical threats. By generating hypothetical attack scenarios and testing
system performance, the RAET tool enables users to explore opportunities for enhanc-
ing preparedness by identifying preventive and mitigation measures. Additionally, users
can evaluate the time available to respond in the event of an attack before the system's
performance is significantly impaired [150]. More specifically, end-users have the abil-
ity to utilize a Fault Tree analysis, which assists in the visualization of the interactions,
paths of failure, and domino effects between the cyber and physical domains within the

complete urban water cycle [149].

CISA also provides recommendations [147] to address cybersecurity threats in the water
and wastewater sector. These measures encompass preventive, detective, and responsive
actions and entail technical and organizational controls implemented at four levels. The
first level involves continuous monitoring of water and wastewater systems at the OT
level. The second level includes remote access mitigation through the use of multi-
factor authentication (MFA) and blocklists, conducting regular audits, and proper asset
parametrization. The third level focuses on network mitigations, such as implementing
network segmentation and DMZs for both IT and OT networks, using firewalls, and re-
ducing the attack surface by removing unnecessary equipment. Finally, the fourth level
encompasses planning and operational measures, such as creating an emergency re-

sponse plan, a business continuity plan, and providing security training.

6.3 Healthcare Sector

The inclusion of the healthcare sector by NIS and CISA is indicative of the universally
acknowledged of its critical nature. Some experts have claimed that healthcare data and
infrastructure are as susceptible to cyber threats as, if not more than, financial and mili-
tary data highlighting the need of safeguarding the healthcare sector due to its critical
role in preserving human life [151]. Apart from that, the protection of personal and sen-
sitive data belonging to individuals must also be taken into account. Any breach of such
data poses a risk to the fundamental rights and freedoms of the affected individuals, and
may result in regulatory penalties for the organization responsible [56] which is further
aggravated by the increasingly utilization of digital technologies which create an ideal

environment for potential data breaches [151]. The utilization of digital technologies in
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the field of healthcare heavily relies on the use of ICTs for exchanging information and
data related to health and its determinants [152]. In addition to specialized devices are
required to provide the health services offered by health and care structures, information
systems for storing personal and sensitive health data of patients are also required [143].

Given that healthcare systems are based on IT infrastructure, they inherently inherit the
challenges associated with the confidentiality, integrity, and availability (CIA) triad. In
case of an incident of misauthentication or identity theft, the confidentiality of sensitive
information such as patient medical records may be compromised. Additionally, the use
of malware, such as ransomware, can undermine the integrity and availability of ser-

vices, leading to disruptive attacks and the complete interruption of healthcare services.

Healthcare settings are also considered cyber-physical environments because their 1T
systems are connected to specialized devices and automation that directly monitor phys-
ical individuals in real-time, meaning that any disruption to this physical equipment can
have serious consequences. Furthermore, since healthcare personnel are dealing with
medical equipment, where even the slightest mistake can jeopardize patients' lives, any

cybersecurity threat in this area is extremely important [153].

The devastating effects of cyber attacks on healthcare were highlighted by the infamous
WannaCry ransomware attack on the National Health Service (NHS), as detailed in ref-
erence [154]. The attack had a profound impact on numerous hospitals, including criti-
cal healthcare delivery systems like MRI scanners, resulting in the cancellation of thou-
sands of appointments and financial losses totaling up to £35 million.

Healthcare organizations encounter a variety of cyber threats that can be broadly classi-

fied, as underscored in citation [155]. According to this study they can be categorized

into three groups:

e Attacks aimed at disrupting service by targeting an organization's IT infrastruc-

ture (e.g. misconfigurations, DoS, SQL injection, eavesdropping).
e Attacks carried out for the purpose of personal financial gain (ransomware).
e Social engineering.

One plausible reason for the increase in cyberattacks and threats appears to be linked to
insufficient monitoring of the maintenance and operation of medical devices throughout
their entire life cycle. Moreover, the lack of designated positions within organizations,

such as Chief Information Officer and Chief Security Information Officer, exacerbates



the situation. Human factor plays also a significant role in the cybersecurity of the
healthcare sector, and it is crucial to implement awareness and training programs for
healthcare professionals. This is consistent with the existing literature on organizational
strategies that categorize them into technical solutions implemented to improve cyber

resilience and human factor approaches utilized to promote cyber defense.

Study [156] highlights the importance of focusing equally on data privacy and security
as part of a comprehensive cybersecurity strategy. Additionally, it recommends improv-
ing internal stakeholders' awareness and alignment with cybersecurity measures, as well

as reducing endpoint complexity.

Healthcare organizations must prioritize the enforcement of their cybersecurity posture
and resilience. 1ISO 27799:2016 [157] provides guidance for the establishment of infor-
mation security management practices and standards within an organization. This in-
cludes recommendations for the selection, implementation, and management of con-
trols, while taking into account the organization's risk environment regarding infor-
mation security. These measures include regular backups, implementing firewalls, anti-
virus and malware protection, network segmentation, disabling unused physical ports,
whitelisting permitted applications, adopting the least privilege principle, performing
regular updates and patches, encrypting data at rest and in transit, implementing audit
trails and logging, network monitoring and intrusion detection, secure system configura-

tions, and protecting mobile devices for BYOD services.

6.4 The Risk of Interdependencies for Critical Infra-
structures

In modern times, infrastructures have become crucially reliant on one another to provide
vital services. Assessing potential disruptions in heterogeneous cyber-infrastructures is
imperative to identify cascading disruption vectors and determine suitable interventions
to mitigate the damaging impact [158]. This implies that any issue can spread between
sectors and operators, potentially amplifying the impact [7], [159], [118], which could
be perceived as a threat in its own right. Critical infrastructures should not be consid-
ered as self-contained single entities and their design should be approached strategically
to encompass the entire chain of other infrastructures with which they are connected
[14], [160].
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Technical and security issues are related all aspects of the interdependencies and the

infrastructure environment [5].
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Image 13: Interdependence of critical infrastructures [7], [5]

The concept of interdependencies in critical infrastructures is differentiated based on
various factors such as infrastructure characteristics, environment, type of failure, op-
erational condition, and situations that lead to interdependency, as stated in [122]. Addi-
tionally, the interdependence of impacts on other infrastructures also affects the charac-
terization of infrastructure criticality, as explained in [7]. As an illustration, it is worth
noting that the proper operation of the electricity grid is crucial for many other critical
infrastructure sectors. Without electricity, water and sewerage systems cannot provide
water, the gas flow is disrupted, and telecommunication systems cannot function until

back-up energy sources are implemented [126].

In 2001, an instance of chain reactions occurred in California, USA, where a wide-
spread power outage caused successive disruptions of other essential services [14]. An-
other similar incident is the Rome outage in 2004, where the failure of SCADA systems
in power infrastructure resulted in the unavailability of other critical infrastructures such
as telecommunications and transport [158].

The aforementioned examples illustrate how the exploitation of vulnerabilities in one
infrastructure can have an indirect impact on the activities of another, thereby expand-

ing the overall attack surface.

Identifying and comprehending the interdependencies among different infrastructures is
a necessary step towards assessing vulnerabilities and defining the appropriate measures
to enhance safety and resilience [126]. In scenarios where the level of dependence is
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significant and a particular component exhibits abnormal behavior, the possibility exists
for the entire system and its services to be impacted, with the potential for the effects to
spread to other critical infrastructures in a cascading fashion. Under such circumstances,
it becomes crucial to consider four factors: the extent of the impact, its magnitude, the

rate at which it spreads, and the methods of recovery [160].

It is necessary to conduct an analysis and categorization of each infrastructure based on
the interdependency categories presented in the table below.

Table 6: Categories of interdependence between critical infrastructures [122], [7], [5].

Interdependence -
Category

The condition of an infrastructure is dependent on the physical derivatives of

FIYIEC another infrastructure.
The condition of an infrastructure is contingent on the information conveyed
Cyber ;
by another infrastructure.
Geographic The condition of an infrastructure is reliant on an environmental event occur-

ring in a nearby infrastructure.

The state of an infrastructure is determined by the status of another infra-
Logical structure through control mechanisms, regulatory obligations, etc., that are
not physical, informational, or geographical in nature.

The state of an infrastructure is impacted by the outcomes of human behav-

Social ior and activities that affect another infrastructure.

It is evident that cyber threats possess a universal scope and have the potential to target
critical infrastructures at both vertical and horizontal levels. Assessing the risks associ-

ated with this issue is a challenging task and has been the subject of numerous studies.

Paper [158] presents a risk management framework aimed at mitigating threats and
risks throughout the operational life cycle. The framework involves a quantitative as-
sessment of safety and security risks in interconnected architectures, utilizing attack-
fault trees to determine the probability and magnitude of the impact caused by service
disruptions on complex infrastructures and their dependencies. Thus, the implementa-
tion of a multi-layered approach to security reinforces the concept of defense in depth,
thereby enabling the selection of suitable response strategies and counter-measures in

accordance with the prevailing circumstances.

Using a systematic approach and individual steps, [7] models the criticality calculation

for interconnected infrastructures at the infrastructure, sector, and national levels. It also
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identifies how potential threats and impacts can propagate to other multi-sector infra-

structures and involves the assessment of risks associated with them.

In [14], a comprehensive model is proposed that identifies potentially hazardous chains
of interdependent critical infrastructures and predicts the development of failures that
endanger the system's stability. Simultaneously, the model prioritizes the importance of
interdependent critical infrastructures to enable the appropriate targeting of protective

measures to minimize the risk to the entire system.

In [161] is provided a definition and illustration of the cyber complexity of the essential
services operator cyber environment, which includes interdependent services, business

processes, systems, and IT infrastructure elements.

The outcome of the study at [133] is the proposal of a model that precisely depicts the
intricate nature of the cyberspace utilized by essential services operators, and the identi-
fication of its components. This model utilizes predictions to estimate the likelihood and
type of threat proliferation across interconnected services, business processes, software,
and hardware infrastructure. Additionally, the model assesses the impact of these threats

on the achievement of core strategic objectives.

Therefore, it is imperative to continuously assess and address the risks associated with
cyber threats to critical infrastructures to ensure their resilience and reliability both at a

national and operator level.
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/ Cyber Threats Based on At-
tack Surface Type

This chapter provides an analysis of cyber threats within the context of the threat sur-
face dimension of the entire technology ecosystem. This approach is considered essen-
tial in identifying the most significant and critical elements to be considered when de-
veloping a cybersecurity strategy and implementing necessary mitigation measures. The
selection of the threat surface was based on the critical infrastructure elements and the
trends and advancements in the overall environment. The overall threat environment

was categorized into four specific areas:

e Information and Communication Technology (ICT): The elements to process,

store, retrieve, and transmit data and information.

e Operational Technology (OT): Hardware, software and protocols used to moni-

tor and control physical devices and operations in critical infrastructures.

e Internet of Things (IoT): Network of physical devices to exchange data with

other devices and systems over the internet.

e Digital Transformation and Cloud: The concept to use digital technologies to
fundamentally change and improve business operations, business models and
strategies accompanying with the approach to use remote servers hosted on the
internet to store, manage, and process data, and provide access to other applica-

tions and services.

It should be noted that due to the significant advancements in the Advanced Meter In-

frastructure (AMI) sector in Greece, this area was further explored.

7.1 Information and Communication Technology
Environment

Critical processes in most critical infrastructures are becoming increasingly dependent
on information and communication technology, which requires advanced technological

solutions to meet their specific demands. Additionally, the diverse usage patterns of
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these systems further emphasize the importance of addressing cybersecurity risks [123].
As the process of digitalization continues in the OT environment of critical infrastruc-
tures, techniques from the Information and Communication Technology (ICT) sector
such as cloud computing and software-defined networking (SDN) are becoming in-

creasingly crucial [162].

Critical infrastructure operators rely on the use of classic ICT systems to support their
daily operations. These systems encompass hardware, software and intangible compo-
nents such as applications, databases, network devices, storage, servers, emails, infor-
mation, frequencies, etc. which are essential for processing and transmitting organiza-
tional data [123], [163]. Additionally, the term "ICT systems" refers to the overall sum
of computers and connections between them, including critical information flows that
are transmitted through the network [7]. These systems include invoicing, procurement
management, customer and personnel management, electronic document handling,
communication, and more, which require corresponding software applications and
hardware equipment for their operation. Apart from their individual use, software appli-
cations are also integrated with IT and telecommunication components as parts of other
equipment (e.g. smart grids).

Given that critical infrastructures rely on a range of interconnected hardware and soft-
ware components, any disruption or malfunction in one component may have ripple ef-
fects throughout the entire system, potentially resulting in significant consequences
[138].

To be able to defend critical ICT assets first we need to classify the threats and vulnera-
bilities. Critical information infrastructure security breaches may occur [164] due to
several factors, including but not limited to technology failure resulting in direct dam-
age to operating equipment or dysfunctional systems, human error, natural disasters,

and prolonged disruptions in the electricity supply.

A different approach is presented at [165], in which after conducting a literature review
it classifies these two domains based on objects experiencing threats and vulnerabilitis

into seven and four categories, respectively.
e Destruction of Information: An attacker deleting important files from a database.
e Corruption of Information: A virus changing the contents of a file.

e Loss of Information: A hard drive failure resulting in the loss of stored data.
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Illegal Use of Information: An employee using confidential customer data for
personal gain.

Disclosure of Information: An employee accidentally leaking sensitive infor-

mation to the public.

Denial of Use: A cyberattack that renders a website or service unavailable to us-

ers.

Elevation of Privilege: An attacker gaining unauthorized access to an adminis-

trator-level account.

With regards to vulnerabilities, they are categorized as follows: a) computers, b) infor-

mation, c) processes, d) people.

A very interesting approach to define the threat landscape, is presented at [13]. After

conducting a thorough analysis of the security threat landscape it categorized cybersecu-

rity into six general domains:

Network-centric: It focuses on data transport and associated security issues, in-

cluding DDoS protection, SDN, ad hoc networks, encrypted traffic analysis, 5G.
System-centric: It centers around cloud and virtualized environments.

loT/Device-centric: It targets modern systems like loT/edge devices, addressing
middleware, secure OS, security by design, malware analysis, systems security

validation, detection of zero-days, and recognizing service dependencies.

Data-centric: It addresses management, analysis, protection, and visualization of

data in Big Data environments.

Application-centric: It focuses on the security of applications and their manage-

ment.

User-centric: It is related with privacy, social networks, fake news, and identity

management.

This list presents an overview of the identified main cybersecurity threats about ICT and

their respective domains [13]:
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Table 7: ICT main threats.

| Threats Interested Domains |
Endemic persistent threats All
Balance security and domain-specific constraints All
All

Relation between security and safety

Physical access and insider threats Device/loT, System

User Profiling Device/loT, Data, User

Diffusion of Ultra Wideband networks Device/loT, Network

Decentralization and computation capability at the edge Network, Application

Increased software and services embedded in networking Network

Artificial Intelligence as a booster of cybersecurity attacks System, Data, User

Social Media and Social Networks Threats System, Data, User

Layered and Virtualized Systems System, Network

Misconfigurations of security mechanisms and lack of System
transparency

Business process compromise System, Network

Human errors All
Skill shortage and configuration All
Data Breaches All
Applications and software everywhere Application
Complexity of the application deployment environment Application
Application,
Service miniaturization Device/loT, System

Cyber-physical systems as enablers of next-generation Device/loT, System,

attacks to users User

Building upon the previous information, study [165] classifies security protection

measures into seven distinct types.

Table 8: Security protection measures [165].

Security Measure Description

Provide guidance and instructions in order to ensure compliance with
Directive security policies.
Deterrent Discourage potential attackers.
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Proactively measures to reduce the likelihood of security incidents.

Preventive
Compensatory Mitigate the impact of security incidents.
SEEse Identify and alert for potential security incidents.
Correct security incidents trying to restore the state of the assets as
Corrective they were before the incident
Recovery Restore the system back to normal after an incident

It is important to note that every new tool introduced into a system, although it may de-
crease the attack surface in some areas, also creates a new attack surface. Vulnerabilities
within the tool can serve as a potential point of compromise for the system.

For the majority of organizations, the risk of IT security breaches continues to pose a
significant threat to business continuity, necessitating the implementation of measures
to prevent threats, expedite incident response, and facilitate prompt disaster recovery
[166]. This concern is not unfounded, as there are a constant multitude of new cyberse-
curity incidents that occur in the area of critical infrastructures, which can potentially
compromise the daily usage of informational elements by employees.

According to ENISA [8], there is a growing risk of ransomware attacks, phishing, mal-
ware, and DDoS attacks, which pose significant threats to critical information assets.

Cybersecurity trends [167] reveal a persistent incidence of attacks on web applications
aimed at extracting data or disseminating malicious code. Malicious actors commonly
disseminate their malevolent code through legitimate web servers that have been
hacked, while the migration towards cloud computing has introduced new security risks,
with traffic capable of circumventing traditional checkpoints. Moreover, mobile net-
works are highly susceptible to cyberattacks, representing a potential source of vulnera-
bility given the fact that there are numerous devices that expand the attack surface. A
plausible explanation for the aforementioned trends may be the increased reliance on
information and communication technology (ICT) tools resulting from the COVID-19
pandemic, which in turn has led to a surge in cyber-attacks worldwide [138].

The typical motivation behind attacks in the enterprise ICT domain on critical infra-
structures is often the acquisition of data making confidentiality the most important
concern of CIA triad [168]. Particularly, databases and file servers are vulnerable to se-
curity breaches initiated by insiders [169]. This is not surprising since databases and file

servers contain highly valuable and sensitive information, making them attractive tar-
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gets for malicious insiders who wish to misuse, steal or corrupt such information. These
insiders may abuse their access privileges to carry out attacks, such as data exfiltration
or deleting important files. As a result, the challenge for cybersecurity is to find a bal-
ance between sharing information and protecting the privacy of individuals.

According to the study [136], over 20% of the stolen information consisted of data that
the victim was unaware of being stored on the company's network meaning that there is
a significant knowledge gap among both the personnel and the IT administrators with

respect to the data stored on the company's network.

Shadow IT presents a similar risk, as it involves the use of information technology and
assets within an organization without the approval or knowledge of the IT department.
This lack of oversight and control results in reduced security, as threats and vulnerabili-
ties cannot be safeguarded against if they are unknown to the IT department [170]. In
addition to confidentiality concerns, the use of shadow IT also raises integrity issues, as
the data in these systems may be inconsistent with data in authorized systems due to the
absence of proper system interconnection. The significance of observing, monitoring,
and analyzing the activities and behaviors of systems and networks (observability) has
been also emphasized by [171] as it is placed on the same list as the CIA triad. Observ-
ability enhances situational awareness, allowing for efficient incident response and de-

tection of threats.

There are several cybersecurity threats and vulnerabilities that are shared by both the
enterprise IT and OT environments but interconnectivity between the enterprise IT and
OT networks has introduced new risks [168]. Also the same study, an evaluation was
conducted on the security capabilities of both enterprise IT and ICS based on selected
frameworks, standards, and guidelines. The result proposed that critical infrastructure
operators should acquire six additional capabilities, aside from those outlined by NIST,
to attain a higher level of cybersecurity resilience. These capabilities include cloud se-
curity asset management, cloud security off-site activities, mobile computing device se-

curity, cryptography, audit assurance, and cybersecurity R&D.

[138] describes the basic cyber security aspects in ICT in general, according to the CIA
triad. For instance, the security of confidentiality can be compromised by various at-
tacks, including packet interception, side-channel attacks, sniffing, and eavesdropping.
Techniques such as encryption, authentication, and randomization can be employed to

prevent such breaches. Similarly, attacks such as false data injection, data modification,



and denial of service (DoS) can compromise the security of system integrity and availa-
bility. Security measures such as firewalls, antivirus software, intrusion detection and
prevention systems (IDS/IPS), and tolerance mechanisms can be utilized to thwart such

attacks.

Study [172] revealed that there was a deficiency in implementing two fundamental best

practices in information security, namely patch management and incident handling.

In [123], is presented an analysis on the impact of ICT-related threats on the CIA triad,
utilizing the classification system of the European VITA project while excluding threats
that are not directly related to cybersecurity. The key findings were the following:

e Information is susceptible to threats resulting from human error, misconfigura-

tion, malware, and unauthorized access.

e Hardware is exposed to threats in the supply chain, as it can be subject to mali-
cious or counterfeit materials that could potentially provide unauthorized access

or prove to be faulty in specific circumstances.

e Software vulnerabilities in a wide range of applications expose them to targeted
attacks, enabling cyber criminals to create malware and gain unauthorized ac-

cess to sensitive data.

¢ Intentional interference or burden in the communication of information can lead
to a Denial of Service (DoS), resulting in the degradation of service perfor-

mance.

e The human factor presents a significant risk in terms of cybersecurity, both due
to unintentional misuse of information such as social engineering and human er-

ror, as well as intentional malicious use such as data leakage.

Study [167] proposes a range of specific countermeasures to address cybersecurity
risks, including the implementation of an application firewall, traditional firewall, anti-
virus software, access control measures, password security protocols, data authentica-

tion mechanisms, malware scanners, and cybersecurity awareness training.

The research presented in reference [173] is focused on the utilization of cyber intelli-
gence, cyberspace security strategies, and the establishment of a cyber security range to
provide a practical operating environment so they can practice to evaluate new cyber
security technologies. This controlled environment allows for the testing of new tech-

nologies before they be deployed in real-world scenarios. This enhanced the effective-
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ness of designing appropriate counter measures and preparing personnel to better ad-

dress potential cyberattacks.

Recommending countermeasures against cyber threats, [135] suggests the implementa-
tion IDS, IPS, firewalls, SOC and employee awareness campaigns. The study conducted
supplements the previous findings concerning data exfiltration, emphasizing the im-
portance of implementing continuous monitoring for data uploaded to cloud environ-

ments.

On a more abstract way, ENISA [8] emphasizes that it is necessary to implement a de-
fense-in-depth approach, as state actors may attempt to exploit zero-day vulnerabilities.
This is essential to ensure that any failures in one area do not result in the compromise
of the entire system. Furthermore, widespread use of certain software can create a gate-
way for exploitation through a zero-day vulnerability, leading to a breach in multiple
systems simultaneously, and even serve as a start for a supply chain attack.

In order to address ICT threats and risks it is recommended to adopt best security prac-
tices. This can be achieved through the adoption of various cybersecurity frameworks.
One of them is 1ISO 27001:2022 [174] which specifies the requirements for establishing,
implementing, maintaining and continually improving an information security manage-
ment system within the context of the organization. It includes policies, procedures, and
controls for managing the confidentiality, integrity, and availability of information. It
also provides guidelines for conducting risk assessments and developing a risk treat-

ment plan.

7.2 Operational Technology Environment

In addition to the above established information elements, the backbone of many critical
infrastructures such as the distribution and supply of electricity [175] and natural gas
[176], water treatment and distribution units [177], sewage and wastewater treatment
units [178], etc., rely on the broad use of Operational Technology (OT) [179]. These
systems are accountable for ensuring the uninterrupted operation of crucial functions in
such infrastructures. The continuous provision of services is dependent on the proper
operation of industrial control systems, making their security of paramount importance.
Cybersecurity incidents in this area can have the same devastating impact as natural dis-
asters.



The convergence of IT and OT is challenging. The integration of logical and physical
components entails that a cybersecurity breach in IT systems could be exploited to gain
unauthorized access and control over critical physical systems [180]. Attacks that target
sensors or actuators directly can result in significant issues due to the inherent nature of
these devices [134].

An example of such an incident is the Triton cyber attack that occurred in 2017 at a pet-
rochemical facility in Saudi Arabia that caused the shutdown of the industrial process
and had the potential to impact the physical process [181]. It is possible that the attack-
ers obtained access to the OT network almost a year prior to the attack by penetrating
the IT network via a misconfigured firewall, and subsequently transitioning to the OT
network reprogramming the Safety Instrumented System (SIS) controllers at the facility,
causing them to fail [182]. The malware used in the attack had a unique capability to
directly engage, remotely control [183], and compromised a safety system, which is a

nearly unprecedented achievement.

These systems comprise remote control systems, Supervisory Control and Data Acquisi-
tion (SCADA), specialized sensors, and integrated management systems, aiming to au-
tomate and manage industrial processes. Their primary function is to gather data and
oversee automation processes that are presented to system operators for informed deci-
sion-making [184].

The communication architectures integrated within these systems serve to link the con-
trol centers to remote substations that are positioned at the infrastructures under control,
while the main components of SCADA systems are the control center, substations and a
corporate network [160]. In order to establish wireless telemetry, remote terminal units
(RTUs) are employed. Similarly, programmable logic controllers (PLCs) are utilized to
perform logical operations via hardware [140]. The OT architecture for CI is predomi-
nantly centered around the control components, encompassing hardware, firmware, and
software, as well as the network components, which include control networks, field

networks, and network access points [168].

The integration of physical systems, computation, communication, and control has led
to the emergence of a new field of study called Cyber-Physical Systems (CPS). CPS are
primarily utilized in scenarios where their central deployments are unsupervised and
unattended. Their purpose is to monitor and control systems based on specific physical

attributes [138]. To ensure their efficacy, CPS must exhibit sufficient security and resil-
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ience to confront potential adversaries. Additionally, their authorization capabilities for
governing systems and infrastructures render them an intriguing target for attackers. Re-
searchers are currently placing greater emphasis on cyber threats in CPS as opposed to
physical threats. This is partly due to the limited accessibility that attackers have to
physical components when compared to cyber components, which results in a higher
level of cyber threats [138].

In the past, OT Systems were heavily dependent on mechanical or electrotechnical de-
vices operating in isolated and segregated environments [162], [185], resulting in lim-

ited exposure to potential risks and hazards being disregarded [162], [21].

To aid in the understanding of the risks associated with OT systems, the Purdue Refer-
ence Model was selected to present the architecture of the Industrial Control and Auto-
mation System (ICAS). The ICAS includes both hardware and software for monitoring
and controlling industrial processes, with components from both IT and OT systems.
The Purdue model divides the core components of these systems into six zones to cate-

gorize their interconnections and interdependencies [163], [182].
Table 9: OT architecture per Purdue Reference Model.

Also known as the Enterprise Zone, includes corporate IT infrastructure

Level 4/5 .
systems and applications.

IDMZ The Industrial Demilitarized Zone includes security systems aimed at pre-
venting unauthorized data transfer between IT and OT systems.

Level 3 It involves high-level monitoring and management of industrial operations.

It encompasses a set of devices and applications that enable supervision,
Level 2 monitoring and control of the physical processes. It includes SCADA, Dis-
tributed Control Systems (DCS), and Human-Machine Interface (HMI)

Level 1 It controls input and output devices at Level 0 using PLCs and RTUs.

It handles the physical measurement processes using sensors, pumps
etc.

Level O
It is widely accepted that state actors will persist in targeting critical infrastructures with
OT networks, investing considerable time and resources in gathering intelligence to ex-
ecute successful attacks [8]. Vulnerabilities in OT systems can stem from various levels,

including hardware, firmware, software, networks, and processes [163].

According to a survey [186] conducted on organizations utilizing Industrial Control
Systems (ICSs), 56% of these operators encountered a breach in their OT systems. Fur-
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thermore, the survey revealed that 97% of these breaches were attributed to the conver-
gence of IT and OT.

1. Isolate ICS

2. Isolate OT

3. Relianceon IT

4 Industry 4.0
Enterprise ‘

5. Fully converged technology

IT oT

Image 14: Essential technology to deliver the industrial product or service [187]

The recent increased computerization and interconnectivity of OT systems have become
indispensable in modern large-scale industrial activities [148]. The situation is ag-
grevated by the fact that ICS network architecture is typically flat, meaning that all de-
vices on the network are connected at the same level and have similar access privileges
thus the intruders has the potential to gain access to the whole unsgemented domain
[148].

General Purpose

Industrial Automation & Information Technology
Control System A Systems

A Y
Availability = Confidentiality
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————— —
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Confidentiality Availability

Image 15: ICT security goals in smart grids [73]

In contrast to traditional IT systems where the primary concern is to safeguard the con-

fidentiality and integrity of information, the most significant priority in ICS systems is
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to ensure availability and integrity, as they are responsible for the safety of individuals
and network equipment, the environment, as well as the management of the systems
themselves [73], [146]. A threat that compromises availability would render crucial con-
trol, performance, and informational resources inaccessible. In contrast, a threat to in-
tegrity would aim to manipulate critical hardware, software, or informational resources.
Similarly, a threat to confidentiality would attempt to covertly intercept sensitive infor-
mation [160]. Within the ICS domain, attacks are frequently motivated by the intention
to destabilize the targeted system [168]. A SCADA system's compromised cybersecuri-
ty can have severe implications for a power system, particularly if the attack is capable
of initiating disruptive switching actions that result in load loss or equipment damage.
This is particularly concerning if the attack can infiltrate the control center network,
which is linked to substations under the SCADA system [142].

In recent years, ICS systems have become a common target for attackers [188], and
analysis of these events has revealed that many attacks exploit vulnerabilities stemming
from their design philosophy, which prioritizes service availability over system security
[184]. Due to the proprietary nature of SCADA protocols, it is challenging to utilize

conventional security mechanisms for establishing zones.

The fact that these systems were developed much earlier, at a time when technology
was not as advanced, adds to the problem [2] as many security mechanisms are incom-
patible with SCADA requirements and policies [160]. Implementation of security solu-
tions such as Intrusion Detection Systems (IDS) in Industrial Control Systems (ICS) can
be challenging due to the use of outdated operating systems. This was evident in the
case of the National Health Service in the United Kingdom during the WannaCry Ran-
somware attack, where numerous systems were still running on outdated Windows XP
operating systems [134]. Additionally, a significant number of cybersecurity systems
that are considered outdated are not congruent with enhanced security systems such as

intrusion detection devices and advanced encryption systems [140], [189], [146].

Another factor is that the deployment of security technologies to this type of systems is
frequently challenging and complex, primarily due to the various types of devices uti-

lized and their limited computing power capacity [162].

OT systems were not structurally designed to be permanently connected to the internet,
which makes the situation more challenging at the modern days [162] were the trend is

the migration to Cloud infrastructures. The migration to TCP/IP protocol for substation



communications has opened the door to relevant traditional threats and vulnerabilities
[160]. The vulnerability of the network access interface to such attacks is feasible when
accomplished through the internet resulting in unauthorized control of the systems com-
promising Authenticity [138].

Industrial environments, owing to their connectivity to the internet, are inherently vul-
nerable to an extensive array of security threats. These may include, but are not limited
to, the duplication of assets, malicious replacement of assets, firmware substitution,
theft of security parameters, interception of information, man-in-the-middle attacks,
ransomware, routing attacks, and denial of service (DoS) attacks [162]. Also, SCADA
systems are inherently vulnerable to a multitude of threats, which may arise from hard-
ware or software malfunctions, operational errors, or deliberate and malicious actions
[160]. The incorporation of wireless technologies also entails significant security con-
cerns such as jamming, black hole attacks, wormhole attacks, DoS, eavesdropping.
[160] also agrees to those findings underlying that the integration of ICT technologies
into the control and operation of critical services has amplified many of the potential
threats such as replay control messages, DoS attacks, eavesdrop, malicious command
injection, parameter poison, unauthorized access, malware. Reference [138] expands
upon this issue by indicating that a multitude of attacks are possible on controllers, in-
cluding but not limited to logic manipulation, system command injection, memory cor-

ruption, firmware modification, and malicious code injection into firmware.

Previous study [138] has identified various risks, including but not limited to frequent
system logins, lack of logging, absence of firewall and intrusion detection system (IDS),
inadequate software maintenance, improper network configuration, and easy accessibil-
ity to the systems. Furthermore, component-interaction-wise attacks, such as disclosure,
deception, and disruption attacks, can occur, which correspond to breaches of confiden-
tiality, integrity, and availability, respectively. The study refers to many other possible
attacks on ICS controllers such as logic manipulation, system command injection,

memory corruption, firmware modification, and firmware malicious code injection.

SCADA protocols pose a significant source of security issues and risks due to their sus-
ceptibility to multiple vulnerabilities resulting from unsecured or vulnerable protocols
[160], [138]. Common vulnerabilities in such protocols include (a) the opening of un-
necessary ports during system startup, (b) unencrypted and insecure communication, (c)

inadequate prevention strategies against DoS attacks, (d) device reengineering capabili-
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ties, (e) improper configurations, (f) lack of proper authentication and authorization
mechanisms, and (g) utilization of default keys, among others. To mitigate these vulner-
abilities, it is essential to adopt secure communication mechanisms through encryption,
authentication, and authorization. Additionally, packet filtration and blocking tech-

niques can be employed to prevent DDoS attacks [138].

The realization of a secure and safe operation of ICS is reliant on numerous diverse fac-
tors of varying nature, including but not limited to administrative, regulatory, human-

centered, technical, and environmental factors [190].

IT executives often mistakenly consider ICS elements as non-informational elements,
leading to a lack of attention to their security considerations [123]. Therefore, it is
strongly advised to establish separate yet integrated cybersecurity teams for enterprise
IT and ICS within a single security operations center [168]. Effective personnel training
is also crucial for conducting a comprehensive assessment of OT security risks. Insuffi-
cient familiarity of a power plant's SCADA system by a network administrator may lead
to the compromise of the entire infrastructure [5]. For that reason efforts to converge IT
security methods with OT should be undertaken to enhance the adaptability of security
measures to the OT environment [179].

A crucial aspect to consider while assessing the security measures in an organization is
the challenge of implementing interventions and controls within the infrastructures due
to the need for continuous and uninterrupted operation of the OT systems [146]. An ex-
ample of this is the necessity for continuous operation of SCADA operated pumping
stations, as any interruption could result in an environmental hazard. A viable solution
to this issue is to increase capacity and redundancy to ensure uninterrupted services in
the event of a cybersecurity incident or necessary security system upgrades. A potential
defense mechanism to counteract this risk is the integration of honeypots within the sys-
tem perimeter. This approach ensures that the operational integrity of the systems is not
compromised, while simultaneously impeding the progress of an attacker by misleading

them into believing they have successfully infiltrated the system [191].

The Digital Twin approach is another potential solution [138] that can be adopted for
enhancing the security of CPS. Digital twins are virtual replicas of physical objects that
enable monitoring, visualization, and prediction of the states of CPS. By assessing the
failure modes of the digital twin, it is possible to identify possible security flaws and

evaluate whether the system fails safely and securely. Additionally, the system behavior



can be analyzed under attack, providing insights into potential vulnerabilities and ena-

bling the development of effective mitigation strategies.

The study [142] presents a security framework for SCADA systems, which comprises
four key components: real-time monitoring, anomaly detection, impact analysis, and
mitigation strategies. Furthermore, the research underscores the importance of addition-

al investigation in the following areas:

e Development of SCADA-specific real-time correlation and intrusion detection

algorithms.

e Creation of online risk monitoring and mitigation algorithms that consider both

cyber system vulnerabilities and their associated consequences.

e Use of advanced modeling techniques that accurately capture the dynamic be-

havior of attackers and the system.

e Advanced modeling that accounts for impacts such as load loss, equipment
damage, and economic loss. Moreover, periodic vulnerability assessments can

be conducted to ensure system security.

To ensure the security of these resources, technical measures can be implemented, such
as external access must be fortified with firewalls, demilitarized zones (DMZs), intru-
sion detection systems (IDSs), intrusion prevention systems (IPSs), and anti-virus soft-
ware. Furthermore, access must be enabled for the corporate network that facilitates
business operations, while the utilization of cloud computing infrastructure can offer
significant operational benefits, such as data redundancy, data availability, and surviva-
bility [160]. Employing digital encryption standards is a widely adopted strategy for

protecting ICS systems from potential cyber threats.

Modern technologies such as Al and machine learning can also be beneficial in address-
ing OT security issues. Reference [138] introduces a security framework that utilizes
machine learning models to enhance system security. The framework considers ap-
proaches for improving performance, achieving optimal performance, and reducing
computational requirements, as well as strategies for resilience against adversaries. To
enhance system performance, the framework utilizes Hyper-parameter Optimization to
optimize performance and reduce computational requirements by reducing complexity,

training time, and overfitting.
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A classification among defense strategies against cyber attacks can be categorized into
prevention, resilience, and detection and mitigation mechanisms. Prevention mecha-
nisms aim to delay the onset of an attack, while resilience mechanisms focus on mini-
mizing the impact of an attack and preserving the system's normal functioning as much
as possible. Detection and isolation mechanisms identify the source of the attack, isolate
affected sub-components, and aim to restore the normal state of the system as quickly as
possible. The deployment of a security solution in CPS must adhere to domain-specific
constraints and provide robust security against both known and unknown attacks, in-
cluding zero-day attacks [138].

The work presented in [163] proposes a holistic approach to secure OT systems against
cyber attacks by protecting all components that constitute the entire threat surface, in-
cluding physical assets, networks, devices, software, human factors, and processes. The
proposed strategy includes the implementation of technical measures such as Intrusion
Detection System, network segmentation, system hardening, and endpoint security. Ad-
ditionally, physical security needs to be enhanced, and cybersecurity awareness and
training must be provided. The conduct of a risk assessment is also recommended to

identify, categorize, prioritize, and mitigate potential risks.

NIST has provided extensive guidelines through its publication of the Special Publica-
tion (SP) 800-82 Rev. 2 [192], aimed at fortifying Industrial Control Systems against
cyber threats. This guide comprehensively addresses the selection, implementation, and
management of security controls for ICS, while offering in-depth insights into the detec-
tion, response, and recovery from cyber incidents that may occur. The publication pro-
vides a comprehensive approach for maintaining the security of ICS, which is crucial in
ensuring the continued operation of critical infrastructures in the face of emerging cyber
threats.

7.3 Internet of Things

In recent times, the emergence of Internet of Things (loT) technology and its associated
capabilities have fundamentally transformed the implementation of wireless communi-
cations. By facilitating the inclusion of non-traditional physical objects within a net-
work and allowing remote accessibility to such devices, 10T has brought about a para-
digm shift in the domain. One may posit a definition of 10T as an overarching frame-

work that interconnects objects with the Internet, enabling communication between dif-



ferent entities, including people, objects and distinct ecosystems. 10T systems are in-
volved in various aspects of human life, encompassing daily activities, industry, self-

driving cars, retail, healthcare, smart grids, business, farming, and more [193].

The integration of 10T has significantly contributed towards bridging together the tradi-
tionally distinct realms of IT and OT [194], [195], [185], fulfilling emerging require-
ments and contemporary management needs. However, this integration has resulted in

new requirements for the convergence and interaction between these spheres [188].

The use of 10T is prominent to critical infrastructures. They can be found in smart grids,
healthcare, industry, at transportations part of smart cities etc [193]. It is more than ob-
vious that loT is associated with human well-being as evidenced by practical applica-
tions of 10T in critical infrastructures like this one in the UK where providers of
wastewater and drinking water services rely on a combination of Industrial Internet of
Things (I1oT) sensors, real-time data, and analytics to identify and predict equipment
failures, as well as to respond rapidly to emergency situations such as water leaks [185].
As it is easily understood, any security risks posed by the lack of security in 10T may
lead to incidents which can potentially endanger human lives, something that it is un-
derscored at study [189] drawing on two case studies of critical infrastructures - one on

energy management and the other on smart transportation.

The functionality of 10T is accomplished through the utilization of various technology
devices that communicate via applications using a diverse range of protocols and natu-
ral frequencies. This considerably increases the potential targets for attackers as the vast
majority of objects and applications implemented in 10T systems are not engineered to
prevent or handle intrusions, resulting in an enlarged surface area and attack vectors that
could potentially exploit this type of infrastructure making them a vulnerable target for
cybercriminals, providing an easy point of entry for attacks on critical infrastructures
[196].

Cybersecurity in 10T systems differs from that in conventional ICT-only systems in var-
ious aspects, such as complex cybersecurity deployment landscapes, cyber-attacks on
physical systems, and physical attacks on and physics-based mitigation for cyber sys-
tems [180]. Although this is the case, it is worth highlighting that despite their ground-
breaking impact on the technological landscape, contemporary 10T devices are plagued
with security issues that are common to traditional IT systems [197]. Attack surfaces in

IoT systems can be diverse and may include the device firmware, various interfaces

-79-



such as web, administrative, and physical interfaces, hardware components, device
memory, system applications, and network services [189]. The same study proposes a
threat architecture that encompasses the same three architecture 10T layers namely, (i)
perception layer that perceives the data from the surroundings, (ii) network layer that
forwards the data, and (iii) application layer that provides an interface to the end user
[189]. Attacks according to [184] can be differentiated on those that target backend de-
vices used in critical infrastructures, and those aimed at end-user loT devices. These
devices are classified based on their connection to critical infrastructures, either directly
or indirectly. Additionally, 10T vulnerabilities are categorized into embedded and net-
work vulnerabilities. The study in [184] aims to differentiate various types of attacks in
0T environments. In healthcare facilities, the attacks are categorized as computational,
listening, and broadcasting, based on their ability to modify, intercept, or disseminate
data, respectively. On the other hand, in 5G cellular infrastructures, attacks are classi-

fied into privacy, integrity, availability, and authentication categories.

A significant amount of research has demonstrated the presence of security and privacy
vulnerabilities in systems enabled by 10T technology. These vulnerabilities include is-
sues related to authentication, authorization, DoS attacks, and information leakage,
among others [193]. In the subsequent discussion, we aim to illuminate the various fac-

tors that give rise to this phenomenon based on the review of existing literature.

The frequency of 10T device breaches has surged due to the convenience of exploiting
security weaknesses resulting from the devices’ limited resources, lack of security soft-

ware, and the diversity of interfaces and protocols employed [134].

The network is a common vector for many 10T vulnerabilities [189]. Vulnerabilities that
exist in 10T systems are apparent not only to basic 10T devices but also industrial safety
systems, leading to incidents such as large-scale DDoS attacks resulting in significant
consequences [198]. In recent years, there has been a substantial surge in the frequency,
magnitude, and diversity of distributed denial-of-service (DDoS) attacks [195], [196].
The primary objective of these attacks is to render services inaccessible by inundating
the target destination with an overwhelming volume of packets from multiple sources,
eventually leading to unresponsiveness or network saturation, thereby impeding the

seamless operation of the infrastructure [196].

Privacy concerns arise as well as end-users are responsible for safeguarding their device

data, which is compounded by the inability to implement conventional authentication



practices due to the sheer quantity of devices connected to the network [179]. Insecure
interfaces, such as the lack of device authentication/identification and insufficient en-
cryption, are also deemed to be a critical vulnerability. Moreover, default credentials
represent another prevalent challenge, for which manufacturers have yet to offer a satis-
factory solution [197]. Vulnerabilities related to cryptographic mechanisms have been
identified as the most commonly exploited ones [189]. The lack of a comprehensive se-

curity and/or privacy-protecting framework exacerbates the problems [193].

Also, the limited computational resources of 10T devices prevent them from utilizing
security solutions like intrusion detection systems (IDS) or antivirus software, which

increases their susceptibility to security breaches [179], [134].

End users are also contributors to this negative phenomenon as human-related factors
also significantly bolster these breaches [134]. A lower level of security awareness is
prevalent among loT stakeholders and users, providing adversaries with a larger land-
scape of potential threats [189]. Among the most significant cybersecurity threats in the
0T sector is inadequate parameterization, which arises from limited awareness of cy-
bersecurity concerns or insufficient knowledge, leaving the devices vulnerable and sus-

ceptible to access from the internet [197].

The integration of 10T devices into OT infrastructures, in particular, renders them sus-
ceptible to external exposure [179]. Notably, the Zoomeye search engine has amassed
data on over a billion 10T devices, highlighting the scale of the issue [179]. A highly
enlightening study [197] revealed that N-day vulnerabilities continue to pose a signifi-
cant threat, with 28,25% (385.060) of the devices studied being found to have at least
one such vulnerability, and 2.669 of these devices having already been infected by bot-
nets. Significantly, since N-day vulnerabilities are publicly known, they represent a po-

tential time bomb for the security of unpatched devices.

The study presented in [194] delves into the security risks associated with the 10T land-
scape in healthcare institutions, with particular focus on the perception, network, and

application layers.
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Image 16: Healthcare loT main threats [194]

Session hacking, Ransomware, and DoS attacks [196], as well as vulnerabilities related

to RFID systems, are identified as the key technical assaults. The research findings pre-

sented in [197] are of particular significance, as they reveal the inclusion of 10T devices

in both ICS infrastructures and medical devices. This suggests that any security breach

could result not only in the disruption of critical infrastructures but also pose a threat to

human life.

The study [193] summarizes the key security requirements, threats, and potential

solutions in the 10T application use cases.

Table 10: Summary of the key security requirements in the I0T application use cases [193].

Key requirements

Non-

loT

Use Case | Confidentiality | Integrity | Availability | Authentication | Authorization L Privacy
repudiation

Smart

: X X X

grids

Smart X X X X X X
Healthcare

ITSs X X X X X
Industrial

X X X X

Password-pilfering, Traffic analysis, Eavesdropping, Unauthorized access, False data injec-

Threats | tion, Password theft, Data tampering, Wormhole, Spoofing, Mitm, Masquerading, Jamming,
DoS, Buffer overflow, Malware
Data encryption, Authentication encryption mechanism and protocols, Cryptography, Security
Solutions gateways, End-to-end-encryption, Traffic filtering, Anomaly detection, Air gapping, Anti-

jamming, Access control, Security of cloud computing, Monitoring, Digital signatures and cer-

tificates.

It highlights three significant challenges. A significant limitation of many IoT devices is

their constrained processing and storage capabilities, which may prevent the implemen-

tation of resource-intensive security techniques such as anti-malware and advanced se-
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curity protocols. Also, 10T security approaches mostly focus on defending against re-
mote adversaries and assume that the devices are not physically accessible to the adver-
saries. However, this assumption does not hold true for large-scale 10T networks, which
consist of numerous dispersed devices. The third challenge relates to the extended dura-
tion of sessions, as it provides an increased opportunity for attackers to interfere with
the system [193]. Mitigating cybersecurity risks in 10T environments is vital to ensure

the safety and security of critical systems.

According to the same study the key security requirements of the 10T application layer
including authorization, confidentiality, integirty, availability, authentication, non-
repudiation, and privacy. Multiple strategies can be employed to secure Industrial Inter-
net of Things (110T) applications, such as safeguarding data confidentiality, implement-
ing network segmentation, detecting and preventing attacks, ensuring the integrity of
cyber-physical systems, and providing employee training [185].

Machine learning models are frequently utilized in I0T networks to address a variety of
security concerns, such as identifying and detecting attacks and malware, detecting ma-
licious code, identifying and responding to DDoS attacks, and performing facial recog-
nition and authentication [193].

An example of this strategy in order to alleviate the impact of DoS attacks is presented
at [196]. This study suggests an architecture that employs a machine learning (ML)
model to differentiate between legitimate and malevolent network traffic. The goal is to
attain a supervised, self-organized, and regulated operation of the micro-level IoT com-

ponents and then control the processes that emerge from the macro-level operations.

[199] sheds light on diverse solutions utilizing Blockchain technologies to enhance se-
curity, privacy, and confidentiality in loT. Additionally, these solutions promote the
principle of security-by-design in 10T, as remote patching can be accomplished more
securely. Furthermore, [200] presents a proof of concept for the implementation of
Blockchain-based solutions in industrial 10T use cases, such as the transmission of data

from smart meters and toll infrastructures.

The emerging technique of cyber deception aims to impede an attacker who successful-
ly penetrates the front lines of defense by infiltrating the digital perimeter. This is
achieved by deploying decoys or traps that imitate the behavior of virtual assets, redi-

recting the attacker's attention away from actual targets. This strategy allows defenders
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to buy time, increase the probability of intruder discovery, and mitigate the potential
impact of the attack [201].

In [179], the utilization of opacity techniques in 10T systems is suggested as a means to
prevent attackers from obtaining accurate knowledge of the system's state, even if the
communication channels are insecure. Representing the control system of the OT envi-
ronment as a Discrete Event System, driven solely by physical events, creates a more
secure interface between 10T and OT.

Study [198] highlights the importance of the consideration of security standards and
certification schemes on loT industry in order to assess cybersecurity risks.

NIST at its special Publication [180] for Cyber-Physical Systems and Internet of Things
underline that effective cybersecurity strategies for CPS/10T should consider the ongo-
ing development of operating systems, threat landscapes, and IT capabilities for long-
lifecycle CPS/IoT systems with components that may remain in use for the long term.
Additionally, proposes that cybersecurity must be addressed in systems that operate in
physical time as opposed to logical time. The implementation of resilience features such
as fail-safe and fail-operational provisions, as well as authentication solutions that can
handle the large scale and high speed of interacting CPS/loT systems, should also be

considered.

The implementation of cybersecurity by design has been recognized as a crucial neces-
sity for all Internet of Things (10T) devices. The Cybersecurity Strategy explicitly men-
tions that “All Internet-connected things in the EU, whether automated cars, industrial
control systems or home appliances, and the whole supply chains which make them
available, need to be secure-by-design, resilient to cyber incidents, and quickly patched
when vulnerabilities are discovered” [145]. In addition to cybersecurity by design, it has
been noted that smart metering systems must also adhere to the principles of privacy by

design and by default.

7.4 Advanced Metering Infrastructure and Smart Me-
tering

In recent years, a growing number of utilities that are part of national critical infrastruc-

tures have been implementing a digital transformation strategy involving the gradual

replacement of old meters with smart ones as part of their Digital Transformation plans.

This trend is becoming increasingly prevalent globally [202]. In Greece, at water sector,
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EYDAP has included in its investment program [203] the replacement of older meter
technology to transition to the smart network by installing up to 2.5 million smart me-
ters [204]. Similarly, EYATH has plans to install up to 200,000 smart meters in the next
seven years [205]. Simultaneously, the electricity sector is currently engaged in integrat-
ing its distribution system with communication networks and control techniques to form
a bidirectional infrastructure of power and information flow, commonly known as the
smart grid [206]. HEDNO has announced its plans to transition to smart meters and is

currently implementing a pilot program worth 41 million euros [207].

Smart meters are distinguished from conventional meters by their ability to facilitate
two-way communication [202], [160]. In addition, they can be controlled remotely or
locally, and are capable of performing various control commands, including shutting
down the provision [208]. The implementation of smart meters will enable utilities to
develop improved pricing plans featuring multi-scale and time-zone charges, detect
leaks at an early stage, remotely manage operations, reduce costs, and prevent theft,
among other benefits [202], [209], [210].

To illustrate, Advanced Metering Infrastructure (AMI) primarily comprises of various
components such as: a) smart meters for collecting and transmitting data, b) the Gate-
way acting as an intermediary between the customer and the infrastructure, c) the com-
munication network for managing the flow of information, and d) the information man-
agement system that integrates the AMI with external systems [211], [206], while the
Meter Data Management System (MDMS) plays a pivotal role in analyzing and fore-
casting based on AMI data [212].

In addition to the undeniable advantages, the utilization of smart meters also presents
potential risks to both the infrastructure and consumers. Smart meter security priorities
are comparable to those of conventional ICT environments [73], which expose them to

the complete spectrum of threats posed by the CIA triad.

The remote control of smart meters by malicious actors in an AMI infrastructure poses a
one of the most severe scenarios, potentially resulting in the disconnection of a large
number of users from essential services. Since data transmission occurs wirelessly, the
transmission medium is accessible to anyone [211]. This vulnerability makes the AMI a
potential entry point for the smart grid network. The consequences of such an attack
could be catastrophic, ranging from noncompliance with regulatory standards to ecolog-

ical disasters (e.g., failure of a smart electricity meter at a pumping station) or even loss
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of life (e.g., disabling a smart water meter of a hospital). The aforementioned security
risks have been recognized by various authorities and have resulted in actions to miti-
gate these threats. For instance, in the Netherlands, the authorities have disabled the re-
mote disconnection feature of smart meters due to security concerns [213].

An additional layer of concern arises with smart meters, as interference and data integri-
ty violations may not be immediately detectable, unlike the destruction of a traditional
meter [211]. In 2009, a vulnerability was demonstrated in a specific type of smart meter
that could allow an attacker to remotely control the meters, potentially affecting up to
15.000 homes within 24 hours [73].

Denial of Service attacks can affect both the gateway and the end-user in a smart meter-
ing system, resulting in a decrease in the quality of measurement services and hindering

the proper operation of the measurement system [214].

Similar concerns also arise regarding the confidentiality and privacy of consumer data,

which can ultimately impact their personal lives.

The collection of meter readings is now being acknowledged as personal data as they
can disclose information about an individual's routine. Therefore, for energy services
that add value to end-users, the Confidentiality-Integrity-Availability (CIA) strategy is
preferable to the Availability-Integrity-Confidentiality (AIC) approach [73]. In terms of
prioritization, as previously stated, availability and integrity are given priority in the
smart grid [73], [206].

Smart meter usage may result in privacy issues primarily due to the gathering of de-
tailed data (load profiles) for particular, distinct, and brief intervals [215], [211], [145].
Despite encryption, data transmission patterns can reveal the actions and behavior of
residents [216], while consumption data may disclose information about individuals'
economic status [215]. Furthermore, the eavesdropping technique can be employed to
determine whether individuals are present in their residence, which poses significant

privacy and security risks (known as a Presence Privacy Attack - PPA) [216].
Differences in data transmission times may exist across different countries [215] while,
discussions at the European level are taking place regarding the implementation of 15-

minute interval measurements for energy meters [145].



Table 11: Smart meter time interval data gathering [215].

Country Time Interval |

France 30 minutes
Netherlands Once a month
Norway 30 minutes
UK As often as 30 minutes
Canada 15 minutes
us Varies (California is hourly for residential use, 15 min for commercial use)

The aforementioned issues raise concerns about the regulatory compliance of organiza-
tions with the fundamental principles of the GDPR, including consent, purpose limita-
tion, data minimization, the right to limit the use of data, and the right to access, rectify,
and erase personal data [215], [56]. Moreover, consumers may avoid adopting smart

meters due to concerns about potential leaks of their personal data.

The use of a large number of smart meters poses a challenge for security solutions, as
traditional solutions such as adopting a Public Key Infrastructure (PKI) are not scalable

due to the need for digitally signing and verifying each message [206].

One of the potential risks associated with smart meters is the unauthorized acquisition
of sensitive information or disruption of network services, as demonstrated in a black
hole attack targeting communication between a meter and an access point [217]. To ad-
dress this issue, it has been proposed to establish a dedicated path between the meter
and the access point during the network discovery phase as a preventive measure

against such attacks.

Regarding technical vulnerabilities, there appear to be several issues with AMI systems
such as weak authentication control and protocols, poor software quality [208], [218],
errors handling, and improper session management [208]. A comprehensive list of po-

tential attacks on smart meters is presented in [214].

Table 12 : Smart meter potential attack list [214].

Security Attacks
Local Attacks Remote Attacks
Session Hijacking Wormhole Attack
Snooping Black hole Attack
Denial of Service Byzantine Attack
Device Tampering Resource Consumption Attack
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Impersonation Routing Attack
Packet Replay Network Manipulation
Repudiation

The implementation of advanced measurement infrastructures involves numerous tech-
nologies, resulting in a considerable attack surface, making it challenging to design and

maintain a scalable and reliable solution.

To ensure the security of the AMI network, it is essential to design the network with
built-in security mechanisms that prevent unauthorized access and interaction between
consumer meters. This is particularly important to prevent situations where one con-
sumer may gain access to another consumer's sensitive data [211]. Additionally, all ex-
isting interfaces, processes (e.g., firmware updates, etc.), and devices themselves must
be considered to ensure secure solutions [73]. Failure to take all elements into account
in advanced measurement infrastructures could potentially expose them to risks where
attackers can compromise the confidentiality and integrity of data, manipulate account

adjustments, modify functionalities in the data center, and more.

To mitigate DoS attacks, it is recommended to use different predefined frequency chan-
nels over time, as stated in [214]. In addition, to mitigate network interference and
packet flooding, it is recommended to design a resilient AMI with built-in mechanisms
to switch to alternate frequency channels if the default channel is unavailable for a cer-
tain period. Another approach is to implement network traffic filtering to prevent ping
requests that flood the network and cause it to become unavailable to legitimate users
[219]. Additionally, [220] suggests a new authentication approach based on Physically
Uncloneable Functions (PUFs), which improves communication security, anonymity,
session keys, and is robust against impersonation, replay, man-in-the-middle, and DoS

attacks.

The Integrated Authentication and Confidentiality (IAC) protocol offers an effective
and secure solution caused by the large number of smart meters and PKI inefficiency.
The protocol involves mutual authentication between a neighboring smart meter acting
as an authenticator and a remote server located in the local management office. Through
this authentication, secure encryption keys are obtained for subsequent secure data

communication [206].

To address the eavesdropping attack discussed in [216], the Change and Transmit

(CAT) technique is proposed, which involves the use of spoofed data to mislead attack-
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ers who are monitoring packets, thus preventing them from verifying the presence of
tenants in the building. Additionally, in [218], it is suggested to equip smart meters with
a Privacy Preserving Jammer (PPJ) that continuously monitors channels and emits
jamming signals upon detecting packets transmitted by the targeted meter to prevent

eavesdropping.

Several solutions have been proposed to address the confidentiality and privacy issues
associated with smart meter technology. One such solution is the adoption of the "opt-
out” principle [56], which allows individuals whose personal data is at risk to choose to
retain an analog meter or restrict the data collection capabilities of smart meters [215].
A potential solution to address this particular issue is the use of aliased data, which in-
volves converting the original data set into an alias or destroying the data after use if
deemed necessary [212]. This can provide an added layer of privacy and prevent the
exposure of sensitive information, even in the event of a data breach or unauthorized

access.

It is crucial to ensure that communication between different AMI nodes is encrypted, as
noted in [211] and [219]. Encryption mechanisms such as RSA should be incorporated
at both the application and transport layers. Verifying the source of the data accurately
is crucial for authenticating the consumer with the AMI they are communicating with

and for the AMI to validate the authenticity of legitimate consumers.

A privacy-enhanced cryptography system proposed in [221] presents a solution to pre-
vent insiders from obtaining information about the consumption of specific consumers.
This is achieved by introducing factors into the data, which allow insiders to only re-
ceive the total electricity consumption of a group of users, without knowing the electric-

ity consumption of each individual user.

Another proposed solution to protect privacy is presented in [222], which suggests plac-
ing a device with a battery and a control system between the smart meter and the circuit
breaker. This device identifies peaks and dips in power usage and removes information

that could reveal specific device usage, thus enhancing privacy.

In terms of organizational and regulatory standards and directions, the European Union
has introduced Directive (EU) 2019/944 [223]. This is a noteworthy piece of legislation
that encourages Member States to advance the development of smart metering systems
while also prescribing minimum functional and technical requirements that smart me-

ters must meet to comply with the Directive's provisions. This is the first legislative ini-
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tiative that explicitly highlights the necessity for ensuring a high level of cybersecurity
protection for smart metering systems in EU law. In the water sector, the regulation of
smart meters is still in its nascent stages, and in some cases, nonexistent [145]. Despite
the lack of technical specifics within the Regulation, it emphasizes the importance of
incorporating security considerations and implementing the most effective available
practices to achieve optimal levels of cybersecurity. It also underscores the need to bal-

ance associated costs and the principle of proportionality.

7.5 Digital Transformation and the Migration to
Cloud Infrastructures

The emergence of new technologies has resulted in the phenomenon of "digital disrup-
tion" [43], which led organizations to pursue digital transformation to maximize effi-
ciency. This concept is multidisciplinary in nature, encompassing changes across vari-
ous domains such as strategy, organization, information technology, supply chains, and
marketing [224]. The widespread availability of large amounts of data, along with the
emergence of new digital technologies like artificial intelligence, blockchain, the Inter-
net of Things, and robotics, is expected to have significant and wide-ranging impacts on
business [224]. The mindset is gradually shifting from the need to know to the need to

share knowledge [13].

The need to shift service delivery from traditional interaction channels to digital chan-
nels is one of the guidelines of the Digital Transformation Bible [225], establishing
them as the default and default mode of service delivery. This has meant changing the
way organizations operate and moving many of their business processes into the digital
world with all the attendant disadvantages and advantages.

Processes that have over time been performed in manual ways are now being radically
transformed thus improving the effectiveness and efficiency of organizations thereby
significantly increasing the service to citizens. The encoding of analog information into
a digital format (digitization) and the alteration of existing business processes with the
use of digital technologies (digitalization) results in the emergence of new business
models (digital transformation) [224]. With the advent of 10T and edge/fog computing,
production processes have undergone complete digitization [201]. Processes such as
information storage, document production and exchange, authentication and identifica-

tion processes and citizen/customer/consumer communication are now being trans-



formed and implemented in digital form, transferring the associated risks of the digital

world to the new processes at all levels of the CIA triad.

In this context, the prevailing trend is the migration of systems to the Cloud [226].
Cloud computing offers significant benefits such as cost and resource allocation among
users, improved collaboration, scaling, as well as providing access to information ser-
vices regardless of their geographical location allowing remote working [227]. It pro-
vides several services through three main models [228], [229], [230]:

e Infrastructure as a Service (laaS) offers various computational resources like

network, virtualization, virtual machines, firewalls, and storage.

e Platform as a Service (PaaS) typically includes all the previous plus software

development programs and tools.

e Software as a Service (SaaS) model enables users to run applications on the

cloud.

Large laaS and PaaS services that provide services to other IT vendors are considered

the most critical services in cloud computing [231].

Furthermore, based on their visibility, clouds are categorized into private, public, hy-

brid, and community [227]:

e The public cloud is a cloud infrastructure that is publicly available on the inter-

net and can be accessed by anyone.

e A private cloud is an IT infrastructure that combines the services and resources

of an organization and is not accessible to external entities.

e The hybrid cloud is a combination of private and public cloud infrastructure and

allows organizations to utilize the benefits of both models.

e A community cloud is a shared infrastructure among several organizations that
have a shared interest and allows them to share resources while maintaining a

certain level of privacy and security.

In the context of a cloud service, the interaction typically involves three parties: the ser-
vice user, the service provider, and the cloud provider. The resulting threat landscape
arises from the combination of these parties. The Service-to-User and User-to-Service
surfaces are considered the most vulnerable because of the web-based interaction be-

tween them, which exposes a wide range of possible attacks [139].
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With the increasing adoption of cloud-based services to support business operations, the
Greek government has begun to migrate public services [232] to the government cloud,
while critical infrastructures have been also integrated their systems under this regulato-
ry context [233]. However, this action may pose security risks, as the transfer of outdat-
ed systems outside the perimeter of the organization's network significantly increases
the total attack surface and overall risk as cybercriminals tend to follow technological
developments and cloud is not an exception to this [8]. This is particularly concerning
given that the security of critical infrastructure systems was not a major priority in the
past, as they were often air-gapped. The Stuxnet incident revealed that even fully isolat-

ed infrastructures are vulnerable to attack [234].

Furthermore, the use of specific Cloud hosting platforms such as Microsoft Azure,
Google Cloud, and Amazon Web Services, whose procurement tender specifications are
publicly available, creates potential security risks. Attackers can easily obtain
knowledge of the hosting infrastructure's characteristics and vulnerabilities, rendering
them vulnerable to zero-day attacks. SolarWinds incident revealed that hackers may
have utilized US cloud services to conceal themselves and take advantage of the results
of their initial hack [111].

The integration of Greek critical infrastructures [235], [233] into the wider interopera-
bility of public sector entities [232] for electronic identification and authentication of
individuals for the provision of digital public services appears to be a positive develop-
ment. However, a more thorough analysis reveals potential risks. At the time of writing
this study, the authentication process via Taxis, the Greek government's central identity
management system, does not fully support multifactor authentication (MFA), which
may create vulnerabilities depending on the nature of the services for which it will be
utilized.

The official access guidelines for the G-Cloud [236] and the Interoperability Center of
the Ministry of Digital Governance [237] platforms do not appear to incorporate MFA
either. This implies that if the passwords of the employees responsible for handling re-
quests are compromised, attackers could potentially disrupt the online services of criti-
cal infrastructures. Moreover, it is worth noting that the common practice of disclosing
Taxis codes to accounting firms may result in granting access to systems that the user

may not be aware of.



Similarily, Signle Sign-On (SSO) authentication carries potential cybersecurity risks
including compromised credentials, lack of control over third-party applications, and
single point of failure. If a user's SSO credentials are compromised, the attacker can
gain access to all linked accounts, which can lead to a significant data breach. Moreo-
ver, SSO enables third-party applications to access user information, which increases
the risk of unauthorized access and data breaches. Thus, a successful phishing attack

can grant an attacker direct access to all systems.

The adoption of the "once-only" principle [225] in the digital transformation process has
resulted in the creation of information repositories that eliminate the persistent issues of
repetitive information updating. However, these repositories are considered high-value
targets for attackers. Moreover, the multi-channel and omni-channel communication
capabilities, which provide direct means of interaction between stakeholders and organ-
izations [224], also introduce significant cybersecurity risks, particularly through mobile
devices. These vulnerabilities are further amplified by the lack of cybersecurity aware-
ness and culture among users, especially in cases where Bring Your Own Device
(BYOD) policies are in place [238].

Additionally, it is important to consider regulatory issues related to the General Data
Protection Regulation (GDPR), particularly with regards to the storage of personal data
in a country outside of the European Union. In such cases, it is imperative to ensure that
the country in question provides rules that are deemed adequate by the EU [55]. Failure
to comply with these regulations could have significant impacts, particularly for critical

infrastructures like healthcare sector.

The use of cloud technology has facilitated rapid and extensive data sharing. Neverthe-
less, the sharing of data through cloud-based systems exposes it to various types of ma-
licious attacks [239]. Due to users' inadequate knowledge, it is not uncommon to inad-
vertently grant access to shared files to unintended parties across multiple platforms.
This type of error can have significant consequences in terms of data confidentiality and
integrity, as unauthorized parties may be able to gain access to sensitive information,

causing potential harm to the organization.

Given their broader attack surface compared to wired links, wireless communications
have made many potentially critical facilities accessible even via the World Wide Web
[148]. A significant proportion of data breaches during the pandemic were related to
cloud assets [139].
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Similar challenges arise with remote work, particularly with the Remote Desktop Proto-
col (RDP) which is a crucial protocol in this context. It serves as a vital network proto-
col for establishing connectivity with corporate networks through the internet. Regretta-
bly, cybercriminals have identified RDP as a prime target to illicitly gain entry into cor-
porate networks. The exploitation of RDP by malevolent actors enables them to execute
code from a remote location, thereby conferring access to either the target machine or
the entire corporate network. This places organizations at grave risk of significant com-
promise [139].

As previously discussed, the Infrastructure as a Service (laaS) model is employed by
some of the largest technology companies such as Microsoft Azure, Google Cloud, and
Amazon Web Services. A study [197] discovered that 64,309 MQTT servers were host-
ed primarily on one of the aforementioned platforms and were accessible via the inter-
net. Shockingly, 88% of these servers were unprotected, allowing for direct connection

and access to the hosted data.

Table 13: Unsecured MQTT servers [197].

Amazon Web Services 4.070 3.314 81,4%
Alibaba Cloud 6.936 6.420 92,6%
Google Cloud 999 874 87.5%

Microsoft Azure 1.226 1.030 84,0%
Tencent Cloud 1.246 1.102 88,4%
Total 14.477 12.740 88,0%

The utilization of the MQTT protocol for machine-to-machine (M2M) communication

significantly elevates the significance of this discovery.

As stated at [139], the adoption of cloud technology also includes the potential risk of
distributed denial-of-service (DDoS) attacks. Botnets may target an organization's infra-
structure leading to depletion of the system's resources, ultimately resulting in a denial
of service. A potential mitigation strategy involves distinguishing between requests
from an attacker and those from legitimate users, using network equipment such as a
Web Application Firewall (WAF) or a cloud-based security service. Elasticity is also an

effective mitigation measure for managing load and minimizing the risk of overload or
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DDosS attacks in cloud computing [231]. However, it is important to note that it also

carries the risk of potential financial costs due to the auto-scaling mode.

Another cloud related threat that targets confidentiality is the Man-in-the-Middle Attack
(MiTM), for which a possible countermeasure is the utilization of end-to-end-

encryption such as digital certificates.

The aforementioned highlights the crucial nature of implementing digital transformation
and the utilization of cloud infrastructures with a well-planned and structured approach
that takes into consideration the aspects of cybersecurity. A successful model for digital
transformation should be grounded in the best practices in developing IT capabilities
and providing services, with a focus on governance and management, technology, and

human capital [240].

To safeguard sensitive data at rest and in motion in a cloud environment, appropriate
security and privacy mechanisms must be implemented. These mechanisms include
cryptographic schemes, authentication and identity management, access control and ac-
counting, as well as trust management, governance, policies, and regulations. In addi-
tion, data redundancy in the cloud must be carefully evaluated along with effective in-

trusion detection, alarms, and incident handling mechanisms [160].

According to ENISA perspective on cloud computing services [231], a comprehensive
approach to cloud cybersecurity consists of three key steps: conducting a thorough risk
assessment, implementing appropriate security measures, and establishing a reliable in-
cident reporting system.

Another useful guideline to cloud service providers and customers is the Cloud Controls
Matrix (CCM) [241] which is a security framework developed by the Cloud Security
Alliance (CSA). CCM is organized into 17 domains, covering areas such as compliance,
data security, and application security. Each domain contains a set of control objectives
and associated controls that are intended to mitigate risks in that area. The controls are
divided into the categories administrative, technical, and legal.
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8 Contemporary Attack Types
of Cyber Threats

The investigation has identified distinct cyber threats that have emerged in the contem-
porary cybersecurity landscape aiming to undermine or target critical infrastructure ser-

vices from various angles, thereby increasing the risk of causing disruptions to them.

The selection of specific threats was made with careful consideration given to their im-
pact, frequency of occurrence, available mitigation techniques, and potential manage-
ment strategies. All aspects of the CIA triad were taken under consideration as well as
the triad of organization, technology, and human resources.

Those attack types are the following:
e Human factor.
e Social engineering and phishing.
e Insider threats.
e Bring Your Own Device (BYOD).
e Supply chain attacks.
e Ransomware attacks.

e Denial of Service (DoS) attacks.

8.1 Human Factors as a Cybersecurity Threat

The implementation of automated systems in critical infrastructures has resulted in the
delegation of day-to-day tasks to non-IT personnel. Despite the continuous introduction
of new technological security systems to prevent unauthorized access, the human factor

in cybersecurity is often neglected [242].

It is common for staff to lack a culture of cybersecurity and understanding of security
issues, as revealed by a survey conducted in an energy sector organization [243], situa-
tion that results in the compromise of the organization's security, leading to unintention-

al insider threats. Moreover, organizations may employ or collaborate with individuals



who, due to various reasons, may not always have good intentions and may attempt to

cause harm through diverse methods, such as the misuse of information systems.

8.1.1 Tactics and Implications of Social Engineering

The vulnerability caused by the human factor, compounded by the malicious actions of
attackers and the lack of awareness of workers, creates a significant security gap that is
often exploited through social engineering, an identified key cyber threat to critical in-
frastructures [244].

Social engineering techniques are those that involve manipulating the human factor and
are designed to trick individuals into divulging confidential information or performing
actions on behalf of others for illegal purposes [245], [244]. Attackers employ various
tactics to deceive or manipulate users, such as enticing them to open emails or files, vis-
it websites, or disclose sensitive information, ultimately granting unauthorized access to
the organization's systems. Social engineering attacks have become increasingly preva-
lent and constitute a major contributing factor to cybersecurity incidents, as evidenced
by sources such as [8], [188], and [246]. It is recognized that social engineering attacks
pose a significant threat to the security of information, and this serves as an important
driving force for organizations to implement measures to protect and secure this infor-
mation [155].

The increasing reliance on technology has prompted attackers to employ techniques,
such as social engineering, in which users are unwittingly used as Trojan horses for suc-
cessful cyber attacks [247]. These attacks can result in theft of credentials, transfer of
funds, extraction of confidential information, destruction of data, and disruption of criti-
cal information systems and infrastructure. It is distinctive from other types of cyber

threats as it aims to target individuals rather than infrastructure [244].

The frequency, complexity, and sophistication of these attacks targeting critical infra-
structures through social engineering are increasing. A notable example is the 2015
Ukrainian network attack, where a widespread blackout resulted from a malicious email
[248]. Similarly, in 2014, a steel production plant in Germany was compromised
through a personalized approach that led to the installation of malware, providing access
to both IT and industrial systems [119], [249]. This attack is considered significant as it

resulted in physical destruction, in addition to its impact on the cyber realm.
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These attacks exhibit a common pattern, characterized by the initial deception of users,
which serves as the primary step of the attack. Subsequently, the attacker gains access
to the victim's computer system through a second attack. The attacker then utilizes the
victim's computer to target the organization's infrastructure, bypassing any security
measures in the wider perimeter and executing the final attack [119].

Irrespective of the methods employed, attackers appear to adhere to a particular four-

phase model [250].

Research — Develop rapport & trust — Exploit trust —» Utilise information

T

In the initial phase, known as the reconnaissance phase, attackers collect essential in-

Image 17: Social engineering attack cycle [250]

formation about their target, ranging from basic information like email addresses and
full names to more specific data regarding the target's position and responsibilities with-
in the organization. The attacker then gains the target's trust and proceeds with the de-
ception in the following phase [250], [246]. In the final phase, the attacker leverages the
acquired information for their intended purposes, such as installing malware or obtain-

ing credentials.

Attackers have a multitude of tactics available to deceive their victims, enabling them to
achieve their objectives. On an abstract level, they utilize tactics such as psychological
manipulation, employees' inclination to obey authority, and the lack of knowledge and

understanding of technology users in similar situations [242].

Social engineering encompasses both passive and active reconnaissance. Passive recon-
naissance involves the collection of information through non-invasive methods, such as
the examination of social media profiles, company websites, or public records identify-
ing employees within large online communities. While social engineering often utilizes
passive reconnaissance as a means of information gathering in preparation for an attack,
it can also incorporate active reconnaissance, such as phishing emails or phone calls
[250], [244].
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Image 18: Social engineering attack taxonomy [246]

In order to gain access to an organization or obtain ample information on an individual,

successful attackers may utilize a combination of human and technical strategies [247].

Most social engineering attackers tend to avoid personal interactions with their targets,
opting instead to exploit human behavior through electronic means, such as email, the
internet, or other digital media, to deceive and manipulate the victim and accomplish
their objectives [246]. Direct human engagement occurs when an attacker acquires per-
sonal information about a victim and establishes a relationship with them. Technical
attacks are often executed through software programs, email attachments, pop-up win-
dows, and websites, and are relatively straightforward in their approach. One particular-
ly effective tactic is to prompt users to input their account usernames and passwords
through pop-up windows [247].

In addition to psychological manipulation, attackers also have access to technological
tools for large-scale information gathering, including OSINT and the use of bot or fake
accounts to send virtual friend requests to targets in order to obtain more information
[244], [155]. A study [244] conducted on employees of critical infrastructure organiza-

tions (such as those involved in energy, water, and gas) demonstrated that with only the
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URL of the critical infrastructure website, attackers could initiate the collection of im-

portant information, providing them with essential tools to tailor phishing attacks.

The potential for online social media to function as a communication platform for the
cyber community also creates opportunities for cyberwarfare and cybercrime heighten-
ing the risks to critical infrastructures, particularly with regards to information theft,
cyber attacks, and cyber crime [251]. As highlighted in [155], the most successful cyber
attacks target healthcare professionals through social engineering methods, taking ad-
vantage of personal data shared on social media platforms which is an indication of the

evolving nature of the cyber attacks.

8.1.2 Phishing

Phishing, which is presented in the ENISA 2022 report as the most common threat vec-
tor [8], is a significant social engineering technique that pertains to cybersecurity in the
relevant field [119], [73]. This technique involves a blend of social engineering tactics
and techniques aimed at tricking victims into divulging sensitive information or inad-

vertently installing malware on an organization's systems.

Phishing typically involves the dissemination of deceptive messages that are designed to
appear as if they originate from a genuine source (spoofing), and the most common
method of delivery is through email, due to its cost-effectiveness and scalability for
perpetrators [252]. Upon clicking on the links or opening the attachments, a surrepti-
tious program infiltrates the laptops or devices without raising an alarm for the victims.
This provides the hackers with the ability to manipulate or pilfer data from the com-
promised devices. Alternatively, the hackers may convince the victims to divulge their
sensitive information, which can then be exploited to gain access to the victims’ bank

accounts or other online resources [253].

Within the realm of phishing, there exists a subcategory known as spear phishing that
specifically targets employees deemed critical to infrastructure management. This form
of phishing can serve as a preliminary stage in an Advanced Persistent Threat campaign
aimed at gaining initial access to the infrastructure [119]. Commonly, attackers take ad-
vantage of user susceptibilities such as curiosity about interesting information, shop-
ping, regular notifications, or general interest events (such as Covid or mail parcels)
[254]. Also, as state before, attackers may leverage an individual's social network to

more effectively target their attacks.
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----------- Forwarded Mess aza: —-—m——

From: "alerts@eithank.com” <ALERTS@CITIBANE COM-
To: meipent@emall com

Subject: Seounty Alert: 05EE9

Diate: Tloo, 29 Bay 20028 12:41:41 + 0000

aﬂi?\k
This is a Security Alert you requested to help you protect yvour account,

rour account has been blocked,
219 v¥ou have exceeded the number of three {3) failed lagin atternpts.

Tounlack your account, please yvour account

Thank you for your cooperation,

Sincerely Yours,
Letha Cox
Letha.Cox@ citiban k.com

Image 19: Spear phishing email [255]

The issue of misleading emails is compounded by the fact that a significant portion of
these emails bypass filters and reach their intended recipients. Additionally, individuals
are more likely to open infected attachments if they believe the sender is trustworthy
[254]. This problem is further intensified by the use of Internationalized Domain
Names, which can be used to create domain names that visually resemble those of legit-
imate critical infrastructure websites (homographs). Similarly, the technique of ty-
posquatting involves registering domains that are similar to legitimate domains, making
it difficult to distinguish between the two URLs [256], [257]. A commonly utilized ver-
sion of this attack [258] involves utilizing fragments of a genuine URL to construct a

new domain name, as exemplified below.

Table 14: Typosquatted domains [258]

Original Domain Typosqatted Domain Homograph Domain

login.example.com

login.example.com login-example.com Actual interpretation by Google Chrome:
login.xn--exmple-xc8b.com

It is evident that attackers could easily obtain user account credentials from a careless
user. A study [259] illustrates that almost 20% of surveyed users were deceived into
submitting their credentials on a spoofed website. Therefore, educating and training crit-
ical infrastructure personnel is deemed as the most effective approach to prevent social
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engineering attacks [242]. It is imperative for organizations to encourage their employ-
ees to adopt cyber hygiene practices when accessing social media platforms, which
serve as an ideal platform for attackers to gain insight into the lives of potential targets
[155].

A key strategy for preventing phishing attacks is to prevent them at their early stages.

The successful prevention of phishing attacks is accomplished through the proper
recognition of such attempts by the intended recipients, followed by appropriate han-
dling and response to the identified cases. Education is of capital importance and can
significantly help in preventing and mitigating the impact of phishing attacks [155].
There is a notable correlation between the resilience of users to phishing attacks and
their prior exposure to phishing email training. It is also found that individuals where
the most likely to be open to learning when they have just fallen victim to a phishing
attack using concise and user-friendly training materials that demonstrate the identifica-
tion of phishing attacks [259].

As a countermeasure to this threat, the following mitigation strategies are generally pro-
posed [244]:

e Security awareness training can serve as a means to emphasize the significance
of information monitoring and assist employees in comprehending the rationale
behind fostering a culture of security. It is noteworthy that user training should
be consistent and conducted through a well-structured program, while training

for new employees joining the organization should not be overlooked.
e Revised security policies and practices aimed at promoting a culture of security.

e Implementation of network restrictions to minimize employee exposure to po-

tential threats within the work environment.

e Performing a review of the company website to identify and remove any unnec-
essary public information that may be valuable to attackers, in order to reduce

the risk of potential cyber threats.

e Conducting a social engineering penetration test can help strengthen the security

culture within an organization.

e Use of an automated vulnerability scanner for social engineering that organiza-
tions can utilize to assess their susceptibility to possible social engineering at-

tacks originating from open-source information sources.
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According to reference [246], it is also recommended to periodically perform simulation
tests as part of continuous cybersecurity posture assessment, in addition to training and

awareness-raising efforts.

Integrating educational strategies into a comprehensive cybersecurity approach, primari-
ly through training, is crucial. However, it is insufficient to solely raise awareness
among employees. It is equally important to educate technical personnel in the proper
use of security mechanisms and tools [188]. This training can be facilitated through
computer-based methods, which offer affordability, flexibility, and easy accessibility, or
in-person training with trainers to provide personalized interactivity and enhanced

learning experiences [242].

In addition to organizational measures considering social engineering, more specific
technical measures are proposed such as the implementation of DMZ, and the use of
IDS, IPS, firewall, web filters and VPN [247].

Other anti-phishing measures are the use of advance security and password manage-
ment, prevent users from visiting spoofed sites, MFA and email blocking [260].

The use of content-based filters can automatically distinguish between phishing and le-
gitimate email messages. Numerous studies have focused on content-based email classi-
fication, utilizing advanced machine learning algorithms, decision trees, topic classifica-

tion, and more [261].

In order to effectively secure email it is needed the adoption of MFA and SMTP securi-
ty extensions like STARTTLS, SPF, DKIM, and DMARC. However, despite the avail-
ability of these technologies, the global adoption rates of these measures were only
35%, with DMARC being implemented by a mere 1.1% of email services [256].

Also, at the operator and national level is very important the adoption of adequate legal
solutions and legislations [260].

8.2 Insider Threats

As previously stated in a preceding chapter the misuse of information assets or deliber-
ate attacks carried out by individuals who have gained legitimate access to an organiza-
tion's information systems or information is one of the categories of the internal threat.
This type of threat is characterized by individuals who have the opportunities and capa-
bilities to cause harm but lack hostile intent until their motivations change [69]. Dis-

gruntled employees, those with psychological issues, and unauthorized intruders can
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employ a broad spectrum of physical and operational threats to impair the uninterrupted

operation of critical infrastructures [123].

It is a prevalent threat in modern times, as many employees possess the technical capa-
bilities to unlawfully acquire data using internal systems [262]. As a consequence of the
broad access granted to an organization's systems, the impact of malicious or negligent
behavior by internal actors may be more consequential than that of external threat ac-
tors. The routine activities of employees can potentially pose a threat to sensitive data
and critical systems, and the improper use of business applications can result in signifi-
cant risks [118]. The operational continuity of critical infrastructures is susceptible to
significant disruption due to threats posed to operators and engineers who fail to execute
their responsibilities appropriately [123]. Therefore any user who fails to adhere to

cyber security policies may constitute an internal threat [127].

Malicious attacks by individuals are typically motivated by personal reasons, such as
revenge, career advancement, or financial gain, and may manifest in the form of digital
violence, threatening or abusive behavior, espionage, sabotage, and theft of money or
intellectual property [117]. A general classification based on the incentives of malicious
insiders includes two categories, namely a) digital, and b) behavioral. The former refers
to an insider who intends to gain unauthorized access to information for malicious pur-
poses, whereas the latter aims to violate the system with the intention of disrupting or
harming business operations [139]. The outcomes of both types of malicious insiders

could potentially result in catastrophic consequences.

These attackers are often former or current employees, outsiders who have access to the
organization's systems, or external vendors providing services to the organization hav-
ing access to critical data [263], [118]. The dimensions typically considered for insider
threats are [7]:

¢ Risk to infrastructure or society as a whole focusing on the potential impact.

e Type of access or role in the system as this can determine the extent of damage

it can cause.

e Target, intent, or cause that examines the reasons behind the insider threat, such

as financial gain, revenge, or sabotage.

e Level of technical skill which can influence the methods and tools they use to
carry out the threat.
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e Impact on infrastructure that evaluates the extent of damage or disruption to crit-

ical infrastructure.

e Type of attacker. This can be masquerader, malicious, or naive and classifies the
insider threat based on their level of malicious intent and their ability to hide

their actions.

In contrast to external attackers, internal threat actors have distinct advantages, as they
possess direct access to and extensive knowledge of an organization's systems. Such
actors include employees with specialized knowledge, as well as those who are willing
to facilitate unauthorized access to internal systems without subsequent involvement. It
Is estimated that cybercriminals are highly probable to engage in the recruitment of in-
siders within victim organizations to carry out exfiltration of data or deployment of
malware [8]. In 2020, an instance of such activity occurred when individuals from Rus-
sia attempted to bribe Tesla employees with a substantial amount of money in exchange
for installing malware designed to extract data from the company's network [9]. Another
illustrative example of this occurred in 2013 when a systems administrator gained direct
physical access to the primary data and server room space of a medical data manage-
ment center, and subsequently intercepted sensitive personal data via a simple external
hard drive [264].

Regrettably, organizations tend to place undue emphasis on perimeter security, thereby
impeding the identification and mitigation of insider threats. The Snowden case is a no-
table example, wherein a system administrator for the US Intelligence Community in-

tercepted and leaked approximately 1.7 million confidential documents to Russia [88].

To assess the potential insider threat to critical infrastructures, it is necessary to consider
the following factors [7]:

e The scope and severity of potential impact.

e The variety of actions that could compromise the infrastructure.
e The characteristics and motives of the potential attackers.

e Strategies for responding to insider threats.

Every organization should endeavor to minimize the risks of insider threats by imple-
menting consistent and robust security policies and controls for securing the organiza-
tion's information systems and physical assets. However, it is not realistic to completely

eliminate insider threats [243].
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One approach to address this issue is to focus on detecting internal threats. Study [118]
proposes a proactive approach to detecting internal threats involves conducting a risk
assessment of users and creating their profile based on their daily activities and behav-
ior. Additionally, analyzing the flow of information within the organization can identify

sensitive information that requires heightened security measures.

Countermeasures proposed in [136] include: a) conducting continuous risk assessments
to identify necessary security measures, threats, vulnerabilities, and risks; b) enhancing
hardware and software security through necessary patches and contracts with respective
suppliers; c) increasing the level of authentication in organizational systems (e.g. MFA);
d) strengthening security procedures, policies, and awareness at all organizational lev-
els; e) improving control over access to information; f) implementing detailed regula-
tions for data retention; and g) implementing general preventive measures (e.g. access

control), threat detection measures, and remediation measures (e.g. business recovery).

At [243] emphasis is placed on strengthening security awareness by conducting training
programs for the entire workforce of the organization. These training programs should
help employees recognize the risks associated with insider threats and their impact, as
well as increase their motivation to protect their organization and themselves from such
risks. Adequate and continuous training will also enable employees to upskill and reskill
in cybersecurity, enhancing their ability to recognize and respond to cyber risks, and

promoting adherence to the organization's policies and guidelines [243].

ENISA proposes various technical and organizational measures that cover the whole

Identify, Protect, Detect, Respond and Recover cycle [169].

Table 15: Insider threats countermeasures [169].

Insider threats countermeasures |
Technical Organizational

Threat hunting Security policy
Network security Personnel security
Endpoint security Physical security

Data security Security awareness
Penetration tests Incident management

Vulnerability scanning

Identity and access management

Digital forensics
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Utilization of Al

Examples of technical countermeasures related to internal threats may include DLP,
IDS, IPS, HIPS, antivirus, DAM, firewall, SIEM.

8.3 Bring Your Own Device

The contemporary technology landscape is marked by a now common trend referred to
as “Bring Your Own Device (BYOD)”. This trend has become particularly prevalent
due to the COVID-19 pandemic, with many organizations having implemented exten-
sive remote work practices and now transitioning to enduring and strategic teleworking
structures [265].

This practice enables employees to use their personal devices to complete work tasks by
connecting to the network and corporate resources. This provides the employees with
the ability to access and complete work-related tasks from any location, increasing their
comfort and productivity, while also providing cost savings to companies by reducing
the need to purchase and maintain a large number of devices for their personnel [238],
[266]. This approach is frequently employed in the implementation of remote work ar-
rangements and this possibility is now provided by the greek law stipulated in legisla-
tion 4808/2021 [267].

Alongside the advantages, the adoption of BYOD policies presents significant challeng-
es. The most prominent challenge faced by organizations implementing BYOD is the

increased risk of security breaches [266].

As is readily understood the primary concern is related to the lack of control over per-
sonal devices and the potential privacy and confidentiality risks associated with the sen-
sitive data stored on these devices. As it is easy to understand, storing data on employ-
ees' personal devices raises serious issues, as in case of loss or theft of the device it is
very likely that this data will be compromised. A similar example is when repair or
maintenance work is required on the devices where even if users believe that the data is
protected by using a password this is not the case since with the use of specialized tools

the data can be easily retrieved [268].

More precisely, the use of personal devices poses significant risks to the privacy and
confidentiality of data, which can arise from lost or stolen devices, unauthorized access,

and connection to unsecured networks. Additionally, the risk of malware is heightened
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[238]. This issue is compounded by the fact that personal devices may not adhere to the
same security standards as company-owned devices, rendering them susceptible to at-
tacks and unable to mitigate data breaches. Furthermore, a common concern is the lack
of awareness, guidance, and cybersecurity skills amongst users [269]. Another non-
security related side effect is that the use of personal devices for work purposes may
blur the lines between personal and professional use, leading to issues related to privacy
and data protection for the individual. One must take into account that in the event of a
lost device, employees may be hesitant to report it due to potential consequences, creat-

ing further issues in terms of non-compliance.

It is important for organizations to carefully consider the potential risks and implement
appropriate security measures to mitigate them.

HDPA has published some exemplary security measures [270] such as segmentation of
the personal device for professional purposes; enforcing robust user authentication
mechanisms for remote access; establishing encryption measures for information trans-
mission (e.g., VPN, TLS); implementing a procedure for device recovery in the event of
loss or damage; requiring adherence to fundamental security measures, such as using
strong passwords and up-to-date antivirus software; promoting user awareness of poten-
tial risks; seeking prior approval from the network administrator and/or employer before
utilizing personal equipment; and articulating everyone's responsibilities and the neces-

sary precautions in a binding charter.

Study [269] proposes a combination of counter measures according to the people, poli-

cy, technology model (PPT).

Table 16: BYOD solutions [269].

Dimensions Solutions Description

Employee Awareness and Training and skills improve-

People Security Culture ment.

Establishing procedures for regulatory compliance and

Policy BYOD policy determining the acceptable use of devices and data.

Strong authentica-

X Multifactor authentication, strong passwords.
tion passwords

Mobile Device

Management Central management of devices within the organization.
Technology | (MDM)

Containerization Logical separation of organizational and personal data.

Virtual Desktop Eliminating the necessity to store data on personal de-

Infrastructure vices of employees.
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Identity and Ac- Ensureappropriate access using access control mech-
cess Management | anisms.

Endpoint Security | Antivirus, antimalware, antispyware, or antiphishing
Tools tools.

ENISA at its report [271] identifies similar mitigation strategies, policies and controls
for the risks identified in this area, while the guidelines provided by CISA for executive

leaders, IT professionals, and teleworkers follow similar fundamental principles [265].

8.4 Supply Chain Attacks

The supply chain is the foundation of modern economies and plays a crucial role in en-
abling the flow of goods, services, and information between producers, distributors, re-
tailers, and ultimately consumers. It extends beyond the mere movement of physical
goods and materials and it encompasses the exchange of critical information, delivery of
essential services, and the transfer of financial resources throughout the entire supply
network characterized by its interconnectedness among all its dimensions [239].

The growing complexity and interdependence of global supply chains has resulted in
the increase of the risk of supply chain cyber threats in recent years [114], [272]. It is
practically infeasible to guarantee the product supply chain process due to the wide-
spread production of software and hardware products globally [124]. As businesses and
governments rely more on a network of suppliers and vendors to obtain necessary goods
and services, ensuring the security of each link in the supply chain becomes increasing-
ly challenging. These links can include a variety of components, such as data, software,
hardware, networks, legal entities, and infrastructures [273]. Supply chain attacks can
have a detrimental impact on key components and directly target critical technologies
and systems that are vital for organizational operations, such as the IT and OT stacks
[274]. This trend is underscored by a substantial increase in the proportion of intrusions
attributed to third-party incidents, which rose from less than 1% in 2020 to 17% in 2021
[8].

The intricacy of the supply chain and the participation of several entities can pose diffi-
culties in the monitoring and control of every aspect of the process. This is attributed to
the fact that vulnerabilities can be introduced at any phase of the product life cycle,
namely design, development, production, distribution, acquisition and deployment,

maintenance and disposal [275]. The situation can become even more complex if one
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considers the potential for conflicting national interests, especially when companies that
are based in these countries simultaneously serve as both suppliers and customers with-
in the supply chain. As previously stated, state actors play a significant role and must be
considered within the cybersecurity ecosystem, something that raises concerns particu-
larly given China's significant control over the global supply chain and the absence of
reliable security assurances from the country [273]. It is evident that periods of geopo-
litical tensions and conflicts, such as the ongoing conflict between Russia and Ukraine,
serve to highlight the vulnerability of supply chains to cyber attacks. An example of the
criticality of supply chain security is Operation Warp Speed (OWS), in which the CISA
focused on safeguarding the supply chain for the secure manufacture and distribution of

vaccines to the general public [4].

In recent times, there have been multiple documented incidents of supply chain attacks
on critical infrastructures, which have resulted in particularly severe consequences. At
2017 NotPetya malware attack, which started in Ukraine was evidently targeted towards
infecting its critical national infrastructures, including its energy companies, power grid,
transport sector, and banks [111]. The attack was launched through a software update
from a Ukrainian accounting software provider and affected many organizations that
used that software including international shipping, financial services, and healthcare
[276]. The 2018 attack on the British Airways website and mobile app also demonstrat-
ed the risks of supply chain attacks, as hackers were able to insert malicious code into
the company's third-party payment processing system, which allowed them to steal cus-
tomers' payment card information [273]. The devastating SolarWinds cyber attack in-
volved hackers infecting SolarWinds' Orion software and using a routine security up-
date in March 2020 to install malicious software in the company's clients' networks. The
attack evaded clients' cyber-security defenses by hiding within that security update and
affected approximately 18,000 of SolarWinds' clients. A notable observation was that
30% of the victims identified in the hack had no direct affiliation with SolarWinds, the

company whose software was used as a vector for the attack [111].

Based on the findings of ENISA at [114], it has been determined that malware has be-
come the most common method of attack, and APT groups have been identified as the
primary culprits. Furthermore, the danger of malicious external suppliers has also been
recognized, while code has been identified as a key attack vector for supply chain at-

tacks, as it is utilized to further compromise the targeted customers.
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A supply chain attack can be considered an indirect attack, as its attack surface encom-
passes various components, including suppliers, customers, and their respective assets,
and involves a two-step process. The initial step involves targeting a supplier to com-
promise an asset, followed by a second step targeting the final customer or another sup-
plier [114]. Therefore, it is necessary for an organization to consider the possibility of
threats originating from both outside and within the conventional limits of a corporate
network [277]. The trust relationships that Cloud Service Providers (CSPs), Managed
Services Providers (MSPs), and IT services organizations establish with their customers

also makes them a common vector for the initiation of cyber attacks [114].

Attackers may target software solution providers and hardware products by exploiting
backdoors and inserting malware [273], using combination of techniques such hijacking
updates (e.g. NotPetya case), undermining code signing, and compromising open-source
code [278]. Interconnected IT systems create an extended attack surface with each sys-
tem possessing unique vulnerabilities, resulting in the entire ecosystem being vulnerable
to any potential point of failure [239]. It is predicted by ENISA [279] that the increased
demand for swift software product delivery, code reuse, and the adoption of open-
source solutions will persist, leading to the elevation of this threat to become the prima-
ry cybersecurity concern by 2030.
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7. access code in Git of customer 0 glt
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Image 20: Codecov supply chain attack [114]

Any software or hardware that necessitates third-party updates to guarantee reliable op-
eration presents a potential source of attack [244]. Organizations and vendors often per-
ceive software security measures as merely a feature rather than an essential necessity.
The intangible nature of software as well as distribution, change management, and in-

terdependencies with other software can all contribute to potential threats [239].
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Organizations employ various types of software, including both proprietary and open-
source systems. Proprietary software may pose security risks, as the code is not accessi-
ble for review. Conversely, open-source software and reused software are subject to vis-
ibility by multiple parties, thereby increasing the potential for security breaches. Addi-
tionally, open-source software repositories are also vulnerable to attacks [257]. A no-
ticeable example that shows the scale of this issue occurred in 2018, when the official
PHP Git repository [280] was compromised by attackers who added a malicious back-
door to the source code. The attackers impersonated the PHP project founder Rasmus
Lerdorf and Nikita Popov. The backdoor was designed to allow remote code execution
on servers running PHP. It was discovered and removed within hours, but the incident
highlighted the risk of supply chain attacks even in widely used and trusted open source
software. Another example of a similar nature was demonstrated in dissertation [281],
where typosquatting in programming packages and libraries resulted in the execution of

arbitrary code on thousands of servers, including military ones.

For software or hardware products that are readily available in the commercial market
(Commercial Off-The-Shelf - COTYS), it is recommended to follow a well-thought-out
process that includes the identification of assets and security requirements. Only after
performing a tradeoff analysis, final product specifications should be developed [257].
The utilization of reverse engineering can be considered a possible approach to mitigate
the impact of cyber attacks, as it can uncover any hidden malicious code that could oth-

erwise remain undetected [282].

Another major concern regarding supply chain is counterfeits. Critical infrastructures is
highly vulnerable against this threat. One only has to consider the impact of the use of a
counterfeit component in SCADA water quality control infrastructures can have severe
consequences, whether as a result of a malicious attack or due to the absence of appro-
priate procedures and technical measures to control the final product. A proposed solu-
tion in [239] to counteract counterfeiting is the use of Physical Unclonable Functions
(PUFs). PUFs are hardware-based digital signatures that serve as unique identifiers for
each device and are almost immune to forgery. Another potential solution is the use of
blockchain technology, which provides traceability, transparency, and a tamper-proof

record of transactions due to its decentralized and distributed nature.

Achieving trust in a supply chain is a fundamental but a complex problem that is diffi-

cult to quantify and attain given the numerous partners and products.
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Given the characteristics of a supply chain and the significant number of ICT compo-
nents involved, a suitable and diverse multi-level assessment framework is necessary to
effectively manage an organization's cybersecurity posture instilling trust and confi-
dence in commercial relationships to all partners and the broader society [162].

The study [277] suggests that assuming there should be no trust in the supply chain and
implementing continuous monitoring may be a solution to this complex problem of
trust. This approach requires a detailed inventory of all assets (Software Bill of Materi-
als - SBOM) and adoption of principles outlined in related frameworks such as NIST
standard 800-207, Microsoft's Zero Trust Guidance Center, and the Zero Trust Maturity
Model. These principles include continuous monitoring of all assets, strengthening au-
thentication, continuous information gathering, and securing processes through automa-
tion techniques. A gap analysis will reveal the necessary measures to address any dis-

crepancies.

Supply chain risk management (SCCRM) is a crucial factor in reducing vulnerabilities
and preventing service and product disruptions. Typically, the process involves identify-
ing, assessing, controlling, and monitoring risks. The use of external data sources can be
beneficial in identifying and assessing these risks. A framework for SCCRM, presented
in [272], utilizes data from a threat intelligence system in conjunction with attack vec-
tors, company and supplier security postures, and environments. This framework gener-
ates forecasts of emerging risks and supplier rankings, which can be useful in negotiat-
ing Service Level Agreements (SLAS).

The study presented in [111] advocating for the reinforcement of an international strate-
gy that incorporates both retaliatory and de-escalatory measures to deter potential ag-
gressors [273] proposes a similar approach in which it is crucial to address the risk at
higher levels by strengthening international legislation to enforce regulatory and deter-
rence mechanisms against supply chain attacks. Moreover, investment in collaboration
between industry players and manufacturers to promote security standards and monitor-
ing of associated risk is deemed important. In order to address the potential security
risks associated with third-party vendors, it is necessary to establish and enforce rigor-
ous procedures while the use of modern technologies like Cloud Computing, Big Data
Analytics, Supply Chain Digitalization, and Blockchain can play a crucial role in coun-
tering the threats [239].
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The study presented in [283] proposes the implementation of a Zero Trust framework to
mitigate the threat of supply chain attacks, primarily by minimizing the organization's
exposure in case of a breach. The study also emphasizes the importance of reducing the
attack surface by eliminating unnecessary assets, improving process security, hardening
assets, continuously monitoring the perimeter, and enhancing incident response capabil-
ities. Furthermore, any software modifications should be meticulously scrutinized to
prevent changes that could result in malfunction or inadequate function. These pro-
posals are in alignment with NIST's recommendations for cyber posture across internal,
interagency, international, and industry sectors [274].

In conclusion, ENISA [114] provides high-level recommendations for organizations to
evaluate the cybersecurity maturity of their suppliers and assess the level of risk associ-
ated with the customer-supplier relationship. It is suggested that suppliers should im-
plement measures to secure the development of products and services using best prac-

tices and through vulnerability management.

8.5 Ransomware

As already previously discussed in this text, there has been a surge in ransomware at-
tacks on critical infrastructures in recent times. Instances include the WannaCry [154]
attack on the healthcare sector in the UK, the NotPetya [111] attack on Ukraine's energy
companies, electricity grid, transport sector, and banks, as well as an attack on Greek
postal services [31], among others. In fact, there has been an increase in the targeting of
ICS by ransomware, likely due to the critical nature of the operations involved in these
industries. One sector that is particularly vulnerable to these types of cyber threats is the

energy sector [284].

Based on these cases, it is evident that ransomware has become a significantly destruc-
tive form of cyber attack. In fact, over the past ten years, has inflicted damage on organ-
izations of all sizes across the globe [285], [8]. The impact of this kind of malware is so
significant that the US Department of Homeland Security considers it to be an equal na-
tional security threat to terrorism [286]. Critical infrastructures are not exempt from be-
ing targeted by ransomware, on the contrary, they are persistently under the threat of it.

This situation can be attributed to multiple factors, each to varying degrees.

The outbreak of COVID-19 pandemic has significantly increased the risk of ransom-

ware attacks due to the sudden shift to remote work and reliance on digital communica-
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tion, leaving them vulnerable to cyber threats something that resulted in a dramatic in-
crease in the number of attacks [8]. The escalation of the war in Ukraine has also
heightened the risk of cyber-attacks, and particularly ransomware, notably on high-
value targets such as critical infrastructures [287] in which a minor disruption to essen-

tial services can lead to a considerable impact.

The transformation of the cybercrime model into an as-a-service model has also facili-
tated and accelerated the use and the spread of ransomware. As a result, the develop-
ment and distribution of this kind of malware can now be outsourced, usually using the
pay-per-purchase business model [288], resulting in ransomware attacks to become
more accessible to individuals, including low level threat actors (e.g. script kiddies)
with basic technical skills.

Another factor that significantly impacted the field of ransomware is the use of crypto-
currencies. One possible explanation for this resides to the anonymity provided by this
kind of transactions, as these payments are not traceable allowing attackers to conceal
their identities and avoid detection. It is worth noting that some attackers have even cre-
ated QR codes with Bitcoin wallet addresses to make easier the ransom payments [289].
The demanded ransom is influenced generally by two factors: the value of the affected
data and the scope of the victims, which is related to how easily the ransomware spreads
through the targeted area [284].

As illustrated by the etymology of the term itself, "ransomware,” that derived from the
fusion of "ransom™ and "malware," it represents a form of malware which demands a
payment in exchange for a stolen functionality. In fact, ransomware can be considered a
type of digital blackmail that exploits the vulnerabilities of the victim's assets in the new
digital environment [290]. The 2022 edition of ENISA's Threat Landscape report [285]
on ransomware attacks provided a more formal definition of ransomware as an attack in
which malicious actors seize control of a target's assets and demand payment in ex-

change for restoring access to those assets.

Ransomware threat actors have adopted a tactic known as "triple extortion,” [287]
which involves threatening victims in multiple ways after disrupting their services. This
tactic involves the threat of publicly releasing sensitive information that has been stolen,
disrupting the victim's internet access, and/or informing the victim's partners, share-
holders, or suppliers about the incident. This tactics seems to be proven fruitful as a

study [291] suggests that a very large percentage of the organizations that fell victim to
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ransomware attacks entered into negotiations with the attackers and potentially even
paid the demanded ransom. It is important to note that compliance with attackers' de-
mands and payment of ransom does not offer any assurance that they will fulfill their
promises to restore data or services to their prior state or refrain from disclosing the at-
tack to the public. According to unofficial reports [292], it appears that even the Coloni-

al Pipeline company may have agreed to pay a substantial ransom amount.

Moving on to the analysis of technical characteristics ransomware is a specific form of
malware [293] that is designed to restrict access to informational assets typically is in-
stalled using a trojan or worm that is distributed typically through phishing or by visit-
ing a compromised website. Ransomware has the ability to carry out four main actions
compromising assets, referred to as LEDS, which stand for Lock, Encrypt, Delete, and
Steal [285]. The prevalent type of ransomware is the one that encrypts data on the vic-
tim's device and withholds it until the ransom is paid. On the other hand, locker ran-
somware infects the system and restricts user access to the data without affecting the
stored files [284]. For example, WannaCry [154] case was a typical encrypt attack tar-

geting patient records and disrupting hospital operations.

The typical phases of a ransomware attack involve an engagement between the attacker
and the victim [285], [290].

Stage 1 Stage 2

Stage 4

Initial Access Execution Blackmail Ransom Negotiation

Claim the
ransom Conform or
from the oppose
victim

Deployment
of
ransomware

Vulnerability
exploitation

Image 21: Ransomware attack life cycle [285], [290]

e Initial Access: Ransomware utilizes similar attack vectors as other forms of
cyberattacks, such as exploiting software vulnerabilities, gaining access through

stolen credentials, phishing, etc.
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e Execution: Following initial access, threat actors may spend a considerable
amount of time investigating the target and utilizing various attack techniques to

discover additional assets that can be exploited.

e Action on objectives: After deployment, the ransomware executes a series of ac-
tions to compromise the CIA properties of the targeted assets.

e Blackmail: In addition to demanding a ransom in exchange for the return of the
compromised assets, the threat actor may take other actions to pressure the vic-

tim, such as publicly communicating about the attack or leaking sensitive data.

e Ransom negotiation: At this point, the victim can either comply with the at-
tacker's demands or refuse. However, there is no guarantee that paying the ran-

som will result in the return of the stolen data or services.

In ICS environments, the steps are similar. The scenario typically involves infecting a
PLC on the corporate network level, which in order to maximize profit and impact then
it spreads to more PLCs and harvests credentials and access control lists/resources
[284]. As previously mentioned, critical infrastructures prioritize availability over the
other dimensions of the CIA triad as ICS impacts essential functions that can affect a
large population and may jeopardize human life with potential consequences on human
life and safety [284]. For this reason ransomware infections are a significant challenge
for industrial network administrators, because of their destructive consequences as ran-
somware often employs scatter mechanisms that flood automation networks, leading to
service disruptions and affecting availability. This can lead to block access to superviso-
ry stations, destroy supervisory controls, encrypt historical databases and block access
to utility systems [294]. 10T devices are equally or even more vulnerable to ransomware
attacks than ICS because of their inherent limitations, which prevent them from imple-

menting basic security measures [295], [296].

The effects of ransomware on traditional IT assets should not be overlooked. Various
devices such as servers, databases, desktops, laptops, and mobile devices are all suscep-
tible to such attacks. For example, in Greece, there are utility companies that are con-
sidered critical infrastructures and have a customer data stored in a database, which
means that a ransomware attack on this database could lead to compliance and regulato-

ry issues and substantial financial losses.

To manage and combat ransomware attacks organizations can choose various strategies

or a combination of them, including proactive, reactive, and preventive approaches.
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Proactive prevention involves stopping the malware's execution, while a proactive
framework consists of policies, procedures, control and management, exposure analysis
and reporting, as well as awareness and education. Reactive prevention aims to mitigate

the impact of the attack by restoring extorted files from backup [284].

Generally, implementing policies that address ransom payment strategies, such as set-
ting a "cybersecurity poverty line” to ensure a minimum level of security measures is
maintained, is recommended over a "plan to pay" approach and can help reduce the

overall threat posed by ransomware [286].

It has been discovered that certain key elements have emerged during the investigation
of ransomware incidents. One very significant finding was that ransomware was mostly
delivered through web and email channels using social engineering, phishing [297],
[284], [298], and stolen RDP credentials [287]. To prevent this, spam filters can be set
up, and attachments can be inspected in a sandbox or quarantined. Threat intelligence
can also be proven useful, as well as exploit execution prevention modules. This in-
volves also the continuous monitoring of deep, and dark web for newly leaked or stolen
data while services that encompasses PwnedLists like “haveibeenpwned” are quite use-

ful for the detection any compromised account.

To block ransomware during encryption, administrators should define trust boundaries
to block access to shared folders, and HIPS can be deployed. Furthermore, detecting
traffic to the Tor network through traffic monitoring is crucial as it can indicate a highly
suspicious activity [297]. The supply chain also plays a role, as ransomware can infil-
trate through third-party vendors and managed service providers so it is essential to
conduct thorough screening of suppliers and partners to minimize the risk of such at-
tacks [298], [287].

At the case of enterprise machines and endpoints such as servers, cybercriminals tend to
develop more complex forms of ransomware rather than relying on malicious URLS or

spam emails [284].

As for 110T systems the entry point is usually the edge gateway due to its critical func-
tionality as the bridge between the physical and cyber worlds, and its location which
makes it a critical point of failure. Being the entry point for any threat vector, it is often
the first line of defense and the first to be attacked because by compromising it attackers
can gain control over the entire 10T system. Countermeasures that can be taken specifi-

cally in 10T sectors include deploying a next-generation firewall, implementing net-
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work segmentation and monitoring, establishing backup plans, enforcing physical secu-
rity policies, and providing cybersecurity training [296].

Finally, at its antiransomware guide [298], CISA proposes various countermeasures
such as implementing MFA for all services to the extent possible, applying the principle
of least privilege to all systems and services, leveraging best practices and enabling se-
curity settings, creating a comprehensive network diagram, using logical or physical
means of network segmentation, adopting an asset management approach, and securing

domain controllers.

8.6 Denial of Service

Denial of Service (DoS) attacks are not something new in the realm of cybersecurity, as
they have existed for many years. Nevertheless, they persist as one of the most common
risks in cyberspace [299], critical infrastructures, and modern way of life in general [8].
Simply considering the aftermath of an attack on a telecommunication provider or a
power grid suffices to highlight its severity. An instance like this could have apocalyptic
proportions, considering that nuclear power plants are also classified as critical infra-
structures. The Stuxnet cyber-attack on the Iranian nuclear power plant, even if not a
typical availability attack, serves as a real-world example of the previous scenario.
While the attack did not result in any environmental damage, it is easy to imagine the

incalculable environmental disaster in the event of radioactive release.

Similar to the situation with ransomware, the rise in attacks of this nature can be at-
tributed in part to the influence of geopolitical factors and the COVID-19 pandemic.
Notably, in addition to the rise in the frequency of attacks during this period, there has

been an increase in their complexity and sophistication [8].

In brief, DoS attacks are deliberate efforts by unauthorized users to disrupt or prevent
access to resources for legitimate users [300], [293] by specifically targeting a particular
source in order to deplete the resources of the targeted system [301]. For example, email
services could experience delays or failures, websites may become inaccessible and 10T

devices may be negatively impacted.

To effectively defend against DoS attacks, it is crucial to have a comprehensive under-
standing of the nature and mechanics of such attacks. While there are numerous types of

DosS attacks, the most prevalent ones can be classified according where they focus.
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e Network resource overload refers to the depletion of all accessible network
hardware, software, or bandwidth of the target.

e Protocol resource overload targets the available session or connection resources.

e Application resource overload focuses on the consumption of available compute

or storage resources [301].

According to [302] DoS attacks can affect all Open Systems Interconnection (OSI) lay-

ers.

Table 17: DoS attacks examples per OSI layer [302].

OSl layer Example of DoS layer

7 Application Denical of access to database.

6 Presentation | Data injection so that information becomes useless.

5 Session Use session identifier of another user.

4 Transport SYN flood attacks

3 Network Teardrop attacks depleting target resources to reassemble the packets

2 Link (data) ARP spoofing to pose as a gateway causing degradation at message delivery

1 Physical Unplubbing of the network cable

A common generally acceptable categorization of the DoS attacks is the following:

Distributed Denial-of-service (DDoS): This attack happens upon overloading traffic
originates from multiple attacking machines operating in unison. DDoS attackers fre-
quently exploit a botnet to execute their attacks [301], [293], [302] and this form of at-
tack is becoming more focused on mobile networks and 10T devices, and are particular-
ly cost-effective against vulnerable sites. Nowadays is commonly used by hacktivists as

a primary means of attack [303].

DDoS attacks can be based on web-based attacks that are frequently disseminated
through web applications, and employ the cloud as a primary attack vector. Evidence
shows that it gets progressively more advanced as attackers use more techniques such as
DDoS-for-Hire services and botnets [8]. The first approach involves employing individ-
uals to carry out DDoS attacks on behalf of the hiring party. The second type involves
the utilization of malware-infected devices, which are remotely controlled and coordi-
nated by a threat actor [293], [301].

The Mirai botnet was an example DDoS attack that occurred in 2016 and has been re-

sponsible for multiple large-scale DDoS attacks since then. This botnet was able to
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propagate and infect 10T devices by exploiting weak security measures, such as default
or easily guessable usernames and passwords, through brute force attacks [189], [304].
As a result, the Mirai botnet was able to compromise 10T devices and turn them into
bots that performed DDoS attacks. This attack highlights the significant risks posed by
IoT devices to the Internet and it is considered a turning point in the history of I0T secu-
rity, exposing the vulnerabilities and weaknesses in 10T devices and highlighting the
urgent need for better security measures to be implemented [304]. Given the security
vulnerabilities inherent in 10T devices and their vast numbers, it is not difficult to imag-
ine that even a small fraction of contaminated devices could contribute to the creation of

a botnet capable of generating massive DDoS attacks [305].

It is easy to envision the significant impact that any such scenario involving smart me-
ters could have on critical infrastructures [306]. As reported in a study [307], two simu-
lation scenarios were performed to assess the impact of Denial of Service (DoS) attacks
on Advanced Metering Infrastructure (AMI) and smart meters, confirming the potential
threat to critical infrastructures in which the communication between the control center

and 89.7% of the total Smart Meters was successfully compromised.

Similar problems suggests the study [306] where it states that an attacker could carry
out a DoS attack on a Power Generation System, resulting in a relay malfunction or
even unauthorized modification of relay settings, leading to inadvertent faults. At a sce-
nario like the successful delay in message transmission could cause severe damage to

power equipment.

Similar results can be seen in the telecommunication system in which the core of inter-
net connectivity can be endangered at national level due to targeting and disabling a
DNS server, something that can result unavailability to domain name resolving [308].
As it can easily someone imagine the interconnectedness of critical infrastructures can

result in cascading effects to other sectors as well.

According to [302] there are four generic categories of DoS. Those are a) depletion of
resources, b) exploitation of programming errors, c) attack on routing and DNS, and d)
disruption of network access through flooding traffic that consumes available band-

width. Nevertheless, other conventional names there can be used for DoS attacks:

e Smurf attack is a network layer DoS attack [309], [310] that involves flooding a
target node or group of nodes with a large volume of ICMP packets containing a

spoofed source IP address. These packets are sent to the victim using an IP
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broadcast address which the victim nodes in response to the ICMP requests,
generate other ICMP responses, resulting in a large amount of traffic in the tar-

geted network.

e Attacks on routing and DNS such as TCP flooding, also known as ping flooding,
is a form of DoS attack that targets the transport layer in which the attacker
sends an enormous amount of ping requests with the intention of overwhelming
the targeted system [309], [310], [293].

e A crash attack is a form of cyber attack that is designed to make a system or
network unavailable by sending deliberately malformed or specifically engi-
neered data packets to a targeted system or network, resulting in it becoming un-

responsive or crashing [293], [302].

The incorporation of wireless technologies in both IT and the OT environments exacer-
bates the security risks. As the transmission medium is shared, attackers can disrupt its
availability or misuse it for malicious purposes. Here the risk lies in the wireless availa-
bility which implies that the authorized users are indeed capable of accessing a wireless
network anytime and anywhere upon request. An illustration of the potential risks posed
by wireless technologies is the fact that an unauthorized node could launch a denial-of-
service (DoS) attack at the physical layer. This could be achieved by generating inter-
ferences with the goal of disrupting the desired communications between legitimate us-
ers, also known as a jamming attack. Such an attack can interfere with either the trans-
mission or the reception (or both) of legitimate wireless communications, creating sig-

nificant disruption to the network [309].

The management and security of a large, diverse network of devices like 10T present
significant challenges. As proposed in [305], Software-Defined Networking (SDN) can
aid in monitoring network flows and providing centralized control of network devices.
This approach demonstrates a detect-and-mitigate strategy for DDoS attacks originating

from 10T devices.

The utilization of a cloud environment also presents significant challenges for the ser-
vices provided by critical infrastructures. In order to combat DDoS attacks within a
cloud environment or any other computing architecture, it is crucial to distinguish be-
tween legitimate and illegitimate packets. Security firewalls installed within the network

of a cloud computing environment are insufficient in blocking such packets, as are in-
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trusion prevention systems (IPS), while the scalability of the cloud itself, however, can

offer a partial solution [229].

To defend against DDoS attacks at the application layer, measures such as implement-
ing CAPTCHASs (Completely Automated Public Turing test to tell Computers and Hu-
mans Apart) and AYAHs (Are You A Human) can be utilized to restrict automated re-
quests from accessing the system. DDoS attacks can be detected through monitoring,
tracking, and analyzing requests. Additionally, resource monitoring can also be an ef-
fective strategy to detect DDoS attacks at an early stage, as recommended by [308]. The
same study proposes proper validation and sanitization of data should be implemented

to filter out any malformed packets or data for many subtypes of this attack.

A recommended solution [309] to defend against the Smurf attack is to utilize firewalls

that can reject malicious packets arriving from forged source IP addresses.

In order to counteract the effects of jamming attacks at OT devices of critical infrastruc-
tures, current wireless systems commonly employ spread spectrum techniques such as
direct-sequence spread spectrum (DSSS) and frequency-hopping spread spectrum
(FHSS), or employ methods to detect the presence of jammers or conceal the activity of
authorized users to prevent jammers from knowing when to interfere with legitimate

wireless communications [309].

CISA’s guidelines [301] recommend several measures to prevent and mitigate the im-
pact of DDoS attacks. These include conducting a risk assessment and asset evaluation
to identify vulnerabilities and potential attack vectors. Network bottlenecks should also
be identified and addressed, such as by implementing load balancing and colocation de-
signs to distribute traffic and prevent single points of failure. A dedicated DDoS protec-
tion service can also be used to monitor and filter traffic, while High-Availability de-
signs can ensure that critical services remain available even during an attack. In addi-
tion, a response plan and business continuity plan should be developed to minimize the

impact of an attack and quickly recover from any disruptions.
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9 The Significance of a Cyber-
security Strategy

This chapter intends to provide concise recommendations for the cybersecurity strategy
that ought to be adopted by critical infrastructures. Given the multi-faceted nature of
this undertaking, the viewpoints of other scholars will be referred to, and subsequently,

various components discussed in previous chapters will be incorporated.

Generally, the advancement of cybersecurity demands an initial step of utilizing exist-
ing knowledge to enhance cybersecurity, followed by the subsequent step of acquiring
new knowledge in the realm of cybersecurity [22]. The implementation of globally rec-
ognized security standards and certification schemes can facilitate the achievement of
this goal [198]. Cybersecurity challenges require [148] greater integration and perhaps
partnerships of the private and public sectors by standardization, licensing, and auditing,
as well as local and national governments, rather than relying on a centralized top-down
approach. Coordinated efforts at national, regional, and international levels are neces-
sary for enhancing cybersecurity and protecting critical infrastructures [161]. A note-
worthy deficiency identified is the tendency for many of framework approaches to pri-
oritize technical risk management over other aspects such as social and human dimen-
sions of cybersecurity. All these dimensions are mutually reliant and equally indispen-
sable for achieving optimal project outcomes [311] and understanding of how attackers

operate important to develop an effective plan of action against cyber threats.

To ensure the efficient and reliable operation of critical infrastructures, it is essential to
meet certain prerequisites, including the use of robust and dependable ICT systems. In
order for this objective to be achieved, it is imperative that the technology employed
possesses specific features such as performability, interoperability, scalability, extensi-
bility, availability, reliability, resilience, safety criticality, autonomy, and self-healing,
usability, trust, and collaboration between disparate entities to confront aberrant and

menacing situations while sustaining fault tolerance and security [160].
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Critical infrastructures must prioritize [312] adopting a heightened state of awareness
and engaging in proactive threat hunting to enhance their resilience and minimize the

risk of compromise or significant business degradation. To achieve this they should:
e Be prepared minimizing personnel security gaps in IT/OT and following a cy-
bersecurity plan.
e Enhance their cybersecurity posture following best practices.
e Increase organizational vigilance.

A "protection pyramid" for managing cybersecurity of critical infrastructures is pro-
posed in the study [160].

e Governance and security management using organizational and operational sub-

controls.
e Secure network architectures.
e Self-healing in order to achieve fault tolerance.
e Model and simulation in order to analyze and enhance resilience.
e Wide-area situational awareness to prevent, detect and respond in time.
e Forensics and learning to analyze incidents and develop countermeasures.
e Promote overall trust management and privacy.

It is worth noting the existence of the Self-Assessment Tool for Cybersecurity Critical
Infrastructure Operators [313] created by the National Cybersecurity Authority, which

the reader is encouraged to review.

In the context of cyber security countermeasures can be categorized into two types: pro-
active which is the first line of defence and reactive measures which serve as an addi-
tional defense line in the event of failure. The first includes security awareness, securi-
ty-by-design processes, patch management processes, threat intelligence, penetration
testing, and other tools such as firewalls and intrusion prevention systems. The latter
include attacks/anomalies detection and reaction systems, security auditing, digital fo-
rensics, and incident response [172]. When implementing those measures it is crucial to
develop techniques and protocols for fast identification, isolation, and remediation of
faults [118].

A bit more technically, critical infrastructures operators should put in place measures to

detect, delay, and respond to physical and cyberattacks such as establishing security of-
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ficials; creating barriers and access control measures; implementing intrusion detection
capabilities; and developing incident reporting, response and investigation programs for

both physical and cyberattacks, among other measures [4].

A compelling framework for enhancing cybersecurity in critical infrastructures what is
worth noting is proposed at [184]. This framework, referred to as the Lifecycle of Cy-
bersecurity, comprises four distinct phases.

e The Prediction phase involves intelligence gathering (cyber threat intelligence)

and risk management.

e The Protection phase is concerned with implementing measures to achieve secu-

rity objectives based on the risk assessment.

e The Detection phase entails the implementation of monitoring mechanisms, in-
trusion detection, and identification of anomalous or malicious behavior in sys-

tems using potential threat detection tools.

e The Response phase involves the implementation of incident notification and
management procedures, along with appropriate mitigation, recovery, and busi-

ness continuity plans.

Critical infrastructure protection can be categorized into two major domains: cybersecu-

rity measures and cyber threat intelligence.

. . Legal
Critical Infrastructure Cybersercurity &
Technical
Cyber security measures Organizational

Capacity building

Cooperation

Protection of

Critical
Information Tactical

Assets actica
I
Technical

Cyber threat intelligence

Operational
Strategic

Image 22: Critical infrastructure protection measures [184]
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Critical infrastructure protection can be achieved through various measures:

Legal instruments involve legislation, regulatory frameworks and the adoption
of good practices (e.g. ISO 27001).

Technical means consist of hardware and software procurement and usage soft-
ware of assets to prevent, detect, mitigate and respond to cyber-attacks (e.g.

firewall, IDS, IPS, antivirus, antimalware, forensics).

Organizational measures include the adoption of a cybersecurity strategy and

participation in cybersecurity exercises.
Capacity building involves increasing staff knowledge and awareness.

Collaborative means include information sharing and research to increase the re-

silience of organizations against cyber threats.

Within the same study [184], there is also an acknowledgment of the significance at-

tributed to cyber threat intelligence. This concept encompasses proactive security

measures characterized by the pre-emptive collection of information preceding an at-

tack. The purpose of this information gathering is to enhance comprehension of the

wider threat landscape and facilitate the implementation of preventive measures. The

proposed classification of threat intelligence can be outlined as follows:

Tactical: The provided information is derived from actively monitoring systems
in real-time allowing defenders to ensure that their incident response systems
and investigations are adequately equipped to handle the tactics employed by

these adversaries.

Technical: The aforementioned data is acquired and processed using technical
methods serving as a valuable resource for defenders, enabling them to proac-
tively take preventive measures like blocking suspected IP addresses.

Operational: The provided data offers specific information regarding incoming
attacks providing valuable insights that can inform and assist in responding to
specific incidents, as well as aid in assessing the organization's capability to
identify and address future cyber threats.

Strategic: The presented data constitutes valuable high-level information and
serves as a timely warning regarding cyber threats. It is primarily utilized by in-
dividuals at the board level or other senior decision-makers within the organiza-

tion.
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Finally, the NIST framework [314] plays a pivotal role as a foundational element within
the strategic cybersecurity strategy specifically tailored for critical infrastructures. It
stands as an influential and extensively acknowledged guideline that has been meticu-
lously developed by the esteemed National Institute of Standards and Technology
(NIST) in the United States. It provides a comprehensive and structured approach for
organizations to assess, manage, and enhance their cybersecurity posture. The frame-
work is designed to assist organizations in effectively addressing and mitigating cyber-
security risks, regardless of their size, sector, or technological complexity. By offering a
common language, the NIST framework facilitates consistent and effective communica-
tion among stakeholders, enabling a shared understanding of cybersecurity objectives,

processes,and outcomes

The Framework provides a versatile approach to tackle cybersecurity concerns, encom-
passing the impact of cybersecurity on physical, cyber, and human dimensions. It is ap-
plicable to organizations relying on technology, regardless of whether their cybersecuri-
ty efforts primarily revolve around information technology (IT), industrial control sys-
tems (ICS), cyber-physical systems (CPS), or interconnected devices such as the Inter-
net of Things (l1oT). The Framework serves as a valuable tool for organizations to ad-
dress cybersecurity matters concerning the privacy of customers, employees, and other
stakeholders. Furthermore, the outcomes outlined in the Framework serve as bench-
marks for guiding workforce development and fostering continuous improvement en-

deavors.

The NIST framework encourages a proactive and adaptive approach to cybersecurity.
By encompassing five core functions—Identify, Protect, Detect, Respond, and Recov-
er—the framework covers the entire cybersecurity lifecycle. It enables organizations to
not only establish preventive measures but also develop robust detection and response

capabilities.

Image 23: NIST framework core functions [314]
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e The "ldentify" function involves understanding and managing cybersecurity
risks by establishing an organizational baseline and conducting continuous asset

and risk management.

e The "Protect” function emphasizes the implementation of appropriate safeguards
to protect against potential threats. This includes activities such as access con-
trol, security awareness training, and data encryption.

e The "Detect" function aims to develop and deploy mechanisms for timely identi-
fication of cybersecurity events. This involves implementing monitoring sys-
tems, conducting anomaly detection, and establishing incident response proce-

dures.

e The "Respond" function encompasses the ability to effectively respond to and
mitigate detected cybersecurity incidents. It involves incident management,

communication, and mitigation activities.

e Lastly, the "Recover" function focuses on restoring normal operations and ser-
vices following a cybersecurity incident. This includes developing and imple-
menting recovery plans, conducting post-incident analysis, and improving future

response capabilities.

The significance of the NIST framework lies in its ability to align cybersecurity practic-
es with business objectives. By incorporating a risk-based approach, the framework en-
ables organizations to prioritize their efforts and allocate resources efficiently. It assists
in identifying and understanding cybersecurity risks specific to an organization, taking
into account its unique operating environment, assets, and threats. This tailored ap-
proach enhances decision-making processes and ensures that cybersecurity efforts are

aligned with the organization's broader goals.
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10 Conclusions

The realm of cybersecurity in critical infrastructures presents both compelling and ardu-
ous challenges. The threat landscape undergoes constant evolution, driven by both tech-
nological advances and hostile adversaries. Furthermore, the shifting geopolitical land-
scape has rendered state actors as key threats to the security of critical infrastructures.
Concurrently, the allure of cybercrime has grown substantially, empowered by increas-
ingly potent damage infliction capabilities and the ability to elude repercussions. Addi-
tionally, the lack of security awareness among end-users makes them vulnerable to po-
tential attacks, while other critical infrastructures can turn into liabilities during such

events.

The integration of novel technologies with legacy systems yields a challenging amal-
gamation that encompasses the cybersecurity issues of both elements. Meanwhile, mod-

ern technological advancements continue to exacerbate existing insecurities.

The presence of risks permeates every level of critical infrastructures, encompassing
operational environments, as well as new threats, attack vectors and technologies. With-
in the domains of IT, OT, IoT, and Cloud, all environments are susceptible to signifi-
cant contemporary threats, including insider threats, social engineering, phishing at-
tacks, supply chain attacks, ransomware, and Denial-of-Service (DoS) attacks. Scenari-
o0s such as telecommuting and the implementation of BYOD policies further exacerbate

the circumstances and introduce new emerging threats.

We have to keep in mind that an additional challenge in securing critical infrastructures,
including those in Greece, is that several of them are either partially or entirely owned
by private entities. Consequently, owners of these infrastructures tend to prioritize secu-
rity measures that maintain their profitability, rather than implementing comprehensive

security protocols and frameworks.

It is crucial to acknowledge that there is no such thing as absolute security when adopt-
ing any security strategy. The critical question is how quickly we can detect, respond,

and recover from a cyberattack.
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The foremost priority of any cybersecurity strategy designed for critical infrastructures
is the safeguarding of human life, citizens' rights, the environment, and national sover-
eignty. In this context, all possible organizational and technical measures must be taken,
while adhering to existing legislation and regulations and within the context of propor-
tionality. The threat landscape needs to be constantly monitored, and all cyber threats
and actors that could potentially jeopardize essential service providers should be identi-

fied, documented and monitored.

In order to achieve a successful cybersecurity strategy, it is imperative to incorporate
complementary concepts such as Security by Design, Defense in Depth, Zero Trust, and
Isolation. In addition, it is crucial to engage in a multifaceted protection network with

other governmental agencies, organizations, and consortia.

This scholarly work aimed to provide an all-encompassing analysis of the subject under
scrutiny. However, due to the broad scope of the topic, it was not practically feasible to
present a complete examination within the limitations of this dissertation. Thus, this re-

search area may hold great promise for further exploration at the doctoral level.

We hold the belief that the most crucial factors pertaining to contemporary cybersecuri-
ty threats have been comprehensively covered, as a range of elements has been diligent-
ly selected to counteract risks that relate to the entirety of the CIA triad while also con-

sidering the triad of organizational, technological, and human resources.

Concluding this study, we maintain that this dissertation may serve as a valuable re-
source and a solid foundational reference for readers seeking to expand their knowledge

on the subject of cybersecurity in critical infrastructures.
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