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Abstract 

The following dissertation was composed for the MSc in Data Science at the International 

Hellenic University. Its concept is studying chaos patterns in cryptocurrency exchange 

rates. Cryptocurrencies are used as a form of a digital asset by a wide range of people 

across the globe. There are numerous cryptocurrencies existing today and they are the 

primary implementation of blockchain technology. Blockchain is basically a peer-to-peer 

network that was created in 2008 for the cryptocurrency Bitcoin, the first cryptocurrency 

ever created. It works in a decentralized way, meaning there is no need for an authority 

like a central bank to regulate it. Chaos theory suggests that a small change in the initial 

conditions of a system can result in major differences in the system’s later states. By 

doing a chaos analysis on the time series of different cryptocurrencies with their return 

price on Bitcoins and Ethers, we have found the presence of chaos in the majority of them. 

I want to thank Professor Dr. Stavros Stavrinides in response to his guidance and contri-

bution to making this dissertation happen. His grasp and feedback regarding chaos theory 

and the dynamics behind it helped me to broaden my knowledge on the subject and to 

give me a solid background to enlarge on. I want to express my gratitude for the current 
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1 Introduction 

The first use of blockchain technology was implemented in 2008 with the creation of the 

first cryptocurrency ever, Bitcoin by Satoshi Nakamoto.  Blockchain is a technology that 

works in a Peer-to-Peer network, and in a decentralized way, meaning there is no need 

for a central authority. Since the birth of Bitcoin, countless other cryptocurrencies have 

emerged with the most notable being Ether and its blockchain platform Ethereum. Since 

blockchain technology is decentralized by nature, cryptocurrencies are not regulated by 

banks or another authority like a government, instead, the users participating in a block-

chain network that hosts a cryptocurrency must comply with a consensus in order to pub-

lish a block to the blockchain and that is different for each network. Bitcoin is the most 

famous cryptocurrency using the Proof-of-Work consensus algorithm, where a user com-

petes with other users in solving an algorithmic puzzle, with the first to do so gaining a 

reward in a set number of Bitcoins. The Ethereum blockchain was also using the Proof-

of-Work algorithm in the past but made the Transition to the Proof-of-Stake consensus, 

where a user has a chance of posting a block to the chain and receiving a set amount of 

Ether based on the stake of the network’s total cryptocurrencies in his/her possession.   

Chaos theory describes the qualities of the point at which stability moves to instability or 

order moves to disorder. A small change in the initial conditions of an experiment may 

lead to a very different outcome. So chaotic systems are very sensitive to initial condi-

tions, and the prediction of a chaotic system is very difficult for a specific future time. A 

very interesting feature of a chaotic system is the strange attractor it produces when its 

points are graphically envisioned. The strange attractor has fractal properties and the pat-

terns of points are found in a random way and do not intersect each other. Edward Lorenz, 

a meteorologist, is considered to be the founder of Chaos Theory.  

This dissertation’s content is cryptocurrencies and chaos theory. The aim is to explore the 

dynamics behind the exchange rates of cryptocurrencies and the presence of chaos in 

them. the structure of dissertation is composed of 4 parts. The opening part is focused on 

the explanation of blockchain technology, what parts it is divided and its limitation. The 

second part is focused on the cryptocurrencies and the blockchain platforms they are built 
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in. The biggest cryptocurrencies by market cap are analyzed in depth. The third part fo-

cuses on explaining the chaos theory and the implementation of chaos theory in crypto-

currencies. The final part contains the study and the exploration of the presence of chaos 

in the exchange rates of cryptocurrencies.  



  -3- 

2 Blockchain 

The Blockchain technology was founded in 1990 and since then has been applied in nu-

merous fields. some examples are Finance, Logistics, Government, Healthcare, Internet 

of Things, Identity security and the most used field of all, Cryptocurrencies. Its spike in 

popularity as a technology was marked with the creation of the first cryptocurrency ever 

created, bitcoin in 2008 [24].  

Blockchain technology is built in a decentralized way, it can be used for transactions 

without requiring a trusted third-party authority to validate these transactions [14]. Block-

chain networks are linked data-structures work in a peer-to-peer way, and the revolution-

ary part is that everyone can access the network and take part in a transaction, provided 

some related software and hardware standards are met, and without having to share per-

sonal information such as identity or address although some types of blockchain will re-

quire a form of a user’s identity for security and trust reasons [17].  

The innovative technology behind blockchain, when used with cryptocurrencies is chal-

lenging and overthrowing the current centralized way of the economy, especially the dig-

ital one. Transactions can be completed without the need of a central authority like a bank 

to validate them [8]. 

Blockchain networks generally come in two types, permissionless and permissioned net-

work Regardless of the type there are some key ideas that network is made of like the 

ledger, the block, smart contract and cryptographic functions [4]. 

All users participating in a blockchain network come to an agreement regarding the way 

the transactions are validated. Each network implements a consensus algorithm for this 

case. Some examples of consensus algorithms are Proof of Work and Proof of Stake, 

which are the two most used.  

Although the blockchain technology is a major breakthrough, there are some risks involv-

ing it. The is always the risk of a cyberattack where a hacker might try to overthrow the 

system.  
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2.1 Blockchain components 

 

The blockchain technology is made up of several techniques and ideas. First and fore-

most, it makes use of a distributed ledger. A ledger is basically a collection of information 

regarding a transaction. The distributed ledger shares this information across all users of 

the blockchain system, who can even make a copy of that ledger [31]. 

Blockchain makes use of blocks that connected together in a chain way, thus the name 

blockchain. Each new published block is linked to the previous one using the hash label 

which contains the cryptographic hush function. A block is record of the information of 

one or more transactions, thus publishing a block means a transaction has been validated. 

This chain of blocks all the way the very first block published [19]. It is very difficult to 

alter a block once it has been added to the chain.  

Hash functions are used in order to ensure cryptography in a transaction and raise the 

security level. With the use of a hash function, the encrypted content of a transaction is 

altered so it is almost if not impossible for a hacker to access it before it is decrypted [1].  

Asymmetric key cryptography is used for the encryption and decryption of data. It is 

made of the public key and the private key that are used for encryption and decryption of 

data. Wallets are basically digital storage for a user’s information such as private key or 

public key and can also contain the digital assets that the user might possess [5].  

Smart contracts are a type of software that exists in the blockchain and it is activated when 

a situation demand it. They are used in order to ensure the outcome of an agreement be-

tween users participating in a transaction [3]. 

  



  -5- 

 

2.1.1 Cryptographic Hash functions 

 

 

Figure 1: Cryptographic hash function [107]  

 

Cryptographic hash functions are a main feature of blockchain technology and they are 

used for security and data integrity reasons. The idea about them is that they take input 

for example some sensitive data and produce a cryptographic output of fixed size, usually 

less than the input [12]. 

That output goes by the name of hash digest or hash value, and it is practically impossible 

to recreate the input given the output since it is computationally infeasible [21], [20]. The 

hash digest is unique to every given input, and even if we feed the same input to the hash 

function the hash digest will be different, although, there is a small possibility that a hash 

function will eventually give the same hash digest to two inputs. This is called a collision. 

A solid cryptographic hash function is established by its speed to perform calculations by 

the number of collisions that it might produce [2]. 

The most common cryptographic hash functions used in blockchain are the SHA-256 and 

the Keccak-256 algorithms. Both produce a hash digest of 256 bits and have very high 

speeds. Keccak-256 being en extension of Sha-256 is seen as the superior one of the two 

[4]. 
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2.1.2 Transactions  

 

A transaction in a blockchain network is basically an exchange of digital assets between 

users, most commonly in the form of cryptocurrencies. Transcactions are stored in blocks 

and in order for a user to participate in a transaction, it is required to send some 

information on the networks usually the adresses of both the sender’s and the receiver’s 

and digital assets specified in amount and type. Moreover, the transaction needs to be signed 

digitally in order to be validated [4]. 

 

 

 

Figure 2: Transaction in a blockchain [132] 

 

 

All the data regarding a transaction is immutable and visible to all parties at any given 

time. This automatically produces a background of the users and their transactions since 

they are held in blocks which are validated in the network, and given the fact of the 

decentrilised and distributed way the blockchain works, it builds trust in the system [10].  
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2.1.3 Asymmetric-Key Cryptography 

 

An asymmetric key is used for data encryption and digital signatures and it comes in a 

pair of keys, the private key and the public key [16]. The public key is used for decrypting 

the data of a transaction. It is the one that is made known to the other users of the 

blockchain and can hold information such as an address, an id, or an account number, and 

in a transaction, each asset is assigned a public key. The private key on the other hand is 

used for the decryption of data and for digital signatures in a transaction and contains a 

lot of crucial and sensible information and must not be made known at all costs, since a 

user utilizes the private key for accessing his digital assets [7]. If a user loses the private 

key then the user loses access to all the digital assets because it is nearly impossible to 

generate the same private again. Since each digital asset is assigned a public key, a single 

private key can generate a lot of public keys. The private key is impossible to find just by 

knowing the public key. In the case that a hacker gets a hold of a user’s private key, all 

the assets of the user are practically in possession of the hacker. The hacker can sell the 

assets for his own gain, or record sensitive information regarding the user [4]. 

So asymetric key cryptography plays a huge role in boosting security as the private key 

is not revealed in transaction and using digital signatures there is always proof that a 

transaction is issued between two users. A user cannot deny a transaction that  participated 

in. As a downside asymetric key cryptography can have negative effects at the speed that 

a transaction is issued as the more information a transaction has, the more time it is need 

to encrypt and decrypt, especially for very large sizes. Moreover, since public keys that 

are generated by private keys are not validated, they must be treated with the risks that 

public keys do not belong the user that is stated in them. [6].  

 

2.1.4 Distributed ledger technology 
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Figure 3: Distributed ledger technology [133] 

 

The blockchain technology is a subtype of the distributed ledger technology. Distributed 

ledger technology is basically ledgers that run on a on peer-to-peer network in a distrib-

uted and decentralized way [9]. A ledger is a collection of transactions between network 

users [23]. Any type of digital assets in a transaction can be saved in a ledger, though in 

blockchain the most common type of an asset is cryptocurrencies and smart contracts 

[32]. It allows the participants to access, manage, share and verify the data without the 

use of central authority to validate transactions [27]. Ledgers can be copied and saved 

multiple times, in a computing device that belongs to a network user and it called a node. 

The node can contain more than one copy of a ledger and can distribute the ledger to other 

nodes in the network. Having a lot of nodes in the network increases the security level 

since each node has a copy of a ledger and it is impossible for a hacker to alter all existing 

copies of a ledger [11]. 
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2.1.5 Blocks 

 

 

Figure 4: Illustration of block forming a blockchain [22] 

 

Blockchain as the name suggests is series of blocks that connected together in chain way. 

A block is collection of digital information regarding transactions [15]. A transaction in 

the blockchain network is stored inside a block, but a block is not guaranteed that it will 

contain a transaction, beside the one that rewards the miners.  

Any kind of information that is stored in the blocks is immutable, and everybody partici-

pating in the blockchain has read access to that information and everyone can validate the 

new blocks provided the consensus is met, except in the case that there some regulations 

like in a permissioned network. Because of this open-policy on information and to the 

fact that everybody on a blockchain has a copy of the ledger, it is very difficult for a 

hacker to alter the chain, since any alterations made are detected and corrected by the 

participants. A block is connected to the previously posted block via the previous block’s 

hash function, and to the next posted block via its own hash function. Moreover, every 

block in the networks contains a digital signature [29], [30]. 

In order for a block to be published on the blockchain it must first be validated. Nodes 

check the block if it meets the requirements of having correct syntax and if the size and 

the transactions it contains are legit. If it meets the requirements a node then links the 

block to the previously posted block using the hash digest and successfully publishes the 

block to the network [36]. 
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The components that make up a block, are the header and the body. The header contains 

the previous block hash digest, a timestamp that records the time that the block was cre-

ated, the nonce which the number that corresponds to puzzle that the miners are trying to 

solve, and the current block hash digest. The body contains metadata about the transac-

tions that are included in the block [4], [42].  

 

2.1.6 Wallets  

 

A wallet in a blockchain network is digital storage where a user can access and control 

the owned digital assets. Most of the time these digital assets are in the form of 

crcryptocurrenciesThrough the use of a wallet, a user can make transactions of 

cryptocurrencies between other users and it is widely used for exchanging one 

cryptocurrency with another one. Each time a user makes a transaction through the wallet 

a fee must be paid that can vary in amount [39].  

A wallet can also store both the private key and the public key of the user, as well as 

addresses that the user will be using. The is a great need for caution for a user to not lose 

the private key since there is no way that it can be recovered and all information linked 

to the private key will be lost forever since it is practically computentially impossible to 

generate a second one that is the same. Moreover, the private key should never be made 

known to other users since a malevolent user by using it can access the wallet and transfer 

all the digital assets to another account [4]. 

 

2.2 Types of Blockchain 

 

Blockchain technology comes in two major types that are very different from each other. 

The first type is the Permissionless blockchain. Permissionless networks are the most 

common ones and have the biggest number of users. Here everyone can access the block-

chain network and take part in a transaction. These types of networks are usually compu-

tationally expensive and users challenge others for a reward in the form of cryptocur-

rency. 
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The second type of Blockchain is the Permissionless or Private blockchain network. Here 

not everybody can try to publish a block to the system. There are some regulations that 

have to be met like providing some sort of identity in order to ensure that a user will be 

scared of acting in a malevolent and selfish way. 

 

2.2.1 Permissionless Blockchain 

 

 

Figure 5: Permissionless or Public Blockchain [13] 

Permissionless blockchain networks or public blockchain networks networks are known 

for their open-membership policy. They are built in a decentrilized manner, there is no 

central authority to validate the transactions [34], [46]. This type of blockchain is mostly 

utilized for the exchange of digital assets, most often in the form of cryptocurrencies. The 

creation of new currency tokens is done through mining where validating a block to the 

network, rewards a specific amount of a cryptocurrency. Due to the open nature of these 

networks, everybody can join the blockchain anonymously, have the rights to read or 

write on the ledger, and own a copy of the ledger [26], [28]. This is what makes permis-

sionless blockchain networks secure, despite the luck of trust between the users. It is ex-

tremely difficult to alter past blocks of the chain since it is nearly impossible to alter all 

copies of all users [26]. Moreover, to combat and prevent malevolent users from trying 

to alter the blockchain, each user must comply with the consensus of the network, an 

agreement that in order to validate a new transaction, resources must be invested, usually 

in the form of computational power [4]. 
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2.2.2 Permissioned Blockchain 

 

 

Figure 6: Permissioned or Private Blockchain [25] 

 

Permissioned blockchain networks are like permissionless ones immutable, and the 

ledger is distributed among the nodes. But in to permissionless networks, permissioned 

networks are not public and its nodes must provide some sort of identity in order to issue 

transactions. Participating nodes typically do not trust each other. There are also some 

regulations concerning the rights of the participants to read and write access on the ledger. 

For a node to access and broadcast new blocks, it must first be granted rights by the au-

thority of the network that consists of one or more nodes [49], [34]. Unlike permissioned 

networks, validating a transaction does not require the investment of resources to prevent 

malevolent users since the identities of the participating nodes are known and who try to 

alter to blockchain for personal gain at the expense of the others will be banned from 

entering the network again or legal consequences may follow. Participating nodes in per-

missioned networks agree to a consensus, and the most common way for the users to be 

rewarded with an amount of cryptocurrency is through transaction fees [26], [4].  

 

2.3 Smart Contracts 
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Figure 7: Smart contract [18] 

 

Smart contracts are a key feature of the blockchain technology and is in fact older than 

blockchain. A smart contract is a computer program used to guarantee that both sides of 

a transaction will be committed to the agreements they made [23]. We can think of a 

smart contract like a server that is built on the blockchain network and instead of the web. 

It holds the rights and the commitments of the participants in a transaction as well as an 

execution code, that is triggered automatically given the fact that some specific require-

ments are met [37].  

 In permissionless blockchain networks the implementation of a smart contract may re-

quire a fee in order to trigger the execution code. Moreover, there is also a preterminal 

set timer that is connected to the execution code. If the timer runs out and the execution 

code has not been triggered then the transaction is turned down and a new one must be 

made. The use of a fee is typically to avert anonymous malevolent users from trying to 

broadcast altered blocks to the blockchain system. In permissioned blockchain networks 

usually there is no need for a fee for a smart contract, since usually the identities are 

known [4].  
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2.4 Risks and challenges 

 

Blockchain networks may be widely used and adopted and may be increasing in popular-

ity with the flow of time, but there are a number of potential risks that are tied to their 

use. Such risks involve the 51% Attack that can potentially allow a malevolent user to 

take full control of the network in their favor to gain some personal benefit or other 

cyberattacks that target the actual network to alter it in order to gain a benefit from it. 

The identity of a user, especially in permissionless blockchain networks is not known and 

this has led to some serious criminal activities going on that are very hard to counter.  

 

2.4.1 Wallet Theft  

 

The most common attack on the blockchain network is wallet theft. Hackers target the 

wallets of users since they contain the private key which is linked to all the assets of a 

user. Once a hacker gains access to a user’s wallet, it is very easy to issue new transac-

tions, steal the user’s assets, or even delete the private key so the user cannot access again 

his wallet. Millions of dollars’ worth of assets worldwide have been stolen by the wallet 

theft attack. This attack is implemented by either utilizing vulnerabilities in the code of 

the Client Software or by the user sharing his private key with a malevolent user [40].  

2.4.2 Double spending  

 

A double spending attack is happening when a node is using the same coin of a crypto-

currency for two different transactions. The receiver of a transaction proceeds with the 

exchange of assets without verifying that payment has been done. The sender then will 

issue another transaction using the same coin that was used for the previous one, which 

will be the one that the nodes of the blockchain will validate and the previous transaction 

will not be taken into account and will be removed since it will not be validated. Thus, 

the receiver has been scammed. This type of attack tries to manipulate the time stamp 

during the initiation and verification of a transaction to quickly scam users [16].  
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2.4.3 51% attack 

 

In Permissionless blockchain networks the 51% attack occurs when a node has more than 

51% of the total network’s computational power. The node then can actually alter the 

blockchain and rewrite it for personal gain. 

In permissioned blockchain networks, however, the 51% attack occurs when a node has 

managed to gather 51% or more of the total network’s cryptocurrencies. Again, the node 

can overtake the blockchain for his personal gain.  

However, both of the above risks are almost never to happen to occur since gathering 

either 51% or more of either computational power or cryptocurrencies is practically im-

possible [35].  

 

2.4.4 Identity 

 

Through the encryption of the user’s data in a transaction, a great deal of security is 

achieved. So, the true identity of the user is not made known to the rest of the networks. 

While this may provide privacy and security for users, it is also the reason many illegal 

activities like money laundering or drugs and gun trafficking, are going on with the use 

of blockchain technology. And it is extremely difficult to combat these criminal activities 

to the core. [37].  

Sometimes there is a false statement that a user’s true identity can be traced by using the 

public key, since it can contain information, such as addresses that the user might use. 

This is not possible and user can own multiple public keys with multiple stored addresses 

in each one. The private key is the one that must not be made public in order to ensure 

anonymity, since by being made known it give the opportunity to other users to access 

the full information as well as all the digital assets. Law authorities use this tactic of trying 

to find transactions that are signed with the private key of suspicious users, and through 

the use of methods outside of the network, find the true identity and link them to crimes 

that they have committed [4]. 
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3 Cryptocurrencies and Chaos 

Cryptocurrencies are a form of digital coins that are used as a medium of exchange on the 

internet. Since the creation of the first cryptocurrency ever, bitcoin in 2008, their market 

share has increased dramatically.  The total number of owners is expected to reach 1 

billion by 2023 and the total market cap is evaluated to be more than 500 billion US 

dollars [33]. 

Cryptocurrencies follow the decentralized way of the blockchain network. They are not 

controlled by a central authority like a bank or a government. Their price is strictly linked 

to the laws of supply and demand. The creation of new cryptocurrencies is called mining 

and that involves solving a puzzle to broadcast a new block to the blockchain and receive 

a set amount of cryptocurrency as a reward. In order for all nodes participating in a block-

chain network to agree on the puzzle, a consensus algorithm is used. The two most famous 

and most used consensus algorithms are Proof-of-Work and Proof-of-Stake [82]. 

The two biggest cryptocurrencies are Bitcoin and Ethereum. Bitcoin was the first crypto-

currency ever created and has since had a leading role in the cryptocurrency market. 

Bitcoin uses the Proof-of-Work consensus algorithm. Ethereum has the second biggest 

market cap of cryptocurrencies and it uses the Proof-of-Stake consensus algorithm. 

Ethereum made the transition from Proof-of-Work to Proof-of-Stake in September 2022.  

Despite cryptocurrencies usually being a decentralized technology, there do exist crypto-

currencies that have fiat-like currency attributes. They do not have a central authority like 

a bank or a government that regulates them and controls their price. This role is usually 

taken by the companies that created them. These cryptocurrencies are known as stable-

coins. Their value is fixed and usually around 1.00 US dollars, and are backed either by 

actual dollars or assets that can be liquidated quickly. Their fixed price is very stable 

despite factors like inflation [48]. 

A big problem with cryptocurrencies, particularly the ones mined with the Proof-of-Work 

consensus algorithm and especially Bitcoin, is how much computational power and sub-

sequently electrical power they need. The whole power that cryptocurrencies like Bitcoin 

need are humongous and can even be greater than the needs of small counties. For this 
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reason, Proof of Stake is highly been praised since it requires far fewer resources than the 

Proof of Work algorithm [41]. 

 

3.1 Consensus algorithms 

 

 

Figure 8: Consensus algorithms [45] 

 

In blockchain networks users need to come to an agreement about the way that future 

blocks are published to the network. This is determined by the use of different consensus 

models, though the most used models are two, the Proof of Work consensus model and 

the Proof of Stake consensus model. Other less used models include the Proof of Author-

ity and the Proof of Elapsed Time.  

Proof-of-Work requires solving a competent ally expensive puzzle in order to publish the 

next block and the nodes compete with each other for the next publishing block. This is 

done for security reasons, as investing resources to validate a transaction, prevents hack-

ers and malevolent users from acting accordingly. In Proof of work systems, anyone can 

join and challenge other users and there is anonymity for everyone. The biggest crypto-

currency that uses the Proof-of-Work consensus is Bitcoin which is also the first crypto-

currency ever created.  

In the Proof-of-Stake consensus algorithm, the nodes do not challenge each other for the 

next publishing block. The publishing node is selected with the current stake of the total 
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network’s cryptocurrency that is has and the node is not rewarded for validating a trans-

action, but by collecting the transaction fees. Since the is no competition among the nodes, 

Proof-of-Stake uses far less resources than Proof-of-Work. Here for a node to join, some 

kind of identity usually must be presented, so a malevolent node might face legal conse-

quences for malicious actions. The biggest cryptocurrency that uses Proof-of-Stake, and 

the second biggest overall is Etherium, which made the transition of Proof-of-Work to 

Proof-of-Stake in September 2022. 

Other less used consensus algorithms include Proof-of-Burn where the publishing node 

is selected in regard to the number of coins that a node has discarded, Proof-of-Identity 

where the publishing node is elected via voting, and Proof of Elapsed time where the 

publishing node is elected in regard to time that has passed since not publishing a block. 

 

3.1.1 Proof of Work 

 

Figure 9: Proof-of-Work [137] 

 

The most common consensus that is used for permissionless blockchain networks is the 

Proof-of-Work algorithm. It is used to force the nodes participating in the blockchain to 

agree on and order the set of confirmed transactions in a decentralized, pseudonymous 
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Way [47]. With Proof-of-Work the nodes are competing with each other for the privilege 

of being the ones to publish the next block in the blockchain. This competition involves 

using resources in the form of computational power to solve puzzles that vary in diffi-

culty. The variance in componential power required is mainly for security reasons in order 

to discourage malicious users from participating in the network. The first node to solve 

the puzzle that involves the hash function is given the right to validate the transaction and 

distribute the ledger to the other nodes. The other nodes then check the shared ledger and 

update their own copy. This process is known as mining and the nodes participating are 

called miners [44].  

In more depth, the procedure of mining is the following. The system sets up a target value. 

The nonce is practically the number of trials that the node did, and it is the solution to the 

puzzle. The puzzle that the miners are trying to solve, is finding a cryptographic hash 

digest that is less than the target value.  The value of the target value determines how 

challenging the puzzle is, and consequently how much computational power is required. 

Adding more zeros to the target value results in a more difficult puzzle, while reducing 

the number of zeros has the opposite effect. A participating node, to solve the puzzle, 

starts checking hash digest values one at a time until it finds a legit one. In the recent 

years the need for computational power has spiked to immense levels and interesting phe-

nomena is observed that the vast majority of miners are based in countries that have very 

cheap electricity like China and countries of South-East Asia [51]. 

While solving the puzzle for a new block is extremely difficult, evaluating the result is a 

very easy thing to do. Simply hashing the block header with the given nonce, will result 

if the newly pending block is legit or not. So when a node that has solved the puzzle 

uploads the block to be validated. Other users can check if it is legit, and if it is they can 

immediately discard their own work and start working on the blockchain with that block’s 

hash digest [46], [4]. 

When a miner posts the block to the network, they are rewarded with a set amount of 

cryptocurrency. This reward is what drives miners to participate to the blockchain. Usu-

ally, a miner will publish the block upon solving the puzzle, but there are cases when the 

miner upon solving the puzzle will not publish the block and proceed to solve another 

block’s puzzle to capitalize an even bigger reward. this runs the risk of another miner 

solving the puzzle and claiming the reward. When two or more miners try to post a block 

to the network at the same time, we have a conflict of the blocks. this is called a fork and 
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it is solved by choosing the miner that is trying to post the block that is the most compart-

mentally expensive [47], [56].  

The most well-known use of the Proof-of-Work consensus algorithm is for the cryptocur-

rency Bitcoin which was introduced in 2008 and has since become synonymous with it. 

Bitcoin allows publishing new blocks to the network every ten minutes. 

The 51% attack is a potential threat that can overtake a blockchain using Proof-of-work. 

Since Proof-of-Work systems, chances for a node to broadcast the next block are related 

to the amount of computational power the node has, there is a risk that a node or a group 

of nodes with malicious intent will at any given time hold more than 51% of the total 

networks computational power, outperforming all other nodes. It can then alter the block-

chain to its own favor, getting rewards far greater than it normally would gain. Gathering 

such a huge amount of computational power is an extremely difficult if not impossible 

feat to do in big blockchains, but smaller blockchains that wield small rewards for the 

miners are more possible to face this problem in the future, since losing miners that find 

that blockchain not worth investing resources means that the threshold of 51% computa-

tional power for a malicious user is easier to achieve [4]. 

 

3.1.2 Proof of Stake 

 

 

Figure 10: Proof of Stake [38] 

 

Contrary to the Proof of Work model that is permissionless and based on available com-

putational power, the Proof of Stake model can be used both in permissionless and in 
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permissioned models, and it is based on the abundance of wealth each user has compared 

to the rest on the network [43]. This wealth is measured in the amount of a given crypto-

currency a user currently holds or has invested in the network, and it is called a Stake, 

and it is bound in the network, the user cannot spend the stake [4]. The Proof of Stake 

type of blockchain networks was created as an alternative to the Proof of Work model in 

order to make validating a transaction easier and decrease the requirements and resources 

needed [53].  

Proof of Stake is mostly well known for its implementation of the Etherium cryptocur-

rency that currently has the second biggest market margin, only behind Bitcoin. Other 

famous cryptocurrencies using Proof of Stake are NEM, Cardano, Blackcoin, and Peer-

coin [59]. 

A potential risk of the Proof of Stake model could be the 51% attack. Here this risk means 

that a potentially malicious user could possibly have a stake that exceeds the 51% of the 

total network’s cryptocurrencies. That could give him control of the network and exploit 

it for gain. Although the 51% attack can theoretically happen, practically it is near impos-

sible for a single user to gather such a large stake in the network. Moreover, if a hacker 

ever tries to seize the network for personal gain, it is not even granted that he/she can 

secure the cryptocurrencies out of the network since the identity in permissioned type 

blockchains is known and he/she may face legal consequences. 

Contrary to the Proof of Work model that rewards competition, since, in order for users 

to claim a reward they must validate a transaction, the Proof of Stake model rewards its 

users through transaction fees, there is no reward for a user just by publishing a new block 

to the system. New blocks are published in the network by a user under a probability that 

is chained to the stake the user has. Bigger stake means bigger probabilities to for a user 

to be elected to publish a new block and thus collet the transaction fees. Users do not 

compete with each other using their computational power to validate a transaction, thus 

the overall resources needed are much smaller [62], [134].  

The Proof of Stake also be extended into four voting models. Every one of these models, 

makes use of the stakes of the users in its own way but the common thing is that the user 

to validate the transaction is elected based on the share of stake [4]. 

The random selection Proof of Stake is the most common and simple model. Here a node 

is given probabilities to be selected to validate a transaction equal to the proportion of the 

total network’s cryptocurrency that is staked. Only the stake of the node is taken into 
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account and nothing else is to compute the probability. If the node has a stake of 10% of 

the total cryptocurrency, then it is expected that the node will be selected at about 10% of 

the time stake [4]. 

In the Byzantine fault tolerance Proof of Stake, the users participating come to an agree-

ment for broadcasting new blocks to the network through communication [60]. The node 

that is given the right to publish new blocks is elected through voting where each user 

votes for a node and there can be a number of rounds that voting is done until the pub-

lishing node is decided [4]. In order to increase the network’s security sometimes the 

voting users will have to pay a fee to participate [52]. 

The coin age Proof of Work uses a combination of the user’s stake of cryptocurrency, and 

the time passed without validating a transaction to the network. Here the staked crypto-

currency “age” with time, thus the name coin age. A time benchmark is set to the network 

and the first node that meets this benchmark is given the right to publish the next block. 

When the transaction is validated, the staked cryptocurrency will have its coin age reset 

and must once again reach the time benchmark in order for the node to publish a new 

block again [57]. In addition to reaching the time benchmark, having a bigger share of 

the network’s cryptocurrency will give a node a greater opportunity to validate the next 

transaction due to having a bigger coin age, but not to a very great extent since here the 

blockchain network raises some constraints on that type of nodes in order to make it fairer 

for others [4]. 

The Delegated Proof of Stake expands on the Proof of Stake model and adds another level 

of security. When a node is elected to publish a new block to the network, a sign to that 

block must be committed in order to be validated [63]. Moreover, there is an election 

scheme where users will vote for a node to be given the right to broadcast the new block 

to the network on their behalf. Each user’s weight of the vote is directly linked to the 

stake in the network they currently hold. When is node is elected to publish new blocks, 

it is not guaranteed that these rights will remain forever. Frequently users are dissatisfied 

with the elected node and will seek to replace that node either with another one or with 

themselves. Usually, there is a great level of compliance of a publishing node to the rest 

of the users, just for fear of voting against them and losing their publishing rights [4].  
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3.1.3 Proof of Identity 

 

 

Figure 11: Proof of Identity/Authority [55] 

 

The Proof of Identity, also known as Proof of Authority algorithm is used on permissioned 

blockchain networks. Here a set of nodes is given rights be an election to validate trans-

actions. The nodes that make up that set form a clique and are called Authorities [58]. 

The network works in rounds. At each round a new set of nodes (authorities) is elected to 

validate the transactions. Here there is no need for solving a puzzle for a reward, so the 

network far less resources than a Proof of Work algorithm model [54]. Networks with 

Proof of Identity algorithm are trust based, since the nodes validating a transaction have 

their identities known to the rest of the network. This includes presenting id documents 

on the network that have been previously verified by pre-approved peers that act as mod-

erators o the system [69]. This directly influences the behavior of the authorities, since, 

given the fact that the identity is well-known, the authority does not want to provoke the 

rest of the network with selfish or malevolent acts, for it may face consequences. This 

makes the network much more trustworthy to its users [4].  

3.1.4 Proof of Elapsed Time 
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Figure 12: Proof of Elapsed Time [70] 

 

The Proof of Elapsed Time consensus algorithm is a form of Proof of Work algorithm 

and it is used on permissioned blockchain networks and was first brought into the spot-

light by Intel. The idea behind this algorithm is that in order to validate a transaction, the 

node will have to wait a random amount of time before doing so [65]. The nodes of the 

system become inactive throughout the waiting time and when the system picks a random 

time, the node with the lowest waiting time close to the random time becomes active and 

publishes the new block to the network. The other nodes are then made aware that the 

transaction is validated and the procedure starts again at a different random time [4].  

The random time is picked in order to ensure that the whole process remains as fair as 

possible since nodes that would have the smallest waiting time would always win by 

default and a hacker might exploit this for personal gain. The random time is picked and 

verified by a small execution environment made specifically for this purpose. In this en-

vironment, it is extremely difficult to become a victim of attacks given the cryptographic 

functions it is built upon [68].  

 

3.1.5 Proof of Burn 

 

 

Figure 13: Proof of Burn [61] 
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The Proof of Work consensus algorithm was invented as another less computationally 

expensive option to Proof of Work [72]. Broadcasting new blocks to the network is tied 

with the amount of cryptocurrency that a node burns. Burning cryptocurrency is actually 

sending it to an invalid address, in an address that the node has no control of the private 

key [50]. Therefore, the amount of cryptocurrency send is destroyed and lost. Nodes that 

are burning coins for a longer period of time have higher chances to broadcast the next 

block to the system. The reward for the nodes participating is collecting the transaction 

fees in the form of cryptocurrency. Thus, for a node to potentially start making a profit 

using proof of burn, it must first lose a considerable amount of cryptocurrency through 

burning [67], [64].  

 

3.2 Bitcoin 

 

 

Figure 14: Bitcoin Logo [100] 

 

The bitcoin was the first decentralized cryptocurrency ever created and is the most famous 

blockchain implementation. It first came into existence on October 31, 2008, and it was 

created by Satoshi Nakamoto [66]. Nakamoto created bitcoin as an alternative to the 

transactions that occur on a model that is built with trust such as the current banking 

system. It is a peer-to-peer electronic cash system. The bitcoin blockchain is a permis-

sionless type of blockchain and uses the Proof-of-Work SHA-256 algorithm for validat-

ing new blocks. Bitcoin has a set number of new coins that will ever be produced. The 
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number of the total coins can never be greater than 21 million and in order to achieve this 

goal, the validating algorithm becomes harder to solve and the reward is halved 

every 210,000 new blocks [68]. Bitcoin is more widely used and seen as an asset and a 

form of strong and solid investment, rather than a form of fiat currency. It is widely 

adopted by people all over the world and in 2017 the whole bitcoin network was worth 

more than 300 billion dollars. [77].  

Bitcoin among all other cryptocurrencies is the one that is challenging the current cen-

tralized system of transactions of countries. Since it is discrete from central institutions 

and the banking system, governments cannot issue it and control it like a fiat currency 

[73]. Its value is reflected only by the laws of supply and demand [82] and that is a reason 

that investors seem to prefer to add bitcoin to their portfolio when the economy is facing 

struggles such as inflation [80].  

Because centralized systems cannot control bitcoin, it has raised a lot of criticism about 

adopting regulations, and there is pressure on governments to act accordingly. Some 

countries like Bolivia, Morocco, and Nepal are very strict about the use of cryptocurren-

cies and especially bitcoin, and have banned it completely, while others like the European 

Union or North America do not seem to bother with it and allow all types of transactions 

involving it [75].  

 

 

Figure 15: European countries that have less power consumption than bitcoin, are de-

picted with orange color [135] 
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There is a lot of criticism regarding the environmental aspect of Bitcoin. Bitcoin is not 

seen as a clean or environment-friendly cryptocurrency by a portion of the cryptocurrency 

community and investors. The production of new bitcoins involves the mining method, a 

very computationally expensive process to validate new blocks. A miner uses GPUs in 

order to solve the consensus of the bitcoin blockchain and claim a reward of a set amount 

of bitcoin. In order to hold greater success often a rig with more than one GPU is used. 

The amount of energy consumption that is needed for bitcoin mining is enormous, and it 

is estimated that the global energy consumption of bitcoin far exceeds the annual energy 

needs of countries like Ireland, countries of the Baltic Sea, and countries like Serbia and 

Croatia.  [71].  

 

3.3 Ether 

 

 

Figure 16: Ethereum Logo [74] 

 

Ether (ETH) is the native cryptocurrency that is used in the Etherium blockchain. Ether 

is second only to Bitcoin in the market cap of cryptocurrencies at160 billion US dollars 

as of 2022.  

Ethereum blockchain was created by a computer programmer and researcher named Vata-

lik Buterin in 2013 and it works in a permissionless decentralized and peer-to-peer way. 
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It was first implemented with the Proof-of-Work consensus algorithm but moved on to 

Proof-of-Stake in September 2022. The main cause of the switch was to reduce the com-

putational cost needed to broadcast a block to the blockchain. This switch to the Proof-

of-Stake is known as “the Merge” and it reduced the power needed by more than 98%. 

Contrary to Bitcoin which allows a block to be broadcasted at a rate of one in 10 minutes, 

Ethereum allows broadcasting one in about 15 seconds.  It is an open-source network, 

meaning all the information of transactions stored in the blocks is visible to anybody 

participating although it is encrypted [76]. 

Ethereum is most known for its wide use of smart contracts in transactions, effectively 

removing the need for authorities like a bank. It provides its users with an account that 

can take two types [78], [79]. Both types of contracts use blocks for the blockchain that 

are made from the balance that shows the amount of Ether coins a user has, a state of 

private storage, the nonce, the hash digest, and finally a public address for the transaction 

that is stored in the public key in the externally owned account or in the smart contract 

used in the smart contract account [89].  

 

 

Figure 17: Externally Owned Account and Smart Contract Account [84] 

 

The first type is externally owned accounts (EOA). They use asymmetric key cryptog-

raphy that consists of one private key and one or more public keys that are generated by 

the private key. Cyberattacks and scamming are very popular regarding the private key 

as this key gives full access to the assets of the account to whoever is in control of it [81].  

The second type and the most used in the Ethereum blockchain is smart contract accounts. 

This type of account has the same design as an EOA but instead of using a private key to 
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verify a transaction, it implements a smart contract and its code [81]. Smart contact codes 

are written in high-level programming languages, compiled into bytecode, and then they 

are used by the blockchain for their executable code when transactions need to be vali-

dated by the nodes. Smart contract accounts cover a lot of fields like finance, gaming, 

healthcare, real estate, payments, and trading [79], [83].  

 

3.4 VeChain 

 

 

Figure 18: VeChain [125] 

 

The Vechain (VET) cryptocurrency is the biggest cryptocurrency that supports the Proof-

of-Identity consensus model. More specifically, the name of the algorithm is Secure, Use-

case adaptive, and Relatively Fork-free Approach of Chain Extension, or SURFACE in 

short [85].  

It was created and is run in Singapore and it works in a centralized way. VeChain is very 

popular on the Asian market, where China wants to implement its technology for the 

creation of future smart cities [88]. Only users that have been granted permissions can 

have read or write access to the blocks [90]. VeChain is widely used in the field of logis-

tics and supply chain. All the products and all the sides that participate in a transaction 

are tracked down and stored on the ledger in order to make them clear for everyone. Ve-

Chain assigns a unique identity to every product to be able to be tracked down [86]. This 

technology of assigning identities is called VeChain Identities or VID for short. Moreo-

ver, VET implements the SHA-256 hashing algorithm just like Bitcoin but also supports 

reading of a smart contract with the use of asymmetric key cryptography [90].  
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3.5 Counterparty 

 

 

Figure 19: Counterparty (XCP) [95] 

 

Counterparty is a peer-to-peer financial platform for transactions with no use of a trusted 

party that implements the proof-of-Burn consensus algorithm and has the biggest market 

cap of cryptocurrencies doing so. It was created in the year of 2014 by a programmer 

working on the Bitcoin platform. Counterparty is using the Bitcoin blockchain platform 

and works with building on metadata to bitcoin transactions [87].  

 The cryptocurrency coin of counterparty is XCP. Since counterparty uses the Proof-of-

Burn consensus algorithm in order to produce XCP coins, a user must first burn a set 

amount of another cryptocurrency, in this case, a user burns Bitcoins. By burning a 

Bitcoin, a user earns about a thousand XCP coins. There do exist some other ways to earn 

XCP without the need to sacrifice bitcoins. The most famous one is sending the amount 

of bitcoin to be burned in a locked side-chain. After receiving the XCP coins, a user can 

then burn them to unlock the amount of bitcoin that was locked away. The downside is 

that this way needs to spend more computational resources and there is a possibility of 

merge-mining, so it is very rarely implemented [99].  

The reason the Counterparty chose to implement Proof-of-Burn is to keep the whole pro-

cedure of creating new coins as fair as possible and work in a decentralized way while 

also steering clear of law problems. A big part of the crypto community is very negative 

towards XCP for the sole reason that it burns Bitcoins which are very hard to mine and 

are sought after a lot [91]. 
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3.6 Tether 

 

 

Figure 20 Tether logo [93] 

 

Tether (USDT) is the biggest stable coin cryptocurrency regarding market cap and the 

third largest overall cryptocurrency behind Bitcoin and Ether. It is mainly implemented 

on the blockchains of Bitcoin and Ethereum. Tether coin is backed at around 1.00 Us 

dollars or of assets that are worth that value. The creator of Tether is the company Tether 

Limited which also is the issuer of the coins and regulates them [98].  

There is a bit of controversy regarding the assets that back Tether. While Tether Limited 

is reassuring that 100% of the coins are backed by US dollars to allow users to claim their 

tokens’ worth at any given time, there are allegations by other companies and groups that 

claim to be shortages in its reserves. Despite Tether Limited claiming to provide proof 

and transparency regarding the liquidity of Tether, no such actions have yet to take place. 

Moreover, more allegations that there Tether coins that are generated without being 

backed by liquid assets and again Tether Limited did not provide evidence that Tether 

was backed at 100% as it claimed [94]. In 2017 controversy around the security regarding 

tether was raised as tokens valued at around 30 million US dollars were stolen from their 

owners. Following the theft of coins, Tether Limited postponed the trading of Tether until 

a new software was designed to boost the security. Trading with Tether was once again 

allowed after a two-month period. Around this time there was also controversy that con-

nected Tether to being used to manipulate the price of Bitcoin but there was no proof of 

such an event and Tether limited did not face any legal actions.  
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3.7 Binance Coin 

 

 

Figure 21: BNB logo [97] 

 

The cryptocurrency Binance (BNB) is a utility coin and is the fourth biggest cryptocur-

rency by market cap, but holds the first position of a cryptocurrency that is used for trad-

ing. So, while Bitcoin and Ethereum are more used as an asset to accumulate wealth, 

Binance is almost completely used as an exchange medium, for payments and transaction 

fees. It was created by a developer named Changpen Zhao in 2017 in China, but quickly 

the company founded by Zhao move its main facilities to the Cayman Islands. A lot of 

controversies is engulfing the use of BNB as a means of money laundering and illegal 

activities and was placed under investigation by the United States legal system. Following 

these allegations, Binance was banned in the United States, though in order to avoid fur-

ther legal actions and persecution, another coin, Binance.US was created to align with the 

United States rules, still, it is not legal in all the states [96].  

In 2021 the company running BNB was accused of selling users’ information to third-

party groups and was banned from the UK market [105]. Following the United Kingdom, 

Italy and Canada also banned Binance from being used in their markets but later Italy 

dropped the ban and made it legal [105]. Japan, Germany, and the Netherlands warned 

Binance to validate its existence by being registered and obtaining a license. The Nether-

lands also fined Binance for failing to do so [110]. Despite all those regulations from so 

many countries, France was the leading European country that gave Binance a license to 

perform exchanges in its market in 2022 [108]. 

Formerly using the Etherium blockchain, it abandoned it to move to the BNB chain in 

2020 and it implements a merge of the Proof-of-Stake and Proof-of-Authority consensus 

algorithms. [115]. 
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3.8 USD Coin 

 

 

Figure 22: USD coin logo [101] 

 

USD coin (USDC) is one of the biggest stablecoins regarding market cap, behind only 

Tether. USD coin is known for its extensive use of smart contracts. It is mainly used in 

the field of finance, for trading, investing, lending, and for payments. Since USDC is a 

stablecoin, it applies to fiat currency rules, and the authority that regulates it is the com-

pany Center which was founded by a consortium formed by Circle and CoinBase, the 

creators of USDC [98]. All USDC that are issued and are in the market are backed by 

liquid asset and US dollars at an exchange rate of 1 coin for 1 US dollar. All the reserved 

US dollars are currently under known banks and investment institutions and frequenty 

law firms bestow affirmation for those reserves [104], [102]. In order to prove the rumors 

that USD Coin cannot back its users’ coins with liquid assets false, Circle made a public 

report regarding its reserves in 2022. This move of transparency disproved of all rumors 

and helped build more trust to the stablecoin [109].  

In order for a node to get hold of USDC coins, it must first get in touch with an issuer. 

After the deposit of US dollars in the issuer’s account, a smart contract will be imple-

mented and the equivalent amount of USDC coins will be sent to the user’s wallet [98].  
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USD Coin moved to the Proof-of-Stake from Proof-of-Work model, as the Etherium 

blockchain which it uses made the transition in September 2022. Center, decided to con-

tinue and be absolute about using the Etherium blockchain after moving to Proof-of-

Work, mainly reducing the resources needed [106].  

3.9 Other Cryptocurrencies 

 

The following table contains the 100 biggest cryptocurrencies by market cap. Though the 

majority of them do not have as big of a market cap as the cryptocurrencies we analyzed 

in the above section, they still hold great value and are used extensively by users all over 

the world. The data for the following table was collected from CoinGecko through its 

respective API  

 

Symbol Name Price Market cap 

btc Bitcoin 17419.84 334075901386 

eth Ethereum 1277.34 153609628863 

usdt Tether 1.001 68370957517 

bnb BNB 298.14 48772492706 

usdc USD Coin 1.005 43703774961 

busd Binance USD 1.007 23167707251 

xrp XRP 0.392003 19647940825 

ada Cardano 0.364635 12787311526 

doge Dogecoin 0.088729 12158301787 

matic Polygon 1.092 9723340123 

dot Polkadot 5.81 6805957497 

sol Solana 17.64 6438364767 

shib Shiba Inu 0.00001015 5994144129 

steth Lido Staked Ether 1271.06 5985884848 

dai Dai 1.005 5426088898 

trx TRON 0.057399 5295142735 

okb OKB 19.44 4891002631 

avax Avalanche 15.04 4501970650 

ltc Litecoin 62.55 4477432991 

uni Uniswap 5.7 4296162265 

wbtc Wrapped Bitcoin 17469.95 4147323975 

leo LEO Token 3.98 3730931969 

atom Cosmos Hub 12.11 3547968010 

link Chainlink 7.07 3474181162 

etc Ethereum Classic 22.11 3047928826 

xlm Stellar 0.096506 2474103959 
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xmr Monero 132.23 2399768421 

cro Cronos 0.094622 2394473757 

ton The Open Network 1.57 2319609800 

algo Algorand 0.318687 2255083617 

bch Bitcoin Cash 103.7 1993805622 

near NEAR Protocol 2.23 1834444508 

qnt Quant 122.53 1770643201 

vet VeChain 0.02184507 1582043299 

fil Filecoin 4.56 1452179010 

flow Flow 1.33 1382915570 

lunc Terra Luna Classic 0.00019802 1362507922 

chz Chiliz 0.229639 1221329596 

frax Frax 1.001 1218713055 

hbar Hedera 0.04925618 1212483049 

icp Internet Computer 4.25 1158084711 

egld MultiversX (Elrond) 47.01 1120615942 

ape ApeCoin 3.37 1058426512 

xcn Chain 0.04740824 1017986262 

xtz Tezos 1.12 1015130656 

sand The Sandbox 0.654216 1008497350 

theta Theta Network 0.994015 994525045 

aave Aave 67.04 950817663 

eos EOS 0.92933 942191158 

mana Decentraland 0.51891 941874194 

 

Figure 23: table showing the 100 biggest cryptocurrencies as of January 2023 by market 

cap. 

 

3.10   Chaos Theory 

Chaos theory is an area of scientific study that makes use of complex mathematical equa-

tions in order to explain random or unpredictable patterns in systems dictated by deter-

ministic laws. The main idea behind chaos theory is that neglectable changes in the initial 

conditions of a system may lead to vastly different results over time. [138]. Chaos theory 

is frequently used in fields such as weather prediction or stock prediction in financial 

markets and the prediction of the movement of celestial bodies. One attribute of chaotic 

systems is that they are predictable for a limited time and then they become random with 

some patterns and structures appearing over time without the force of external influences 
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[139]. This organization of patterns in the randomness is one of the most important fea-

tures of complex systems as it helps them evolve and adapt as time goes by.  

Lorenz a meteorologist is attributed to be the founder of chaos theory which he developed 

in 1963. He discovered the theory while experimenting with calculations rounding a num-

ber with 3 and 6 digits. He discovered that the change in the digits produced different 

results. This was the starting point in creating the theory that even a small change in the 

initial conditions of a system will provide a different outcome. The equations provided 

by Lorenz can produce attractors by graphically depicting the points of a system in the 

phase space. The most well-known form of the chaos theory is the butterfly effect which 

was used to simplify the chaos theory it says that the flap of the wings of a butterfly 

somewhere in South America, can lead to hurricanes in the United States. 

David Ruelle, a physicist while analyzing the system provided by Lorenz and its attrac-

tors, came to realize that the trajectories of some attractors never intercept each other and 

form cycles that are not circles, and in a random formation. These kinds of attractors were 

given the name of Lorenz strange attractors, and represent the reconstruction of a chaotic 

system in the phase space. Mandelbrot in 1973 found out that Lorenz’s strange attractors 

are fractal objects and thus have fractal properties. These properties include near-identical 

repetition despite the way of observation, the similarities continue to exist while the object 

is scaling. Fractals are found in many natural systems, including snowflakes, coastlines, 

and the branches of trees. The study of fractals has become an important area of research 

in many fields, as it provides insights into the underlying patterns and structures of com-

plex systems. [112].  

Due to the randomness, the differential equations that describe a chaotic system cannot 

be solved, thus we cannot directly describe the system at a given time t. To overcome this 

obstacle, we can use differential equations for the future state of the system at a time t+1, 

knowing its state at time t. This method depicts the system as it evolves through time 

[119].  

Chaos theory undoubtedly has seen a lot of applications in different scientific fields but 

it has also become target for strong criticism. The biggest form of criticism is that is 

extremely difficult to be applied to real-world systems as the complexity of these systems 

often is too high to be modeled correctly. Another major form of criticism is that is it very 

difficult to separate chaotic and random behavior in systems. The above two major prob-

lems led a lot of researchers to question the usefulness of chaos theory  
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Figure 24: Lorenz strange attractor [114] 

 

 

3.11  Chaos theory in cryptocurrencies 

 

Chaos theory finds great use in the cryptocurrency field. Since cryptocurrencies are 

mainly used as investments, chaos theory is used as a tool for the analysis of the market 

behavior as well as the prediction of the returns. Cryptocurrencies are known to be vola-

tile and often occur sudden changes to the market, making them very good targets for 

implementing chaos theory. 

In this part of the dissertation, we are going to do a literature review relevant to chaos 

theory in cryptocurrencies. 

M.Omane-Adjepong and I. P. Alagidede examined the dynamics behind new cryptocur-

rencies using Locally Linear Embedding estimations to search for the presence of chaos 

in time and scale return samples. They concluded that chaos is not present in the return 

samples when taking into account samples from a full week. Moreover, they found all 

cryptocurrency returns have high predictability and that the cryptocurrency market is no 

different from other more traditions asset markets when it comes to system dynamics 

[140] 
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4 Methodology 

4.1 Time-Delayed Mutual Information 

 

In order to figure out if there is dependance between two points of a timeseries we use 

the method of Mutual Information (MI). Mutual Information can never get values below 

zero and gets its max value when there is no difference between two distributions and it 

is equal to zero when two distributions are independent from each other. But taking into 

account MI without calculating time lags may give us incorrect insights because it is 

symmetric [118]. If we calculate the Mutual information between two distributions at 

different time lags, we get Time-Delayed Mutual Information (TDMI) which is asym-

metric and does not rely in sampling rates, but on the total amount of points of a distribu-

tion [113], [111]. With TDMI we can get the chronological order between deviations 

[117]. TDMI is useful because we can find the optimal time delay that we will use further 

in our paper. The equation that is used to measure TDMI is the following and we are 

searching for the right time lag that the equation will produce the first local minimum. 

 

 

𝐼(𝑥𝑡 , 𝑥𝑡−𝛿𝑡 ) =  ∫ 𝑝(𝑥𝑡 , 𝑥𝑡−𝛿𝑡) 𝑙𝑜𝑔
𝑝(𝑥𝑡, 𝑥𝑡−𝛿𝑡)

𝑝(𝑥𝑡)𝑝(𝑥𝑡−𝛿𝑡)
𝑑𝑥𝑡𝑑𝑥𝑡−𝛿𝑡 

 

The joint probability between a distribution and a variable at times t, and t-δt is given by 

𝑝(𝑥𝑡, 𝑥𝑡−𝛿𝑡) is and 𝑝(𝑥𝑡) and 𝑝(𝑥𝑡−𝛿𝑡) are the marginal distributions.  
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Figure 25: Graph of mutual information. [120]  

 

The above figure is a visual example to help us understand that the optimal time lag is 

when the mutual information reaches its first local minimum. In our example the first 

local minimum is at a time delay of 65 lags. 

 

 

4.2 Reconstruction of equivalent phase space 

 

In order to reconstruct the phase space, we will make use of Taken’s embedding theorem 

of Method of Time Delays (MOD).  [116]. Taken’s theorem suggests that it is possible to 

reconstruct a projection of the original phase space by plotting the time-series points as 

they evolve through time. The equation of the vector points of the phase space of the 

timeseries as they evolve through time is the following: 

 



  -41- 

 

X =  [

𝑋1

𝑋2

…
𝑋𝑀

]  =  [

𝑋1 𝑋1+𝜏 … 𝑋1+(𝑚−1)𝜏

𝑋2 𝑋2+𝜏 … 𝑋2+(𝑚−1)𝜏

… … … …
𝑋𝑀 𝑋𝑀+𝜏 … 𝑋𝑁

] 

 

 

In the above equation, N = M + (m-1)τ is the total points of the reconstructed phase space, 

the delaying time is τ and the embedding dimension is m [116]. The embedding dimen-

sion is defined as the length m of the used single vector space that can reconstruct the 

successive phase space of a process [122]. It is calculated by finding the fractal dimension 

and rounding it up to the nearest integer. Through the use of another embedding theorem, 

that of Whitney, if a manifold has an embedding dimension of n, then the embedding 

dimension m cannot be more than 2n [121].  

 

 

Figure 26: time series with different lags [128] 
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Figure 27: reconstructed phase space at lags τ+1, τ+2 [124] 

 

In the figures above we have three time-series that are identical but have different time 

lags τ. The first time-series has a time lag value of τ, the second time-series that is in the 

middle has a time value of τ + 1, and the last time-series has a time lag value of τ + 2. 

Using the Taken’s embedding theorem of time delays, it is possible to reconstruct a copy 

of the original phase space just by using the points of the above three time-series as they 

evolve through time as coordinates to create a map. This map is the new phase space. A 

phase space reconstructed through Taken’s theorem is equivalent to the original phase 

space in way that it inherits all the nonlinear dynamics and as such contains all the crucial 

information about its features, like the Lyapunov exponents [127].   
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4.3 Determination of Fractal Dimension 

 

In order to describe the strange attractors of a system we have come up with different 

measures. One of them is the fractal dimension and it is very important because it is a 

measure to decide if a system is chaotic or not from its value [130].  

There are a lot of ways to determine the fractal dimension from a time series. In this study, 

we will use the correlation dimension definition that was brought up by Grassberger, P. & 

Procaccia, I. (1983) [123]. The correlation dimension is linked directly to the distance of the 

points that are mapped on the phase space. So, there is a need to compute the phase space 

vectors and then the correlation integrals C(r) are computed with the following equations: 

 

𝐶(𝑟) =  
2

𝑁𝑝𝑎𝑖𝑟𝑠
∑ ∑ 𝛩(𝑟 − ‖𝜉𝑖 − 𝜉𝑗‖)

𝑁

𝑗=𝑖+𝑊

𝑁−𝑊

𝑖=1

 

 

Where  

 

𝑁𝑝𝑎𝑖𝑟𝑠 = (𝑁 − 𝑊)(𝑁 −  𝑊 + 1) 

 

The Npairs is the normalized pair of points that are inside a distance r, N represents the 

number of the points that are reconstructed, and W is the Theiler window which is the 

minimum time separation value that all points in the autocorrelation time are supposed to 

have. When the distance r does not have big values, then correlation integrals C(r) scale 

with the distance and the correlation dimension can be given by the following equation: 

 

𝐷𝑐 = lim
𝑟→0

𝑙𝑛𝐶(𝑟)

𝑙𝑛 𝑟
 

 

If the value of the correlation dimension (Dc) is not an integer, then the system is chaotic. 

We can calculate the value of the minimum embedding dimension by rounding up the 

value of the correlation dimension to the nearest integer [126].  
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The number of points N does have a minimum value according to Smith[……]. In order 

for the correlation dimension to provide a valid quality value, the following equation is 

used to determine the minimum number of points: 

 

𝑁𝑚𝑖𝑛 ≥ ((𝑅(2 − 𝑄)/(2(1 − 𝑄)))𝑑 

  

Where d is the real dimension for a timeseries of length N, Q is the quality factor and R 

is a measure for the appropriate scaling region for the determination of the dimension 

[130].  

 

4.4 Lyapunov exponents 

 

In order to explain how vulnerable our system attractor is to initial conditions we will 

analyze the Lyapunov exponents. The vulnerability to the initial conditions is a basic at-

tribute of a chaotic system. The analysis of the Lyapunov exponents will produce the 

Lyapunov spectrum which contains the same number m of Lyapunov exponents as the m-

dimension of the system [103].  

In order to get the values of the Lyapunov exponents, we will make the system linear in 

order to get the eigenvalues and the eigenvectors of the system. The diagonal eigenvalues 

of the eigenvector are given by the following equation: 

 

𝜆𝑖 = lim
𝑁→∞

1

𝑁
∑ ln |𝑎𝑖

𝑗
|𝑁

𝑗=1 , i = 1,2… 

 

With 𝑎𝑖
𝑗
 denoting the component of the nth iteration. The sum of the components pro-

duces the Lyapunov exponent.  

In the case that all the sum of the Lyapunov exponents of the spectrum has a negative 

value, then the whole system is dissipative and bounded and it is converging into a sin-

gle point. Contrary to that, in the case that the Lyapunov exponents sum has a positive 

value, then our system is unbounded and will expand at all possible positions to infinity. 
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If the sum is zero then the system will neither expand nor shrink and will conserve its 

state space resulting in an unstable system. 

The largest Lyapunov exponent is known as the maximal Lyapunov exponent and it 

measures the average rate of exponential divergence of nearby trajectories along the di-

rection of greatest deformation [131].  

 Thus, its value determines a notion of predictability for a dynamic system. In the case 

that its value is negative, then this shows convergence. If the value is zero, this shows a 

limit cycle state, and in the case that its value is positive, this suggests divergence and it 

is an indicator of the presence of chaos. 

For a system to be chaotic the condition that the maximal Lyapunov exponent has a pos-

itive value while the sum of the total Lyapunov exponents is negative has to be met. In 

this case, the attractor is in a state where globally it converges due to the sum being neg-

ative, but locally it diverges keeping it from shrinking to a single point [103].  

 

4.5 Data 

 

The time-series data used for this dissertation are collected from Yahoo Finance. The 

cryptocurrencies that are analyzed are Bitcoin (BTC), Ether (ETH), Litecoin (LTC), Car-

dano (ADA), Counterparty (XCP), and Monero (XMR). We targeted specifically these 

cryptocurrencies because they give us correct results when we perform our analysis. 

These are some of biggest cryptocurrencies by market cap that use the different consensus 

models that we analyzed in chapter 3. Bitcoin, Litecoin, Monero, and formerly Ether us-

ing the Proof of Work consensus. Counterparty uses the Proof of Burn consensus while 

Cardano is using the Proof of Stake consensus as does Ether as of September 2022. 

An analysis was also attempted using Tether (USDT), Ripple (XRP), Dash (DASH), Bi-

nance (BNB), and Factom (FCT), though these cryptocurrencies provided wrong or in-

sufficient results. However, the figures of the results are available in the Appendix sec-

tion. 

Each of the cryptocurrencies has two-time series that are analyzed with the price returns 

in either Bitcoins or Ethers, or in both of them. The period that was targeted for the data 

is from January 18th, 2018 to January 19th, 2023.  



-46- 

5 Empirical results 

In order to get the empirical results for this dissertation used R with the fractal package. 

We started by calculating the optimal time lag t for our timeseries. This was done by the 

timeLag function, searching for a local minimum of the mutual information in order to 

produce the corresponding graph, and by using Tisean suite along with MATLAB in order 

to calculate more precisely the value. 

In the next part of the analysis, we are using the corrDim function to search for the cor-

relation dimension. This function outputs four graphs regarding the time series. The first 

graph is the actual plot of the cryptocurrency time series. The second one provides a plot 

of the henon map, which is the attractor and the representation of the phase space of the 

time series. The third graph is the plot of the chaotic system correlations of a dimension 

of the time series, while the fourth graph is the plot of the correlation dimension which is 

used to find the embedding dimension. The embedding dimension is found on the point 

that the correlation dimension reaches a plateau and stabilizes over time. Rounding up to 

the nearest integer, we get the embedding dimension. Finally, the Lyapunov exponents 

will be used in order to conclude if the system is chaotic. All the graphs produced and 

used during the analysis can be found in the Appendix section. 

Our findings suggest that when analyzing cryptocurrency time series with their returns in 

Bitcoins, chaos can be found in Ether (ETH), Litecoin (LTC), and Monero (XMR. When 

analyzing the time series with their returns in Ethers, chaos can be found in Bitcoin 

(BTC), Cardano (ADA), and Counterparty (XCP). 
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5.1 Cryptocurrencies to Ether 

 

Bitcoin to Ether 

 

Figure 28: Bitcoin to Ether mutual information 

 

 

Figure 29: Bitcoin to Ether Price Plot, Phase Graph, Correlation Curves, and Correlation 

Dimension  
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Figure 30: Bitcoin to Ether Lyapunov exponents 

 

From Figure 31 and the outputs of the corrDim function of the fractal package, we get the 

fractal dimension which is equal to 2.282. Since the fractal dimension is not an integer 

the system is chaotic. Rounding up to the nearest integer we can conclude that the em-

bedding dimension is 3. Figure 30 shows the Lyapunov exponents of the system. The 

maximal Lyapunov exponent λ1 is positive while λ2 is zero and λ3 is negative. Their sum 

is also negative. We can conclude that the attractor of the phase space is strange and the 

system of Bitcoin to Ether is chaotic 

 

Cardano to Ether 
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Figure 31: Cardano to Ether mutual information 

 

 

Figure 32: Cardano to Ether Price Plot, Phase Graph, Correlation Curves, and Correlation 

Dimension  
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Figure 33: Cardano to Ether Lyapunov exponents 

 

Using Figure 32 and the outputs of the corrDim function the fractal dimension of the 

system is 2.005 which means that the system is chaotic since the value is not an integer. 

Rounding up we get the embedding dimension of Cardano to Ether and the value is 3. We 

can extract this information from Figure 35 using the embedding dimension plot. This 

means that the system has 3 Lyapunov exponents that we can analyze. Figure 33 shows 

the plot of the Lyapunov exponents. The maximal λ1 is positive, as well as λ2. The re-

maining of the Lyapunov exponents λ3 is negative. The sum of the Lyapunov exponents 

is also negative. From the above, we can conclude that the system locally diverges and 

globally converges and it is chaotic.  

 

Counterparty to Ether 
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Figure 34: Counterparty to Ether mutual information 

 

 

Figure 35: Counterparty to Ether Price Plot, Phase Graph, Correlation Curves, and Cor-

relation Dimension  
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Figure 36: Counterparty to Ether Lyapunov exponents 

 

Since the fractal dimension reaches a plateau at value 2.646 as shown in in Figure 36, the 

system will be chaotic since the fractal dimension is not an integer. The embedding di-

mension will be 3 and the system will have 3 Lyapunov exponents which are plotted in 

Figure 36. The maximal λ1 is positive, λ2 is zero, λ3 is negative and their sum is negative. 

Thus, the system diverges locally but converges globally. This means that the system is 

chaotic. 

 

 

 

5.2 Cryptocurrencies to Bitcoin 

 

Ether to Bitcoin 
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Figure 37: Ether to Bitcoin mutual information 

 

 

Figure 38: Ether to Bitcoin Price Plot, Phase Graph, Correlation Curves, and Correlation 

Dimension  
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Figure 39: Ether to Bitcoin Lyapunov exponents 

 

From Figure 38 and the outputs of the corrDim function, we can conclude that the fractal 

dimension reaches a plateau with a value of 2.045. Since the fractal dimension is not an 

integer the system is chaotic. Rounding up to the nearest integer we get the embedding 

dimension, which is 3. Thus, the system has 3 Lyapunov exponents which are plotted in 

Figure 39. From the plot, we can conclude that the maximal Lyapunov exponent is posi-

tive while λ2 equals zero and λ3 is negative. The sum of the Lyapunov exponents is neg-

ative. The system globally converges, but locally diverges and it is chaotic. 

 

Litecoin to Bitcoin 
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Figure 40: Litecoin to Bitcoin mutual information 

 

 

Figure 41: Litecoin to Bitcoin Price Plot, Phase Graph, Correlation Curves, and Correla-

tion Dimension  
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Figure 42: Litecoin to Bitcoin Lyapunov exponents 

 

From Figure 41 and the outputs of the corrDim function, we can conclude that the fractal 

dimension reaches a plateau with a value of 2.568. Since the fractal dimension is not an 

integer the system is chaotic. Rounding up to the nearest integer we get the embedding 

dimension, which is 3, and from the plot of the Lyapunov exponents of Figure 42 we can 

conclude that the system locally diverges, globally converges, and is chaotical since the 

maximal Lyapunov exponent λ1 is positive,  λ2 is zero, λ3 is negative and the sum of 

these Lyapunov exponents is negative.  

 

 

Monero to Bitcoin 
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Figure 43: Monero to Bitcoin mutual information 

 

 

 

Figure 44: Monero to Bitcoin Price Plot, Phase Graph, Correlation Curves, and Correla-

tion Dimension  
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Figure 45: Monero to Bitcoin Lyapunov exponents 

 

The fractal dimension of this system is 2.568 and since it is not an integer the system is 

chaotic. Like the majority of the previous systems, this one has also an embedding di-

mension of 3 that we can calculate from Figure 44. From Figure 45 the maximal Lya-

punov exponent λ1 is positive and the sum of the Lyapunov exponents is negative. We 

can conclude that the system is chaotic. 
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6 Conclusions 

This master's thesis explores the intersection of blockchain technology and chaos theory, 

with a particular focus on analyzing the whole blockchain architecture and consensus 

algorithms, such as the most common ones, Proof-of-Work and Proof-of-Stake. For the 

analytical part, this dissertation focuses on the time series of cryptocurrencies with their 

returns in Bitcoins (BTC) and Ethers (ETH), and the presence of chaos.  

The choice of cryptocurrencies was made to include some of the biggest cryptocurrencies 

by market cap of one of the consensus algorithms analyzed in section 3. The analysis 

provided the results that all of the cryptocurrencies with their price to Bitcoin analyzed 

exhibit chaos. Same, all of the cryptocurrencies with their returns to Ether analyzed, also 

have exhibited chaos. In conclusion, chaos definitely exists in the cryptocurrency market 

and there seem to be some suggestions that time-series of cryptocurrencies exhibit chaot-

ical patterns when their returns are in crypto using the same consensus algorithm, like 

Bitcoin (Litecoin and Monero) for proof of Work or Ether for Proof of Stake and sub-

Proof of Stake consensus algorithms (Cardano).  

These findings shed light on the dynamics underlying the regular fluctuations of the cryp-

tocurrency market and may aid future analysis of cryptocurrency returns and forecasting. 

The insights provided by these findings can further our understanding of the underlying 

price mechanisms, and help the development of accurate forecasting methods. 
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Factom to Ether 

 

 

Figure 46: Factom to Ether mutual information 
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Figure 47: Factom to Ether Price Plot, Phase Graph, Correlation Curves, and Correlation 

Dimension  

 

 

Figure 47: Factom to Ether Lyapunov exponents 

 

Ripple to Ether 
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Figure 48: Ripple to Ether mutual information 

 

 

Figure 49: Ripple to Ether Price Plot, Phase Graph, Correlation Curves, and Correlation 

Dimension  
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Figure 50: Ripple to Ether Lyapunov exponents 

 

 

Dash to Bitcoin 

 

 

Figure 51: Dash to Bitcoin mutual information 
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Figure 52: Dash Price Plot, Phase Graph, Correlation Curves, and Correlation Dimension  

 

 

Figure 53: Dash Lyapunov exponents 

 

 

Ripple to Bitcoin 
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Figure 54: Ripple to Bitcoin mutual information 

 

 

Figure 55: Ripple to Bitcoin Price Plot, Phase Graph, Correlation Curves, and Correlation 

Dimension  
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Figure 56: Ripple to Bitcoin Lyapunov exponents 

 

 

Monero to Ether 

 

Figure 57: Monero to Ether mutual information 
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Figure 58: Monero to Ether Price Plot, Phase Graph, Correlation Curves, and Correlation 

Dimension  

 

 

Figure 59: Monero to Ether Lyapunov exponents 
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Tether to Bitcoin 

 

 

Figure 60: Tether to Bitcoin mutual information 

 

 

 

Figure 61: Tether to Bitcoin Price Plot, Phase Graph, Correlation Curves, and Correlation 

Dimension  

 



  -81- 

 

Figure 62: Tether to Bitcoin Lyapunov exponents 

 

 

Dash to Ether 

 

Figure 63: Dash to Ether mutual information 
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Figure 64: Dash to Ether Price Plot, Phase Graph, Correlation Curves, and Correlation 

Dimension  

 

 

Figure 65: Dash to Ether Lyapunov exponents 

 

Counterparty to Bitcoin 
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Figure 66: Counterparty to Bitcoin mutual information 

 

 

Figure 67: Counterparty to Bitcoin Price Plot, Phase Graph, Correlation Curves, and Cor-

relation Dimension  
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Figure 68: Counterparty to Bitcoin Lyapunov exponents 

 

Binance to Ether 

 

Figure 69: Binance to Ether mutual information 
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Figure 70: Binance to Ether Price Plot, Phase Graph, Correlation Curves, and Correlation 

Dimension  

 

 

 

Figure 71: Binance to Ether Lyapunov exponents 
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Tether to Ether 

 

Figure 72: Tether to Ether mutual information 

 

 

Figure 73: Tether to Ether Price Plot, Phase Graph, Correlation Curves, and Correlation 

Dimension  
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Figure 74: Tether to Ether Lyapunov exponents 
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