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Abstract

In the work the authors provides a statistical
analysis of the problem, considers possible
measures for the prevention and correction of
cyber addictions among the younger generation.
Proposed: a scheme of interaction in the
formation of media culture; a preventive cyber
addiction prophylaxis scheme; a number of
practical recommendations on the peculiarities of
socialization of adolescents with cyber-addiction
are described; the basic principles of working
with cyber-addicts are highlighted. It is
emphasized that the ways of overcoming cyber-
addictions should have a socio-psychological
direction aimed at: correction of behavioral
deficiencies; changing the life program so that a
person has the opportunity to satisfy his needs
focusing not on the virtual environment, but on
the surrounding reality; developing the ability to
establish constructive relationships with people
around; displacing being in cyberspace from
leading activities; normalization of emotional
response to difficult life situations.

Keywords: cyber socialization, cyberspace,
adolescents, adolescence, psychocorrection.

Accepted: April 30, 2021

Written by:

Yuliia Asieieva?
https://orcid.org/0000-0003-3086-3993
Oleg Druz*
https://orcid.org/0000-0002-5149-9556
Hanna Kozhyna®
https://orcid.org/0000-0002-2000-707X
Inna Chernenko®
https://orcid.org/0000-0003-3584-736X

AHoTanis

Y po6OTi aBTOpH MPOBOAATH CTATHCTUYHUI aHAJI3
npoOJIeMH, PO3TIIAIOTh MOXKIMBI 3aX0AN IIOMO0
npodiIakTHKN Ta KOPEKIlii Kibep-aaukmiii cepen
MOJIOIOTO IIOKOJIIHHA. 3alpOINOHOBAHO: CXEMY
B3aeMofii mpu (OopMyBaHHI MeHmia-KyIbTYpH;
CXeMy TIPEBEHTHUBHOI NpOQiIakTUKH  Kidep-
AIMKIIIH; OTICAHO HU3KY TIPaKTHIHUX
pekoMeHpaaliii 3  muTaHb  0coONMBOCTEH
corfiamizarii MUTITKIB, 3aXOIJICHUX
KibepIpocTopom; BiJIOKPEMIICHO OCHOBHI
MPUHIANN pobotu i3 Kibep-aJuKTaMH.
[MTinkpecneHo, 110 NUIAXM MOJONAHHA Kibep-
AIUKIIHA TOBUHHI MAaTH COLAJIbHO-TICUXOJIOTIYHU I
HaIPSIMOK CIIPSMOBAaHUH Ha: KOPEKIII0 HEIOJIKIB
MOBEIIHKH;, 3MIHY JKHUTTEBOI TpOTrpaMu, 100
0COOHCTICTh OTPHMaa 3MOTY 33J0BOJBHSITH CBOI
moTpeOM  OpIEHTYIOUHCh HE Ha BipTyajbHE
CEepeIOBHINE, & HA OTOUYIOUY AIHCHICTD; PO3BUTOK
3ATHOCTI JI0 BCTAHOBJICHHS KOHCTPYKTHBHHUX
CTOCYHKIB 3 OTOYYIOUMMH JIIOJABbMH; BUTICHEHH:
nepeOyBaHHs y KiOepIpOCTOPi 3 MPOBITHUX BHUIIB
JSUTLHOCTI; HOpMaJTi3aIlio €MOLIiIIHOTO
pearyBaHHs Ha CKJIaHi )KUTTEBI CUTYaIIi.
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Introduction

The active formation of the modern young
generation, its mobility, curiosity and activity
motivate society to create conditions for freer
access to the World Wide Web, and this, in turn,
leads to the formation of cyber-addictions of the
individual. Also, the emergence of this
phenomenon can be influenced by various other
negative factors, in particular: intolerance,
alienation, loneliness, they are what make people
look for an alternative, comfortable, virtual
reality. This allows you to escape or hide from
important difficulties, but not solve them. Given
this, it is especially important to consider
possible ways to overcome cyber-addictions by
means of psychoprophylaxis and
psychocorrection.

In a world where, as a result of technology
development, we have learned to communicate
with the help of «smilies» and messages
consisting of less than 280 characters, it is
becoming increasingly difficult to develop
communication skills. And it is very difficult to
identify situations in which these skills are used
against us. In addition, thanks to social networks,
our society has changed: it has become normal
and even encourages to tell about themselves
absolutely everything to everyone.

A study by In Mind Factum Group shows that
12,9 million Ukrainians (33%) use the Internet
once a month and more often, 11,8 million (30%)
—once a week and more often, 8,7 million (22%)
— daily or almost daily. The socio-demographic
structure of Internet users is as follows — among
Internet users men (54%) dominate, by age
criteria 58% are taken by adolescents and young
people aged 15 — 30 years, 29% — users aged 31
— 45 years, and 13% — people aged 46 and over.
By type of settlement, 58% of network users live
in cities with a population of more than 100
thousand people, 25% — under 100 thousand, and
the rest 13% - in villages (Bartkiv, &
Makhnovets, 2018; Rzhevsky, 2018; Griffiths,
Kuss, & Billieux, 2019; Zhaojun, Ponteshc, &
Guangcan, 2020).

A study by the National Academy of Legal
Sciences of Ukraine, conducted in 2018,
indicates that today 14-16% of children in
Ukraine suffer from cyber-addiction. 6-8% of
adolescents have psychological diseases:
schizophrenia,  neuralgia,  musculoskeletal
disorders (scoliosis, osteochondrosis,
osteoarthritis), myopia. On the average, students
spend 5-6 hours a day online, but this is not the
limit and some are online for up to 16 hours

(Polyakova, 2018; Zhaojun, Pontesbc, &
Guangcan, 2020; Kemp, 2020).

In  December 2017, the World Health
Organization (WHO) officially announced the
inclusion of video game addiction in the
International Classification of Diseases (ICD).
The disease was given the term «gaming
disorder». Among the symptoms of the new
disease there are loss of control over the time and
frequency of the gameplay, high priority of the
game over the life interests, and the continuation
of the game despite the negative consequences. It
is possible that sooner or later the ICD will
include  cyber-addictions.  Moreover, the
recognition of addictions to «selfies», social
networks and the Internet in general as mental
disorders were discussed by experts from the
WHO two years ago (Rumpf, Achab, & Billieux,
2018; WHO, 2017)

Today there are no statistics on the problem of
cyber-addictions in Ukraine, as this type of
addiction is not allocated to a separate
nosological form, users of Internet, PCs, gadgets
and other electronic devices are considered
addicted from 2% to 6%, the vast majority of
which — students. In the group of adolescents
with a high level of cyber-addiction, the quotient
of males is almost a third higher than the quotient
of females. Almost the same indicators were
found by experts, who established that every
fifteenth person (6,54%) who has experience of
working on the Internet, becomes addicted to it
in adolescence (Borisova, & Soltan, 2019;
Fomenko, & Semenczova, 2018; Khilko, 2018;
Markova, 2013; Aymedov, Asieieva, &
Cherevko, 2017).

The purpose is to analyse modern research on
the psychoprophylaxis and psychocorrection of
cyber-addictions and to develop a program of
psycho-prevention of cyber-addictions among
the younger generation.

Objectives

1. To study the degree of development of the
problem of cyber-addictions in modern
scientific-practical and theoretical-
methodological sources.

2. To observe the existing programs of
prevention and psychocorrection of cyber-
addictions.

3. To develop own concept for the prevention
of cyber-addictions among the younger
generation of Ukrainians.
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Research methods

The theoretical method included theoretical-
methodological analysis, generalization of
social, psychological, medical achievements on
the topic of research, it was also organized the
systematization of existing modern literary
sources on the prevalence of cyber-addiction and
existing prevention approaches among the
younger generation of Ukrainians.

Analysis and  generalization of socio-
psychological, medical-psychological,
psychological and educational literature was
aimed at reflecting the current state of the
problem of cyber-addiction and creating its own
conceptual prevention program.

Analysis of recent research and publications.

Cyberspace dependency is now seen as a
multidisciplinary issue in three main directions:
psychological, social and medical. From a social
perspective, cyberspace is seen as a type of
deviation (Berezhnova, & Moskalenko, 2017;
Young, 1996; Soldatova, & Rasskazova 2017;
Sherbakova, 2018). The views of medical and
psychological experts have recently come down
to a position that the cyber-addiction is a
pathological attraction or disease which is
classified as non-chemical addiction and has its
own nosology, etiology, pathogenesis and
requires prevention, treatment and
psychocorrection. (Aymedov, Asieieva, &
Cherevko, 2017; Bolbot, 2005; Jeong et. al.
2020; Molyako, 2013; Naydionova, 2017; Otte,
Streb, Rasche, & Franke, 2019; Utz, 2015;
Blachnio, Przepiorka, Benvenuti, Mazzoni, &
Gwendolyn, 2019).

Results

Despite the scientific developments in the field
of analysis of the situation of the prevalence of
cyber-addictions in Ukraine in comparison to
addictions of other origins (alcoholism, drug
addiction, pathological gambling, etc.), this
problem is insufficiently studied, and patterns of
formation, causes and conditions, diagnostic
criteria and stages are little explored. Issues of
methods of treatment, means of correction and
prevention  of this  disorder  remain
underexplored. However, some isolated studies
to identify diagnostic signs of cyber-addiction
and the lack of accurate statistics indicate a
deficient level of research base on this topic. It
should also be emphasized that there is a lack of
awareness on the subject of cyber-addictions
among the majority of Internet users in Ukraine

as well as a low level of parental attention to the
use of the network by their children.

According to the results of the Internet risks for
Ukrainian children and their parents research
conducted by the Institute of Sociology of the
National Academy of Sciences of Ukraine, it is
possible to state the low level of informing the
population about the rules of safe use of the
Internet. Of particular note, in our opinion, is the
fact that during the study there was a significant
discrepancy between children's confidence in
their awareness and the real level of being
informed, which leads to a very risky behavior of
children on the Internet.

Therefore, today society in general and
professionals in this field need to unite their
efforts and take the necessary measures to protect
all users from the dangers of cyberspace and
teach them the rules of secure indirect work with
information and communication technologies
(ICT) and cyberspace.

The Internet Research Institute provides the
following data: 23% of parents use any means of
online security, except for antivirus. Over the last
three years, the number of families using Safe
(Child) Search settings has increased from 5% to
23%. The popularity of the «Children's Internet»
service from the provider has tripled. The reason
for these changes is that more attention has been
paid to information security, and «advanced»
young parents have appeared (Zhaojun,
Pontesbc, & Guangcan, 2020).

It is possible to establish the following list of
advice to parents at the first acquaintance of the
child with cyberspace:

1. Limit the time spent in the network.

2. It is necessary to use security (anti-virus
program, safe search settings, safe mode in
social networks, use thematic filters).

3. Connect the «Children's Internet» service
from the provider.

4. «Parental control». You can use this feature
in Windows OS to control the use of the
computer by children.

5. Install the free program «Internet Censor». It
blocks sites that parents do not want their
children to access from their computers.

6. Make sure that the child watches age-
appropriate programs / movies (0+, 6+, 12+,
16+, 18+).

7. Explain to children that not everything
written on the Internet is true. Explain the
dangers of the «World Wide Web».
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8. Inform the child that s/he doesn’t have to
indicate her/his real name somewhere during
registration. It is necessary to help the young
user to choose a reliable login.

9. Monitor the child's friends and subscribers
on social networks (whether there are adults,
strangers from another school / city /
district).

10. Explain that online friends may be different
when meeting in real life. And let online
friendship remain so (at least for younger
students).

11. Be attentive to the child. Make sure s/he is
not a victim of Internet bullying. If the child
does not have friends in the subscriptions, it
is possible that s/he deleted them precisely
because s/he was bullied by them.

12. Listen and support the child in any situation.
Spend more time together. Try to read
together and reflect on what you have read.
Prefer active games than being in four walls.

13. Explain that s/he doesn’t have to download
files from strangers.

14. Computer games should be introduced only
after the formation of gaming and creative
activities, i.e. after 6 years. By this time, the
baby can do without the virtual world.

15. Remember that a child up to 67 years does
not need the Internet. 30 minutes a day is
enough for younger students, according to
pediatricians. At the age of 10-12, a child
has to spend no more than 1 hour on the
Internet. Older than 12 — no more than 1,5
hours.

16. In addition, parents should also use their
social networks with caution. Very often
adults post photos and videos of their
children into their account. Everyone has
their own goals: someone wants to share
photos of their babies with online friends,
someone uses them to promote their profile
(e.g. bloggers). In any case, this is a large
information base for fraudsters (Soldatova,
& Rasskazova, 2017; Sherbakova, 2018;
Boram, & Yoon, 2020; Fomenko, &
Semenczova, 2018).

It should be noted that at the same time in
Ukraine there is a tendency to gradual increase of
the attention of representatives of research
organizations, private entities and public
authorities to this issue. In particular, it is worth
noting the implemented initiatives of the
Ministry of Education and Science of Ukraine in
the framework of informational and educational
work on safe usage of the Internet. Regarding
practical steps in the field of prevention of cyber-
addictions, it should be noted that the Ministry
cooperates with government, business structures,

www.amazoniainvestiga.info

non-governmental organizations in order to
address these issues. The study of the topic of
safe work on the Internet is provided by the
current programs of school courses «Computer
Science» and «Fundamentals of Health»,
namely:

- school curriculum for computer studies for
9-12 grades of secondary schools.
Academic level (authors:  Zavadsky,
Potapova, & Doroshenko, 2008);

- school curriculum for computer studies for
9-12 grades of secondary schools. Standard
level (authors: Zavadsky, Potapova, &
Doroshenko, 2008);

- curriculum for computer studies for a night
secondary school (authors: Litvinova, &
Protsenko, 2006);

- curriculum on the «Fundamentals of Health»
subject for 5-9 grades of secondary schools
(Order Ne 664, 2012).

Since 2009, the Ministry has been a member of
the All-Ukrainian Coalition for the Safety of
Children on the Internet and supports its
initiatives,  conducts  informational  and
educational activities (educational and practical
conferences, Safe Internet Days, etc.) aimed at
overcoming the problem of cyber-addiction due
to the program called «On-land — Child Safety on
the Internet». The Coalition for the Safety of
Children on the Internet was established in 2008
at the initiative of Microsoft Ukraine.

The first step of the coalition was the launch in
April 2008 of the «On-Land — Safe Web
Country» website, which provides materials for
children, their parents and teachers to help them
learn the basics of safe online work on the
Internet.

In this regard, in February 2010, the Ministry of
Education and Science recommended Ukrainian
schools to hold informational events for children
and parents on the occasion of Safer Internet
Day, dedicated to online family safety.
Accordingly, many educational institutions held
competitions, open lessons, quizzes, parent
meetings, during which participants learned the
rules of safe use of the Internet. On February 9,
2010, the Coalition for the Safety of Children on
the Internet held an educational conference
dedicated to the European Safer Internet Day,
which is celebrated in more than 50 countries on
the first Tuesday in February. And if earlier the
main purpose of such events was to draw the
attention of the public and government
institutions to the problem of child protection in
the global information space, now the organizers
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addressed directly to parents. It is the parents
who are primarily responsible for the safety of
children, which is why they must raise the level
of media culture, both their own and their
children's.

Deployment of work on prevention and
overcoming of cyber-addictions requires first of
all creation of the corresponding legislative and
normative base. To do this, according to experts
from the Institute of Social and Political
Psychology, it is necessary to appropriately
modernize existing legislation related to this
problem, to supplement the current legislation
with new legislative acts. In particular, it is
necessary to develop and adopt the Law of
Ukraine «On Protection of Mental Health»,
which has long been necessary to do in
accordance with the requirements of the WHO
and the World Medical Association. It is also
necessary to amend the Standard Regulation on
the Centre for Social and Psychological
Assistance  (Resolution Ne 60-8, 2004),
entrusting such centers with the implementation
of measures to prevent Internet addiction and
collective work with cyber addicts.

Following proposals are offered

1) given that the use of the Internet and other
telecommunications technologies is
associated not only with the user in an
artificial electromagnetic field, but also the
risk of addiction, the program «Health of the
Nation» and other government programs
should provide systematic and
comprehensive research on the impact of
these technologies on physical and mental
health with the participation of leading
scientific institutions in the country
(including the Institute of Neurology,
Psychiatry and Addiction of the National
Academy of Medical Sciences of Ukraine).
According to the results of these studies, the
existing age hygiene standards for the use of
ICT should be revised to take into account
the risk of addiction to them;

2) materials on safe use of the Internet and
other ICTs should be included in the school
course of computer science, as well as in
lesson plans with students’ parents, with the
obligatory presentation of the first signs of
the formation of the corresponding
dependence.

However, it should be borne in mind that the
problem of cyber-addictions can not be
effectively solved in isolation from other
problems of personality formation and
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functioning in the modern information society.
This requires the organization of an extensive
system of media education of the population and
especially young people (Bolbot, 2005;
Naydionova, 2017; Rumpf, Achab, & Billieux,
2018; Sherbakova, 2018).

It should be noted that the concept of media
education has not yet been developed in Ukraine.
Its main goal should be to promote the
widespread development of an effective media
education system to ensure comprehensive
preparation of children and youth for safe and
effective interaction with the modern cyberspace
system, formation a media culture in them in
accordance with their age and individual
characteristics. Currently, work is underway to
organize an all-Ukrainian experiment on the
introduction of media education in secondary
schools. In the future, the development of
curricula and the organization of an experiment
on the training of media teachers and media
psychologists on the basis of higher primary
schools and institutions of postgraduate
pedagogical education are foreseen. According
to experts of the Institute of Social and Political
Psychology of the National Academy of
Pedagogical Sciences of Ukraine, after the
completion of experimental work and public
discussion of their results, it is advisable to
develop and adopt a State program for
implementing media education in Ukraine
(lnytska, 2012; Molyako, 2013).

Based on the above, a number of practical
recommendations were developed on the
specifics of socialization of adolescents
fascinated by cyberspace, which are presented
and substantiated below.

1. Cyber addict cannot be isolated from
society. Here the concepts of rehabilitation
and  socialization  are  intertwined.
Adolescents must learn to resist the
temptation to spend time in cyberspace, with
the help of a social environment, and not just

with  the intervention of individual
professionals. This statement explains
another principle of socialization of

adolescents with a certain type of cyber-
addiction. The process of adolescent
communication with cyberspace should take
place without separation from the learning
process and under the guidance and
supervision of adults.

2. Psycho-correctional work with cyber-
addicts should take place in the places of
direct life of adolescents (schools, colleges,
vocational  schools, free educational
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institutions, etc.), which will promote their
socialization, rather than resocialization and
deepening of the problem. Because the
fundamental acquisition of adolescence is
socialization and finding one's place in
important social groups. It is not desirable to
apply treatment to addicted adolescents in a
separate rehabilitation institution, because it
can lead to trauma to the still undeveloped
child, adolescent psyche. Being indoors,
even for a short time, leads for teenagers to
stigmatization by peers.

The socialization of adolescents who have
certain types of cyber-addictions should take
place with the constant participation and
support of peers who do not have such
addiction. Of course, it is important to
receive support from teachers, psychologists
and other professionals, but their role is
more to guide adolescents in the right
direction, curation during mass events (trips
to nature, the organization of training).
Adolescents have a very strong influence on
each other's thoughts. Only friends can
«distract» a teenager from a computer
monitor by offering to go for a walk or, for
example, play football, where you also feel
the excitement of the game.

Given the newness of the problem of cyber-
addictions in Ukraine, it is necessary to
intensify the information campaign on the
prevention of this disease among the general
population. This is especially true for the
younger generation and parents. In order to
implement this initiative, the state should
more actively involve private structures,
non-governmental  organizations  and
scientific institutions. One of the steps in this
direction could be holding public
discussions on the threat of cyber addiction.
The Ministry of Health and the Academy of
Medical Sciences of Ukraine should
consider conducting systematic research on
the problem of cyber-addictions and develop
specific recommendations for the prevention
and treatment of this form of addiction.

www.amazoniainvestiga.info

These studies can be carried out on the basis
of subordinate organizations, which are part
of the structure of the Ministry and the
Academy of Medical Sciences of Ukraine.

5. Itisexpedient to establish a system of online
consultations on the problem of cyber-
addictions in order to provide prompt
consultations to the addicts themselves and
their relatives.

Based on the developed recommendations, we
can assume in the future the possibility of
creating a separate program for the socialization
of adolescents with cyber-addiction. It will take
into account the features of this type of addiction,
as well as the features and needs of the target
audience (adolescents themselves). In this case,
it is still difficult to talk about the development
of a specific program, due to the lack of
comprehensive research in this area. Before
developing the program itself, the features of the
«portrait» of a cyber-addict, determinants of
formation and contributing factors were studied
and described, methods for identifying various
types of cyber-addiction, etc. were developed,
the results of these studies served as a basis for
the formation of the basic principles of
socialization of adolescents.

Work on the prevention of cyber-addictions
should take place both at the state level, where
programs are developed to prevent the formation
of addiction, in particular among young people,
and at the level of individual researchers who
offer author's programs. We should not forget
about  public  charitable  organizations,
international projects and grants for the
prevention of cyber-addictions, in which
Ukrainians can be involved. Public prevention of
cyber-addictions may include social, educational
activities conducted by social workers in
cooperation with government institutions and
NGOs to study the impact of the Internet on
various spheres of life and comprehensively
inform citizens about the risks of cyberspace,
information culture education (pic. 1)
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Pic. 1. Scheme of interaction in the formation of media culture (own authorship)

In our opinion, the formation of media culture in
the current environment is possible with the
fruitful ~ cooperation  of  scientists, the
implementation of their programs at the state
level with the involvement of NGOs and
communication to parents and the organization
of interaction of information transfer on a peer-
to-peer basis. Proper and comprehensive
involvement of the younger generation in the
process of informing and implementing
prevention facilities to prevent the spread of
cyber-addictions will positively contribute to
informational and educational work on this issue.

It should be noted that based on the Concept of
preventive education of children and youth of
Ukraine, approved by the Presidium of the
Academy of Pedagogical Sciences of Ukraine on
25.02.98 (Protocol Ne 1-7 / 3-21) which reveals
the theoretical and methodological principles of
prevention, which is divided into primary,
secondary and tertiary prevention, it is possible
to build a concept of comprehensive prevention
of cyber-addictions among the younger
generation. Based on the interpretation of this
concept as a working concept under the
prevention of deviant behavior of adolescents we
understand the process aimed at implementing a
set of educational and preventive measures to
influence the personality of adolescents to
prevent various types of deviant behavior in the
early stages of deviation, as well as actions to
implement psychological-pedagogical and socio-
therapeutic impact on the individual.

Preventive prophylactic measures of cyber-
addictions should be based on the following
principles:

- the principle of complexity - the
implementation of prophylactic measures to
prevent cyber-addictions among the younger
generation should involve both government
agencies and NGOs, as well as training
activities in which addicts are trained. We
should not forget about parents and peers,
which can have a positive effect on addicts
in the course of their daily lives;

- the principle of systematization — provides
not only the consistency of all participants in
preventive work, but also their constant
interaction and systematic work with the
younger generation, supporting young
people in organizing prevention activities
and informational and educational work;

- the principle of scientificity — programs and
activities should be based on modern
research of scientists from different fields of
science and the introduction of new methods
and techniques for their implementation;

- the principle of integration — ensures the
implementation of world experience, taking
into account our socio-cultural
characteristics;

- the principle of mobility — provides an
opportunity to quickly and effectively
modify the developed programs to the
rapidly changing conditions of modernity
and development of ICT;

- the principle of continuity — allows you to
modify programs based on previous
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experience, based on an analysis of the

effectiveness of already implemented
programs;
- the principle of realism - provides

optimization of forms and methods of
implementation of prevention programs in
inseparability from the material reality

directly among the selected target audience
aimed at adapting the younger generation in
a changing social environment with minimal
use of cyberspace;

the principle of ethics — ensures the
confidentiality, respect and humane nature
of prevention programs.

Preventive prophylaxis of cyber-addictions

Primary

k.
Secondary

Educational and Preventive aid

mformative

Preventive
cotrection

~—

Socio-pedagogical
prophylaxis

[ Resocialization }

Rehabilitation

Pic. 2. Scheme of preventive prophylactic of cyber-addictions (own authorship)

On the basis of separate principles of
prophylactic work on prevention of cyber-
addictions (pic. 2) it is possible to distinguish its
following stages: primary, secondary and
tertiary.

Primary preventive prophylaxis should include a
system of educational and informative measures
to prevent the occurrence and impact of risk
factors for the development of cyber-addictions.
Activities should be carried out both at the
interpersonal level and at the state level, be aimed
at at-risk groups and the general public in order
to inform about the causes, manifestations,
consequences of cyber-addictive behavior.

Primary socio-pedagogical prevention is aimed
at implementing a system of educational and
prophylactic measures to prevent the emergence
of various types of dangerous behavior in the
early stages of deviation. The purpose of which
is to timely identify and correct unfavorable
informational,  pedagogical, psychological,
organizational and other factors that cause
deviations in  the  socio-psychological
development of children and youth, their
behavior, health.
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Modern researchers dealing with prevention
issues emphasize that primary prophylaxis
focuses its efforts on preserving and developing
conditions that should contribute to the
preservation of the life of the younger generation,
and to prevent the negative impact on it of the
social and natural environment. Prophylaxis
should be based on a system of measures to
prevent the occurrence and impact of risk factors
for the development of cyber addictions. This
system of measures should be implemented at the
interpersonal level, at the state level and target
risk groups and the general public in order to
inform about the causes, manifestations, stages,
types and consequences of cyber-addictions.

It should be noted that the prevention of addictive
behavior should be carried out in all spheres of
adolescent life: family, educational environment,
social life. Mandatory components of primary
prophylaxis are diagnostics, which includes the
study of personal characteristics of the individual
that may affect the formation of cyber-addiction
(increased anxiety, inability to empathize,
alexithymia, low stress resistance, unstable «self-
concept», hyper shyness, increased egocentrism,
low perception of social support, avoidance
strategy in overcoming stressful situations
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Investiga
burdening heredity, organic brain damage,
anosognosia, the degree of initial tolerance,
temperament,  genetic  predisposition  to
addictions, disharmonious functioning of the
emotional sphere, affective disorders; addictive
craving; impaired ability to reflection; impaired
self-esteem; psychological isolation;
psychological immaturity, etc.), as well as
obtaining information about the composition of
the family and relationships in it, the system of
relationships, whether there is disorganization in
the micro-social environment. Special attention
should be paid to determining the interests and
abilities of the adolescent, information about his
friends and other possible reference groups of the
adolescent.

The informational and educational component of
preventive prophylaxis of cyber-addictions is the
expansion of adolescents’ competencies in
psychosexual  development, culture  of
interpersonal  relationships, communication
technologies, ways to overcome stressful
situations, conflictology and problems with
cyber-addiction and its consequences.

Considering the substantive aspects of the
primary prevention process, it should be
emphasized that on the one hand, it is informing
the individual about the positive aspects and
dangers of cyberspace, signs of addictive
behavior, and on the other — recommendations
for «healthy use of cyberspace».

From the researches on this problem, it is
possible to note that high self-control and
involvement of addicts in various types of social
activity: labor, cognitive-creative, political,
social, etc., prevent cyber-addictions from
developing. Therefore, primary prevention aims
to inform young people about the impact
mechanisms of the Internet on the individual, the
causes, clinical manifestations, diagnostic
methods and consequences of cyberspace
addiction; formation of adolescents' strategies of
highly functional behavior and a system of values
appropriate to a healthy lifestyle; development of
resistance to negative social influences and
personal resources and skills to achieve goals in
real life; expanding the range of alternative
activities to the addictive one.

Primary prophylaxis is characterized by the
following methods: video lectures, forums,
conferences, online conferences, methodological
seminars, round tables, discussions, promotions,
competitions, etc. Primary prophylaxis is usually
implemented at the individual, interpersonal and
social levels with the assistance of the state.

Secondary prophylaxis (preventive aid and
correction) in the Concept of preventive
education of children and youth is considered as
a type of psychological, pedagogical and medical
and social activities, which consist in helping
certain categories — «risk groups» and provide
psychological,  pedagogical and  socio-
therapeutic effects on the individual so that s/he
learns to help herself/himself by solving
numerous problems that provoke destructive
behavior.

According to research, secondary (early)
prophylaxis is an activity to prevent possible
violations of social mechanisms of moral
regulation, according to which the system of
measures is aimed at dealing with the
consequences and eliminating risk factors,
mainly at the individual and interpersonal levels.
The task of secondary (early) prophylaxis of
cyber-addictions, is seen by scientists in the
earliest possible detection of negative changes in
personality behavior.

Secondary prophylaxis (preventive aid and
correction) is a system of measures aimed at
dealing with the consequences and elimination of
risk factors, mainly at the individual and
interpersonal level (psychological counseling,
therapy, assistance in socio-psychological
adaptation, etc.). It should also be based on the
results of the diagnosis of various aspects of
adolescent life and serve as an individual plan of
correctional work on the life of the adolescent.
This activity should prevent further possible
occurrence of various disorders in the behavior
of the adolescent. It should be noted that solving
the problem of successful prevention of
adolescents' addiction on cyberspace should pay
attention to the nature of the impact of
cyberspace on the mental and physical
characteristics of the adolescent, and the
consequences that may be shifted in one direction
or another depending on external (social) and
internal (mental) factors, as well as the
socializing and educational capabilities of
computer resources, based on the personal
characteristics of the adolescent.

Most often, an indicator of the necessary start of
preventive measures is the nature of adolescent
behavior that harms society or the interests of
individuals, and which demonstrate aggression,
rudeness, lying, negativism and other
manifestations that indicate a distortion of value
orientations and shortcomings of internal
regulators of behavior (consciousness, sense of
will, motives).
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We note that in studying the problem of
prevention  of  cyber-addictions  among
adolescents, it is advisable to understand the
essence of prevention not only in carrying out
certain corrective measures aimed at identifying
and eliminating its causes and conditions, but
also the implementation of a system of social and
educational work to form positive personality
traits. That is, the importance of prevention,
especially early, is enhanced by its humanistic
orientation in the system of measures and means
of social and educational work to prevent
addiction.

The most common methods of secondary
prophylaxis are psychological and pedagogical
consultations, art therapy, assistance in socio-
psychological adaptation, individual and group
conversations, social and educational activities,
socio-pedagogical training, the method of «peer-
to-peer» and others.

Tertiary prophylaxis is related to the processes of
adaptation, rehabilitation and resocialization and
is aimed at the reconstruction of the socio-
cultural environment for different categories of
clients, assistance in communication, training to
restore social ties or adaptation in social life.

Tertiary, or targeted prevention of cyber-
addictions should include a set of measures
aimed at preventing the transition of
manifestations of superficial addiction to a more
severe stage. Such prevention is most often
focused on individual work with clients, partly
group (peer-to-peer method, socio-pedagogical
training, individual consultations, methods of
prohibitions and punishments, etc.). Such work
includes measures to identify and address
specific shortcomings of family, school and
social education, as well as the localization of a
group of adolescents, and the excessive amount
of time spent online. It should be noted that when
the first and subsequent stages of cyber-
addictions are detected, we move to the level of
psychocorrection and treatment. However, as
mentioned above, in our opinion, the process of
psycho-correctional work with addicts should
take place without separation from their normal
life process from which they fell into cyberspace.
And  during tertiary  prophylaxis, the
understanding of the resocialization process
changes somewhat. In the case of cyber-
addictions, resocialization is understood as a
return from cyberspace to the normal process of
life (return to study, sports, music, walks, etc.) to
a real round of friends and peers. Of particular
importance is the adaptation of cyber-addiction,
because, as we have noted, maladaptive
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constructs of behavior and some individual
psychological characteristics of addicts are the
reason for the formation of cyber-addiction.
Therefore, in tertiary prophylaxis, the acquisition
of adaptive skills to the real social environment
becomes especially important, and sometimes
requires the involvement of specialists.

Conclusions

In general, the means of psychoprophylaxis of
cyber-addictions can be divided into
informational  (talks, lectures, seminars,
workshops,  round  tables,  conferences,
consultations) and developmental (group
discussion, art therapy, role play, psychodrama,
methods of nonverbal interaction, training,
busyness technologies). As an effective form of
psychoprophylaxis of addiction, remote
counselling can be used, which allows to provide
the necessary psychological assistance without
the need for direct contact with a psychologist, as
it often causes resistance and anxiety in the
individual.

It is also worth noting that in order for this work
to be effective, it must affect all spheres of
personal life: family, educational environment,
social life. Data on which form of psycho-
correctional work is more effective in providing
assistance to cyber-addicts is contradictory.
Thus, the expediency of conducting individual
counselling and individual form of the method of
symbol drama, REBT, ACT and group
psychotherapeutic methods, group form of
transactional  analysis,  psycho-correctional
training programs for both peer groups and
family psychotherapy is emphasized (lInytska,
2012; Naydionova, 2017; Fomenko, &
Semenczova, 2018; Borisova, & Soltan, 2019).

The main means of psychocorrection of cyber-
addicts include: psychological support; training
(plasticity, positive learning, education and
development in the context of life prospects of
the individual: association, tolerance and stress
resistance, the formation of rational attitudes,
etc.) socio-psychological; transactional analysis
(development of the ego-state of the «Adult»);
symbol drama; music therapy, art therapy,
REBT, ACT, etc.

In general, ways to overcome cyber-addictions
should have a socio-psychological direction
aimed at: correction of behavioral deficiencies;
changing the life program so that the individual
is able to meet their needs focusing not on the
virtual environment, but on the surrounding
reality; developing the ability to establish
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constructive relationships with others; displacing
being in cyberspace from leading activities;
normalization of emotional response to difficult
life situations.

Thus, it can be concluded that the timely
implementation of psychoprophylactic and
psychocorrective measures  will  positively
contribute to the process of overcoming cyber-
addictions, as individuals who are prone to
addiction will be subjected to targeted influence
to prevent the emergence of relevant destructive
tendencies.
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