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Abstract

The inability of traditional privacy-preserving models to protect multiple datasets based on sensitive attributes has prompted
researchers to propose models such as SLOMS, SLAMSA, (p, k)-Angelization, and (p, 1)-Angelization, but these were found
to be insufficient in terms of robust privacy and performance. (p, 1)-Angelization was successful against different privacy
disclosures, but it was not efficient. To the best of our knowledge, no robust privacy model based on fuzzy logic has been
proposed to protect the privacy of sensitive attributes with multiple records. In this paper, we suggest an improved version of (p,
1)-Angelization based on a hybrid Al approach and privacy-preserving approach like Generalization. Fuzz-classification (p, 1)-
Angel uses artificial intelligence based fuzzy logic for classification, a high-dimensional segmentation technique for segmenting
quasi-identifiers and multiple sensitive attributes. We demonstrate the feasibility of the proposed solution by modelling and
analyzing privacy violations using High-Level Petri Nets. The results of the experiment demonstrate that the proposed approach
produces better results in terms of efficiency and utility.

© 2022 Published by Elsevier Ltd.
KEYWORDS: Generalization, Fuzzy-logic, MSA, Privacy disclosures, Membership function, (p, 1)-Angelization, QT, HLPN

1. Introduction 2 more widely accepted avenue for Privacy-Preserving
13 Data Publishing (PPDP) [1]. Anonymization is used
Given recent advances in the Internet of Things i in PPDP techniques to protect an individual’s sensi-
(IoT), big data, and machine learning, which have led s tive information before publication [2]]. The privacy
to a surge in requests for data resources, it is critical 1 of publicly available data is a critical challenge since
that data be provided in a privacy-preserving manner it may include sensitive and private information about
that does not compromise individual privacy. Compa- 1 individuals, such as age, gender, and other attributes
nies like Apple have also encouraged the use of differ- 1 that make an individual uniquely identifiable. Addi-
ential privacy in their products as an example of such 5 tionally, sensitive information is not limited to a Single
practices. Furthermore, there is a wide range of en- . Sensitive Attribute (SSA), but can also include a per-
terprises and startups, such as Aircloak, whose main . son’s Multiple Sensitive Attributes (MSAs). As the
service is the anonymisation of data sets, providing a »s number of SAs in information increases, so does the
24 threat of identification of individuals [3]. There have
[ 25 been many methods proposed in the literature for SSA
“Gwanggil Jeon (Corresponding author) s or MSA-based datasets to anonymize sensitive data.
(email:gjeon @inu.ac.kr) . . .
ITehsin Kanwal (email: tehseenkanwal @yahoo.com) z  Some of thes.e. suggested so.lutlons, 111.(6 k__anonymlty
2 Adeel Anjum (aanjum @qau.edu.pk) 2[4 15], p-sensitive k-anonymity [6], I-diversity [7], and
3Hasina Attaullah (hasina.attaullah12 @ gmail.com) 29 t-closeness [8]], utilized generalization to address SSA,
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while others, like anatomy [9]], used bucketization to
consider SSA. Several other methods have been sug-
gested for making MSAs anonymous, including slic-
ing [10} [11], ANGELMS [12], P-cover k-anonymity
[L3]], p+-sensitive k-anonymity [[14], the additive noise
technique [15], and bucketization, used in the de-
composition [16] approach. It has been demonstrated
that MSA-based privacy approaches fail to protect pri-
vacy when the adversary uses MSA correlation, back-
ground, and non-membership knowledge [17] to re-
veal privacy. Furthermore, despite the extensive liter-
ature on single-record data sets, multi-record data sets
(1:M datasets) have received little attention from the
research community. As a result, in the case of 1: M
data sets [18]], the latest privacy work faces the possi-
bility of severe privacy breaches. Most health-related
microdata publishing entities today are more con-
cerned with data protection and data loss, while tra-
ditional privacy protection strategies attempt to strike
a balance between privacy and utility, but their effec-
tiveness needs to be re-evaluated.

In this paper, we will employ an Artificial Intelligence
(AI)-based fuzzy logic technique [19]. Fuzzy logic, a
human-based reasoning system can be applied to pro-
cess modelling, computer vision, deep learning, au-
tonomous control systems, data mining, and data clas-
sification. Fuzzy logic is a rule-based technique for
partitioning multidimensional data. It takes imprecise
data from tables and outputs precise fuzzy sets. We
may use fuzzy logic to classify Quasi Identifiers (QIs)
and Sensitive Attributes (SAs) in privacy-preserving
techniques. Fuzzy-based methods for privacy protec-
tion have been suggested in the literature [20, 21]],
but none of them provide multi-record with MSAs.
The privacy preservation of multi records (1: M) with
MSAs is re-investigated in this paper, and a fuzzy
logic-based efficient technique is proposed for privacy
protection. Fuzzy classification not only preserves pri-
vacy but also increases data utility by classifying cor-
related attributes using multidimensional partitioning.
Fuzzy logic works for QAs and SAs, unlike techniques
that suggest two separate methods for QIs and SAs,
which results in minimal overhead. In this paper, an
anonymization approach called Fuzz-classification (p,
1)-Angel is proposed to efficiently protect the privacy
of published data. Our main contributions are summa-
rized below.

1. In (p, 1)-Angelization [17], privacy disclosures
based on 1: M MSA generalization was re-
investigated, and an Al-based Fuzzy Logic (FL)
is introduced for the design of an enhanced ap-
proach called Fuzz-classification (p, 1)-Angel.

2. Formal modeling and analysis of Fuzz-
classification (p, 1)-Angel, is performed using
High-Level Petri Nets (HLPN) [22 23]. The
formal proof shows that the proposed enhanced
approach provides the same defense against the
identified adversarial attacks.
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3. The proposed fuzzy logic-based approach is an
enhanced form of (p, 1)-Angelization as it relates
to privacy, efficiency, and utility. The aforesaid is
also proved by performing experiments on a real-
world 1: M-MSA micro data set.

The rest of the paper is organized as follows. Sec-
tion 2 will go through some of the recent related work
that has been done to protect the privacy of 1: M,
MSAs, and a combination of 1:M and MSAs. Section
[3] would include a systematic adversarial analysis of
(p, D-Angelization. The proposed Fuzz-classification
(p, -Angel is in Section 4] and the formal verifica-
tion, will be discussed in-depth in Section[5} A com-
parison of the proposed methodology and the (p, 1)-
Angelization will be used in Section [6]to highlight the
experimental results. Finally, Section[7]concludes this
work.

2. Related work

This section illustrates the work done so far on
MSAs and 1: M datasets. The privacy-preserving ap-
proach of SSA is infeasible for MS A because the prob-
ability of re-identifying individuals in any data set is
high as SAs increase [3]. The proposed MSAs-based
techniques are based on generalization, decomposi-
tion, slicing, anatomization, and bucketization. The
first proposed decomposition-based algorithm [16] is
grounded on I-diversity principal with vertical parti-
tioning for MSAs. Decomposition plus [24] extends
the works for Decomposition [16], but it retains the
noise value near to the original value.

The concept of providing privacy for MSAs using slic-
ing was first introduced in [11] and then improved
slicing models are presented in [10], which leverage
the use of suppression and Mondrian slicing. In [235]],
a privacy-preserving technique called “SLOMS” uses
the basic concept of slicing and removes the correla-
tion between MSAs. SLASMA [26] another privacy
model for MSAs is proposed, that combines anato-
mization [9] with slicing [11]], but it does not gen-
eralize Qls, thus improving the utility. For the pri-
vacy protection of numerical MSAs, Multi-Sensitive
Bucketization (MSB) based techniques have been de-
veloped [27, 28], however, these approaches ignored
textual data. In [[29]], a rating technique for MSAs was
proposed, and the algorithm generalizes the multiple
sensitive attributes, leading to information loss. The
author in [28]] minimizes information loss in the rating
algorithm by avoiding association attacks in published
data. ANGELMS [12] anonymizes the MSAs data set
by using anatomy with generalization and vertical par-
titioning. The privacy model (p, k)-angelization [30]
is a weighted privacy model for MSAs. It is more
important than others when it comes to information
loss and privacy. But still, it has some limitations
as weights are calculated based on sensitivity and de-
pendency of SAs. The enhancement of the KC-slice
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3

[31] model with improved utility and privacy is pro-
posed as a novel KCi-slice [32]. Privacy preserva-
tion of multiple sensitive attributes based on the secu-
rity level, with various security levels for distinct SA
values, is presented in [33]]. The proposed approach
claims higher utility, but the execution time is also
higher. In [34] fingerprint correlation attack is iden-
tified in (p, k)-angelization [30]] and based on that at-
tack an improved (c, k)-anonymization [34]] algorithm
is proposed. The recent work (K, L) anonymity [35]],
utilizes the k-anonymity model together with Laplace
differential privacy to ensure privacy. The proposed
approach claims to avoid a linking attack. Though we
have only discussed MSAs-based techniques with a
single instance of any record thus far, there may be
multiple instances (1:M) of a single record in more
complicated cases. The literature only makes a very
minor contribution to the 1:M dataset. In [36], the pre-
liminary research in 1:M datasets is first presented. In
this paper, the authors suggested a new privacy model
based on I-diversity and k-anonymity, but it exces-
sively generalizes both sensitive and quasi attributes.
It has been highlighted that their method has minimal
utility and requires a lot of computing time. Addi-
tionally, it is demonstrated in [17] that it is vulnera-
ble to the MSA correlation generalization attack. An
effective privacy-preserving model for 1: M micro-
data, with higher utility, has been proposed in [37].
Although it was an improved work in adversarial at-
tacks modeling and analysis it lacks MSAs considera-
tion. The horizontal sliced permuted permutation (H-
SPP) for 1: M microdata, is proposed in [38]. It makes
use of slicing and anatomy to avoid identity, attribute,
and membership disclosure risks. Some other privacy
models for 1: M data sets are also proposed in [39]
and [40].

The work debated up to this point is either in MSAs
or in 1: M. There is only two privacy model proposed
in the literature for 1: M together with MSAs. The
earliest privacy technique for 1: M and MSAs are pro-
posed in [17], which re-examines the findings of [36]
for privacy disclosures based on 1: M and MSAs. Al-
though the proposed method shows an effective de-
fense against adversarial attacks, it means that it can
be more effective in terms of privacy. An adversar-
ial attacks identification in a balanced p-sensitive k-
anonymity privacy model for 1:M and MSAs has been
suggested in a recent study [[18]. They presented the
1:M MSA-(p, 1)-diversity privacy method, which is ef-
ficient, resilient, and utility aware. To the best of our
knowledge, most of the work done for privacy protec-
tion and adversarial attack prevention lacks Al-based
fuzzy-logic techniques. Some of the early work in
privacy preservation using fuzzy logic is presented in
[20, 1411 142 |43] |44 |45]}, but it lacks basic adversarial
attack models and other relevant explanations. The re-
cent article [46] makes use of fuzzy sets to categorize
numerical and categorical attributes uniformly. Based
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on those categories, sensitivity levels are introduced,
and (a, k)-anonymity privacy model is proposed for
hierarchical data. In [47] data privacy is ensured us-
ing data perturbation. The individual’s private data is
perturbed using a fuzzy membership function. In arti-
cle [48]], the authors proposed a classification based
on fuzzy logic, but it only applies to MSAs. All
of the aforementioned proposed fuzzy logic methods
lack the fundamental privacy adversarial models and
are therefore unsuitable for MSAs and 1: M datasets.

3. A Review of privacy breaches in (p, I)-
Angelization

This section revisit (p, 1)-Angelization [17] work-
ing and provides a short formal overview of the pri-
vacy disclosures. MSAs correlation, adversarial back-
ground knowledge, and Non-membership knowledge
are the key sources of privacy disclosures that are
invalidated in (p, 1)-Angelization. It also improves
the 1: M generalization’s high information loss.
Since Angelization is a combination of bucket and
batch partitioning, each bucket partitioning assures the
(p, k)-anonymity principle since each bucket includes
records from c groups. Each bucket contains at least k
tuples, with k being the group size that minimises the
linking attack. Each batch partitioning also adheres to
the (p, k)-anonymity principle. Each batch and bucket
must also adhere to the l-diversity principle. With
MSAs, (p, 1)-Angelization ensures the secure publi-
cation of a 1: M dataset. This method effectively pre-
serves the privacy of individual publicly available data
from MSAs correlation-based adversarial attacks. If a
batch partitioning = { BA|, BA», ......BA; } and a bucket
partitioning = {BA|, BA,, ...... , BAk} , and when (p, 1)-
Angelization of the microdata Table T is provided, two
tables are formed: a Sensitive Batch Table (SBT) and a
Generalised Table (GT), where SBT is of the form: ST
,BatchID, where ST = {C}i, C3i, C;i, ..... ,Cii). SBT
contains the row (i, ST), where i is the batch ID and
ST is the set of sensitive attributes, for each batch A;
(1 <i < g) and every sensitive value s € § that oc-
curs in A;. GT includes an additional column named
Batch-ID in addition to all the QI attributes from mi-
crodata T. Each tuple ¢ € T defines a row in GT. Each
row contains a collection of the generalized QI values
of t with Batch-ID. Fig. [T]displays the (p, 1)-angel al-
gorithm along with the HLPN model. Interested read-
ers can refer to [17], for more details about algorithm
steps and formal rules of (p, 1)-angel algorithm. Since
angelization combines bucket and batch partitioning,
each bucket partitioning satisfies the (p, k)-anonymity
criterion as each bucket contains records from c cate-
gories. Each bucket includes at least k tuples, where
k is the minimum group size to minimize the linking
attack. Each batch partitioning also adheres to the (p,
k)-anonymity principle. Each batch and bucket must
also meet l-diversity [7] requirements. With MSAs,
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Table 1
MSAs correlation attacks description with formal rule representation

MSA correlation | Attacks description Formal representation based on (p,l)-
attacks Angelization HLPN model
Sensitive correla- | If the adversary can use MSA and back- | R(Scor Attacks)= v i18 €
tion attacks (Scor) | ground knowledge to correlate an indi- | x18,V¥il9 € x19,Vi20 € x20,Vi2l €
vidual’s sensitive attributes, he or she can | x21|S cor Dis(i18[1],i19[1]) -
execute Scor Attacks. ({i18[1],i19[1]} U {i20[2]}) =# i2[2] A
i2[3]G21[2] U i21[3]) = D
Non-membership | If the adversary can successfully findthe | R (Nm  Attacks)=Y i22 €

correlation at-

absence of individual MSA in published

xX22,¥i23 € x23,¥i24 e x24,VYi25 €

tacks (Nmcor) data, he or she can launch Nmcor attacks. | x25 INm Dis(i22[1], i24[2]) -
i25[2] A Nm Dis(i23[1],i24[2]) = ©
Quasi-correlation | If an adversary can map a person to | R (Qcor Attacks)=V i26 €

attacks (Qcor)

a sensitive value in published data us-
ing external MSA information and quasi-
identifiers like age, gender, and zipcode,
he or she can execute a Qcor attack.

x26,¥i27 € x27,¥i28 € x28,¥i29 €
x29  |Qcor  Dis(i26[1],i27[1])
(i26[11,227[1]) U {i28[2]) #
i2[3](i29[2] U i29[3]) = @

-

2[1] A

Input Transform Scor Attacks
K1 2 =I 3 > o
|> MT I CTG A K 0—
Chek 2
Dependency % 2
o+ 304, %21
I 5 & Qcor Attacks
Sort Data L
Wcalculation \' %29
%5 1
. sf—xi6 »
A6 g ) | y22
W T A w27
Categorize .% i
—x12 13 %25
MaxW 24
I X0 SW
%11 I: Nm Attacks
End User Data Sanitizer Adversary

Fig. 1. HLPN model for (p, 1)-Angelization

(p, 1)-Angelization ensures the secure publication of a
1: M data set. This approach effectively protects the
privacy of the individual published data from MSAs’
adversarial disclosures as explained in Table[I] (p, 1)-
Angelization algorithm performs a dependency-based
SA weight calculation, and the MSAs category forma-
tion depends on the maximum weight and the release
of SBT and GT. In the subsequent section, we will pro-
pose a fuzzy logic-based technique that will provide
privacy and utility for MSA and 1:M-based data sets.
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4. Proposed enhanced Fuzz-classification (p, 1)-
Angel

This section describes the work of fuzzy logic-
based privacy-enhancing methods.The working of
proposed approach is elaborated in subsequent sec-
tions.

4.1. Proposed Fuzz-classification (p,l)-Angel

We propose a fuzzy (p, 1)-Angel method for con-
verting data attributes into fuzzy sets. Fuzzification
is the process of converting data attributes into fuzzy
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Table 2
Original data table
‘ Name ‘ Gender ‘ Age ‘ Zipcode ‘ Disease ‘ Treatment ‘ Physician | Symptom ‘ Diagnostic-method
P1(Johny) M 27 14248 HIV Antiretroviral Therapy (ART) | John Infection Blood Test
P2(Johny) | M 27 14248 Dyspepsia Antibiotic Sarah Digestive Upset Ultrasound
P3(Ana F 28 14207 HIV ART John Loss of Weight ELISA Test
P4 Richard | M 26 14206 Cancer Radiation Alice Loss of Weight MRI Scan
PS5 Dave M 25 14249 Cancer Chemotherapy Bob Abdominal Pain Chest x-ray
P6 Kate F 41 13053 Hepatitis Drugs Sarah Fever Blood Test
P7 Kate F 41 13053 Phthisis Antibiotic David Fever Molecular Diagnostic Test
P8 Kate F 41 13053 Flu Medication Suzan Fever RIDT tests
P9 William | M 48 13074 Phthisis Antibiotic David Fever Molecular Diagnostic Test
P10 Robert | M 45 13064 Asthma Suzan Difficulty in Breathing | MCCT
P11 Olivia | F 42 13062 Obesity Nutrition Control Steven Eating Disorders Body Mass Index (BMI)
PI2Emily | F 33 14248 Flu Medication Suzan Fever RIDT tests
P13 Alec M 37 14204 Flu Medication Eve Fever RIDT tests
P14 Oliver | M 36 14205 Flu Medication Anas Fever RIDT tests
P15 James | M 35 14248 Digestive Upset | Medication Jem Heartburn Chest X-Ray
P16 James | M 35 14248 Stomach Cancer | Surgery Jem Digestive Upset Endoscopy
P17 Jessica | F 28 14249 Cancer Chemotherapy Bob Abdominal Pain Chest x-ray
Table 3
Transformed data table
Name Gender | Age | Zipcode | Disease Treatment Physician Symptom Diagnostic-method
P1 {1,2} (Johny) M 27 14248 {HIV, Dyspepsia} { Antiretroviral therapy (ART), Antibiotic} | {John, Sarah} | {Infection, Digestive Upset} {Blood Test, Ultrasound}
P2 (Ana F 28 | 14207 | HIV ART John Loss of Weight ELISA Test
P3 Richard M 26 14206 Cancer Radiation Alice Loss of Weight MRI Scan
P4 Dave M 25 | 14249 | Cancer Chemotherapy Bob Abdominal Pain Chest x-ray
P5 {5.6,7} Kate F 41 | 13053 | {Hepatitis, phthisis,Flu} {Drugs. Antibiotic, Medication} (sij::h) David: | Bever, Fever, Fever) {Blood test, MDM, RIDT tests}
P6 William M 48 13074 Phthisis Antibiotic David Fever Molecular Diagnostic Test
P7 Robert M 45 13064 Asthma Medication Suzan Difficulty in Breathing MCCT
P8 Olivia F 42 13062 Obesity Nutrition Control Steven Eating disorders Body Mass Index (BMI)
P9 Emily F 33 14248 Flu Medication Suzan Fever RIDT tests
P10 Alec M 37 14204 Flu Medication Eve Fever RIDT Tests
P11 Oliver M 36 14205 Flu Medication Anas Fever RIDT Tests
P12 {15,16) James | M 35 | 14248 | {digestive upset, Stomach Cancer] | {Medication, Surgery} {Jem, Jem] {Heartburn, Digestive Upset] | {Chest X-Ray, Endoscopy
P13 Jessica F 28 14249 Cancer Chemotherapy Bob Abdominal Pain Chest X-Ray

sets. The first step in making fuzzy set is to categorize
attributes according to their priority. This is explained
in subsequent subsection.

4.1.1. Weight assignment:

The first step is to assign weights to attributes so that
membership functions can be defined. Let us take the
attribute physician in Table 2] as an example and con-
vert it to a fuzzy sets. First, identify the distinct physi-
cians in Table ] the total number of distinct physi-
cians (p) is ten, and they are ordered from most criti-
cal to least critical, moderately critical to less critical,
and so on. The weights are computed by means of
Rank Order Centroid (ROC) using rank assigned to
physicians. Table [5| represents calculated ROC-based
weights as given. Based on ROC based weights, fuzzy
set for physicians is defined. The equation for calcu-
lating ranked based weight is given below where Ps
is the number of physicians and Wk is the weight for
the kth physician. We will repeat above steps for all
sensitive attributes to get weights.

Wk = (1 /Ps)zps% 1)
r=k

4.1.2. Fuzzy sets and rule base inference

Next Fuzzy sets are defined for each attribute and
IF-THEN rules are defined based on these fuzzy sets
(FSs). IF-THEN rules are evaluated to get an output
of privacy classes. Let linguistic variables (gi) and
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(msa) represent QIs and MSAs, respectively. Let °1’
mfs be constructed for QIs, then fuzzy sets for (gi) are
generated. The generalized form of fuzzy sets for two
QIs X and Y are illustrated in equation 2]

(Fuzzy — Se)x((gia)) = {(gix1), (gix2), ..., (qixi)}
(Fuzzy = Sen)y((qip)) = {(giy1), (giy2), -..... (givi)}
2
Following the formation of fuzzy sets, rules are
computed and privacy classes are defined using[3]

IF Qlx is (gix;) U Qly is (C]iyj)th[iOfl = C](PC)(,‘_H‘_])

3)

The next step is assignment of tuples to privacy
classes.

4.1.3. Assignment phase

Next step is assignment of records to Privacy
Classes (PCs). PCs are created according to defined
rules, and tuples in the table are assigned to each PC
according to their values. Classification and assign-
ment need to be done for every attribute of data set.
Table [6] and Table[7] shows the privacy classes for Qls
and MSAs respectively.

4.1.4. Anonymization phase

The classification and assignment of QIs and SAs
to fuzzy privacy classes are done in last phase. The
final phase is to integrate SA PCs into the QI PC ta-
ble and assign PCs to tuple ids. Table [§] contains the
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anonymized QT and Table 9] shows anonymized SAs.
Below is a line-by-line explanation of the algorithm.

Table 4
Rank based weight calculation

’ Physician \ Rank \ Weight (ROC)

John 1 (1+1/2+,..,+1/10)/10 = 0.31
Jem 2 | (1/2+1/3+,...+1/10)/10 =0.20
Alice 3 | (1/3+1/4+,...,.+1/10)/10 =0.14
Anas 4 | (1/4+1/5+,.,+1/10)/10 =0.11
Bob 5 | (1/5+1/6+,...,+1/10)/10 =0.08
Eve 6 | (1/6+1/7+,...+1/10)/10 =0.06
Sarah 7 | (1/7+1/8+1/9+1/10)/10 =0.04
Suzan 8 (1/8+1/9+1/10)/10 =0.03
David 9 (1/9+1/10)/10 = 0.02
Steven 10 (1/10)/10=0.01

Table 5
Rank based physician weight calculation

Physician | Rank | Weight Fuzzy set for p
(ROC)
John 1 0.31 P.c pismostcritical
Jem 2 0.20 | P, pisleast critical
Alice 3 0.14 Py p is more criti-
cal
Anas 4 0.11 Pic  pisless critical
Bob 5 0.08 P.isc p is moderate
critical
Eve 6 0.06 Pier  p is lesser criti-
cal
Sarah 7 0.04 P. P is critical
Suzan 8 0.03 P, P is sensitive
David 9 0.02 P;;, P is less sensi-
tive
Steven 10 0.01 P, P is normal

In Algorithm [I] Line 12, 13 merge multiple records
in MT into a single record representation and split the
table into QIs and SAs attributes subsets (Table [3).
Data attributes are called Linguistic variables (Lvn).
Line 14-16: identify unique attributes and rank them
(r) according to weights. Line 18-20, define linguis-
tic variables for unique attributes using Rank order
centroid (ROC). Line 21-23, define MFs for every at-
tribute. Every attribute can have two, three, or four
MFs. Line 26 makes classification rules for data-set
Line 26, assigns classification rules to privacy classes.
Line 33 identifies which privacy class a tuple in Ta-
ble "TMT’ belongs to as shown in Table [§] Line 34-
35 generate tables (QT) and (SAT) with new attribute
class and attributes of subset table (Table[7] Table[7b).
Every SAs subset table’s QT (tuple) is checked on line
40 to see if it belongs to which privacy class (SAT).
Line 41, for each subset of SAT, add a privacy class to
QT. Line 46-48, publish FQT and FMSAT tables (Ta-
ble [§] Table [9]). In the following section, we demon-

Algorithm 1 Fuzz-classification (p,1)-Angel

procedure FuzziFicATION
2: Input MT: Microdata table = {L.vn}
(MMT) : Transformed Microdata table ={Lvn}
4: Multiple Sub-sets= {sb1, sb2, sb3,. .., sbk}
Membership Functions MFs for Lvn
6: @ = no. of attributes in one sb
Q = no. of MFs for Lvn
8: v = Numberof fuzzyrules(v = Q%)
Classification Rules CR [] = CR{,CR,, ...
10: Privacy Classes [|= PC1, PC2,...,PC,
Output Release Table FQT and FST
12: (MMT) .= M — Transform(Lvn)
$besieny = S PLt((MMT))
14: fori=1tomdo
RnkAtb,,_, = (Rank(Distinct(sby,,.,))
16: end for
//Stepl: line 17-26 represents classification phase/
18: fori=1to jdo
Lvngy, := ROC(RnkAtb;,_,), sby,,.,
20: end for
for k = 1 tom do

’ CRV

iviesh

22: MF := Membership(Lvngb)

end for
24: fori=1toado

for j=1towdo
26: CR[i] = AND{Lvn[1][j] A
Lvn[2][JIA, ceee... , ALvn[n][j1}
PCJi] .= CRJi]

28: end for

end for

30: /* Step2: line 30-40 represents privacy classes as-
signment phase */
fori=1tondo
32: for j=1tovdo
if T(Tuple) € (PC[v]) then
34: Create a new table for QIs (QT)
and SAT (SAT},.....,SAT,,) based on the Classes.
end if
36: end for
end for
38: fori=1tondo
for j=1tomdo
40: if QT(tuple) € (STm) then
Append dataset PC(STm) in QT for
every SAT
42 end if
end for
44: end for
//Step 3:line 45-47 represents Fuzzy-Publication
phase/
46: fori=1to T do
Publish FQT , FMSAT
48: end for
return FQT , FMSAT
#mnd procedure
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Table 6
Classification of QIs (Age-Zip code)

Age | Zip-code

13053-14204 14205-14249 ‘
2427 ({11;1C,§>2,P3,P4}
28-35 ({] iglz,ma’}
36,45 ({]1;5C,§6,P7,P8, PI0] ({] PI1j

strate that the adversarial MSAs correlation attack can
be successfully mitigated using the proposed approach
through formal modelling and analysis.

5. Formal modeling and analysis of Fuzz-
classification (p, 1)-Angel with privacy attacks
mitigation

Formal modelling and analysis of the proposed
Fuzz-classification (p,l)-Angel-based algorithm will
be demonstrated in this section. Furthermore, we will
also perform the mitigation of privacy attacks through
HLPN. For this purpose, we convert the proposed al-
gorithm into the HLPN model. Descriptions of the
variable types are given in Table[T0} Table [T1] shows
the model places and its description. In formal mod-
eling using HLPN, we identify the data types, Places
(P), and mappings (Interested readers are encouraged
to read [22, 23] for further details about the use of
HLPN). Fig. [J] depicts the working of the HLPN
model with privacy-attack invalidation. The first input
transition shows the raw data table with data attributes
and r number of tuples stored in Table.

R(M-Merging) = Vi2 € x2,i3 € x3|
@311, 32D iye:)

4
= Transfrm — Rec(i2[1], 2[2D)myyme )N @
x3" == x3 U {3[1], 3[2]}
R(D-Split) = Vid € x4,i5 € x5|
L1, 512Dk se) = DS PUCAL2Ln ) (5)

x5 =5 U {i5[1],i5[2]}

Algorithm starts with the transformation of multi
records in Table in to single record representation by
merging the same data attributes of patient records in
transition M-Merging . The data attributes are divided
in Transition D-Split into multiple subsets of QI and
SAs. Following this linguistic variable identification,
we rank each variable’s value and use transition A-
L-Conv to transform attributes to linguistic variables

357

358

359

360

361

362

363

Lvn.

R(Rank) = Vi8 € x8,i9 € x9|
(i7([1]l'(v,’7[]]g,‘) = ((i6[1])myl6[l]€m)/\
72D zynpe) = W = bsrnk (6] 2] my 50N
X7’ = X7 U{iT[1],i7[2]}

(6)

R (A-L-Conv) = Vi8 € x8,i9 € x9|
O Dnypigen) = L = Conv(@8[ 1), 5110, N
x9" = x9 U {(9[1])}

)

R (Classification) = Vil10 € x10,i11 € x11,
i14 € x14,i15 € x15,i17 € x17|
(O Dsviorges = MfGE8[1Dsvisi1es
Ax9 = x9 U {(i9)}A
1401 Deviraper = Rules10[1[o]A
i10[ulleDtvitopape A
Ax16" = x16 U {(i16)}
17 Dsype) = IS Dgysp116,)
Ax17 = x17 U il7[1]

(®)

(Assignmnt) = Vil8 € x18,i19 € x19,
i20 € x20,i21 € x21,i21 € x21|
((7118[2] € (i20[1]) = TRUE)) —
(221[1],21[2], i21[3]) := Fuzzytable(i18[1]
[l i19[1] I 220[1DA
x217 == x21 U {i21[1],i21[2], i21[3]}Vv
(i18[2] € (i20[1]) = TRUE) —
(122[1],22[2]) := Fuzzy — table((i18[1]
1119121 ey A
x22" = x22 U {i22[1], i22[2]}

&)

For linguistic variables x, all membership functions
are defined. Now, QY rules are created based on the
combination of linguistic variable values and member-
ship functions, and they are saved in place Rules. Af-
ter this procedure, each particular rule is allocated a
privacy class. The above mentioned process is repre-

sented in equations [} [5 [6} [7]and [8]

R (Anonymization) = Vi23 € x23,i24 € x24,
i25 € x25|
(i23[2] € i24[2]ivi2ap21ei) = TRUE)) —
i25[1] := i23[1] A i25[2] := i23[2]A
i25[3] = i24[2] A i25[4] = i23[3]
Ax25" = x25 U {i25[1], i25[2],i25[3], i25[4]}

(10)
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Table 7

Classification of sensitive attributes
(a) Classification of sensitive attributes (disease-physician-treatment)

PID | Disease | Physician | Treatment [ Class |
P1,P2, P3 | HIV, Flu, Cancer John, Jem, Alice | Antiretroviral therapy (ART), Medication, cl
Radiation, Surgery
P12 Stomach Cancer. Hepatitis. Obesit John, Jem Antiretroviral therapy (ART), Medication, o
> Hepantis, Y| Alice Radiation, Surgery
P12 Dyspepsia, Phthisis John, Jem Antiretroviral therapy (ART), Medication, 3
Digestive Upset, Asthma Alice Radiation, Surgery
P10. P11 HIV, Flu, Anas, Bob Antiretroviral therapy (ART), Medication, c4
’ Cancer Eve Radiation, Surgery
P5. P9 HIV, Flu, Sarah, Suzan Antiretroviral therapy (ART), Medication, cs
’ Cancer David, Steven Radiation, Surgery
P7 ]]giysssi?vs;a[,JPl;gtnsm Sarah, Suzan Antiretroviral therapy (ART), Medication, c6
A;(tghma pset. David, Steven Radiation, Surgery
P4, P13 Ig;:’c:rlu’ g\rllss, Bob Antibiotic, Chemotherapy, Drugs, Nutrition Control | C7
P5, P8 (S)tgé:{at;h Cancer, Hepatitis, ]S;:\i}:j’ SSLtlzjgn Antibiotic, Chemotherapy, Drugs, Nutrition Control | C8
P1, P5, P6 ggg:ﬁ;éaﬁ};;:lzz thma ls)?\il(li’ Sslg::n Antibiotic, Chemotherapy, Drugs, Nutrition Control | C9
(b) Classification of sensitive attributes (symptom-diagnostic method)
| PID | Symptoms | Diagnostic-method | Class |
Infection, Fever, Loss of Weight
P1,P2,P5,P9,P10.P11 Digestive Upset & Blood Test, RIDT test, ELISA-Test pCl
Infection, Fever, Loss of Weight
P1, P3 Digestive Upset & Ultrasound, Chest X-Ray, MRI Scan | pC2
Difficulty in Breathing, Abdominal Pain,
P4, P11, P12 Eating D};sor ders Heagrtburn Ultrasound, Chest X-Ray, MRI Scan, | pC3
. . Molecular Diagnostic Methods
Infection, Fever, Loss of Weight ’
P5, P6, P12 Dissstins Ut & MCCT, pC4
£ p Body Mass Index (BMI), Endoscopy
Difficulty in Breathing, . .
Ab domizal Pain g Molecular Diagnostic Test,
P7. P8 Eatin Disorders, MCCT, PG>
Heart%)urn ’ Body Mass Index (BMI), Endoscopy
Table 8
Fuzzy Quasi Table (FQT)
PID ‘ Age ‘ Zip code ‘ Class ‘ In assignment process, each record in the table is
checked to see which class it belongs to, followed by
P1, P2, P3, P4 | [24-27 14205- PC1 . .. .
T [ ] [l 14249] 4 construction of Q-T and S-T as depicted in[§] In this
process records from tables are assigned to each pri-
P9, P12, P13 [28-35] [12‘;1%5] qpC2 vacy class according to its matched values. Next in
transition anonymization the privacy classes for quasi
II;Z’ Pfg’ P7. | [36-45] [1]432(())543_ qPC3 identifiers are checked for corresponding class of sen-
Pli T 14205] PCA sitive attributes bucket. Each class of multiple sen-
[36-45] [14249 ) q sitive attributes gets a quasi-based privacy class, and
] saved in places FQT and FST as given in equations [9]

[10} and[11]

R (Publication) = Vi26 € x26,i27 € x27,i28 € x28|
i27[1] = i26[1] A 27[2] := i26[2] A i27[3] := i26[4]
AX27 = x27 U {i27[1],i27[2], 27[3]}
i28[1] := i26[1] A i28[2] := i26[2] A i28[3] := i26[4]
Ax28' = x28 U {i28[11, i28[2]}

1)

R (FScor- Attack) = Vi28 € x28, Vi29 € x29,

Vi30 € x30,Vi31 € x31|
feorDis((i28[2] U i29[2]), 30[2])
#BI[1ITAB1[1]=¢
Ax31 = x31 U {i31[1]}

(12)
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Table 9

Fuzzy Multiple Sensitive Attribute Table (FMSAT))

| Class| Disease-Symptom-Physician | Treatment-Diagnostic
{Infection, Fever,
{ Antiretroviral Therapy | loss of weight {Blood Test,
igl\s" :llsli,aCancer} {John Jem Alice} (ART), Medication, | Digestive Upset} | RIDT Test,
YSpepsId, {Anas Bob Eve}| Radiation, Surgery} {Difficulty in ELISA-Test}
qPC1| Phthisis . .
Dicestive Upset {Sarah Suzan { Antibiotic, Breathing, {Ultrasound
As%hma} pset, David Steven} Chemotherapy, Abdominal Pain, Chest x-ray,
Drugs, Nutrition Control} Eating Disorders, MRI Scan}
Heartburn}
{Blood Test,
RIDT test,
{Stomach Cancer, {Infection, Fever, ELISA-Test}
Hepatitis, { Antiretroviral Therapy | loss of weight, {Ultrasound,
Obesity } {John Jem Alice} (ART), Medication, digestive upset} Chest x-ray,
PC2 {Dyspepsia, {Sarah Suzan Radiation, Surgery} {Difficulty in MRI Scan}

q Phthisis, David Steven} { Antibiotic, Breathing, { Molecular
Digestive Upset, {Anas Bob Eve}| Chemotherapy, Abdominal Pain, Diagnostic Test,
Asthma} Drugs, Nutrition Control} Eating Disorders, MCCT,
{HIV, Flu, Cancer} Heartburn} Body Mass

Index (BMI),
Endoscopy}
{HIV, . {Blood Test,
Flu, Cancer} ~ {Infection, Fever, | iy e,
. . { Antiretroviral therapy | Loss of Weight,
{Dyspepsia, {John Jem Alice D . L ELISA-Test}
.. (ART), Medication, Digestive Upset}
Phthisis {Anas Bob Eve} . - . {Molecular
L Radiation, Surgery} {Difficulty in . .
qPC3| Digestive Upset, {Sarah Suzan ¥ . Diagnostic Test,
{ Antibiotic, Breathing,
Asthma} . . MCCT, Body
. Chemotherapy, Abdominal Pain,
{Stomach Cancer, | David Steven} o . . Mass Index
. Drugs, Nutrition Control} Eating Disorders,
Hepatitis, Heartburn} (BMI)
Obesity} Endoscopy }
{ Antiretroviral therapy | {Infection, Fever, {Blood Test,
qPC4| {HIV, Flu, Can- | {Anas Bob | (ART), Medication, Loss of Weight, RIDT Test,
cer} Eve} Radiation, Surgery} Digestive Upset} ELISA-Test}

R (FQcor- Attack) = Vi32 € x32, Vi33
€ x33, Vi34 € x34,Vi35 € x33)|
fqeorDis(i32[11, 32[2], i34[1])
= i35[1]) & i35[2] A i35[2] = ¢
AX35" = x35 U {i35[1],i35[2]}

13)

R (FNm-Attack) = Vi36 € x36, Vi37 € x37,
Vi38 € x38, ¥i39 € x39)
FNmDisG36[11, 38[2]) # (39[2]
A3T2]) — 39[2] =
AX39 = x39 U {i39[1], i39[2]}

(14)

Last attack transitions represent the attack mitiga-
tion on proposed Fuzz-classification (p,l)-Angel ap-
proach. The adversary uses the combination of pub-
lished data FQT and FST, background knowledge
BGK and external available information and tries to
reveal the user IDs and MSA values. In [12} [13] and
[I4] the value returned from the transition Attack is
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equal to ¢. As Fuzzification-based (p, 1)-Angelization
use classification and ROC based approach to pre-
vent FScor-Attack and FQcor-Attack. An attacker
cannot link multiple user ID records because the tar-
get identity in the PC cannot be traced. For the
FScor-Attack invalidation in our proposed approach
we take a unique attribute and assign it a rank accord-
ing to criticality. The ROC-based method is used for
weight calculation. This process is applied to all at-
tributes. ROC-based classifications in PCs and per-
mutation prove to be effective for any type of MSAs
correlations and external available knowledge. Like-
wise, in an FNm attack, the adversary cannot guess
the exact appearance of the target individual in the
PC, because this knowledge is not sufficient due to the
aforementioned fuzzy logic classification-based meth-
ods and the permutation of the target individual pres-
ence.
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Fig. 2. HLPN for adversarial attacks mitigation on fuzz-classification (p,1)-Angel

6. Experimental results

The privacy model of the proposed Fuzz-
classification (p, 1)-Angel approach is validated
through HLPN in the previous section. In this
section, we present an experimental evaluation of
the proposed approach with (p-1)-Angelization. The
efficiency of the proposed privacy model is measured
using computational cost and query accuracy. The
proposed Fuzz- classification(p, 1)-Angel algorithm,
and (p, 1)-Angelization is implemented in python,
and experiments are carried out on a machine with
operating system Windows 10, processor Intel Core
i7, 500 GB hard disk, and 8 GB RAM. The data sets
used are YOUTUBE and INFORMS. A total of 25000
records are used for INFORMS and YOUTUBE
dataset. The total attributes in YOUTUBE dataset
are 8, 6 are used as QIs uid, age, category, length,
rate, and rating and 2 are SAs comments, video-ID.
In INFORMS dataset 4 are QIs birth month and year,
race, education year, and 2 are SAs income, code.

6.1. Query accuracy:

The utility of the proposed Fuzz -classification(p,
1)-Angel is measured through query accuracy. The
effectiveness of privacy models is obtained by com-
paring anonymized data sets aggregated query results
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[49]150]]. The aggregate query is in the form:

SELECTCOUNT (x) FROMDATAS ET(T)
WHEREpred(P!))AND ... AND
pred(P,di))ANDpred(P* A)

15)

In the above query, a query is executed from the
original data set or anonymized data set and query
predicate P comprises several QIs and SAs which we
called the query dimensionality and values of each at-
tributes called query selectivity. The Relative Query
Error (RQE) is calculated using:

Estimated count”Actual count
Actual count

RQE = (16)
Whereas, the actual query count is the result of the
query run on the original data set T, and the estimated
query count is the count returned from anonymize data
set (T*). The results of the query accuracy are com-
puted according to the number of groups and the di-
mensionality of the query. In Fig. [3]and Fig. [ the
number of groups and relative query error are shown
for YOUTUBE and INFORMS data sets. The group
size fluctuates in Fuzz-classification (p, 1)-Angel, un-
like (p, 1)-Angelization, as a result, the relative query
error in the proposed methodology is almost the same
for varied group sizes. Furthermore, when com-
pared to (p, 1)-Angelization, the proposed approach
uses fuzzy classification for both QIs and SAs, re-
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Table 10
Data types used in HLPN for Fuzzy-PPDP

Types Descriptions

ID Identifier in Table

TID Transformed identifier in Table

Tp, Table with t tuples

TTp, Transformed Table with t tuples

Sqid Subset of quasi-identifier

Ssen; Multiple subsets of sensitive at-
tribute values

Sag Subsets of unique sensitive attribute
ranking

Cpe Set of privacy classes

C, Set of privacy classes for quasi-
identifiers

C Set of privacy classes for append ta-
ble

FQI Fuzzy quasi-identifiers

Lvy Linguistic variables for a attributes

R, p number of fuzzy rules

Q Group of quasi identifiers

FMSA; | Multiple sensitive attributes

MSAT Fuzzy multiple sensitive attribute

FQpk Fuzzy quasi-identifiers for back-
ground knowledge

FMS Ay | Fuzzy multiple sensitive attribute of
background knowledge

FQlIo» Fuzzy quasi-identifiers for Qcor
based adversarial disclosure

FMSA., | Fuzzy quasi-identifiers for Qcor
based adversarial disclosure

FOl,, Multiple sensitive attributes for cor-
relation adversarial disclosure

FMSA,.,, Multiple sensitive attributes for
non-membership disclosure.

sulting in a lower relative query error. Although bet-
ter generalization is implemented for QIs in (p, 1)-
Angelization, query error is still greater as compared
to Fuzz-classification (p, 1)-Angel. In Fig. [5] and [6]
relative query error is plotted against query dimen-
sionality for YOUTUBE and INFORMS data sets.
Graphs suggest that query accuracy is better in the
proposed approach as compared to the renowned (p,
1)-Angelization technique that uses angelization based
generalization for QIs.

6.2. Execution time:

The execution time analysis is used to measure
the computational efficiency of the proposed approach
against (p, 1)-Angelization. The execution time anal-
ysis of Fuzz -classification(p, 1)-Angel and (p, 1)-
Angelization is shown in Fig. [7]and[§] In Fig. [7]exe-
cution time is plotted against the number of records
in the YOUTUBE dataset. It is clear that time re-
quired to execute the proposed approach is quite short

Table 11
Mapping of data types on places

[ Types | Description
¢(Table) PADxTp,)
@(TMT) P(TIDXTTp;,)
©(S-Set) P(SqidxSsen; )
¢(Rank) P(SqidxSag )
¢(PCs) P(Cpe)
¢(L-Variable) | P(LVy)
¢(MF) P(mf)
¢(CR) PR,)
¢(Q-T) P(TIDXFQxC,)
©(S-T) P(TIDXFMSA;)
¢(AP-Data) P(TIDXQXFMSA;xC)
©(FQT) P(TIDxFQxC,)
@(FST) P(TIDXFMSAsxCy)
¢(BGK) P(FQI XFMSA ;)
¢(F-Sen-Dis) P(FMSA.,,)
@(F-Qcor-Dis) | P(TIDXFQI,,,)
¢(F-Nm-Dis) | P(FQL,,xFMSA,,,;m)
4

3.5 (p.l) Angelization
3 —B— Fuzzification-(p,1)-Angel

]
Lh

Relative query error (Or)
— ; (2]

<
= L

(B

4 6 8 10
Number of groups(k)

Fig. 3. Relative query error for varying k groups on YOUTUBE
data set

(p.l) Angelization
—8B— Fuzzification-(p,l)-Angel

19
wh

&)

Relative query error (0r)
L]

! g—8—a—8a—=
0.5
0
2 4 6 8 10
Number of groups (k)

Fig. 4. Relative query error for varying k groups on INFORMS
data set
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LV¥]

(p.l) Angelization

d
L]

—8—Fuzzification-(p,l)-Angel

(28]

Relative query error (6r)
— h

0.5 g——B\E_,_,-E—El
0
Query dimensionality(Q)
Fig. 5. Relative query error for different query dimensions on
YOUTUBE data set
3
2.5 (p.l) Angelization

—B—Fuzzification-(p,l)-Angel

! M

Relative query error (r)

1 2 3 4 3
Query dimensionality(Q)

Fig. 6. Relative query error for different query dimensions on
INFORMS data set
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Fig. 8. Execution time analysis for different number of records on
INFORMS data set

as compared to (p, 1)-Angelization. The proposed
method is Al-based and uses fuzzy logic to classify
QI and SA, so it is computationally faster than (p, 1)-
Angelization. In Fig. [ execution time of INFORMS
dataset with varying records is shown. The results
show that the execution time increases with the num-
ber of records, but the proposed method with different
records has very short execution time compared to (p,
I)-Angelization. The reason for the longer execution
time in (p, 1)-Angelization is due to generalization us-
ing QI anonymization, using weight assignment and
balancing steps to discover MSA dependencies.

7. Conclusion

Privacy and utility are factors that are mutually de-
pendent on privacy-preserving data publishing, it is
crucial to design effective privacy techniques for data
publication that strike a balance between the two.
The main objective of this research is to maximize
the utility of health care data while protecting the
privacy of multiple sensitive attributes and multiple
records data sets. The work in this area is very lim-
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ited and is still not well explored. State-of-the-art pri-
vacy work for multiple sensitive attributes requires re-
liable techniques like Al-based fuzzy logic. In this
article, we propose an enhanced version of our pre-
viously proposed technique (p, 1)-Angelization. The
proposed Fuzz-classification (p, 1)-Angel uses per-
mutation and fuzzy logic to classify multiple sensi-
tive attributes and quasi-identifiers. Privacy Classes
are mapped to MSAs data sets using specific fuzzy
rules. The suggested technique is an improved ver-
sion of (p, 1)-Angelization in terms of privacy, as
shown through modelling and analysis of privacy dis-
closures using HLPN. The experiments’ results show
that the suggested approach outperforms its counter-
part in terms of utility and performance. In the fu-
ture, we plan to develop secure smart homes and
transportation systems based on fuzzy logic, and we
will look into their privacy and reliability. There is
also a need for privacy-aware federated learning-based
mechanisms re-investigation and their use for secure
sensitive health data collection and transmission.
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