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Abstract

Software-Defined Networking (SDN) is a new network paradigm that changes network ar-
chitecture. However, it turns out that the SDN network also has several issues, one of which
is security. The higher the traffic on the network, the higher the possibility of security threats
that will occur. Therefore, it is necessary to detect attacks that might occur on this SDN
network. This study will detect attacks on the SDN network with the stages carried out,
namely the process of building an SDN architecture using a mininet emulator, then network
simulation according to the topology, retrieval of traffic data using wireshark and performing
data analysis using the Weka application on the NSL KDD dataset. The results of this re-
search found that a DDos attack a ping of death is an attack that sends messages continuously
to the recipient, causing the computer to crash, then analysis of attack classification data is
carried out using a dataset to compare machine learning algorithms that have high accuracy
was Random Forests. The targeted output in this research is published in the Journal of
Computing.
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1. Introduction

Software-Defined Networking (SDN) is a new network paradigm that changes network archi-
tecture. The existence of an SDN Network allows administrators to be able to provide a network
faster and without manual configuration. SDN can separate the control plane and data plane,
administrators do not need to configure the existing network devices one by one [1]. With SDN
networking, administrators gain independent control of the entire network at one point, which
greatly simplifies network operations [2].

However, in addition to the many advantages that exist on this network, it turns out that the
SDN network also has several issues, one of which is security. The higher the traffic, the higher
the possibility of security threats being exploited by perpetrators for personal gain [3]. On this
network, one of the most common attacks is Denial of Service (DoS). This attack is mostly carried
out at layer 3 (application layer) and layer 4 (transport layer). DDoS is a type of attack that
utilizes many IPs to carry out attacks on the network, namely by sending request packets that
very much make traffic congestion on a network so that the work of the device becomes louder
than usual, this results in damage to network devices, which is one of the main driving factors for
attackers [4].
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In 2016 [5] it was found that the percentage of DoS attacks was still quite large, 46.9% for layers
3 and 4. One of the preventions of this attack issue, some of which are by using a firewall [6], but
by using this firewall attacks can be detected only 40% only. Therefore, this study uses machine
learning as attack detection. Machine learning can help define rules on the SDN controller and
can predict attacks more accurately[7].

Therefore we need a network analysis that aims to determine the attacks that appear on a
computer network. In this study, the process of detecting attacks on the SDN network will be
carried out. The SDN network will be built using mininet software, then the process of retrieving
traffic data on the SDN network using wireshark. This study uses the NSL KDD dataset as
training data and test data used to determine the algorithm that can be used or implemented on
the controller.

2. Methods

2.1 Software Defined Network (SDN)
According to the Open Networking Foundation (ONF), SDN is defined as a network architec-
ture that is able to separate control and forwarding functions to enable direct programmable
network control and underlying infrastructure for network applications and services [9]. Soft-
ware defined network (SDN) is a new concept in designing, managing and implementing net-
works. Increasingly complex needs and innovations make SDN present to support all needs
and innovations in the network sector. The following is the SDN network architecture shown
in Figure 1

Figure 1. SDN Architecture.

In the SDN architecture, the network is divided into 3 layers, namely the application layer,
control layer and infrastructure/data layer. The application layer is the user interface in
managing or developing an SDN network. Control plane is a controller that is centralized
and based on software. Subordinate hardware is fully controlled by the controlling plane
or controller in carrying out forwarding decisions. All subordinates are connected to the
controller [8].

Most SDN network services are centralized in SDN control software. The SDN controller
manages all network devices at the base infrastructure layer, which is a single logical virtual
switch. The network operator can control the network via standard interfaces (eg, OpenFlow)
independently of the network device vendor. The network devices are only equipped with
the data forwarding function which is controlled by the SDN controller. This makes network
design and operation simpler and more efficient. The API between the application layer and
the control layer can provide virtualization of the network environment and the means to
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implement various policies regarding routing, access control, traffic engineering, management
and so on [9].

2.2 Mininet
Mininet is one of the emulators that is widely used in building an SDN architecture. Mininet is
a type of CLI emulator that is used to create a virtual network topology on a software defined
network [10]. In the mininet, there are already several examples of topologies provided by the
mininet, some of which are minimal, single, reversed, linear, and tree. Creating a topology
manually can be done in mininet by entering a few lines of python code [11]. Mininet is a
network emulator that creates a network of virtual hosts, switches, controllers, and links.
The Mininet host runs standard Linux networking software, and its pocket-switch supports
OpenFlow for highly flexible custom routing and Software-Defined Networking [12].

At this stage, the SDN architecture was built using a virtual box and mininet software. The
network architecture at the SDN in this study is to create a virtual network that will be used
to retrieve network traffic data. This study builds 1 ryu controller, with 3 switches and 3
hosts as shown in Figure 2 and assigning IP Addresses.

Figure 2. SDN Architecture.

The following is the assignment of IP Address for each host shown in Table 1.

Table 1. Host IP Sharing.

Host IP Address

Host 1 192.168.1.1
Host 2 192.168.1.2
Host 3 192.168.1.3

2.3 Wireshark
Wireshark Network Protocol Analyzer is a software application that is used to view and
attempt to capture network packets and attempt to display all the information in the packets
as detailed as possible. Open Source from Wireshark uses a Graphical User Interface (GUI)
[13]. Wireshark is a free and open-source packet analyzer. These tools are often used to find
problems in networks, software development and communication protocols, and education.
Wireshark is cross-platform and uses pcap to capture network packets. Wireshark can run
on almost all available operating systems [14]. Wireshark formerly known as Ethereum is
a GUI based software protocol for network traffic. Wireshark allows users to interactively
browse packets from a busy computer network or previously capture files [15].

2.4 Network attacks
In general, the most common attacks on the internet network are flooding/denial of service
(DOS). DDOS is a large-scale data transmission that is intentionally done to reduce router
performance in data transmission media. Flooding is more often used at the data link layer,
sent from the physical layer to the data link and recording MAC addresses in data compression
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is carried out continuously without going to the next layer. With flooding very detrimental
to bandwidth and other users, it is necessary to have a flooding analysis process in order to
know the characteristics of flooding data if it occurs on a router [16]. One type of attack on
Dos is Smurf, this type is often carried out by flooding the victim with "echo-reply" Internet
Control Message Protocol (ICMP) packets or commonly known as ping of death. In this
condition the attacker will send many ICMP packets to the victim’s broadcast address. The
packets sent are the victim’s address as the source IP address [17].

At this stage, it is doing a network simulation based on the SDN architecture that has been
created with the aim of communicating between users. At this stage, simulation is carried
out on the network architecture that has been built shown on Figure 3 and 4.

Figure 3. Connection test between hosts.

Figure 4. Host node configuration
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2.5 Classification
Classification is a technique for grouping data based on certain attributes or variables which
will later be used to accurately predict new data that does not yet have a group or class [18].
Support Vector Machine is a machine learning method that compares a selection of discrete-
valued parameters called candidate sets. The SVM classification process has been introduced
by Vapnik, Boser, and Guyon [19]. Research conducted by R. Kokila et al that used SVM
for the attack detection process was able to produce an accuracy of 95.11% [20]. Support
Vector Machine is a machine learning method that compares a selection of discrete-valued
parameters called candidate sets. The SVM classification process has been introduced by
Vapnik, Boser, and Guyon [19]. Research conducted by R. Kokila et al that used SVM for
the attack detection process was able to produce an accuracy of 95.11% [20].

After analyzing the traffic data in the simulation, the next step is to test the training data
and test data taken from NSL KDD using data mining techniques. This dataset is a data
set that is used to find out which algorithm has high accuracy. The results of this data are
used as a reference to be implemented on a controller capable of detecting attacks on the
SDN network. The NSL-KDD dataset has 125973 rows of data and 42 attributes. This stage
is carried out, namely checking data packets indicated as attacks. After the traffic data is
taken, the data will be compared during normal conditions and an attack occurs. In this
study, classification was also carried out using the NSL KDD dataset. With this dataset, a
classification process is carried out to find out which algorithms can be used or implemented
into the SDN controller. In this process the data that occurs in the attack will be classified
using the Weka software. The output of this weka will be visible or can detect how much
data is considered to be entered as attack data.

3. Result and Discussion

The process research that has been carried out includes building an SDN architecture, simulat-
ing attacks, retrieving data and performing attack detection. This study builds a virtual network
on the SDN network. Traffic data will be taken from the virtual network with two conditions,
namely normal network conditions and network attacks detected. This traffic data will be used as
an analysis to determine the traffic comparison that occurs. The following is a description of the
results of network traffic data collection, which are data attributes for the analysis process

1. Number, which is a sequence of data packet numbers captured by wireshark.

2. Time, which is the time when the packet that goes to the accessed website page is captured.

3. Source is the source ip of the packet, where the IP matches.

4. Destination is the destination IP of the packet.

5. Protocol is a display of what protocol the above data packet uses, namely HTTP.

6. Length is the length of data packet transmission to the destination address.

7. Info is a display of detailed information about the package mentioned above.

In this research, the data is filtered first, namely the data attributes in the form of numbers
and info will not be included in the process of analyzing this data.

3.1 Normal Traffic Data
The following are the results of data traffic under normal conditions or without any attacks
being carried out. Based on the data attributes, analysis can be carried out as shown in
Figure 5 below Under normal conditions, the computer does not experience anything, and it
can be seen from the data traffic that there are no anomalies or data changes.
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Figure 5. Traffic results using wireshark.

3.2 Traffic data by attack
To retrieve traffic data on network conditions given an attack, the virtual mininet network
node host1 will be treated as an attacker to host2.In this process, host1 will attack host2
using Ddos and SYN flooding. When attacked, host2 will experience flooding and host2 will
hang as shown in Figure 6. This is because the type of DDos attack is a connectionless type
which can deplete the network resources of the victim by continuously sending large amounts
of data packets. In this condition, traffic data will be taken using wireshark as shown in
Figure 7.

Figure 6. Host1 attacks host 2.

In the attack scenario from host1 to host2, the traffic data retrieval process will be carried
out using wireshark and will be carried out with the same process, namely the traffic data
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Figure 7. Traffic data collection.

will be processed via Weka. The results of the traffic analysis on Weka are to determine the
distribution of the protocol, destination IP and source in the data.

Next is to process the dataset from NSL KDD. This dataset has 42 attributes shown in Table
1 and with 2 classes, namely normal and anomaly. In this process, attribute selection is first
performed using information gain. Information Gain is a feature selection method that can
generate attribute rankings.

From the results of this attribute selection, there are 4 attributes that will be removed because
there are 0 values, namely root_shel, urgent, numb_outbond_cmds, num_file_creations
which are shown in Figure 8. So there are 38 attributes used in this study.

Figure 8. Feature selection results.

Next process is the classification process using machine learning. The research has 2 objective
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Table 2. Attributes of NSL KDD.

No Atribute No Attribute

1 Duration 24 erv_count
2 Protocol type 25 Serror_rate
3 Service 26 Srv_serror_rate
4 Flag 27 rerror_rate
5 Scr_byte 28 Srv_serror_rate
6 Dst_byte 29 Same_srv_rate
7 Land 30 Diff_serv_rate
8 woring_fragment 31 Srv_diff_rate
9 Urgent 32 Dst_host_count
10 Host 33 Dst_host_srv_count
11 Numb_failed_logins 34 Dst_host_srv_host
12 Logged_in 35 Dst_host_diff_srv_host
13 Num_compromised 36 Dst_host_same_srv_port _rate
14 Logged_in 37 Dst_host_srv_diff_host _rate
15 Su_attempted 38 Dst_host_serror_rate
16 Num_root 39 Dst_host_srv_serror_rate
17 Num_file_creation 40 Dst_host_serror_rate
18 Num_shell 41 Dst_host_srv_serror_rate
19 Num_access_file
20 Num_outbondcmds
21 Is_hott_login
22 Is_guest_login
23 Count

classes, namely normal and anomaly and the K fold value used is 10. This dataset is carried
out using several algorithms and is generated through the parameters of accuracy, precision,
recal, f-measure and time taken building which are shown in Table 3.

Table 3. The results of the dataset classification trial.

Algorithm Accuracy(%)Precision
(%)

Recall
(%)

F Measure
(%)

Time taken
building (Detik)

SVM 91.8 91,7 91.8 91.2 14.64
C4.5 97.08 97,1 97.1 97.1 0.45
Random Forest 97.7 97,7 97.7 97.7 1.49
Naive bayes 65.6 83,1 65.7 69.7 0.17

4. Conclusion

The research succeeded in building a network simulation using SDN using Ryu Controller and
mininet. Based on the results of research that has been carried out that Ddos attacks on SDN
networks work by sending data packets in very large numbers, causing computer performance to
be disrupted, as well as reducing computer resources. From the results of testing the dataset from
NSL KDD using Random Forest, the results obtained are 97.7% accuracy. From this accuracy
value, it is stated that the algorithm can be used to detect SDN attacks to be implemented in
network simulations.
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