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Analysis and Characterization of an Unclassified
RFI Affecting Ionospheric Amplitude Scintillation

Index over the Mediterranean Area
Emanuele Pica, Alex Minetto, Member, IEEE, Claudio Cesaroni, Fabio Dovis, Member, IEEE,

Abstract—Radio Frequency (RF) signals transmitted by Global1

Navigation Satellite Systems (GNSS) are exploited as signals of2

opportunity in many scientific activities, ranging from sensing3

waterways and humidity of the terrain to the monitoring of4

the ionosphere. The latter can be pursued by processing the5

GNSS signals through dedicated ground-based monitoring equip-6

ment, such as the GNSS Ionospheric Scintillation and Total7

Electron Content Monitoring (GISTM) receivers. Nonetheless,8

GNSS signals are susceptible to intentional or unintentional RF9

interferences (RFIs), which may alter the calculation of the scin-10

tillation indices, thus compromising the quality of the scientific11

data and the reliability of the derived space weather monitoring12

products. Upon the observation of anomalous scintillation indices13

computed by a GISTM receiver in the Mediterranean area, the14

study presents the results of the analysis and characterization of15

a deliberate, unclassified interferer acting on the L1/E1 GNSS16

signal bands, observed and captured through an experimental,17

software defined radio setup. The paper also highlights the18

adverse impacts of the interferer on the amplitude scintilla-19

tion indices employed in scientific investigations, and presents20

a methodology to discriminate among regular and corrupted21

scintillation data. To support further investigations, a dataset22

of baseband signals samples affected by the RFI is available at23

IEEE DataPort.24

Index Terms—Radio Frequency Interferences, Ionospheric25

Scintillations, Remote Sensing, Ionospheric Monitoring, Global26

Navigation Satellite Systems (GNSS).27

I. INTRODUCTION28

GNSS signals crossing small scale electron density irregu-29

larities in the ionosphere may be subject to rapid fluctuations30

of their amplitude and phase known as ionospheric scintilla-31

tions. This is due to the diffractive effects induced on the sig-32

nals by ionospheric irregularities smaller than the Frasnel scale33

(few hundred meters for the L-band) [1]–[5]. Ionospheric scin-34

tillations may cause cycle slips and loss of lock of the Global35

Navigation Satellite System (GNSS) signals, thus hindering36

the accuracy and integrity of precise positioning applications37

[6]–[8]. Ionospheric irregularities inducing scintillations on L-38

band signals are due to different causes depending on the39

latitude. In particular, at high latitude, scintillations are mainly40

caused by the solar wind-magnetosphere-ionosphere coupling41

(see e.g. [9]), while at low latitude (where they are more42

likely to occur) are mainly due to the formation of small43
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scale irregularities embedded in the Equatorial Plasma Bub- 44

bles (EPB) (see e.g. [10]–[14]). At mid latitude, ionospheric 45

scintillations can be due to poleward expansion of the crests of 46

the Equatorial Ionization Anomaly (EIA) [15] or equatorward 47

expansion of the auroral oval during geomagnetic storms [16]. 48

Very few cases of mid latitude GNSS scintillations during 49

quiet times are reported in the literature [17]. By exploiting 50

the GNSS signals transmitted by Medium-Earth Orbit (MEO) 51

and Geostationary-Earth Orbit (GEO) satellites as signals- 52

of-opportunity, it is possible to investigate the ionospheric 53

irregularities for scientific purposes, as well as to monitor iono- 54

spheric scintillations in the framework of operational space 55

weather services [18]. This is achieved by means of ground- 56

based passive instruments, such as the GNSS Ionospheric 57

Scintillation and TEC Monitor (GISTM) receivers [19] which 58

provide the estimation of the so-called amplitude and phase 59

scintillation indices (S4 and σϕ respectively), allowing to 60

quantify ionospheric scintillations [20]. Besides ionospheric 61

irregularities, however, a numbers of different phenomena 62

related to both space weather events (e.g. Solar Radio Burst 63

[21], [22]) and environmental conditions, may impair the 64

GNSS signals and the detection of ionospheric scintillations. 65

A well-recognized source of error in the computation of the 66

scintillation indices is the reception of GNSS signals from 67

multiple paths due to the reflections caused by obstacles in the 68

proximity of the receiving antenna, known as multipath [23]. 69

To compensate for such phenomena, GISTM receiver anten- 70

nas are typically deployed in multipath-free conditions, i.e., 71

isolated areas with limited natural or anthropogenic obstacles, 72

and elevation masks can be configured to neglect mulipath- 73

susceptible signals received from low-elevation satellites [24]. 74

Similarly to the multipath, misleading effects on naviga- 75

tion signals and the derived scintillation indices can also 76

be observed due to intentional or unintentional in-band Ra- 77

dio Frequency Interference (RFI)s, captured by instruments’ 78

receiving antennas [23], [25]–[27]. These interferences are 79

typically attributed to malicious actions aiming at disrupting 80

GNSS receivers’ operational activities by forcing misleading 81

Position, Velocity, Timing (PVT) estimation, degrading their 82

estimation accuracy up to cause a denial of their Positioning, 83

Navigation and Timing (PNT) capabilities (a.k.a. Denial-of- 84

Service (DoS) attack) [28]. These attacks are classified as 85

spoofing, meaconing, and jamming, with the first aiming at 86

fooling receivers’ operations by transmitting plausible yet 87

fake GNSS signals, and the latter aiming at transmitting 88

structured or unstructured Radio Frequency (RF) signals to 89
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Fig. 1: INGV ionospheric scintillation monitoring network in the European area (Fig. 1a) and detail of Lampedusa island
(Italy) showing the position of the ENEA observatory and other areas of interest (Fig. 1b).

disturb or blind the receiver’s RF chain. Despite a lack of90

literature, alternative yet unauthorized misuse of the GNSS91

bands may be also referred to as RF steganography [29], [30],92

aiming at hiding data transmission in unsuspected portions93

of the RF spectrum. Such undocumented actions may turn94

into GNSS jamming when the received RFI power is at least95

comparable to the received power of legitimate GNSS signals.96

Despite the effects of RFIs on the PNT performance of GNSS97

receivers can be quantified through systematic analysis [31],98

the impact of RFIs on the computation of the scintillation99

indices have been only demonstrated through a controlled100

simulation environment in few pioneering studies [25], [26].101

In order to detect RFIs in real scenarios, Intermediate Fre-102

quency (IF) or baseband samples of GNSS signals can be103

recorded and analyzed by emulating the processing chain of a104

conventional GNSS receiver through highly-flexible Software105

Defined Radio (SDR) framework [32], [33]. To this aim, the106

use of SDR equipment has been demonstrated as a powerful107

tool to support the analysis of GNSS signals recorded at108

remote locations [34], [35]. Further examples of RFI detection109

strategies are extensively documented in satellite-based remote110

sensing applications that leverage similar approaches [36]–111

[39].112

In this article we present the investigation carried out by the113

Istituto Nazionale di Geofisica e Vulcanologia (INGV) and the114

Department of Electronics and Telecommunications (DET) of115

Politecnico di Torino to assess the nature of several anomalies116

observed in the S4 index computed by a GISTM receiver oper-117

ating in Lampedusa island (35°31’06” N; 12°37’48” E), Italy.118

The observatory is part of the INGV ionospheric monitoring119

network [40] shown in Fig. 1a and is hosted at the Climate120

Observation Station of the Italian National Agency for New121

Technologies, Energy and Sustainable Economic Development122

(ENEA), visible in Fig. 1b. At the mid-latitudes monitored123

by the receiver, the aforementioned anomalies were observed124

for the first time during summer 2020, but similar seasonal125

repetition and daily patterns appears again during 2021. Unlike126

low-latitudes, ionospheric scintillations in the Mediterranean127

sector do not show any seasonal or daily regular patterns and128

are due, as already pointed-out, to disturbed geomagnetic con-129

ditions. Moreover, the political and environmental situation of 130

Lampedusa may favor deliberate RF transmissions against nav- 131

igation and communication systems: the island hosts military 132

settlements and NATO radar equipment, a civilian and military 133

airport, and is a hotspot of irregular migratory flows from the 134

coast of North Africa [41], [42]. Furthermore, possible RFIs 135

in the area were detected in the second semester of 2020 by 136

Airbus aircrafts [43] and a recent paper has highlighted intense 137

RFIs in the Mediterranean region by analyzing the data of the 138

GNSS receivers carried by GRACE Follow-On (GRACE-FO) 139

Low Earth Orbit (LEO) satellites [44]. 140

Moving from the know-how gathered during previous, joint 141

test campaigns and activities [34], [45], [46], a renewed, SDR- 142

based hardware and software architecture was designed and 143

implemented to perform long-term grabbing of GNSS RF 144

signal samples in the attempt to identify and characterize the 145

source of the disturbances. 146

The main contributions of the article are the following: 147

• we prove the presence of an interferer affecting the GNSS 148

signal in the Lampedusa area and present a characteriza- 149

tion of the RFI through the analysis of the IF samples 150

acquired by the dedicated SDR architecture. We discuss 151

the impact of such interference on the estimation of 152

the amplitude scintillation index and propose an analytic 153

model of the interferer, which may allow for further 154

theoretical analyses and the development of mitigation 155

techniques. 156

• we assess the adverse impact of the RFIs on the scintil- 157

lation data computed through the GISTM receiver, which 158

may impair both near real-time monitoring applications 159

as well as scientific investigations of ionospheric scin- 160

tillation. At the time of writing, on-field proofs of such 161

a vulnerability are still undocumented in the literature. 162

We also propose a preliminary methodology to automati- 163

cally detect and filter the interfered observation from the 164

collected data. 165

The article is organized as follows: Section II provides 166

background information about the computation of scintillation 167

indices through GNSS signals in GISTM receivers. Section III 168

presents a preliminary analysis of the anomalies detected in the 169
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Fig. 2: Block diagram of a conventional, single-channel tracking loop architecture for GNSS receivers. Ip and Qp outputs
from the prompt correlator (P) are employed in the estimation of amplitude scintillation indices, i.e. S4, while σϕ is estimated
through the output of the loop filter in charge of tracking the IF or the residual carrier frequency.

scintillation data generated by the GISTM receiver, with the170

aim to eventually exclude real scintillation phenomena induced171

by the ionosphere as the cause of the observed anomalies.172

Section IV describes the experimental SDR setup deployed at173

the monitoring station and presents the analysis tools exploited174

for the investigation and characterization of the interferer175

as well as for the detection and filtering of the anomalies176

from the scintillation data. Section V reports the results of177

the aforementioned analysis, while a discussion about the178

results and hypothesis about the nature of the disturbances179

are reported in Section VI. Conclusions and further works are180

eventually drawn in Section VII.181

II. BACKGROUND182

A. GNSS signal and receiver models183

To provide ionospheric scintillation indices, a GNSS re-184

ceiver must receive GNSS signals from Line-of-Sight (LOS)185

satellites and track their numerical counterparts. Signals from186

multiple satellites are managed in a multi-channel architecture,187

and the associated indices are independently provided for each188

channel. According to the scheme of Fig. 2, the received signal189

at the input of the receiver’s front-end is modelled as190

yfc(t) = xGNSS,fc(t) + xRFI(t) + wRX(t) (1)

where xGNSS,fc is the sum of the received GNSS signals191

from the visible satellites at the receiver location for a given192

bandwidth and center frequency fc [47], and xRFI identi-193

fies any possible incoherent, in-band RFI [28]. Both useful194

and interfering signal components in (1) account for non-195

idealities due to the respective RF propagation channels.196

Eventually, wRX models the additive thermal noise introduced197

by the receiving chain and the quantization noise injected198

by the Analog-to-Digital Conversion (ADC) operated at the199

RF front-end. Within this study, GNSS signals are considered200

continuously available at the receiver while RFI terms may201

occasionally occur. The RF front-end downconverts the input202

signal to a pre-defined IF prior to its sampling and quantization203

at the ADC. As shown in Fig. 2 the baseband numerical 204

samples from In-Phase (I) and Quadrature (Q) branches are 205

correlated with early (E), prompt (L) and late (L) replicas of 206

the locally-generated spreading code. Eventually, the Integrate 207

& Dump block provides prompt In-Phase (Ip) and Quadrature 208

(Qp) samples which are used to estimate the S4 index, while 209

the σϕ index is derived through the output of the loop filter 210

in charge of tracking the IF carrier, as depicted by the bottom 211

branch of the diagram in Fig. 2. 212

B. Amplitude and phase scintillation indices 213

The S4 and σϕ are the statistical indices typically adopted to 214

quantify ionospheric scintillations based upon received GNSS 215

signals features. S4 measures the variability of the signal 216

intensity (SI), that is estimated as 217

SI = WBP −NBP (2)

where Wide-Band Power (WBP) and Narrow-Band Power 218

(NBP) are respectively defined as 219

WBP =

M∑
i=0

(
I2i +Q2

i

)
(3)

and 220

NBP =

(
M∑
i=0

Ii

)2

+

(
M∑
i=0

Qi

)2

(4)

and the I and Q terms in (3) and (4) are the Ip and Qp 221

components of the received signal after the integrate and dump 222

operation performed by the receiver tracking stage and M 223

is the total number of accumulated periods. The S4 index is 224

defined as the normalized standard deviation of the detrended 225

50Hz raw signal intensity over a given interval of time, 226

typically 60 s 227

S′
4 =

√
⟨SI2⟩ − ⟨SI⟩2

⟨SI⟩2
(5)
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TABLE I: Conventional thresholds for the classification of
ionospheric scintillation events based upon amplitude and
phase indices [49].

Index Event Intensity Threshold

S4

Quiet S4 ≤ 0.1
Weak 0.1 < S4 ≤ 0.25
Moderate 0.25 < S4 ≤ 0.7
Severe S4 > 0.7

σϕ (rad)

Quiet σϕ ≤ 0.1
Weak 0.1 < σϕ ≤ 0.25
Moderate 0.25 < σϕ ≤ 0.7
Severe σϕ > 0.7

where ⟨·⟩ is the time average operator over the observation228

window. The contribution of the noise to the overall value of229

S4 can be estimated as230

S4,n =

√
α

⟨C/N0⟩

(
1 +

β

γ ⟨C/N0⟩

)
(6)

where C/N0 is the estimated carrier-to-noise ratio [48], and231

α = 100, β = 500, γ = 19, as proposed in [20]. Equation (6)232

provides an estimate of the noise standard deviation over the233

target timespan (i.e., 60 s) and is typically obtained through234

the signal component, I or Q, carrying a nearly-orthogonal235

spreading code which does not correlate with the code of236

interest, thus returning a noise-like behavior. Eventually, a237

refined estimate of S4 can be computed by removing the noise238

contribution, as239

S4 =
√
(S′

4)
2 − S2

4,n (7)

The estimation of S4 through (7) may be affected by un-240

expected variation of the C/N0 unrelated to ionospheric241

irregularities, such as in presence of RFIs producing mis-242

leading values of the index thus triggering false evaluation243

of amplitude ionospheric scintillation.244

The σϕ index is defined as the standard deviation of the245

50Hz detrended carrier phase over a given interval of time,246

typically 60 s and is given in radians, as247

σϕ =
√
⟨Φ2⟩ − ⟨Φ⟩2 (8)

The σϕ seems not affected by the events investigated in this248

study but it will be recalled for the sake of completeness249

in Section III for an exhaustive analysis of the anomalous250

scintillation events. The scintillation indices are calculated251

along the line-of-sight (slant S4 and σϕ) of the GNSS signals252

transmitted by those satellites in the receiver’s Field of View253

(FoV) and filters with a fixed cutoff frequency of 0.1 Hz254

are usually adopted for data detrending. The detection of255

ionospheric scintillations can be performed by comparing the256

aforementioned indices against predefined thresholds, allowing257

a preliminary classification of the severity of the events;258

typical thresholds and associated events intensity are reported259

in Table I.260

III. PRELIMINARY ANALYSIS 261

A. Lampedusa GISTM station 262

The ionospheric observatory of Lampedusa hosts, since 263

2018, a Septentrio PolaRx5S GISTM receiver. The Po- 264

laRx5S is a multi-frequency, multi-constellation GNSS re- 265

ceiver equipped with a low-noise Oven Controlled Crystal 266

(Xtal) Oscillator (OCXO). It acquires, for every satellite in 267

view and for every available frequency, the raw phase (in cy- 268

cles) and post-correlation Ip and Qp samples with a sampling 269

rate of 50Hz, as per the generalized architecture presented in 270

Section II-A. It is able to provide, with a 1-minute resolution, 271

the S4 and σϕ indices together with the Total Electron Content 272

(TEC) and its Rate of Change (ROT). The data acquired by 273

the station are transmitted in near-real time to the INGV- 274

SWIT (Space Weather Information Technology) system and 275

collected into a database publicly accessible to the scientific 276

community through the eSWua (electronic Space Weather 277

upper atmosphere: eswua.ingv.it) website [50]. These data are 278

also provided to the PECASUS consortium (www.pecasus.eu) 279

for the provision of Space Weather services to the International 280

Civil Aviation Organization (ICAO) [18]. 281

B. Investigation about the S4 anomalies 282

The following analysis focuses on the scintillation indices 283

recorded by the GISTM receiver during August 2021 wherein 284

several anomalies were observed in the collected data. In 285

order to avoid misleading contributions possibly caused by 286

multipath-effects, only satellites with elevation above 30° are 287

considered; indeed, the Lampedusa observatory is located 288

nearby a lighthouse, whose building was proven as a non- 289

negligible source of multipath for those signals acquired at 290

lower elevations, as it will be shown in the results of Section 291

V-C. The area observed by the receiver, considering this 292

elevation mask, cover the mid-latitudes between 30°N and 293

40°N and a longitudinal sector between 7°E and 19°E. The 294

signals taken into consideration are the one belonging to the 295

Global Positioning System (GPS), Galileo, BeiDou Navigation 296

Satellite System (BDS) and GLONASS constellations. The 297

reported S4 and σϕ indices are the slant values calculated at 298

1-minute resolution from the L1/E1 frequency band for each 299

satellites in view in the considered timespan. 300

Fig. 3a and Fig. 3b reports the maximum hourly values of 301

the S4 and σϕ respectively, recorded during August 2021. As 302

it is possible to see from Fig. 3a, several occurrences of the 303

S4 above the threshold of moderate scintillation (lower dotted 304

red line in Fig. 3a and Fig. 3b) recurred during the month; the 305

same behavior was not registered for the σϕ (Fig. 3b). 306

The observed values of the S4 are definitely unexpected 307

considering i) the latitudes covered by this analysis and ii) 308

the overall space weather conditions registered during the 309

month of August 2021. Indeed, as mentioned in Section I, 310

ionospheric scintillation at the Mediterranean latitudes are 311

not common and are generally caused by disturbed space 312

weather conditions [15], [16], [51], [52] originating the so- 313

called super fountain effect [53]. However, as Fig. 3c shows, 314

no relevant geomagnetic storms capable to induce a poleward 315

expansion of the crests of the EIA were detected during August 316
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2021 according to the local K-index recorded at the INGV317

Geomagnetic Observatory of Lampedusa [54], [55]. It is worth318

recalling that the K-index quantifies the disturbances in the319

horizontal component of the magnetic field with respect to320

the quite conditions and can be employed as an indicator321

of the intensity of geomagnetic storms measured at a given322

geomagnetic observatory [56]. Usually, K-index values below323

4 are representative of quiet/low-disturbed conditions, while324

values from 5 to 9 indicate minor to extreme storm condi-325

tions, respectively. Moreover, the diffractive effects induced by326

ionospheric irregularities on the GNSS signals passing through327

them will produce fluctuations of both the phase and amplitude328

of the signals, thus increasing the value of both the S4 and329

σϕ indices [5], [57], contrary to what shown by Fig. 3a and330

Fig. 3b.331

Further considerations on the observed temporal and spatial332

distribution of the scintillation indices, when compared to333

the case of a real ionospheric scintillation event, allow to334

eventually exclude ionospheric phenomena as the source of335

the observed anomalies. The following analysis focuses on336

the data of the 7th August 2021, when several anomalies337

were recorded, compared to the data of the 10th March338

2022, when a real ionospheric scintillation event was detected339

over the area under investigation. With regards to the data340

of the 7th of August 2021, Fig. 4a reports a daily view of341

the time profiles of the S4 index, where different colors are342

attributed to the different satellites in view (Space Vehicle ID343

are reported in the legend). As Fig. 4a shows, the occurrences344

above the threshold of moderate scintillation seems to affect345

the signals from the majority of the satellites in view during346

the day; on the contrary, the time profile of the σϕ does not347

exhibit similar patterns, as shown by Fig. 4b. Fig. 4c reports348

a daily view of the maximum (blue line) and mean (green349

line) values of the S4 index calculated on all the signals in350

view. As Fig. 4c suggests, most of the satellites in the FoV351

exhibit similar patterns; as a consequence, the S4 mean and352

maximum values appears to be very close each other. Fig. 4d353

shows a daily view of the time profiles of the maximum S4354

values calculated among all the signals pertaining the same355

satellites constellation. From Fig. 4d, it is possible to spot356

similar patterns among the GPS (blue line), Galileo (red line)357

and BDS (yellow line) satellites, while GLONASS satellites358

(purple line) seems to be not affected by scintillations most359

of the time. Finally, Fig. 6a reports on a geographic map the360

S4 occurrences above the threshold of moderate scintillation361

(S4 > 0.25) during the same day (7th August). The points362

on the map represent the Ionospheric Pierce Points (IPP)s363

at 350 km for all the satellites in view and their color364

represents the values of the S4. As Fig. 6a shows, moderate365

to severe scintillations are visible across the entire FoV of the366

receiver, while ionospheric scintillations in quiet geomagnetic367

conditions are more likely to occur in the proximity of the EIA368

crests, respectively at ca. ±20° from the magnetic equator.369

Similar features of the spatial and temporal distributions of370

the scintillation indices reported for the 7th of August were371

eventually observed in each day of August 2021 affected by372

the anomalies.373

When comparing the previous temporal and spatial distri-374
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Fig. 3: Maximum hourly values of the S4 (Fig. 3a) and
σϕ (Fig. 3b) indices during August 2021 (satellites elevation
above 30°) and local K-index (Fig. 3c) recorded during the
same period. Thresholds (dashed horizontal lines) of Fig. 3a
and 3b are defined according to Table I.

butions of the indices with those recorded during the event 375

of the 10th of March 2022, it is possible to observe the 376

expected behavior in the case of a real ionospheric scintillation 377

event (images of Fig. 5 and Fig. 6b) and eventually conclude 378

that the anomalies were not induced by natural ionospheric 379

phenomena. Indeed, given the small scale (a few hundreds of 380

meters) of the irregularities leading to L-band scintillations, 381

and considering the latitudes under investigation, not all the 382

satellites in the FoV of the receiver are expected to be affected 383

by scintillations; as a consequence, the mean and maximum 384

values of the S4 will exhibit different patterns, as shown by 385

Fig. 5c (contrary to Fig. 4c, when the RFI was present), and 386
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(a) Time profile of the S4. Different colors are attributed to the
different satellites in view (Space Vehicle ID in the legend).

(b) Time profile of the σϕ. Different colors are attributed to the
different satellites in view (Space Vehicle ID in the legend).
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(c) Time profile of the S4 by considering maximum and mean values
among all the available satellites.
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(d) Time profile of the S4 by considering the maximum values among
all the satellites pertaining the same GNSS constellation.

Fig. 4: (7th of August 2021) Scintillation indices affected
by RFI. Thresholds (dashed horizontal lines) are defined
according to Table I.

(a) Time profile of the S4. Different colors are attributed to the
different satellites in view (Space Vehicle ID in the legend).

(b) Time profile of the σϕ. Different colors are attributed to the
different satellites in view (Space Vehicle ID in the legend).
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(c) Time profile of the S4 by considering maximum and mean values
among all the available satellites.
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(d) Time profile of the S4 by considering the maximum values among
all the satellites pertaining the same GNSS constellation.

Fig. 5: (10th of March 2022) Scintillation indices in case
of real ionospheric scintillation event. Thresholds (dashed
horizontal lines) are defined according to Table I
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Fig. 6: Map of the S4 occurrences above the threshold of moderate scintillation (S4 > 0.25) for the 7th of August 2021
(Fig. 6a) and for the 10th of March 2022 (Fig. 6b) and for satellites elevation above 30°. Geographic coordinates are labeled at
the border of the maps and represented by the dotted lines inside the map; geomagnetic latitudes are labeled inside the maps
and represented with the continuous lines.
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Fig. 7: Operational GISTM/SDR architecture for the grabbing of GNSS IF signal samples (Fig. 7a), and actual deployment of
the GISTM/SDR set-up along with complementary equipment at the ENEA Station for Climate Observations in Lampedusa
(Fig. 7b).

only localized area will result affected by scintillation, as387

shown by Fig. 6b (contrary to what is shown by Fig. 6a).388

Moreover, ionospheric irregularities will impact the signals of389

any GNSS Constellation passing through them, as shown by390

Fig. 5d (in comparison to Fig. 4d), and will induce scintillation391

on both amplitude and phase of the signals, as shown by392

Fig. 5a and Fig. 5b (in comparison to Fig. 4a and Fig. 4b,393

respectively).394

IV. METHODOLOGY395

A. Experimental Setup and data collection396

In September 2021, new investigations were carried-out to397

assess the nature of the anomalies presented in Section III.398

In order to acquire possibly-interfered GNSS signals, a dedi- 399

cated experimental setup was deployed alongside the GISTM 400

receiver, based on a SDR architecture. A high-level block 401

scheme of the setup is provided in Fig. 7a while a picture 402

of the operational hardware deployment is shown in Fig. 7b. 403

General-purpose SDR front-ends are typically employed for 404

research and development activities in radio-communication 405

systems as they facilitate the acquisition of RF signals through 406

configurable and flexible hardware and software architectures. 407

By exploiting such flexibility, the setup aims at collecting 408

IF signals samples of the received GNSS L1-band (center 409

frequency 1575.42MHz) to perform investigations on possible 410

intentional or unintentional interferences affecting the GNSS 411

signals (and the derived scientific data) recorded on the island. 412
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TABLE II: Configuration parameters of the front-end and the
acquisition software.

Symbol Definition Value

f0 Center frequency 1575.42 MHz (L1)
fIF Intermediate frequency 0.00 MHz (baseband)
fs Sampling frequency 5 Msps
bd Bit depth 16 bit (8I+8Q)
∆T acquisition interval 600 s (10 minutes)
TS4 S4 Threshold 0.3

At the time of writing, the experimental setup consists of an413

Ettus Research™ Universal Software Radio Peripheral (USRP)414

N210 front-end performing the ADC conversion of the input415

signal, and the grabbing of IF signal samples; an Apple416

MacMini PC, i.e., the host PC, that runs the signal acquisition417

routine; a Stanford Research Systems (SRS) Rubidium (Rb)418

Atomic Clock (AC) FS725 to provide stable and reliable419

10MHz reference signal to the ER USRP, and a Network-420

Attached Storage (NAS) for the storage of large data volume.421

A 2-way splitter is exploited to feed both the GISTM receiver422

and the front-end with the RF signals received at the GNSS423

PolaNt Choke Ring B3/E6 antenna. The acquisition routine,424

continuously executed on the host PC, is being part of a425

proprietary GNSS fully-software receiver designed to emulate426

the processing chain of commercial receivers in a more flexible427

and controllable environment. The configuration parameters428

of the front-end and of the aforementioned acquisition routine429

are reported in Table II. To partially overcome the well-known430

issue of storing TBs of binary files produced by such systems,431

the Lampedusa setup took advantage of a NAS unit which432

directly stores the IF signal samples during the acquisition.433

Moreover, a fully-automated procedure continuously acquires434

24/7 the IF samples and daily freed the space on the NAS435

from the non-useful datasets.436

The first collection campaign provides 171 datasets of 10437

minutes each (28.5 hours), affected by the RFI with different438

intensity and time behavior. The collected datasets is in-439

cluded in an open data collection, i.e., Lampedusa Scintillation440

Monitoring Interfered Data (LAMP_SMID_2109)1, and an441

overview of their time distribution over the test campaign is442

shown in Table III.443

B. Post-processing Signal Analysis (SDR data)444

The binary files recorded at the station during the acquisition445

campaign were analyzed in post-processing via a dedicated446

MATLAB framework. The proposed analysis was pursued to447

investigate the nature of the interferer and provide a prelimi-448

nary characterization of the signal, as well as a quantification449

of its effect on the estimation of the S4.450

1) Spectral analysis through Power Spectral Density (PSD)451

estimation: the analysis was performed through a PSD esti-452

mator, i.e., Welch spectrogram [58], [59], on signal snapshots453

1http://ieee-dataport.org/10996

with a duration of 1 s, and on the full capture of 10minutes, 454

according to 455

Py(f) =
1

M
|FFT[y[n]]|2 ≜

1

M

∣∣∣∣∣
N−1∑
n=0

y[n]e
j2πnk

N

∣∣∣∣∣ (9)

where M is the amount of signal samples and N is the amount 456

of evaluation point of the Fast Fourier Transform (FFT). The 457

Welch PSD is hence given by averaging the periodogram as 458

SW
y (f) ≜

1

K

K−1∑
m=0

Py(f) (10)

where K is the amount of frames over which the power 459

spectrum is averaged and W identifies the Welch formulation 460

[58]. The analysis provided a preliminary feedback on possible 461

spectral anomalies with respect to GNSS signals observed in 462

nominal conditions. 463

2) Persistence Spectrum: was adopted to investigate the 464

RFI spectral signature and the stability of an intelligible PSD 465

over short time periods [60]. This analysis is based on the 466

accumulation of Welch spectrograms (9) on a grided PSD plot. 467

The longer a particular PSD envelope persists in a signal as 468

the signal evolves, the higher its time percentage and thus the 469

brighter is the heatmap in the plot. The tool is also helpful to 470

identify hidden coherent signals in noisy patterns as well as 471

sporadic or fast pulsed signals with unknown duty cycles. 472

3) Time-Decimated Time-Frequency Analysis (TD-TFA): 473

was performed through the estimation of partially-overlapping 474

Short Time Fourier Transform (STFT). A signal chunk com- 475

posed by N samples is filtered through a shaped window 476

of length K, and a Discrete Fourier Transform (DFT) is 477

computed over NDFT points. The window slides over the 478

next N samples with an overlap of the previous L samples, 479

and a DFT is performed for each window. By sliding the 480

window along the samples vector, a Time-Frequency Analysis 481

(TFA) provides a time-frequency view showing the evolution 482

of the frequency content of a signal along the time [61]. 483

The technique was exploited to describe the evolution of 484

the signal by measuring its PSD profile over the whole 485

acquisition time-span. To reduce the size of the output data, 486

a time decimation (TD) was performed by skipping a pre- 487

defined timespan in between subsequent signal chunks, with 488

an acceptable reduction of the time resolution. Shorter signal 489

time spans are preferable in terms of time consumption since 490

they allow faster STFT computation, by dealing with smaller 491

amounts of samples. In terms of readability of the TD-TFA 492

output figures, the following options provided similar results 493

A. ti = 20ms and ts = 100ms → 285MB 494

B. ti = 1 s and ts = 1 s → 28.5MB 495

where ti is the integration interval and corresponds to the 496

overall duration of the signal samples processed through STFT, 497

and ts is the skip interval included between two subsequent 498

integration intervals. While the first corresponds to the actual 499

amount of input data, the latter indicates the duration of 500

unprocessed signal chunks, thus representing the decimation 501

factor of the proposed TD-TFA. TFA analysis contains more 502

information in configuration A, however, this appeared not 503

relevant as it does not significantly impact the visual detection 504
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TABLE III: Amount of datasets collected during the September test campaign in Lampedusa, and available in the
LAMP_SMID_2109 open data collection.

Date Hour of the day (UTC)
00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 15 17 18 19 20 21 22 23

16-Sep-2021 6
17-Sep-2021 1a 6 6 6 6 6 6 6 5 6 5
18-Sep-2021 6 6 6 6 6 6 6 6 6 6 6
19-Sep-2021 6 6 5 6 5
27-Sep-2021 6 6

aReference dataset not automatically retrieved by the system but still affected by low-intensity RFI.

of the interference signature in both time and frequency505

domains. Therefore, a suitable trade-off between frequency,506

time resolutions and storage occupancy of of the TD-TFA507

output resultswas provided through the configuration B.508

4) GNSS signal tracking: it was performed on the acquired509

datasets to quantify the impact of the RFI on GNSS receivers510

tracking stage, thus assessing the induced jamming effect511

on navigation signals in terms of C/N0. The signal track-512

ing leverages the cross-correlation of Direct-Sequence Spread513

Spectrum (DSSS) Code Division Multiple Access (CDMA)514

signals transmitted by GPS and Galileo satellites. The software515

receiver architecture imitates the conventional channel tracking516

already described in Fig. 2. For the scope of these analysis,517

the tracking was performed on the acquired GNSS signals518

with a coherent integration time Tc = 0.020 s. A key metric519

for the conditioning of S4 is the C/N0 measured at each520

channel. According to the analysis presented in Section III,521

common effects are expected to be concurrently observed on522

different satellites signals. Therefore, we propose an aggregate523

estimation of the variation of C/No, namely δC/No, with524

respect to the mean value used in (7). Formally, an estimate525

of the C/No is given by526

C/N0 = 10 log10 (SNRBeq) (11)

where Beq = 1/Tc with Tc stands for the coherent integration527

time, and528

SNR =
1

2M

M∑
i=0

(|Ii| − |Qi|)2

I2i +Q2
i

. (12)

The C/N0 is hence computed over a window of length M that529

is typically set to 1/Tc. To be consistent with the definition of530

the indices provided in Section II-B, its aggregated variation531

for all the tracked signals has to be measured by averaging532

the 60 s de-trended series of the respective C/N0 (11), as533

δC/N0 =
1

S

S∑
j=0

(
(C/N0)

(j)
W − ⟨(C/N0)

(j)⟩W
)

(13)

where j refers to the j-th GNSS signal, W = 60 s indicates534

the observation window, and S refers to the overall number535

of available signals.536

5) RFI signal emulation and model: provided the features537

observed through the above-mentioned analysis tools and538

the recent literature on GNSS interferences and threats, a539

signal with similar features was numerically simulated and540

reproduced by means of a MATLAB routine.541

C. Analysis of the GISTM scintillation data 542

1) Ground Based Scintillation Climatology (GBSC): It con- 543

sists in building maps of the percentage occurrences of the 544

scintillation indices above a predefined threshold and evaluated 545

over a certain time period [2]. The climatological maps report 546

the percentage occurrences on a bi-dimensional time-grid 547

having the hour of the day in the horizontal axis and the day of 548

the year in the vertical one or as geographic maps, showing the 549

percentage occurrences evaluated over geographic cells with 550

a given spatial resolution. The technique is used to perform 551

climatological analysis of scintillation events, but it can also 552

be adopted to highlight the spatial and temporal features of 553

scintillations over shorter time-periods (e.g. few months). With 554

regards to the S4 index, the S4 percentage occurrences in a 555

given time-interval (S4POt) is evaluated as: 556

S4POt =
S4thr(∆t)

S4tot(∆t)
(14)

where S4thr(∆t) is the total number of the S4 occurrences 557

above the chosen threshold in the given time-interval ∆t and 558

S4tot(∆t) is the overall number of S4 measurements available 559

in the same time-interval. The S4 percentage occurrences over 560

a specific geographic cell (S4POs) is evaluated as: 561

S4POs =
S4thr(∆t,∆lat,∆lon)

S4tot(∆t,∆lat,∆lon)
(15)

where S4thr(∆t,∆lat,∆lon) is the total number of the 562

S4 occurrences above the chosen threshold in the given 563

time-interval ∆t and limited to the specific geographic 564

cell (range of latitudes ∆lat and longitudes ∆lon), while 565

S4tot(∆t,∆lat,∆lon) is the overall number of S4 measure- 566

ments available in the same time-interval and pertaining the 567

same geographic cell. 568

2) RFI filtering: In order to remove the RFI-induced 569

anomalies from the S4 data, all the epochs in which the mean 570

values of the S4 (calculated on all the available signals at that 571

epoch) are above a certain threshold have to be filtered out 572

from the dataset; indeed, as follows from the considerations 573

reported in Section III-B, the RFI has the effect of increasing 574

the S4 values of the majority of the satellites in view at the 575

same epoch, differently from actual ionospheric scintillation 576

events. In the case of Lampedusa, given that the average 577

number of satellites simultaneously in the FoV above 10° 578

of elevation is 30, and assuming that 20 percent of the 579

signals could be at most simultaneously affected by actual 580

ionospheric scintillations at these latitudes, a threshold of 0.15 581

for the mean values of the S4 has been chosen as a good 582
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(a) Single dataset: signal characterization in nominal conditions (b) Multiple datasets comparison in nominal and interfered conditions

Fig. 8: Single and multiple datasets data probing performed on 1 s signal chunks by means of a GNSS signal analysis tool
embedded in the GNSS software receiver.

TABLE IV: Datasets selected as representative samples of the
observed anomalous GNSS signals for the presentation of the
analysis results in Section V-A.

ID Date Start time (UTC) End time (UTC) max(S4)

(a) 16-Sep-2021 19:22:24 19:33:00 0.63
(b) 17-Sep-2021b 00:15:40 02:26:00 0.17
(c) 18-Sep-2021 01:02:41 02:13:00 0.43
(d) 19-Sep-2021b 02:20:07 02:31:00 0.18
(e) 19-Sep-2021 05:12:02 05:22:00 0.38
(f) 19-Sep-2021 05:42:22 05:52:00 0.32

b Datasets not kept by the automated grabbing system.

compromise to detect most of the RFI-induced anomalies,583

avoiding at the same time to filtering-out possible actual584

ionospheric scintillation events. It has to be noted, however,585

that the proposed filtering technique potentially removes from586

the dataset the actual ionospheric scintillation events occurring587

contemporary the interferences.588

V. RESULTS589

A. Characterization of the RFI590

This section provides a first characterization about the RFI591

through the analysis tools presented in Section IV-B. For the592

sake of conciseness, the datasets listed in Table IV have been593

considered as representative samples of the RFI behaviour in594

different conditions.595

1) Spectral analysis through Power Spectral Density (PSD)596

estimation: Fig. 8a and Fig. 8b compare time series (top-left),597

samples histograms (top-right) and PSD (bottom) of 1 s signal598

snapshots belonging to three different datasets. In Fig. 8a,599

a dataset observed in 2021-09-17 with nominal PSD (when600

no interference was detected) is reported and compared in601

Fig. 8b with two interfered power spectra acquired during602

2021-09-16 and 2021-09-18. From the time series and the603

samples histogram of Fig. 8b we observe that additional power 604

provided by the RFI in 2021-09-16 was not significantly higher 605

than in nominal conditions (around 3 dB); a more powerful 606

RFI event is provided by the RFI in 2021-09-18 that visibly 607

affect time series and histograms, and shows a more evident 608

power density distortion in the observed bandwidth. The plot 609

assesses the presence of a non-negligible interference lobe 610

with a peak of about 10 dB of additional power density in 611

the PSD (with respect to the nominal level observed in 2021- 612

09-17). In regular conditions or under natural phenomena 613

like ionospheric scintillations, GNSS signals are typically 614

not affected by similar, significant variations in the observed 615

PSD. A strong continuous wave peak appears at the center 616

frequency 1575.42 MHz (GNSS L1/E1 Bandwidth) and can be 617

occasionally visible in the figures; this tone is due to a spectral 618

leakage of the Local Oscillator (LO) operating at frequency 619

fc in the ER USRP N210 front-end and it does not affect nor 620

invalidate the analysis. It has been verified that the leakage is 621

not a component of the RFI. 622

2) Spectral persistency and RFI spectral signature: The 623

set of plots in Fig. 9 shows examples of persistent spectrum 624

analysis performed on 1ms signal chunks every 10 s for an 625

overall observation time of 60 s. As we can observe through 626

the subplots, the spectral signature of the interferer consider- 627

ably changes along the time. A nearly-symmetrical spectral 628

signature is visible in Fig. 9d that may suggest a 2-Frequency 629

Shift Keying (FSK) modulation. However such a signature 630

slightly recurs only in Fig. 9b with a lower intensity, thus 631

weakening the hypothesis. Similar asymmetrical signatures 632

can be observed in Fig. 9a and 9e. A flattened spectral shape 633

is instead visible in Fig. 9c and 9f where RFI intensity 634

dramatically drops. Such a time varying behaviour makes the 635

signal particularly difficult to be automatically identified, or 636

tracked. Additionally, autocorrelation of time series along the 637

observed datasets did not show any relevant similarity of the 638
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Fig. 9: Examples of persistence spectra computed on 1ms signal chunks every 10 s to observe spectral signature stability over
time. Sample dataset captured on 21-09-18 01:02:41 AM. Frequency resolution: 97.7517 kHz, time resolution: 781.28µs.

signal with itself, nor evident cyclic or recurrent components639

such as spreading codes or synchronization preambles. These640

features turn into strengths for malicious signals to not be641

tracked or automatically detected. In light of this, the RFI642

assumes the characterization of an unstructured interference.643

3) Time-frequency analysis: TD-TFA applied on the644

datasets of Table IV is shown in Fig. 102. In line with645

the parameters described in Section IV-B3, we set the win-646

dow length K = 1 s · 106 Msps, a number of DFT points647

NDFT = 210, a rectangular window of length K = NDFT ,648

and an overlap L = 26. As a term of comparison, the figures649

show in the top panels of each plot the cubic interpolation of650

both maximum and mean S4 values computed by the GISTM651

receiver, and aligned according to the UTC time of the records.652

The colorscale of the PSDs is referred to the maximum653

observed S4 intensity within the overall data collection (i.e.,654

0 dB-Hz). Frequency axis in the plots, i.e., y-axis, is centered655

at the target frequency, i.e. 1575.42MHz, referred to as 0Hz,656

and time scale is reported in 24-hours format. Irregular PSD657

behaviour is observed in time for all the collected datasets,658

RFI’s intensity shows a remarkable variability during the659

observation timespans. Furthermore, in all the datasets, the660

RFI is visibly limited in the bandwidth of ±0.5MHz. In661

case of low-power interference shown in Fig. 10d, the RFI662

is visible but its effect is not reflected on the scintillation663

index (S4 index below the defined threshold). The dataset664

was kept and analyzed before being automatically discarded665

by the system in order to provide a term of comparison for666

more intense RFI phenomena. It is worth observing that the667

effects on S4, induced by RFI’s PSD variations, are delayed of668

60 s due to the accumulation of Ip and Qp samples over 60 s669

observation timespans. In Fig. 10a we observe intense power670

density fluctuations with an intensity peak (−5 dB-Hz) at about671

19:27:00. Two spectral lobes are visible in the first half of such672

a high-intensity interval. Fig. 10b shows a minimal intensity673

interferer where the aforementioned, peculiar spectral features674

are visible mostly between 00:18:00 and 00:20:00 and after675

00:22:00. Recorded power spectral density reached a peak of676

−15 dB Fig. 10c shows the most intense RFI action, where677

the received power reached a maximum in between −5 and678

0 dB − Hz in the interval between 01:08:00 and 01:10:00.679

Peak intensity caused spurious interference out of assumed680

2Date and time are detailed in the subcaptions and data are limited to 9
minutes as 30 s are respectively discarded at the beginning and at the end of
the data collection to avoid undesired transients.

RFI bandwidth, being possibly detrimental for Galileo E1 681

signals. Fig. 10d shows a fragmentation of the RFI power 682

spectral density with an unusual behaviour and mid to low 683

intensity sporadic peaks were observed in the second half of 684

the dataset. Fig. 10e shows an increasing RFI intensity with 685

time that reaches its maximum (−5 to 0 dB-Hz) by the end of 686

the dataset. The dataset presents a unique example of regular 687

intensity growth. Fig. 10f shows a sharp drop in the received 688

RFI power density at about 05:45:30. The phenomenon sug- 689

gests a sudden interruption of the RFI transmission. In the first 690

quarter of the plot the PSD shows moderate to strong intensity 691

in the range −10 to −5 dB-Hz. Additional Continuous wave 692

(CW) interferences were sporadically observed, such as in 693

Figs. 10d, 10e, and 10f with a non-negligible intensity at 694

±0.5MHz and ±1.5MHz. However, their presence cannot be 695

directly related to the RFI target in this study. It is worth 696

remarking that power variations highlighted by TFA appear 697

slower than the changes observed in the spectral signature, 698

thus we cannot assume they are related. 699

4) C/N0 estimation in GNSS receiver open-loop tracking 700

stage: According to the theoretical definitions of corrected 701

amplitude ionospheric indices provided in Section II-B, the im- 702

pact of rapid C/N0 fluctuations induced by the RFI may cause 703

misleading output values at GISTM. The following results 704

show a more accurate match among such abrupt variations 705

of the estimated C/N0 and the anomalous increments of the 706

corresponding amplitude scintillation index S4 computed by 707

the GISTM receiver. Noisy data series are obtained through 708

(13) and they are plotted along with their 95% confidence 709

interval (shaded grey areas). The plots presented in Fig. 11, 710

show the variation of the C/No, namely δC/N0, with respect 711

to to its mean estimated over non-overlapping windows of 60 s 712

for the selected datasets. By comparing the results with the 713

TFA analysis of Fig. 10, it can be seen that in correspondence 714

of intense RFI occurrences, rapid fluctuations of the C/No are 715

present, thus they have not been properly compensated in the 716

computation of S4,n through (7) . Despite this effect is more 717

evident for GPS L1/CA records, intense RFI occurrences also 718

lead to remarkable fluctuations in Galileo E1c data3. More 719

in detail: Fig. 11a shows the strongest fluctuations both in 720

GPS and Galileo E1c signals. Peaks overcome a range of 721

±5 dB up to severe drops of −8 dB for GPS L1/CA and 722

confidence interval appears larger in correspondence of the 723

3δC/No and S4 data series are obtained from independent devices
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(a) 2021-09-16 19:22:24 UTC (b) 2021-09-17 00:15:40 UTC

(c) 2021-09-18 01:02:41 UTC (d) 2021-09-19 02:20:07 UTC

(e) 2021-09-19 05:12:02 UTC (f) 2021-09-19 05:42:22 UTC

Fig. 10: TD-TFA of the datasets in Table III showing different RFI behaviours in terms of PSD time evolution, compared to
maximum and mean S4 time series (top panels). Filled and blank markers indicate mean and maximum S4 values, respectively
(top panels). Spectrograms and S4 data series are obtained from independent devices.
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(a) 2021-09-16 19:22:24 UTC (b) 2021-09-17 00:15:40 UTC

(c) 2021-09-18 01:02:41 UTC (d) 2021-09-19 02:20:07 UTC

(e) 2021-09-19 05:12:02 UTC (f) 2021-09-19 05:42:22 UTC

Fig. 11: Mean variation of the estimated C/N0 (13) for GPS L1/CA, Galileo E1b and E1c during the observation timespans
of the selected datasets (limited to 9 minutes). Filled and blank markers indicate mean and maximum S4 values, respectively
(magnitude on the right y-axis). Background, grey-shaded areas show the 95% confidence interval (left y-axis).

main peak. Fig. 11b shows few fluctuations on GPS L1/CA724

C/No estimates in the range of ±3 dB. No relevant effects725

are observed on Galileo signals. The example confirms that726

low-intensity RFI may not severely impact S4 estimation but727

they still induce perturbation in the estimated C/N0 and may728

impact the performance of GNSS receivers. Fig. 11c shows729

intense fluctuations of Galileo E1c C/N0 estimates in the730

range of ±4 dB with remarkable C/No drops reaching ap-731

proximately −5 dB between 01:07:00 and 01:09:00 UTC. GPS732

L1/CA C/No estimates appear slightly affected in this case733

but it shows a larger confidence interval in correspondence to 734

the peak RFI intensity of Fig. 10c. This highlights a higher 735

variability of the RFI effect on the different GNSS signals. 736

Fig. 11d is a further example of poorly invasive RFI with 737

constrained fluctuations in the range ±3 dB. After 02:26:00 738

UTC we observe a moderate increment of S4 being reasonably 739

attributed to the fluctuations in GPS L1/CA and Galileo E1c 740

C/N0 estimates. Fig. 11e shows increasing fluctuations of the 741

δC/No in both GPS L1/CA and Galileo E1c estimates. The 742

strongest impact is visible for GPS L1/CA with values over- 743
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coming the range of ±5 dB as well as remarkable enlargement744

of the confidence interval since about 05:16:00 UTC. Fig. 11f745

shows a sudden drop in the RFI intensity at about 05:46:00746

UTC. Such a peculiar behaviour was already shown in 10f,747

and it further clarify the direct effect of the RFI on the C/N0748

estimation. S4 reacts immediately to the quick fluctuations749

while assumes near-zero values by the end of the phenomenon.750

Until about 05:46:00 UTC both GPS L1/CA and Galileo E1c751

signals show severe fluctuations in the range of approximately752

±4 dB. The estimated average C/N0 in GPS L1/CA also753

shows a larger confidence interval in correspondence of local754

maxima and minima.755

B. RFI Numerical Emulation756

Relying on the TD-TFA it can be inferred that no patterns757

can be recognized both in the temporal evolution of the signal758

and in its spectral content. Furthermore, RFI received power759

shows slow variations and a generous intensity range. TD-760

TFA was fundamental to observe that the RFIs occurrences761

may show a sharp starting and ending time that can be easily762

attributed to artificial, deliberate transmissions. Relying on763

these observations, the most relevant information that justify764

the modeling we propose hereafter comes from the persistence765

spectral analysis and from background literature on commu-766

nication systems and GNSS threats and mitigation. A basic767

model for a Multiple FSK (MFSK)/Frequency-Hopped (FH)768

signal was implemented to be compared with the identified769

RFI and foster the design of new countermeasures to mitigate770

its action. Despite of being a conventional modulation scheme771

for communication channels, MFSK has been employed in772

radar applications for its capacity of measuring and resolving773

targets in range and Doppler frequency simultaneously and un-774

ambiguously even in multitarget situations [62]. A MATLAB775

script was exploited to numerically evaluate the expression776

xRFI[n] ≜ xRFI(nTs) = A

W∑
m=1

ej2πfm(nTs)nTs (16)

where fm(nTs) is a function that randomizes the generation of777

a set of m sub-tones included in a predefined frequency range,778

Ts is the sampling interval, A is the signal amplitude, and n779

is the discrete time index. The randomization of the sub-tones780

may reflect a set of random symbols carrying the data of an781

actual data transmission. The plot in Fig. 12 shows an example782

of a numerically-generated MFSK/FH jamming signal over a783

null-to-null bandwidth of about 1MHz, by randomly switching784

among 10 sub-tones equally spaced in the range ± 0.5MHz785

with an overall duration of 10ms. Simulation settings are786

summarized in Table V for repeatability. It can be noticed787

that spectral estimation over longer observation time, e.g.788

10ms, highlights the active sub-tones while shorter timespans789

prevent a detailed characterization of the spectral signature.790

By inducing a periodical change of the selected sub-tones,791

the signal would behave similarly to a randomized variant of792

a FH tick jammer described in [63], with a simpler spectral793

signature of the tones. The randomization of the tones allows794

to reduce autocorrelation and signal ergodicity. Discontinuities795

are hence introduced in the instantaneous frequency of the796
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Fig. 12: PSDs of a simulated MFSK transmission observed
over different snapshots duration and acting as an FH jam-
ming interference. The spectral signature shows remarkable
similarities with respect to the RFI’s counterpart in Fig. 8 and
Fig. 9. Lower noise floor is considered with respect to the
collected data.

TABLE V: Simulation parameters for the emulation of a
MFSK/FH jamming signal.

Symbol Definition Value

f0 Center frequency 1575.42 MHz (L1)
fs Sampling frequency 5 Msps
Tx Signal duration 10−3 s (10 ms)
M Subcarriers 10
W Random generation trials 3
Rf Subcarriers range ± 0.5MHz

jamming signals. Such discontinuities reduce the effectiveness 797

of adaptive mitigation techniques based on adaptive filtering 798

(e.g., adaptive notch filters), which may be unable to track the 799

jamming signal. The designed MFSK signal shows frequent 800

and remarkable changes in its spectral signature as shown in 801

Fig. 13, where the numerical RFI shows a similar behaviour 802

to the one observed in persistence spectra analysis of Fig. 9, 803

in Section V. 804

C. Impact of the RFI on scintillation data and filtering algo- 805

rithm 806

1) Effects of the RFI on Low-latitudes ionospheric scin- 807

tillations investigation: As mentioned in Section I and III, 808

mid-latitudes scintillation may occur as a consequence of 809

disturbed space weather conditions; on the contrary, low- 810

latitude scintillations are also possible during quiet time, 811

especially for the geomagnetic latitudes close to the northern 812

and southern EIA crests, due to the formation of small scale 813

irregularities embedded in the EPBs. Considering the position 814

of the Lampedusa observatory, an investigation addressed to 815

the observation of low-latitude scintillations would require to 816

also include the signals coming from low-elevation satellites 817

with respect to the receiver FoV; this will introduce additional 818

outliers in the data due to the effects of the multipath, as 819
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Fig. 13: Example of the evolution of the signal PSD of the emulated RFI. Different frequency resolutions are achieved by
spectral estimation performed on different durations of the signal chunk under analysis, i.e., 10ms (light-grey lines) and 10µs
(black lines).

mentioned in Section III. In the analysis that follows, an820

elevation mask of 10° and an azimuthal mask between 90° and821

270° was applied to the signals in view, thus focusing on the822

middle and low-latitudes betweeen 24.6°N and 36°N and on a823

longitudinal sector between 1°W and 26°E. The investigated824

time period goes from the 1th of July 2021 to the 31th825

October 2021, thus including the period of the equinox, when826

EPBs are more likely to occur. The considered signals are827

the one belonging to the GPS, Galileo, BDS and GLONASS828

constellations. The reported S4 are the slant values calculated829

from the L1/E1 frequency band for each satellites in view at830

1-minute resolution.831

According to the methodology described in Section IV-C1 ,832

the image of Fig. 14a shows the percentage occurrences of the833

S4 index (S4POt) above the threshold of moderate scintillation834

(S4 > 0.25) on a bidimensional time-grid reporting the hour835

of the day in the horizontal axis and the day of the year836

in the vertical one. Each IPPs’ epoch is converted in local837

time and the S4POt are calculated according to (14) over838

the whole FoV under investigation and for time-intervals of839

4 minutes. In Fig. 14a the white line represents the solar840

terminator at 350 km (F-layer of the ionosphere), which may841

helps to identify post-sunset scintillation due to EPBs. As it is842

possible to see from Fig. 14a, two pronounced features are843

visible: the first one is due to the effect of the multipath,844

recognizable by the oblique stripes in the background due845

to the joint effect of the satellites’ ground track, the fixed846

position of the reflecting obstacles and the time-difference847

between the solar and sidereal day. The second one con-848

sists in the brighter horizontal stripes, due to the effect of849

the RFI on the signals collected by the receiving antenna.850

Indeed, since the RFI affects the S4 index of most of the851

satellites in view simultaneously (as shown in Section III), the852

anomalous occurrences can be recognized by looking at the853

highest values of the S4POt in Fig. 14a, which suggest the854

presence of the interferer also in the data collected during the855

month of July and September (besides August, investigated856

in the preliminary analysis of Section III). Fig. 14b reports857

on a geographic map the percentage occurrences of the S4858

(S4POs) calculated according to (15) over the whole time-859

period under investigation and for geographic cells of 1° x860

1° spatial-resolution. The image of Fig. 14b shows that the 861

entire FoV under investigation appears to have been subject 862

to scintillations during the investigated time period; this is also 863

a consequence of the RFI, which affect most of the signal in 864

the FoV (see Section III). Instead, the stronger S4POs values 865

of Fig. 14b are mostly due to the multipath, which affect the 866

signals coming from the low-elevation satellites. 867

Being not possible to exclude the low-elevation satellites 868

(due to the necessity of observing low-latitudes), a possible 869

way to remove the outliers produced by the multipath is 870

by increasing the threshold of the S4 occurrences above the 871

level of severe scintillation (S4 > 0.7); this operation has 872

also the beneficial effect of removing the less intense S4 873

anomalies caused by the RFI, but will prevent the capability 874

to detect possible real ionospheric scintillations events of 875

moderate intensity. The result of this operation is shown in the 876

images of Fig. 15: the background feature due to the multipath 877

visible in Fig. 14a are removed (see Fig. 15a) and the overall 878

spatial and temporal extent of the anomalies induced by the 879

RFI is minimized as expected (see Fig. 15a and Fig. 15b in 880

comparison to Fig. 14a and Fig. 14b). 881

2) RFI filtering and detection of ionospheric scintillation 882

events: The S4 percentage occurrences reported in Fig. 15 883

are due to both RFI-affected observations and possibly actual 884

ionospheric scintillation events. To finally detect and remove 885

the remaining S4 anomalies due to the severe effect induced by 886

the RFI, it is possible to reprocess the original data according 887

to the methodology reported in Section IV-C2. The result of 888

this filtering operation is shown by the images of Fig. 16. By 889

detecting and removing the occurrences attriubuted to the RFI, 890

the timeline of the S4POt reported in Fig. 16a allows to detect, 891

without ambiguities, severe scintillation events (highlighted 892

by the white dotted box) occurred in the post-sunset hours 893

during the period of the autumn equinox 2021. Similarly, 894

the map of Fig. 16b reports the S4POs, showing the actual 895

geographic area affected by scintillations (highlighted by the 896

white dotted box) which cover the lowest latitudes in the 897

FoV. The scintillation events highlighted in Fig. 16 reflect 898

the typical features of ionospheric scintillations induced on 899

GNSS signals by small scale irregularities embedded in EPBs 900

reaching the north crest of the EIA. Even though an accurate 901
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Fig. 14: S4POt (Fig. 14a) and S4POs (Fig. 14b) above the
threshold of moderate scintillation (S4 > 0.25) between July
and October 2021. The white lines of Fig. 14a represents the
solar terminator at 350 km. In Fig. 14b geographic coordinates
are labeled at the border of the maps and represented by the
dotted lines inside the map; geomagnetic latitudes are labeled
inside the maps and represented with the continuous lines.

characterization of these phenomena falls outside the scope902

of this paper, the reported analysis allows to emphasizes903

how unrecognized RFIs would have triggered false scintilla-904

tion alarms on several occasions (see Fig. 15a compared to905

Fig. 16a) and above incorrect locations (see Fig. 15b compared906

to 16b); this poses a threat for the reliability of real-time907

ionospheric scintillations monitoring application as well as for908

the integrity of scientific investigation addressed to ionospheric909

scintillation climatology. To conclude, the performances of the910

proposed filter are also highlighted in Fig. 17, which shows911

the result of the RFI-filtering operation before the mitigation912

of the multipath (data of Fig. 14), thus also including the913

anomalies causing moderate effect on ionospheric scintillation914

(S4 > 0.25). The comparison between Fig. 17 and Fig. 14a915

highlights the capability of the procedures to effectively detect916

and remove the anomalies due to the interferer.917

00
:0

0:
00

01
:0

0:
00

02
:0

0:
00

03
:0

0:
00

04
:0

0:
00

05
:0

0:
00

06
:0

0:
00

07
:0

0:
00

08
:0

0:
00

09
:0

0:
00

10
:0

0:
00

11
:0

0:
00

12
:0

0:
00

13
:0

0:
00

14
:0

0:
00

15
:0

0:
00

16
:0

0:
00

17
:0

0:
00

18
:0

0:
00

19
:0

0:
00

20
:0

0:
00

21
:0

0:
00

22
:0

0:
00

23
:0

0:
00

Daily hours

01-Jul-2021
07-Jul-2021
13-Jul-2021
19-Jul-2021
25-Jul-2021
31-Jul-2021

06-Aug-2021
12-Aug-2021
18-Aug-2021
24-Aug-2021
30-Aug-2021
05-Sep-2021
11-Sep-2021
17-Sep-2021
23-Sep-2021
29-Sep-2021
05-Oct-2021
11-Oct-2021
17-Oct-2021
23-Oct-2021
29-Oct-2021

D
a

y
s

0

2

4

6

8

10

12

14

S
4
 p

e
rc

e
n
ta

g
e
 o

c
c
u
rr

e
n
c
e
s

(a)

60

60

40

40

20

20

0

0

  0 °

 15
° E

 15 °
 N  

 30 °
 N  

 45 °
 N  

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

S
4

 p
e

rc
e

n
ta

g
e

 o
c
c
u

rr
e

n
c
e

s

(b)

Fig. 15: S4POt (Fig. 15a) and S4POs (Fig. 15b) above the
threshold of severe scintillation (S4 > 0.7) between July and
October 2021. The white lines of Fig. 15a represents the solar
terminator at 350 km. In Fig. 15b geographic coordinates are
labeled at the border of the maps and represented by the dotted
lines inside the map; geomagnetic latitudes are labeled inside
the maps and represented with the continuous lines.

VI. DISCUSSION 918

No natural events or human, licit or illicit activities being 919

known to the authors seem related to the anomalous occur- 920

rences and the features of the disturbance. Additionally, no 921

other instruments were expected operating in GNSS L1-band 922

at the ENEA station or can interfere by emitting spurious 923

harmonics in such a frequency range. The RFI may be gener- 924

ated in the proximity of the GISTM station (jamming or self- 925

jamming) through a fixed or moving transmitter but the slow, 926

yet remarkable power variations may indicate variable distance 927

or heading of the transmitting antenna. This feature may be 928

attributed to a moving transmitter carried on board of a plane, 929

ground vehicle, or ship (mobile transmitter with fixed/moving 930

antenna). Independently on the dynamics of the emitter, the 931

RFI transmitting antenna may change its orientation along 932

the time (e.g., fixed emitter with a spinning antenna as per 933

radar applications). However, nor the regularity of the power 934

fluctuation nor evident duty cycles in the received power 935
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Fig. 16: S4POt (Fig. 16a) and S4POs (Fig. 16b) above the
threshold of severe scintillation (S4 > 0.7) between July and
October 2021 after applying the filter for the RFI removal.
The white lines of Fig. 16a represents the solar terminator at
350 km. In Fig. 16b geographic coordinates are labeled at the
border of the maps and represented by the dotted lines inside
the map; geomagnetic latitudes are labeled inside the maps
and represented with the continuous lines. The white dotted
boxes highlights ionospheric scintillation events due to EPBs.
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Fig. 17: S4POt after applying the filter for RFI removal on
the data of Fig. 14a.

suggest the possibility of a regularly spinning antenna. In 936

light of this, the hypothesis of a moving emitter appears 937

more reasonable. We cannot exclude the presence of jamming 938

activities in the area of interest, as well as the possibility of 939

experimental tests for MFSK radar systems or undocumented 940

applications such as steganography in GNSS band for stealth 941

data transmission. In fact, the characterization of the RFI 942

detected in Lampedusa reflects the features of a deliberate 943

MFSK transmission that may occasionally turn into a jamming 944

interference on the L1/E1 frequency band in case of intense 945

received signals. It mainly affects and severely degrades GPS 946

L1/CA and Galileo E1c signals, but it seems poorly effective as 947

a jammer against Galileo E1b, GLONASS and Beidou signals; 948

in light of this, the gathered clues suggests the observed 949

RFI may constitute a rough attempt of RF steganography 950

covered by GNSS signals or a modern FH jammer. As a 951

general remark, similar transmissions over GNSS L1/E1 center 952

frequency are generally forbidden. However, while the United 953

States (U.S.) prohibits unauthorized transmission on the GNSS 954

frequency bands by federal laws [64], European regulations 955

are more fragmented and may differ among member and non- 956

member states. Specifically, the Italian legislation, with articles 957

340, 617, and 617 bis of the Penal Code, punishes the use and 958

installation of jamming devices. In Italy, the deliberate use of 959

interferers is allowed only to law enforcement and military 960

forces, but the limitations at the continental border between 961

Europe and Africa, such as in the area of Lampedusa, may 962

not be exhaustively disciplined by regulations. Nonetheless, 963

their occurrences are growing worldwide and at the European 964

borders they might be due to the intensification of war ac- 965

tions and the presence of military enforcement. Therefore, an 966

increasing attention is nowadays placed on their effects on 967

several civil GNSS-related activities, such as flight operations, 968

maritime navigation, critical infrastructures. A remarkable 969

effort is indeed being placed towards RFI monitoring and 970

localization by means of LEO satellites [44], [65]. From a 971

terrestrial perspective, the deployment of multiple synchronous 972

stations would allow as well for TDOA/FDOA-based interfer 973

localization [66]–[68]. At the time of writing, RFI localization 974

falls outside the scope of this article. Despite the interferer 975

detected in Lampedusa is, at the moment, of unknown origin, 976

its appearances during summer periods and the geopolitical 977

conditions of the area make it possibly related to the migratory 978

flows phenomena involving the surrounding seas, from the 979

African coast to the east Mediterranean. 980

With regards to the scientific activities, recent discussions 981

in the ionospheric community have raised the attention about 982

the possible disruptive effects of RFIs on the data collected for 983

scientific investigations of the ionosphere as well as for space 984

weather monitoring applications. This paper provided an on- 985

field proof of such vulnerabilities, showing the adverse impact 986

of RFIs for both near-real time GNSS scintillation events 987

detection as well as in case of climatological investigations 988

of ionospheric scintillations. In the case of Lampedusa, the 989

intensity and repetition over time of the S4 anomalies allowed 990

to promptly acknowledge the presence of a possible source 991

of interference; however, similar but less impacting RFIs may 992

not be easily recognizable and yet affecting the quality of the 993
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collected data. At the same time, deploying capturing systems994

to detect and characterize RFIs, like the one presented in995

this study, is not a sustainable solution for both economical996

and technical aspects. At the time of writing, no real-time997

mitigation techniques for such elaborate interferers are known998

to the authors, and only a-posteriori processing may allow999

to detect interfered observations and provide quality metrics1000

for the collected data. In this regard, this work proposed a1001

preliminary post-processing methodology to detect and remove1002

the RFI-induced anomalies from the scintillation data acquired1003

by the GISTM receiver. The filter is not based on the specific1004

characteristics of the RFI under investigation and, in principle,1005

it can be also effective for different types of RFIs acting1006

within the GNSS bandwidths; however, it has the bottleneck1007

of being based on a threshold which is defined through a-priori1008

assumptions and which is location-dependent. The design of1009

more robust post-processing algorithms falls outside the scope1010

of this paper and deserve dedicated investigations.1011

Summarizing, the lack of an accurate RFI model constitutes1012

the main concern for a systematic analysis of its impact on1013

the scintillation index. Besides, it is worth pointing out that1014

a methodology to evaluate the RFI impact on the scintillation1015

index is also lacking in the literature, and it deserves dedicated1016

investigations in future works.1017

VII. CONCLUSIONS1018

This paper presented an investigation of a real scenario1019

where an unclassified RFI affecting the GNSS signals jeopar-1020

dize scientific activities like those carried-out by the INGV in1021

the Mediterranean area of Lampedusa. It was shown that the1022

computation of the ionospheric scintillation indices through1023

modern commercial GISTM receivers may be misleading in1024

those circumstances, thus triggering false ionospheric scintil-1025

lation events and compromising the reliability of real-time1026

monitoring applications as well as the quality of the data1027

collected for scientific investigations. The analysis presented1028

on the recorded GNSS signals specifically demonstrated that1029

altered scintillation indices may be due to the non-stationarity1030

of the estimated C/N0 caused by the observed RFI. Further1031

on-site campaigns are expected in the future by refining1032

the experimental setup with a complete decoupling of the1033

GISTM/SDR acquisition chain (e.g., antenna) and by imple-1034

menting a multi-frequency acquisition unit (including L2/L51035

GNSS bands). Moreover, by deploying multiple synchronous1036

stations would allow to implement Time Difference of Arrival1037

(TDOA)/Frequency Difference of Arrival (FDOA) interferer1038

localization [66].1039
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