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Abstract—This article considers a reconfigurable intelligent
surface (RIS) enhanced multi-antenna secure transmission sys-
tem in the presence of both active eavesdroppers (AEves) and
passive eavesdroppers (PEves). We propose a zero-forcing (ZF)
beamforming strategy that can steer transmit beam to the null
space of AEves’ channel, while simultaneously enhancing the
SNRs for a legitimate user equipment (UE) and PEves without
perfect channel state information (CSI). The design goal is
to maximize the SNR of UE subject to the transmit power
constraint at the BS, SNR limitations on PEves, and reflection
constraints at RIS. Due to the complexity of modeling, we
first introduce a homogeneous Poisson point process (HPPP)
to imitate the distribution of spatially random PEves, which
derives a complicated non-convex problem. We then develop an
efficient alternating algorithm where the transmit beamforming
vector and the reflective beamforming vector are obtained by
convex-concave procedure (CCP) and semi-definite relaxation
(SDR) technique, respectively. Simulation results validate the
performance advantages of the proposed optimized design.

Index Terms—Reconfigurable intelligent surface, physical layer
security, beamforming.

I. INTRODUCTION

HYSICAL layer security (PLS) techniques have been

envisioned as a pivotal paradigm for guarding wireless
communication systems [1]. Given practical encryption meth-
ods operating on the application layer, PLS schemes are
considered as an alternative to resist information leakage to
eavesdroppers without requiring strong computing power and
high-quality hardware implementation [2]. However, tradi-
tional PLS schemes such as cooperative relaying schemes [3]
incur high hardware costs, while artificial noise (AN) aided
beamforming [4] and cooperative jamming [5] are inevitably
power-hungry.

To combat security breaches in a more energy-efficient and
sustainable way, reconfigurable intelligent surface (RIS) is
inspired and introduced into the contemporary secure trans-
mission system [6]. By befittingly tuning the passive reflecting
elements of the RIS, the propagation environment can be
reconstructed such that the desired signal can bypass the
malicious users and target the intended ones. Moreover, the
merits of small volume, lightweight, and perfect ductility make
RIS easier to be coated on surfaces of skyscrapers in the city.

The main attraction of RIS-aided PLS techniques is the
flexibility of simultaneously enhancing or suppressing signal
beams to different users [7]. The works in [8] and [9] consid-
ered incorporating RIS into the single-user downlink system
confronting a single eavesdropper to improve the system
secrecy rate by jointly optimizing the transmit covariance

at the base station (BS) and phase shift matrix at the RIS.
The works in [10] and [11] investigated a RIS-aided secrecy
communication system where the transmit beamforming with
AN and the reflective beamforming at RIS are jointly designed.
The effective AN approach, which can provide the transmitter
with additional degree of freedom (DoF), has been confirmed
valid especially when the number of eavesdroppers exceeds
that of transmit antennas. However, in cases where the BS has
a power restriction or a multitude of transmit antennas, the loss
outweighs the gain. Moreover, to the best of our knowledge,
all the aforementioned works are under the assumption that the
perfect channel state information (CSI) of the eavesdroppers is
available at the BS, which is unrealistic and incomprehensive
in practice. Although passive eavesdroppers (PEves) have been
investigated in a few RIS-enhanced PLS works, it is notewor-
thy that even fewer works focused on the scenario where the
confidential message is subject to interception conducted by
both passive and active eavesdroppers (AEves).

In the considered RIS-aided downlink MISO communica-
tion system, we jointly design the secure beamforming vectors
both at the BS and RIS. A homogeneous Poisson point process
(HPPP) is implemented to model randomly distributed PEves.
Our main contributions are as follows:

o We consider a wiretapping group mingled with multiple
AEves and PEves. Unlike prior works, we assume that
the locations and the CSI of the PEves remain completely
unknown.

o To counter malicious interception, we formulate an SNR
maximization problem at the legitimate user and alterna-
tively optimize beamforming vectors under constraints at
BS, RIS and eavesdroppers.

o We exploit a novel zero-forcing (ZF) algorithm to design
the beamforming vector to lie in the null space of the
AEves’ channel matrix, then solve the problem following
the alternating optimization (AO) procedure.

o Analytical results are provided to show the superiority of
the proposed ZF beamforming scheme in achieving SNR
targets via RIS.

II. SYSTEM MODEL AND PROBLEM FORMULATION
A. RIS-Enhanced Secure Transmission System

As shown in Fig. 1, we construct a RIS-aided downlink
secure transmission system in dense urban agglomeration.
Suppose an M -antenna BS (Alice) intends to securely deliver
confidential data to a legitimate user (Bob) with a single an-
tenna, while numerous obstacles block its way. A RIS (Rose)
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Fig. 1. A RIS-enhanced secure transmission system in urban scenario

with IV passive reflecting elements is mounted on the building
wall, playing the role of assisting the information transmission
from Alice to Bob in the presence of non-colluding eaves-
droppers (Eves). Eves set & 2 {AE,, PE,} encompasses the
unauthorized set of Ny AEves and unpredictable number of
PEves. It is assumed that Alice knows the CSI of AEves while
the CSI of PEves remains totally unknown; thus an HPPP ®pp
with density Apg has been applied to describe the dynamic
geometrical locations of PEves.

The baseband equivalent channels from Alice to Bob, Eve
e and Rose are denoted by hypz € CM*! h,, € CM*!
and G € CN*M. the channels from Rose to Bob and
Eve e are correspondingly denoted as h,p € CM*! and
h,.. € CN*1 The phase shift matrix of the RIS is defined
as © = diag (17, ..., Bnel?), where B, € [0,1] is the
reflection amplitude of the n-th reflecting element of RIS.
Moreover, define v = [31e7%, ..., BNejGN]H as the reflective
beamforming vector, each element of which is required to
satisfy |v,| < 1. All channels are presumed in accordance
with quasi-static flat fading distribution.

Let an i.i.d. circularly symmetric complex Gaussian (CSCG)
random variable s (t) represents the desirable message for Bob.
w € CM*1 is the transmit beamforming vector at Alice who
holds a maximum transmit power budget denoted by P4. The
received signals at Bob and Eve e are expressed as

yp (t) = (RYpOG + Al p) ws (t) + np (1), (1)
Ye (t) = (RZ.OG + hl,) ws () + n. (t), (2)

where np (t) ~ CN (0,0%) and n. (t) ~ CN (0,02) ,Ve € €
denote the additive white Gaussian noise (AWGN) at Bob and
Eve e, accordingly. It can be seen that the received signals
consist of signal from both direct and reflective link where
Alice-Rose-Bob channel can be considered as replenishment
especially when the direct link is very weak. For notational
simplicity, the time index is omitted from the remainder of this
correspondence. In this single-user multi-eavesdropper secure
system, the received SNR at Bob and Eve e can be shown as
follows

’(thQG +h£B) wr

SNRp = 5
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For convenience, we assume J% = Ug = o2, and hg =
hl',©G +hY 5 and b = b/ @G +h, as effective channel
vectors from Alice to the receivers. Additionally, the average
SNR of PEves should be specifically formulated due to its

probabilistic property
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where Hpp = E [hquthq].
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B. SNR Maximization Problem

In this work, we focus on maximizing the received SNR at
Bob by jointly optimizing the reflective beamforming vector
at Rose as well as the transmit beamforming vector at Alice.
In order to guarantee the received SNR at Bob, stipulating
Eves’ SNR thresholds is necessary. Without any knowledge of
PEves’ locations, it is rational to take average SNR of PEves
into consideration. We choose an appropriate SNR upper
bound for PEves and apply a zero-forcing scheme to AEves
to avoid information leakage. Accordingly, the coordinated
beamforming optimization can be formulated as:

max SNRpg (6a)
s.t. SNRpp <&, (6b)
SNRap, =0, (6¢)

lvn| <1, (6d)

Jwl|® < Pa, (6¢)

where £ in (6b) is the SNR upper threshold of PEves, and
(6¢c) enforces the SNR constraint on AEves to be zero by
discreetly implementing ZF beamforming design at Alice; (6d)
represents the reflection constraint at Rose and P4 in (6e) is
the maximum transmit power limit at Alice.

III. RIS-ENHANCED ZERO-FORCING BEAMFORMING

First of all, we delicately design the transmit beamforming
vector and satisfy the constraint (6¢). While considering the
limited average SNR of PEves, we exploit a zero-forcing
scheme to suppress the SNR of AEves to zero. Suppose that a
RIS-aided secure transmission system includes one AEve, the
designed ZF beamforming vector can be attained by projecting
Bob’s channel onto the null space of the AEve, which can be
written as

w =i, ha, (7

where @ 4, € CM*(M=1) ig a matrix, and its M — 1 columns
form a basis for the null space of the AEve’s effective channel
vector, such that we obtain

R pap, =0, (8)
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where hl{; =R/l OG+h] ;. Now, the received signal
at AEve can be acquired by

yap, = hilp @apolp hgs +nap, =nap,. )

Obviously, by steering the transmit beam to the null space of
AEve’s channel, AEve is unable to overhear tailored messages
for Bob. Therefore, after achieving SNR targets of AEves , we
now have

max SNRp (10a)
s.t. SNRPE § g, (IOb)
lvn] <1, (10c)

|wl® < Pa, (10d)

So far, we have derived an SNR maximization problem
marked as problem (10). Owing to the intricate coupling of
variable w and v, problem (10) is non-convex and hence we
will leverage on an AO procedure to tackle it in the following
parts.

A. Reflective Beamforming Vector Optimization

In this section, we endeavor to tackle problem (10) on the
basis of the classic AO structure. Under any fixed transmit
beamforming vector w in that problem, we initially introduce
an auxiliary variable p and optimize the reflective beamform-
ing vector in problem (11) as follows

max p (11a)
v,p

(rl150G +nis) wf

s.t. = > p, (11b)
2
’(hfPEq eG + hf;{PEq) 'w‘
e <& (o)
lvn| < 1. (114d)

To decouple the optimizing variable v out of the equations,
we redefine the reflective link from Alice to receivers as
thGG = Py and hf’re@G = vHP,, where B =
diag(th)G and &, = diag(hfe)G. Note that the power

consumption P = ww? is derived from the given transmit

beamforming vector w. Then problem (11) can be reformu-
lated as problem (12) shown at the bottom of this page.
Driven by wide applications of the fully-fledged semidefinite
relaxation (SDR) technique [12], we tend to apply it to handle
v and induce problem (13) as below

max p (13a)

D,p
H 2
P (VHRBV + th’BH >

. >, (130)
= 2
P (17HRPEq'7 + th,PEq )
E 5 < f, (13c¢)
g
|7n| < 1, (13d)
|ons1] =1, (13e)
bpdE  ®zh
Where RB = |: hg[f;@Bg BOdB :|, RPEq
bpp Bl ®pp h
o EaT BBy FPERAPE | p | Y Notice that
hd,PEq<I)PEq 0 1

v Rpp = Tr (Rpov'), v# Rpp,v = Tr (Rpg,vv').
Appending V' = w1, problem (13) can be reconstructed
into

2 2
st. Tr(RpV)+ Hhé{BH > 22, (14b)
2 o2
Tr (B [Rpe,) V) + ||pips, | < ?’5, (14c)
Vin <1, (14d)
Vniine:r =1, (14e)
V =0, (141)
rank (V) < 1. (14g)

Since the rank-one constraint (14g) is non-convex, we
remove it to ensure problem (14) to be solvable, then we can
obtain a relaxed version marked as problem (15)

15
max. p (152)

s.t. (14b),(14c),(14d), (14e) ,and (14f). (15b)

max p (12a)
v.p
2

P <VH<I>B<I>gV +vH®phg g+ hdH,B‘;’gV + thH,BH >

s.t. 5 > p, (12b)
o
2
P <VH<I>qu<I'gEqV +vH®pp happ, + hé{,PEq (I)gEqV + thPEq H )
. i < (12¢)
ag

<1 (12d)
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Moreover, the relaxed problem (15) can be equivalently
transformed into a feasibility problem

find V (16a)
2 2
5.t Tr(RBV)+Hh§{BH > 22, (16b)
2
T (B [Ree,) V) + [1fes, | < 25, a60)

(14d), (14e) ,and (14f).

Eventually, a convex semi-definite program (SDP) written
as problem (16) has been established. Following a bisection
search procedure over p, we can obtain the optimal solution
set {V*, p*} for problem (16).

Now, reconsider problem (14) and pick out suitable V'*
from the optimal solution set {V*, p*}, where the chosen V**
satisfies constraint (14g). However, for those who comply with
rank (V*) > 1, we apply Guassian randomization procedure
[12] to generate high-quality rank-one V*. Ultimately, the
optimal v* can be extracted from the treated V'*.

B. Transmit Beamforming Weight Vector Optimization

For a certain reflective beamforming vector v*, we next
optimize the transmit beamforming vector w. We define
a beamforming weight vector @ € RM to restrict w
to lie in the null space of the AEves’ channel matrix

H
[hAEl,hAEZ,...,hAENA} , and design the beamforming

vector w in the commensurate manner of (7)

w = pappisa, (17)

where @ € CM*(M=Na) j5 a matrix, and the null space
of AEves’ effective channel matrix can be constituted by a
basis comprised of its M — N4 columns. This design ensures
the SNR of AEves to be minimized. Let ¥ = (pAEcpr, ie.,
w = Wa, then problem (10) has numerically evolved as a
function of transmit beamforming weight vector a as follows

HH‘II
maax a0723a (18a)
Hﬁ‘l’
st TPES < (18b)
ag
[®al® < Pq, (18¢)

where HY = @/ hHh W, and Hppy = W HppW.

To manage the non-convexity of problem (18), the suc-
cessive convex approximation (SCA) technique can precisely
transform the optimization goal (18a) into an affine form.
Notice that the first-order Taylor approximation is the lower
bound of a convex function at any given point. Thus, with a
given point a;, we have

aHH]‘ga

o2

HHB a;
o2
g(a;a;).

Cge) @

[I>
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Algorithm 1 CCP-based solution to problem (18).
given an initial feasible point ag
1:=0
repeat

1. Convexify. Form v
H
a; H a; 2 H
g(asa;) = 702]3 + pol (H%’ ai) (a —a;)

2. Solve. Set the value of a;; to a solution of the convex
problem

max g (a;a;)
a

a HPEa

s.t. <,
||\Ila|\ < Py.
3. Update iteration. i := 1 + 1.
until g (a;a:41) — g (a;a;) < e
TABLE 1

SIMULATION PARAMETERS

Parameter Value
Path loss at 1 m Lo =-30dB
Qgp = Qge = 3.4,0aq = 2.0,

Path loss exponent
P Qpp = Qe = 2.2.

Rab = KRae = Oy“ar = 107 Rrp =
Kre = 10.

2= _86dBW,e=10"3, Py =
14 dBW, ¢ = 15 dB.

Rician factor

Other parameters

Then we introduce convex-concave procedure (CCP) sum-
marized in Algorithm 1 above to solve the aforementioned
problem (18).

Remarks:

e Given that CCP is a heuristic program, a nontrivial
feasible initial point (FIP) is essential to the quality of
the solution.

o Note that our proposed algorithm abides by the CCP
framework and hence a FIP guarantees the algorithm
convergence to a stationary point [13].

In this way, for ¢ = 0,1,2,...
obtain the optimal a* and w™.

until convergence, we finally

IV. SIMULATION RESULT

In this section, we aim to present numerical results based on
the simulation parameters set in Table I [8]. Consistent with
the 3D deployment mentioned in [14], Alice, Rose and Bob
are located at (5, 0, 10), (2, 58, 0) and (0, 60, 10). We consider
the case where all interceptors are randomly distributed within
a circle centered on Bob. As the system is set in a high-density
urban scenario, Rose is assumed to be placed on the surface
of a building. Meanwhile, the Eves and Bob are located on the

ground. hfb =/ Lod_;*** g, generates the downlink channel
response from Alice to Bob, where the distance between
Alice and Bob is denoted by d,;, and the small-scale fading
component g, is defined as Rician fading and given by g, =

VEaw/(1+ Kap)g Z?SJm/l/ 1+ Kap) gEIbLOS Kqp 1S the Rician
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Fig. 2. The SNR at Bob versus transmit power at Alice.

factor, while gLoS and g"\°S are the deterministic line-of-sight

and Rayleigh fading component, respectively. Such channel
model is employed for all others. Unlike receivers on the
ground, Rose is deployed on a higher place, which creates less
scattering propagating environment from Alice to Rose, thus
it is rational to set pathloss component a,, < aqk, k € {b, e}
[15]. Additionally, zero-forcing without RIS (denoted as “W/O
RIS”) and random phases at RIS (denoted as “Random RIS”)
are introduced as benchmark schemes.

As shown in Fig. 2, the maximum received SNR at Bob is on
a steady rise as transmit power budget continues to increase.
Our speculation for such flattening curves is that when Py
is sufficiently large, transmit power budget cannot be fully
utilized, otherwise it is unable to constrain the PEve’s SNR
under a specified threshold. On the whole, our proposed design
(denoted as “ZF-BF”) outperforms the benchmarks. The “W/O
RIS” scheme is not asymptotically optimal since the RIS-
assisted scheme can mitigate the co-channel interference by
optimizing the reflective beamformer.

Fig. 3 demonstrates the SNR for different densities of
PEves App when variable numbers of AEves are arbitrarily
situated within a circle of radius 1.5 m. The proposed secure
beamforming design yields a higher SNR performance than
the benchmarks. Also, as the number of AEves increases,
the received SNR at Bob decreases. This is because the rank
of AEve’s null space matrix decreases when the number of
AEves grows, leading to limited optimal beamforming vectors
and a declining achievable SNR. Moreover, higher density of
PEves indicates more PEves get involved, which increases the
likelihood of information divulgence at Bob.

V. CONCLUSION

In this correspondence, we proposed an innovative zero-
forcing beamforming scheme against active and passive eaves-
droppers in a RIS-enhanced secure transmission system. Since
the acquisition of the CSI for PEves is difficult, we utilize
stochastic geometry to model the PEves’ locations. The re-
flective beamforming vector and the transmit beamforming
vector have been alternatively optimized by applying the
SDR technique and monotonically converging CCP algorithm,
respectively. Given the fact that both AEves and PEves may

43 T T
Apg=0.1, ZF-BF

Apg=0.2, ZF-BF
Apg=0.1, WO RIS
Apg=02, WIO RIS

+ Apg=0.1, Random RIS

- e = Apg=0.2, Random RIS

=

PNES

w
©
T

w
N
T

Maximum recieved SNR at Bob

w
a
T

33

Number of AEves

Fig. 3. The SNR at Bob versus the number of AEves.

be present in reality, it can be concluded that the secure
beamforming design provides practical engineering guidelines
for RIS-aided transmission systems in urban scenarios.
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