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* Computers are vulnerable to voltage manipulation
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* These bit flips may lead to corrupted instructions or
erroneous calculations.

* |f timed correctly, modified instructions and calculations
may cause information and execution security issues.

* Voltage manipulation attacks raise additional concern for

cloud computing.
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). Attacks on GPUs

» Many x86 processors have hardware-protected areas called “enclaves.” * “Overdrive” attacks on AMD GPUs allow
» Enclaves protect sensitive code at the hardware level. attackers to extract AES keys using
» Intel and AMD enclaves still vulnerable to voltage manipulation attacks. differential fault analysis (DFA) [3].
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J.The Nvidia Jetson

* The Nvidia Jetson
Nano Developer Kit is a

AMD SEV small computer with a

« AMD’s Secure Encrypted Virtualization (SEV) protects entire VMs. Tegra X1 SoC
containing a quad-core

ARM CPU and a Nvidia
Maxwell GPU [4].
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* Precisely-timed voltage glitches can be used to decrypt memory and
execute custom payloads [2].

* The Nvidia Jetson Nano’s CPU can be overclocked from 1.47 GHz to 2 GHz 1. Power delivery attacks are still viable on
by rewriting part of the kernel. modern computers, but the system
* Some frequency-based fault injection attacks may be possible. knowledge and precise timing required
* The Jetson’s hardware settings can be changed in its Xorg config file. can make them difficult to execute.
4. * TheXorg file does not function as originally expected on the Jetson

\.. because of its unique SoC architecture. 2. While the Nvidia Jetson Nano’s unique SoC

* Many attack-relevant memory and GPU clock architecture limits possible attacks.

.. frequencies cannot be modified.
N 3. Research can be continued with discrete

Nvidia graphics cards.
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