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ABSTRACT
As individuals become increasingly digitally dependent, cyber threats and cyber insurance to 
mitigate them gain relevance. This literature review conceptualizes a framework for siting 
Personal Cyber Insurance (PCI) within the context of cyberspace. The lack of empirical research 
within this domain demonstrates a need to identify and define the scope of PCI in order to allow 
cyber insurers to understand customer needs, and to conduct effective management and distribu-
tion of PCI products and services. We conducted a systematic literature review of 229 articles that 
were clustered into three meta-level themes: cyberspace, personal cyber risk, and PCI. The 
literature review indicates a significant paucity of research related to PCI particularly as it is 
influenced by antecedent risk externalities, the nature of cyberspace itself, the PCI market and 
operations, and post-cyber event support. The paper concludes with a proposal for a future 
research agenda.
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Introduction

Cyberspace has provided significant improvement to 
the quality of social connectivity and productivity dur-
ing the past few decades and allowed enormous cap-
ability uplift of information sharing and 
communication between people and communities.1 

Conversely, cyber technologies have simultaneously 
caused an increase in personal digital dependency and 
a reliance on digital technologies which furnish oppor-
tunities for adverse events such as data breaches and 
cyberattacks.2 These technologies also introduce an insi-
dious threat of omnipresent cyber risk,3,4 that intro-
duces peril into everyday digital activities, reduces user 
confidence and productivity.

There has been a significant increase in the number, 
scale, sophistication, and effectiveness of malicious 
cyber incidents in recent years is significant,5 particu-
larly since the advent of the COVID-19 pandemic and 
the widespread adoption of “work-from-home” 
practices.6 The extent of privacy breaches, the prolifera-
tion of cyber-criminal activity, and the acuteness of 
financial consequences has been punishing.7 Cyber inci-
dents are a persistent and costly cause of business 
interruption.3 Furthermore, as entire industries under-
take digital transformation, vulnerabilities localized 
within online connection points that may contribute 
to a breach also multiply due to escalating 
interdependencies.8 Individuals and businesses alike 

are adversely impacted by cyber incidents, prompting 
efforts to investigate strategies and tactics to mitigate 
cyber risk, including cyber insurance.9 However, cyber 
insurers face substantial challenges. The lack of histor-
ical cyber threat data makes it difficult for insurers to 
accurately predict the future of customer cyber risk. 
This is exacerbated by the inherently dynamic nature 
of cyberspace and the possibility of large cascading loss 
events due to system interconnectivity.

Until recently, cyber insurance as a product and 
type of peril was heavily invested within the commer-
cial domain, especially within the United States, which 
currently holds an estimated 90% of all cyber insurance 
policies,10 driven predominantly by regulatory obliga-
tions designed to mitigate financial losses and property 
damage instigated by system failure or malicious cyber 
events. Cover for cyber liability, cyber extortion and 
business interruption are also primary drivers for pro-
curing cyber insurance, contributing to a market pre-
mium of US$7 billion in 2022 and a market segment 
that enjoys an annual compound growth rate of 15%.11 

This market is forecast to hit US$22 billion in premium 
by 2025.12 According to Lloyd’s in 2017, cyber insur-
ance is the “. . . fastest growing line of business in the 
insurance industry”13 p. 492] prompted by the increas-
ing scale of total global economic loss due to cyber-
crime which was recently estimated by MunichRE at 
US$6 trillion in 2021.
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It is argued that, ceteris parabus, the nature of cyber-
space intrinsically provides characteristic peculiarities that 
pose significant and bespoke challenges to cyber insurers, 
often incongruent with risk attributes commonly asso-
ciated with traditional personal line insurance products. 
These challenges include, inter alia, a paucity of historical 
claim/loss data for underwriting and pricing purposes,14,15 

interdependencies of cyber architecture promoting higher 
cyber risk, difficulties in evaluating cyber risk,16 intangibil-
ity of risk assets (such as data, reputation), lack of standar-
dization across the industry,17 high and undetermined tail 
risks, and moral hazard among others. Whilst these chal-
lenges are reflected within both the commercial and per-
sonal cyber insurance (PCI) domains, each market 
segment exhibits unique idiosyncrasies. Furthermore, 
cyberspace itself as a discrete peril and the core source of 
cyber risk is ill-defined for cyber insurers,18 and it is 
postulated that the traditional general insurance customer 
journey and business model are ill-suited for the peculia-
rities of cyberspace.19

As a consequence of the limitations outlined above, 
this research aims to fulfill the gaps by surveying the 
existing literature across three key topic areas: cyberspace, 
personal cyber risk and PCI. This study contributes to the 
literature by summarizing previous research by scholars, 
proposing a framework of research foci of extant studies, 
and identifying avenues for further research.

This article begins with a summary background to the 
research and an outline of the methodology employed to 
conduct this literature review, followed by a critique of 
the literature by “key topic” (namely cyberspace, cyber 
risk, and cyber insurance) intended to elicit insights for 
discussion. This framework reflects the sequential depen-
dencies of each key topic, with each section contributing 
to the baseline knowledge necessary to explore the sub-
sequent key topic. The final section concludes by propos-
ing avenues for future research.

Methodology

The literature review was undertaken using two different 
review processes. Initially, a narrative literature review 

was completed as an a priori exploration to confirm the 
research parameters. A subsequent review process was 
then conducted employing the Preferred Reporting Items 
for Systematic reviews and Meta-Analysis (PRISMA) 
framework.20 To ensure accuracy and transparency, the 
systematic review of the literature was completed 
employing a five-stage sequence,21 as per Figure 1.

Initially, the research problem and the purpose of the 
literature review were established (Stage 1). This was 
intentionally broad to reflect the breadth of key topics 
and comprehensively appraise the range of interpreta-
tion, ideation and theory across these domains. The 
research questions, presented below, were developed at 
this point to guide the literature review.

● Research Question 1 (RQ1): How has previous 
research considered the relationships between 
cyberspace, cyber risk and personal cyber 
insurance?

● Research Question 2 (RQ2): What aspects of 
cyberspace, personal cyber risk and personal 
cyber insurance have not secured any/inadequate 
attention from researchers?

By addressing the initial contextual research ques-
tion, “How has previous research considered the rela-
tionships between cyberspace, cyber risk and personal 
cyber insurance?,” the authors provide a baseline knowl-
edge from which the research can answer the second 
exploratory question, “What aspects of cyberspace, per-
sonal cyber risk and personal cyber insurance have not 
secured any/inadequate attention from researchers?” In 
general, the existing literature largely overlooks the 
importance of PCI in preference to commercial cyber 
insurance and is consequently under-scrutinized.

A framework for analysis was crafted in line with 
Crossan and Apaydin22 to define categories for analysis, 
including type of publication, authors, year of publication, 
specific keywords (within title, abstract and/or keywords), 
and linkage(s) to the research questions. The initial collec-
tion of records was completed using a Boolean search per 
key topic as presented in Table 1 (Stage 2).

Figure 1. Staged approach to systematic literature review (adopted from Denyer and Tranfield (2009)).
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Four databases were selected for the literature 
review: Scopus, Emerald Insight, IEEE and 
ScienceDirect (Stage 3). These sources provided com-
prehensive results for each key topic area over the 
selected ten-year research period (beginning 2012 to 
end 2021) and all records were imported into 
EndNote 20.4.1 for de-duplication and subsequent 
screening as per the PRISMA framework (Stage 4). 
The inclusion and exclusion criteria for the search 
are presented in Table 2.

The initial search performed on 5th September 2022 
on all three key focus domains returned 5,523 articles. 
Duplicate papers were identified and removed (n = 374), 
other papers were eliminated (n = 5,049) as they failed 
to meet the inclusion criteria (see Table 2). The exclu-
sion criteria needed to be stringent insofar that the 
authors were aware that the repertoire of references 
for personal cyber risk/insurance is not large, therefore 
the search criteria/keywords employed in the search 
strings were intentionally generic/high level (namely, 

cyberspace, cyber risk, cyber insurance and so forth) to 
ensure that an adequate and representative coverage was 
reached that could subsequently be narrowed by exclu-
sion. The “interdisciplinary context” exclusion criteria 
was interpretive in nature—namely, any article that was 
not directly related to the key domains of cyberspace, 
cyber risk or cyber insurance was removed (n = 1,560). 
Another significant number of exclusions (n = 1,795) 
were prompted by either the title, abstract or keywords 
missing key search “terms.” Subsequent to this screen-
ing process, an analysis of the remaining screened arti-
cles was conducted independently by the researchers 
and 100 were deemed eligible for review. In-depth qual-
ity assurance reduced this number by three (including 
mislabeled articles causing duplicates) (n = 97) which 
was added to the studies (n = 132) identified during 
the narrative literature review, presenting a final total 
of 229 articles. Figure 2 provides a summary of the 
search and analysis process within the PRISMA 
construct.

Table 1. Search terms, strings and results per database (PRISMA all records identified).
Search Terms, Strings and Results

Domain Cyberspace Qty Cyber Risk Qty Cyber Insurance Qty TOTAL

Keywords Cyberspace, cyber space, 
definition

Cyber risk, insurance cyber risk, 
personal cyber risk

Cyber insurance, personal cyber 
insurance

Scopus (TITLE-ABS-KEY 
(“cyberspace”) OR TITLE- 
ABS-KEY (“cyber space”) 
AND ALL (“definition”))

1,131 (TITLE-ABS-KEY (“Cyber Risk”) OR ALL 
(“Insurance Cyber Risk”) OR ALL 
(“Personal Cyber Risk”))

1,169 (TITLE-ABS-KEY (“Cyber Insurance”) OR 
ALL (“Personal Cyber Insurance”))

306 2,606

Emerald (content-type:article) AND 
(title:“Cyberspace” OR 
(title:“Cyber space”) AND 
(“Definition”))

98 (content-type:article) AND (“Cyber 
Risk” OR (“Insurance Cyber Risk”) 
OR (“Personal Cyber Risk”))

169 (content-type:article) AND (“Cyber 
Insurance” OR (“Personal Cyber 
Insurance”))

33 300

IEEE (“All Metadata:”Cyberspace) 
OR (“All Metadata:”Cyber 
Space) AND (“All 
Metadata:”Definition) 
(Journals)

1,107 (“Publication Title:”Cyber Risk) OR 
(“Publication Title:”Insurance Cyber 
Risk) OR (“Publication 
Title:”Personal Cyber Risk) OR 
(“Abstract:”Cyber Risk) OR 
(“Abstract:”Insurance Cyber Risk) 
OR (“Abstract:”Personal Cyber Risk) 
(Journals)

304 (“Document Title:”Cyber Insurance) OR 
(“Document Title:”Personal Cyber 
Insurance) OR (“Abstract:”Cyber 
Insurance) OR (“Abstract:”Personal 
Cyber Insurance) OR (“Author 
Keywords:”Cyber Insurance) OR 
(“Author Keywords:”Personal Cyber 
Insurance)

218 1,629

ScienceDirect Title, abstract: “Cyberspace” 
OR “Cyber Space” AND 
“Definition”

771 “Cyber Risk” OR “Insurance Cyber 
Risk” OR “Personal Cyber Risk”

180 “Cyber Insurance” OR “Personal Cyber 
Insurance”

37 988

SubTOTAL 3,107 1,822 694 5,523

Table 2. Inclusion and exclusion criteria and rationale.
Inclusion/Exclusion Criteria and Rationale

Inclusion Criteria Exclusion Criteria Rationale

Publications in peer-reviewed journals Articles <5 pages Quality benchmark
Industry organization reports and 

conferences papers
Books/book section, white papers, magazine articles, websites Industry insights not available elsewhere

Selected databases (x4) Any other databases Comprehensive coverage of existing 
literature sources

Timeframe: 2012 to 2022 Articles prior to 2012 unless unique work/significant domain 
classified “not available”

Coverage of latest studies within last 
decade

English language artefacts Non-English artefacts and/or full text articles whose status is 
classified “not available”

Facilitated comprehension and 
accessibility

Interdisciplinary context Non-domain subject focus Appropriateness of context
Keywords in title/abstracts No keywords in title/abstract Ensure relevance
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Analysis and results

Finally, the key topic results were further categorized 
into an ontology of subcategories also represented 
within the EndNote “group” framework. This facili-
tated the overview of studies within the context of the 
research questions, allowing the researchers to focus 
on predominant themes for review and synthesis 
(Stage 5). The researchers independently reviewed the 
articles by means of a 20-article pilot test with the 
intent to establish inter-rater reliability (degree of 
agreement amongst raters).23 The results were col-
lected within an MS Excel spreadsheet using a three- 
group ranking (Excellent .76 to 1, Fair to Good .4 to 
.75, Low 0 to .4 as defined by Joseph Fleiss in 1981) and 
the percentage of inter-reliability was subsequently 
calculated by means of the “joint probability of agree-
ment” which estimates the percentage that raters agree 
on within a nominal or categorical rating framework. 
The inter-rater reliability was calculated at 86.7%. By 
extracting the data into MS Excel, the researchers were 
able to generate insights into the literature status, 

themes, and connections (see Figure 7) and identify 
existing gaps in research within each key topic.

Database source results

Of particular interest is the notable volume growth of 
Studies Included In Report (SIIR) key topic articles over 
the specified research time frame (2012 to 2021) – a 15× 
increase since the beginning of 2012, as demonstrated in 
Figure 3.

The volume spread of articles per stage of the PRISMA 
process presented in Figure 4 reflects the maturity (or 
otherwise) of the key topic within the literature. “Cyber” 
references appertaining to cyberspace and cyber risk are 
significantly more volumetric and established than the 
cyber insurance research domain that materialized only 
comparatively recently, although research outputs within 
cyber insurance have grown materially since 2015 
(Figure 3).

Database sources employed during PRISMA 
reflect key capabilities of the source, and also 

Figure 2. PRISMA search and analysis process and outcomes.
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support the insight provided by Figure 4 insofar that 
the volume of references identified within each data-
base reflects the maturation of that domain. Figure 5 
illustrates that Scopus consistently generates appreci-
ably greater record volume in all key topics. IEEE 
offers meaningful proficiency within cyberspace, 
although the authors note that the search term 
“cyberspace” appeared to be interpreted more gener-
ically by databases than the (more specific) terms 
used for the other key topic domains (namely, 
cyber risk and cyber insurance) which would have 
induced a higher record return rate, as clearly indi-
cated in Figure 5.

To establish a conceptual scope of the key topic 
domains, the authors conducted a keyword co- 
occurrence employing VOSViewer (see Figure 6).24 

The analysis parameters included a total of 376 key-
words from all SIIR articles; 66 keywords met the 2× 
minimum threshold for consideration, generating 
four clusters and 77 links, with a total link strength 
of 140. Overall, the color-coding of the keyword co- 
occurrence network supports the PRISMA analysis 
insofar that cybersecurity appears a more mature 
and established domain, with interest in insurance 
and network security emerging from 2018, cumulat-
ing in a focus on cyber insurance (and associated 

Figure 3. Numbers of studies per key topic over time (2012 through 2021).

Figure 4. Search results by PRISMA stage, by key topic.
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losses), COVID-19 and smart technologies over the 
past few years. The keyword co-occurrence network 
also provides a stratum for the analysis foci offered 
by the following sections.

Reviewing the knowledge domain

The theme of modern society rapidly becoming 
increasingly digitally dependent is a consistent 
communiqué, largely taking place within the 

boundaries of cyberspace.25 This study challenges 
the notion that cyberspace within the context of 
personal cyber risk and PCI are currently well under-
stood and argues that the general insurance business 
model and current insurer “ways of working” are 
thereby ill-suited to the provision of PCI.26 To 
explore the status quo effectively and judiciously 
and to conceptualize a potential new paradigm for 
personal cyber insurers requires the identification of 
extant and future research foci for each key topic.

Figure 5. Key topic results (RS) by database source.

Figure 6. Keyword co-occurrence Network.
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Cyberspace

“Cyberspace” is a widely used term that attracts a wide 
variety of definitions. Although cyberspace has become 
an intrinsic element to our daily lives, there is a lack of 
clarity or consistency on what it actually comprises 
within the literature.27 Understanding what exactly con-
stitutes cyberspace is incipient and concepts are typi-
cally full of technocentric ambiguity.28

Although the Internet is the primary conduit for 
cyber threats (as a public domain resource), cyberspace 
is generally considered all networks that connect IT 
systems29 (including network environments such as 
LAN and WAN) where “ . . . information is stored 
and communication takes place”30 p. 77]. This highly 
technical interpretation is similarly supported by the 
United States Department of Defense Dictionary of 
Military and Associated Terms31 p. 64], which defines 
cyberspace as “. . . a global domain within the informa-
tion environment consisting of the interdependent 
network of information technology infrastructures 
and resident data, including the internet, telecommu-
nications networks, computer systems and embedded 
processors and controllers.” Considering cyberspace as 
a solely technological domain is a common theme 
within current literature; however, in recent years 
cyberspace and associated definitions has spread to 
a myriad of disciplines ranging (non-exhaustively) 
from information and national security, international 
law and cybercrime, the social-political domains, 
Internet governance, and even cyber-geography.32 As 
stated by Lambach in his essay, “The Territorialization 

of Cyberspace,” “. . . cyberspace can no longer be con-
ceived as separate from the ‘off-line world’”33 p. 483]. 
It is evident, ergo, that the definition of cyberspace 
requires a holistic approach that facilitates generic 
understanding, regardless of domain or scenario.

The approach proposed by Clark in 2010 on behalf 
of the US Office of Naval Research offers 
a descriptive architecture that couples both the tech-
nical layers of information processing and the human 
element. Clark’s34 four-layer model includes the phy-
sical layer (the physical devices on which cyberspace 
is built), the logical layer (a framework upon which 
new capabilities are created), the information layer 
(the data created, captured, stored or processed in 
cyberspace) and the people layer (the active users 
who contribute to and experience the cyberspace eco- 
system). This model is framed in a manner that 
integrates both technical and human constituent 
parts, emphasizing the “inter-connectiveness” of 
each layer. Bolpagni supports this notion35 p. 1644] 
by proposing a “sociotechnical composite index” that 
considers “. . . human, social, organizational, eco-
nomic, and technical factors, as well as the complex 
interaction between them;” and also supported by.36 

The model provides an embryonic framework 
unmatched in the literature, and one that offers 
a baseline to a more holistic and pragmatic definition 
of cyberspace. It is suggested that the model could be 
further developed by incorporating a layer of govern-
ance to facilitate and control future cyberspace devel-
opment, attribution, international law and 
sovereignty.

Figure 7. Framework summarizing extant and future research foci, based on PRISMA SIIR results (adapted from Guckenbiehl, 2021).
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The definition of cyberspace can be seen from the 
above analysis as necessarily broad in scope, whilst also 
technically specific if appropriate. The consequence on 
the provision of cyber insurance is significant, as this 
directly influences the defined scope of cyber risk to be 
covered by insurers. Thus, it is imperative to clarify the 
term “cyberspace” a priori to any subsequent discussion 
related to cyber insurance and/or cyber risk.

Cyber threats and vectors

Technology is rapidly evolving and pushing the bound-
aries of consumer “digital dependency” within cyber-
space, driven by social media, online and automated 
transactions, social networks, the adoption of cloud 
computing and storage services.37 As cyberspace 
becomes society’s new preoccupation, adverse cyber 
events are becoming increasingly common38,39; IT 
infrastructure failures impact core online services and 
cybercriminals develop neoteric attack types, tools and 
techniques (“T&T”) that open access to increasingly 
sophisticated and secure environments, increase their 
ability to perform large-scale damage, secure material 
quantities of personal data and/or intellectual property 
(IP), and mitigate attempts at attribution.

The scope and multifariousness of cyber threats 
within the personal digital landscape is punitive for con-
sumers. Threats vary from simple automated ransom-
ware algorithms leased by the month on the dark web by 
amateur hackers through to complex theft of sensitive 
medical and personal details by State-sponsored actors. 
Recent examples of data breaches that have affected 
people include Uber’s 2016 data breach (which released 
private data belonging to 47 million drivers and riders) 
and the 2017 Equifax breach that revealed financial 
details of 145.5 million US citizens (approximately 40% 
of the US population).40 Li and Liu suggest that the 
specific nature and technique of each malicious cyber 
event are defined by the purpose of the attack (such as 
financial (monetization), political, theft of IP or perso-
nal/sensitive data, psychological),5 although this asser-
tion depends on the assumption that adequate 
resources are available to the attacker to initiate target 
reconnaissance, compile algorithms, launch and moni-
tor/adjust the attack cadence as necessary.

Cybersecurity

Cybersecurity is defined by Craigen41 p. 13] as “. . . 
the organization and collection of resources, pro-
cesses, and structures used to protect cyberspace 
and cyberspace-enabled systems from events that 
misalign de jure from de facto property rights.” 

Whilst this definition relies on a legal standpoint, 
this perspective does not limit considering cyberse-
curity as an interdisciplinary framework employing 
a variety of roles, models, and processes.42 Therefore, 
the purpose of cybersecurity is intent on “. . . 
restraining and mitigating negative outcomes [ema-
nating from cyberspace] . . .” as proposed by 
Etschemaier43 p. 140]. In 2019, Etschemaier pro-
posed a “rational, holistic framework”43 p. 91] to 
counter what is perceived as disparity in the scope 
of cybersecurity, which currently encourages differ-
ences in approaches, methods, objectives, and users’ 
responsibilities within cyberspace. This rationale 
supports Craigen’s earlier study in 201441 p. 13] 
that concluded that there is an “. . . absence of 
a concise and universally acceptable definition that 
captures the multidimensionality of cybersecurity,” 
although his commentary is oriented toward the 
theme that distinct disciplines should act in congru-
ence to address “. . . the growing and complex threats 
to cyberspace and cyberspace-enabled systems.”

The authors contend that the conventional 
approach to seeking technological solutions to all 
cybersecurity challenges in cyberspace is circum-
scribed, and that this paradigm may deviate focus 
from the actual causes of the problems43 which lie 
within the interdependencies between both technical 
and human contexts. Cybersecurity has typically 
adopted a technocentric approach, oft with minimal 
knowledge or appreciation of the individual end user 
cognitive capabilities, motivations44 or nontechnical 
cyber countermeasures. Consequently, cybersecurity 
has traditionally prioritized technical responses (such 
as firewalls, antivirus applications, intrusion detec-
tion systems) to mitigate cyber threats,45 while 
Corradini46 and Gallegos-Segovia et al.47 contend 
that social engineering cyberattacks are considered 
the cybersecurity top threat, as they target the 
“weak link,” manipulating individual users to divulge 
personal information by exploiting social and cogni-
tive (psychological) vulnerabilities. In support of 
Craigen et al. and Etschemaier’s perspective above, 
recent investigations into cybersecurity advocate for 
an intrinsically holistic approach to contest the 
cybersecurity landscape.48

Nature of cyber risks

Cyber risk can be characterized as “any risk emerging 
from the use of information and communication tech-
nology (ICT) that compromises the confidentiality, 
integrity, or availability of data or services”49 p. 658]. It 
is important to note that cyber risks may evolve 
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naturally due to, for example, a natural disaster or 
power surge impacting hardware, or be prompted by 
man-made actions arising from human error, cyber-
criminals, cyberwar, or terrorism.29 As a threat vector, 
cyber risk includes an expansive catalog of perils, the 
most obvious to an individual being data breaches that 
include disclosure of their personal information, inser-
tions of malware, or identity theft50 and several studies 
have attempted to establish an ontology of cyber risk.51 

However, the interconnectedness of cyberspace also 
raises a spectrum of third-party cyber risks52 that are 
often not within the congruence of the consumer but 
obfuscated by the interdependent nature of cyberspace. 
For instance, a telecommunications network failure 
could impact thousands of Internet users, or an insider- 
instigated data breach could release quantities of sensi-
tive medical data from a health provider, neither 
instance of which would typically allow a consumer 
prior knowledge or provide an opportunity to conduct 
any form of additional preventative measures.53

Personal cyber risk

Although attention to cyber risk has grown substantially 
in the literature over the past decade, only few research-
ers have focused on this subject from the perspective of 
business, economics54 or the experience of the indivi-
dual. PCI provides risk mitigation for cyber risks emer-
ging from cyberspace; it is therefore pivotal to 
understand what personal cyber risks are, where they 
emanate from, and how to best identify robust and 
simple countermeasures that are easily implemented 
by individuals. In their research, Kovačević et al. con-
ducted an exploratory study to analyze personal factors 
that influence cybersecurity awareness such as socio- 
demographics, cybersecurity perceptions, IT usage, 
experience of previous cyberattacks and generic IT 
knowledge.55 Kovačević et al. contend that humans are 
“. . . the central figures in cybersecurity and the way to 
reduce risk in cyberspace is to make people more secur-
ity aware”55 p. 125140], thus suggesting that personal 
accountability and effort is necessary to mitigate perso-
nal cyber risk. The outcomes were insightful, and 
although the participants were students, and thus 
could be considered technically competent digital 
natives and not representative of society in general, 
they were typically found not to behave securely and 
not enjoy adequate knowledge to protect themselves in 
cyberspace. These results are supported by similar 
research conducted by Parsons et al,56 although 
a study carried out by Alquahtani57 found that increas-
ing knowledge of personal security parameters (such as 

passwords) increased the level of cybersecurity aware-
ness of students.

The implications of lower levels of information 
security awareness within cyberspace contribute directly 
to a higher degree of personal cyber risk and the impact 
is amplified by individual’s online behaviors.58 Personal 
cyber risk is universal amongst digitally engaged indivi-
duals, as online capabilities have propelled common, 
transcultural societal behaviors to change, enabled by 
ubiquitous mobile devices—in 2019 IoT Analytics esti-
mated that there were 17 billion Internet-connected 
devices worldwide and this number is anticipated to 
expand by an annual growth rate of 10%.59 Consumers 
routinely establish more online accounts, rely on more 
systemic inter-connectivity and store more personal and 
sensitive data than any time previously, thus augment-
ing their personal cyber risk profile. Studies report that 
whilst consumers concurrently display significant anxi-
ety about threats stemming from cyberspace, they typi-
cally invest minimal effort in an attempt to uplift their 
personal cybersecurity and safety.40

Personal cyber risk diverges from commercial or 
infrastructure risk insofar that whilst many cyber threats 
are analogous between both scenarios (such as malware, 
phishing, or ransomware), frequently the nature of 
cyber events, for example, cyber bullying or stalking, at 
the personal level are unique to an individual and are 
not applicable to other circumstances. Ceteris parabus, 
this would suggest that the needs of individuals to pre-
vent and protect their “digital selves” within cyberspace, 
as well as the ability to identify and engage specialist 
cyber services support, is pivotal to securing a safe 
online experience, but that these capabilities are often 
not evident or available. Pavel and Gafni60 provide an 
excellent exploration into the “invisible hole” of cyber 
services offered by insurers within the commercial 
domain, but no studies furnish insights at the personal 
level. This dilemma is exacerbated by customers typi-
cally underestimating the probabilities and impact of 
cyber events,61 induced predominantly by a knowledge 
and expectation gap by both consumers and the provi-
ders of cyber support services.

Personal cyber insurance

Cyber insurance as a research topic has been studied for 
more than two decades62p1] with initial studies explor-
ing a novel and distributed “system application of insur-
ance to the internet.” Whilst the literature provides 
a breadth of domain subject matter that offers in- 
depth analysis which contributes to a solid foundation 
of knowledge, at the meta level the research displays 
common traits that limit the potential of these 
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investigations. In particular, numerous studies employ 
conceptual and/or mathematical models to propose 
insights (such as63,64 which are beneficial within specific 
scenarios or circumstances but oft lack a holistic or 
interdisciplinary perspective.65 These studies typically 
concentrate on a single entity (insurer, risk type and 
customer) whereas in reality, cyberspace and the claims 
process are highly dynamic with in-depth and on-going 
interactions. As noted by Liu et al,66 whilst there is an 
extensive repertoire of research into the theoretical ele-
ments of the cyber insurance ecosystem, very few 
researchers have employed real data or engaged the 
expertise of system security specialists and/or business 
architects—an observation compounded by Allodi et al., 
who intimated that in other domains risk assessment is 
nominally based on quantitative estimates, whereas 
cyber risks are computed employing qualitative metrics 
that are contingent on the opinion of subjective 
experts.67 All the aforementioned limitations impede 
attempts by researchers to integrate the influence of 
cyberspace and cyber risks with the needs of customers, 
and the authors suggest that these challenges are also 
contrary to cyber insurer current “ways of working.” 
The following section sites cyber insurance within the 
wider context of cyberspace.

Cyber insurance market

Since its inception as a global phenomenon, cyberspace 
has materialized as an interdependent domain capable 
of challenging the status quo of the contemporary gen-
eral insurance paradigm due to idiosyncrasies which 
escape the traditional premises upon which insurance 
products and services are based. Cyber insurance 
emerged at scale as a distinct product segment during 
the late 1990s10 in an attempt by general insurers to 
provide a traditional risk transfer option to commercial 
customers facing an emerging and ubiquitous digital 
peril.17 Increasingly, in recent years insurers are meth-
odically removing any indirect coverage for cyber events 
(alias, “silent cyber”) within other lines of insurance 
(such as property and general liability)68 allowing the 
industry to focus on issuing specialist (dedicated) first- 
or third-party cyber policies.

The introduction of PCI is a recent phenomenon, 
prompted by public realization that individuals are 
more vulnerable to cyber events than organizations as 
they typically have less resources and expertise to aug-
ment their cyber defense capabilities69 and are often the 
inadvertent victims of third-party data breaches. In their 
study, Papatsaroucha et al. proposed the concept of 
a “user susceptibility profile” which could provide 
a baseline against which an individual’s cyber stance 

could be determined by a cyber insurer before issuing 
a PCI policy (namely, during the initial “assurance” 
stage).70 This concept is further supported by Dodel 
and Mesch71 p. 75] in a study that supports the notion 
that “. . . the best predictor of cyber-safety behaviors are 
digital safety skills” and that by focusing on specific 
“cyber-safety” skills these may improve an individual’s 
cyber stance and lower their risk profile.

Personal cyber insurance. . . a non-traditional peril 
type

Similarly, the PCI market offers a dynamic growth 
opportunity for the insurance industry, with SwissRE 
claiming that premiums in the United States have 
reached 25% that of the commercial sector4 currently 
estimated by MunichRE at US$9.2 billion (beginning of 
2022).12 MunichRE assert that like commercial cyber 
insurance, risk awareness and levels of underinsurance 
within individual consumers indicate greater discrepan-
cies—even amongst those considered to be “digital 
natives”55 and despite a third of consumers with con-
nected technology having previously experienced iden-
tify theft.72

PCI is analogous to commercial lines insofar that 
individuals share many similar cyber risks to organiza-
tions. Personal cyber risks and impacts depend on the 
context of the individual; namely, the extent of exposure 
to cyberspace, cybersecurity measures and behaviors, 
and each policy holder is heterogenous thus attracting 
a unique cost and effort to reinstate pre-cyber event 
status.73 The type and personalization of cyber support 
services needed by PCI customers vs commercial orga-
nizations are therefore tangibly different, necessitating 
distinctive skillsets, responses and remedial support 
services unique to each product domain, although the 
authors are unaware of any specific studies exploring 
this divergence.

Within the general insurance industry, cyber policies 
—especially PCI – is a nascent peril type and product.74 

The need for a personal line cyber product has arisen 
seemingly as a consequence of the more established 
commercial cyber insurance market, whereby individual 
consumers recognize that they also require an option to 
mitigate cyber threats originating from cyberspace that 
pose risks to themselves at an individual level.4 The 
unique idiosyncrasies of cyberspace inherently influence 
the nature, type and impact of the peril against which 
the policyholder is covered and contribute to an insur-
ance product that is atypical of those commonly 
included within the general insurance portfolio.75 

Consequently, the support required by individuals 
within the context of an adverse cyber event is often 
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wider than financial remediation and may extend to 
a variety of pre- and post-cyber event activities such as 
pre-approval assurance services to uplift a customer’s 
technical cyber resiliency (predominantly a service 
employed within the commercial cyber insurance 
domain),76 specialist cyber forensic services to attribute 
identify theft and associated unlawful withdrawal of 
funds and/or fraud, or delivering counseling for emo-
tional and psychological harm induced by cyberbully-
ing, mobbing or stalking.4 In a study conducted by 
SwissRE in 2019, less than 10% of surveyed consumers 
indicated that they were only interested in financial 
cover vs additional specialist cyber services,4 which 
strongly suggests that consumers are not confident in 
their capabilities to protect themselves adequately or 
successfully navigate the aftermath of a cyber event. 
The 2022 Symantic Norton Cyber Security Insights 
Report supports this assertion, having surveyed 10,030 
adults in ten countries − 53% of participants admitted 
that they were unaware of how to protect themselves 
from cybercrime.77

Cyber threats and vectors are in a state of continual 
and dynamic motion, seemingly generating a persistent 
succession of new cyber threats that influence existing, 
or create entirely new, use cases for which personal 
cyber insurers must adapt.27 Traditional products such 
as motor or property exhibit tangible characteristics that 
remain relatively static,78 whereas there are an increas-
ing number of studies in the literature exploring specific 
risk use cases such as cyberattacks on electric vehicle 
charging stations,79 cyber-enabled burglary of smart 
homes80 and cyber threats faced by autonomous and 
connected vehicles.81 The authors argue that these non- 
traditional and still-emerging risks offer challenges to 
personal cyber insurers as the boundaries of such novel 
use cases have yet to be defined. For instance, in the 
event of the theft of an electric vehicle employing 
a cyber-initiated attack from the driveway of a private 
property, would coverage be offered by the policy 
holder’s home, motor or PCI? Defining the use case 
parameters between the coverage of different product 
types is pivotal to ensure transparency and confidence 
between insurers and customers and is considered 
a priority within the literature,18 although at this point 
no studies have specifically targeted this need.

Theoretical framework for extant and future 
research within key foci

There has been much emphasis in this systematic review 
on the unique character of cyberspace, and how cyber 
risks emanating from the digital landscape offer particu-
lar challenges to personal cyber insurers that are quite 

different from traditional general insurance perils and 
products.82 This study aimed to offer a systematic review 
of the literary contextual relationships between, and the 
extant nature of the literature exploring key themes of, 
cyberspace, personal cyber risk and insurance. 
Extrapolating insights secured during the PRISMA ana-
lysis, the authors conceptualized a framework that iden-
tifies the various foci and relationships of extant studies 
and identified underexplored topics and capabilities for 
future research initiatives in a manner adapted from.83 

The summary framework in Figure 7 presents the core 
elements and associated linkages within the key topics of 
cyberspace, personal cyber risk and cyber insurance, 
along with the heterogeneous levels of existent research, 
represented by the intensity of dotted lines. Thematically, 
the schema posits an egregious structural congruence 
between commercial and PCI in terms of components 
but clearly demonstrates that elements necessary to pro-
vide cyber coverage tailored for individuals (including 
human elements, assurance, pricing, governance, cap-
abilities and cyber response and remediation inter alia) 
are typically under-researched.26

Examining the PCI landscape at the meta level 
(Figure 7) offers key insights into the categorizations 
and constructs employed in the literature and offers 
a blueprint of their associated relationships in 
a manner adapted from Guckenbiehl.84 Preeminently, 
the model clearly differentiates cyberspace and the 
unique idiosyncrasies of personal cyber risk from the 
cyber insurer operational framework, thus emphasizing 
the holistic and multidisciplinary nature of the domain. 
Very few studies analyzed across all foci considered 
implications for the individual (compared to impacts 
or use cases associated with commercial cyber insur-
ance), thus providing substance for the widespread 
assertion presented within the model that this domain 
presents a substantially underexplored status—although 
it is recognized that studies within commercial cyber 
insurance may provide substance for research and 
insights into PCI. The authors also contend that the 
knowledge and research link between cyberspace and 
cyber insurance industry is immature, requiring 
researchers and practitioners to excogitate holistically 
across the PCI domain thereby materially adding to the 
body of knowledge of the domain and influencing vari-
ables. Figure 7 offers some assistance in identifying 
future research opportunities by illustrating substan-
tially underexplored constituents.

Avenues for future research

Despite its status as a relative newcomer to the insur-
ance industry, cyber insurance has attracted intensifying 
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attention from academic researchers in recent years. 
Whilst there has been a profusion of theoretical inves-
tigation into pertinent and influential subjects such as 
(cyber) asymmetric information,85 cyber risks86,87 and 
cyber-legal frameworks,88 there is a clear need to extend 
attention in empirical research, as recommended by 
Böhme and Schwartz89 who observed that research con-
ducted in general and cyber insurance differed insofar 
that studies in the former domain focused on existing 
business approaches, whereby cyber investigation 
tended toward conceptualizing theory first in anticipa-
tion of establishing a real-world outcome.90 Influential 
researchers Eling and Schnell support this assertion, 
stating that further investigations are required in this 
field, both within the demand and supply side.91

Continued investigation into the nucleon of contem-
porary cyber insurance topics will inevitably continue 
apace, but novel mechanisms to materially improve the 
capability of PCI should also be pursued, including 
avant-garde cross-disciplinary models such as beha-
vioral-dependent pricing, continuous and dynamic 
underwriting and holistic personal “digital self” cyber 
monitoring. Future studies should explore more deeply 
customer needs for cyber insurance across the customer 
journey, and how cyber insurers should orientate their 
architecture and business models26 to best protect their 
customers effectively, and ensure profitability.
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