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Abstract

ID cards, public transport tickets, and diplomas are examples of credentials that society has established as
a means to provide trustworthy information to others. In the digital world, the emergence of self-sovereign
identity as a new paradigm for the management of digital credentials aims to narrow the conceptual
gap between digital and physical credentials. The ongoing digital transformation in the public sector
requires dealing with a large variety of credentials in different forms systematically. However, there is still
currently no generic conceptual model of credentials in the Information Systems (IS) discipline. We employ
design science research to develop a unified meta-model on credentials, their use, and their governance.
Our results contribute to research through an empirically grounded conceptualization of credentials and
provide practitioners with a common basis to capture, analyze, and design the handling of credentials in
real-world scenarios.

Keywords: Credentials, Governance, Self-Sovereign Identity, Design Science Research.

1 Introduction

Credentials are documents that are used in almost every societal domain. The origin of these documents
can often be found in the public sector. ID cards, driving licenses, and education certificates are examples
of highly regulated credentials, which can be used across a variety of domains. Other credentials are
integral to the functioning of the public sector itself, such as administrative decisions issued and reused
by various authorities. Credentials can also be differentiated by the frequency of their use. While public
transport tickets can be used daily, birth certificates, for example, are only used in key life events. As
credentials play a central role in many areas of the public sector, we argue that its digital transformation
depends on the provision of digital credentials. This can be observed in cases where otherwise digital
processes are burdened by manual activities such as scanning or mailing documents (Heggertveit et al.,
2022; Madsen, Lindgren, and Melin, 2022), or in-person verification (Lindgren, Madsen, et al., 2019).
Thus, the digitization of credentials and the processes associated with their use bears large potentials
for digital services in the public sector. In addition to user experience benefits, digital credentials are
expected to support the creation of digital ecosystems by facilitating interorganizational data exchange
(Laatikainen, Kolehmainen, and Abrahamsson, 2021). This is not only relevant for ecosystems such as
smart cities, wherein administrations interact with various public and private actors to provide value
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to citizens (Chourabi et al., 2012; Twizeyimana and Andersson, 2019), but also a maturity factor for
e-government itself (Andersen and Henriksen, 2006).
National identification means (Shehu, Pinto, and Correia, 2019), electronic driving licenses (ISO, 2021),
and electronic tickets (Mut-Puigserver et al., 2012) are some examples of currently used digital credentials
in the public sector. These contemporary solutions, however, struggle to completely deliver on the above-
mentioned benefits. Lacking a widespread standard for credentials of different types, service providers
are challenged by the technical determinism for each additionally supported credential type (Bannister
and Connolly, 2012). The lack of useful services in turn inhibits the acceptance by potential users (Carter
et al., 2016).
Self-Sovereign Identity (SSI) is the latest approach in the development of digital credentials. It rests on
a set of principles with the goal to empower users and to enable large-scale interoperability of digital
credentials independent of their specific use case (Ferdous, Chowdhury, and Alassafi, 2019). In SSI,
digital credentials are handled analogously to their physical counterparts: the issuance of credentials to
user-controlled wallet applications is separated from their later use in specific service scenarios (Lacity
and Carmel, 2022). Technical interoperability in SSI is achieved through a set of standards for identifiers,
a credential data model as well as communication protocols (Davie et al., 2019).
The advent of SSI has renewed public interest in the digitization of credentials and led to the incubation
of various development initiatives worldwide. A growing body of scientific literature guides these
initiatives regarding technological and security aspects (Cucko and Turkanovic, 2021). However, recent IS
research reports difficulties in practice based on pronounced conceptual gaps, calling for a more holistic
understanding of credential use (Laatikainen, Kolehmainen, Li, et al., 2021). Part of these difficulties can
be attributed to the dissonance of the various mental models resting on the multitude of already existing
physical and digital credential implementations in practice (Laatikainen, Kolehmainen, and Abrahamsson,
2021). While working on a large cooperative research project on digital identities, we found that these
diverging mental models make it hard to find a common language to discuss the specifics of digital
credentials with researchers and practitioners.
Another recurring theme in these recent calls for research is a lack of knowledge on the governance
of digital credentials (Sedlmeir et al., 2021). More specifically, IS practitioners are challenged by the
development of rules and policies regulating the use of credentials (Laatikainen, Kolehmainen, and
Abrahamsson, 2021). The importance of this aspect can be observed in a growing number of credential
digitization projects. For instance, the former German federal government released a digital driver’s
license before the last general election in September 2021 (BMDV, 2021). The service was stopped shortly
after (ADAC, 2022), in part due to unregulated verification processes, allowing for the transference of
private data to potentially unauthorized parties (Wittmann, 2021). We argue that such challenges are
connected to an insufficient conceptual understanding of credentials and their associated usage processes.
In other words, it is hard to define rules and policies when it is not clear who or what is subject to these
regulations. This confusion is further underlined by rapid technology trends introducing novel concepts
and terminology.
As we have outlined, credentials are used in many areas of the public sector. These documents can differ
substantially in their formats, intended uses, and regulatory requirements. In consequence, the digitization
of credentials needs to account for these peculiarities. To allow for the mapping of this complexity of
existing physical credentials to a specific technical implementation, a uniform way of description is
necessary. In contrast, existing credential models either focus on specific types, use cases or technical
approaches. Additionally, the governance aspect of credential use is largely unexplored, despite it being
an important design challenge for credentials in the regulatory driven public sector. Based on these
knowledge gaps, we state our research question:
"How can credentials, their use, and their governance be uniformly represented in a common model?"
To lay the foundation for a common understanding of credentials as a general IS phenomenon, we
developed a meta-model of credential use and governance, synthesizing and abstracting from existing
conceptualizations. For that development, we used an iterative design science research approach drawing
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from established theory as well as practically relevant models on the use of credentials. The intended
utility of the meta-model lies in aiding practitioners to analyze and describe existing credentials and to
specify governance requirements for the development of new digital credentials by prescribing a set of
related concepts and common terminology. To evaluate it for its efficacy, completeness, and consistency,
we instantiated the meta-model multiple times during the design iterations using exemplary credential
types from the public sector.
The remainder of this paper is structured as follows: In the next chapter, we analyze the background of
our research in more detail. We present and discuss existing theoretical analyses of credentials as well as
established practical approaches. Based on these, we derive the design requirements for the meta-model.
Following that, we describe in chapter 3 the specific design science research approach employed in the
development of the meta-model. The main part of the paper can be found in chapter 4 wherein we present
an overview of the developed meta-model for credential use and governance. In the concluding chapters,
we discuss the meta-model’s validity, our contribution, and avenues for future research.

2 Background

In the introduction, we painted a colorful picture of various types of credentials without explicating or
referring to a specific definition. The IS discipline so far has not proposed a conclusive conceptualization
for this broad spectrum of documents. The focus on certain technological implementation approaches
has led to conceptual confusion which we aim to relieve by abstracting the discussion to a meta-level. In
this chapter, we present related work from IS research and practice as well as other disciplines which we
used as a foundation for consolidation and abstraction. We further highlight the conceptual blank spots of
each approach to derive the design requirements guiding the development of the meta-model presented
and discussed afterward. Our analysis is conceptually not constrained to credentials but also includes the
regulation of their use, i.e. the corresponding governance mechanisms.

2.1 Perspectives on digital credentials

In the IS discipline, theory on credentials as the main subject is rare. IS scholars so far have been more
focused on identity and access management (IAM). These efforts have produced a variety of approaches
for IAM wherein credentials play only a subordinate role. This is because the emphasis in IAM lies on the
specific decision processes of authentication and authorization (H. A. Smith and McKeen, 2011). While
this perspective might be sufficient for organizations making such decisions based on certain presented
credentials, it is discounting the remainder of their lifecycle. This has not emerged as a problem in IAM
systems because of their underlying architectural considerations. In these systems, so-called identity
providers are solely responsible for managing and providing user data to relying parties, i.e. applications a
user wants to authenticate to (Zwattendorfer, Zefferer, and Stranacher, 2015). Users themselves only carry
the responsibility of managing credentials as authentication means (Chadwick, 2009). The conceptual
scope of this "managed" approach is insufficient to analyze the use of the wider array of credential types
that are under the control of the user, i.e. most physical credentials. This is reflected in existing IAM
meta-models, which do take credentials into account (Emig et al., 2007; Kern et al., 2004; Pohn and
Hommel, 2022). The focus of these contributions, however, lies on describing technical architectures.
The ontology of credentials and their governance mechanisms are largely out of scope. Policies play an
important role in the meta-models by Emig et al. (2007) and Kern et al. (2004), but they describe the
specific security requirements of relying parties, not the handling of credentials. Pohn and Hommel (2022)
mention governance frameworks as a precondition for building trust in SSI-based systems, but they do not
further specify their properties.
Privacy concerns (Crossler and Posey, 2017) and interoperability challenges (Jensen, 2012) of established
IAM systems motivated the user-centric approach of self-sovereign identity (SSI). Its basic principles
were originally stated by Allen (2016) and have since then been discussed and refined by research and
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practice (Schardong and Custódio, 2022). The guiding idea of SSI is to give users control over the
handling of their owned data. This allows to design new interaction patterns in the digital world that
mimic the exchange of physical credential documents (Grüner et al., 2020). In SSI, identity providers are
replaced by so-called issuers, which issue credentials to the private wallet applications of so-called holders
(Sartor et al., 2022). These can present their credentials independently of the corresponding issuers (hence
self-sovereign) to relying parties, which in SSI are called verifiers (Mühle et al., 2018). To enable the
interoperability of such a decentralized system, SSI rests heavily on a set of open standards. These include
specifications for decentralized identifiers (Sporny, Longley, Sabadello, et al., 2022), data exchange
protocols, and the verifiable credential (VC) data model (Sporny, Longley, and Chadwick, 2022). While
the VC standard defines the data model of a specific type of digital credentials, i.e. VCs, it also offers
insights into the conceptual considerations regarding the handling of credentials. This relevance is further
emphasized by the fact that SSI builds on technology-agnostic principles, opening the path to a larger
number of digital credential use cases beyond authentication and authorization. Beside the VC standard,
in Liu et al. (2020) further analyses regarding the life cycle of credentials can be found. As the systematic
mapping study by Cucko and Turkanovic (2021) shows, conceptual works in the area of SSI are rare and
mostly focus on its guiding principles (Schardong and Custódio, 2022). Neither part of these principles
nor of technical analyses consider the governance mechanisms for digital credential use, leading to the
research gap illustrated in the introduction.
Originating in the discipline of Social Ontology, the Theory of Document Acts (TDA) (Koepsell and
B. Smith, 2014; B. Smith, 2012, 2014) provides a framework for the conceptual analysis of credentials
(B. Smith, Loddo, and Lorini, 2020). The main idea of TDA is that documents are not only used to record
information but also to exercise certain powers with them. Credentials enable the exercising or denial of
rights by acting as status indicators in a system of constitutive rules (Searle, 2005; B. Smith, Loddo, and
Lorini, 2020). Therefore, any credential requires an accompanying governance regulating its intended use.

2.2 Approaches to credential governance

To standardize the technical architecture as well as to define a framework for governance in the SSI
ecosystem the Trust over IP (ToIP) foundation was established as a Linux Foundation project. The
key contribution to an understanding of credential governance made by the ToIP foundation is the so-
called "ToIP stack", which consists of four layers. The first two layers describe identifier technology and
communication protocols. Layer three specifies a role and life-cycle model for credential exchange, which
is embedded in various application ecosystems at layer four (Davie et al., 2019). The ToIP stack recognizes
that on each layer of technical infrastructure employed in SSI ecosystems distinct governance requirements
can be found (Davie et al., 2019). The conceptual basis for the governance specifications in the ToIP stack
is given by a meta-model specification that includes, among others, a governance framework document
managed by a governing authority as well as governed parties (Trust Over IP Foundation, 2021b). The
governance framework at layer three is a document consisting of "business, legal, and technical policies
for issuing, holding, and verifying a set of credentials" (Trust Over IP Foundation, 2021a). Likewise, the
governance framework on layer four regulates the application domains wherein the credentials are being
used for various purposes. Governance on layer four can thus directly influence regulations on lower
layers. As credentials are designed for a specific purpose, the differentiation between layers three and four
is not always clear. Furthermore, the specifications by the ToIP foundation neither provide details on the
nature of the relationships between governing authorities and governed parties nor on the contents of the
policies regulating credential use. These ambiguities lead to difficulties in developing such policies and
in identifying the relevant actors as shown by Laatikainen, Kolehmainen, and Abrahamsson (2021). A
recent study by Sroor et al. (2022) with ToIP foundation members suggests beneficial effects of modeling
in creating SSI governance frameworks, however without going into detail regarding the subjects of
developed policies.
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While not focusing specifically on credentials, the research stream on information (technology) gover-
nance can be identified in the IS discipline (Brown and Grant, 2005). Besides infrastructure and project
management-related activities, the use of information technology is a key sphere for governance activities
(Sambamurthy and Zmud, 1999). Tallon, Ramirez, and Short (2013) define this use "as a collection of
capabilities or practices for the creation, capture, valuation, storage, usage, control, access, archival,
and deletion of information over its life cycle." Likewise, Abraham, Schneider, and Vom Brocke (2019)
highlight the importance of procedural governance mechanisms such as the definition of data standards
and data policies "regarding the creation, acquisition, storage, security, quality, and permissible use of
data". Similar considerations can be found in the e-government framework by Lindgren, Melin, and Sæbø
(2021), which does not mention credentials specifically, but illustrates the important connection between
information operations and the policies that shape this use. We derive from these works that a meta-model
for credential governance requires an understanding of a credential’s life cycle during its use by multiple
actors.

2.3 Meta-model requirements

Physical and digital credentials of various types and differing technological foundations coexist in a
variety of information systems. To design digital credentials, it is necessary to analyze existing and design
new governance mechanisms, i.e. rules and policies. Such governance mechanisms should regulate the
underlying standards and the use of credentials by specific actors in the credential’s life cycle. IS research
and practice, as well as other disciplines, use various conceptualizations of certain partial aspects of
credential use and governance, often limited to specific technical architectures. This leads to the challenge
of finding a common language when discussing credentials and specifying governance rules. We address
these problems with a meta-model for credential use and governance. The corresponding requirements for
such a meta-model are:
R1 Generic representation: The meta-model should abstract from specific credential use cases and

employed technologies to allow a uniform description of the variety of physical and digital credentials
in practice.

R2 Credential governance: The meta-model should allow to analyze, develop and communicate credential
governance requirements.

R3 Credential use: The meta-model should be able to capture the life cycle of credentials by actors of
varying roles as subjects governed by credential governance.

R4 Credential properties: The meta-model should be able to capture the properties of credentials that are
relevant to their use and governance.

3 Method

Our research objective was to provide IS practitioners in credential digitization projects with a means to
analyze, develop and communicate credential governance requirements. This utility is to be enabled by
the use of a meta-model prescribing a structure of a set of relevant concepts. As the development of this
artifact has been the main focus of our work we decided to use a design science research (DSR) approach
(Hevner et al., 2004).
Brendel, Lembcke, and Kolbe (2022) developed a typology for classifying DSR projects along the axes of
a) rigor versus relevance and b) instantiation versus theory. Our research falls into the Designing category
of that typology as we find our research project a) in the highly relevant and dynamic environment of
credential digitization and b) the nature of the developed meta-model is abstract in the sense that we are
addressing a class of problems (credential governance) rather than a specific problem at hand.
For structuring our research process, we used the DSR methodology by Peffers et al. (2007). Furthermore,
we used the guidelines by Hevner et al. (2004) to help identify the knowledge base as well as position our
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research to its environment. The DSR approach as described by Peffers et al. (2007) consists of six steps,
which allowed for an iterative development process of the meta-model during the objective definition,
design, demonstration, and evaluation phases. An overview of our design process, the demonstration
subjects as well as a selection of the main evaluation results of each cycle can be found in figure 1.

Figure 1. Meta-model design cycles.

The first version of the meta-model for credential use and governance was designed using the knowledge
base as identified in chapter 2. During the design iterations, we applied problem-structuring and artifact
design heuristics as presented in Gregory and Muntermann (2014). We split the meta-model into three
main parts revolving around the credential construct: 1) credential properties, 2) credential use, and 3)
credential governance. Based on these perspectives we scanned our knowledge base and started to model
and relate the found constructs abstracting to fit the supposed generic nature of the meta-model. From this
initial modeling, we arrived at the first stable version of the meta-model.
For the demonstration, we instantiated the meta-model by analyzing documents governing the use of
relevant credentials from our knowledge base. This allowed us to contrast the efficacy of the meta-model
across different contexts to improve its logical and empirical adequacy (Fisher and Aguinis, 2017). We
purposefully chose physical credential types as demonstration subjects to show that the meta-model
is not bound to a specific implementation approach even though we mainly used materials on digital
credentials for its initial construction. For the first two demonstration cycles, we analyzed a municipal
social pass issued by the social department of a large German city (over 550.000 residents) as well as
a subscription-based public transport ticket from the same city. We had access to these two cases in the
context of a German research project on secure digital identities.
As for the social pass, we found relevant governance information in a decree by the city government.
Additionally, we carried out a semi-guided expert interview with the head of the social pass department
to clarify our understanding of the regulation and to identify further policy practices not mentioned in
the decree. For the public transport ticket, we used the terms and conditions of the regional transport
association, information from the service website as well as the privacy policy of the issuing organization.
Further, we contacted an IT manager of the public transport company regarding the verification practices of
subcontractors, which were not explained in detail in the analyzed documents. In the third demonstration,
we chose to analyze the German national identification means as regulated by federal law in the Act on
Identity Cards and Electronic Identification (Personalausweisgesetz) and the corresponding ministerial
Identity Card Regulation (Personalausweisverordnung).
After each demonstration, we conducted an evaluation regarding the completeness (Hevner et al., 2004) of
the meta-model with respect to the requirements R1-4 as stated in the previous section, as well regarding its
consistency (Martin and Robertson, 2008). The evaluation phases resulted in sets of further requirements
for the following design cycles regarding construct re-specification and the restructuring of relations
(Fisher and Aguinis, 2017). Thus, the evaluations we conducted were formative for the design of the
meta-model, which aligns with the guidelines by Venable, Pries-Heje, and Baskerville (2016) for more
theoretical artifacts.
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4 Artifact Description

Our meta-model consists of key constructs and their relationships. These constructs are represented with
rectangular boxes of different colors and connected to each other by a unidirectional "has"-relationship.
Table 1 describes the six element types and their corresponding representation in detail. The complete
meta-model is presented in figure 2. It is organized into three main parts:

1. Credential Properties: The central part of the meta-model is comprised of the credential element and
its corresponding properties. While the credential element refers to a concrete instantiated document
the credential type is an abstraction thereof referring to a set of credentials. The rest of the meta-model
structure results from these two levels of abstraction.

2. Credential Use: The top part of the meta-model from the credential element upwards describes the
possible operations with a concrete credential by entities performing specific roles.

3. Credential Governance: The bottom part of the meta-model from the credential type element down-
wards describes the governance requirements connected to a credential type and thus only by extension
to a set of credentials with that type. The light gray and yellow boxes in the background of figure
2 highlight how specific governance elements relate to their respective credential properties and
operations.

Figure 2. Graphical representation of the meta-model for credential use and governance.

In the following three sections we explain these parts one by one. We use a subscription-based ticket for
public transport as an example, which is a plastic card with an integrated NFC chip as data storage. The
ticket is paid on a monthly basis and has a minimum validity of one year.
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Type Representation Description
Relation Directed arrow,

nested box
A relation connects an element unidirectionally to one or multiple
other elements in a non-constitutive way.

Information White box Information are facts about someone or something.
Document Gray box A document consists of coherent pieces of information bound to a

specific medium. A document can be interacted with by the means
of operations.

Medium Blue box A medium is the representation of a document. For example a
printed piece of paper, a plastic card, or an electronic matter on a
device.

Operation Yellow box Operations allow interactions of entities with documents.
Role Green box A role is performed by an entity during an operation.

Table 1. Element types of the meta-model and their graphical representation.

4.1 Credential properties

Description: The base of our meta-model for credential use and governance is the credential itself. It
has relations to other elements, but no other element "has" a credential. We define the credential as a
document, which carries information and is bound to a medium. The information contains claims as well
as a status. Claims are assertions about a subject, i.e. someone or something. The status shows the validity
of the credential or gives a reference to where the validity of the credential can be checked. The medium
is the actual representation of the credential and can be both physical and digital.

Every credential has a credential type. It contains information about the validity, the schema, and the
format of one or multiple credentials. Validity is the fact of being able to be accepted or being acceptable
by definition. The schema specifies the structure of the credential claims. The format describes the way in
which information is arranged and stored. Credential types can be organized in hierarchies, i.e. a specific
credential type can be derived from multiple more general types. Concrete credentials are instantiations of
credential types.

Example: In our example a plastic card with an integrated NFC chip is the credential. Its credential type
is "public transport ticket" with the superordinated type of "physical card with electronic storage". In
contrast, another credential type could be a "mobile ticket" stored on a smartphone. The medium, our
physical plastic card, contains certain claims which are declared by the schema in the credential type. This
schema could include a card number as well as data like "passenger-type = adult" and "area of conduct =
city". The format of the credential type states that the card is made of plastic, the card number is printed
on the back side of the card, and all other information is stored on the NFC chip. In our NFC chip, we
find the status "active and valid", which is one of the multiple states the credential can have, described in
the validity of the credential type. Other states could be "inactive" and "active and revoked".

4.2 Credential use

Description: Starting from the credential in the previous section, we define that a credential has operations.
An operation is an act of one or multiple actors with or to a credential. There are five operations in total
occurring in a life cycle of a credential. In table 2 we give an overview of each operation and its definition.
In each definition, we highlight the associated roles to that operation.
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Operation Definition
Issuance . . . is an operation where the issuer makes claims about the credential’s subject,

creates a credential with informational contents, binds them to a medium and
transfers the credential to its holder. Every credential has exactly one issuance.

Storage . . . is an operation of the holder which describes the way a credential is bound to
the holder’s domain of control.

Transfer . . . is an operation that describes the transmission of a credential from the holder’s
domain to another holder. Losing a credential is a transfer to an unknown new
holder, as its physical integrity and future use cannot be ruled out.

Verification . . . is an operation comprising of a presentation of a credential from the holder to
the verifier. Subsequently, the verifier inspects the credential regarding its validity
according to a set of applicable governance regulations.

Modification . . . is an operation carried out by a modifier which changes the credential’s medium,
information and/or status update. Destruction describes a form of modification,
after which the credential ceases to exist.

Table 2. Operations and their definitions.

Based on the operations, we define five roles. In our meta-model, a role is understood as an entity which
is corresponding to at least one operation. In the life cycle of a credential, an entity can take on different
roles. However, the issuer cannot be changed after the issuance is done. In order to map complex structures
in practice, we define that within every role, the actor can be delegated. For example, a natural person
(employee) is in charge of certain tasks, like issuance and verification of a legal entity (company). Meaning
that the issuer is still the company, while the actor is a human.
Example: Based on our public transport ticket, the transport company issues the tickets. However, a ticket
can be obtained in multiple ways. One way would be, that the future holder, in this example an adult,
requests a ticket in an online form, the transport company then checks the details and writes information
on a card so the future holder can pick it up at a local service point. Another way would be that the ticket
will be sent via mail after the request. After receiving the ticket, the holder can store it in their wallet
with their personal belongings. The holder needs to take care of the ticket’s integrity as it is not their
property of them. A ticket can be transferred freely according to the subscription contract. The holder can
therefore give the ticket to a friend, who becomes the ticket’s new holder. While on a train, the holder is
required to present the credential to the service personnel (verifier), who then proceeds to check the ticket
electronically. If required, the service personnel can modify the ticket for example to reflect that it has
been validated or that it has been revoked due to a missing payment from the holder. However, the holder
itself could cut the card in half, which would also be a modification.

4.3 Credential governance

Description: The previously described use of credentials is governed through the definition and enforce-
ment of a regulatory document we call credential framework. This framework is bound to the credential
type and is therefore normative for all credentials of that type. As a credential type can refer to another
credential type, multiple credential frameworks can influence the regulations of a single credential. A
credential framework is managed by an entity with the role of credential governing authority. A credential
governing authority has a certain legal authority in the scope of the credential’s intended use and therefore
also over the actors that carry out credential operations. The origin of this legal authority, e.g. by contract
or by law, is outside the scope of this meta-model. The intended use of credentials of a type however
needs to be defined in the credential framework, because the normative nature of the credential framework
does not extend beyond that scope. As with every other role occurring in the meta-model an actor with
the credential governing authority role may delegate a set of responsibilities to another actor. Likewise,
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we acknowledge that a credential framework may be distributed over multiple disparate documents in
practice. In the proposed design of the meta-model, we specify the credential framework into a set of
eight non-constitutive sub-documents. These sub-documents can have one of two types:
1. Specifications are documents defining the set of valid properties of a credential type, i.e. validity,

schema, and format. Specifications, therefore, establish which credentials are considered valid and
genuine in the scope of the credential framework. In this sense, specifications are fixed as they are
applicable independent of a specific operation.

2. Policies are documents governing the use of credentials of a type during the five operations. There is
one policy type for each operation type: issuance, storage, transfer, verification, and modification. A
policy of a specific type may regulate multiple instances of a single operation type. Policies may refer
to the details defined in the specifications.

Example: In Germany, public transport is organized by regionally operating transport associations. These
associations are formed by public transport businesses as well as municipal administrations of that region,
dividing it into smaller tariff areas. The transport association acts as a governing authority for the transport
tickets issued in the region. In our example, the complete credential framework for the subscription-based
ticket is given by a number of different documents defined by at least four separate entities. The main
regulatory contents are found in the terms and conditions of the transport association. In there, some parts
of the regulation can be tied to all tickets issued in the region and some to the specific credential type that
we focused on. We can observe for example the association-wide issuance policy that subscription-based
tickets are issued in service centers. More details on the policies and specifications are provided through
information on the website of the issuing transport business, which indicates a hierarchy of credential
types. For example, an issuance policy for tickets issued by the local transport business defines that
malfunctioning tickets are exchanged free of charge. A corresponding modification policy requires that all
physical damages to the ticket shall be reported to the transport business. In order to prevent such damage,
there is a storage policy, interestingly found on the privacy policy website of the transport business, stating
that the tickets should not be put in contact with chemical solvents and be ideally kept in a dry space.
An example of a transfer policy can be found on the website of the transport business which allows the
transfer of the ticket for use by another person. Verification policies regulate the process of electronic
ticket verification during the ride by the service personnel of a sub-contractor. The devices used by that
personnel validate certain data fields in the chip of the ticket which is mostly nationally standardized by
schema specifications maintained by the union of German transport associations (VDV, 2022). Whether
the ticket is valid during the specific trip can be determined by the concrete manifestations of the data
fields based on the validity policies of the transport business and the corresponding association’s terms
and conditions. Finally, the ticket’s medium is designed after the format specifications as an NFC card
compliant with the ISO/IEC 14443 standard (ISO, 2018).

5 Discussion

The heterogeneity of credentials in practice necessitates a uniform understanding of this general IS
phenomenon, including its use and governance. Until now, there has been no conclusive model capturing
this heterogeneity, leading to multiple challenges in the digital transformation of credentials. The developed
meta-model supports this transformation process by providing an abstract view centered on the credential
construct. In the following sections, we highlight how the developed meta-model contributes to both,
theory and practice, what are its limitations, and present opportunities for further research.

5.1 Contributions to theory

As the credential construct has played only a subordinate role in the IS discipline, we have drawn
from a variety of theoretical foundations in order to develop a common conceptual understanding of
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credential properties, credential use, and credential governance. At the same time, we also contribute
to this knowledge base through a generalized description of the phenomena that IAM, SSI, the ToIP
framework, and the IT governance literature are focusing on.
Public sector theory in the IS discipline is enriched by our work in providing a detailed conceptualization
of credentials and their accompanying regulations as distinct document types subjected to digitization
efforts. This contribution is in line with other works focusing on the role of documents in e-government
(Klischewski, 2006; Sourouni et al., 2008), such as forms (Scholta et al., 2020). The conceptualization we
provided also details the interplay between information, its technologically-supported representation and
corresponding regulation as highlighted by other conceptual works in e-government (Lindgren, Melin,
and Sæbø, 2021, Janssen et al., 2020).
While the notion of a credential that we established in this contribution can hardly be recognized in IAM,
we are adding to this research stream a more detailed view of regulations for the management of different
authentication credentials. Furthermore, our credential-centric perspective on governance advances the
understanding of security policies of relying parties in IAM meta-models (Emig et al., 2007; Kern et al.,
2004; Pohn and Hommel, 2022), allowing for a more complete view of the origins of regulations.
The conceptual considerations in the scope of SSI provide a foundation for the modeling of the credential
construct itself, especially regarding its informational contents (Sporny, Longley, and Chadwick, 2022),
its lifecycle (Liu et al., 2020) as well as associated roles (Mühle et al., 2018). However, it does not contain
the notion of a specific credential medium. By adding such medium and associated format properties we
enable not only the analysis of physical credentials in the scope of the SSI principles (Allen, 2016) but
also a more detailed discussion about various VC formats, which are present in practice (Young, 2021).
Furthermore, we allow more fine-grained considerations on hierarchies of credential types by explicitly
splitting a specific credential from that abstract type. While the lifecycle of credentials and the roles of
issuer, holder, and verifier have been described already we add more dynamics to established SSI models
by introducing the modification operation with the corresponding modifier role. This goes beyond the
scope of a mere revocation and includes any changes to a credential’s information or medium. Such cases
are prominent in practice, and we thereby allow for an easier transformation of these into digital form by
providing the foundation for analysis.
While already having generated awareness of its importance, SSI literature currently does not provide
detailed insights into the governance of credentials. We combined the previously modeled credential
properties and operations with ToIP’s concept of a credential framework (Trust Over IP Foundation,
2021b) to conceptualize a set of five policies and three specifications regulating the use of credentials.
These constructs are in line with the considerations on the governance of the lifecycle and fixed properties
of data objects originating in the IT governance stream of the IS discipline. To this foundation, we add
an understanding of how procedural governance mechanisms can be applied to data objects which are
occurring in various digital and physical formats.

5.2 Contributions to practice

Credentials in various forms are relevant to many processes in the public sector. Digital transformation
initiatives have to deal with a large variety of credentials, e.g. regarding their medium, content, and
handling requirements. Additionally, the regulatory pressure for the proliferation of digital credentials in
the public sector will likely increase. For example, the European Union (EU) regulation on electronic
identification and trust services for electronic transactions in the internal market (eIDAS) is currently in
the process of major revisions. It is going to be utilizing key SSI concepts such as wallets and digital
credentials (Sharif et al., 2022). In the future, public administrations in EU member states will need to
be able to issue and verify so-called electronic attribute attestations, which at minimum are supposed to
include, among others, qualifications, public permits and licenses, as well as financial and company data
(European Commission, 2021).
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Our proposed meta-model can support this transformation process through its application for the following
purposes:
• Analysis of existing credentials and their governance, e.g. identification of gaps in their policies.

• Enable the efficient comparison of different credentials based on a common language as defined by the
meta-model. This could also help new credential holders to better understand the rules and regulations.

• Support the design of new credentials, the continuous development of existing digital credentials, or
the transformation of physical credentials into digital forms, which often cannot comply with the same
policies.

These tasks can be supported through software tools for modeling the individual cases based on the
meta-model. Developing such models may also serve the purpose of creating and maintaining structured
documentation of credential governance, which can be exported in different formats. In the long term,
this helps to create machine-readable governance to ensure the compliant handling of digital credentials
across different domains automatically.
We found that the information we gathered information about policies and specifications is distributed
over multiple separate documents or within a document. Some regulations were not documented at all but
only lived in practice inherited. This diffusion of governance information may impede the digitization of
physical credentials.
A big part of the complexity of our meta-model is probably due to primarily physical credentials. It is
debatable whether all the special features of these credentials also have to be transferred to the digital world.
However, since most regulatory frameworks relate primarily to physical credentials in administrative
processes, it is necessary to systematically support the transformation of physical into digital credentials
from a governance perspective. Our meta-model enables the systematic transformation of the variety of
credentials in real-world applications.

5.3 Limitations

We developed a credential-centered meta-model for credential use and governance for both digital and
physical credentials. While the presented model has been demonstrated with highly-relevant credential
types from three distinct domains of the German public sector, there are likely advanced aspects that
cannot yet be expressed properly. Examples include the handling of linked credentials, like car-sharing
booking that depends on a valid driver’s license, the life cycle of credentials with physical representation,
e.g. preliminary identity cards, notarized documents such as certified copies of diplomas, or acting with
credentials of third parties. A demonstration with a fully digital credential, without physical representation,
as well as gathering feedback from potential users from multiple domains could give us new indications of
aspects that may not yet be conveyed properly and could help in further broadening our conceptualization
of credentials.
While credentials and their governance were the focus of this research, we acknowledge that more
complexity resides in the use of credentials. This will be the scope of additional meta-models, which
particularly aim to capture the acceptance of credentials using trust policies and the requirements of actors
in specific ecosystems. The presented meta-model focuses mainly on the roles directly interacting with
credentials. More detailed distinctions in the actor relationships such as guardianship or delegation were
out of scope for the current version of the meta-model, since they depend on the specific applications of
credentials in various scenarios.
A more detailed structuring of policies using dedicated modeling elements may be a promising approach
to express references to credentials that are required for the issuing of another. Similarly, changing the
status of one credential might influence the validity of others. Furthermore the meta-model currently
only supports a single management operation with the credential framework document. As the lifecycle
management of the underlying regulations might be quite complicated, especially in the public sector, a
more detailed description could support maintaining the credential framework over time.
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5.4 Future research

Our meta-model focuses on the perspective of a credential with its corresponding abstract type. Extensions
of the meta-model on the level of the issuance and verification operations could allow for a more
comprehensive analysis of the sum of requirements as well as the reasons for conducting credential
exchange in real-world scenarios. While a public transport subscription might be used according to
regulations found in the documents of the credential framework, this framework does not comprise all
the trust policies and external requirements for the acceptance of such a ticket outside of the domain of
public transport, e.g. for getting discounts with partner businesses. The use of credentials across these
ToIP layer 4 application ecosystems, is common in practice and needs just as much attention as in their
primary usage domains. This is where we see our work converging more with traditional analyses of
security policies from the viewpoint of ecosystem actors, as opposed to credential roles. Likewise, the
meta-model could be extended to allow for the description of the technical infrastructure for the exchange
of credentials, making these comparable to the governance regulations of the current meta-model version.
Apart from further extensions, we expect the current version of the meta-model to be used as a foundation
for other artifacts. It could for example serve as a starting point to develop an abstract syntax for a
domain-specific language for machine-readable governance. This could be a contribution to reaping the
full benefits of automation in the verification of digital credentials. Other artifacts based on the meta-model
could be a methodology for analyzing and designing credential governance as well as accompanying
design principles.

6 Conclusion

Credentials play an important role in the public sector, co-existing in different physical and digital formats.
Understanding and formulating governance requirements for credentials is thus a significant challenge in
digital transformation projects. This is because credentials as a separate phenomenon have been under-
addressed in IS research. We have found that the many technology-specific models existing do not capture
the variety of credential representations and their use in practice. In this paper, we have presented a
meta-model for credential use and governance which we developed during a DSR study grounded in both,
established theory as well as multiple empirical demonstration subjects.
The presented meta-model contributes to practice as it allows to analyze, structure, define and communicate
credential governance requirements in a common language. This helps to facilitate communication in
digital transformation projects, e.g. when existing physical credentials are to be transformed into a digital
representation. As the change of representation requires and enables a different handling, it is helpful to
efficiently analyze and compare these different credentials and their governance.
Information systems theory is enriched by the presented meta-model by establishing credentials as a
general phenomenon independent of a technological approach. We abstracted the theoretical foundations
found in the realms of IAM and SSI, and integrated them with the established IS knowledge base on IT
governance. It is however just the first step towards a more comprehensive theory of credentials in IS.
In the future, we expect the design of further artifacts based on this meta-model, such as a methodology
for analyzing and developing credential governance requirements. Opportunities for further theoretical
advancements on credentials in IS are emerging in the direction of trust management and the acceptance
of credentials across ecosystems.
Funding: The research project, on which this publication is based, was funded by the German Federal
Ministry of Economic Affairs and Climate Action under grant number 01MN21001A.
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