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Abstract Improper use of data must be avoided, as the
consequences of improper use of data can be catastrophic. In the
design of information systems, ethical focus areas could help
combat improper use of data. Currently, more research is
available on ethical focus areas in Data Mining compared to
related research fields of Data Mining, such as Decision Mining
and Process Mining. For this paper, a theoretical review was
conducted to identify ethical focus areas of Data Mining and
their possible solutions. Seven ethical focus areas were identified
focussing on privacy, collection of personal information,
consent, unpredictability and inaccuracy, group profiling and
biased data. Future research is needed on the ethical focus areas,
to validate the possible solutions related to these ethical focus

areas in the context of related research fields of Data Mining.
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1 Introduction

The value of data is determined by the techniques used to understand the data based
on the context the data comes from or is placed in (Calders & Custers, 2013). Credit
card fraud (Bhattacharyya et al, 2011), heart disease (Purusothaman &
Krishnakumari, 2015) and terrorism (Thuraisingham, 2020) are all examples of a
variety of serious (societal) problems for which Data Mining offers a solution. Data
Mining is a technique that consists of machine learning, statistics, visualization
(Calders & Custers, 2013; Wahlstrom et al., 2006), databases (Wahlstrom et al., 20006)
and artificial intelligence (Calders & Custers, 2013). Data Mining is defined as “zbe
antomated process of analyzing large sets of data and then extracting patterns in the data.”
(Kulkarni et al., 2010, p. 1). It is known for the benefits it offers to public and private
sectors (Schermer, 2011). For example, Data Mining can benefit consumers when
their information is used to take up less of the consumer’s time by rearranging a
store based on products purchased together (Payne & Trumbach, 2009). In addition
to benefits, Data Mining also has drawbacks that raise ethical focus areas regarding
privacy through the improper use of its data processing methods (Schermer, 2011).
For example, serious problems such as identity theft and discrimination occur when
consumers provide personal information (Payne & Trumbach, 2009). This paper
discusses the ethical focus areas present in the Data Mining research field.

Multiple reseatch fields address ethical focus areas. For example, Al (Brendal et al.,
2021) and databases (Chadwick & Berg, 2001). Al and Al ethical focus areas can be
considered too broad for the specific application of Data Mining, where each
research field has their overlapping, but also their specific solutions. To reveal these
specific ethical focus areas and solutions, we, therefore, solely focus on Data Mining
in this study. With the goal to ultimately design and deploy ethical Data Mining
techniques. This raises the following research question: “What ethical focus areas conld
be retrieved from Data Mining research that can be used in sub-research fields of Data Mining?”
Sub-research fields of Data Mining include Decision Mining and Process Mining.
Identifying focus areas may also be relevant to these fields. The remainder of the
paper is structured as follows: first, the background and related work that provides
further insight into the topic is being discussed. Second, the research method used
to collect and analyze data is presented. Third, the use of a theoretical review as a

data collection technique is detailed. Fourth, the results of the theoretical review are
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defined. Fifth and lastly, the research is concluded, followed by a discussion and

possible future research directions.
2 Background and Related Work

The growing world of technology offers many opportunities when it comes to
processing data with Data Mining solutions (Pal, 2011). Data Mining is a method
aimed at discovering useful information and data patterns that emerge from a
collection of analyzed data (Kulkarni et al., 2010; Pal, 2011; Payne & Trumbach,
2009). It analyzes information from a database (Payne & Landry, 2012) to make
discoveries about this information (Cary et al., 2003). Data Mining is also referred
to as knowledge discovery because it is not always apparent what information is
being discovered (Cary et al, 2003). The analyzing process is performed using
analytical tools and techniques (Pal, 2011). The most common applications that Data
Mining offers are: security, efficiency, product innovation and customer service
(Payne & Trumbach, 2009). For example, it can help with marketing that is more
targeted to specific consumers (Cary et al., 2003) or cleaning data before using it for
a different purpose (Payne & Landry, 2012). The use of Data Mining can create
ethical problems around, for example, the violation of consumers’ privacy since
personal information is involved (Cary et al., 2003). Thus, despite the benefits of
Data Mining, it certainly presents ethical challenges (Johnson, 2014, 2018).

When research extends on existing solutions to tackle new problems, according to
research by Hevner and Gregor (2013), these solutions can be adopted from any
related research field. Related fields to Data Mining are e.g. Process Mining (van der
Aalst, 2011) or Decision Mining (Leewis, Smit, et al., 2020; Rozinat & Aalst, 20006).
Process Mining focuses on the discovery of processes from event logs, conformance
checking of process models, and the enhancement of process models (van der Aalst,
2011). Decision Mining focuses on the discovery of decisions from decisions logs,
conformance checking of decision models, and the improvement of decision models
(De Smedt et al., 2017; Leewis, Berkhout, et al., 2020; Leewis, Smit, et al., 2020).
Both Process Mining and Decision Mining utilize Data Mining techniques (Leewis,
Smit, et al., 2020). Therefore, the authors argue that any ethical focus area identified
with regards to Data Mining can be adopted in the related fields of Data Mining and

vice versa.
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3 Research Methods

The purpose of this paper is to explore what ethical focus areas of Data Mining can
be identified in literature. Therefore, the focus of this research should be on existing
research related to this topic. To achieve this, a theoretical review is conducted (Paré
etal., 2015). A theoretical review looks at an emerging problem and that the research
in question should address this problem or support it with new research based on
existing research (Paré et al., 2015). This will be done based on other scientific papers
that contain ethical focus areas about Data Mining. The collection and analysis of

these scientific papers is done using a protocol, as shown in figure 1.
4 Data Collection and Analysis

Over a period of four months, between November 2021 and February 2022, a
theoretical review was conducted where scientific papers were found using Google
Scholar in line with the systematic review approach and phases described by Snyder
(2019). Franceschet (2010) recommends using Google Scholar when it comes to
topics related to computer science. Google Scholar has a broader selection of cited
papers on a wider range of topics than, for example, Web of Science has
(Franceschet, 2010; Harzing & Alakangas, 2016). Two search queries are utilized for
retrieving articles related to ethical focus areas in data mining. The first search query
is that of ethics in Data Mining. This includes the possible publications concerning
cthical issues in Data Mining. The second search query is that of ethical Data Mining.
This covers the possible publications related to the field of ethical Data Mining,
which is a slight nuance compared to the first query. Applying these queries resulted
in the following number of results using Google Scholar collected within the first
two weeks of November 2021: 45 papers were found with the search term ezhics in
Data Mining and 104 papers were found with the search term ethical Data Mining.
Papers were excluded on being non-English, duplicate papers, and being anything
other than a book, conference proceeding or journal paper. This resulted in a set of
64 papers (21 ethics in Data Mining and 43 ethical Data Mining), as shown in Figure 1.
The papers were then reviewed by three reviewers based on title, abstract, and full
paper review rounds. The reviewers did this separately for all three rounds. After a
review, the results were discussed to decide for each paper whether it will be included
or not. This resulted in 27 relevant papers after the title review, 20 relevant papers

after the abstract review and 19 relevant papers after the full paper review.
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Figure 1: Review Protocol

All resulting papers were reviewed against the selection criteria using two questions:
1) The paper is published in a conference proceedings, book or journal, is English
and not duplicate. 2) The paper addresses the combination of ethics and Data
Mining. The first question was asked during the identification of papers and the
second during all review rounds. The coding of the ethical focus areas was
performed by one researcher and by fully analyzing each paper, a general topic
(ethical focus area) could be identified, thus coding the article under that specific
topic. An additional researcher was consulted when there was doubt about which
ethical focus area could be identified. Each article was also analyzed for possible

solutions to combat problems related to a specific ethical focus area.
5 Results

The theoretical review resulted in 19 papers that were deemed relevant for this
research dating from 2002 to 2021. After analyzing the papers, a number of ethical
focus areas could be identified. These ethical focus areas are: 1) privacy, 2) collection
of personal information, 3) consent, 4) Data Mining unpredictability, 5) Data Mining
inaccuracy, 6) group profiling, and 7) biased data. In addition, most of the identified
cthical focus areas are presented with possible solutions, which were also identified

from the analyzed 19 papers.
5.1 Area 1: Privacy

The first ethical focus area is that of privacy. Through the use of the internet and
the digital economy, we create digital data structures that include information about
our work, education, health, and entertainment, and these data structures are stored
in various places such as hotels, airlines, and banks. However, these data structures
can also be used to find out more personal information about an individual. The
method that makes this possible is Data Mining and this raises a number of ethical
privacy concerns when used by business organizations and government agencies
(Shahidullah & Hossain, 2009). Moreover, within the U.S., for example, there is not
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yet a legal framework available for protecting the privacy of individuals when Data
Mining is used by the businesses or governments (Sprague, 2009).

The use of Data Mining processes in organizations often seems to benefit an
individual, but the individual’s personal information is not always kept private
(Robinson, 2015). Although individuals fear potentially losing their privacy, they still
often want the benefits Data Mining offers (Dean et al., 2016). For example, benefits
such as targeted marketing, discounts, money and time savings. However, if a
consumer wants to gain benefits within an organization, he or she must often give
away personal information (Payne & Trumbach, 2009). In addition, organizations
and websites can track a lot of an individual’s online behavior (Cook & Cook, 2002;
Robinson, 2015). This could be dangerous and harmful when this information is
disclosed to unauthorized individuals. For example, it could be harmful when you
or someone close to you has a terminal illness and you start to receive information
about questionable cures (Cook & Cook, 2002).

There are also concerns about privacy violations within U.S. Data Mining programs.
After the terrorist attack on the New York World Trade Center on September 11
2001, there has been an increase in the establishment of federal Data Mining
programs. Privacy concerns also increased with the use of personal information
within these Data Mining programs, such as emails, bank accounts, or social security
numbers (Shahidullah & Hossain, 2009).

5.2 Area 1: Possible Solutions

Individuals will continue to use the internet even though there is a threat of
organizations misusing personal information through Data Mining processes.
Therefore, it is important that there are more built-in privacy protections for the
internet as this is not available now. This will ultimately benefit both individuals and
organizations (Robinson, 2015). Unfortunately, an individuals’ behavior on websites
will not always be completely anonymous, but it is important that organizations
provide options, such as Virtual Private Networks (VPNs), not being tracked and
blocking cookies with the use of a program to allow an individual to act as
anonymously as possible (Robinson, 2015). After all, it is in the interest of an
organization to engage in proper privacy processing. If they make a mistake in this

regard, it is not only bad for the individuals involved, but also for the image of the
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organization (Cook & Cook, 2002). Robinson (2015) used a Rawlsian ethical
approach to analyze the ethical implications of Data Mining of three major codes of
ethics used by American marketing firms. Rawls’s ethics focus on among others the
protection of the least advantaged in society and that anonymity should be a primary
good for individuals as a form of self-protection on the internet. Robinson
concluded that the code of ethics needs to be reviewed and updated and that there
needs to be more clarity on what digital ownership means within the codes of ethics.
A definition like this can then be used by organizations when making choices about
the use of an individual’s personal information. In addition, consumers should be
allowed to make more informed choices as organizations are more open about the
use of personal information through clear policies on how an individual’s personal
information is used. Despite the difficulty of achieving this, the goal is for consumers
to have more control over their personal information (Robinson, 2015). Dean et al.
(2016) also indicate that it is good for a business to establish a code of ethics because,
among other things, it positively influences the relationship between the business
and its external stakeholders. Lastly, Oliveira and Zafane (2009) propose a privacy-
preserving  clustering method called Dimensionality — Reduction-Based
Transformation (DRBT). This method transforms a database so that the objects
within the dataset retain the similarity but no longer resemble the original database.
This allows the database to be used for clustering while maintaining privacy, accuracy
of the process, and also allows a dataset to be securely shared between organizations
at a reduced cost. Violating an individual’s privacy stems from multiple problems,
such as the unethical collection of personal information and the deprivation of

consent.
5.3 Area 2 and 3: Collection of Personal Information and Consent

The second and third ethical focus areas are the collection of personal information
and consent. All stages of Data Mining raise ethical concerns related to personal
information, especially the collection of the data prior to the Data Mining process
(Cary et al,, 2003). In criminological articles, for example, ethical considerations
around data collection are often not addressed by the researcher (Brewer et al., 2021).
Organizations are increasingly collecting personal information without the average
individual being aware and this is becoming more common. The collection of this
personal information is done in a variety of ways, such as through cookies or

registration forms (Cary et al., 2003; Payne & Landry, 2012). Information can also
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be collected by using web crawlers, which are programs that download web pages
from the internet. This brings problems, such as higher costs for website owners
due to the bandwidth used for websites during web crawling or the creation of lists
that contain emails for spam (Thelwall & Stuart, 2006). Individuals often fail to see
the risk they put themselves at when they choose to share personal information for
benefits within organizations. These can be risks related to identity theft, phishing
schemes, mail fraud, or discrimination (Robinson, 2015). Furthermore, the danger
of collecting personal information is that the individuals about whom the
information is about have no control over their information, but they are the ones
who are disadvantaged by the inaccuracy of Data Mining (Payne & Landry, 2012;
Payne & Trumbach, 2009). However, an economic justification for collecting
personal information would be that it allows organizations to communicate with

individuals in a more targeted way (Fogel, 2006).

Personal information may be used without informing the individual concerned (Cary
et al., 2003; Payne & Landry, 2012; Robinson, 2015). Not to mention, information
someone puts online can be used for something completely different than its original
purpose (Cook & Cook, 2002; Danielson, 2009; Payne & Landry, 2012). The fact
that individuals are not always well informed by organizations about the use or
consequences of their personal information deprives them of the opportunity to give
informed consent (Payne & Landry, 2012). It cannot be assumed that an individual
knows exactly what they are consenting to when they give an organization
permission to collect personal information (Fogel, 2000). Additionally, it is a major
problem when an individual’s personal information, which he or she has chosen to
share online on a particular organization’s website, is used by multiple organizations
without their knowledge or consent (Robinson, 2015). Also, organizations often
assume that an individual gives consent when he or she uses the organization’s
services (Cary et al., 2003). In the U.S., for example, consent is deemed to have been
given for linking an individual’s profile to the telephone number disclosed by a toll-
free service when individuals use such a toll-free number (Danielson, 2009). Lastly,
when an individual does give consent, organizations do not give an individual the
opportunity to withdraw that consent (Cary et al., 2003). Another problem are the
privacy policies that individuals have to agree to before they can make use of a
service. These are difficult to read, understand or not even followed by the

organization (Cary et al., 2003). Implementing a proper privacy policy is already a



A. van de Hoef, S. Leewis, M. Berkhout & K. Smit:

The identification of Ethical Focus Areas: A Literature Study Into Data Mining Ethical Focus Areas 263

challenge because the concepts surrounding privacy are complex in themselves
(Dean et al,, 2016).

5.4 Area 2 and 3: Possible Solutions

Using Data Mining in an ethical manner works by collecting data in an honest way
and informing the individual that he or she may, or may not, be monitored
(Wowczko, 2013). When data is collected through the use of web crawlers, it is
important that privacy is considered without making assumptions that web page
owners will consider this in their interest (Thelwall & Stuart, 2006). In addition, it is
important for organizations to be more open about collecting personal information
and how they use that information to benefit individuals (Fogel, 2006). An
organization could implement a Data Mining policy that focuses on collecting
information, but there are often drawbacks to this. For example, a policy that
optimizes consequences for those who are affected by Data Mining is hard to
achieve because it is difficult to map out all the consequences. Further, if you are
dealing with a policy that prohibits Data Mining processes if they violate privacy you
are again dealing with drawbacks such as very clear communication and constantly
asking individuals for permission (Cary et al., 2003). Dean et al. (2016) suggest a few
practices for establishing online privacy policies for businesses, such as letting an
individual know that their data is being collected or what Data Mining practices are
being used within the business. Furthermore, Payne and Landry (2012) mention that
personal information that is collected should be secured by the individual that
collects it. Organizations should use security measures, such as data encryption, that
prevent the use of personal information without consent or anonymity tools. Finally,
if researchers do not wish to seek consent from individuals, it is important that they
can prove that the research, including the collection of data and reporting of results,
will have virtually no negative impact on these individuals (Brewer et al., 2021).
Problems surrounding Data Mining do not only affect the privacy violation of an

individual, but the Data Mining process itself also plays a role in this.
5.5 Area 4 and 5: The Unpredictability and Inaccuracy of Data Mining
The fourth and fifth ethical focus areas are unpredictability and inaccuracy of Data

Mining. Decisions in our society that are based on Data Mining do not sufficiently

consider the privacy of an individual. When making a decision, more thought is given
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to avoiding costs and making a profit. This can be problematic when Data Mining
uses sensitive datasets, such as medical datasets (Roddick & Fule, 2004). A
counterargument to this may be that Data Mining is unpredictable (Roddick & Fule,
2004). It is known for discovering unknown relationships between data (Cary et al.,
2003; Cook & Cook, 2002; Johnson, 2018; Payne & Landry, 2012; Shahidullah &
Hossain, 2009). Therefore, it is not known in advance what kind of information will
be found in the Data Mining process (Caty et al., 2003; Roddick & Fule, 2004). But
due to the unpredictability of Data Mining, problems still arise such as that it is
difficult for an organization to properly provide the opportunity for informed
consent. As well as, that the unpredictability of Data Mining also reveals information
about an individual that he or she does not want to disclose and when this
information is spread it could have harmful consequences if it is revealed to the
wrong kind of people (Payne & Landry, 2012; Payne & Trumbach, 2009). When it
comes to sensitive data about an individual in health care databases, such as life
expectancy or drug use, these types of people may base decisions about mortgages,
for example, on this type of information (Gl et al., 2014). When criminals can obtain
more personal information about a person by using Data Mining. This can lead to

unpleasant consequences, such as identity theft (Christen et al., 2014).

In addition, the Data Mining process is not perfect which can cause mistakes (Cook
& Cook, 2002). These mistakes happen because e.g., sensitive information often has
an expiration date or the method of data collection is not accurate (Cary et al., 2003).
For example, information about the same person is considered two different people
or information is linked to the wrong person, which makes the information used in
a Data Mining process inaccurate (Cook & Cook, 2002). Individuals may be judged
based on incorrect information and they do not have the option to change their
personal information (Cary et al., 2003). Another problem is that the relationships
that emerge from Data Mining are often perceived for the fact that they are probably
correct (Johnson, 2014, 2018) or that organizations assume Data Mining is very
accurate when this is not the case (Payne & Trumbach, 2009). This can lead to
unnecessary actions that have no consequences (Johnson, 2014, 2018). Lastly, it is
important that the results of Data Mining are not influenced by the individual who
allows the Data Mining process to take place or the individual who provides the data
(Woweczko, 2013).



A. van de Hoef, S. Leewis, M. Berkhout & K. Smit:

The identification of Ethical Focus Areas: A Literature Study Into Data Mining Ethical Focus Areas 265

5.6 Area 4 and 5: Possible Solutions

Roddick and Fule (2004) present a system that is used to filter the results of Data
Mining for sensitivity before these results are used in a decision-making process. The
system takes into account data sensitivity by checking the rules of Data Mining. They
consider this to be a partial solution for addressing privacy protection, stereotyping
and the use of sensitive data. Data anonymization methods can also be used to
prevent re-identification of an individual when sensitive data is involved, for
example linking a piece of data to multiple individuals or adding noise to data, but
this leads to a significant reduction in the quality of the data. Unfortunately, the
validity of the results of Data Mining depends on the quality of the data (G4l et al.,
2014). However, Cary et al. (2003) recommend ten practices for developing Data
Mining systems that help maintain healthy relationships between organizations and
individuals. These include evaluating the quality of the data used for Data Mining.
Lastly, Wowczko (2013) says that to prevent the influences on the Data Mining
results an expert should check the results to ensure they are correct and legitimate,
taking into account any assumptions, limitations and faults made in the research.
Finally, among the problems already mentioned is the categorization of individuals

and having biased data which causes the violation of the privacy of an individual.
5.7 Area 6 and 7: Group Profiling and Biased Data

The sixth and seventh ethical focus areas are group profiling and biased data. group
profiling is the categorization of individuals into groups based on associations about
these individuals (Christen et al., 2014). For example, students are placed in a group
during the Data Mining process based on a set of characteristics. These groups will
encourage students to do what fits their profile or matches them with an outcome
that best fits their skills and not necessarily the student’s interests. A counter-
argument may be that students do not always know what they want because they are
young and the consequences of making a big choice can be costly. However, this
should still not undermine a student’s individuality (Johnson, 2014, 2018). Cary et
al. (2003) give the hypothetical example of a bank asking an individual to fill out a
form that is about interests and lifestyle factors when they open a bank account. This
individual is then categorized into a bad credit risk group after the data from the
form is mined and correlation takes place. As a result, an individual is then not kept

informed of certain services or even denied a loan based on the group he or she is
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in. This makes the Data Mining process biased, which brings us to the topic of biased
data.

In some cases, the construction of data is negatively influenced from the outside
cither intentionally or unintentionally, and these negative influences will be reflected
in the data. Often this type of data comes into contact with individuals who utilize
the services of bureaucratic organizations, but not every individual comes into
contact with such an organization to the same degree, so privilege can seep into the
data. The data begins to reflect the social privileges of these frequently encountered
individuals and underrepresents those individuals who do not have much contact
with the data. For example, minorities are reluctant to provide health data because
they fear the government will use it to their detriment or, if they eventually do choose
to share their data, they are excluded from the dataset. In addition, for example, the
wrong assumption is made that individuals are adequately informed about the topic
to which the data relates during data collection (Johnson, 2018). If this type of biased
data is used in Data Mining, the results will also contain biased data.

No possible solutions were identified for group profiling and biased data.
6 Conclusion, Discussion and Future Research

As machine learning techniques, such as Data Mining, evolve, so do the ethical
implications. Therefore, it is important to take the opportunity to address these
cthical focus areas continuously. These ethical focus areas help to ultimately design
and deploy ethical Data Mining techniques. The following research question is
addressed: “What ethical focus areas could be retrieved from Data Mining research that can be
used in sub-research felds of Data Mining?’ A theoretical review was conducted that
resulted in 19 papers that were analyzed from which seven ethical focus areas in
Data Mining were identified. Seven ethical focus areas were identified together with
possible solutions. From a theoretical viewpoint, this research contributes to the
body of knowledge of Data Mining. It also provides a starting point of ethical focus
areas that can be adopted in sub-research fields of Data Mining and serve as a future
research direction. This has the potential to support, for example, ethical Decision
Mining and Process Mining by design, also avoiding common ethical issues existing
in Data Mining. From a practical viewpoint, this research contributes to practice

because it makes researchers and practitioners alike think about the problems
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surrounding these ethical focus areas and what solutions, if any, there are or should
be. The results and especially the possible solutions could guide the design and offers
a way to structure the thinking of professionals designing and applying solutions for
Data Mining and sub-research fields of Data Mining. Furthermore, because these
ethical focus areas are made explicit, their impact on the design can be measured and
evaluated explicitly. This has high potential because doing so in the design phase of
Data Mining solutions decreases the risks of improper use of its undetlying and
resulting data. The necessity of this is confirmed frequently considering the scandals
at different organizations getting negative attention from the press as well as from

regulatory authorities.

The following limitations should be taken into account when utilizing the seven
focus areas. The oldest paper dates from 2002, which is almost twenty years ago. It
could be said that the information in these papers is outdated. However, more recent
papers used in this study cite these older papers. Moreover, the information in these
older papers is consistent with more recent papers and there was no impression that
it was outdated. In addition, the coding of the ethical focus areas was done by a
single researcher. This may compromise validity. Any future research should focus
on involving additional researchers in coding the ethical focus areas. Furthermore,
to the researchers’ knowledge, no solution exists to avoid unwanted group profiling
and biased data. Therefore, future research on this topic is needed. Additionally, the
identified ethical focus areas should be validated in the respective sub-research fields
of Data Mining, such as Decision Mining and Process Mining, in order to establish
the ethical focus areas and should not be limited to only literature studies. As Hevner
and Gregor (2013) pointed out, related research fields can adopt solutions from each
other. With this rationale, the identified ethical focus areas are also relevant to related
and sub-research fields of Data Mining. Future research should focus on empirical
validation and the implementation of the ethical focus areas in order to impact the

way people and organizations handle ethically.
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