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Abstract: With advanced neural network techniques, language models can generate content that
looks genuinely created by humans. Such advanced progress benefits society in numerous ways.
However, it may also bring us threats that we have not seen before. A neural text detector is a
classification model that separates machine-generated text from human-written ones. Unfortunately, a
pretrained neural text detector may be vulnerable to adversarial attack, aiming to fool the detector into
making wrong classification decisions. Through this work, we propose pAttacking, a mutation-based
general framework that can be used to evaluate the robustness of neural text detectors systematically.
Our experiments demonstrate that pAttacking identifies the detector’s flaws effectively. Inspired
by the insightful information revealed by pAttacking, we also propose an RR-training strategy, a
straightforward but effective method to improve the robustness of neural text detectors through
finetuning. Compared with the normal finetuning method, our experiments demonstrated that
RR-training effectively increased the model robustness by up to 11.33% without increasing much
effort when finetuning a neural text detector. We believe the pAttacking and RR-training are useful
tools for developing and evaluating neural language models.

Keywords: machine learning security; neural text generation; machine text detection; mutation
testing

1. Introduction

Since AlexNet [1], neural networks (NNs) have been the major driving force for rapid
Al development in the last ten years and have shown promising results in various domains
recently [2-10]. With the advanced techniques, NNs may produce textual and imagery
content looking as if genuinely created by humans [11-13], which benefits society in many
domains, from medical image processing [14-17] to speech-to-text conversion [18,19],
machine language translation [20,21], marketing communication [22,23], and so forth.
However, such advanced technology also makes it easier to generate human-like content
at a large scale for nefarious activities, for instance, generating misinformation [24,25]
and targeting specific groups for political agenda [26,27]. This newly emerging threat
is even more troubling with the recent development of large language models [28,29],
such as OpenAl’s ChatGPT [30], GPT-4 [31], and Google’s Bard [32]. Researchers are
actively developing neural text detectors for distinguishing neural text (i.e., NN-generated
text) from human-written ones and have shown plausible performance for long sequence
detection [33,34]. However, short sequence detection is still challenging with a performance
that is not better than random guessing [26]. More importantly, pretrained neural text
detectors are vulnerable to adversarial attacks, aiming to fool the detector into making
wrong classification decisions. Unfortunately, systematically evaluating the robustness of a
neural text detector is still non-trivial due to the lack of existing evaluation tools.
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Mutation analysis is a white-box attacking method used to evaluate the quality of
existing software [35,36]. The analysis is based on well-defined mutation operators that
mimic typical programming errors and measure the percentage of mutation operators that
cause different software behavior from the original design [37]. This strategy follows “the
boiling frog syndrome”, [38] modifying a program in small ways. The purpose of such
a kind of attacking is to help the software tester locate weaknesses in the code that are
seldom [39,40].

Inspired by the advances in mutation analysis, we propose a general mutation-based
framework for evaluating the robustness of pretrained neural text detectors. We call the
framework pAttacking because the evaluation uses well-defined mutation operators to
adversarial attack pretrained models. We particularly focus on short neural text detection
since it is more challenging for existing detectors and, hypothetically, might be more harm-
ful. Since people are heavily engaged in social media, a large-scale information operation
targeting social media with short neural text may be more effective than generating longer
sequences for news articles.

The pAttacking finds that the state-of-the-art RoBERTa-based detector [41] is exception-
ally vulnerable to simple but common mutations. In some cases, the detector performance
is even less than 0.07 AUC (the area under the receiver operating characteristic curve) on
separating human-written texts from machine-generated ones. From the experiments, we
also found that neural text intends to be more grammatically correct than human-written
ones. For instance, human-written texts are 100 times more likely to have missing arti-
cles (i.e., a, an, the) than those generated by neural network algorithms. Inspired by this,
we propose a simple but effective RR-training strategy that introduces uncertainty to the
model by randomly removing words at the training stage. Our experiments show that
the robustness of the RoBERTa-based detector can be further improved by up to 11.33%
on AUC when finetuning the model using RR-training, comparing the finetuning result
without it. Note that no mutation operators or text are used in the finetuning stage.

We believe pAttacking and RR-training are useful language-analysis model-development
tools. The pAttacking provides a systematic way to evaluate the robustness of language-
analysis models that have not been evaluated before. The RR-training improves model
robustness without involving additional data or a significant amount of work. To summa-
rize, our paper presents the following intuitive contributions:

¢  Introducing uAttacking, a mutation-based strategy for systematically evaluating the
robustness of neural network language-analysis models.

*  Demonstrating robust analysis of neural text detection model using pAttacking
through adversarial attacks.

*  Proposing the RR-training strategy that improves the robustness of language-analysis
models significantly without requiring additional data or effort.

The rest of the paper is organized as follows: The related technical background are
presented in Section 2. Then, the proposed mutation-based framework and RR training
strategy are introduced in Section 3. The dataset simulation and experiment setup are
provided in Section 4. The detailed experimental results on various evaluation tasks are
illustrated in Section 5. The paper ends with a discussion and conclusion in Section 6.

2. Technical Background

This section introduces some high-level but necessary technical background that
may be needed to understand our work, including automatic text generation, neural text
detection, mutation analysis, and adversarial attacks.
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2.1. Automatic Text Generation

Automatic text generation is a field of study in natural language processing that
combines computational linguistics and artificial intelligence [42—44]. The field has pro-
gressed significantly in recent years due to advanced neural network technologies [45,46].
Neural-network-based approaches are currently dominant in the field. Popular methods
may include Transformer [11], GPT-1/2/3/4[12,31,47,48], RoBERTa [49], and their variants,
such as Med-Bert [50] and ChatGPT [30] that are used in several text domains. Due to
the high text-generation performance, NN-based methods are popular in image caption
generation [51], automatic text summarization [52], machine translation [53], moving script-
writing [54], poetry composition [55], etc. Although the generated text may look precise
and reasonable, due to the nature of neural networks, it is non-trivial to guarantee the
semantic correctness of the generated text. In this work, we refer to the text generated by
neural network models as neural text.

2.2. Neural Text Detection

We refer to neural text detection as distinguishing neural text from human-written ones.
Although neural text detection may still be under-researched, it has attracted increasing
attention over the last few years [56-58]. Various approaches have been proposed. For
instance, Bhatt and Rios used linguistic accommodation in online-conversion interaction
to identify whether the text was generated by a chatbot [58]. Solaiman et al. used the
probability distribution expressed by neural language models directly by computing the
total probability of the text sequence of interest. If the calculated probability is closer to
the mean likelihood over a set of known machine-generated sequences, the text sequence
is classified as machine generated [41]. This study used the RoBERTa-based detector, a
state-of-the-art model, to demonstrate the neural text detection task. The model was based
on the largest GPT-2 model (consisting of 1.5B parameters) [12]. Additionally, the model
was finetuned to distinguish between texts being generated from the GPT-2 model and
human texts. In total, 500,000 text samples were used in training [26].

2.3. Mutation Analysis

Mutation analysis, also known as mutation testing, is a fault-based system-level testing
approach that evolved in software testing [37]. Unlike other methods of testing that aim at
testing the correctness of software behavior, mutation testing aims at testing the robustness
of the software and how to deal with input data that is not originally designed to deal with.
Mutations are different versions, slightly changed, from the original code [36], and may
be measured using methods such as [59]. Therefore, test cases used to test original code
are also used to test mutation versions. Once a test case detects a mutation, the mutation
is said to be killed (i.e., discovered). This indicates that the test cases visit the particular
mutation area in the code. As such, mutation testing tests the “test cases” rather than the
code, ensuring that they cover all code areas (i.e., test case coverage or effectiveness) [40].
Our work brings mutation analysis from the software testing field to natural language
analysis by proposing a general framework for mutation generation. Various mutations
generated by the framework can be used to evaluate the robustness of a neural text detector
or any other language analysis model.

2.4. Adversarial Attacks

Adpversarial attacks are growing threats in Al and machine learning, intending to fool
machine learning models with deceptive data [60,61]. In general, adversarial attacks are
classified into two categories: white-box attack and black-box attack [62]. In the former
one, the attacker has access to the model, while in black box attacks, the attacker has no
access to the property [63,64]. The deceptive data are often purposely designed to cause a
model to make a mistake in its predictions despite resembling a valid input to a human.
Numerous ways may be used to acquire the deceptive data or adversarial samples, such as
fast gradient sign attack (FGSA) [65] and generative adversarial networks (GANSs) [66].



Electronics 2023, 12, 1948

40f17

The proposed uAttacking combines adversarial attacks and mutation analysis to
evaluate language-analysis model robustness. In the adversarial machine learning domain,
pAttacking is a white-box approach in which the attacker has access to the initial text.
On the other hand, the mutation-based aspect aims to gradually change the text from the
initial one to confuse detectors (typically known as the boiling frog attack). Extending the
mutation-based features to adversarial attacks is essential since it is crucial for applications
that depend on machine learning models to make decisions to ensure that such models are
immune to inputs they are not trained for. This can also fit in the scope of an important
recent and evolving area, detecting unknown attacks.

3. Method

Inspired by the mutation analysis in software testing, we propose pAttacking with a
general framework for two types of mutation operators (Section 3.1.1). The mutation oper-
ators are used for adversarial sample generation. The adversarial samples can then be used
to evaluate a neural text detector model through adversarial attacks (Section 3.1.2). Inspired
by the evaluation result of pAttacking (Section 5.1), we propose a random-remove (RR)
training strategy to improve the robustness of the neural text-detection model (Section 3.2).

3.1. uAttacking

The proposed pAttacking framework contains two components: (1) mutation oper-
ators and (2) adversarial attacks. Two general mutation operators are proposed to simu-
late two common scenarios when malicious actors try to bypass the neural text detector:
character- and word-level mutation operators.

3.1.1. General Mutation Operator Framework

Given a text corpus (e.g., a paragraph), T, which contains an ordered list of words,
w = {wy,wy,...,wy}, and an ordered list of punctuation, v = {vy, v, ..., vy}, the order of
the words and punctuations in the corresponding lists are followed by the original order in
the text corpus. Mutation operators, p.(-) and p,(-) are used to generate the character-level
and word-level mutations of T, respectively.

Mathematically, the character-level operator, (), is defined as:

wi = pc(wj, p,0), 1)

where w; € w, p is a letter in w;, o is the mutation of p, and w/ is the mutation of wj.
After the mutation, the original w, where w € T and w = {wy,wy,...,wj, ..., Wy}, is
changed to w’' = {wy,w»,...,w},...,w,}. The mutation text corpus is 7 = {«’, v}. For
instance, given a text corpus, T, where T = Mutation-Based Adversarial Attacking. The
ordered list of words is w = {Mutation, Based, Adversarial, Attackinge}. Assume
w; = Mutation, p = a, and, ¢ = a. Then, wl{ =Mutation and T/ = Mutation-Based
Adversarial Attacking.
The word-level operator, yy(+), is defined as, mathematically:

(U” = ,uw(wrwj/ (U]/), (2)

where w; € w, w'’. replaces wj, and w'" = {wy,wy,...,w, ..., wy}. For instance, given

J J
the same text corpus as before where: T = I am generated by a neural net, assume
wj = net, and w; = network. After applying yu(-) to w = net, the mutation is " =

{I, am, generated, by, a, neural, network}.
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The character-level mutation operators intend to simulate the situation where nefar-
ious actors make minor character-level changes to the text to bypass automatic filtering
systems on the internet. The words may look weird after the changes but may still present
the same information to human users. Although the strategy looks simple, it works effec-
tively in many cases. For instance, for a keyword-based filtering system, the character-level
mutation fools the filtering system by generating a new “word” that may not be on the
keyword list. For a contextual-embedding-based system, the newly generated “word”
might be embedded far away from the original word in the embedding space, which may
also effectively fool the filtering system.

The word-level operators aim to simulate another strategy to fool an automatic filtering
system—replacing words with other words, which is also commonly used in the real world.
For instance, a student may wish to pass the plagiarism check by replacing some words
with synonyms in an essay copied online. The word-level mutation operators are intended
to simulate such nefarious activities.

The character- and word-level mutation operators introduced in this section are two
general operators. Various specific operators may be developed based on these two general
types. For instance, a misspelling operator can be developed using the character-level
operator, and an adjective-removing operator can also be developed by replacing the
adjectives in a text corpus with "" (i.e., the empty string). As a proof of concept, in this
work, we proposed nine sets of mutation operators in Section 5. Section 4.3 gives a detailed
explanation of the operators. However, users are not limited to the operators used in this
study. One may easily design more operators that may be more suitable for their specific
tasks under the proposed framework.

3.1.2. Attacks on Neural Text Detectors

Neural network language models can be trained to distinguish human-written text
vs. neural text. Among several existing detectors, the RoBERTa-based detector [41] is well
known for the state-of-the-art performance on the GPT-2-generated text [26,67]. We apply
adversarial attacks to the RoBERTa-based detector using the adversarial samples generated
with the mutation operators introduced in Section 3.1.1. To attack the neural text detectors,
we first apply the mutation operators to a set of neural texts to generate the adversarial
samples. Then, the adversarial samples are used to test a pretrained RoBERTa-based
detector. The basic process is illustrated in Figure 1.

Pre-Trained
RoBERTa-Based
- Detector

Mutation Machine-Generated

Adversarial Samples

Machine-Generated
Textual Data

Operators

Machine-Generated

?)

Figure 1. Adversarial attack of the pretrained RoBERTa-based detector.

Figure 2 shows the general training process of the ReBERTa-base detector, which was
accomplished by finetuning a RoBERTa large model with the outputs of the 1.5 B parameter
GPT-2 model. The RoBERTa large model was trained for text generation on 160 GB of
text, including Books Corpus, English Wikipedia, CommonCrawl News dataset, Web text
corpus, and Stories from Common Crawl [49]. To finetune the detector, both human-written
and machine-generated textual data were fed to the detector to evaluate whether they were
neural text or not. A binary loss function was used to assess the network prediction by
comparing the prediction and the ground-truth label of the input. Afterward, the loss was
back-propagated to the detector for tuning the network parameters.
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Figure 2. The RoBERTa-based detector general training procedure.

3.2. Random-Removing Training Strategy

Empirically speaking, pretrained neural network models are often less robust when
handling out-of-distribution data. For instance, Wang et al. show that pretrained neural
network models may achieve near-human or even above-human performance on certain
medical diagnosis tasks on the in-distribution data. However, the model performance was
significantly reduced when applying the pretrained model to out-of-distribution data (e.g.,
data samples collected from a different hospital or region) [68]. However, research showed
that relaxing model prediction by introducing a small amount of uncertainty to classifi-
cation models helps increase the overall model performance [69-72]. For instance, Label
Smoothing [69] is widely used in computer vision classification tasks. Instead of targeting 1
for the correct class, Label Smoothing tries to predict 1 — € for the correct class label, where
€ is usually a small number, such as 0.01. MixCut [71] is another example, which mixes two
images of two classes together into one image and predicts the mix proportionally to the
number of pixels of combined images. Both Label Smoothing and MixCut demonstrate a
significant performance improvement by introducing a small uncertainty to the model.

Inspired by the methods mentioned above, as well as the robustness evaluation result
using pAttacking in Section 5.1, we propose a random-removing (RR) training strategy
to improve the robustness of neural text detectors by introducing a small uncertainty
during the training stage (Algorithm 1). We name the method as RR-training. Specifically,
given a training instance, we randomly apply the word-level mutation operator i, where
o = (w, wj, " ") to k words in w. For each input text 7, k is randomly decided and
k € [0, floor(len(w) x m)], where len(w) = indicates the number of words in the ordered
list, floor(-) indicates the floor function, and m € [0.0,1.0] is the maximum percentage of
words we might want to remove. For instance, assume T ={random remove some words}
and m = 0.3. Then, len(w) = 4, floor(len(w) x 0.3) =1, and 0 < k < 1. Our RR-training
strategy may also be considered as an input-level dropout [73] operation.
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Algorithm 1: RR-Training

/* Require: Neural text detector model hg(:), training data
D=A{T,L}, text corpus T ={7,D,...,T;}, classification labels
L ={i,1p,...,4} where 1 € {0,1}, loss function L(:), word-level
mutation operator i, (-), random class R(-), and sort function
sort(-). */

fori € 0tolen(T) do

w,V < T; // Obtain the ordered word list and the punctuation list
from T;

r + R.randInt(0,1) // Obtain a random integer for O or 1.

/* Apply mutation to T; if r is 1 */
if r == 1 then
n < R.randInt(0, floor(len(w) x m))  // Obtain a random number of
words
// that will be removed from w

indices + {indexy,index,, ..., index,} // Obtain a list of n random
indices of

// words, where 0 <= index; < len(w).
sort(indices) // Sort the list in ascending order.

/* Remove n words */
forjc Otondo

W = po(W, Wingices[ " ") // Using the word-level mutation
operator
// to remove words from w
end
T + {w, v} // Update T;. 1 words are removed from the

original T;
end

/* Train the model */

logits < he(T;) // Feed data to the model

loss = LL(logits, ;) // Calculate the loss

loss.back() // Back-propagation
end

4. Dataset and Experiment Setup
4.1. Data Preparation and Neural Text Acquiring

Due to the low diversity between human-written text and machine-generated short
text, detecting machine-generated short text is more challenging than for longer text.
Unfortunately, neural text detection for shorter text is as important as longer text, if not
more. For instance, the influence of social media in our life is increasing daily. A large-scale
information operation on social media may lead to national crises. Automatic content
generation reduces the human resource demand of launching such an operation. Thus,
distinguishing machine-generated posts from those written by humans in social media
posts is a critical step in defending an Al-backed information operation. Ideally, the
experiment should use actual social media data; however, acquiring such data is non-travel,
especially acquiring machine-generated data since no effective methods exist to determine
whether a machine generates a particular social post. Thus, we had to generate some
simulated data by ourselves, and we designed an oversimplified social media scenario
where social media posts may have two typical features:



Electronics 2023, 12, 1948

8 of 17

¢  The text in a post is usually relatively short. For instance, the typical length of tweets
is often between 25-50 characters.

* A good percentage of posts contain images and text. The text is often related to the
image.

To simulate the oversimplified social media scenario mentioned above and to acquire
neural text and human-written text more efficiently, we used the MS COCO2017 dataset [74],
a dataset containing both imagery and text data. The text data are written by humans,
describing the corresponding images. Each imagery sample comes with five human-written
descriptions. To speed up our experiments, we selected the first 10,000 imagery samples
from the dataset. Then, we used a bin-search-based image caption generation model [75]
to generate five more descriptions for each image. The pretrained weights of the caption-
generation model from the authors were used in this study directly. Our simulated social
media post dataset contains 10,000 images and 100,000 captions, with 50,000 from the
original MS COCQO2017 dataset and 50,000 generated by us. Then, we used the original MS
COCO2017 descriptions as human-written samples and those generated by us as neural
text. The dataset was divided into the train, val, and test sub-sets on the image level with a
ratio of 70:15:15, respectively.

4.2. Models and Training Setup

Three neural text-detection models are compared in this study, namely: (1) RoBERTa-
Base, (2) RoBERTa-Finetune, and (3) RoBERTa-RR.

*  RoBERTa-Base: The RoBERTa-based detector was originally released by OpenAl We
used the model as-is and used the author-related weights.

¢  RoBERTa-Finetune: A finetuned RoBERTa-based detector using our training set. All
the embedding layers were frozen during the training. We only optimized the classifier
as part of the model. No mutation operators were applied during the training.

*  RoBERTa-RR: Another finetuned RoBERTa-based detector that followed the same
setup of the RoBERTa-Finetune model but was trained using the RR-training strategy.

The RobertaForSequenceClassification model (i.e., roberta-large) provided by
HuggingFace [76] was used as the architecture of the RoBERTa-based detector. The Ope-
nAl pretrained weights (https:/ /openaipublic.azureedge.net/gpt-2/detector-models/v1
/detector-large.pt (accessed on 8 October 2022)) were used for RoBERTa-Base and were
used to initialize the RoBERTa-Finetune and RoBERTa-RR models. All the experiments
were conducted using an Nvidia A100 GPU card. Both finetuned models were trained for
50 epochs using our train set. The best checkpoint was selected based on the evaluation
performed on the val set. The test set was applied for the final evaluation. We padded each
input to have a maximum length of 50. The AdamW [77] optimizer with a learning rate of
1 x 1074, a batch size of 512, and the cross-entropy loss was used during the training.

4.3. Mutation Operators and Adversarial Attacks

We developed nine sets of mutation operators using the character- and word-level
operator introduced in Section 3.1.1, including six sets of character-level operators and
three sets of word-level operators. The output text from the nine sets of operators was then
used as adversarial samples to attack the three models. In total, up to 2355 operators were
derived from the nine sets and were used in this study.

The character-level operators were categorized into two groups: (1) pc(w;, a, «) and
(2) pe(wj, e, €). Each group contained three sets of mutation operators: the set of articles,
the set of adjectives, and the set of adverbs. The operators of articles focused on the three
articles—a; an; the. The operators of adjectives focused on 527 common adjectives provided
by the Missouri Baptist University (MBU) Academic Success Center (https://www.mobap.
edu/wp-content/uploads/2013/01/list_of_adjectives.pdf (accessed on 8 October 2022)).
The operators of adverbs focused on 255 common adverbs also provided by MBU (https:
/ /www.mobap.edu/wp-content/uploads/2013/01/list_of_adverbs.pdf (accessed on 8
October 2022)). In total, the experiment involved six sets of character-level mutation
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operators, with up to 1570 operators (i.e., 3 articles + 527 adjectives + 255 adverbs, each
word has up to two character-level mutations).

The word-level mutation operators were applied by replacing certain words with
empty strings, py (w, w;, ""). Following the setup of the character-level mutation operators,
the w; used in py, was also selected from the three types of words—articles, adjectives, and
adverbs. The same word lists were used to build the word-level operators.

5. Results and Analysis
5.1. Evaluating Robustness with pAttacking

Seven binary classification tasks were used to evaluate the robustness of the pretrained
neural text detector, RoBERTa-Base, on our test set, namely human text vs. neural text
and human text vs. neural text w/ different mutations. We combined the two character-
level mutation groups (i.e., jc(wj, a, &) and pc(w;, e, €)) in reporting the performance and
reducing the total sets of mutations to six, namely, (1) word-level mutation of articles,
(2) word-level mutation of adjectives, (3) word-level mutation of adverbs, (4) character-
level mutation of articles, (5) character-level mutation of adjectives, (6) and character-level
mutation of adverbs. Note that the number of mutation operators was not changed.

We tested the RoBERTa-Base model using the original test set and the test set with six
sets of mutations applied to the neural text. Ideally, the performance on the mutated text
should be similar to those without mutations if a model is robust enough. Table 1 exhibits
the detailed performance for the test cases. We evaluated the performance using the area
under the receiver operating characteristic curve (denoted as AUC) and accuracy (denoted
as ACC). The performance of AUC is also summarized in Figure 3a, and the performance
of ACC compared with other models is shown in Figure 3b.

In the table and figure, we used H to indicate human-written text, M to indicate neural
text (i.e., machine-generated text), and the subscripts to indicate the type of mutation
operators. The first letter in the subscript, i.e., m, indicates that the result is for mutation; the
second letter in the subscript indicates the level of the mutation operator, either word-level
(denoted as w) or character-level (denoted as c); and the third letter in the subscript indicates
the types of words that the mutation operator is applied on, such as r for articles, j for
adjectives, and d for adverbs. For instance, H vs. M means Human-Written Text vs. Neural
Text,H vs. Mpyyr means human-written text vs. neural text mutations with the word-Level
mutation operators of articles (i.e., the world-level mutation operators were applied to
the articles), and H vs. Mpcq means human-written text vs. neural text mutations w/the
character-level mutation operators of adjectives.

The results revealed that the RoBERTa-Base model is not robust enough to handle the
mutated text. For instance, when applying the model on the original test set (i.e., for H
vs. M), the model achieves a 0.6381 AUC and 58.92% accuracy. However, the performance
reduced significantly when applying the model on the test set with mutated neural text
(i.e., the last six columns in Table 1), with the lowest AUC of 0.0676 and ACC of 33.38%.

The results also illustrated that the RoBERTa-Base model is extremely vulnerable to
mutation operators for removing words that lead us to analyze our dataset statistically. We
found that human-written text is ~100 times more likely to be missing articles (i.e., a, an,
the) than neural text. Our analysis shows that approximately ~4% of human-written text
does not have a single article in the sentence. However, the same number for neural text is
only 0.04%, which is only 99% less than human-written text.

Table 1. Detailed performance of RoBERTa-Base in different classification cases.

Metric Hvs. M H vs. Mmwr H vs. Mpwj H vs. Mihwd H vs. Mmer H vs. Mpj H vs. Mjcd
AUC 0.6381 0.2488 0.3695 0.2591 0.0676 0.0676 0.0714
ACC 0.5892 0.3504 0.4460 0.3892 0.3338 0.4213 0.3686
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Figure 3. (a) The area under the receiver operating characteristic curve for RoBERTa-Base different
classification cases for in-distribution data. (b) The accuracy of RoBERTa-Base, RoBERTa-Finetune,
and RoBERTa-RR in different cases. The absolute accuracy values of each bar are reported in
Tables 1 and 2.

5.2. Improving Robustness Using RR-Training

Inspired by the model evaluation result of using yAttacking in Section 5.1, we pro-
posed RR-training to improve the neural text detector robustness. We conducted several
experiments to evaluate and demonstrate the effectiveness of this training method. First,
we compared the finetuning model performance produced with and without RR-training—
RoBERTa-Finetune and RoBERTa-RR, respectively (Section 5.2.1). Then, we applied the
pretrained RR-training model on out-of-distribution data (Section 5.2.2). After that, we
compared RR-training with dropout (Section 5.2.3). Finally, we evaluated the effective
percentage of words removed from the text (Section 5.2.4).

5.2.1. In-Distribution Data

To show the advantage of the RR-training, we first finetuned two models from
RoBERTa-Base using our training set. The two models were RoBERTa-Finetune and
RoBERTa-RR, finetuned with and without RR-training, respectively. Then, the same binary
classification tasks, introduced in Section 5.1, were evaluated on our test set in this section.
Table 2 shows the detailed performance of the RoBERTa-Finetune and RoBERTa-RR over
the seven binary classification tasks. The best performance amount the two models are
highlight in bold text. The performance is also summarized in Figures 3b and 4. The results
reveal that RoBERTa-Finetune and RoBERTa-RR are significantly better than RoBERTa-Base.
The RoBERTa-RR performs substantially better on 11 out of 14 evaluation results, with up
to an 11.33% improvement on AUC and up to a 12.05% improvement on ACC.

Table 2. Detailed performance of RoBERTa-Finetune and RoBERTa-RR in different classification cases.

Metric

Model

Hvs. M H vs. Mpwr H vs. Mpwj H vs. Mpwd H vs. Mpcr H vs. My H vs. Mcd

AUC

Finetune
RR

0.7227
0.7168

0.7855
0.8124

0.8216
0.8476

0.8140
0.8395

0.6788
0.7557

0.6788
0.7557

0.6363
0.6842

ACC

Finetune
RR

0.6794
0.6625

0.7295
0.7609

0.7436
0.7714

0.7384
0.7678

0.6283
0.7046

0.6646
0.6135

0.5818
0.6465
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Figure 4. The area under the receiver operating characteristic curve for RoBERTa-Finetune and
RoBERTa-RR in different classification cases for in-distribution data.

Although the RoBERTa-Finetune worked better on the original test set (i.e., without
mutations), the RoOBERTa-RR shows its strength in mutation cases. With RR-training, the
model performance on separating human-written text and neural text with word-level
mutations is improved by an average of 10.12% on AUC and 4.80% on ACC. The model
also significantly improves the classification performance of character-level mutations with
an average of 3.24% on AUC and a 4.01% on ACC. In general, RoBERTa-RR is 6.43% and
4.37% better than RoBERTa-Finetune on AUC and ACC, respectively. This experiment
shows that RR-training can improve the model robustness effectively.

5.2.2. Out-of-Distribution Data

To further evaluate the robustness of the proposed RR-training strategy and the model
transferability, we also conducted an experiment that assessed the pretrained RoBERTa-RR
on an out-of-distribution (OOD) dataset. The OOD dataset was generated using [78] by
passing the images of our testing set to the neural text generation model.

Figure 5 shows the AUC of RoBERTa-RR on the seven binary classification tasks, demon-
strating that the RoBERTa-RR model produces similar performance to the in-distribution data
with an average of 6% degrade on character-level mutations and 10.45% degraded word-level
mutations. We believe this is an acceptable performance since the two datasets significantly
differ from each other. We only present the evaluation result on AUC in this section because
the accuracy also shows the same trend.

5.2.3. Comparing with Dropout

Since RR-training may be considered as the input-level dropout, we also compared RR-
training with dropout. Figure 6a shows the RoBERTa-Base with a dropout layer randomly
dropping 30% neurons during the training. Figure 6b shows the AUC curves of the
RoBERTa-RR model with m = 0.3 (i.e., random removal of up to 30% of words in the
sentence). The figures indicate that with the same spontaneous removal rate, the proposed
RR-training generates substantially better than dropout. Figure 6¢ shows that when adding
the same dropout layer (with 30% of random dropping) to the same RoBERTa-RR (m = 0.3),
the model performance is reduced significantly. We believe this is caused by the piling
up of randomness. Adding 30% neuron dropping and 30% input-level dropping might
roughly translate to up to 90% random dropping, which introduces too much uncertainty
during the training.



Electronics 2023, 12, 1948

12 of 17

1.0 ~
s
-
~
L
;
L,
0.8 L,
L
-
”
%
2
506 7
o
2
5
2 .
o ”
Y04 S —— HvsM=0.81
= -~
o H vs Mmwr = 0.78
,/' —— Hvs Mmwj = 0.78
,," —— Hvs Mmwd = 0.79
0.2 I,’ —— Hvs Mmcr = 0.70
’/ —— Hvs Mmcj = 0.70
77 Hvs Mmcd = 0.57
--- Random
0.0
0.0 0.2 0.4 0.6 0.8 1.0

False Positive Rate
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distribution data.

5.2.4. Effective of Random Removing Ratio

A hyperparameter m (i.e., the random removal ratio) needs to be selected to use the
proposed RR-training. This section shows the effect of different m values. We trained eight
different RoBERTa-RR models with m = {0.1,0.2,0.3,...0.7,0.8} using our training set.
We then tested each model using our testing set. Figure 7 illustrates the AUC curves of

different m values.

The figure shows that RR-training is not very sensitive to the m value, especially
when m is small (i.e., m < 0.4). With a larger m, more uncertainty will be introduced to
the model during training. The model performance will be degraded if m is large, e.g.,
m > 0.5. However, when m is too small, RR-training might not be able to introduce
enough uncertainty during the training, which also leads to non-optimal performance
(e.g., m = 0.1). Similar to many other hyperparameters used for neural networks, such
as learning rate and dropout ratio for dropout, a sweet spot needs to be found to obtain
optimal performance. In general, we suggest using a m value between 0.2 and 0.4. In this

study, we set m = 0.3.
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Figure 6. The area under the receiver operating characteristic curve for RoBERTa-Base, RoBERTa-RR
without random dropout and RoBERTa-RR with 30% random dropout (i.e., dropout = 0.3).
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Figure 7. Effect of random removal ratio (i.e., m) for RR-training.

6. Discussion, Conclusions, and Future Directions

Due to the progress of advanced neural network techniques, language models may
produce human-like text that benefits society from various aspects. However, there is also a
risk that such advanced intelligent techniques may be used by malicious actors for nefarious
activities, such as information operations on a large scale, from spreading misinformation
to targeting specific groups for political agenda. A robust detector that can separate neural
text from human-written text is the first step to defending against such newly emerged
Al-powered cyber threats. Unfortunately, how researchers may systematically evaluate
the robustness of a neural text detector is still being determined in the literature. Thus,
we propose the pAttacking, a mutation-based framework that evaluates the robustness
of neural text detectors through adversarial attacking. With pAttacking, researchers can
generate textual test cases in a well-controlled and close-ended environment. The precise
test cases provide a systematic evaluation of the robustness of language analysis models.

In this study, we used puAttacking to evaluate the state-of-the-art RoBERTa-based
detector for separating human-written text from machine-generated text. The results
show that the detector has significant flaws. The insightful evaluation results lead us to
a statistical analysis and finds that human-written text is 100 times more likely to miss
articles in sentences than neural text. Based on this finding, we proposed RR-training to
significantly improve the model robustness. However, we also believe that the robustness
issue of neural text detectors should be better addressed at the feature level.

Tokenization or word embedding is the essential step that feeds natural language text
to a neural network model. The input-level changes generated by the mutation operators
of uAttacking cause changes in the tokenization stage, leading the word to have a different
embedding vector. In addition, the contextual embedding characteristics of RoBERTa may
make this vector change more dramatic since contextual embedding generates different
embeddings of the same word based on the context. Thus, when feeding the adversarial
samples into the RoBERTa-based detector, contextual embedding layers also produce
different embeddings of the non-changed words. In this case, the distance between the
original and adversarial samples may increase even more in the feature spaces. Thus, one
future direction of this work is reducing the feature space differences between the original
and adversarial samples. Some potentially useful methods might include using contrastive
learning and siamese network [79,80] and dynamic feature alignment [81,82].
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In conclusion, we proposed the pAttacking, a mutation-based evaluation framework
that produces close-ended, precise textual test cases for evaluating language-analysis
models that take text sequences as input. We demonstrated the framework for evaluating
the neural text detector. The results showed that the detector is extremely vulnerable
to simple adversarial attacks, and they lead to an insightful analysis of the flaws, which
inspired us to propose RR-training for improving the robustness of the language-analysis
model. The proposed method is a general-purpose method that is not limited to any specific
application domain. The puAttacking can be used in evaluating the robustness of any
downstream applications that take text sequences as input, such as ChatBot detection [58],
SQL injection detection [83], and software debugging [84]. In addition, researchers may
also design their mutation operators that better fit their specific tasks under our framework,
making the proposed method more flexible and applicable to various models. We believe
that the proposed pAttacking and RR-training will be useful for those seeking systematic
and insightful analysis of language models, as well as developing robustness language
analysis models.
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