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Abstract: Flood warning and response systems are essential components of risk reduction strate-
gies with the potential to reduce loss of life and impact on personal assets. However, recent flood
incidents have caused significant loss of human lives due to failures in current flood warning and
response mechanisms. These failures are broadly related to policies concerning, and governance
aspects within, warning generation, the behaviour of communities in responding to early warnings,
and weaknesses in associated tools and technologies used in communicating early warnings and
responding. Capturing critical failure factors affecting flood warning and response systems can
provide opportunities for making corrective measures and for developing a more advanced and
futuristic system for early flood warnings. This paper reports the findings of a structured review
that was conducted to identify critical failure factors in flood early warning and response systems.
This study found twenty-four critical failure factors (CFFs). The interpretive structural modelling
(ISM) approach conducted in this study resulted in identifying four different types of failure factors
(autonomous, dependent, linkage, and independent) with varying dependence and driving powers.
Analysis shows that governance, leadership, finance, standard operating procedures (SoP), and
community engagement are the most dominating factors with the highest driving factor, which
can overcome other dependent factors. The outcome of this review could be helpful for policymak-
ers and practitioners in overcoming failure factors and implementing effective early warning and
response systems.

Keywords: flood warning system (FWS); flood early warning and response system (FEWRS); critical
failure factors; interpretive structural modelling; flood response

1. Introduction

According to the Centre for Research on the Epidemiology of Disasters (CRED) and
the United Nations Office for Disaster Risk Reduction (UNDRR), floods account for approx-
imately 45% of people affected by disasters globally for the period from 1998–2017. The
frequency and intensity of floods have been increasing due to climate change over the last
few decades [1], and this trend is expected to worsen, as reported by the Intergovernmental
Panel on Climate Change (IPCC), a body of the United Nations. Moreover, population
growth and unplanned development are also increasing the exposure of communities and
infrastructure to disasters, mostly in developing countries [2,3]. Therefore, government
agencies need to focus on building resilience measures to create safer environments for
citizens against increasing hazards such as floods. As stated in [4], government agencies
should focus on building the anticipative capacity (mitigation, adaptation, preparedness,
awareness), the absorptive capacity (vulnerability reduction, early warning systems, re-
sponse, social structures), and the restorative capacity (damage assessment, economics
for restoration, business continuity plans) of their urban and rural environments to build
resilience against disasters.
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In this context, early warning and response systems play a substantial role in building
absorptive capacity and reducing the impact of a hazard on the community [5]. In [6], the
authors suggest that the death toll could be reduced by implementing an effective warning
system. The Sendai Framework for Disaster Risk Reduction 2015–2030, the global agenda
in Disaster Risk Reduction (DRR), emphasises the need for substantially increasing the
availability of and accessibility to multi-hazard early warning systems by 2030 [7].

According to the UN, an early warning system is defined as “an integrated system
of hazard monitoring, forecasting, communication and preparedness activities, systems
and processes that enable individuals, communities, government business and others
to take timely action to reduce disaster risks in advance of hazardous events” [8]. In
November 2022, the United Nations Secretary-General formally inaugurated the “Early
Warning for All” as a five-year programme to ensure that everyone on Earth is protected
by early warning and dissemination systems [9]. Even though an effective flood early
warning and response system (FEWRS) is considered an essential tool for effective flood risk
management and emergency response, no single operational solution has been developed
and implemented that is applicable universally [10].

An end-to-end, people-centred warning system should comprise elements such as
(i) risk knowledge, (ii) a monitoring and warning service, (iii) communication and dissemi-
nation, and (iv) an emergency response capacity [11]. These components must be associated
with the appropriate legal and policy framework, institutional coordination, appropriate
funding and resource allocation, continuous monitoring and feedback mechanisms, and
up-to-date tools and technologies [12]. In [5], the authors suggest that not only political
commitments and institutional capacities are important, but also public awareness and
participation by the public are essential to sustain an early warning system in the long run.

Flood incidents in the recent past have proved that both developing and developed
nations are equally facing unexpected damages and losses due to the inadequacy of the
linkage between the warning providers and responders. Flood events in Germany in June
2021 [13,14], Pakistan in 2022 [15,16], and New York in 2021 [17,18] are some examples of
the numerous failures of early warning systems in the recent past. Such situations call
for researchers to investigate the connectivity between the failures of FEWRS and their
root causes.

Parker and Fordham [19] have studied several flood warning systems in the European
Union, with reference to key river basins in the United Kingdom, Germany, France, Portu-
gal, and The Netherlands, and have suggested 14 criteria to evaluate the effectiveness of
FEWRS and proposed a “staged development model” with five stages of development from
rudimentary (level 1) to advanced (level 5). The criteria highlighted in their study include
the philosophy used for flood warning, the tools and technologies utilised, the geographical
coverage of the warning, dissemination methods, legal support, governance approach, and
public awareness. For example, countries with rudimentary warning systems have blanket
warnings, while targeted warning systems are typically implemented in countries with
advanced warning systems. However, the above study does not reveal the critical failures
of the FEWRS.

In [20,21], the state-of-the-art of FEWRS has been evaluated from 53 countries through
primary data collection. This research has identified numerous challenges encountered
by FEWRS; these can be broadly classified into four categories: technical, institutional,
financial, and social. Some of the technical challenges identified in this research are the lack
of availability and accessibility of data, the lack of technical expertise in flood forecasting,
and inadequate hydrological coverage. Furthermore, financial commitment to maintaining
existing systems, modernisation, and the recruiting and training of staff with knowledge of
state-of-the-art technologies have also been identified as challenges hindering the effective-
ness of FEWRS. Lack of coordination among the institutes that are involved in warning
generation and early responder agencies is highlighted as one of the key institutional
challenges. Most importantly, social challenges are critical and such systems have no
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value unless they provide timely and effective warning and the community at risk acts
appropriately [12].

In [22], the authors have put forward the 16 most influential factors from 66 factors
that affect the success of FEWRS by reviewing 40 papers, namely: system quality, infor-
mation quality, user satisfaction, service quality, use, perceived usefulness, intention to
use, net benefits, perceived ease of use, compatibility, user experience, relative advantage,
complexity, perceived risks, educational quality, and confirmation. The same authors [17],
from separate research, suggest that the DeLeone and McLean (D&M) model is suitable
for assessing the effectiveness of FEWRS. The research findings from [17] suggest broader
influential factors for “information systems” but not specifically for flood warning systems
and, therefore, do not offer a clear understanding of the failure factors of FEWRS. In addi-
tion to the above studies, various authors [23–25] have also touched on numerous aspects
of flood warning and response systems. In [24], the authors argue that facts such as com-
prehensiveness, realism, reliability, accuracy, and timeliness play a critical role in making
a flood warning system successful. In [25], a study from Pakistan, the authors suggest that
a lack of resources to keep an early warning (EW) system operational, community trust,
and guidelines for warning dissemination are critical to making such systems successful.

The aforementioned studies have identified certain elements in the failures of flood
warning and response systems. However, up until the present time, there is no comprehen-
sive literature survey that has been conducted to investigate the failures of flood warning
systems and their root causes. To fill this gap, this paper aims to conduct a comprehensive
literature review to identify common gaps, barriers, and challenges that impact the effec-
tiveness of FEWRS and to identify their inter-relationships and influences by employing
interpretive structural modelling (ISM). The remainder of this paper is organised as follows:
Section 2 discusses the research method adopted; Section 3 provides the review results;
Section 4 presents the discussion and, finally, Section 5 provides the conclusion.

2. Research Method

The key objective of this study was to identify the critical failure factors (CFFs) affecting
FEWRS and to build the inter-relationships within these factors. A structured literature
review has identified these factors, and the inter-relationships of these CFFs have been
constructed using interpretive structural modelling (ISM). The methodology is illustrated
in Figure 1.
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2.1. Identification of the Critical Failure Factors

A literature review was conducted to answer the research question: “What are the
gaps, barriers and challenges that impact upon the effectiveness of Flood Early Warning
and Response Systems?”. The review methodology developed by Webster and Watson
(2002) was used to identify the published key research contributions. The keywords “gaps”,
“barriers”, “challenges”, “limitation”, and “issues” were used to define the scope of the
search, and the keywords “flood early warning” “flood response”, “flood forecasting”,
“FFWRS” (flood forecasting and warning systems), “FEWRS” (Flood early warning and
response systems), “flood response*” were used to define the context of flood warning and
response. The generic string used for the search was as follows:

(“gaps” OR “barriers” OR “challenges” OR “issues” OR “limitation” OR “effective-
ness”) AND (“flood warning” OR “flood early warning” OR “Flood EW” OR “flood
response” OR “flood forecasting” OR “FFWRS” OR “FEWRS” OR “flood response*”).

This generic string was used to search for relevant research articles in the Scopus,
Web of Science, and Google Scholar databases. A title search was employed to extract
the most pertinent papers and to limit the number of results to a manageable level. The
search was limited to journal articles, conference papers, and book chapters published
from 1970 onwards, which were written in English. The initial search found 77 research
articles from all three databases. After the removal of duplication and subsequent title and
abstract screening, the total number of selected papers was reduced to 47. After reviewing
the full text of these publications, twenty-seven (27) research articles, which provided
clear evidence of barriers, challenges, and issues related to operationalising FEWRS, were
selected for the final review. In terms of the year of publication, most of the articles were
found in the period between 2015 and 2021. All 27 papers were examined, analysed, and
synthesised to extract the critical failure factors of FEWRS.

2.2. Interpretive Structural Modelling (ISM)

Interpretive Structural Modelling (ISM), a well-established methodology, was con-
ducted to build the relationship [26] between the failure factors identified in this review.
ISM has been extensively used by researchers to understand the inter-relationships of
various elements. A review study by [27] shows exponential growth in similar studies and
that over 200 research articles incorporating ISM have been published annually since 2018.
Some of the popular studies are in the fields of information systems [28], green supply
chain management [29], health care [30], and solid waste management [31]. Therefore,
identifying the interrelationship and inter-dependencies of CFFs is helpful in collectively
understanding the complexity of a particular problem from a broader scale. It also provides
an understanding of the most influential factors that cause a problem.

Initially, the structured self-interaction matrix (SSIM) was developed using pairwise
comparisons of each variable to generate a reachability matrix (RM). The pairwise com-
parison was performed via consultation with five experts (two from academia, two from
the United Nations, and one from the World Bank). The majority vote for each pair was
considered to construct the reachability matrix (RM). Following these steps, the transitivity
of these reachability matrices was checked, and a final reachability matrix was derived.
Finally, level portioning was applied to obtain the final matrix model. The details of the
ISM process are further elaborated upon in the results section.

3. Results

The structured literature survey revealed 24 critical failure factors that constrain the
effective implementation of FEWRS. Based on the nature of their origin, these factors
are demarcated into three categories: (i) factors that belong to authorities who generate
forecasts and operate the warning systems (generation end), (ii) factors that belong to the
warning receivers/users (receiver end) and, finally, (iii) factors associated with enabling
tools and technology. Therefore, based on the above classification, the CFFs are broadly
categorised into (i) institutional, (ii) social, and (iii) technical. Furthermore, these factors
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have also been mapped with the phases of the flood early warning and response process,
which further shows their relationship with the warning stage (Table 1). Section 3.1,
Section 3.2, Section 3.3 further describe the results based on the above classification.

Table 1. The key barriers and challenges in Flood Early Warning and Response Systems (FEWRS).

Critical Failure Factors

The Stages of the FEWR Process

SourcesRisk
Knowledge

Monitoring
and Warning

Service

Communication
and

Dissemination
Emergency
Response

Institutional

Weak institutional governance,
coordination, and custodianships x x x x [10,20,21,25,32–34]

Lack of funding to operationalise,
modernise, and maintain FEWRS x x x x [20,21,32,34–37]

Data sharing and data
governance issues x x x x [20,21,32,34,35,38]

Lack of skilled human resources for
data analysis, modelling,

and forecasting
x x [20,21,34]

Lack of political will and
institutional leadership x x x x [21,34,36]

Inadequate local-level preparedness
for response x [12,21,36]

Lack of knowledge and awareness of
key stakeholders x x x x [32,36]

Lack of access to warnings and less
warning coverage x [21,24,39]

Issues with physical protection of
sensors/IoT installed x [35,37]

Lack of inclusion of community and
vulnerable groups in planning and

decision making
x x x x [36]

Technical

Lack of understanding of the risk and
unavailability of risk
information/maps

x x x x [12,25,32,34,38,40]

Data/information errors x x [10,20,21,34,37,41,42]

Issues with flood forecast modelling
accuracies and techniques x [20,21,25,35,43]

Inadequate flood warning lead time
and inefficiencies in warning
generation and dissemination

x x x x [23,38–40,43–45]

Issues with communication and
dissemination systems x x [12,20,21,32,34,35,39]

Unavailability of SoPs (standard
operating procedures), systems, and

plans for better warning and response
x x x [12,20,34,38]

Lack of appropriateness, completeness,
and understanding of warning

messages and
dissemination in-efficiencies

x [12,21,24,25,34,35,38,
39,45]

Limited computing capacity x [32,34,35]

Social

Lack of public awareness or ability to
understand the warning x [10,12,20,21,25,34,35,

38–40,46,47]

Lack of trust and credibility in the
warning system x x [12,25,36,37,48]
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Table 1. Cont.

Critical Failure Factors

The Stages of the FEWR Process

SourcesRisk
Knowledge

Monitoring
and Warning

Service

Communication
and

Dissemination
Emergency
Response

Lack of public interest and culture
of neglect x [21,24,25,36,46]

Lack of community understanding
of risk x [12,21,35,40]

Lack or neglect of
community participation x [12,21,25,36]

Lack of community capacities in the
reception of warning x x [21,39]

3.1. Institutional Factors

The CFFs of institutional and governance origin which adversely affect the FEWRS
are discussed in this section. According to Table 1, 10 of the 24 CFFs identified in this
review are categorised under the institutional category, which plays a vital role in im-
plementing FEWRS. Among these factors, weak institutional governance; coordination
and custodianships [10,20,21,25,32–34]; a lack of political will and institutional leader-
ship [21,36]; deficiency of funding to operationalise, modernise, and maintain FEWRS and
obtain qualified human resources [20,21,32,34–37]; a lack of knowledge and awareness
of key stakeholders [32,36]; and data sharing and data governance issues [20,32,34] are
highlighted in the literature. Most of these factors affect all four stages of the flood warning
and response process, as shown in Table 1.

Researchers have asserted that poor inter-agency coordination and
communication [20,21,25,32,33] and weak governance in the implementation of
systems [10,34] primarily affect the effectiveness of FEWRS. For example, poor coordi-
nation between flood management authorities and urban planning organisations [32] and
between technical institutes that generate warnings and municipal authorities [20] are
highlighted by several researchers. Findings from the review in [36] indicate that a weak
relationship between warning producers and consumers affects warning dissemination and
follow-up response activities. In [25], an example from Pakistan showed that no custodian
was available for flood warnings at the local level. The research mentioned above supports
the argument that inter-organisational coordination, communication, and governance are
among the most critical factors which affect the proper functioning of FEWRS.

Similarly, a lack of political will and organisational leadership and political/leadership
commitment are also crucial factors that adversely affect all four stages of the flood warning
and response process [21,36]. Du Plessis [49] argues that the proper function of FEWRS
may fail due to a lack of institutional leadership and commitment.

The deficiency of funds for establishing and maintaining FEWRS is another critical
challenge faced mainly by developing nations, as indicated in many studies [20,21,32,34–37].
These include establishing and maintaining hydrometeorological observation networks
(rain and river gauge stations), data assimilation systems, and computer processing ca-
pacity [20,34]. Limited funding for maintaining systems may lead to the discontinuation
of system operations [34]. Almordie et al. [32] emphasise that data collection from gauge
stations usually stops due to a lack of maintenance of such systems after the termination of
foreign-funded projects.

A lack of qualified and experienced human resources capable of flood forecasting,
modelling, and risk analysis is experienced by most developing countries [20,21,34]. A lack
of adequate funds and a lack of the acquisition of experts and their capacity building is
a significant challenge to the proper functioning of FEWRS.

Availability and accessibility to data and information are reported by many
researchers [20,21,32,34,35,37,38]. The lack of current and archived data for risk analy-
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sis, forecasting, and early warning generation seriously affects the warning and response
processes [34]. A deficiency in the appropriate funding to modernise hydrometeorologi-
cal observation networks [20] and preserve maintenance [32] are the main root cause of
the unavailability of data on most river basins in developing countries. The absence of
data governing mechanisms also leads to inefficiencies in sharing data in implementing
FEWRS [32]. In [21,34,35,37], researchers have emphasised that a lack of policies and in-
stitutional interventions also prevents the availability of historical hydrologic time series
data, which will affect the understanding of risk, risk modelling, and model calibration.

The physical protection of hydrometeorological observation networks and other fa-
cilities at remote locations also affects the proper implementation of FEWRS. In [37], re-
searchers report that weathering, equipment decay, neglect, the collapse of infrastructure,
robbery, and vandalism are reported as specific factors that affect implementation and utili-
sation. In [35], the authors state that the physical security of sensor networks is challenging
as sensor instruments were vandalised in most cases. In some instances, components of
gauge stations may short circuit, and telemetry systems could fail due to the submerging
of these stations by high floods [50].

Lack of access to warnings due to poor broadcast and mobile service coverage (from
the recipient’s perspective) is identified in many studies. Remote locations with limited
broadcast services and mobile signals lead to accessibility issues [39]. Inefficiencies in
warning dissemination and a lack of coverage lead to delays or to not receiving the warning
at all by certain local communities [39]. Owen and Wendell [24] confirm these findings and
suggest that a flood warning received too late has little or no value.

At a local level, the lack of inclusion of communities and vulnerable groups in response
planning and decision-making, inadequate local-level preparedness for response, and the
lack of knowledge and awareness of key stakeholders and communities are the other
main factors that affect the effectiveness of flood warnings. Perera et al. [21] highlight
that the lack of participation by the community in response planning would inevitably
mean a poor adoption of a response plan for localised needs. Excluding minority groups
without respecting Gender Equality and Social Inclusion (GESI) in preparedness activities
will decrease their interest, resulting in a lack of ownership, leading to less participation in
the response [36].

Inadequate local-level preparedness for a response is also key to the failure of FEWRS.
The absence of evacuation locations and routes [12], limited and irregular drills and simula-
tions [12,21], the absence of local-level emergency operation centres [12], a lack of sufficient
resources for response [21], and the nonexistence of tailor-made contingency plans [21] are
considered as some of the root causes for the failure of FEWRS.

It is evident that the factors of poor risk knowledge and the awareness of the participat-
ing community and stakeholder agencies also critically affect the success of the FEWRS [34].
Research studies state that a poor understanding of risk reduction practices [36] and the lack
of knowledge on flood preparedness among stakeholder agencies [32] are prominent. Even
though DRR policies are available, they are not well executed at the grassroots level [36].
As a result, when a community receives a warning, many of them fail to understand the
warning context [36].

3.2. Technical Factors

The CFFs that have more technical origins are classified in this section. The study
identified eight key technical barriers that adversely affect the implementation of FEWRS.

As per the UNDRR framework, risk understanding provides one of the four pillars of
the flood warning and response system. From the technical point of view, poor risk under-
standing is a challenge in implementing FEWRS [12,25,32,38,40]. The lack of flood (hazard)
maps [32,38], the unavailability of evacuation maps [12], the lack of risk maps [12,25,32],
inaccuracies in hazard and vulnerability models [40], and the lack of understanding of the
cascading effect [32] are the key causal factors in relation to the appreciation of the level
of risk in a local context. Even when hazard and risk assessments have been conducted,



Geosciences 2023, 13, 137 8 of 20

their coverage is often only limited to certain districts [32]. On the other hand, a finer reso-
lution of hazard and risk assessment is frequently not achievable due to limited computing
capacity and the scarcity of data [32].

Data unavailability and poor data quality due to technical issues have been high-
lighted by several researchers [10,20,21,37,41,42]. One of the most highlighted issues is
obtaining good-quality terrain data, which is essential for hydrological modelling [21].
In [37], the authors report on the limitation in acquiring accurate digital elevation data
(DEM) from aerial photography and LiDAR surveys due to the dense forest canopy. Land
use, population distribution, and soil moisture data are either not available or not updated
regularly [20,37]. Manual data collection and manual data transfer is a key technical chal-
lenge that substantially reduces flood warning and response efficiencies in most developing
countries [21]. The lack of continuous measurement of rainfall [10,41], river flow [41], and
measurement accuracies [42] are also key factors that substantially reduce the quality of
flood forecast, warning, and response systems. In [42], the authors also indicate that gauge
data is sometimes not available due to the interruption of data acquisition and transmission
due to flood impacts. In [51], the authors report that the rating curves for computing
discharge as a function of river levels are less reliable during floods.

In flood forecasting, a long lead time is essential to reduce flood risk as it provides ade-
quate time for flood warning and emergency response. Many studies have reported a short
lead time (the time delay between a flood warning and flood onset) as a key challenge in
FEWRS [23,38–40,43–45,48]. Parker et al. [39] suggest that an improved lead time can lower
the death rate and property damage [39]. In [23], a study from Toowoomba, Queensland,
Australia, suggests that a lead time of two and a quarter hours would be sufficient for the
local community to relocate to safe places. According to a research study in Britain [48],
whether two and a quarter hours of lead time is sufficient in a flash flood situation is
doubtful, and therefore, further research is recommended. Drobot and Parker [40] indicate
that lead time in flood warnings is always less than 24 h or even less in a flash flooding
context. However, they observe that weather, radar, and quantitative rainfall measurement
could improve the lead time. In [29], the authors also argue that a combination of auto-
mated gauge stations, meteorological forecasting, and flood forecasting will potentially
improve the lead time. Cawood et al. [45] argue that the lead time and the time to reach
the peak were used for flood forecasting several decades ago, and nowadays, these are
often considered insufficient. Instead, the authors suggest that such flood forecasts could
incorporate potential damage information for the community to understand the flood
impact easily [45].

Numerical models play a significant role in successful FEWRS as such models are
used to forecast the amount of rainfall, water flow, and flood arrival time [25]. Early
warning systems can be much more effective if these models can credibly simulate the
water flows. In most developing countries, model outputs are not accurate enough to
provide reliable forecasts due to a lack of good-quality hydrological data [20]. The increased
complexities of 2D/3D models that require high-quality elevation data, expert knowledge,
and computational capacity are some of the challenges [21]. The lack of suitable model input
data [21] and computational capacities [35] are significant problems in developing countries.

Many researchers have observed the inadequacy of data communication among gauge
stations to nodal agencies, inter-agency communication, and early warning communication
from authorities to the community level [12,20,21,32,34,35,39]. Dutta and Basnayake [12]
point out that a critical gap exists in early warning message dissemination, especially from
the national to the local level and the last mile connectivity, from a study of early warning
systems in Southeast Asia. A global survey of 53 countries shows that 50% of responding
countries have deficient technology with regard to gauges and data-transferring instru-
ments [20]. Meanwhile, a lack of standards in terminology, protocols, and dissemination
standards affects the quality of the warning message [21]. Irregularities in the geographical
coverage of a warning system also affect the uniformity of the warning dissemination in
the last mile [39].
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A lack of completeness, appropriateness, and understanding of a warning message at
the local level affects the effectiveness of FEWRS. A clear gap has been observed between
a warning message that is disseminated and the level of understanding of such a warn-
ing [34]. In [35], Basha and Rus (2007) propose that warning messages be disseminated in
an understandable form. Misinformation and a lack of clarity [39], erroneous warning mes-
sages [24], credibility and impact of delivery [24], and appropriateness of the message [38]
are some of the key issues identified by various researchers. Message dissemination inef-
ficiencies [24,38] and inadequate warning coverage of at-risk communities [38] are other
issues highlighted in the literature. In [35], Basha and Rus (2007) propose that a proper
warning should have (i) an understanding of the effect of the event, (ii) a timeline of the
progression, and (iii) an understanding of the uncertainties involved.

A lack of controls and regulatory mechanisms such as standard operating procedures
(SoP), systems, processes, and plans for better implementation of FEWRS is another di-
mension that needs to be addressed [12,20,34,38]. Dutta and Basnayake (2018) show some
examples of a lack of response, incident command, decision-making, and communication
plans [12]. Furthermore, they also observe that the unavailability of early warning standard
operating procedures (SoPs) and a lack of technical guidelines on early warning processes
such as formulation, validation, confirmation, and withdrawal also adversely affect the
proper function of FEWRS.

3.3. Social Factors

In this review, 6 out of 24 barriers have been identified as social factors. A lack of
public awareness of understanding the warning information is the most highlighted bar-
rier cited by many researchers [10,12,20,21,25,34,35,38–40,46]. The absence of knowledge
and awareness of understanding the warning message [12,21,38] and the lack of com-
munity understanding on how to respond to the warnings [10,20,39,46] and minimising
the impact [48] have been highlighted by several researchers. Rana et al. [25] argue that
technical jargon and the complexities of official warning messages may inhibit a better
understanding of warning messages. Irregular drills and preparedness practices [21] and
a poor literacy rate [35] are also other reasons for less community awareness concerning
warning messages.

Community trust and credibility in warning systems have been identified as a factor
by several researchers [12,25,34,36,37,48]. The trustworthiness of a warning system and its
messages have been emphasised in [12,25]. For example, false positive and false negative
warnings will adversely affect public trust in such systems [37]. This will finally lead to
a lack of confidence in the authorities associated with the warning generation and emer-
gency response [36].

Poor public interest and a culture of neglect can reduce the effectiveness of the FEWRS,
as indicated in studies [21,24,25,36,46]. Due to this reason, a lack of community response
to warning messages is indicated in the study [24]. Perera et al. [36] advise that certain
communities do not respond to warnings due to a “culture of neglect”, which could be
caused by poor public awareness and issues with the trustworthiness of warnings.

Incorrect risk perception and poor knowledge of potential and impending disasters
adversely affect community interest in warning and response systems [12,21]. Providing
adequate knowledge and awareness of a potential flood inundation, a timeline of the
progression of the event, and possible damage using historical flood events’ data are
proposed by [35] to overcome this issue.

Finally, poor community participation in the flood warning and response process
was identified by many researchers [12,21,25,36]. Community participation in order to
incorporate their feedback in the early warning designing or redesigning process is essential
to operationalise a more efficient system [25]. In [36], the authors identify failures in using
participatory approaches involving communities and in addressing their concerns through
warning mechanisms. Inadequate gender-based participation and the exclusion of minority
groups are also observed in all stages of FEWRS [36].
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The lack of community capacity to receive warning messages is comparatively chal-
lenging in the implementation of FEWRS [21,39]. Most vulnerable groups have limited
access to television, radio, and mobile phones, and hence, these groups may not receive the
warning message efficiently [21].

Inefficiencies in warning dissemination and the lack of access to warning amenities
are other key issues affecting local preparedness [24,36,39]. In [36], a survey by Perera et al.
(2020) suggests that warnings do not reach all vulnerable groups due to the lack of access
to amenities to receive such warning messages.

3.4. Structured Self-Interaction Matrix (SSIM)

In this step, a pairwise comparison was conducted in consultation with five experts
to establish the SSIM matrix. The SSIM matrix was developed with the twenty-four (24)
variables placed in both rows and columns, enabling pairwise comparisons.

The contextual relationship was established using a pairwise comparison of each
variable based on expert opinion on “one factor influencing another factor”. Four symbols
were used to denote the inter-relationship of each variable (i-row and j-column), where the
symbol “V” is used if factor ‘i’ influences factor ‘j’; “A” is used if factor ‘j’ influences factor
‘i’; “X” is used if factors ‘i’ and ‘j’ influence each other and “O” is presented if there is no
relationship. Table 2 illustrates the representation of the SSIM matrix of this study.

Table 2. Structural self-interaction matrix of CFFs of FEWRS.

Variables 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

1 V V V A V V V V V V V V V V V V V V V V V V V
2 O V A V V V V O V V V V V V O V V V O V V O
3 O A V V O O O V V V V O O O O O V O O V O
4 A V V O O O V V V V O O O O O V O V V O
5 V V V V V V V V V V V V V V V V V V V
6 A A A A A A A A A A O O A O A A A A
7 O O O A O O O O A O O O V O O O V
8 O A O O O O A A O O O V O O V O
9 A O O V O O A O O O O O O O O
10 V O O O O A V O V V V V V V
11 O V O O O O A O V O V V V
12 V V O O O O O V O O O O
13 V O O O A O V O O O O
14 A A O A O V O O O O
15 A O O O V V O O O
16 V O V V V V V V
17 O V V V O V O
18 O V O O O O
19 V A A A O
20 O O O O
21 V V V
22 V V
23 V
24

1 Weak institutional governance, coordination and custodianship
2 Lack of funding to operationalise, modernise, and maintain FEWRS
3 Data sharing and data governance issues
4 Lack of skilled human resources for data analysis, modelling and forecasting
5 Lack of political will and institutional leadership
6 Inadequate local-level preparedness for response
7 Lack of knowledge and awareness of key stakeholders
8 Lack of access to warnings and less warning coverage
9 Issues with physical protection of sensors/loT installed
10 Lack of inclusion of community and vulnerable groups in planning and decision making
11 Lack of understanding of the risk and unavailability of risk information/maps
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Table 2. Cont.

12 Data/information errors
13 Issues with flood forecast modelling accuracies and techniques
14 Inadequate flood warning lead time and inefficiencies in warning generation and dissemination
15 Issues with communication and dissemination systems
16 Unavailability SoPs, systems and plans for better warning and response
17 Lack of appropriateness, completeness and understanding of warning message and dissemination in-efficiencies
18 Limited computing capacity
19 Lack of public awareness or ability to understand the warning
20 Lack of trust and credibility in the warning system
21 Lack of public interest and culture of neglect
22 Lack of community understanding of risk
23 Lack or neglect of community participation
24 Lack of community capacities in the reception of warnings

3.5. Reachability Matrix

In this step, both the reachability matrix and the final reachability matrix were estab-
lished. In order to develop an initial reachability matrix from ISM where if the i,j entry in
SSIM is “V”, then an entry in the reachability matrix becomes ‘1’. If the ‘i’,‘j’ entry in SSIM
is ‘A’, then the entry in the reachability matrix becomes ‘0’. If the ‘i’,‘j’ entry in the matrix
is ‘X’, then the entry in the reachability matrix is ‘1’. If the ‘i’,‘j’ entry in SSIM is ‘O’, then
the entry in the reachability matrix becomes ‘0’. The initial reachability matrix is further
examined to identify transitivity links. For example, if factor ‘i’ relates with factor ‘j’ and
factor ‘j’ relates with factor ‘k’, then factor ‘i’ relates with ‘k’. Based on this logic, the initial
reachability matrix has been modified, and the final reachability matrix was achieved. The
final reachability matrix is shown in Table 3.

Table 3. Final reachability matrix with driving and dependence power.

Variables 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 Driving
Power

1 1 1 1 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 23
2 0 1 0 1 0 1 1 1 1 1* 1 1 1 1 1 1 1* 1 1 1 1* 1 1 1* 21
3 0 0 1 0 0 1 1 0 0 0 1 1 1 1 0 0 0 0 1* 1 0 1* 1 1* 12
4 0 0 0 1 0 1 1 0 0 0 1 1 1 1 0 0 0 0 1* 1 0 1 1 1* 12
5 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 24
6 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1
7 0 0 0 0 0 1 1 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 1 4
8 0 0 0 0 0 1 0 1 0 0 0 0 0 0 0 0 0 0 1* 1 0 0 1 1* 6
9 0 0 0 0 0 1 0 0 1 0 0 0 1 1* 0 0 0 0 0 1* 0 0 0 0 5

10 0 0 0 0 0 1 1* 1 1 1 1 0 1* 1* 0 0 1 0 1 1 1 1 1 1 15
11 0 0 0 0 0 1 1 0 0 0 1 0 1 1* 0 0 0 0 1* 1 0 1 1 1 10
12 0 0 0 0 0 1 0 0 0 0 0 1 1 1 0 0 0 0 0 1 0 0 0 0 5
13 0 0 0 0 0 1 0 0 0 0 0 0 1 1 0 0 0 0 0 1 0 0 0 0 4
14 0 0 0 0 0 1 0 0 0 0 0 0 0 1 0 0 0 0 0 1 0 0 0 0 3
15 0 0 0 0 0 1 0 1 0 0 0 0 0 1 1 0 0 0 1* 1 1 1* 1* 1* 10
16 0 0 0 0 0 1 1 1 1 1 1* 0 1* 1 1 1 1 0 1 1 1 1 1 1 17
17 0 0 0 0 0 1* 0 0 0 0 0 0 0 0 0 0 1 0 1 1 1 1* 1 1* 8
18 0 0 0 0 0 1* 1* 0 0 0 1 0 1 1 0 0 0 1 1* 1 0 1* 1* 1* 11
19 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 1 1 0 0 0 0 3
20 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 1
21 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 1 1* 1 1 1 1 7
22 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 1 1* 0 1 1 1 6
23 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 1 1* 0 0 1 1 5
24 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 2

Dependence
Power 2 3 3 4 1 23 10 7 6 5 9 6 12 14 5 4 6 4 16 22 8 13 15 17

(1* indicates the transitivity links).
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3.6. Level Partitioning

Level partitioning was developed to establish the hierarchical relationship between
variables. The reachability and antecedent set for each factor were obtained from the
final reachability matrix. The factor itself and the factors that are being influenced by the
factor are known as the reachability factor, whereas the factor itself and the factors that are
influencing the factor are known as the antecedent set. The intersection of the reachability
set and the antecedent set is derived for all the factors. The factors for which the reachability
set and intersection set are the same, those factors were assigned as level 1. Once the first
level of the hierarchy was achieved, the factors with level 1 were removed from the process,
and the procedure was repeated until a level for each factor was determined. The results of
this process are summarised in Table 4.

Table 4. Levels of the variables identified from the level partitioning process.

Elements Reachability Set Antecedent Set Intersection Set Level

1 1, 2, 3, 4, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15,
16, 17, 18, 19, 20, 21, 22, 23, 24 1, 5 1 10

2 2, 4, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17,
18, 19, 20, 21, 22, 23, 24 1, 2, 5 2 9

3 3, 6, 7, 11, 12, 13, 14, 19, 20, 22, 23, 24 1, 3, 5 3 6

4 4, 6, 7, 11, 12, 13, 14, 19, 20, 22, 23, 24 1, 2, 4, 5 4 6

5 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15,
16, 17, 18, 19, 20, 21, 22, 23, 24 5 5 11

6 6 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15,
16, 17, 18, 19, 21, 22, 23, 24 6 1

7 6, 7, 20, 24 1, 2, 3, 4, 5, 7, 10, 11, 16, 18 7 3

8 6, 8, 19, 20, 23, 24 1, 2, 5, 8, 10, 15, 16 8 4

9 6, 9, 13, 14, 20 1, 2, 5, 9, 10, 16 9 4

10 6, 7, 8, 9, 10, 11, 13, 14, 17, 19, 20, 21, 22,
23, 24 1, 2, 5, 10, 16 10 7

11 6, 7, 11, 13, 14, 19, 20, 22, 23, 24 1, 2, 3, 4, 5, 10, 11, 16, 18 11 5

12 6, 12, 13, 14, 20 1, 2, 3, 4, 5, 12 12 4

13 6, 13, 14, 20 1, 2, 3, 4, 5, 9, 10, 11, 12, 13, 16, 18 13 3

14 6, 14, 20 1, 2, 3, 4, 5, 9, 10, 11, 12, 13, 14, 15, 16, 18 14 2

15 6, 8, 14, 15, 19, 20, 21, 22, 23, 24 1, 2, 5, 15, 16 15 6

16 6, 7, 8, 9, 10, 11, 13, 14, 15, 16, 17, 19, 20,
21, 22, 23, 24 1, 2, 5, 16 16 8

17 6, 17, 19, 20, 21, 22, 23, 24 1, 2, 5, 10, 16, 17 17 6

18 6, 7, 11, 13, 14, 18, 19, 20, 22, 23, 24 1, 2, 5, 18 18 6

19 6, 19, 20 1, 2, 3, 4, 5, 8, 10, 11, 15, 16, 17, 18, 19, 21,
22, 23 19 2

20 20 1, 2, 3, 4, 5, 7, 8, 9, 10, 11, 12, 13, 14, 15,
16, 17, 18, 19, 20, 21, 22, 23 20 1

21 6, 19, 20, 21, 22, 23, 24 1, 2, 5, 10, 15, 16, 17, 21 21 5

22 6, 19, 20, 22, 23, 24 1, 2, 3, 4, 5, 10, 11, 15, 16, 17, 18, 21, 22 22 4

23 6, 19, 20, 23, 24 1, 2, 3, 4, 5, 8, 10, 11, 15, 16, 17, 18, 21,
22, 23 23 3

24 6, 24 1, 2, 3, 4, 5, 7, 8, 10, 11, 15, 16, 17, 18, 21,
22, 23, 24 24 2
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The above-mentioned process produces the inter-relationships among variables with
the hierarchical arrangements as presented in Figure 2.
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3.7. Conical Matrix

A conical matrix is developed by ordering factors with the highest driving power and
dependency power in a matrix (Table 5). The driving power is calculated by adding the
numbers in the row, while dependency power is calculated similarly for the column values.
The driving and dependency power ranks are calculated from high to low according to
their values in the rows and columns in the matrix, respectively.

Table 5. The conical matrix.

Variables 6 20 14 19 24 7 13 23 8 9 12 22 11 21 3 4 15 17 18 10 16 2 1 5 Driving
Power Level

6 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1

20 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1

14 1 1 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 3 2

19 1 1 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 3 2

24 1 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 2 2

7 1 1 0 0 1 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 4 3

13 1 1 1 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 4 3

23 1 1 0 1 1 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 5 3

8 1 1 0 1 1 0 0 1 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 6 4

9 1 1 1 0 0 0 1 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 5 4

12 1 1 1 0 0 0 1 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 5 4

22 1 1 0 1 1 0 0 1 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 6 4

11 1 1 1 1 1 1 1 1 0 0 0 1 1 0 0 0 0 0 0 0 0 0 0 0 10 5

21 1 1 0 1 1 0 0 1 0 0 0 1 0 1 0 0 0 0 0 0 0 0 0 0 7 5

3 1 1 1 1 1 1 1 1 0 0 1 1 1 0 1 0 0 0 0 0 0 0 0 0 12 6
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Table 5. Cont.

Variables 6 20 14 19 24 7 13 23 8 9 12 22 11 21 3 4 15 17 18 10 16 2 1 5 Driving
Power Level

4 1 1 1 1 1 1 1 1 0 0 1 1 1 0 0 1 0 0 0 0 0 0 0 0 12 6

15 1 1 1 1 1 0 0 1 1 0 0 1 0 1 0 0 1 0 0 0 0 0 0 0 10 6

17 1 1 0 1 1 0 0 1 0 0 0 1 0 1 0 0 0 1 0 0 0 0 0 0 8 6

18 1 1 1 1 1 1 1 1 0 0 0 1 1 0 0 0 0 0 1 0 0 0 0 0 11 6

10 1 1 1 1 1 1 1 1 1 1 0 1 1 1 0 0 0 1 0 1 0 0 0 0 15 7

16 1 1 1 1 1 1 1 1 1 1 0 1 1 1 0 0 1 1 0 1 1 0 0 0 17 8

2 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0 1 1 1 1 1 1 1 0 0 21 9

1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0 23 10

5 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 24 11

Dependence
Power 23 22 14 16 17 10 12 15 7 6 6 13 9 8 3 4 5 6 4 5 4 3 2 1

3.8. MICMAC Analysis

The purpose of the MICMAC analysis was to classify four groups of factors based on
their driving and dependency powers [26]. Therefore, it was used to represent the factors in
a two-dimensional cartesian graph based on their driving and dependence powers derived
from the conical form of the reachability matrix. For example, the driving and dependency
power of factor 6 are 1 and 23, respectively; hence, the position of factor 6 in the di-graph
is represented as coordinates (1, 23) (Figure 3). The cartesian graph is further divided
into four clusters based on their driving and dependency power, i.e., autonomous factors,
linkage factors, and dependent and independent factors.

The “Independent factors” have strong driving power with weak dependence power,
while the “dependent factors” have strong dependence power with weak driving power.
On the other hand, the “autonomous factors” demonstrate weak driving and dependence
power, and the “linkage factors” have strong driving power as well as dependence power.
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4. Discussion

FEWRS is an integral part of the flood risk reduction strategy, which the Sendai
Framework for Disaster Risk Reduction (SFDRR) also recognises as a high priority. Recent
trend analysis shows that climate change-induced flood incidents are gradually increasing,
and both developed and developing nations feel its impact. For example, the German
flood event in 2021 demonstrates that failure to respond to warning systems can lead to
a tragic situation. Transforming the current warning mechanisms into a people-centric,
inclusive, and efficient design trusted by users is still challenging. Thus, it is necessary to
determine the factors that negatively affect warning and response mechanisms in order to
address them.

Previous research shows that warning systems are, generally, a system of systems [52,53]
operated in a multi-stakeholder environment, with the active involvement of authorised
warning senders and receivers. Such warning systems are also backed by numerous tools
and technologies to improve the efficiencies of the entire process [54]. However, it has
been recognised that there is a considerable gap between ‘warning senders’ and ‘warning
receivers’ and inefficient use of tools and technologies. Hence, in this study, the authors
have attempted to identify the most critical factors that affect the implementation of FEWRS.

The structured review identified 24 critical failure factors that adversely influence
FEWRS. They were classified into three categories based on the nature of the problem: insti-
tutional (10 factors), technical (8 factors), and social (6 factors). The ISM modelling process
identified the inter-dependencies among the identified CFFs and produced
a ‘hierarchical structure’ (Figure 2) based on expert opinion. Furthermore, the MICMAC
analysis grouped these factors into four categories according to the ‘driving and depen-
dence power’ (see Figure 3). The independent cluster in Figure 3 shows the factors with
high driving power and less dependence power. This is the most crucial cluster, as these
factors considerably influence the failure of FEWRS. It can be observed that five factors (#1,
#2, #5, #16, #10) are dominant in this cluster with considerable driving power. Three out of
these dominant factors are related to governance, leadership, financial, and coordination
aspects and are “weak institutional governance, coordination and custodianships” (#1),
“lack of funding to operationalise, modernise and maintain FEWRS (#2), “lack of political
will and institutional leadership (#5). In addition, two other factors that impact upon the
failure of FEWRS with considerable driving power are the “Unavailability of SoPs, systems
and plans for better warning and response” (#16) and a “lack of inclusion of community



Geosciences 2023, 13, 137 16 of 20

and vulnerable groups in planning and decision making” (#10). The MICMAC analysis
also reveals that two additional factors, namely “data sharing and data governance” (#3)
and “lack of skilled human resources for data analysis, modelling and forecasting (#4)” are
also marginally associated with the independent cluster. Therefore, the availability of data
and data sharing mechanisms and the availability of skilled human resources are essential
to implement successful FEWRS. These factors, with their strong driving power, form the
base level of the ISM hierarchy.

In contrast, the autonomous cluster (Figure 3) contains failure factors with weak
driving power and weak dependency power. In general, these factors provide less influence
on other factors as well as have a lower chance of being influenced by other factors. Six out
of ten factors in this cluster are considered failure factors with a technical origin, and most
of the others are related to institutional capacity.

Active engagement in the community plays a key role in making early warning
systems successful [55]. Therefore, the role of the authorities from the perspective of early
warning system governance, coordination, and resource allocation is important, and the
role of community engagement is vital to make early warning systems successful. Social
factors such as lack of public awareness or ability to understand the warning (#19), lack
of trust and credibility in the warning system (#20), lack of community understanding of
risk (#22), lack or neglect of community participation (#23), lack of community capacities
in the reception of warnings (#24) drives the failure of FEWRS when viewed from the
community aspect. All these “social” factors are classified in the dependant cluster with
high dependence and low driving power. The results show that none of the CFFs has been
categorised under the linkage cluster, as no CFFs have high driving and dependence power.

Based on the MICMAC and ISM hierarchical model, the authors have identified the
seven most crucial factors that are mainly responsible for the failure of the FEWRS, and
these are summarised in Table 6.

Table 6. The most critical factors that lead to the failure of FEWRS.

ID Critical Failure Factor Relationship of CFF with the Stages of
the EW System

(#5) Lack of political will and
institutional leadership All four stages

(#1) Weak institutional governance,
coordination, and custodianship All four stages

(#2) Lack of funding to operationalise,
modernize, and maintain FEWRS All four stages

(#16) Unavailability of SoPs, systems, and plans
for better warning and response

Communication and dissemination stage,
emergency response stage.

(#3) Data sharing and data governance Risk knowledge stage and monitoring
and warning services stage

(#4) Lack of skilled human resources for data
analysis, modelling, and forecasting

Risk knowledge stage and monitoring
and warning services stage

(#10)
Lack of inclusion of community and
vulnerable groups in planning and

decision-making
Emergency response stage.

The first three CFFs in Table 6 impact all the phases of FEWRS and require political
and institutional leadership, multi-stakeholder coordination, and funding to design and
implement an effective FEWRS. The unavailability of standard operating procedures (SoP),
response plans, and dissemination systems critically impact the flood warning system’s
communication and dissemination phase and the emergency response capacity phase.
In addition, the availability of data and skilled human resources are mostly required in
understanding risks and monitoring and warning services stages. In some instances, even
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if data are available, most warning systems can fail due to a lack of data governance for
effective data sharing. A lack of human resources to undertake data analysis to develop
hazard and risk maps, warnings, and forecasting services also plays a major role in the
failure of FEWRS. Lastly, community engagement in planning and decision-making is
necessary to design people-centric warning systems. The elimination of these independent
critical failure factors will solve most issues in FEWRS.

Several international initiatives have directed the national governments to implement
proper early warning and response mechanisms by providing policy guidance, technical
support, and funding support. One of the key priorities of the SFDRR for the member states
was to enhance the EW and dissemination systems. Target G of the SFDRR recommends
“substantially increasing the availability of and access to multi-hazard early warning
systems and disaster risk information and assessments to people by 2030” [7]. In November
2022, “Early Warning for All”, a five-year programme (2022–2027), was initiated by the
United Nations to accelerate the objectives defined by Target G of the SFDRR by providing
three-tier technical, financial, and political level support to the countries which have not
been covered by proper early warning systems [56]. An advisory panel consisting of
representatives from UN agencies, multilateral development banks, humanitarian agencies,
civil society, insurance, and IT companies has been formed to support this initiative.

Furthermore, national determined contributions (NDCs) under the Paris Agreement
also encourage countries to strengthen EW systems as an integral part of their effort to
address climate risk. In addition, the climate risk and early warning systems initiative
(CREWS) is another partnership of UNDRR, WMO (World Meteorological Organisation),
and the World Bank, which provides financial and technical assistance to the least devel-
oped countries (LDCs) and small island developing states (SIDS) to establish EW services
with other international partner agencies such as the International Federation of Red Cross
and Red Crescent Societies (IFRC) [57]. It is hoped that these global initiatives will play
a significant role in addressing the most critical failure factors identified in this study and
will create a substantial impact.

5. Conclusions

Due to proliferating climate change actions, flood events have increased recently in
developed and developing nations, with huge recorded losses in lives, infrastructure, and
economy. To reduce the adverse effect of such events, as a non-structural measure, early
warning and response systems are used in countries and regions. The importance of such
early warning and response systems at regional and national levels is emphasised in several
global policies and strategies. However, recent flood incidents have caused significant
losses of human lives due to failures in current flood warning and response mechanisms,
and therefore, studying the effectiveness of such systems is vital.

Several studies have focused on exploring the effectiveness of early warning and
response systems with limited scopes. Therefore, this study focused on finding the critical
failure factors (CFFs) in flood early warning and response systems through a structured
review and discussion with experts. This study resulted in identifying 24 CFFs that
affect the effectiveness of FEWRS. These 24 critical failure factors were broadly classified
into institutional, social, and technical categories. The ISM and the MICMAC analysis
conducted in this research showed that addressing the following seven key CFFs, which
have high driving power, can lead to more effective and efficient FEWRS: (1) a lack of
political will and institutional leadership; (2) weak institutional governance, coordination,
and custodianship; (3) a lack of funding to operationalise, modernize, and maintain FEWRS;
(4) unavailability of SoPs, systems, and plans for better warning and response; (5) data
sharing and data governance; (6) a lack of skilled human resources for data analysis,
modelling, and forecasting; and (7) a lack of inclusion of community and vulnerable
groups in planning and decision-making. These results reveal that government policies
and institutional leadership are critical in establishing successful warning and response
systems. Addressing the institutional capacity for data governance and data analysis and
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implementing sound SoPs for warning and response can make significant improvements
to current FEWRS. Furthermore, as evident in the research, it is important to include the
community as a key stakeholder in overcoming the failures of FEWRS.

In addition to the above key CFFs with high driving power, the research shows that
there are many technical factors, which were classified as autonomous factors, that need
addressing since they still show a relatively high level of driving power. Therefore, attention
should be given to addressing the technical challenges, such as limited computing capacity,
technical issues with communication and dissemination systems, warning coverage, issues
with IoT sensors, erroneous data, and the unavailability of risk information.

The research shows that most social factors relating to the community come under
the dependent cluster (Figure 3) and need to be addressed through government policies
or institutional leadership to build up community capacity and engagement. Most of the
CFFs identified under the dependent cluster can be addressed by giving attention to the
CFF factor (#10) identified in the independent cluster, which is the “inclusion of community
and vulnerable groups in planning and decision-making”. By addressing this CFF, other
identified social CFFs can be resolved, such as a lack of public awareness or ability to
understand the warning, a lack of trust and credibility in the warning system, a lack of
community understanding of risk, a lack of neglect of community participation, and lack
of community capacities in the reception of warnings.

This research has provided a comprehensive analysis of the CFFs that lead to the failure
of FEWRS. It is hoped that initiatives such as the “Early Warning for All”, announced by
the United Nations, will overcome many of these failure factors and assist in improving
and operationalising FEWRS at the regional and country level.

6. Limitations of the Study

The authors acknowledge that the keywords’ combination used for searching publica-
tions may have missed out on some important CFFs. In this research, the assistance of five
international experts was sought to derive the inter-dependencies of the CFFs, using the
ISM approach. The ISM model analysis approach is based on the personal judgments of
these five international experts and, therefore, may vary in different geographical contexts.
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