Finite key performance of satellite quantum key distribution under practical constraints

Jasminder S. Sidhu,">* Thomas Brougham,! Duncan McArthur,' Roberto G. Pousa,! and Daniel K. L. Oi!

LSUPA Department of Physics, University of Strathclyde, Glasgow, G4 ONG, United Kingdom
(Dated: 1st February 2023)

Global-scale quantum communication networks will require efficient long-distance distribution of quantum
signals. Optical fibre communication channels have range constraints due to exponential losses in the absence
of quantum memories and repeaters. Satellites enable intercontinental quantum communication by exploiting
more benign inverse square free-space attenuation and long sight lines. However, the design and engineering
of satellite quantum key distribution (QKD) systems is difficult and characteristic differences to terrestrial QKD
networks and operations pose additional challenges. The typical approach to modelling satellite QKD (SatQKD)
has been to estimate performances with a fully optimised protocol parameter space and with few payload and
platform resource limitations. Here, we analyse how practical constraints affect the performance of SatQKD for
the Bennett-Brassard 1984 (BB84) weak coherent pulse decoy state protocol with finite key size effects. We
consider engineering limitations and trade-offs in mission design including limited in-orbit tunability, quantum
random number generation rates and storage, and source intensity uncertainty. We quantify practical SatQKD
performance limits to determine the long-term key generation capacity and provide important performance
benchmarks to support the design of upcoming missions.

I. INTRODUCTION

Quantum technologies have the potential to enable or greatly
enhance applications including secure communications [1-4],
improved computation [5, 6], sensing, and imaging [7—12].
In addition, a distributed ecosystem of quantum technologies
would provide further performance improvements and addi-
tional capabilities. The distribution of quantum resources
across such a networked architecture comprises the funda-
mental building blocks of the quantum internet [4].

Satellites will be integral to a scalable architecture to ex-
pand the range of quantum networks to global scales, moti-
vating the surge in recent activities in space quantum commu-
nications [13-21]. Satellite-based quantum key distribution
(SatQKD) is a precursor to long-range applications of general
quantum communication [2, 20]. Although a general-purpose
quantum network requires substantial advancements in quan-
tum memories, multi-partite entangled state generation, rout-
ing techniques, and error correction [22], the development
of SatQKD provides crucial knowledge and experience for
global-scale quantum networks by developing the infrastruc-
ture and maturity of space-based long-distance quantum links.

Pioneering quantum communication demonstrations by the
~650 kg Micius satellite showed that SatQKD and entangle-
ment distribution is possible over record scales [14, 23, 24].
Building upon these results, small satellite (<100 kg) missions
are attractive due to lower development costs and faster de-
velopment times compared with conventional large satellites.
However, the limited size, weight, and power (SWaP) avail-
able on small satellites and reduced capabilities puts them at
a marked disadvantage versus larger satellites such as Micius.
Despite this, feasibility studies for small-satellite-based QKD
and in-orbit demonstration CubeSat-based pathfinder missions
are promising [25, 26]. For low-Earth orbit (LEO) satellites,
a particular challenge is the limited time window to operate a
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quantum channel with an optical ground station (OGS). This
limitation disproportionately constrains the volume of secure
keys that can be generated due to a pronounced impact of sta-
tistical fluctuations in estimated parameters. Together with the
constrained SWaP available, small-satellite missions operate
under the framework of finite-resource quantum information.
Understanding the impact of these constraints on SatQKD has
received little attention and has both immediate and practical
relevance to future satellite-based missions. Here, we fill this
gap by establishing practical performance bounds on SatQKD
operation under a representative set of physical resources.

The first constraint we consider is the limited practicality of
reconfiguring all QKD protocol parameters in-flight and on a
pass-by-pass basis. SatQKD modelling often does not consider
this, optimising the secret key length (SKL) over the entire pa-
rameter space of the protocol for each pass scenario [27, 28].
It is more realistic to consider a number of parameters as fixed,
that include the operating basis bias at the OGS and the trans-
mitted intensities. Parameter fixing has been explored in the
context of terrestrial free-space QKD [29]. In SatQKD the
highly variable channel losses in SatQKD with fixed param-
eters require more sophisticated modeling and analysis. The
limited transmission times of SatQKD further makes these
effects more pronounced, highlighting the importance of con-
sidering limited system adaptability. We consider a second
constraint from small satellite SWaP envelopes that may limit
the quantum random number generation (QRNG) subsystem
driving a prepare and measure source. This directly impacts
the achievable SKL by limiting signal transmission.

We start with an overview of our SatQKD system mod-
elling and the protocol optimisation in section II. Given recent
progress of SatQKD sources, we explore the effect of the repe-
tition rate on key length in section III A. Here, we highlight the
impact of finite-key effects and establish minimum source rates
based on tolerance to operational losses. Given the difficulty
of implementing a SatQKD system where all parameters can
be reconfigured for different overpasses, section III B explores
the impact of fixed parameters on the key length. In particular,
we fix the signal intensities and the receiver basis bias. In
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Figure 1. General satellite overpass geometry. The satellite reaches
a maximum elevation of Opax, corresponding to the minimum OGS
ground track distance, dp,j,. The smallest Oy, that generates a
non-zero finite key is denoted 6, and characterises the operational
SatQKD key generation footprint 2d*
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section III C, we explore SKL generation for restricted QRNG
resources and illustrates the significant impact of limited ran-
dom bit generation rates on the SKL. We also determine the
minimum memory storage required for non-zero finite key ex-
traction for one overpass. Section III D explores the impact of
intensity uncertainty due to limited onboard monitoring accu-
racy. Conclusions and discussions are provided in section IV,
where we provide key conclusions to help overcome these
limitations for future SatQKD systems.

II. BACKGROUND AND SYSTEM MODEL

In this section, we detail our method to model channel losses,
how to determine the SKL, and the optimisations considered
in this work. The secret key length (SKL) achieved with the
efficient BB84 protocol from a single overpass is calculated
taking into account finite block size effects.

A. System model

We consider a satellite in a circular Sun-synchronous orbit
(SSO) of altitude & = 500 km implementing downlink QKD
to an OGS during the night to minimise background light. The
elevation and range of the satellite-OGS channel are calculated
as a function of time for different satellite overpass geometries
and ground track offsets, dpin, and maximum satellite overpass
elevations, 6« (Fig. 1). The ideal overpass corresponds to the
satellite passing the OGS directly overhead, or zenith (dpi, = 0
m, Omax = 90°), since it provides the longest transmission time
and has the lowest average channel loss. Generally, a satel-
lite will not pass zenith but will reach a maximum elevation
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Figure 2. Link model for satellite-to-ground QKD. (top) Instanta-
neous link efficiency, 7785 (Eq. (1)), for different satellite overpasses
with maximum elevation, 6y,x, and time with 4 = 785 nm. The
smallest transmission loss of 40 dB occurs for a zenith overpass
(Omax = 90°) at time ¢ = 0. (bottom) 17785 for specific Omax. System
parameters as in Table I.

Omax (<90°). We consider a minimum elevation transmission
limit of 6, = 10° that reflects practicalities such as local
horizon visibility and system pointing limitations.

The instantaneous link efficiency depends on the elevation
0(t), range R(¢), and source wavelength A, and is used to
generate count statistics. It is defined as (in dB),

na (0) = 1diff (/1’ 9) + Natm (/19 0) + Nint» (1)

where 74ig, Mam, and iy are losses from diffraction, atmo-
spheric scattering and absorption, and a fixed ‘intrinsic’ sys-
tem efficiency respectively. To characterise the overall sys-
tem electro-optical efficiency independent of satellite over-
pass trajectory, we define the system loss metric, n‘fg:s, as
the total instantaneous link efficiency at zenith. Diffraction
losses are estimated using the Fraunhofer approximation to
the Rayleigh-Sommerfeld diffraction integral to determine the
power at the receiver, Pr, which is normalised by the power
at the transmitter, P such that ngix = —101log,o(Pr/Pr). At-
mospheric absorption and scattering losses are calculated us-
ing nam = —10log,o T», where the transmissivity, T, is de-
termined using MODTRAN for a given wavelength and el-
evation [30]. The ‘intrinsic’ system loss, 7y, accounts for:
fixed losses inherently built into the system due to detec-
tor efficiency, internal losses of the receiver; pointing losses;



and imperfect non-diffraction-limited beam propagation, and
is conservatively set to 20 dB to model a SatQKD system with

overall nlsgsss = 40 dB. Different SatQKD systems with various

fixed losses can be modelled by scaling the 5,". value. See
Methods 1 for more detail on loss modelling.

The link loss characterises the probability that a single pho-
ton transmitted by the satellite is detected by the OGS. A lower
dB value of njink represents smaller loss due to better system
electro-optical efficiency. This improvement could stem from
the use of larger transmit and receive aperture diameters, better
pointing accuracy, lower receiver internal losses, and higher
detector efficiencies. Internal transmitter losses are not in-
cluded since they can be countered by adjusting the WCP
source to maintain the desired exit aperture intensities [31].
We also do not explicitly consider time-varying transmittance,
modelling the average change in channel loss due only to the
change in elevation with time. For discrete variable QKD
(DV-QKD) protocols, e.g. BB84, channel transmissivity fluc-
tuations do not directly impact the secret key rate, in contrast
to continuous variable QKD where this appears as excess noise
leading to key reduction [32, 33].

We model a small satellite QKD system, for example [34],
implementing a decoy-state BB84 protocol in a downlink con-
figuration for QKD service provision using a weak coherent
pulse (WCP) source. We consider a source wavelength of
A =785 nm, a transmitter (receiver) aperture diameter of 8§ cm
(70 cm), and a Gaussian beam waist of 8 cm. Fig. 2 illustrates
the transmission loss and link efficiency for our model.

In addition to this link loss, we include several error sources.
First, after-pulsing in a photon detector can have adverse effects
on the estimate of click statistics. While the after-pulsing prob-
ability is detector and operating condition dependent, we take
a value of 0.1%, which is consistent with the literature [35-37].
Second, the intrinsic quantum bit error rate, QBERy, is defined
as the lumped error from source quality, receiver measurement
fidelity, basis misalignment, and polarisation fluctuations [38].
Finally, we define the extraneous count probability, pec, as the
sum of dark and background light count rates and is assumed
constant and independent of elevation. Together, these losses
and errors provide a complete characterisation of a SatQKD
system and are summarised in Table I.

B. The protocol and secret key length

The QKD protocol we investigate is efficient Bennett-Brassard
(BB84) with two decoy states, i.e. three different pulse inten-
sities [18, 35, 39—42]. In this protocol, the transmitter (Alice)
and the receiver (Bob) encode bits within one of two polari-
sation bases, denoted X and Z. We adopt the convention that
the X basis is used for key bits, while the Z-basis is used to
detect an eavesdropper through the phase error rate. Alice
prepares bits in the X-basis with probability PZ, while Bob
measures within the X-basis with probability Pf. It is stan-
dard to take P)“(‘ = P)If = Px, however, in general it is possible
that P)‘? + Pf , particularly if one probability is fixed due to
practical considerations [29]. We consider phase-randomised

Parameter description Notation Value
Transmitter aperture diameter Tx 8 cm
Receiver aperture diameter Rx 70 cm
Gaussian Beam waist wo 4 cm
Source wavelength A 785 nm
Source rate fs 500 MHz
Satellite orbit altitude h 500 km
Minimum elevation limit Omin 10°
Intrinsic quantum bit error rate QBER; 0.5%
Extraneous count probability Dec 5% 1077
After-pulsing probability Pap 0.1%
System loss metric UISZSSS 40 dB

— Diffraction loss at zenith ndi (4, 90) 19.4 dB
< Atmospheric loss at zenith Natm (4, 90) 0.6 dB
—Optical inefficiency 12.0 dB
—Imperfect beam propagation Tint 8.0dB
Correctness parameter €c 10715
Security parameter € 10710

Table 1. Reference system parameters. Transmitter, receiver, and
source properties determine range and elevation-dependent loss. The
system loss metric, TI;};:S’ defined as the link efficiency at zenith, is
40 dB. The ‘intrinsic’ system loss is broken down into two com-
ponents (Methods 1). Ufg; can be scaled to model other SatQKD
systems that differ by a fixed link loss ratio, e.g. different Ty or Rx
apertures, or detector efficiencies. The intrinsic quantum bit error
rate, QBER, incorporates errors from source quality, receiver mea-
surement fidelity, basis misalignment, and polarisation fluctuations,
while the extraneous count probability, pec, incorporates detector
dark count and background rate. The correctness and security pa-
rameters are used to determine the finite-block composable SKL.

coherent pulses where the intensity (mean photon number)
Mk € {u1, po, u3} is randomly chosen with probability p,, .

After the quantum signals are transmitted from Alice to Bob,
they perform a standard reconciliation procedure to correlate
detection events with transmitted pulses, basis matching, in-
tensity announcement, and parameter estimation. Only the
bits in the X-basis are used for the key, while the Z-basis bits
are made public. The raw key is formed by performing error
correction on the X-basis bits, which necessitates the public
exchange of Agc bits in the information reconciliation phase.
In practice, the value of Agc is known from the error correction
communication, but for the purposes of modelling we use an
estimate that varies with the block size, quantum bit error rate,
and the required correctness parameter [43]. This estimate
generates suitable values for the error correction efficiency
for SatQKD data representative of current engineering efforts
and capabilities (see Methods 2 for a detailed discussion and
demonstration). The results for the Z-basis are used to es-
timate parameters such as the number of bits from vacuum
events, sx o, the number of bits from single photon events sx i,
and the phase error ¢x using the estimation procedure outlined
in Ref. [27], which is based on Refs. [18, 39]. After privacy



amplification, the final SKL, ¢, is given by [39]

21 2
£= |50+ 5x1(1 = h(éx)) = Agc ~ 6log, = ~log, — .
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where h(x) = —xlog,(x) — (1 — x)log,(1 — x) is the binary
entropy function, and € and €. are the composable security
and correctness parameters respectively [39, 44].

We can maximise the SKL, Eq. (2) by optimising over the
protocol parameters pyg, px, and Py for a given satellite-OGS
overpass, system link efficiency, and system configuration (as
in Table I). The value of pj3 is set to vacuum since this helps
with the estimate of the vacuum counts, sx o [39]. The trans-
mission time window from which the finite block is constructed
is an additional important optimisation parameter to maximise
the achievable finite key [27]. This is because, under finite-
size security analysis, higher QBER increases the minimum
raw key length necessary for non-zero key length extraction
due to less efficient reconciliation and post-processing over-
heads. However, taking the largest block size permitted by a
satellite overpass is sometimes not the best strategy. This is
since data from lower elevations have both smaller count rates
and higher signal QBER, which increases the average chan-
nel QBER and may offset any improvements to the SKL from
larger block sizes. We define the processing block transmis-
sion time window to run from —At to +At, such that the total
transmission time is 2A¢ with ¢ = 0 corresponding to the time
of highest elevation 0,,x. The SKL in Eq. (2) is additionally
optimised over discretised values for Af, and the value for At
chosen that yields the largest SKL. This full optimisation is
performed in version 1.1 of the Satellite Quantum Modelling
and Analysis (SatQuMA) software [28]. For more details on
the software and the numerical optimisation see Refs. [27, 28].

This fully optimised scenario yields an upper bound to
SatQKD performance. In practice, these bounds may be diffi-
cult to achieve due to constraints and trade-offs in the mission
design and operation. In the following section, we provide an
overview of modifications to the optimisation problem with
constraints that closely reflect operational considerations for
the derivation of realistic performance bounds.

C. Practical optimisation of the secret key length

The original protocol parameter optimisation problem is modi-
fied to handle different numerical investigations. Though clas-
sical communication constraints are important for SatQKD op-
erations, we do not consider these limitations (see Ref. [27] for
a brief discussion). First, section III A introduces the source-
rate normalised SKL to illustrate the impact of finite-key ef-
fects on the SKL and to provide an informed decision on the
source rate to consider for the remainder of the work. Second,
section III B fixes the values of the signal intensity u;, decoy
intensity w5, and the receiver basis bias Pf , since it may not be
practical to change these parameters on a pass-by-pass basis
in an operational system. The transmitter and receiver basis
biases are allowed to differ, i.e. P2 # Pf, to model a fixed

X
OGS basis bias and adjustable transmitter bias. The SKL is

then maximised over the remaining protocol parameter space
defined by the set {Py, py,, Py, At}. The fixed values for PZ,
M1, and py are set to those that maximise the expected annual
SKL through a procedure detailed in Methods 3. Third, sec-
tion III C explores the impact of QRNG subsystem limitations
that may constrain the number of signals that can be transmit-
ted during an overpass. This is modelled using a finite-sized
onboard random number memory store, corresponding to an
associated transmission cutoff time, from which we determine
the reduction in long-term average key generation rate. We
also determine the minimum memory buffer required to gen-
erate non-zero SKL. Finally, in section III D, we consider the
effect of pulse intensity uncertainties on the secure key that can
be extracted taking into account reduced intensity knowledge.
For this, the signal and decoy state intensities are sampled be-
tween a range that depends on the uncertainty percentage of
the intended intensity values.

III. RESULTS
A. Source rate

Micius performed finite key generation with a 100 MHz source
repetition rate, later upgraded in-flight to 200 MHz [36].
Miniaturisation of such high-speed sources enables their use
on small satellites. For example, increasing the source repe-
tition rate leads to a larger block size that reduces statistical
uncertainties in parameter estimation, hence a higher finite
key rate. This expands the pass opportunities that result in
non-zero secret keys, enhancing the robustness and effective
key transmission footprint of a SatQKD system [27]. In ad-
dition, the use of high-speed sources can help higher altitude
SatQKD operation by partially compensating for increased
channel losses [27]. In this section, we investigate the effect
of operating source rate, fs, on the robustness of SatQKD
systems to channel loss in the finite key regime.

To evaluate finite key efficiency, Fig. 3 illustrates the source
rate normalised SKL as a function of source rate for a zenith
overpass (solid lines) and a satellite overpass with Oy =
30° (dashed lines) for three different system configurations of
{QBERy, pec}. For a given time window At, the block size
increases with increasing f;, which improves the normalised
finite SKL. This improvement indicates a critical value £t
below which finite key effects overwhelm raw key transmission
and the distillable finite SKL is zero. For f; < £, this key
suppression region is illustrated in shaded blue for System A
with QBER; = 0.1%, pec = 1 X 1078, and 6oy = 90°. Above
fErt we note the SKL scales super-linearly with the source rate
due to multiple improvements in parameter estimation, error
correction efficiency, and reduced overhead of the composable
security parameters with increasing block length.

The vertical gray line in Fig. 3 corresponds to 500 MHz, well
outside the key suppression region, that we take as a representa-
tive value for a near-term small satellite source. This provides
robustness against a range of typical extraneous counts and in-
trinsic QBERs expected in SatQKD and provides feasible finite
key generation for a single satellite overpass, but is compatible



1()*2E :
I |— System A
[ |— System B
1073 .| — System D
/a F
£
10t
—
S
n
105 £ ,,’ i
10—6 L £l L T R R | L L L
106 107 108 10°

Source repetition rate, f; (Hz)

Figure 3. Finite key efficiency vs source rate. Source rate nor-
malised SKL as a function of f; for overpasses with Omax = 90°
(solid lines) and 30° (dashed lines), for three system configurations
{QBERy, pec}: A={0.1%, 1x 1078}, B ={0.5%, 1x 1078}, and D =
{0.5%, 1 x 10~7}. The critical f; value corresponds to the transition
of zero and non-zero finite SKL. The shaded blue region illustrates the
key suppression region for System A with Omax = 90° where statis-
tical fluctuations in estimated parameters overwhelm key generation
due to finite available statistics. The vertical line is at f; = 500 MHz,
which we consider for the remainder of the paper.

with modest receiver detectors. Higher source rates, though
providing larger key lengths, require lower detector timing jit-
ter. Silicon single-photon avalanche photodiodes (Si-SPADs)
typically have timing jitter in the order of ~ 0.5 ns [45] com-
patible with coincidence windows of ~ 1 ns and interpulse
separations of 2 ns. Extending clock rates to the GHz range
requires lower timing jitters such as provided by supercon-
ducting nanowire single-photon detectors (SNSPDs) [46] at
the expense of greater SWaP and cost (SWaP-C) owing to the
need for cryogenic operation and single mode coupling that
raises further system design issues. Therefore, the following
analysis will assume a source rate of 500 MHz unless stated
otherwise given it balances the tradeoff between detector per-
formance requirements, hence SWaP-C, and count rate.

B. Impact of parameter fixing

SatQKD modelling often involves optimising the operational
parameter space associated with the protocol and system con-
figuration to maximise the number of finite keys generated.
However, achieving these optimised key lengths assumes all
parameters can be easily changed to operate at their optimised
values. It may be desirable on cost, complexity, and robustness
grounds to deploy SatQKD systems with limited reconfigura-
bility, motivating analyses where some parameters are fixed.
First, the OGS basis choice is often implemented passively
using a fixed beamsplitter. Thus, changing receiver basis bias
by physically swapping out the beamsplitter for different op-
timised values on a per-pass basis may be impractical in live
deployment. A variable beamsplitter could be considered but
with cost, complexity, and performance considerations. Note
that the transmitter basis bias can be easily adjusted in the

random bit generation and processing of the data used to con-
trol the source, hence we consider this parameter to be easily
varied. Second, all the operational pulse intensities u; may be
fixed pre-flight to avoid more complex source driving systems
with increased SWaP-C and reliability concerns. Since the
optimal decoy-state intensities strongly depend on the channel
loss, background counts, and the satellite’s orbital trajectory,
fixed values may significantly impact the SKL.

In this section, we determine the impact of these engi-
neering constraints on the finite SKL. We constrain the re-
ceiver basis bias and decoy-state intensities to certain fixed
values, such that Pff = {0.3,0.5,0.7,0.9} (commonly avail-
able beamsplitter splitting ratios) in addition to the ideal value
of P)‘f = 0.84 that corresponds to a custom beamsplitter and
{u1, t2, u3} = {0.71,0.14,0}. The derivation of these ideal
values can be seen in Methods 3 for fixed parameter optimi-
sation that maximise the long-term average SKL. For these
fixed values, Fig. 4(a) illustrates the finite SKL as a function
of different satellite overpasses. Despite this restriction, we
note it is possible to generate near-optimal SKLs across a wide
range of elevation angles. Further, increasing the OGS bias
can generate higher finite SKL. However, we observe that for
a choice of Pf = 0.9, it is not possible to extract a secret key
at lower Oax. This suggests that choosing too large an OGS
bias can reduce the key generation capacity, owing to fewer
overpasses opportunities that generate a non-zero key. To un-
derstand this effect, we recall that a larger receiver basis bias
corresponds to a smaller portion of received bits dedicated to
parameter estimation. Therefore, choosing a large OGS basis
bias at larger average channel QBERs leads to less efficient pa-
rameter estimation, which generates zero secret keys. SatQKD
systems should therefore carefully choose the fixed OGS bias
to address the tradeoff between a maximised single pass SKL
and the long-term key generation capacity. Notice that the
secret key length for Pf = 0.7 is approximately the same as
for Pf = 0.9, but with non-zero keys at lower elevations.

Fig. 4(b) illustrates the optimal P)/(‘ values that maximise
the SKL as a function of elevation angle for each fixed value
of the receiver basis bias. We first note the basis bias for the
transmitter and receiver are generally different, which differs
from the usual case considered in the literature. The value of
PQ can vary to compensate for the fixed value of Pf . One can
show that if both PZ and P{ can vary freely, then the optimal
raw key length is found for Pf = PQ [29]. From Fig. 4(b) we
find that for PP = 0.3 and 0.5, we observe that P{ > P5. This
suggests that a small fixed receiver basis bias leads to too large
a portion of signals dedicated to parameter estimation, which
is compensated for by choosing a large transmitter basis bias.
Equally, for PZ = 0.9 we observe that P{ < PZ. This clearly
demonstrates that when we fix P2, then choosing an equal basis
bias is not optimal. However, when we are free to optimise
both P and Py, then choosing Py = PE is optimal [29].

Despite the impracticality of implementing a fully optimised
parameter space, we find a number of ways SatQKD missions
can enhance finite key generation. This involves careful se-
lection of PZ that maximises both the single-pass SKL and

X
the long-term key generation capacity and careful selection of
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Figure 4. Impact of fixed receiver basis bias and source intensities. All curves are for u; = 0.71, pp = 0.14, 3 = 0, pec = 1077 and
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optimal SKL maximised over PQ and Pf with the same fixed intensity values. (b) Plots of optimised values for P

A

% as a function of Omax for a

fixed basis P)lg and fixed pulse intensities. The black solid line represents the optimal basis bias PQ with the same fixed intensity values.

the decoy-state intensities that can counter the effects of large
channel losses.

C. OQNRG subsystem limitations

Prepare and measure protocols require random bits for the
preparation of signal states. QRNGs with the required rate
to feed a high-speed source in real time may incur significant
onboard processing resources and SWaP. Alternatively, the
random bits can be generated at a much slower rate with less
resource-hungry QRNGs prior to the overpass, assuming that
the transmission time duty cycle is small compared to the total
orbital time. For this latter situation, we consider limits on the
amount of onboard storage for random bits to drive the source,
often limited on small satellites. This constrains the amount
of reconciled data established between a satellite and OGS,
thus directly impacting the achievable SKL per pass. Unlike
in previous sections where we assumed the source can run
indefinitely, in this section, we extend our analysis to model the
impact of varying memory storage limits of cryptographically
secure random bits on the final SKL.

For a two decoy-state weak coherent state protocol, each
pulse consumes four random bits; one for the basis choice,
one for the key value, and two for the intensity choice. For
the efficient BB84 decoy-state protocol, the basis choice bit
and the intensity bits are biased. In general, it takes at most
two unbiased bits on average to generate one biased bit [47],
hence each pulse requires up to seven unbiased bits from the
quantum random number generator (QRNG), though only four
bits need to be stored after biasing. At 500 MHz source rate,
this requires 2 Gb/s of stored random bits to drive the source.
Therefore, a zenith pass with a maximum overpass duration
of 444 s (accounting for a minimum elevation limit of 10°)
requires a minimum availability of 111 GB of random bits.

First, we examine the effects of a limited random bit memory
buffer on the finite key. An 8 GB buffer can supportup to 32 s
transmission time for a 500 MHz source, which is much shorter

than the maximum overpass duration of 444 s. Fig. 5 (left-hand
axis) shows the per-pass SKL for different memory buffers as a
function of overpass geometry (dmin, Omax)- A larger memory
buffer permits longer transmission times, which enhances the
finite SKL and extends the operational footprint of the SatQKD
system. Second, we determine the minimum memory buffer
required to yield non-zero finite keys for different overpasses.
For a given overpass, the smallest block size that yields a non-
zero finite key defines the smallest operational time window,
tmin, that should be supported by the onboard storage. This
provides a measure of the memory buffer requirement for a
SatQKD mission, given by fitmin/2 Bytes. The right-hand
axis of Fig. 5 illustrates the minimum memory buffer required
for different satellite overpass trajectories. The demand for
larger onboard storage requirements increases with increasing
ground track distances. This is because satellite overpasses
with larger ground track distances require larger minimum
transmitted signals to overcome the larger average channel
losses and generate a non-zero finite key.

Third, to quantify the overall impact of limited memory
buffers on the SKL, we estimate the annual amount of secret
keys that can be generated using methods from Ref. [27]. For
a Sun-synchronous orbit and neglecting weather effects, the
expected annual key for single overpass blocks with an OGS
site situated at a particular latitude is approximated by [27]

S KLint
Liy

SKLyear = N2

orbits ’ (3)
where SKL; is twice the integrated area under the SKL vs
dmin curve in Fig. 5 (units of bit metres), N2 is the number
of orbits per year, and Ly, is the longitudinal circumference
along the line of latitude at the OGS location. Fig. 6 illustrates
how SK_Lyear varies as a function of the memory buffer for an
OGS at alatitude of 55.9° N (latitude of Glasgow). For our ref-
erence configuration (System D) with nfgss =40dB, Sﬁyear is
0.81 Gb (3.94 Gb) for a memory buffer of 8 GB (32 GB) respec-
tively. For comparison, without QRNG limitations, SKLye,; is




Maximum elevation, Opyax (Degrees)

10% E

90 66.5 48.5 36.0 274 21.2 16.4
106‘)E : A 0 ‘ ‘ ‘ ‘ ‘ ‘ 4
— Buffer = 32 GB
[ —— Buffer = 8 GB % =
I Buffer = 2 GB &)
10° £ g
ko)
120 &
-
415 2

Secret Key Length (bits)

=
=
T

2 L Il L Il L Il L Il L L
10 0 0.2 0.4 0.6 0.8 1.0 1.2

Ground track distance, dpin (10 m)

Figure 5. Overpass and memory buffer effects. SKL (left axis) and
minimum memory buffer (right axis) as a function of ground track
distance. We consider7,>° = 40dB, f; = 500 MHz, QBER; = 0.5%,
and pec = 1 x 1077, A larger memory buffer permits a longer trans-
mission time, which extends the operational footprint of the SatQKD
system. Further, a larger minimum memory buffer requirement is
observed at larger ground track distances to generate non-zero finite
keys. This provides an indication of SatQKD system specifications.

6.44 Gb. Fig. 6 also shows the gains to myear from better
performing sources and detectors. Comparing Systems B and
C shows a crossover in their Sﬁyear at around 32 GB, high-
lighting an important tradeoff between the operational per-
formance of sources and receiver for fixed memory buffers.
Namely, SatQKD systems operating with constrained mem-
ory buffers should focus on improving sources (minimising
QBER;, System C). This is because small memory buffers
can only support a short signal transmission time around the
maximum elevation of a satellite’s trajectory, where losses are
minimised. Improving the performance of the source leads to a
direct improvement of ﬁyear. Conversely, SatQKD systems
not constrained with memory buffers have a larger operational
footprint that maximises the number of overpasses that gen-
erate non-zero finite keys. Improving the key generation of
these systems can be supported through improved receivers
with reduce pe. (System B).

We note that a higher source rate, f;, can improve the satel-
lite overpass opportunities that generate a non-zero finite key
and reduce the required memory storage. For the number
of transmitted signals enabled by a limited memory buffer,
a higher rate allows signal transmission over a shorter time
window around 6y,,x, Where the satellite-OGS range is at its
smallest, corresponding to a lower average loss. This improves
both the received block length and the overall error rate. Also,
the minimum amount of buffer required to generate the secret
key is reduced due to more efficient transmission during the
lower loss segment of an overpass.
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Figure 6. Annual expected SKL vs Memory Buffer. The OGS
is at a latitude of 55.9° N, fg = 500 MHz, and r]l?)/; = 40 dB.
We illustrate four distinct system configurations {QBER], pec}: A =
{0.1%, 1x 1078}, B = {0.5%, 1x 1078}, C={0.1%, 1 x 1077}, and D
={0.5%, 1 x 10~7}. Dashed lines indicate the annual SKL expected
without memory constraints.

D. Source intensity uncertainties

Standard analyses of WCP decoy-state BB84 protocols usu-
ally assume perfect device operation leading to idealised key
rates with optimised intensities. We can consider various de-
viations from ideality, such as a source with fixed and known
intensities operational during the entire integration time of
a satellite overpass. Active stabilisation of pulse intensities
by continuous monitoring and feedback is possible [48] but
may be limited by inherent power monitor measurement un-
certainties. Instead, instantaneous offsets and long-term drifts
in the intensity values lead to parameter uncertainties that are
an important departure from the fixed operating intensity as-
sumption, which directly impacts the security of distilled finite
keys for two reasons. First, source intensity fluctuations can
be exploited in general attacks [49] which may be exacerbated
in SatQKD with small block sizes. Second, the estimated vac-
uum and single-photon yields will differ significantly from true
expectation values, potentially leading to an underestimation
of the required privacy amplification to ensure security.

Several recent works have looked at this general problem
by accounting for the variation in source intensities directly
within the parameter estimation [13, 50-53]. This changes
the estimates of the quantities that appear in Eq. (2) and could
also change the secret key formula itself. A different scenario
has also been considered [29] where the existing formalism
described in Refs. [27, 39] is used, but simply assume that
the true intensities are uncertain, though not necessarily fluc-
tuating during a transmission block. We note that in [29] the
channels did not vary in time during a transmission block, in
contrast to the SatQKD case that we consider here.

In this work, as in [29], we model the impact on the SKL of
an upper bound to the deviation of each of the source intensities
w1 from the assumed/measured values. Our approach models
the case where the fixed intensity values have a constant and
unknown offset from their intended values. The intensities can
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Figure 7. Impact of source intensity uncertainty. The signal and
decoy state intensity values may independently deviate from their
assumed values uj by fraction f. The per-pass SKL taking into
account these intensity uncertainties for f = 0%, 5%, 10% are
shown for different overpass geometries.

vary from the intended values by a maximum fraction f of the
intended values during an overpass. The probability of the
intensity values exceeding the range defined by f must be less
than the advertised probability of the protocol being insecure,
which is determined by €. These variations are considered
for the signal and decoy state u; and p, respectively, and not
for the vacuum state, since any fluctuation on the vacuum state
due to extraneous counts have already been considered. Cru-
cially, we consider independent variation for y; and u» for all
four encoded bit values. This is a more pessimistic approach
than in related works, such as [53], where it is assumed that
the variations for y; are the same for each bit value and ba-
sis. Each intensity value is then sampled independently in the
range u; + fu; to determine each signal state. Since the true
intensity values are unknown to Bob, we take the worst case
combination of deviations that reduces the SKL as a conser-
vative estimate while ensuring security. The range u; + fu;
is sampled using different numbers of points, though it was
found that only 3 points were sufficient to find the worst case
SKL. Fig. 7 illustrates the SKL as a function of 6p,x for at
most a 5% and 10% variation in the source intensities. We see
that source intensity uncertainty can have a profound impact
on the attainable SKL that significantly reduces the SatQKD
operational footprint. For large variations, it is therefore likely
that the SKL will be zero for many of the satellite overpass
opportunities. This highlights the importance of including the
effects of uncertainties in the description of the power mon-
itors. Active stabilisation of intensities is important to allow
operation close to the desired performance.

IV. DISCUSSION

Existing analyses of satellite-based QKD (SatQKD) assume
an ideal, fully optimised parameter space to determine the
maximum finite key rate. In practice, it is difficult to engineer
the control of each parameter for different satellite overpasses.
Therefore, these analyses effectively serve as an upper bound to

the expected performance of SatQKD. We show that SatQKD
operates with limited operating margins. It is therefore of
immediate practical relevance to investigate the performance
of SatQKD with a reduced parameter space optimisation to
reflect restrictions on system operations and deployment, and
to understand its robustness to additional losses and system
imperfections. Further, the limited volumetric space, weight,
and power (SWaP) available on small satellites provide limited
physical resources that further depart from the ideal scenario
of a fully optimised parameter space. We fill this gap by estab-
lishing practical SatQKD performance limits that reflect the
nature of current engineering efforts and evaluate the impacts
of limited resources on the long-term finite secret key length
(SKL) generation capacity.

First, we model the impact of a fixed receiver basis bias
Pf and pulse intensities u; on the SKL given the imprac-
ticality of their dynamic control during transmission. The
SKL can be enhanced through carefully selecting the operat-
ing values of the fixed parameters. We develop a natural ap-
proach to determining the ideal fixed parameter values, based
on maximising the expected annual SKL, which can be read-
ily generalised to any parameter set. For the nominal system
specifications denoted in Table I, this leads to the fixed param-
eter set {Pf,,ul,,ug} = {0.84,0.71,0.14}, corresponding to
the receiver beamsplitter basis bias, and signal and decoy state
intensities. Despite these fixed values, we find it is possible to
generate near-optimal SKLs across a wide range of overpass
maximum elevation angles. While larger Pf can generate
larger SKL at high elevations, it does so at the expense of zero
secret key at lower elevations due to worse parameter estima-
tion. SatQKD missions should therefore carefully choose the
fixed OGS bias to address the tradeoff between a maximised
single-pass SKL and the long-term key generation capacity.
Our optimal fixed value of Pf = 0.84 balances this tradeoff
to achieve close to optimal performance with fixed intensities.
The optimum set of {Pf, u1, g2} will require re-evaluation
for different SatQKD systems, especially in a large-scale net-
work with several OGSs and a heterogenous space segment.
Further trade-offs will have to be considered to establish a
set of standard system parameters based on operational and
application-specific factors.

Next, we illustrate the significant impact of limited QRNG
resources that drive the source on the expected annual SKL.
For the nominal system, increasing the memory buffer from
8 GB to 32 GB substantially increases the expected total annual
SKL from 0.81 Gb to 3.94 Gb, corresponding to 3.16 x 10°
and 1.54 x 107 AES-256 encryption keys respectively, though
there are diminishing returns for larger buffers. This insight
has significant implications for design trade-offs. We provide
the minimum memory buffer required to yield non-zero finite
keys for different overpass geometries, providing an important
benchmark to support the design of upcoming SatQKD mis-
sions. For missions with higher altitudes and source rates,
the QRNG subsystem for prepare-and-measure protocols will
be increasingly crucial for sustained operations. High-speed
QRNGs with sufficient rate for real-time driving of the source,
together with ring-buffers and real-time reconciliation would
obviate the need for extremely large random number stores,



but will have further system design implications for SWAP-C
and required communications capabilities.

Finally, we investigate the impact of uncertainties in the sig-
nal and decoy state intensities on the SKL. Maintaining fixed
intensity values require perfect sources during the entire in-
tegration time of a satellite overpass. In practice, imperfect
knowledge of the transmitted state intensities directly impacts
the security and amount of distilled finite keys whilst maintain-
ing security against statistical fluctuations. We find that these
fluctuations have a profound impact on the SKL and highlight
the importance of the accuracy of power monitors. Actively
stabilising the intensities close to their intended values is also
important to approach the optimal performances as modelled.

This study opens up a number of interesting open prob-
lems that would extend the scope and applicability of this
work. First, a more comprehensive quantum channel model
that includes elevation and azimuthal-dependent background
light distributions, cloud cover, seasonal weather effects, and
other location-dependent effects would provide a more repre-
sentative performance analysis for detailed OGS siting studies.
Second, different orbits and altitudes could also be modelled,
the optimum altitude to maximise the integrated key genera-
tion footprint, hence its expected annual SKL, could be derived
in particular. Finally, an interesting extension toward the aim
of establishing a global quantum network would be in explor-
ing additional cost and performance trade-offs to reveal deeper
insights into performance bottlenecks in SatQKD.

METHODS
1. Loss modelling

In this section, we introduce the notation and the underlying
loss model. In particular, we provide details on our model for
the elevation and wavelength-dependent losses for any satel-
lite overpass geometry. Recall that to determine the finite key,
we need to determine the expected detector count statistics as
a function of time and the operational source wavelength A.
Therefore, we first determine the instantaneous link efficiency
as a function of elevation 6(t), range R(¢), and source wave-
length A, which captures all systematic and channel losses.
Our method to determine the link efficiency differs from our
approach in Ref. [27] where we used empirical results pub-
lished by Micius. In this work, we use a more physically
motivated approach that will allow greater flexibility in the
analysis and applications that can be considered, such as the
effects of OGS positioning. Despite this change, the results of
the two methods closely match for elevations above 10° which
provides confidence in the new approach.
We write the link efficiency as

na (0) = Tdiff (/l’ 0) + Natm (/ls 9) + Nint» (4)

in units of decibels (dB) and where we have three distinct loss
contributors. The first term r4if defines losses from diffraction
effects, nym from atmosphere effects that include scattering
and absorption, and 7, defines a fixed elevation-independent
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Figure 8. Link efficiency as a function of elevation. Each contribu-
tor to the total loss is illustrated for A = 785 nm. Both diffraction and
atmospheric losses vary with elevation and increase with decreasing
elevations. The solid black line illustrates the total link efficiency.
The loss axis is truncated at 60 dB, with the worst link efficiency be-
ing 1775 = 87 dB at 0°. The loss values in the gray region, where the
elevation falls below 10° are not used in the key length simulations.

intrinsic system efficiency corresponding to internal losses,
and beam misalignment. Eq. (4) provides a general approach
to modelling losses for any SatQKD system. Once a satellite
overpass trajectory is defined, we use Eq. (4) to determine the
loss for every second of the overpass to estimate the total count
statistics. A single block is then constructed from the entire
overpass data, and finite statistics incorporated to maintain
composable security. Details for each loss contributor are
provided below.

a. Diffraction losses

A dominant contribution to loss is diffraction, which broad-
ens the beam after the signal propagates through the satellite’s
transmitter aperture, Tx. The amount of beam broadening
depends on a number of factors, including the channel range
R(t), Tx, and the source wavelength 1. Here, we take a stan-
dard approach to estimate diffraction losses by calculating the
far-field Fraunhofer diffraction of a initial truncated Gaussian
field distribution with a beam waist of wq at the transmission
aperture. We calculate the probability that a single photon
exiting the transmit aperture is collected by the receiver aper-
ture from the ratio of the integrated power density across the
transmitter aperture, Pr, and the receiver aperture, Pg,

naier (4,60) = —101logy (P_R) . &)
Pr

Since we are using a weak coherent pulse (WCP), there is no
optimal beam waist provided there is no constraint on beam
power [31]. For a downlink configuration with a WCP source,
it is optimal to have the beam waist be as large as possible to
achieve close to ideal far-field diffraction. However, practical
constraints on the source power will impose a limit to flatness
of the Gaussian across the transmission aperture. Therefore,



we set the beam waist to be in the order of the transmitter
aperture diameter, wg = Tx/2. The impact of a central beam
obscuration due to secondary mirrors typical of Cassegrain-
type reflecting telescopes could be considered [31] but has no
significant impact on the analysis.

b. Atmospheric attenuation

The second contributor to the instantaneous link efficiency
arises from atmospheric attenuation from absorption and scat-
tering from molecules and particulate matter. The magnitude
of these atmospheric losses depends on the wavelength and the
satellite’s elevation, which determines the length of the quan-
tum channel through the atmosphere. We use MODTRAN to
model atmospheric propagation and determine the transmis-
sivity, T (), for a given wavelength as a function of elevation.
MODTRAN is a software that solves the radiative transfer
equation to provide a standard atmospheric band model [30].

The atmospheric loss contribution is then calculated from
the transmissivity,

Nam (4, 60) = —10logyo (Ta(6)) , (6)

where the wavelength and elevation dependence is made clear.

c. ‘Intrinsic’ system loss

The final loss contributor is denoted the ‘intrinsic’ system loss
Nine that combines several sources. We simplify the analysis by
taking this to be fixed, i.e. elevation/time independent. Within
our loss budget, the intrinsic system loss combines two distinct
loss contributors. First, we conservatively assign a fixed loss
of 12 dB to the overall electro-optical inefficiency of the OGS
system, which is comprised of 3 dB each from,

1. photon detection efficiency Si-SPAD,
2. quantum receiver optics,
3. collection telescope,

4. interface and adaptive/tip-tilt optics between telescope
and quantum receiver.

We also lump together losses due to an imperfect, non-
diffraction limited, beam (beam quality parameter M> > 1),
turbulence induce beam wander and spreading, and transmitter
pointing errors. For simplicity, we assign a fixed and conserva-
tive value of 8 dB to such non-ideal beam propagation induced
losses. Therefore, in this work, we set

Nine = 20.0 dB, )

which brings the total minimum loss at zenith to )", = 40 dB.
Elevation dependence of the turbulence-induced losses has
been considered in other works but is neglected for the mo-
ment in this work. More detailed modelling of turbulence and
pointing losses can be found in [54] and references therein.
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Under-estimation of these losses is compensated in part by
conservative estimates made elsewhere in 7;y;.

Note that these are conservative estimates that may be more
indicative of practical SatQKD systems. If we are able to
engineer better performances and achieve highly optimised
operation, then we can further reduce the receiver and trans-
mitter apertures for increased portability, but maintaining the
values of nfgss analysed here. These losses are consistent with
the recent mobile OGS designed for the Micius mission [55].

2. Error correction for one-way information reconciliation

An important step for any QKD protocol is error correction,
which identifies and corrects errors due to vacuum events and
transmission errors. For this step, Alice and Bob publicly
announce Agc bits that are assumed known to Eve through a
round of classical communication. The number of bits Agc
depends on the error rate, which in a practical implementa-
tion we estimate during the parameter estimation stage. For
our simulation, we use an estimate of Agc that varies with the
quantum bit error rate (QBER), Q, and the data block size, ny.
A common approach to modelling the number of error correc-
tion bits required during information reconciliation is through
Jfecnxh(Q), where fgc is the reconciliation factor efficiency
and we recall that h(x) is the binary entropy function. The
value for fgc is crucially larger than unity, and often chosen
within the range 1.05 to 1.2, to account for inefficiencies in the
error correction protocol. While this approach is well-suited to
determining the optimal secret key length, it is assumed that the
reconciliation factor efficiency is independent of Q, ny, and
the required correctness €. Since SatQKD operates within
the finite-key regime, these parameters can vary significantly
however. An improved estimate of the reconciliation factor
efficiency would enable a higher SKL under finite statistics.

The amount of information leaked to the eavesdropper dur-
ing information reconciliation is usually impossible to deter-
mine exactly. Therefore it is often upper bounded by log| M|,
where M denotes the error syndrome. For one-way reconcili-
ation, the size of this error syndrome (in bits) has the following
tight lower bound [43]

(l—Q)]

0
(F (e:my, 1 Q)—l log[(

Agc = nxh(Q) +nx(1 - Q)log

Q)]

—log(1/e),

where F~! is the inverse of the cumulative distribution function
of the binomial distribution. We use this estimate for the
number of error correction bits to determine the optimised
SKL. We note that for large block sizes

1
) log(nx)

A
lim == = h(Q), ©
nx—00 nX
such that A5, = nxh(Q), which is the minimum possible
bits allowed by information theory. This suggests that the in-
formation reconciliation (IR) factor efficiency tends towards
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Figure 9. One-way information reconciliation efficiency. We esti-
mate fésct as a function of satellite overpasses with maximum eleva-
tion angle Omax for different memory buffers my,. For data represen-
tative of current engineering efforts, fCSt remains larger than 1.05,
which is the lowest quoted achievable eﬁicwncy in the literature and is

illustrated by the gray region corresponding to optimistic efficiencies.

unity fgc = 1, which is optimistic even for optimised low-
density parity-check (LDPC) codes that can achieve high rec-
onciliation efficiencies and require few rounds of communica-
tions [56]. For application in SatQKD, the IR efficiency does
not approach this asymptotic limit over QBERs and data block
sizes typical of realistic operation. To demonstrate this, we in-
vestigate how the IR efficiency estimate varies for the different
memory buffers considered in Section III C. Specifically, the
finite-size estimate for the IR efficiency provided by Eq. (8)
can be determined from the ratio f‘”t Agc/nxh(Q). Fig. 9
illustrates this ratio as a function of satellite overpasses with
maximum elevation angle 6.« for different memory buffers
myp,. Note that the data block sizes increase with an increasing
memory buffer, leading to better fg& et that approaches unity.
We observe that the estimated efﬁmency dips below the lower
quoted value of 1.05 in the literature [43], which is indicated by
the gray region. Recall from section III C, that a memory buffer
of 64 GB achieves near-optimal performance corresponding to
the highly optimised scenario. Therefore, the correction esti-
mate in Eq. (9) does not approach the asymptotic limit of unit
efficiency for SatQKD data representative of current engineer-
ing efforts and capabilities and is well suited to explore the
engineering constraints that are the focus in this work.

Before concluding, we make two observations. First, a
simple remedy to the error correction estimate that would hold
for any data block size would be to switch to an updated model
whenever the reconciliation efficiency estimated by Eq. (9)
falls below 1.05. That is, we can estimate the number of error
correction bits required from

Age = fecnxh(Q), 10)

where fgc takes values that reflect achievable efficiencies,
whenever Agc < 1.05nxh(Q). Second, here we do not con-
sider bi-directional error correction information reconciliation
for SatQKD such as CASCADE [57]. Although it may lead to
improved reconciliation efficiencies, the complexity of classi-
cal communication protocols and operations, and demands for
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on-board data processing are significantly greater. Hence, it
may be more practical to implement one-way IR in SatQKD
to simplify operations and reduce system cost and complex-
ity using schemes such as low-density parity check (LDPC)
codes [58].

3. General approach optimisation of fixed parameter values

The fully optimised finite SKL is difficult to achieve since it re-
quires active control of the entire parameter space, which may
be difficult to engineer. In section III B we explored the im-
pact of fixing the receiver basis bias P2, and the two intensity
values u; and o that are particularly challenging to change.
This naturally raises the question what fixed values should a
SatQKD system implement? Here, we outline a general method
to determine fixed values for the set € {P)lf S ML, M2}

Our method follows from maximising SK_Lyear, which is
proportional to the integrated area under the SKL vs ground
track distance curves, SKLjy [27]. We first establish the fully
optimised SKL as a function of dy,, corresponding to opti-
mising the full parameter space. For each point j along the
optimised curve, we extract the set, ‘FO Pt ()’ of the optimal

values for P5, p11, and p15 for dimin (/) (in unlts of 10° m). Now
fixing To Pt a()
eter space to determine the SKL as a function dp, (), hence
SKLiy. This procedure is repeated for each optimised point j.
We then choose the fixed set 7—’0 Pt Lk that maximises SKLiy,
as the best compromise of fixed parameters This procedure is
summarised in Fig. 10.

Fig. 11 illustrates this procedure for choosing the ideal fixed
set 7’0 that optimises SKLyear In Fig. 11(a), the opti-
mal SEL is illustrated in black. Three illustrative fixed sets
Famin(;) are sampled to correspond to the maximum, median,
and minimum non-zero SKLs values and are shown in dashed
blue, dashed red, and dashed green respectively. We first note
that fixing the values for ¥ has little impact on the SKL over
the entire range of satellite overpass trajectories. This reas-
suringly demonstrates that SatQKD systems operating with a
fixed subset of parameters ¥ do not lead to a large depar-
ture from the optimal performance with only a small observed
impact on the SKL generation performance. Second, it is
possible to improve the SKL by carefully choosing the fixed
values for . The ground track distanced furthest away from
the sampled point j along the optimal curve deviates most
from the optimal performance. This suggests that the fixed pa-
rameter set should be chosen closer to the centre of the curve,
since this would maximise the robustness of the SatQKD sys-
tems to the widest variety of satellite overpasses leading to
the largest annual expected SKL. This specific dependence on
the fixed parameter set and the annual SKL is illustrated in
Fig. 11(b). The peak annual SKL corresponds to the ideal
fixed set ﬁfig ={0.841,0.709,0.139}. This establishes the
fixed values used in section III B. Our method is general and
can be extended to determining the ideal values for any alter-
native subset of fixed parameter sets. Finally, we reassuringly
find that despite the constrained parameter space, the estimated

we optimise the SKL over the remaining param-
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Figure 10. Pseudocode to determine the ideal fixed parameter set.
We denote TOpt( x) {PB(k) ui(k), up(k)} as that which max-
imises the perf?)rmance of a SatQKD system through the expected
annual SKL. This algorithm can be generalised to determining the
ideal values for any fixed parameter set.
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annual SKL with these fixed parameters is close to the fully
optimised case, shown with the dashed horizontal line in (b).

We note that there is the possibility that a greater ﬁyw
could be achieved with a parameter set outside of the per-pass
optima but as the presented procedure closely approaches the
upper bound, a search for such values may not be worthwhile.

DATA AVAILABILITY

The raw output files from the simulations used to generate
data in this work are available upon reasonable request. All
material requests should be made to J.S.S.

CODE AVAILABILITY

The SatQuMA vl1.1 simulation Python suite is available at
Ref. [28]. Modified code used to generate all results in
this work is accessible on GitHub https://github.com/cnqo-
gcomms/SatQuMA/. It implements a minor modification of
SatQuMA v1.1 to handle fixed parameters that have currently
not been released as a stand-alone package.
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