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Abstract

Vehicle ad-hoc networks (VANETS) are a particular type of mobile ad-hoc networks
(MANETS) that enable vehicles to communicate in modern road environments. By
enabling communication, VANETS can provide real-time information such as traffic
congestion warnings, safety messages, lane change information and infotainment.
VANETS lead to optimized traffic conditions, increased road safety and improved
driving conditions for road users.

Accurate and timely delivery of messages is crucial due to the importance of messages
transmitted. Therefore, securing communications in VANETS is crucial for operations.
Messages exchanged in VANET communications contain critical information such as
road safety or road accident information. These packets must reach their intended
destination without modification. VANET communications are concerned that
malicious vehicles can intercept or modify messages before reaching their intended
destination. Malicious behaviour can hamper VANET operations and create safety
concerns.

This research proposes a multi-tier trust management system based on vehicle
behaviour for the detection of malicious vehicles and to improve communication
within VANET. It includes investigating VANETs while highlighting vehicle
behaviour metrics. The metrics include packet delivery ratio (PDR), processing delay,
forwarding rate (FR), initial and residual energy, and operational history of a vehicle.
The first tier of the proposed system assigns vehicles in the VANET a trust value based
on behaviour such as processing delay, packet loss and prior vehicle behavioural
history. To achieve this, a set of vehicles is selected as watchdogs and observes
neighbouring vehicles’ behaviour. Watchdogs send this data to the roadside unit
(RSU), which calculates trust values to represent vehicle behaviour. The second tier
protects against malicious watchdogs in the VANET. Watchdog behaviour history
identifies malicious and non-malicious watchdogs. The third security tier protects trust
value calculation data. A secure watchdog selection process is proposed to enhance
system robustness. This watchdog selection scheme considers vehicle behaviour and
fairness while selecting watchdogs. In order to improve accuracy, the proposed system
includes intelligence to identify false positives caused by network errors and malicious
vehicles that recover from malicious behaviour.

Based on simulations, the developed system successfully identifies and isolates
malicious vehicles in the VANET. The designed system improves the VANET packet
delivery rate and reduces packet delivery delay. The proposed system's accuracy is
evaluated by its ability to identify false positives and vehicles recovered from
malicious behaviour. The suggested watchdog selection process successfully selects
secure and fair watchdogs, improving system robustness. The proposed system
enhances VANET communications. In future applications, the developed system can
be applied to intelligent city environments by enabling efficient and safe
transportation. Consequently improving the quality of life for its citizens.
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1. Introduction

1.1. Overview

This section provides a general overview of this thesis document's contents. This
introduction will contain the study background, providing a high-level discussion of
Vehicular Ad-hoc Networks (VANETS). The motivation section will describe the
fundamental reasons for the research. The aims and objectives answer the research
questions presented. The research questions provide some succinct statements of the
study's expectations. Furthermore, the contributions section presents the innovations
created in this research. Chapter two will review related professional research on
VANETs and the latest technologies used in VANETS. The chapter includes
vulnerabilities and attacks against VANETS. The chapter discusses VANET security
requirements. Chapter 3 will contain the methods used in investigating the problem
and the methodology used in developing the solution to the research questions. The
security solution developed comprises three modules outlined in chapters 4, 5 and 6.
Chapter 4 discusses the main components of a multi-tier trust-based security system.
Testing for false positives and recovering malicious vehicles is outlined in Chapter 5.
Chapter 6 discusses the process of selecting watchdogs that consider fairness and
vehicle history. Chapter 7 presents the research conclusion and implications.

1.2. Background

As wireless communication technology and network systems constantly evolve and
progress towards a better state, VANETSs have gained considerable interest from
researchers, automobile manufacturers and government institutions [2], [3]. VANETS
are a particular type of MANET which enables communication on roads in urban
environments [2], [4]. The vehicles that belong to the same VANET can communicate
with one another and with the infrastructure within its range of communication.
VANETs have become increasingly significant in building intelligent cities and
intelligent transportation systems (ITS) [3]. The importance of VANETSs lies in
providing real-time information such as traffic congestion warnings, safety messages,
lane change information and infotainment [2]-[4]. Information sharing leads to
optimized traffic conditions, increased road safety and improved driving conditions
for road users [5]. This reduces the risk of injury and death on the roads and increases
drivers and passengers' comfort. Accuracy and timely delivery of messages are crucial
to reap VANET benefits [6]. A delay or drop in messages in the VANET can have
dangerous consequences for all road users. Interruption of information transfer in
VANETS may cause accidents on the road, resulting in injuries and deaths. VANETS
have enabled Vehicle-to-Vehicle (V2V) communication and cooperation and have
also been utilized in Vehicle-to-Infrastructure (V2I) contact [7]. V2V and V2I
communication are vehicles' primary modes of communication, a VANET [8], [9].
Vehicle communication is made possible by the On-Board Unit (OBU) installed in
most modern vehicles [10]. The OBU contains GPS, wireless communication, central
control (CCM), and human-machine interface modules [11]. V21 communication is
made possible by deploying Road Side Units (RSU) along roads or intersections [12].
V2l communication, in some cases, also involves communication with Trusted
Authorities (TA) deployed along the road. TAs are a trusted third party deployed in
VANETS equipped with networking features and computing power to manage the
VANET [12]. Vehicles in the VANET communicate with other vehicles or RSUs by

13



dedicated short-range communication (DSRC) on a single-hop or multi-hop basis [4],
[11].

One of the critical challenges facing implementing VANETS is providing secure
vehicle communication [13]. The characteristics of VANET, which include rapidly
changing connections, make communications susceptible to malicious attackers.
Attacks on VANETS present a dangerous situation for VANETS due to the nature of
the information exchanged. The information exchanged in VANETS involves critical
information. Therefore, an attack-free and trusted environment increases the reliability
of information transfer in the VANET [8]. Messages transmitted in the VANET
require protection from modification or insertion by malicious entities. Availability,
integrity, confidentiality, authentication, non-repudiation, and traceability are security
requirements for VANET communication [4], [11], [14]. Security systems built for
VANETS have to adhere to these security requirements. The high mobility, rapidly
changing network topology, limited transmission power, volatility in network
connections and boundless network size present a challenge for VANETS to achieve
their security requirements [15], [16]. These security aspects require developing
unique security mechanisms to achieve them.

Attacks in a VANET disrupt the normal working of the network and lead to disruptions
in the VANET. These disruptions are a concern because information exchange in the
VANET can save lives. Attacks in the VANET are performed by either an insider or
an outsider in the network [17]. Insider vehicles in the network are authorised network
members and can communicate with other vehicles [15]. In contrast, outsider vehicles
do not have direct access to the network and cannot communicate with members of
the VANET [15]. Since outsiders have limited access, they also have a limited capacity
to attack the network; insider attacks are considered more dangerous. Some of the
attacks performed on VANETS include Sybil attack, Denial-of-Service attack (DOS),
Distributed Denial-of-service attack (DDOS), Blackhole attack, Wormhole attack,
Message suppression attack, Message Alteration attack, Replay attack, Sybil attack,
Timing attack, Man-in-the-middle attack and Eavesdropping attack [15]-[19]. These
attacks decrease the vehicles’ ability to deliver messages in the VANET.

Developing security mechanisms for VANETS reduces the effect of malicious attacks.
Developing an optimized, secure scheme for VANETS requires some objectives to be
fulfilled. These objectives include: minimization of computational and
communication overhead, utilization of bandwidth, scalability, timely response and
must have good capability to stop attacks [16]. Security mechanisms developed try to
achieve all the security requirements, although this presents a challenge in some cases.

Cryptography and key management techniques are proposed to deal with malicious
attacks in VANETs [20]-[22]. Cryptography is based on key management and
involves using public, private, or shared group keys to encrypt data and avoid
malicious vehicles [23]. Messages sent in the VANET are encrypted at the source
using keys and decrypted at the destination using keys. However, because of the highly
dynamic nature of VANET, the distribution, management and storage of keys become
highly complex [20]. Increasing the number of vehicles also increases the number of
compilations performed, increasing the complexity [23]. Cryptography solutions have
also been ineffective against security-related problems, such as fake messages and
dishonest users [24]. Another challenge cryptographic solutions face is the inability to
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deal with insider attacks [25]. Therefore, cryptography and key management
techniques are not the most efficient security mechanisms for VANET
communication.

Trust management as a security mechanism can deal with security threats in VANETS
but must be optimised to perform effectively. A trust model allows a vehicle to
evaluate another vehicle's behaviour and detect malicious vehicles or false data [26].
A trust model should be able to verify whether the message's sender is legitimate and
trustworthy and whether the message's contents are trustworthy [24]. By doing this, a
trust model should be able to improve the security of the VANET. Evaluation of
vehicles makes use of various aspects, including neighbour recommendations,
interactions with other vehicles, previous dealings in the network, FR/PDR and
consistency factors [25], [27], [28]. The VANET and security management system's
application highly influence attribute selection. Trust management in VANETS
comprises three main categories: Entity-centric, data-centric, and combined trust
models [29]. Trust models use various techniques to monitor a vehicle and evaluate
its behaviour. Entity-centric trust models focus on evaluating the trustworthiness of
the vehicle itself. Data-centric trust models' primary focus is the trustworthiness of
received data. Combined trust models evaluate the trust level of vehicles and the data's
trustworthiness.

Evaluating the behaviour of a vehicle in the VANET requires monitoring vehicles and
their transactions in the VANET. Security management systems, including trust
management systems and intrusion detection systems (IDS), use a watchdog technique
to perform monitoring tasks. The watchdog technique involves installing a watchdog
agent, which enables the monitoring neighbour transactions in the VANET [30].
Although the watchdog technique effectively monitors vehicles, particular challenges
must be considered during design. The first challenge exists in selecting secure
watchdogs [31]. Watchdogs monitor other vehicles; therefore, a malicious watchdog
would render the security management system ineffective. The other challenge within
the watchdog mechanism is resource consumption [32], [33]. The watchdogs consume
higher computational and storage costs to perform monitoring tasks in the VANET.
Computational and storage costs are even higher if the watchdog has to perform the
computations and evaluate vehicles to determine malicious and non-malicious
behaviour. Implementing the watchdog technique in security management systems
requires addressing the challenges mentioned. The occurrence of false positives is a
phenomenon that is crucial in designing security management systems. False positives
occur when the behaviour of vehicles results in identification as malicious, yet its
normal behaviour [34]. False positives can occur due to network errors causing
collisions or causing incorrect data collection by the watchdogs. False positives can
also occur in a defamation attack. A defamation attack is where a vehicle will report a
vehicle as malicious, yet the vehicle is exhibiting normal behaviour [35]. False
positives cause a loss of accuracy in detecting and evaluating vehicle behaviour in the
VANET. False positives also have the disadvantage of reducing the efficiency of the
security management system. False identification has to be considered by security
management systems during design.

15



1.3. Motivation

Registered vehicles worldwide will increase to about 2 billion within 10 to 20 years
[29]. VANETSs work as a foundation of ITSs and smart cities to improve transportation
efficiency and ensure the safety of vehicles and pedestrians [27]. Accidents occur
when a driver cannot identify their surroundings [28]. Furthermore, with increased
traffic, people get stuck in traffic jams and waste valuable time sitting on the road. An
ITS can address both of these challenges. The importance of VANETS cannot be
understated.

Unfortunately, due to the highly dynamic topology nature and other unique
characteristics of VANETS, malicious vehicles can easily embed themselves in the
VANET [29], [36]. Once embedded in the VANET, malicious vehicles can quickly
disseminate false messages or modify or drop messages in the network before reaching
their intended destination. These disruptions to information exchange could reduce
transportation efficiency and, in the worst-case scenario, lead to injuries and threaten
human life [29]. Therefore, VANETSs cannot work efficiently in the presence of
malicious vehicles. Security from malicious vehicles is challenging to accomplish in
VANETSs [37]. Hence why securing VANETS has become a prevalent research field
recently.

While VANETs present a unique challenge for identifying malicious activity,
researchers have made progress in addressing these challenges. Certificate and
signature methods have been used to verify the authenticity of vehicles and messages
[38]. Cryptography secure systems for VANETs are used to deal with external
attackers in the VANET [25], [27]. Trust management systems have been introduced
to enhance the security of VANETS by facilitating the dissemination of reliable and
trusted data in the network [39].

Trust management is effective against internal attackers if executed correctly [40].
Trustworthiness is essential, particularly in the autonomous driving context, as
cooperation between vehicles is significant [41]. They enable vehicles to choose
reliable vehicles to cooperate within the network and avoid malicious vehicles using
minimal information [42]. Trust management must use minimal information as
vehicles in a VANET may not spend enough time to create a long steady relationship
[26]. Despite the success of trust management-based systems, not many trust
management systems for VANETs have been proposed [38]. There is a lack of
schemes that fulfil the requirements for VANETS [43].

Based on the above discussion, it is evident that there is a massive advantage to
applying a trust management-based system to a VANET. This motivated designing
the multi-tier trust-based security management system described in this thesis. This
research focused on designing a multi-tier trust-based management system that
required minimal information for security in the VANET. The proposed system
assigned vehicles with a trust value distinguishing between non-malicious and
malicious vehicles in the VANET. The proposed system selected the most trusted
vehicles in the VANET as watchdogs. Watchdogs monitored message exchange
between vehicles and collected data to evaluate the vehicle. Watchdogs monitored the
PDR and processing delay of the neighbour vehicles. They then sent this information
to a trusted authority (TA). The TA in the VANET calculated trust values for vehicles
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based on data sent by watchdogs and the previous trust value of the vehicles. The TA
was also responsible for managing the trust and sending it to the respective vehicles
in the VANET.

A scenario where the proposed system would be beneficial is shown in Figure 1.1.
Vehicle V1 detects a road hazard on the road ahead and broadcasts it across the
VANET. This transmission is received by V2 and V3, which are one-hop neighbours.
However, both V2 and V3 are malicious. V2, instead of forwarding messages to V5,
drops the message. On the other hand, V3 delays the message before forwarding it to
V5. As aresult, V5 misses the road alert, potentially creating a dangerous situation for
the driver. The proposed trust management system will identify malicious vehicles,
thus increasing VANET communication efficiency.
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Figure 1.1 - Scenario diagram showing malicious vehicles in a VANET.

1.4. Research questions

This section discusses the research questions answered in this work.

= Main research question: Can a multi-tier robust trust management system be
designed that will make use of multiple watchdogs, guarantee the identification
of malicious vehicles, protection from malicious watchdogs, and guarantee the
integrity of trust value. At the same time, it protects against false positives in
the VANET.

This primary research question resulted in a smaller set of questions developed. These
are presented below.

1. Can message exchange between vehicles give rise to characteristics or
attributes used to identify behaviour in vehicles and determine malicious and
non-malicious vehicles in the VANET?

2. What is the optimal set of vehicle characteristics to identify vehicle behaviour
in the VANET while maintaining efficiency and robustness?

3. Can a trust management system include a watchdog mechanism that provides
both secure watchdog selection and fairness in the selection process? A secure
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and fair watchdog mechanism will improve the accuracy and efficiency of the
trust management system.

4. Can federation be included in the trust management system so tasks are
distributed in the VANET to increase efficiency?

5. Can a multi-tier trust management system be resilient in the presence of
multiple malicious vehicles in the VANET to provide security and achieve its
objective function?

6. Can the trust management system be durable to protect against malicious
watchdogs in the VANET that may provide false information?

7. Can a trust management system provide integrity to the trust calculation
process to ensure the accuracy of results in determining malicious and non-
malicious behaviour in the VANET?

8. Can atrust management system be robust to identify false positives and protect
against false positives so that they do not reduce the accuracy of the results?

In order to provide answers to the questions above and hence answer the main research
question, specific objectives and aims were developed. These aims and objectives are
discussed below.

1.5. Aims and objectives

This section will discuss the aim and objectives of the research conducted. The main
aim of the research is listed below:

¢ Design, develop and test a multi-tier trust-based security management system for
VANET communications. The proposed system will provide security inthe VANET
using three security tiers. The first tier of the proposed system assigns vehicles in
the VANET a trust value based on behaviour such as processing delay, packet loss
and prior vehicle behavioural history. Vehicles selected as watchdogs perform
evaluation tasks in the VANET to observe the behaviour of neighbouring vehicles
and collect data. The second tier is to protect the watchdogs, which is done by
watchdogs’ behaviour history. The third security tier is to protect the integrity of
data used for trust value calculation. The trust management system will include a
watchdog selection system to ensure secure watchdog selection and fairness in the
selection process. The secure watchdog selection will ensure the trust management
system will resist malicious watchdogs and vehicles. The trust management system
should protect against false positives in the VANET. Finally, the trust management
system should not interfere with standard data transmission in the VANET.

The following objectives will be necessary to achieve the above aim:
1. An in-depth critical review of the research area to identify a theoretical
framework that defines the area of research interest — This was achieved by a
review of the architecture of VANETS, and technologies used in VANETs. A
review of attacks and their effects against VANETS. It also reviewed the
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security systems developed against these attacks to identify gaps in the
research.

2. Data collection from relevant sources to identify the different aspects
applicable in the design of the trust management system and scenarios to test
the system — This identified the techniques used in security management
systems applied to VANETSs and enabled the development of modules used in
developing the trust management system. This objective also identified
development tools needed in creating the proposed system. The data collected
also facilitated the design of complex scenarios that evaluated the proposed
trust management system.

3. Design and develop the set of algorithms and equations that calculates and
performs security management in the VANET — These identified attributes in
vehicle communication define trust in a vehicle. These attribute values
calculated a composite trust value representing a vehicle's malicious or non-
malicious behaviour. The objective also included the algorithms that identified
false positives and recuperated malicious vehicles in the VANET.

4. Design and develop the watchdog system and TA system applied to the RSU
— This featured designing the secure and fair selection system used to select
watchdogs in the VANET—development of the watchdog agent, which, when
applied to vehicles, enabled them to monitor their neighbours'
communications. The design of the agent applied to the RSU enabled the RSU
to undertake the responsibility of a TA. The agent also enabled the RSU to
manage the trust values of vehicles present in the VANET.

5. Develop aworking prototype of the multi-tier trust-based management system
and evaluate it in different replicable scenarios to test effectiveness — This
featured combining the elements designed in objectives 3 and 4 into a
complete system working synchrony. The complete system was applied to a
VANET populated with malicious vehicles to test effectiveness in different
scenarios. Results were generated and presented from the various experiments
performed.

1.6. Thesis contributions

This thesis made the following contributions:

1. Trust model for VANET communications
This contribution includes identifying the optimal vehicle characteristics and attributes
representing vehicle behaviour in the VANET. In addition, equations to convert the
characteristics into quantifiable values. Development of the algorithm that
intelligently combines these values to form a composite value representing a vehicle's
behaviour.

2. Framework for watchdog selection and maintenance

The framework enables the selection of secure and reliable vehicles as watchdogs,
ensuring malicious vehicles are not selected as watchdogs in the VANET. The
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framework also includes the watchdog agent that enables vehicles to work as
watchdogs to monitor and collect statistics on neighbour vehicles. The watchdogs will
send this data to the RSU to calculate trust values.

3. Framework for RSU agent
This agent will be installed on the RSU and will enable the application of equations
and algorithms to evaluate the trust values of vehicles. The RSU agent will also create
a trust ledger to store the vehicles’ trust values. Furthermore, the RSU is responsible
for storing a trust history for vehicles in the VANET; this includes trust value for
vehicles from previous communication rounds. This history can be requested and used
on a need-to basis.

4. Framework for false positive detection and recuperating of malicious vehicles
This framework will detect vehicles falsely accused as malicious yet exhibiting non-
malicious behaviour through network errors or defamation attacks on vehicles. In
addition, this framework will identify vehicles that behave maliciously but recover to
non-malicious behaviour during VANET operations. ldentifying this behaviour
improves the accuracy of the system.

5. Prototype framework and Source code
This contribution features the framework and source code for creating the multi-tier
trust-based security management system. The different elements are combined for
synchronous performance to achieve the objective function of security management
in the VANET. The prototype and source code can aid future research and
improvements in the security of VANET communications.

6. Experimental summary and results
Specific metrics evaluate the proposed system to generate results. These will be the
results and summary of the experiments and simulations conducted. The results
provide room for future research and improvement on the proposed system. Industries
can use the results to improve security in manufacturing vehicle communication
systems.

Table 1.1 below shows the relationship between the research questions, objectives,
and project contributions. It shows how the research questions formulated the
objectives and, eventually, the contributions.

Table 1.1 - Relationship between research questions, objectives, and contribution used in this work.

Research question Contribution

Objective

Can message exchange
between vehicles give rise
to characteristics or
attributes used to identify
behaviour in vehicles and
determine malicious and
non-malicious vehicles in
the VANET?

An in-depth critical review of
the research area to identify a
theoretical framework that
defines the area of research
interest — This was achieved
by a review of the
architecture of VANETS, and
technologies used in
VANETs. A review of
attacks and their effects
against VANETs. It also
reviewed the security

Trust model for VANET

communications.
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systems developed against
these attacks to identify gaps
in the research.

What is the optimal set of
vehicle characteristics to
identify vehicle behaviour
in the VANET while
maintaining efficiency and
robustness?

Can a trust management
system provide integrity to
the trust calculation process
to ensure the accuracy of
results in  determining
malicious and non-
malicious behaviour in the
VANET?

Can a trust management
system be robust enough to
identify false positives and
protect against them so they
do not reduce the accuracy
of the results?

Data collection from relevant
sources to identify the
different aspects applicable
in the design of the trust
management system and
scenarios to test the system —
This identified the
techniques used in security
management systems applied
to VANETS and enabled the
development of modules
used in developing the trust
management system. This

objective also identified
development tools needed in
creating  the  proposed

system. The data collected
also facilitated the design of
complex  scenarios  that
evaluated the proposed trust
management system.

Trust model for VANET
communications.

Can a trust management
system include a watchdog
mechanism that provides
both  secure  watchdog
selection and fairness in the
selection process? A secure
and fair watchdog
mechanism will improve
the accuracy and efficiency
of the trust management
system.

Design and develop the
watchdog system and TA
system applied to the RSU —
This featured designing the
secure and fair selection
system used to select
watchdogs in the VANET—
development of the
watchdog agent, which,
when applied to wvehicles,
enabled them to monitor their
neighbours'
communications. The design
of the agent applied to the
RSU enabled the RSU to
undertake the responsibility
of a TA. The agent also
enabled the RSU to manage
the trust values of vehicles
present in the VANET.

Framework for watchdog
selection and maintenance.

Can federation be included
in the trust management
system so tasks are
distributed in the VANET
to increase efficiency?

Can the trust management
system be robust enough to
protect against malicious

Design and develop the set of
algorithms and equations that
calculates and performs
security management in the
VANET — These identified
attributes in vehicle
communication define trust
in a vehicle. These attribute
values calculated a

Framework for watchdog
selection and maintenance.

Framework for RSU agent.

Trust model for VANET
communications.
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watchdogs in the VANET
that may provide false
information?

composite  trust  value
representing a  vehicle's
malicious or non-malicious
behaviour. The objective
also included the algorithms
that identified false positives
and recuperated malicious
vehicles in the VANET.

Can a multi-tier trust
management  system be
robust enough in the

presence  of  multiple
malicious vehicle presence
in the VANET to provide
security and achieve its
objective function?

Develop a working prototype
of the multi-tier trust-based
management  system and
evaluate it in different
replicable scenarios to test
effectiveness — This featured
combining the elements
designed in objectives 3 and
4 into a complete system

Prototype framework and
Source code.

Framework for false positive
detection and recuperating
malicious vehicles.
Experimental  conclusions
and results

working synchrony. The
complete system was applied
to a VANET populated with
malicious vehicles to test

effectiveness in different
scenarios. Results  were
generated and presented

from the various experiments
performed.

1.7. Thesis organization

The organization of the thesis is as follows: Chapter 2 contains a detailed critical
literature review and a background overview of VANETS, attacks in VANETSs and
security solutions developed against these attacks. The chapter will then focus on trust
management systems developed for various systems, highlighting specific hypotheses
and theories related to the study. The literature review will cover work from the recent
past, no further than five years, to ensure only the current state-of-the-art trust
management systems. Chapter 3 dwells on the methodology and approaches used to
conduct the research. It will include the data-gathering techniques and simulation tools
used in the study. Additionally, this chapter discusses data management techniques.
Any assumptions made in the study are also specified.

Chapter 4 discusses the proposed multi-tier trust-based security management design
and concepts used to meet the thesis aims and objectives. It includes the selection of
attributes to represent vehicle characteristics and the equations and algorithms used in
developing the trust model. A discussion of the simulation model and the application
of the proposed system to the simulation model is included. It will also feature the
description and details of the scenarios used to evaluate the proposed system. The
proposed system is applied to the scenarios and results presented from the simulations
and experiments. The chapter discusses the hardware and software requirements and
highlights the challenges experienced in applying the proposed system in the
simulation environment.
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Chapter 5 discusses how the proposed system will deal with false positives and
malicious vehicles recuperating in the VANET. The VANET architecture and
techniques used by the proposed system are detailed. An explanation of the algorithms
used is provided. The simulation scenarios are presented, and the results of the
experiments are discussed in this chapter.

Chapter 6 details the secure and fair watchdog selection model. The architecture of the
security model applied to vehicles during the selection process is explained. The
fairness model is also detailed. The watchdog selection model is applied to scenarios
and simulations, and the results are presented.

Chapter 7 presents the conclusions of the study. Furthermore, it includes research

outcomes and contributions of the research. It will also feature limitations to the study
and any recommendations for the future of this study.
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2. Background

2.1. Overview

This chapter will first review VANET communications and the importance of VANET
communications to smart cities and ITSs. It will then look at the architecture of
VANET communications, focusing on V2V and V21 communications as the most
common communication types in VANETSs. The following section in the literature
review will look at the security requirements of VANET communications and the
attacks that threaten these security requirements. Moreover, it will look at security
proposals developed to deal with these attacks mentioned previously. The chapter will
focus on state-of-the-art trust management systems developed to deal with malicious
vehicles in the VANET. Then look at some of the issues facing trust management
systems. As trust management systems use one-hop neighbours to watch the
monitored vehicles, the following section looks at the optimal selection of one-hop
neighbours. The research will then extend to the vehicle characteristics representing
the vehicles' trust. The chapter will conclude with the optimal selection of trust factors
to distinguish between malicious and non-malicious vehicles.

2.2. Introduction

Over the last decade, improvements in ITSs and autonomous vehicles have led to the
emergence of Vehicular Ad-hoc Networks (VANETS) [19], [44]. In addition to
driving, vehicles can now perform additional tasks such as navigating and
communicating. Recent advances in software, hardware, communication, and sensor
technology have made these additional functions possible, along with various
applications and standards development. VANETSs have become one of the most
promising and fastest-growing areas of the subset of Ad-hoc networks [19]. The
interest in VANETS has increased exponentially over the years, not only to researchers
but to car manufacturers too. VANETS are an extension of MANETS associated with
vehicles and RSUs. VANETSs have the same characteristics as MANETS because they
are self-organizing, self-management and low bandwidth transmissions [45]. The
intrinsic difference is that VANETSs constitute vehicles, and MANETS constitute
nodes. VANETS are a significant component of smart cities and ITSs [3], [5]. The rise
of VANETS is also attributed to the automotive industry, which recognizes the
importance of connecting vehicles with a communication system [7]. Research in
academia, governments and industrial firms are developing significant projects in
VANETS and ITS [46]. The increased interest has created multiple uses and
applications for VANETS in the modern world. VANETS provide traffic information,
safety-critical incidents, and traffic hazards to drivers and entertainment to connected
vehicles [44], [47]. In the electric vehicle (EV) industry, VANETS provide information
on charging points [48]. This information could be crucial to vehicles when the battery
is running low. Future vehicles connected via VANETS are anticipated to play a
significant role in day-to-day human life [7]. VANETS, when deployed in urban cities
and ITS, aim to solve two main safety challenges experienced by road users: Road
accidents and traffic congestion.

Road accidents
Traffic accidents are one of the biggest problems across the whole world. Research by
the World Bank statistics on the world economy shows that the economic loss of traffic
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accidents is $500 billion worldwide per year, while WHO shows that the number of
deaths is 1.24 million worldwide per year [3]. Surveys have shown that if the driver
acquires information about the accident even half a second before the mishap, 60% of
accidents can be avoided [11]. VANETS aim to solve the issue of road accidents by
circulating information about life-threatening events on the road, increasing safety
[49]. Information exchange can assist drivers and autonomous vehicles in avoiding
accidents on the road. In addition to communicating life-threatening events, VANETS
can also communicate driver behaviour and driving conditions, which increases traffic
safety [5]. Safety-related applications of VANETS require low latency, high reliability
and delay tolerance [7]. However, malicious vehicles in the VANET make it
increasingly difficult to disseminate information about life-threatening events [49].
Malicious vehicles threaten the high reliability and increase delays in VANETSs.
Disruptions in the information exchange threaten the VANET solutions developed to
reduce road accidents.

Traffic congestion

Traffic congestion has also become a global problem, causing time delays, wasted fuel
consumption and unnecessary environmental pollution. VANETS can avoid traffic
jams by sharing traffic information, saving time and fuel [50]. Reduced emissions
benefit both the health of the driver and aid environment conservation.

VANETS also have the non-safety category of applications, including infotainment,
internet on the move, toll collection, and vehicle diagnostics [51]. These non-safety
applications, however, do not have the delay and communication demands of safety
applications. VANETS are an encapsulation of Vehicle-to-Vehicle (V2V) and
Vehicle-to-Infrastructure ~ (V2I), Vehicle-to-Pedestrian (V2P) and Vehicle-to-
Everything (V2X) communications [44], [52]-[54]. V2l and V2V communications are
the two main communications in VANETS. The section below describes the different
aspects of VANETS in detail.

2.3. VANET communication

2.3.1. Vehicle-to-infrastructure communication

V21 communication comprises vehicles in the VANET exchanging information with
RSUs or Trusted Authorities (TA) [52]. RSUs, which act as base stations, are installed
at road intersections, traffic lights or other sections such as petrol stations or bus
stations [53]. RSUs are connected to the backbone of the internet and can receive and
transmit different information from and to nearby vehicles as they pass by. V2I
provides high data rates and low-latency communications [54]. These characteristics
are attributed to RSUs being mainly not battery-powered as they are permanently
installed, have a steady electricity supply, and can offer higher bandwidth. V2I
communication is suitable for real-time applications because it is a reliable
communication technology [53]. The high data rate and low latency characteristics of
VANETS provide good communication reliability.V2I communication also provides
an interface for vehicles to connect with external networks via the RSUs [55]. The
ability to make external connections increases the applications of VANETS, such as
connections with cloud applications.
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2.3.2. Vehicle-to-pedestrian communication

V2P communication is made up of communication between vehicles and Vulnerable
Road User (VRU) groups [56], [57]. VRU groups include pedestrians, cyclists, and
motorized two-wheeler operators. V2P communication prevents collisions between
vehicles and VRU groups by sending alerts and crucial messages [58].

2.3.3. Vehicle-to-everything communication

V2X communication encompasses sharing of information between V21, Vehicle-to-
Vehicle (V2V), Vehicle-to-Pedestrian (V2P), Vehicle-to-Self (V2S) and Vehicle-to-
RSUs (V2R) [59]. V2X consist of all communication made by vehicles in the VANET.
V2X concept uses the latest generation of information and communication to realize
omnidirectional communication [60]. It creates a safer and more comfortable
transportation environment by improving traffic efficiency and reducing accident
rates.

2.3.4. Vehicle-to-vehicle communication

V2V communication, or Inter-Vehicle Communication (IVC), comprises peer-to-peer
or multiple-hop communication between vehicles [61]. Vehicle communication in
V2V is a crucial component of VANETS as vehicles can exchange messages and
information such as speed, location, hazardous conditions, vehicle breakdowns, travel
direction and acceleration [44]. This information improves road safety, traffic
efficiency and collision avoidance. V2V communications have the unique
characteristics of high mobility, dynamic network topology and unpredictable vehicle
movements [18], [62]. These unique characteristics often lead to frequently
disconnected networks and rapid topology changes [13] during communication
rounds. New algorithms and protocols have been developed to deal with this
characteristic of V2V communications. One of the critical challenges faced in V2V
communications is ensuring secure communications between vehicles in the VANET
[13].

2.4. Architecture of vehicle communication

Vehicle communications in the VANET are made possible via wireless links mounted
on each vehicle [46]. Every vehicle in the VANET acts as a router and a participant as
they communicate via one hop mechanism with vehicles in their transmission range.
Vehicles in the VANET include two main components the OBU and the Application
Unit (AU) [11]. The OBU comprises GPS, wireless communication, CCM, and
human-machine interface modules. It controls information processing, memory
management, decision-making, and communication capabilities. It gathers
information to form messages transmitted to neighbouring vehicles [63].

2.5. Technologies in VANET communication

Due to the vehicle speed in VANETS and rapidly dynamic changing topology, new
communication protocols have been developed to cope. Wireless Access in Vehicular
Environment (WAVE) is a protocol developed to adapt to wireless communication in
VANET communications and support ITSs [64], [65]. It is based on the IEEE 802.11p
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standard and provides the basic radio standard for DSRC operating in the 5.9GHz
frequency [66], [67]. The federal communications commission (FCC) reserves this
communication spectrum for VANET communication [68]. WAVE protocol supports
safety applications and provides low-latency communication in V2V and V2I
communication [69]. WAVE protocol can support a data rate of up to 27Mbps for
vehicles with a speed of up to 200 km/hr [55]. WAVE communication protocol is,
therefore, practical for VANET communication.

VANETS use autonomous vehicles in operation. Although these vehicles provide
sufficient energy, it is crucial to consider the entire system's energy requirements.
Sensors play a critical role in various aspects of vehicle operation, including safety,
performance, and efficiency. However, they are not the only components consuming
energy within the vehicle. There are other power-hungry systems, such as propulsion,
communication, and auxiliary systems, that also rely on available energy [70], [71].
In addition to this, the charging of electric vehicles consumes much power. Such that
simultaneously charging several vehicles will strain the electricity grid [72].
Highlighting the energy constraints will highlight potential issues, challenges and
trade-offs that arise when allocating energy resources among these different systems.
Ignoring the energy constraint could lead to imbalanced power allocation,
compromising the system's performance, reliability, and efficiency. It is crucial to
optimize energy distribution to ensure the effective and reliable operation of all
components of the vehicle.

2.6. VANET communication security requirements

Securing communications is crucial for VANETS because messages exchanged
between vehicles hold critical information, and it is essential that these packets must
reach the intended target without any modification or insertion of data [11]. VANET
applications depend highly on cooperative data and vehicle information exchange
[51]. A significant concern for VANET communications is that messages are
intercepted or modified before they arrive at their intended destination [44]. The
following are identified as characteristics that VANETS must satisfy to be secure in
communication.

Availability: In VANET communication, real-time data is crucial for many purposes;
therefore, the data must be available and accessible when needed [73]. Applications
of VANET communication require a quick reaction from vehicles to the data provided.
Hence, any delay in the data, even for a few seconds, could render the data useless.

Authentication: This guarantees that data generated and forwarded by vehicles in the
network is by an exact vehicle [74]. It is imperative that data is generated from an
exact vehicle as vehicles in the network react to the data they receive.

Integrity: This ensures the recipient's and the sender's data is the same and that data
is altered by only authorized vehicles [11].

Non-Repudiation (NR): The purpose of this is to prevent vehicles identified as
malicious from refusing the offences [11], [73]. Once a vehicle has been correctly
identified as malicious, it cannot masquerade as an innocent vehicle and transmit
packets in the VANET. Senders of messages cannot deny being the sender.
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Confidentiality/Privacy: This guarantees that authorised vehicles will only access the
data and that vehicle privacy will be maintained [4].

Several threats exist to these security requirements of vehicle-to-vehicle

communications in the form of malicious attacks launched. The threats will be detailed
below.

2.7. Attacks in VANETSs

Attacks refer to any malicious activity meant to cause harm to the system. The main
idea behind executing these attacks is to intercept, drop, or modify the messages for
their selfish purposes [73]. Vehicle communications in VANETS are vulnerable to
attacks because of the high mobility with frequent disconnections; vehicles only
communicate with each other for a limited time [16]. These attacks tarnish the security
requirements of vehicle-to-vehicle communications. Attackers may be categorised as
follows:

2.7.1. Insider/outsider attack

These attacks depend on the membership of the vehicle to the VANET. Attacks can
be perpetrated by an insider or an outsider in the network. An insider attacker has
authentication by the network and knows all communication details in the network,
while an outsider attacker does not have network authentication [10]. Insider attacks
are more dangerous than outsider attacks since the vehicles are already internal
network members. Outsider attackers are not network members and therefore have
limited scope to attack the VANET [17]. The proposed trust management system
works to identify insider and outsider attacks.

2.7.2. Active/passive attack

These attackers are categorized based on the activity performed in the network. Active
attackers attempt to modify packets sent in the network or disturb the normal
operations of the VANET [75]. While passive attackers only listen to the network
traffic to steal information or identify patterns in information in the VANET, they do
not alter the network traffic [17]. Passive attackers are much more challenging to
identify than active attackers [75]. The trust system proposed will work to identify
active attackers in the VANET.

2.7.3. Malicious/rational attack

These are attackers based on the intentions of the attack. Malicious attackers will
attack a VANET without any intentions or personal benefit, while rational attackers
will attack the VANET with personal intentions or for personal benefit [17], [73], [75].
The trust system proposed will identify malicious and rational attackers in the
VANET. Some of the attacks that can affect vehicle-to-vehicle communication are
explored below.
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DOS attack

This attack is one of the most common attacks that take place in VANETS [16]. This
attack's main motive is to jam communication between vehicles in the network [10],
[73]. DOS attacks deny regular vehicles in the network access to resources. DOS
attacks are achieved by sending many unusable messages to the network. They can
lead to vehicles dropping and delaying messages in the VANET.

DDOS attack

A DDOS attack is similar to a DOS attack, but its performed by various vehicles in
the VANET [4], [10]. DDOS is much more severe than a DOS attack. The vehicles
may be in different locations and time slots; preventing or tracing the attack is much
more complex [17].

Black hole attack

In this attack, the source vehicle will broadcast route request messages (RREQ) to one
hope neighbours in search of the shortest route to the destination [76]. One of the
intermediate vehicles is malicious, which transmits a false route reply message
(RREP) to the source vehicle claiming to have the shortest path to the destination. The
source vehicle transmits all packets to the malicious vehicle, thus never transmitting
them to the intended receiver [4], [76]. The malicious vehicle will then drop all the
packets and not transmit them to the destination.

Wormhole attack

This attack is similar to a black hole attack but performed by two vehicles. In this
attack, two or more malicious vehicles collude and form a tunnel, transmitting data
from one malicious vehicle to another at the end of the tunnel [10], [23]. Thus never
transmitting the messages to the intended target destination.

Message suppression or alteration attack

In this attack, a malicious vehicle will receive messages to forward to the destination
vehicle; the malicious vehicle will either suppress the message by dropping the
messages or altering them to fulfil their agenda [4]. This attack will cause vehicles to
drop messages in the VANET.

Replay attack

In this attack, the malicious vehicle will receive a message, and instead of forwarding
it, the malicious vehicle will store the message to send it later [18]. The main aim of
the malicious vehicle is to take advantage of the VANET condition when the message
was sent by delaying the effect of the message [12], [77].

Sybil attack

This attack consists of a vehicle which sends multiple copies of the same message,
each with a different fabricated identity [13], [77]. The aim of the attack is for the

29



malicious vehicle to reinforce its malicious message by making the destination think
the message came from multiple sources.

Timing attack

This attack delays messages in the VANET. In this attack, the malicious vehicle will
add delays to the messages sent without altering the message's contents [13]. The
attack's primary purpose is to make the destination vehicle receive the message later
than was intended by the source vehicle [4].

Man-in-the-middle Attack

The attack happens when a malicious vehicle positions itself between two
communicating vehicles to access the messages sent [16]. The two regular vehicles
will still assume they communicate directly, while the malicious vehicle can alter
packets sent between them [17].

Eavesdropping attack

In this attack, the malicious vehicle will passively intercept and examine messages in
the VANET without altering the messages [18]. The attacker aims to gain as much
information from the VANET for future attacks or to steal the information for personal
use. A summary of the attacks and effects on messages is presented in Table 2.1.

Table 2.1 - Summary of attacks in VANET communication and the effects of the attacks on VANET messages.

Attack Insider/Outsider | Active/Passive DIl D7
messages
DOS attack Insider Active Both
DDOS attack Insider Active Both
Black Hole attack Insider Active Drop
Worm Hole attack Insider Active Drop
Message . .
Supprgssion/Alteration Insider Active Delay
Replay attack Insider Active Both
Sybil attack Both Active None
Timing attack Insider Active Delay
Man-in-the-middle Both Passive Delay
attack
Eavesdropping attack Both Passive Delay

2.8. Security proposals in VANET

Security is a significant issue in VANET communication as the vehicles exchange
sensitive information about themselves and its surrounding with other vehicles [78].
Malicious vehicles cause disruptions in the regular operation of the VANET; hence,
security mechanisms had to be developed to detect and isolate these malicious vehicles
from the VANET. However, before designing security systems for VANETS, specific
characteristics that make VANETS unique networks are considered. These are listed
below.
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High Mobility: Vehicles in a VANET are usually fast-moving, and this high mobility
presents a unique challenge in identifying and detecting malicious vehicles [78].

Dynamic network topology: Because of the high mobility rate, the network topology
iIs always rapidly changing [79]. This highly distributed and dynamic network creates
a challenge in designing security systems.

Low bandwidth and transmission range: VANET communication suffers from low
bandwidth communication due to the technologies used [80]. The low bandwidth and
transmission range means that large amounts of data are challenging to exchange
between vehicles in the VANET.

Resource constraints: Vehicles in the VANET are resource constrained with limited
storage and storage capacity [78]. Therefore, security systems designed must be
resource efficient in their design. Security systems should ensure less communication
and computation overheads [48].

Lack of well-defined boundaries: VANET networks are open networks with no fixed
borders controlling the vehicles in the network [78]. This characteristic also needs to
be considered when defining a secure system.

Due to the unique characteristics of VANETS, traditional security mechanisms are
rendered unusable, and new security schemes had to be developed. Authentication of
vehicles in the VANET is an integral step because vehicles use authentication before
accessing or sending messages and can prevent malicious vehicles [81], [82]. Proper
authentication schemes have the ability to quickly identify malicious vehicles and
illegitimate messages, therefore, providing security in the VANET. Cryptography as
an authentication scheme has shown great ability to prevent external attacks but is not
as efficient in insider attacks [25], [83]. The following section will look at some recent
cryptographic solutions developed.

In order to prevent wormhole attacks, [23] used secure message broadcasting using a
cryptographic technique. A shared key is distributed to the vehicles in the network via
a public key cryptosystem. Packets shared in the network are encrypted with the shared
key by the source vehicle and the same key by the destination vehicle to decrypt the
message. The packets also contain the identifier ID and expected time used by the
destination vehicle to decide if the vehicle is secure or not. The limitation of the above
method is that the computational overhead increases with the number of vehicles in
the network.

Timed Efficient Asymmetric Cryptography (TEAC) is an asymmetric cryptography
technique proposed by [22]; in addition to security in the VANET, the scheme also
provides sender privacy. The vehicles will communicate with the RSU to form secure
connections in this scheme. The sender of packets uses a pool of private-public keys
to encrypt data sent with its unique ID. When a vehicle is in proximity to an RSU, it
will be handed a temporary ID (used to obscure its identity) and shares its pool of keys
with the RSU and temporary ID. The pool of keys is time limited and expires after the
time limit. Every time it expires, a new pool of keys is generated in the network. When
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a destination vehicle receives a packet, it will verify the sender's identity using the
temporary ID and request a key from the RSU, which decrypts the message received.

An anonymous key-sharing cryptography technique has been used in [20] to secure
vehicle communications in VANETS. The technique uses several certificates and their
private and public keys in a vehicle so that the vehicle can use them to avoid attacks.
The certificates are anonymous to hide the identity of vehicles in the network.
However, the frequent key changes make this a complex process where a vehicle must
store many keys.

Trustworthy VANET routing with group authentication (TROPHY) uses a group
management technique to store certificates and keys to provide secure
communications in the VANET [84]. It uses a central TA responsible for creating,
updating, maintaining, and distributing messages to maintain the authentication
process. The central authority also keeps hold of a shared routing key used by all
vehicles to authenticate messages—the routing key updates after certain intervals.
Cryptography solutions provide a level of authentication and are effective against
internal attackers or vehicles which join the VANET for the first time [51].
Cryptography solutions alone cannot solve the security concerns in VANETS due to
the dynamic behaviour of vehicles, lack of reliable infrastructure and insider attacks
[27], [85]. However, cryptography solutions can be combined with trust management
solutions to increase effectiveness against malicious vehicles.

Trust management has been proven efficient in handling both internal and external
attacks. The following section shall review some recent trust management schemes
developed and the factors considered in designing a trust management system.

2.9. Trust management as a security solution

Trust in VANET communications refers to the ability of a vehicle to put belief in
another vehicle that the vehicle is not malicious and can accept its messages and
forward them to the intended destination [42]. Trust management has become integral
in providing secure vehicle communication in VANETS [61]. Trust management is
needed to maintain reliable, secure and faithful communication in VANET [50]. It
identifies malicious behaviour by providing a secure connection between trusted
vehicles and isolating malicious vehicles [86]. Therefore, the main aim of a trust
management system is to empower each vehicle in the network to identify malicious
vehicles and impose a punishment for malicious vehicles so they can regularly behave
in the future [85]. Trust management schemes also can detect insider and outsider
attacks in the VANET [61]. However, for trust management-based solutions to be
effective, they need to fulfil the following properties [68]:

Efficiency — The trust management system should be efficient enough to work in
different conditions in the presence of malicious vehicles in the VANET.

Robustness — The system should resist attackers aiming to deceive the vehicles in the
VANET or deceive the trust management system.
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Anonymity — It should be able to keep the identities of the vehicles secret from other
vehicles in the network. Only the TA is in charge of managing vehicle trusts should
know the identity of the vehicles. This method is termed conditional anonymity.

Simple, light and fast — The trust management scheme should quickly identify
malicious vehicles while being light in computing and complexity requirements [50].
The system should minimize overheads as much as possible.

Trust management solutions involve two significant steps:
establishment/calculation/computation and management of this trust value among
vehicles [51]. Trust calculation refers to the steps taken to obtain a value representing
a vehicle's trust. The storage of the trust value and components that store the trust
value covers the trust management part.

Trust models are categorized into three main categories based on how they model trust
values: Entity-centric trust models, Data-centric trust models and hybrid trust models
[26], [27], [29].

2.9.1. Trust models

The following section shall discuss different trust models and their strengths and
weaknesses.

Entity-centric models

Entity-centric trust models focus on modelling the trustworthiness of vehicles based
on past direct interactions and recommendations by neighbour vehicles [26]. The main
aim is to measure the behaviour tendency and exclude malicious vehicles to ensure
the reliable delivery of data packets [27]. Due to the high mobility of vehicles in the
VANET, it becomes difficult to collect the real-time reputation of a specific vehicle.

Data-centric models

These trust models are focused on identifying malicious vehicles by estimating the
quality and trustworthiness of data transferred in VANETS [26], [63]. In order to
verify the trustworthiness of data, cooperation is needed among neighbour vehicles to
gather information from various sources [29]. By doing this, data-centric trust models
can assess the authenticity and accuracy of the information transmitted by a particular
vehicle [27]. Data-centric trust models, however, increase latency in VANETS. The
latency may be because the large amounts of data shared between vehicles may contain
much redundant information [29].

Hybrid trust models

Hybrid trust models evaluate the trust level of vehicles and the trustworthiness of data
transmitted by vehicles [27], [87]. Therefore, they benefit from both the advantages of
data-centric and entity-centric models. Hybrid trust models can identify dishonest and
malicious vehicles while also identifying malicious messages in the network [83]. The
work presented here is a hybrid trust model.
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Trust management schemes can also be either centralized or decentralized. Centralized
trust management schemes rely on infrastructure, such as a TA, to manage trust values
and vehicles [85]. Decentralized trust models do not rely on any central infrastructure
for trust management, but the vehicles perform the management themselves [8]. The
following section will examine recent trust management models created to support
vehicle communication in VANETS.

[88] suggested a trust management system using two concepts: reputation and trust.
In their system, reputation refers to the quantitative representation of the
trustworthiness of a vehicle. This reputation will change depending on the behaviour
of a vehicle. Trust in their scheme refers to the trustworthiness of the messages sent
by the vehicles in the VANET. It uses a reputation management centre responsible for
collecting interaction data among vehicles, evaluating the reputation of all vehicles,
and recording evaluation results. They used a range of 0-50 to represent the trust
values, with all vehicles having an initial reputation value of 20. The reputation was
based on events recorded by the vehicle and if the neighbours reported the same event.

In [89], their trust management scheme estimated a vehicle's trust level based on its
neighbouring vehicles' opinions; they then isolated malicious vehicles by putting all
trusted vehicles in a single cluster. The scheme does not use a central trusted
management centre, but all vehicles are responsible for managing their trust levels and
the trust levels of neighbours. The trust level is determined by the number of positive
experiences with neighbour vehicles, which are actual events reported by the vehicle.
The trust value of vehicles is a value between 0-1. Initially, vehicles are set to a trust
value of 0.5 to their neighbours and a value of 1 to themselves.

The trust management system in [90] selected a reputation value for the vehicles
between -3 to 3, with -3 to 0 representing a malicious vehicle, 0 a neutral vehicle and
0 to 3 being a trusted vehicle. They used a clustering method where a vehicle reported
an event, a cluster head was selected, and vehicles close to the event were sent to verify
the event's credibility. Vehicles identified as malicious are blocked for some time, after
which their trust value is set to neutral (0).

[40] assumes that vehicles can only have two levels, trusted and untrusted, and each
time a vehicle is evaluated, it is considered an independent process. A central TA
manages vehicles' trust values and builds a trust link graph for the vehicles in the
VANET. The trust is calculated as a ratio of the number of authentic messages sent to
the total messages sent. Trust monitoring happens via seed vehicles selected as the
most reliable vehicles in the VANET.

BARS is a blockchain-based reputation system for trust management suggested by
[29]; it uses the blockchain network instead of a central trust management system.
Their trust management system consists of a punishment and reward mechanism.
Vehicles that forward messages honestly and actively and those that disclose
misbehaviours and forged messages get rewarded. While vehicles which are dishonest
or that abuse disclosure messages receive punishment. The reputation value is between
0 - 50, where 50 are considered trusted vehicles while closer to 0 are considered
dishonest vehicles.
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In work by [42], a set of evaluator vehicles was selected by the RSU to store and
calculate the vehicles' trust details by the duration they stayed in the VANET. The
evaluator vehicle has its copy of the trust database, but they continuously share
information to keep the databases updated. Vehicles' trust values range between 0 and
1 and are calculated based on the current trust level, reward points of honest event
alerts and punishment factor for any false alarms raised. Vehicles closer to 1 are
considered more trustworthy than vehicles with a trust value closer to 0. The trust

management scheme uses RSUs, which are assumed to be completely trusted.

The trust management scheme suggested in [85] uses neighbour vehicles to broadcast
a test message to calculate the trust value of vehicles. The trust value is normalized
between 0 and 1, with 1 being a trusted vehicle and 0 being a malicious vehicle. A TA
manages the trust values of vehicles. Table 2.2 summarises the trust management
systems' functionality and objective functions.

Table 2.2 - Summary of trust management systems, their functionality, and objective functions.

average time a
member vehicle
stays in a
cluster.

e Communication
overhead.

acceleration  with
neighbours. Used to
select cluster head.

Trust model Description Experiments Parameters Year
considered
Trustworthy e Decentralized - | e Message Comparing the | 2017
Event- each vehicle | overhead. event reported to
information accumulates trust | eFalse decision | direct observation
dissemination levels of | probability. of an event spot or
in  VANETs neighbouring eTwo different | @anouncement from
[89]. vehicles. scenarios a public and reliable
e Mitigating (Highway and | group.
message Urban).
modification
attacks and fake
generation
attacks.
e Considers
trustworthiness of
messages.
Distributed Decentralized using | Verified that the | Comparing events | 2018
trust blockchain model works | reported by vehicles
management technology. using a case study. | to events detected
scheme for by neighbour
VANET [36]. vehicles. If the same
increase in  trust
value.
Secure  and | Decentralized ~ — | e Cluster stability | Vehicle similarity | 2018
stable NSNRT | each vehicle | — the average | between
clustering decides its trust time a cluster | neighbours. The
algorithm [91]. | factors. head maintains | relative speed,
state and the | distance, and
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e Cluster head
election time.

e The number of
compromised
vehicles elected
as cluster head.

o Packet delivery

rate  in the
presence of
malicious
vehicles.

BARS: a | eCentralized — has | eStorage  and | Uses the receiver to | 2018

blockchain- a Law | transmission validate the

based Enforcement overhead  (by | authenticity of a

anonymous Authority. memory taken | message received

reputation eMakes use of | bymessages). |Uses private and
system [29]. blockchain ~ for | e Computation | public keys for
anonymous overhead (time | authentication.
authentication of | taken).
vehicles.

Trust Centralized — has | eIt does not|It uses a test| 2018

management agents of the trust perform any | message to verify

scheme in | authority. And a simulation but | vehicles'

VANET [85]. | TA. has a chapter on | trustworthiness. If
expected vehicles forward a
results. message to the
eThe expected | destination, it is
results of the | considered
algorithm trustworthy.
significantly
reduce
transmission
and
computation
overheads.

e Expected
results vehicle
authentication,
message
integrity  and
privacy
protection are
expected.

Trust e Decentralized — | e Communication | Evaluator nodes | 2018

management Chooses a set of | overhead (ratio | exchange  public

based on evaluator of the total size | and private keys to
vehicles stay | vehicles in the | of header bytes | verify vehicles and
time in network that store to the total size | give trust values.

VANET [92]. trust values. of the whole

¢ Evaluator safety
vehicles were message).
selected as

vehicles  which

have stayed most
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prolonged in the
network.

A machine | Centralized —hasan | eThe PDR is | Uses position and | 2018
learning SDN controller. used to | forwarding ratio of
approach  for compare. vehicles to
software- e Network determine trust
defined throughput. value.
vehicular ad-
hoc networks
with trust
management
[86].
A hybrid trust | Trust metric is used | Used  malicious | Uses vehicle | 2019
management to select cluster | vehicles to | behaviour
heuristic ~ for | head. It does not | validate the | determined by
VANETS [27]. | mention if trust | algorithm. information shared
value is stored. by a  vehicle
monitored by the
neighbour's vehicle.
Anti-attack e Centralized. e Pairwise eUses the total | 2020
trust e Uses local trust orderedness number of
management values stored in (good vehicles messages  sent
[40]. vehicles and | are ranked | compared to the
RSUs. higher than bad total number of
e Global trust vehicles). true messages
values are stored | e Three malicious | sent. True
centrally by a| attacks to test messages are
trust manager. for determined by
effectiveness probability
(newcomer distribution.
attack, on-off | e Uses the speed of
attack, vehicles as well.
collusion Vehicles going
attack). above the speed
limit are
considered
untrustworthy.
Event trust | e Centralized eTime taken to | Comparison 2021
model for | eIt uses both identify between neighbour
VANET based reputation  and malicious data to determine
on statistical |  trust. vehicles. reputation.
model [88]. « Reputation refers | ® The number of
to the deceived
trustworthiness of vehicles
vehicles. compared to the
e Trust refers to the | humber of
trustworthiness of | malicious
messages issued |  Vvehicles.
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the trust model
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updated

¢ Reputations

120 seconds.

are
every

Table 2.3 below summarizes the advantages and disadvantages of the reviewed trust

management systems.

Table 2.3 - Advantages and disadvantages of reviewed trust management systems.

information dissemination
in VANETSs (2017) [82].

messages to calculate trust.
Therefore, event messages
are not affected.

Trust management system | Advantages Disadvantages
(year).
Trustworthy Event- | Makes use of beacon | Vehicles are responsible for

calculating trust values.
This method increases the
overheads incurred by

vehicles. This increases the
resource consumption of
vehicles.

Distributed trust
management scheme for
VANET (2018) [36].

Makes use of federation by
electing  cluster  heads
responsible for calculating
vehicle trust.

e Uses event messages to

calculate the ftrust of
vehicles.

e The elected cluster head
has to control the

behaviour of vehicles for a
period in order to compute
trust.  Giving  vehicle
control to a third party
may cause unwanted
effects.

e VVehicles elected as cluster
heads are responsible for
calculating and managing
the trust. This method may
increase the overheads of
vehicles.

Secure and stable NSNRT
clustering algorithm (2018)
[84].

Considers  communication
capabilities of a wvehicle in
trust calculation.

e Uses event messages to
calculate trust. This means
that an event must happen
for trust to be calculated.

¢ Any vehicle can calculate
the trust of another vehicle
in the VANET. Malicious
vehicles can take
advantage of this to spread
false information.

BARS: a blockchain-based
anonymous reputation
system (2018) [29].

e Considers historical
interactions as well as
current interactions when
calculating trust values.

ot uses blockchain
technology to  store
information. Loss of

connection or delays in
connection to the
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eIt uses a federation by | blockchain ledgers will
employing blockchain affect the security
technology, a law system's performance.
enforcement agency, anda | Therefore  requires a
certificate authority to constant network
calculate trust. connection to be secure.
Trust management scheme | eIt uses a federated model | e Trust can only be
in VANET (2018) [78]. in its design, using RSUs, calculated  after  the
TAs, agents of the TA, information is collected
area post office and from at least 100

regional transport office in

calculating vehicle trust.
eConsiders a vehicle's

history and current factors

neighbours of a vehicle in
the VANET. This means
trust cannot be calculated
if 100 vehicles are absent

to calculate trust in the in the VANET.
VANET.
Trust management based on | eIt uses a federated model | e Employs evaluator

vehicles stay time in
VANET (2018) [85].

in its design employing a
government trust agent to
manage RSUs, and RSUs

vehicles to calculate trust.
This method may increase
the overheads incurred by

are responsible for the vehicles.
managing evaluator | e Uses event messages to
vehicles. calculate trust in the
VANET. This means an
event must be triggered
for trust to be calculated.
A machine learning | Makes use of machine | Only establishes a secure
approach  for  software- | learning in the calculation of | route from one vehicle to

defined vehicular ad-hoc
networks with trust
management (2018) [79].

trust values.

another. Route
establishment is done every
time a vehicle wants to send
a message. This is a time-
consuming  method  of
calculating trust.

A hybrid trust management

Trust calculation can be

e Makes use of vehicles to

heuristic  for VANETS | optimized to be more secure calculate  trust,  thus
(2019) [27]. or less secure, according to increasing vehicle
the VANET application. overheads incurred in the
VANET.

eMakes use of event
messages to calculate
trust. This means an event
must be triggered in order

to calculate trust.
Anti-attack trust | eIt uses a federated design | e Any vehicle can watch

management (2020) [38].

model using a TA and
RSU to calculate trust
values.

o It calculates both a local
and global trust value,
increasing its security.

e Takes into consideration
driver behaviour while

another vehicle in the
VANET. Malicious
vehicles can use this to
spread false information
about other vehicles.

e Newcomer vehicles with
no information cannot
have their  behaviour
evaluated.
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calculating  the  trust | e Assumes public vehicles,
values. e.g. buses and taxis, are
more secure than private
vehicles, which may not
always be accurate.
Event trust model for | eEmploys federation using | e Requires an event to be
VANET based on statistical a central management | triggered to evaluate the
model (2021) [81]. authority and RSU to trust of vehicles. This
calculate vehicle trust. means trust cannot be
o It uses both behaviours of | calculated unless an event
a vehicle and messages is triggered.

trustworthiness to | eRSUs have the task of
calculate trust. monitoring vehicles yet
have no security

mechanisms present.

In trust management systems in VANET communications, some vehicles are assigned
the task of monitoring other vehicles in their vicinity to detect malicious activity
performed by them. The vehicle works promiscuously and can overhear
communications of neighbour vehicles [78]. Different researchers give these vehicles
several names; seed vehicles [40], evaluator vehicles [42], agents of TA [85], and
watchdogs [61], [78], [93]. In this work, vehicles that evaluate their neighbour vehicles
are called watchdogs. The process of watchdog selection used by different security
management techniques is detailed in Chapter 2.12 of this work.

2.10. Trust value range

The trust value range is the numerical value that represents a vehicle's trustworthiness.
Several researchers have designed trust management schemes with a trust value
between 0 and 1 [94]-[97]. In these schemes, trusted vehicles have a trust value of 1
or closer to 1, and malicious or dishonest vehicles have a trust value of 0 or closer to
0. During the network initialization phase, some researchers initialize their vehicles
with an initial trust value of 1 at the start of operations [94], [98]. The advantage of
this method is that all vehicles are trusted at the beginning of the operation and can
participate in normal network operations. In schemes like the one designed in [96], the
initial trust value is 0, and vehicles must gain trust to participate in normal network
operations. There are other trust value ranges proposed in other schemes. The work in
[99] proposes a trust value between 0 and 10, with O vehicles closer to 0 being
malicious and ones closer to 10 considered trusted in the network. While in BARS,
the trust value is between 0 and 50, with vehicles closer to 50 being more trusted than
vehicles closer to 0. Assigning the trust value between 0 and 1 remains the most
popular method. Therefore, to enable correlation and comparison with other trust
management systems, the trust values of vehicles are between 0 and 1 in the proposed
trust management system.

2.11. Trust calculation factors

In order to calculate the trust value of a vehicle, certain factors must be considered to
confirm its authenticity. The validity of the trust management system depends on the
proper selection of trust metrics [25]. However, the more trust factors selected, the
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higher the network overheads and energy consumption [25]. The factors are looked at
in detail below.

2.11.1. Message authenticity compared to neighbours

To evaluate the trustworthiness of vehicles, some researchers have tried to determine
the authenticity of messages broadcasted by a vehicle compared with its neighbours
[29], [36], [92]. Trust management scheme based on the clustering mechanism for
VANET (TCMV) determines message authenticity by comparing messages sent by a
vehicle with messages from its neighbour vehicles [36]. How it works is a vehicle
reports a message to the cluster head, the cluster head will wait an amount of time, and
if no messages are received from the neighbour vehicles, it will send observers to
check on the event. The trust value is then calculated based on the observer's report
and reputation. In blockchain-based anonymous reputation (BARS), when a receiver
receives a message, it can dispute the authenticity of a message [29] and report it to a
TA.

2.11.2. Forwarding rate/packet delivery ratio

The PDR or FR is the ratio of data packets delivered to the destination to those
generated at the source [100]-[103]. Because communications between vehicles in the
VANET happen on a multi-hop basis, vehicles develop a FR depending on packets
that are received packets forwarded to the destination. Analysing the PDR/FR
determines if a vehicle performs malicious attacks such as selective forwarding
attacks, blackhole attacks and DOS attacks [25], [96]. The PDR/FR determines any
attack that involves packets' dropping. Joint trust: an approach for trust-aware routing
uses a FR to calculate the trust value [104]. It calculates the feedback packets sent to
the source after forwarding packets. [25] Also, the FR is used by acknowledgements
sent back to the source node after forwarding packets to the destination to determine
the trust values. In [96], the PDR was calculated by the number of successful packets
delivered from one node to the other compared to the total number of packets sent
from the same node to the other.

2.11.3. Message integrity/message correctness

Message integrity and correctness involve determining that a message has not been
tampered with during forwarding. In work by [104], to determine if a malicious actor
has tampered with a message. The source examines the specific time taken to transmit
a packet. This method works because if a malicious vehicle tampers with a message,
the transmission time will be greater than regular vehicles forwarding packets without
modification. [42] also used a timestamp in forwarded messages compared to the
current time to rate the confidence of a message. The closer the timestamp is to the
current time, the more confidence in the message.

2.11.4. Consistency factor

The consistency factor is used to determine the trust of a vehicle because data between
neighbour vehicles in a network is highly correlated [25], [105]. The correlation of
data means data collected between neighbour vehicles determine if vehicles are
malicious in the VANET. The consistency factor has been used to determine the trust
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value of a vehicle in a VANET [104]. They compare the behaviours of neighbour
vehicles in the network to identify malicious vehicles. While in [25], neighbour
vehicles compare the data collected between vehicles in the VANET. If the difference
between the two is within a specific range, there is an agreement between the vehicles
and no malicious behaviour. However, if there is a disagreement, then one of the
vehicles is considered malicious. [106] used the consistency of events reported to
identify malicious vehicles. When a vehicle reports an event, the following vehicles
that pass the same area are expected to report the same event to identify trust. Once a
certain number of vehicles has reported the same event based on location, the event is
verified, and the vehicle can be trusted. [105] used the spatiotemporal correlation of
data collected between adjacent vehicles to determine the trust value of sensor vehicles
in the network. They compared data collected by vehicles in the same region and
employed time-related data. The mobility similarity, defined as the speed, distance
and acceleration of vehicle neighbours, was used to calculate the trust of vehicles [91].
A vehicle with speed and acceleration closer to its neighbour vehicles and maintains
a closer distance to its neighbours receives a higher trust score.

2.12. Watchdoqg selection

Several security management solutions, including trust management solutions, make
use of vehicles to monitor other vehicle transactions in the VANET [8], [21], [40].
When a vehicle is selected to monitor its neighbour vehicle communications, it is
commonly known as a watchdog [93], [107]. Using a watchdog in the VANET for
security solutions allows vehicles to watch the neighbours determine malicious or non-
malicious behaviour [18], [108]. The watchdogs have the ability to monitor
neighbours located within only the coverage area of the watchdog [109]. The
watchdogs have a limited coverage area and cannot cover a large-scale VANET area.
The selection and maintenance of watchdogs in an ad-hoc network is not an easy task
[110]. This characteristic is due to the networks' dynamic nature, such as node
mobility, node failures and link failures.

Watchdogs have become popular in monitoring networks, including MANETS and
VANETSs. In addition to monitoring tasks, the watchdog can have additional tasks.
Tasks include analysing the traffic to distinguish the malicious behaviour, storing this
information and disseminating it to the VANET when required [104], [105]. However,
these additional tasks add computational and storage overheads to the vehicles
selected as watchdogs. Some advantages and limitations of the watchdog identified
are discussed below:

Advantages

e The watchdog technique is efficient in building security management systems
[32].

e The watchdog technique supports collaboration between multiple watchdogs
[111]. Collaboration between watchdogs enhances the system's security as the
detection process when shared between neighbouring watchdogs. An
additional benefit of collaborative watchdog use is that it can assist in detecting
malicious behaviour that may be invisible to a particular vehicle.
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Limitations

e The watchdog technique does not perform optimally in high-mobility
scenarios [112]. Due to the high mobility, the watchdog can report false
positives in the VANET, directly degrading the system throughput and
performance [112], [113].

e The watchdog technique introduces much resource consumption to watchdogs
[32]. Resource consumption directly contradicts the energy-efficient design
principle in VANETS. Therefore energy efficient techniques are essential for
optimal watchdog selection and application. Watchdogs must operate using
algorithms that provide minimal overhead operation [109].

e Watchdogs are limited by the vehicle's coverage area or node that activates the
watchdog agent. This coverage problem means that a single watchdog cannot
monitor a large-scale area.

The main principle behind the watchdog technique is that a watchdog agent is installed
on all vehicles in the VANET. The agent can then be dynamically enabled to monitor
its neighbours’ communications. The watchdog agent is activated via various
techniques; it can decide based on predetermined patterns or rules [109]. The
watchdog agent is only installed in predefined nodes and no other nodes in the network
[109]. In this system, the watchdog agent is activated only where it is installed.
Another technique used to activate the watchdog agent involves using the already
selected cluster heads and activating the watchdog agent on the cluster heads [114].
Another identified technique is watchdogs are selected as all the vehicles in the
VANET; in this scenario, each vehicle is responsible for monitoring its neighbours’
communications [108]. Watchdogs are only enabled as any vehicle that is a packet
source in the VANET [115]. In this instance, once a vehicle sends a packet, it
automatically becomes a watchdog to watch the vehicle transactions to which it sent
the packet. A further technique identified involves selecting watchdogs according to
where an event occurs [116]. Once a vehicle reports an event, its neighbours are
selected as watchdogs to monitor the vehicle.

Several security schemes have selected watchdogs in their security design without
considering malicious or non-malicious behaviour before the selection process [27],
[35], [115]-[117]. However, randomly selected watchdogs, which are assumed as
trusted, might be malicious and affect the performance of the security solution [18].
Some researchers have also noted that for a watchdog to function optimally, it should
be secure and exhibit non-malicious behaviour [40], [42], [85]. Therefore, a security
system's performance must ensure that only certain vehicles are selected. However,
secure watchdog selection is one of the challenges experienced by security
management techniques in VANETs. Table 2.4 below summarises the use of
watchdogs for security management techniques.

Table 2.4 - Summary of watchdog selection techniques used in recent research.

Paper Network Type | Selection technique Secure Fairness
selection consideration
Towards a | VANET Watchdogs were | It does not | Fairness is not
self-adaptive selected according to | consider the | considered in
trust where events occurred. | behaviour | selecting
management The neighbours of a | of vehicles | watchdogs.
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model  for vehicle that has sensed | before the
VANETS an event are selected as | selection of
(2017) [109]. watchdogs. watchdogs.
Prevention of | Self- All  vehicles  were | It does not | Fairness is not
attacks  on | organizing ad- | considered  watchdogs | consider the | considered in
dynamic hoc networks, | and could monitor each | behaviour | selecting
routing in | including other in the VANET. of vehicles | watchdogs.
self- MANET, before the
organizing VANET, loT selection of
ad-hoc and mesh watchdogs.
networks networks.
(2018) [112].
Using MANET Dynamic watchdog | It does not | Optimizes
dynamic allocation is based on the | consider the | watchdog
watchdog shortest communication | behaviour | frequency and
optimization path to the source of the | of vehicles | redundancy,
technique for message/packet. before the | promoting
secure data selection of | fairness.
transfer  in watchdogs.
MANET
(2018) [32].
Hybrid trust | VANET Neighbours of vehicles | It does not | Fairness is not
management involved in | consider the | considered in
heuristic for communications  were | behaviour | selecting
VANETS selected as watchdogs. of vehicles | watchdogs.
(2019) [108]. before the

selection of

watchdogs.
A hybrid | VANET Every vehicle that sends | It does not | Fairness is not
intrusion a packet automatically | consider the | considered in
detection becomes a watchdog. behaviour | selecting
system of vehicles | watchdogs.
against before the
egoistic and selection of
malicious watchdogs.
nodes (2020)
[27].
An anti- | VANET Neighbours of vehicles | It does not | Fairness is not
attack  trust involved in | consider the | considered in
management communications  were | behaviour | selecting
scheme in selected as watchdogs. of vehicles | watchdogs.
VANET before the
(2020) [38]. selection of

watchdogs.
A reputation | VANET All  vehicles  were | It does not | Fairness is not
system using considered  watchdogs | consider the | considered in
Bayesian and could monitor each | behaviour | selecting
statistical other in the VANET. of vehicles | watchdogs.
filter in before the
vehicular selection of
networks watchdogs.
(2020) [101].
Entity- Self- All  vehicles  were | It does not | Fairness is not
centric organizing ad- | considered watchdogs | consider the | considered in
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combined hoc networks, | and could monitor each | behaviour | selecting

trust including other in the VANET. of vehicles | watchdogs.
algorithm to | MANET, before the

prevent VANET, loT selection of

packet- and mesh watchdogs.

dropping networks.

attacks in

VANETS

(2020) [111].

A scalable | VANET Neighbours of vehicles | It does not | Fairness is not
blockchain- involved in | consider the | considered in
based  trust communications  were | behaviour | selecting
management selected as watchdogs. of vehicles | watchdogs.
in  VANET before the

routing selection of

protocol watchdogs.

(2021) [35].

Secure Wireless Every node that sends a | It does not | Fairness is not
opportunistic | sensor network | packet automatically | consider the | considered in
watchdog (WSN) becomes a watchdog. behaviour | selecting
production in of wvehicles | watchdogs.
wireless before the

sensor selection of

network watchdogs.

(2021) [102].

Another challenge experienced by watchdogs is that the watchdog process of
monitoring exhibits higher computational and storage overheads leading to increased
energy consumption [33], [110]. This increased energy consumption reduces the
security management system's efficiency by using the watchdog technique. The
optimal selection of watchdogs in a network can reduce resource consumption during
monitoring tasks and improve the efficiency of the security management system [93].
Therefore, the selection process of watchdogs in the VANET must be optimised to
reduce resource consumption. Optimization ensures the efficiency of the security
management system, making use of the watchdog technique.

Cooperativeness between watchdogs enhances the effectiveness of security
management techniques used for VANETSs. Cooperation involves aggregating the
evidence between watchdogs and making cooperative decisions [64]. Cooperative
watchdogs have several advantages to security systems, including cooperative
watchdogs can help reduce the rate of false positives in the VANET [118]. In some
scenarios, attacks can deceive watchdogs into reporting false information [18].
Cooperativeness between watchdogs can be advantageous in identifying watchdogs
that have been deceived.

The watchdog mechanism in security management systems performs monitoring
tasks. Monitoring network activities is an integral part of the security management
system. It is, therefore, important that the watchdog mechanism is secure against
malicious activity. Monitoring activities consume higher storage and computational
resources. It is essential that the watchdog selection process is optimised to reduce
resource consumption in the VANET. The above challenges presented motivation for
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designing a watchdog selection scheme that includes secure, fair, and cooperative
watchdog selection.

2.13. False positives

False positives are experienced in watchdog and trust management systems developed
for VANETS. False positives occur when vehicles are identified as malicious, yet they
exhibit non-malicious behaviour; this can be identified as false alarms in the VANET.
False positives can occur due to a variety of reasons. Using a watchdog system may
sometimes fail in a complex network by generating false positives, which may lead to
performing wrong operations [112]. False positives can also occur in a bad-mouthing
or defaming attack. In a defaming/bad-mouthing attack, a vehicle can generate false
trust scores for an honest vehicle making it seem malicious [35]. False positives not
only decrease the accuracy of detection and evaluation of a security management
system. They also decrease the efficiency of the security model. Providing minimal
false positive rates in the VANET is a requirement for security management systems
developed [78]. Reducing the false positive rate improves the accuracy of the security
management system in detecting malicious vehicles. A method to detect false positives
within trust models improves the accuracy of assessment and evaluation results [8].
The ability of a trust model to also have identified false positives also improves its
efficiency of the trust model [8].

2.14, Summary

The concluded chapter has discussed VANETs and their applications while
highlighting the importance of their safety applications. It has looked at the
architecture of VANETS, concentrating on the two primary forms of communication:
V2V and V21 communication. These two forms of communication will be utilized in
the proposed trust management system. It also looked at the communication protocols
used in VANETS, and the security requirements required to provide reliable, efficient,
and optimal communication. The attacks that threaten these security requirements
have been discussed in detail—state-of-the-art security schemes developed to deal
with malicious vehicles in VANETSs. The effect of these attacks is that malicious
vehicles in the network lead to delays or the dropping of critical information in the
VANET. These could lead to increased traffic and even more severe injuries or loss
of life.

The chapter focused on trust management schemes as security systems against
malicious vehicles. Trust management systems must satisfy the following conditions
to be highly effective: simple, light, and fast while being robust, efficient, and
providing anonymity. Trust management makes use of a variety of techniques to
achieve its core objectives. The use of watchdogs to perform monitoring tasks is one
of the popular techniques used in trust management systems. The popularity is because
the watchdog technique has been proven highly effective in monitoring tasks.
However, some challenges exist in selecting secure watchdogs and ensuring fairness
in the watchdog selection. These challenges are crucial when using the watchdog
technique in trust management systems. The occurrence of false positives was also
discussed in this chapter. False positives decrease the accuracy of detecting and
evaluating malicious vehicles. False positives also decrease the efficiency of trust
management systems, decreasing the efficiency of the VANET.
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Due to the abovementioned conditions, the watchdog selection process and trust
calculation and evaluation have become increasingly important in designing a trust
management system. The above factors determine the accuracy and efficiency of the
trust management system. These factors motivate designing a multi-tier trust
management system that addresses all the above concerns.

The literature survey and background provided in this chapter enhanced the deep
understanding of the research presented in this work. A summary of the chapter and
its addition to knowledge is given below:

e It strengthened understanding of VANETS, techniques and technologies used
in VANET communication. This further enhanced the understanding of the
benefits of efficient security management techniques for VANETS.

e It enhanced understanding of the requirements of VANET security
management systems. It also included the current state of proposed VANET
security management techniques, which identified gaps in the literature that
could be filled. This further shaped the strategies for designing the proposed
multi-tier trust-based security management techniques.

¢ It enhanced the understanding and identifying attributes of vehicles that could
represent malicious or non-malicious behaviour. This influenced the attributes
and metrics the proposed system would employ to identify vehicle behaviour.

e It added to understanding watchdog selection strategies and the factors that
influence them. It included the current state of watchdog selection strategies,
advantages, and limitations. This identified gaps in watchdog selection
strategies that the proposed system could fill.

e Strengthen understanding of the challenges and limitations experienced in
applications of trust management systems. It supported the understanding of
trust management systems applications. An additional benefit is that it assisted
in predicting challenges experienced in applying the multi-tier trust-based
system proposed.

e It added to the knowledge in developing scenarios for evaluating the proposed
system. After developing the proposed system, testing and evaluation in
complex scenarios are necessary to validate the system.

The summary mentioned above directly influenced the proposed system in this work.
The following chapter discusses the methodology used in designing the proposed
multi-tier trust-based management system, and the following chapters expound on this
concept.

47



3. Methodology

3.1. Overview

This chapter introduces the research methodology used in this study, giving readers a
clear understanding of how the research was conducted. The chapter will also help
future researchers know the precise steps to replicate the study. The chapter will begin
with a brief introduction to the research questions mentioned in Chapter 1. The chapter
will also discuss the methods, tools, techniques, and data used to meet the study's
objectives and aims. Hardware components and software requirements are identified
to achieve study outcomes. The model development and analysis tools are identified
for planning to achieve study results. The steps taken to source data, analyse it and
apply it to the project are discussed. A summary of the expected outcomes concludes
this chapter.

3.2. Study design

The study design utilized to complete the proposed model featured the following
activities. Data collection from various sources and experiments was carried out
during various phases of the study. Simulation modelling and simulation analysis were
utilized to develop VANETS used in the study. Using simulation modelling, scenarios
were identified for which the algorithm was applied to evaluate the proposed system.
Simulation analysis assisted in identifying optimal trust factor and watchdog selection,
which was paramount for trust management system design. It also contributed to the
design of the simulation of false positives and recovering malicious vehicles.
Following simulation modelling and analysis, an intelligent algorithm for the trust
management system was designed. Experimental testing was then employed to verify
the algorithm design and evaluate the proposed system in different complex scenarios.

The structure described below was employed by several security management systems
designed for VANETSs [27], [28], [36], [65]. The structure consists of the following
steps.

1. Defining of project goal — This usually consists of defining the project's title,
research questions, aims, and objectives. The project goal is defined in the
introduction chapter.

2. Problem definition — The study background is defined and explained, including
the current state of the related work. The study identifies gaps in the literature,
leading to the problem statement's description.

3. Data gathering — This involves the collection of data related to the project. Data
is collected via various methods, usually by reviewing the literature related to
the project—an experimental data-gathering technique used.

4. Simulation modelling and analysis — this involves defining the scope of the

study, the assumptions made in the study, the project variables, the network
models, the use case scenarios, and the identification of simulation tools.
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5. Algorithm design — This involves the design and description of algorithm
components. Algorithm design includes any variables and equations used in

the study.

6. Simulation experiments — the study's proposed design comprises the
algorithms applied to complex scenarios and models. Simulation experiments
were used to evaluate the proposed system.

7. Results analysis and evaluation — the results of the simulation experiments are
analysed and discussed in detail. This work presents results using tables and

graphs.

Table 3.1 below summarizes some security management systems that employ this

similar structure.

Table 3.1 - Study design used in the following current state-of-the-art security management systems for VANETS.

Trust management system

Study design

VANSec - Attack-resistant VANET
security algorithm in terms of trust
computation error and normalized routing
overhead (2018) [65].

Project goal definition
Problem description

Data gathering

Simulation modelling
Algorithm design

Simulation experiments
Results analysis and discussion

Toward a distributed trust management
scheme for VANET (2018) [36].

Project goal definition
Problem description

Data gathering

Simulation modelling
Algorithm design

Simulation experiments
Results analysis and discussion

A hybrid trust management heuristic for
VANETS (2019) [27].

Project goal definition
Problem description

Data gathering

Algorithm design

Simulation experiments
Results analysis and discussion

StabTrust — A stable and centralized trust-
based clustering mechanism for loT-enabled
vehicular Ad-Hoc Networks (2020) [28].

Project goal definition
Problem description
Data gathering
Simulation modelling
Algorithm design
Simulation experiments
Results and analysis

A kind of event trust model for VANET
based on statistical method (2021) [88].

Project goal definition
Problem description
Data gathering
Algorithm design
Simulation experiments
Results and analysis
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3.3. The rationale for the selected methodology

The methodology used in this work will be inspired by reviewing state-of-the-art
security systems. The strengths of the selected methodology can be attributed to the
successful design of trust management systems in [27], [28], [36], [65], [88], which
employed similar methodologies. Additionally, quantitative data was collected via
experiments to identify patterns and correlations. The type of data used influenced the
methodology selection. The research objectives also aligned with the chosen
methodology, which was further attributed to the selection of the chosen methodology

in the study.

Figure 3.1 summarizes the study design. The study design led to several stages of
development. Figure 3.2 describes these development stages.

-
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Project Problem
Scope definition
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Define Current state
project title of related
work
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Figure 3.1 - Summary of the proposed study design used in this thesis.
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Figure 3.2 - Proposed summary of algorithm development stages used in the study.

3.4. Data sources

The following section will outline the data sources used in the design of the proposed
system.

Articles and journals

Identifying appropriate data sources was the first step in designing the proposed
system. Identifying and defining the scope of data collection were integral in avoiding
the collection of obsolete data that would be unusable for the thesis. The data sources
used in this project were research papers and journals published by researchers and
experts in VANETSs. Using previous researchers' work provided an expert opinion on
the scope of VANETS, attacks on VANETS and security proposals against attacks on
VANETs. The research selected state-of-the-art security management systems
relevant to the study. The time scope included research conducted within the past five
years. This scope ensured that only the latest literature reviewed was relevant for this
time. The journals were sorted from online repositories such as ResearchGate, IEEE
Xplore, Elsevier/Science Direct, Springer and SAGE journals.

Expert sources

Expert sources included the practical applications of VANETS in real-life scenarios.
They identified real-life attributes of VANETSs that modelled the simulation and
scenarios. Expert sources provided relevant real-life information considered in the
design of the system. Some expert sources included the international organization of
motor vehicle manufacturers (OICA) and the European automobile manufacturers
association (ACEA). These were relevant in acquiring the latest statistics and
information on vehicle development.
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Simulated data

Simulated data consisted of data generated and obtained from the simulation
environment. The proposed system was applied to a VANET in various defined
scenarios—the data and results generated, observed and recorded. The data collected
from various sources aided the development of the proposed system. Further details
on how data will influence the development are shown in

Figure 3.3. In addition, the data collected from experiments improved and enhanced
the system. Storage and management of data to enable further analysis and
identification of significant patterns that will aid the research is crucial. The data
management techniques made use of in the research are discussed below.

Articles and
journals

Algorithm —» Simulationand ___, Simulated
development testing data

1]

Expert sources 1

Figure 3.3 - Data details showing how data aided the thesis's development.

3.5. Data management

Data management involves two different aspects: document storage tools and
reference management tools.

Document storage

Microsoft one drive was the primary tool used to store journal articles, research
documents, image files, simulation data, and simulation code, with a secondary
storage point being the principal researcher’s computer. The reason for the two points
of data storage is data redundancy in case of data loss from one of the data storage
sources. Microsoft one drive provides features such as; preinstalled security features
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that offer data protection. The researcher’s computer is password protected for data
protection and privacy. The security measures ensured that all research data was safe
and secure. Microsoft one drive also provides cross-platform data availability and
access.

Storage format — The journal articles collected as part of the background study and
literature review were stored in PDF format—simulation experiment source code was
stored in C++ format. At the same time, the simulation results were stored and
analysed in the simulator-specific format. Further analysis of simulation results was
conducted via Microsoft Excel and Python. Hence files were stored in CSV and python
(.py) format.

Result file format — The simulation results were stored in textual, line-oriented files.
OMNET++ did the data storage, and the main advantage of this text-based line-
oriented format is that it is accessible and easy to parse with a wide variety of tools
and languages. While still providing enough flexibility to represent the data it needed.
The numerical data were exported to CSV and JSON files and enabled results analysis
and graphs plotted via Python and Excel.

Reference management

Reference management was performed by the reference management tool Mendeley.
The tool selection was the researchers’ preference and ability to store articles in the
application. It can add articles via drag and drop (Digital Object Identifier) DOI
reference and from internet sources. Mendeley also has automatic document lookups
to enhance the accuracy of citations. It also features a Microsoft Word plugin that
provides automatic synchronization between different documents. It is noted that
software such as Zotero and RefWorks may provide the same features that Mendeley
does; therefore, the primary researcher selected Mendeley due to its perceived ease of
use.

This data collection and management enabled simulation modelling. Simulation
modelling identified the assumptions used in the study, the data range, and the
relationship between the data and network models. Simulation modelling is discussed
further below.

3.6. Simulation modelling

This section will define various factors involved in the simulation design and
experiments. The areas covered in simulation modelling included the network model
design, the assumptions made by the thesis, parameter specifications, variable
definitions, performance metrics, and tools used at various project stages.

Tool Selection
Various tools were required to achieve the defined objectives during the different

stages of conducting this study. Different tools were studied and reviewed to select the
most optimal tools. Further discussion of the tools follows below.
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Operating system

The operating system selection was based on the researcher’s preference and ease of
use. Windows 10 was used for the proposed thesis's writing, simulation, and results
analysis.

Writing tools

Several writing tools could be selected, and the following tools were selected based
on the researcher’s preference.

Microsoft Word — This was used for all the writing work done during the thesis.
Tables and images were also presented using Microsoft Word.

TexMaker — This is a latex client for the Windows operating system. Latex was used
for writing the equations that make up the intelligent algorithm.

Overleaf — This designed the equations and algorithms used in the proposed system.
Overleaf will also be used in writing up publications.

Draw.io — This free online and desktop client is used for flowcharts, process diagrams,
charts, and network diagrams. The motivation for using draw.io is that it is open-
source software that provides quality figures.

Simulation tools

In order to perform the VANET simulations, the OMNET++ simulator was selected.
Several other tools considered for this purpose include MATLAB, NS3, OPNET and
NS2. OMNET++ was selected for this purpose based on the following advantages
[119], [120]:

e OMNET++ is open source and free to use. This feature is a significant
advantage as it means no extra costs are needed to build the algorithms and
simulate the VANET.

e OMNET++ is one of the fastest simulators in the domain of wireless networks
[120].

e Several simulation models and model frameworks have been built on top of
OMNETT++ by researchers in diverse areas such as MANETs, mesh
networks, WSNSs, resource modelling and vehicle networks. Therefore, it
shows OMNET++ is successful in providing a simulation environment.

e OMNET++ provides up-to-date pdf documentation and regular updates,
adding more features and improving the simulator.

e OMNET++ contains inbuilt documentation and result analysis components, so
results do not need to be exported to third-party software to be analysed.
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e OMNET++ has a graphical user interface (GUI) that enables the visualization
of simulations. This help in understanding highly complex simulations.

As part of OMNET++, the INET framework is also used in the simulation. INET
framework is one of the most comprehensive and helpful model frameworks, and it
provides protocols, agents, and other models for working with communication
networks. It is beneficial when designing and validating protocols or exploring exotic
scenarios. INET framework can also be extended to suit different directions; for
example, it can be extended to suit VANETS.

Data visualization tools

Data visualization tools are crucial to displaying and analysing results from the
simulation. Data generated from the simulation was stored within the simulation
environment. Furthermore, necessary online backups were made. OMNET++ has
built-in result-recording tools for simulation results via output scalars and vectors.
While output scalars are a summary of results computed during the simulation and
written after the simulation ends, e.g., the total number of packets received/sent.
Output vectors are time series data recorded from the simulation, e.g., end-to-end
delay, round time of packets, queue lengths and packet drops.

For further sophisticated analysis and if customized reports were required, OMNET++
allows exporting results in python format for use in Python or (R) programs such as
NumPy, SciPy and MatPlotL.ib.

OMNET++ also contains a tool known as a scavetool which can filter and export
results in formats understood by other tools, e.g. CSV format for excel files.

Intelligent algorithm development

In order to develop the intelligent algorithm, a high-level programming language had
to be selected. The selection of the simulation tool significantly influenced the
algorithm development, as the algorithm was developed in the simulation tool IDE.
The algorithm was developed in a C++ environment. NED language is a high-level
programming language unique to OMNET++, and it describes the network structure
to be simulated [119].

Network modelling

The scope of the network developed is a VANET with several vehicles as members of
the VANET. The VANET existed with regular vehicles which sensed data in the
environment and forwarded the data to intended destinations. A malicious agent exists
that can be activated on vehicles. The malicious agent enabled the vehicles to behave
maliciously; this represented vehicles performing various attacks in the VANET.
Different types of malicious vehicles existed in the VANET: one type dropped
messages instead of forwarding them to the intended destination. The other type of
malicious vehicle delayed messages instead of forwarding them to the intended
destination. The malicious vehicles represented different attacks in the VANET. A
watchdog agent existed that could be applied to vehicles in the VANET. The watchdog
agent enabled vehicles to monitor their neighbour transactions. The VANET also
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consisted of an RSU, representing the TA in the VANET. The RSU was responsible
for performing complex computations and oversaw managing vehicle security in the
VANET.

Performance metrics

The purpose of performance metrics was to evaluate the proposed security scheme to
prove the proposed system's functionality. Performance metrics will enable
improvements to be made to the proposed system. The following performance metrics
were considered:

Ability to identify malicious vehicles — The first metric used to validate the objective
function of the proposed system is its ability to distinguish between standard vehicles
and malicious vehicles in the VANET. This metric has been used by researchers in
their proposed systems [27], [38], [116]. Malicious vehicles should be identified and
ranked lower in the VANET than non-malicious vehicles.

PDR — The ratio of successful messages received to the total messages sent in the
VANET. It is an indicator that a VANET is facilitating successful message delivery.
PDR has been used as a performance metric in [2], [9], [68]. The PDR was evaluated
when the proposed system was applied to a VANET with malicious vehicles.

Delay/Time taken to deliver messages — The average time vehicles take to deliver
messages in the VANET. Vehicles in the VANET do not spend much time together in
the same VANET; therefore, message delivery should take the least time possible. The
proposed system was applied to a VANET with malicious vehicles, and the delay was
evaluated. Figure 3.4 shows the relationship between the different stages of the
simulation modelling phase. The following section shall detail the algorithm
development stage.
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Figure 3.4 - Proposed simulation modelling stages used in the design of the proposed system.

3.7. Algorithm development

In order to develop the intelligent algorithm that will make up the trust management
system, various approaches were used, including experimental analysis, a stepwise
approach and a stepwise refinement approach. The stepwise approach to developing
the algorithm included dividing the overall goal into smaller submodules. The smaller
submodules were developed and evaluated via experimental analysis. Stepwise
refinement was applied by adding details to the smaller submodules, increasing their
complexity and functionality. The submodules were integrated to form the high-level
algorithm. Initial experiments were run on the high-level algorithm to test for
integration within the submodules. Criteria were defined to develop benchmarks to
measure the proposed algorithm's effectiveness and success. The benchmarks were
related to the study's objectives and benchmarks set by other trust management
systems that other researchers have proposed.

The algorithm was developed in C++ and used OMNET++ as the integrated
development environment. The following developments and experiments were
planned during the algorithm development phase:

e The identification and selection of vehicle attributes to represent vehicle
behaviour. It is developing the equations to calculate trust value from vehicle
attributes. It included intelligent methods to identify false positives and
malicious vehicles recuperating to non-malicious behaviour.

e Developing algorithms for the watchdog agent. The watchdog agent allowed
the vehicles to monitor the vehicle neighbours’ transactions. The watchdogs
monitored vehicles within their communication range.

e The development of algorithms for secure and fair watchdog selection in the
VANET.
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e Developing algorithms for the RSU that enabled management of the trust
values for vehicles in the VANET.

e Integrating the submodules mentioned above forming the complete multi-tier
trust-based security management system.

Figure 3.5 shows the different components that make up the algorithm development
stage. It also demonstrates how the different stages relate to each other to create the
proposed system.

e Watchdog agent RSU
calculation
Identification of trust Ability to watch Receive data from
factors neighbour vehicle watchdogs
transactions
Algorithms for trust Calculate trust
factors Secure and fair values for vehicles
watchdog from data
Algorithm to selection
integrate trust values Integrating trust
values for all
vehicles

Creation of a trust
ledger

i

Proposed trust-
based security
management
system

v

A

Figure 3.5 - Proposed algorithm development stages and how the different stages interact.

3.8. Experimental analysis

This stage involved applying the proposed system to a VANET and evaluating various
scenarios and use cases. Evaluation of the proposed system was performed using
defined benchmarks. These benchmarks were defined from real-life scenarios as
references. The proposed system was executed to determine the success criteria and
evaluation parameters. Stepwise refinement was used to add features to the proposed
trust management system after evaluation to enhance the system. Figure 3.6
summarises the experimental analysis process.
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Figure 3.6 - Proposed experimental analysis process used to create the proposed system.

3.9. Model design

The objective functions of the proposed system highly influenced the model design.
The model's objective function was to identify malicious vehicles in the VANET.
Malicious vehicles were isolated during network communications to improve the PDR
and minimize the delay. Therefore, identifying malicious and non-malicious vehicles
forms the primary function of the proposed system.

The second objective function that influenced the model design is the reduction of
resource consumption by reducing the storage and computational overheads incurred
by the proposed system. The functions were divided among different vehicles and the
RSU. The proposed system, therefore, took a federated model design. Federation
ensured the proposed system achieved its objective of identifying malicious vehicles
while minimizing resource consumption in the VANET.

The following section will look at the functions of some of the state-of-the-art trust
management systems proposed recently. This analysis will lead to detailing the
functions of the proposed system.

3.10. Functions of the proposed system

The primary objective function of recently proposed state-of-the-art trust management
systems developed was to identify malicious and non-malicious vehicles in the
VANET [8], [85], [91], [121]-[123]. By identifying the honest and malicious vehicles,
the trust management schemes also assisted in identifying false messages in the
VANET, which improved the accuracy of data and ultimately enhanced the security
of the VANET. At the same time, some trust management systems have only focused
on one primary objective: identifying malicious and honest vehicles [40], [106]. Some
trust management employed additional functions in addition to their primary function.
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Additional functions improved trust management systems by providing extra security
features. The work in [121] had secondary trust management system functions that
reduced the computational trust error, defined as the mean square error between
predicted/calculated trust values and known/observed trust values. Reducing the
computational trust error improved the reliability of the trust management scheme.
End-to-end delay, the time taken for alert messages to travel from the source vehicle
to the destination vehicle, can improve the trust management scheme by providing fast
trust evaluation. Providing low delay has been used as a secondary function of the trust
management schemes in works by [26], [121]. The work in [91] also aimed to improve
the reliability of their trust management system as a secondary function. Fairness was
used as a secondary function of the trust management system in the proposed system
[122]. In their work, they also aimed to improve the traceability of the detection
process in the trust model they proposed. In addition to identifying malicious vehicles,
[123], [124] improved the energy efficiency of their trust management scheme by
making it more energy aware in its functionality. Their proposed system aimed to
balance energy consumption with their trust management scheme. [85] aimed to
provide authentication as a secondary function for vehicles in the network and trust
management in the VANET. Improving resource utilization by reducing resource
consumption is an additional function of the trust management system suggested by
[27]. Low network overhead is another function of the trust management system
proposed in [27]. Table 3.2 below summarizes all the functions of trust management
systems, in addition to identifying malicious and non-malicious vehicles.

Table 3.2 - Summary of the reviewed trust management systems and their functions.

Trust management system

Obijective functions

A Secure Routing Protocol with Trust
and Energy Awareness for WSN (2016)
[124].

Reduce the energy consumption of the trust
management scheme.

Using trust model to ensure reliable data
acquisition in VANETSs (2017) [26].

Providing reduced delay in calculating trust
values.

Trust management scheme in VANET:
Neighbour communication-based
approach (2017) [38].

Provide authentication in addition to trust
management.

ARV2V: Attack resistant vehicle to
vehicle algorithm, performance in terms
of end-to-end delay and trust
computation error in VANETs (2018)
[121].

¢ Reliability of trust management scheme.
¢ Providing low delay in calculating trust
values.

Secure and stable Vehicular Ad Hoc
Network clustering algorithm based on
hybrid mobility similarities and trust
management scheme (2018) [91].

Reliability of the trust management system.

A Hybrid Trust Management Heuristic
for VANETS (2019) [27].

e Reduce the network overhead of the trust
management system.

¢ Reduce the resource consumption of the
trust management system.
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Blockchain trust model for malicious | Fairness of the trust management scheme.
node detection in WSN. (2019) [122].
An Energy-Aware Trust Based Secure | Reduce the energy consumption of the trust
Routing  Algorithm  for  Effective | management scheme.

Communication in WSNs (2019) [96].

The primary objective function of the proposed trusted management in this work
remains to identify honest vehicles in the network in the presence of malicious
vehicles. The proposed trust management system employed non-complex calculations
to provide quick and reliable vehicle trust value calculations. The trust values
distinguished between malicious and non-malicious vehicles in the VANET. A
federated model in design ensured that the proposed system achieved its secondary
objective function. Therefore, the secondary objective function of the proposed trust
management system was defined as reducing storage and computational overheads,
which led to reduced resource consumption. In order to reduce resource consumption,
accuracy and efficiency must be accomplished by the proposed system. Achieving
accuracy created the additional function of identifying false positives and recuperating
malicious vehicles in the VANET.

The trust management system used a watchdog agent in its operation; this created
additional functions for the system. Due to the dependence on highly accurate data
from the watchdogs, protecting the watchdog agent against malicious vehicles is
crucial. A malicious watchdog can cause failures and inaccurate reporting by the
proposed system. Protecting against malicious watchdogs created the additional
function of secure watchdog selection and management in the VANET. This function
ensured that the watchdog agent was only activated in non-malicious vehicles. The
proposed system had additional controls to protect against malicious watchdogs during
the trust value calculation phase. The watchdog agent also adds additional resource
consumption to the VANET. Additional resource consumption goes against the
proposed system's goal of minimizing resource consumption in the VANET. A
fairness mechanism was introduced during the watchdog selection process and
ensured the watchdog agent did not drain a vehicle's resources during operation.

In addition to the above functions, the proposed system protected the integrity of the
calculated trust values representing vehicle behaviour. Additional controls will do this
during the trust calculation phase.

The following section will look at the assumptions made during the model design of
the proposed system.

3.11. Assumptions

While creating and simulating trust management systems, assumptions are necessary
to simulate real-world scenarios. As long the assumptions made do not affect the
validity of the proposed systems. This section shall examine the various assumptions
state-of-the-art trust management systems have made in their design. Assumptions
made in the study were briefly mentioned in the methodology section, but detailed
explanations are given below. In the design of the following trust management system,
the following assumptions were made [42]:
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Multiple vehicles sensed the same alert, which, when compared, provided the
ability to detect if any vehicles had sent false information.

Most vehicles in the network were honest, with minimal malicious vehicles
present in the VANET.

Vehicle sensors always read the correct information and send correct alerts
unless tampered with by malicious actors.

Every vehicle had its own personal private and public keys.

To design their trust management system, the following assumptions are made in both
trust management systems [29], [68]:

Adversaries cannot compromise more than half the vehicles present in the
VANET.

Authorities and RSUs in the VANET were equipped with higher processing
and computing power than standard general-purpose computers.

The law enforcement agency (LEA) had enough security levels such that it
could not be malicious.

To detect Sybil attacks in a VANET, the trust management system proposed in [125]
made the following assumptions about the vehicles and VANET:

Every vehicle had a GPS with precise location accuracy at all times.

Every vehicle had a computing platform with an equal level of computational
power.

Every vehicle equipped with an event data recorder (EDR) could record real-
time event occurrences.

Every vehicle had an equal transmission range for each vehicle.
A single identity was available for each vehicle.

There are no communication failures in the network; every message was
transmitted successfully in the VANET.

While the trust model used in the VANET in the following work made the following
assumptions [26]:

All vehicles were equipped with all necessary tools, including a GPS module
that enabled them to join and participate in a VANET.
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e The communication range of vehicles was 200m, and all communications
within a 20m range were perceived correctly.

e All vehicles were time synchronized and were in the same time zone.

The trust management system proposed by [87] had the following assumptions to
make their system work:

e The vehicles and servers assumed a secure communication channel, so trust
evidence cannot be intercepted.

e The central authority is assumed to be fully trusted and attack resistant.

In Stabtrust —a stable centralized trust-based clustering mechanism for VANETS there
were two primary assumptions made for the trust management system to work [28]:

e The vehicles were capable of LTE and 802.11p communication.

e All vehicles were equipped with a GPS module.
Assumptions can be made about the VANET and vehicles that belong to the VANET.
As shown by the above examples, assumptions are necessary to build and simulate a
trust management system in a VANET. The assumptions made in this work are

discussed below:

Assumptions on the VANET

1. The RSU was assumed to be a TA in the VANET — This TA will not be
influenced by attackers and remain trusted throughout the whole VANET
operation. The TA was responsible for managing the trust values for all
vehicles in the VANET.

2. Densely populated trusted Authorities were assumed in the VANET — This
assumed that the setting of the VANET application had trusted authorities
widely distributed.

Assumptions on the vehicles in the VANET

1. Vehicles are assumed to be equipped with computing modules, smart sensors,
wireless communication modules, and GPS systems — This enabled vehicles to
join a VANET and communicate with other vehicles accurately.

2. Vehicles were assumed to have the same processing and computing power,
meaning that vehicles took the same amount of time to process and forward
packets in the VANET. The vehicles had the same behaviours unless
influenced by a malicious vehicle.

3. Vehicles were assumed to communicate with the latest communication
protocols — Vehicles communicated using DSRC, WAVE technology, and
based on the IEEE 802.11p standard and operated in the 5.9GHz frequency.
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4. Vehicles had a single identity — Vehicles in the network had a numeric ID that
does not change during VANET operations and can be used to identify
vehicles. The ID is only available to the TA.

3.12. Malicious activity detection

Several types of attacks can be perpetrated against VANETS; it is, therefore,
impossible to protect against every attack. At the same time, it is vital for a trust
management system to not only protect against one specific attack but should be
scalable to protect against multiple types of attacks [107]. However, some researchers
have proposed trust management systems against specific attacks, such as trust
management systems built to provide privacy for vehicles in the VANET [2]. A trust
management system was proposed to protect vehicles against gray-hole attacks in the
VANET [45]. Other trust management systems have been proposed against dishonest
and malicious vehicles [40], [65], [126]. In comparison, some trust management
systems have also been designed to deal with forged messages or false event messages
in the VANET and ensure message integrity [26], [29], [106]. As mentioned above,
trust management systems can be proposed to stop multiple types of attacks. Such as
the one proposed in [85], which protects against malicious vehicles and the integrity
of messages in the VANET. [66] proposed a trust management system that protected
against multiple attacks: including falsified event information attacks, message
modification attacks and fake message generation attacks. The percentage of
malicious vehicles in the VANET varies between different applications. In [39], the
number of malicious vehicles used was below 10%. 10% to 50% of malicious vehicles
were used in [40], [87], [89], [91], [127], as opposed to [128], where more than 50%
of malicious nodes are selected. The trust management system in this work selects
malicious vehicles between 10% and 50%. The most popular range allows comparing
and correlating other trust management systems with the proposed system. The trust
management system proposed in this work protected against multiple attacks, making
it robust. The system dealt with the following malicious attacks:

e It protected against malicious and dishonest vehicles in the VANET. These
vehicles dropped packets instead of forwarding them to the correct destination.
Therefore, any attack that led to vehicles dropping packets in the VANET.

e The proposed system offered protection against message modification attacks
and fake message generation attacks in the VANET. Hence, the system
detected any attacks that led to message alteration by malicious actors.

e It also protected against message delays in the networks caused by attacks.

Consequently, any attacks that led to message delays in the VANET were
detected.
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3.13. Vehicle attributes

The main goal of trust management systems in VANETS is to use specific attributes
of vehicles to distinguish between malicious and non-malicious vehicles in the
network. The selection of vehicle attributes is a significant part of the trust
management system to achieve objective and correct trust evaluation. The number of
vehicle attributes also selected highly affects the resource consumption of the
proposed system. There are two main methods of establishing trust factors, using the
sensed data from the environment or using dedicated security messages to establish
trust. Both methods will be looked at below, highlighting the benefits and limitations.

Using sensed data

It compares the information a vehicle shares regarding an event to determine if it is a
malicious or non-malicious vehicle [27]. Various researchers have made use of the
events sensed by vehicles and also reports sent by vehicles after the sensing of data to
establish some vehicle attributes [26], [29], [61], [99. However, sensed data may
contain safety or time-critical messages in the VANET. Using this data to establish
trust values in the VANET may lead to some of these messages being passed to
malicious vehicles and not reaching their destination. Therefore, the use of sensed data
reduces the efficiency of the VANET.

This method's significant advantage is that no extra messages are needed to establish
vehicle attributes as trust metrics. The method assists the trust management system
reduce resource consumption in the VANET.

While the main disadvantage is that using sensed data to identify malicious vehicles
can get access to messages containing sensed data before the identification of
malicious behaviour.

Using dedicated trust messages

Dedicated messages involve using dedicated messages to establish vehicle metrics that
establish trust metrics [38], [126]. It uses particular dedicated messages instead of
sensed data to establish trust. The significant advantage of this technique is that when
transmission of safety messages in the VANET, it is only transmitted to established
honest vehicles. The safety messages transmitted in the VANET serve their purpose
of safety and do not undertake additional tasks. The disadvantage of this technique is
that extra messages are transmitted to establish trust in the VANET.

The proposed trust management system took the approach of using dedicated trust
messages to establish trust. Lightweight trust messages were developed for the
purpose of establishing vehicle attributes that represented trust. The messages were
generated in the VANET and forwarded to vehicles. The messages were then used to
extract vehicle metrics applied to equations to establish trust in the VANET. The
reasons for selecting dedicated trust messages over the sensed data are listed below:

e The proposed system did not want to interfere with the objective functions of
the VANET to which it is applied. The objective function of VANETS is to
transmit safety messages, traffic warnings, and data sensed by vehicles.
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e The specially dedicated messages were made lightweight, so they did not
increase the resource consumption of the VANET.

e The proposed system's primary purpose was to ensure that sensed data
transmitted in the VANET was at the correct destination and not intercepted
by malicious vehicles. Using dedicated trust messages has the advantage of
ensuring that sensed data was not used for any other functions.

The proposed system required vehicle attributes to be established from the behaviour
of vehicles in the VANET. The trust metrics used in this trust management system are
discussed below, including the reasons for selecting the metrics.

3.13.1. Packet delivery ratio as a vehicle attribute

The literature review defines PDR as the number of messages successfully delivered
with the ratio of total messages sent. It can be used to examine whether a vehicle
successfully forwards messages to the destination or drops them. The PDR of vehicles
has been used in the following trust management systems to identify malicious
vehicles [26], [28], [51], [107].

The proposed system used the PDR to identify vehicles that dropped packets. Vehicles
generated trust messages in the VANET with the watchdog agent activated. The
messages were forwarded to the destination vehicle via the vehicles with the watchdog
agent not activated. Whenever a vehicle forwarded a message to the destination, the
watchdogs could watch the transactions and record the number of messages received
and successfully forwarded.

3.13.2. Processing delay as a vehicle attribute

Processing delay is the time taken to forward a message in the VANET. Processing
delay was used to determine message integrity in the VANET. Message integrity refers
to the fact that a message has not been forged or tampered with in the VANET.
Determining the processing delay in the proposed system required the time to forward
a message to the destination. Processing delay has been used to determine the trust
values of vehicles in designing trust management systems [40], [91]. In the proposed
trust management system, the watchdogs monitored the timestamps of the messages
forwarded from the source to the destination vehicle. These timestamps were used to
calculate the processing delay of vehicles in the VANET.

3.13.3. Consistency factor as a vehicle attribute

Consistency involves comparing data generated between neighbour vehicles or
vehicles that generate correlated data to identify malicious vehicles. A comparison of
correlated data has been used to identify malicious vehicles in trust management
systems developed in [25], [91], [104]-[106]. In the proposed system design,
consistency offered protection against malicious watchdogs. The data collected by
watchdogs in the VANET was highly correlated if from the exact vehicle. The RSU
compared this data to identify malicious watchdogs that fabricated data.
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3.13.4. Vehicle history as a vehicle attribute

The proposed trust management system also considered the history of the vehicle.
Vehicle history involved considering the vehicle's previous trust values and
representing the vehicle's behaviour in previous communication rounds. Using the
vehicle history helped counter malicious vehicles that tried to act normal for one
communication round to fool the system. The RSU will store the previously calculated
trust value that represented vehicles. The vehicle history was then integrated into the
trust value calculation.

The above vehicle attributes determined a trust value representing vehicle behaviour.

The trust value indicates whether the vehicle exhibits malicious or non-malicious
behaviour.

3.14. Trust modules

VANETS contain components, including vehicles with different functions and RSUs.
In this work, the VANET comprises different vehicles and a TA. The proposed module
used a federated approach to achieve its objectives. The details of modules used in the
proposed system are detailed below.

VANET messages

Two types of messages make up the information exchange in the VANET. Both
messages were necessary for the functioning of the VANET and the proposed system.

Messages containing sensed data — These messages are transmitted messages
containing sensed information, such as traffic, accident, and highway alerts.

Trust messages — are lightweight messages explicitly sent to establish vehicle
attributes representing trust in the VANET. The advantage of using trust messages
instead of standard messages is that standard messages may contain important
emergency information that may be interfered with during the trust value calculation.
The messages were designed to be lightweight, not to increase the resource
consumption for the vehicles in the VANET.

Vehicles

The VANET was populated with vehicles performing different functions. All vehicles
can perform the fundamental task of forwarding and receiving messages in the
VANET. Information exchange enabled communication and sharing of important
network messages. Vehicles had unique identities used to identify them, and these
identities do not change throughout VANET operations. On the other hand, subsets of
vehicles are equipped with special functions discussed below.

Malicious vehicles
Malicious vehicles represent vehicles in the VANET that were attacked by an

adversary and did not perform the normal functions of vehicles in the VANET. They
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are used to represent different attacks in the VANET. In order to represent different
attacks, multiple types of malicious vehicles will be used. These are described below.

e Malicious vehicles that dropped messages — They received messages but will
drop them instead of forwarding them to the destination. These will represent
the following attacks that may cause the dropping of messages in a VANET:
DOS attack, DDOS attack, blackhole attack, wormhole attack, and replay
attack.

e Malicious vehicles that delayed messages — These malicious vehicles received
messages, but instead of forwarding them directly to the destination vehicle,
they delayed the message for a certain amount of time before forwarding it.
These vehicles represented the following attacks that may cause delays in
messages transmitted in a VANET: DOS attack, DDOS attack, message
suppression/alteration attack, replay attack, timing attack, man-in-the-middle
attack, and eavesdropping attack.

Watchdogs

These vehicles in the VANET activated the watchdog agent and switched to a listening
mode to monitor their neighbours’ message transactions. They monitored specific
attributes of the neighbour vehicles used for trust establishment. The vehicle
watchdogs were selected as the most trusted vehicles in the VANET via a secure
watchdog selection method. Watchdogs had direct access to the RSU and constantly
communicated with the RSU. A secure and fair watchdog selection algorithm ran
iterations to determine selected watchdogs in the VANET. The watchdog selection
scheme is discussed in chapter 6 below.

RSU

RSUs’ acted as the TA in the VANET. It was the infrastructure that made up part of
the VANET. It was assumed to be fully trusted and attack resistant. The RSU received
trust factors from the vehicle watchdogs and calculated trust values for the vehicles in
the VANET. The RSU was also responsible for storing previously calculated trust
values of vehicles and integrating them with the new trust values it calculated. The
RSU was the only member of the VANET that had the unique IDs of the vehicles. It
was also responsible for producing a trust ledger with trust values corresponding to all
the vehicles in the VANET. The RSU had a higher processing and computational
power than other members of the VANET. The higher processing and computational
power enabled the RSU to perform its functions and complex calculation in the
VANET.

3.15. Performance evaluation

In order to prove the functionality of the proposed trust management system, its
performance was evaluated within specific criteria. The proposed system was applied
to a VANET, and the results were evaluated. This section will detail how trust
management was evaluated and what criteria will be used to evaluate the system.
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Ability to identify malicious vehicles

It was the first criterion used to evaluate the trust management system. In these criteria,
the success of the trust management system was evaluated by its ability to distinguish
non-malicious vehicles from the presence of malicious vehicles in the VANET. If
unsuccessful, the trust management system cannot distinguish between malicious and
honest vehicles. This criterion was evidenced by the trust values given to the vehicles
in the VANET during operation.

VANET Trust value

The proposed system should improve the trust value of the VANET in the presence of
malicious vehicles. This criterion involved measuring the overall trust value of the
VANET. If the trust value dropped below the required threshold, malicious vehicles
had taken over the VANET and no longer performed their required functions.

Packet delivery ratio

The PDR has been extensively discussed in this work—the lower the PDR, the lower
the chances of packets being delivered successfully. The proposed system should
improve the PDR in the presence of malicious vehicles in the VANET to be considered
successful.

Delay

The delay is the time a vehicle takes to send a packet. A higher delay means fewer
chances that messages will be received in the correct time frame. VANET messages
are time-sensitive. The proposed system should lower the delay of vehicles and the
VANET in the presence of malicious vehicles in the VANET. Table 3.3 summarises
the performance metrics and their respective metric values.

Table 3.3 - Performance metrics used to evaluate the proposed system.

Performance evaluation metric Metric value

Ability to identify malicious vehicles Trust value. (A rational number with a
value between 0 and 1)

PDR The ratio between 1 and 0

Delay Time in seconds (5)

3.16. Summary

This chapter discussed the model design, detailing all aspects of the trust management
system. First, the trust management system's functions were detailed, including
distinguishing between malicious and non-malicious vehicles. At the same time, it
reduced the overall resource consumption of the VANET. The assumptions made in
the study were discussed in detail. As shown, it is challenging to simulate all aspects
of a VANET,; therefore, assumptions are necessary for building a trust management
system. The attacks prevented by the trust management system include attacks that
cause vehicles to drop messages and attacks that cause vehicles to delay messages.
The trust management system will use dedicated lightweight trust messages to
establish vehicle attributes and calculate trust values. The components that make up
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the VANET include sensed data and trust messages. The VANET contains different
types of vehicles with different functions in the VANET. Regular vehicles usually act
by forwarding messages to the intended destination vehicle. Malicious vehicles
present in the VANET to represented different attacks. Malicious vehicles that
dropped messages instead of forwarding them to the destination. Malicious vehicles
that delayed messages before forwarding them. Malicious vehicles in the VANET can
recover to normal behaviour and exhibit non-malicious behaviour during VANET
operations. The purpose of this unique vehicle was to prove that the trust management
system would allow malicious vehicles to recover their trust values if they started
exhibiting normal behaviour in the VANET. A watchdog agent exists that can be
activated in vehicles in the VANET to watch message transactions of vehicles. The
message transactions revealed vehicle attributes, specifically the PDR and processing
delay used to identify malicious and honest vehicles. Consistency and data correlation
between the vehicle watchdogs were used to identify honest and malicious vehicle
watchdogs in the VANET. The proposed system also used a secure and fair watchdog
selection and management scheme.

The RSU provided infrastructure and TA in the VANET. RSUs were responsible for
trust management in the VANET. It calculated the trust values for the vehicles from
the data received by the vehicle watchdogs. It also created a trust ledger that featured
the final trust values for all vehicles in the VANET. The trust factors also had a weight
attached to the values. The purpose of the weight is to make the trust management
system adaptable to different scenarios. If the trust management system application
was more concerned about the vehicles and delivery of messages, the weight value of
the PDR could be increased. While if the application of the proposed system were
more inclined to processing delay, the weight value of the message integrity trust
factor would be increased. The trust value range was discussed and set to a value range
between 0 and 1. The malicious vehicles had a trust value closer to 0, while trusted
vehicles had a trust value closer to 1. This method is in line with most trust
management systems developed recently. Initial trust values of vehicles at the
beginning of VANET operation were discussed. Vehicles can initially be set to fully
trusted, neutral, and untrusted. The RSU should also be able to optimally provide the
ability to test for correlation of the data produced by the watchdog. Chapters 4, 5, and
6 discuss the development and evaluation of the proposed system.
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4. A multi-tier trust management system for identifying
malicious vehicles in VANET communication.

4.1. Overview

This chapter presents the formal analysis of the multi-tier trust management system.
It will involve a discussion of all the concepts that make up the trust management
system. These concepts were related via mathematical models, and they are presented
in this chapter. This chapter will also include a performance evaluation of the proposed
trust management system. This chapter includes various equations and mathematical
concepts. Appendix A defines some of the symbols used in this chapter. If any
additional symbols are used in this chapter, an explanation will be provided alongside
the symbol.

The chapter will define the components of the intelligent algorithm. Some of these
components, such as trust establishment, trust factors and values, have been presented
in a previous chapter of this work. The interactions between these elements are
revisited in more detail to emphasize their relevance to the design of the intelligent
algorithm. The intelligent algorithm’s first task was calculating numerical values
based on the trust metrics selected: the PDR, processing delay and consistency factor.
The intelligent algorithm was applied to vehicles and RSUs. The algorithm allowed
vehicle watchdogs to monitor their neighbour transactions and extract data regarding
these transactions via equations and mathematical modelling. The data was then
forwarded to the RSU. The algorithm allowed the RSU to calculate a trust value from
vehicle watchdog data. The RSU unit keeps a record of all vehicle trust values, making
up the trust history of vehicles. The RSU also created a trust ledger comprising all the
trust values for vehicles in the VANET. This trust ledger was used by vehicles to
ensure they only broadcast packets to trusted vehicles. Following this, the trust
management system architecture is discussed. The discussion will include how the
various components were related and joined to form the complete trust management
system. The chapter will conclude with a performance evaluation of the proposed trust
management system.

4.2. Contributions
The main contributions of the work in this chapter are detailed below.

e The work proposed a multi-tier trust-based security mechanism in VANET
communications.

e The work proposed a security mechanism for protecting data integrity within
the defined requirement of trust management in VANET communication.

e The work proposed a security scheme to protect against malicious watchdogs
in the VANET.

e The work proposed a multi-vehicle model comprehensively reviewing the
system with critical VANET factors, PDR and delays.
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4.3.VANET architecture

The VANET model in this research is defined as a vehicle network comprising
vehicles and RSUs. The trust management system will be designed within instances
of the VANET discussed below. Each vehicle undertakes a different role in the
VANET. In area (A), a set of vehicles (Vn) exists wheren = {1,2...... ,V,}Jand n €
N, along with a set of RSU (Ry) where, s = {1,2 ... ... ,Rg }and s € N. Within the
collection of vehicles a set of watchdogs (V’n) is selected, where, V', € V,,. Within
the VANET (R) will calculate trust of (Vn) using the methods described below.

4.4. Trust value calculation

This section will discuss the rational number calculation representing vehicle
behaviour in the VANET. The trust value lies in the range between 0 and 1. If the trust
value falls closer to 0, the vehicle is considered malicious and cannot be trusted. The
vehicle is considered non-malicious and may be trusted if the trust value is closer to
1. The VANET RSU calculates the trust value. The trust value is calculated from
selected trust metrics: PDR, processing delay and vehicle history. The vehicle
watchdogs monitor the selected metrics from the vehicles before sending them to the
RSU for processing and trust value calculation. The calculation of the trust value
representing vehicle behaviour is performed by the equations and algorithms presented
below.

4.4.1. Packet delivery ratio calculation

The PDR will be calculated by monitoring the number of acknowledgements and trust
messages exchanged between vehicles. The watchdogs are randomly selected in the
VANET to act as a source and destination in the VANET. The watchdogs also monitor
vehicle communications in the VANET. The watchdog will generate trust messages
and broadcast them to the VANET vehicles. The vehicles are responsible for
forwarding trust messages to their destination. After successfully forwarding the
message, an acknowledgement is generated and sent to the watchdog. The PDR is
calculated by comparing the ratio of received messages to successfully delivered
messages. This is done by monitoring the ratio of acknowledgements (A,) to trust
messages (T, received. The PDR of V, is therefore given by:

PDR(V,) = ¥X¥5 (/Tl—;‘) Equation 1

Where:
x=1{12,...X},y={12,...,Y}, and X,Y € N

4.4.2. Processing delay calculation

Processing delay ensures message integrity. It is the time a vehicle takes to process a
message before sending it to its destination. Processing delay is necessary to determine
if a vehicle tampers with the message before forwarding it. A vehicle adding additional
data or changing the data contained in a message will take additional time to forward
the message. Processing delay consists of finding the difference between the time a
vehicle receives a message (y;) to the time a vehicle forwards the message to the

destination (A;). Therefore, the processing delay (PD) is given by:
72



PD(,) = 3 (A=Y Equation 2
Where:
i={12..0}j={12..J}andl,] € N

The PDR and processing delay are used to calculate a trust value for V,, as shown in
the following section.

4.4.3. Trust value calculation

The PDR and processing delay are integrated to form a trust value using the equation
described below. Two weights are introduced, the weight of PDR () and weight of
processing delay (8), where B+ 6 = 1. The purpose of the weights is that they can
be adjusted depending on the application. If the application is more concerned about
the number of packets delivered, the weight () can be increased. If the application is
concerned about altering the packets, the weight (6) can be increased. Under normal
conditions, both (B) and (0) are equal to 0.5. Multiple watchdogs are used in the

operation of the proposed system. Therefore for every (1},), a (TV(VM)) is calculated
where, (z) represents the iterations from multiple watchdogs.

TV(V,.) = B*PDR (V,,) + 6 xPD(V,,) Equation3

The proposed system makes use of multiple watchdogs (V',) in the VANET,
therefore, for every V;, in the VANET, the following trust matrix (T") is created:

TV (V)
T(V,) = ,z={1,23,..,Z}and Z € N
TV (Vyz)

The multiple values from different watchdogs must be integrated to form a value
representing the trust of a vehicle. The values of (T(V,)) are integrated using the
equation below:

Z
V(W) = —ZZ(TVZ(V”'Z)) Equation 4
Where:
z=1{12,..,Z}and Z € N

4.4.4. \ehicle history calculation

Vehicle history involves considering the past trustworthiness of a vehicle. Considering
the vehicle history ensures the vehicle must constantly exhibit non-malicious
behaviour to be classified as a non-malicious vehicle in the VANET. If a vehicle does
not have a history, it is not considered until one has been formed. The previously
recorded trust value(w) is combined with the newly calculated trust value(TV) using
the equation described below:

w(vp)+TV (Vy)

TV(%) =

Equation 5
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Where:
n= {1,2,..,N}and N € N

The TV (1},) represents the trustworthiness of the vehicle (V;,) . The value represents
the behaviour of a vehicle in the VANET. The proposed system includes controls to
ensure the integrity of the trust value.

4.45. Data integrity calculation

Trust value defines vehicle behaviour; therefore, this value is fundamental to the trust
management system and VANET. Trust integrity should be protected from malicious
behaviour. The trust management system has proposed and implemented controls to
protect trust values. The controls ensure that the data used to calculate the trust value
is legitimate and not fabricated by a vehicle or watchdog. The first control is applied
before equation 1 is processed. This control ensures that the total number of
acknowledgements is never more than the number of trust messages sent. This control
is based on the fact that a vehicle can only create an acknowledgement message after
forwarding a message successfully. Therefore, the total number of messages
forwarded should always be more than or equal to the total number of
acknowledgements received. The vehicle is considered malicious if the number of
acknowledgements received exceeds the number of messages. The control equation is
described as follows: (T, > 4,).

The second control is implemented before equation 2 is executed. This control checks
that the acknowledgement time stamp is always higher than the trust message time
stamp. The acknowledgement time stamp should always be greater than the trust
message time stamp. The vehicle could be regarded as malicious and fabricating data
if the acknowledgement time stamp exceeds the time stamp for the message
forwarded. The control equation is presented as follows: (Ai Y ]-)

The third control applied is used to confirm the integrity of the data obtained by
VANET watchdogs. Data collected by multiple watchdogs is compared to implement
the control. The comparison is done each time the RSU receives data from the
watchdogs. The data collected by watchdogs about an evaluated vehicle should be
correlated and similar as data collection happens under similar conditions. The third
control is applied after the trust matrix is calculated. Trust values from different
watchdogs are compared for z={1,2,3,..,Z},andZ € Nis TV(Vn,Z)

== TV(Vpz).

The three above controls enable the proposed system to protect the trust value
calculation integrity. The controls offer additional security by identifying malicious
vehicles or watchdogs that fabricate data.

4.4.6. Trust threshold calculation

The proposed system uses a trust threshold to distinguish between malicious and non-
malicious vehicle behaviour. The trust threshold depends on its application and
strictness. For example, military applications have higher trust thresholds than
entertainment applications. The trust value calculated in equation 5 (TV(;)) is
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compared against the threshold using the following TV (V},) = threshold. Vehicles
with a trust value greater than the threshold are considered non-malicious. In contrast,
vehicles with a trust value below the threshold will be considered malicious. Based on
these equations, the proposed system employs the following algorithms.

4.5. Algorithm design

This section will detail the algorithms used by the proposed trust management system.
The equations above are combined to create the complete algorithm the trust
management system uses. The main algorithms used by the trust management system
are discussed below.

45.1. Algorithm 1

The primary purpose of this algorithm 1 is to create the trust matrix (TV;,,). Algorithm
1 assists the vehicle in achieving its objective function of identifying malicious and
non-malicious behaviour in vehicles. Algorithm 1 consists of the use of equation 1,
equation 2 and equation 3. The algorithm also makes use of control 1 and control 2.
Algorithm 1 is shown in Algorithm 4.1. Figure 4.1 shows the proposed algorithm 1
process.

Algorithm 1: Calculating trust value matrix (TV},,)
Input: Vehicle map (V,, Rs),5,0
Output: TV(V;,,) for every V;,
Whilet € T do
TV,,:
Select V', from V,
1IV',, collects data on V,
/IIV',, forward data to Ry
1fV,(T, = 4,) then
Calculate PDR(V;,) by equation 1
End if
|an(ﬂ.l = }/]) then
Calculate P(1},) by equation 2
End if
For V', € W, do
Update trust matrix TV (1, ,) by equation 3
End for

End while
Algorithm 4.1 - Proposed algorithm 1 to calculate trust value matrix
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Figure 4.1 - Algorithm 1 process diagram used in calculating vehicle trust values.

4.5.2. Algorithm 2

The primary purpose of algorithm 2 is to integrate the trust matrix into a single trust
value representing vehicle behaviour. Algorithm 2 will use equation 4 and equation 5
to achieve its objective function. Algorithm 4.2 shows the proposed algorithm 2, and
Figure 4.2 shows the process diagram for algorithm 2.

Algorithm 2: Calculating trust value (TV (V;))
Input: Vehicle map (V,, Ry), w
Output: TV (V,)
For TV(V,,) do
If TV (V},) exists in the database, then
Update label to w(V,,)
End if
If TV (V) == TV(V,,z) then
Calculate TV (V,,) by equation 5
End if
If w(V},) exists in the database, then
Calculate TV (V;,) by equation 6
End if
Update TV (V,)
End for

Algorithm 4.2 - Proposed algorithm for vehicle trust value calculation
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Figure 4.2 - Algorithm 2 process diagram that details steps taken to calculate the trust value of vehicles.

4.6. Simulation model

The hardware and software requirements used to simulate the VANET and proposed
system are first discussed. An analysis of the simulation model follows this.

Hardware specifications

The development of the proposed system, VANET models and scenarios happened on
the same hardware platform. The development and simulation took place on a
Windows 10 64-bit platform, and simulation software was installed directly on the
windows operating system. Further hardware details are provided in Table 4.1 below.

Table 4.1 - Specification of hardware used in the project.

Hardware specification Details

Platform/Operating system Windows 10 Home (x64), 64-bit

Processor Intel Core i7-7500U CPU @ 2.70GHz 2.90 GHz
RAM 16.0 GB

Hard disk drive 250GB (30GB Free)

Software specification

Different software components are used to develop the different components of the
trust management system. These are detailed in Table 4.2 below.
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Table 4.2 - Details of software used in the study.

Software specification Details

Trust management system

Development environment Omnet++
Environment version Omnet++-5.6.2

Development programming language | C++
Simulation software

Simulation environment Omnet++

Environment version Omnet++ 5.6.2

Programming language Network descriptive language (NED), C++

Frameworks/Namespace C++ standard libraries, Omnet++ libraries, INET
libraries

The trust management software is designed to be a stand-alone application based on
C++ language. It should run on any applications and IDEs that support C++
applications. When applied to a VANET, the application can run without human
interaction, with default weights selected. There is the option for human interaction to
edit the weights of various components of the trust management system depending on
application-specific requirements.

Development challenges and constraints

Regarding the hardware and software specifications listed in the above section, a few
challenges were experienced in simulation and design. These challenges are discussed
below.

e OMNET++ programming language — Omnet++ is based on C++, so it uses all
the libraries and namespaces available in C++. In addition, Omnet++ has its
classes, libraries and namespace that needed to be studied before the simulation
began. The additional components constituted a steep learning curve, which
created a few delays before the simulation work could begin.

The following section contains the simulation details. The simulation was run
assuming a dynamic topology in the network. The proposed trust management took
advantage of a cluster formation to evaluate vehicles in the VANET. A cluster is made
up of vehicles and RSUs. Among the vehicles will include those selected as watchdogs
and those that will be evaluated. The cluster formation should have multiple
watchdogs in the VANET for the proposed trust management system to function
optimally. The details of the watchdog selection process are detailed in chapter 5.
Malicious behaviour will be simulated in randomly selected vehicles in the VANET.
Simulating malicious behaviour will be used to evaluate the proposed system's ability
to identify malicious behaviour in vehicles. Three types of malicious vehicles will be
simulated in the VANET.

Malicious vehicles that drop messages/packets — These malicious vehicles will
receive messages from the source but drop them instead of forwarding them to the
destination vehicle. Vehicles will be simulated to drop messages at different rates
during VANET operations. These represent the following attacks that may cause
messages to be lost in a VANET: DOS attack, DDOS attack, blackhole attack,
wormhole attack, and replay attack.
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Malicious vehicles that delay messages/packets — These malicious vehicles will
receive messages from the source. Instead of forwarding the messages directly to the
destination vehicle, they delay them for a certain amount before forwarding them.
Vehicles will be simulated to delay messages at different rates in the VANET. These
vehicles represent the following attacks that may cause delays in messages transmitted
ina VANET: DOS attack, DDOS attack, message suppression/alteration attack, replay
attack, timing attack, man-in-the-middle attack, and eavesdropping attack.

Malicious vehicles that both delay and drop messages — These malicious vehicles
will behave like vehicles that delay and drop packets. They will drop and delay
messages at different times and rates during VANET operations. These vehicles
simulate multiple attacks on a vehicle.

Figure 4.3 depicts the operations of the trust management system in detail. The source
of trust messages will have one-hop communication with the vehicles being evaluated
and can send direct messages to them. The vehicles being evaluated will have one-hop
communication with the destination and must forward messages directly to the
destination. The vehicle watchdogs will be in communication range with vehicles and
can monitor the message transactions of vehicles. The watchdog will also be in
communication range with the RSU and can communicate directly with them. The
RSU can communicate with all VANET members due to its superior processing and
computational power.

Key:

—> Trust messages (Ty) ﬁ\ﬂarchdogs V'
—> Acknowledgments (A,) i Vehicles (V) .
—>» Vehicle data e

Figure 4.3 - Proposed communication in the multi-tier trust-based security management system.

The proposed system was set to work when vehicles are at a standstill or moving at
low speeds. Stand-still and slow-moving traffic happen during traffic congestion
scenarios; traffic light stops, parking garages, parking lots, or drive-through locations.
These moments present an opportunity when vehicles are least likely to exchange
critical information in the VANET. Simulation parameters are summarised in Table
4.3 below:
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Table 4.3 - Simulation parameters used in the multi-tier trust management system.

Parameters Value

Area of network 200m?
Number of vehicles 8
Transmission range 20m
Number of watchdogs 3

Initial trust value 1.0 (Trusted)
Trust threshold 0.7
Simulation time 360s
Malicious vehicles 3

Evaluated vehicles 4

MAC protocol IEEE802.11p
Vehicle speed 0.5m/s

The percentage of malicious vehicles in the simulation was 37% of VANET vehicles.
This percentage was similar to the percentage selected by state-of-the-art trust
management systems reviewed in the work. According to experiments conducted by
[40], [88], 30% of malicious vehicles were selected. In comparison, experimental
studies conducted in [66] indicated that the percentage of malicious vehicles varied
between 5% and 50%. As a result, 37% of malicious vehicles were considered
sufficient to evaluate the proposed system.

The trust threshold can be altered depending on the application. For applications such
as military applications requiring exceptional security, the trust threshold can be raised
to a higher value. While if the system requires a standard amount of security, e.g.
entertainment application, the trust threshold can be lowered. Researchers have used
different thresholds from the evaluated trust management systems in their
experiments. [27] used a threshold of 0.1 to identify malicious vehicles. In contrast,
AATMS used the average trust values of vehicles in the VANET as the threshold value
[40]. In an experiment conducted in [66], the trust threshold was set to 0.5. The trust
threshold depends on the application of the VANET. In the experiment in this work,
the trust threshold was set to 0.7.

4.7. Performance evaluation

To characterize and validate the performance of the proposed system, the model was
evaluated over several scenarios described below.

The developed system was evaluated against its objective function, identifying
malicious vehicle behaviour. It should distinguish between malicious and non-
malicious vehicles. The proposed system should also identify the overall VANET
state. The proposed system should be able to detect a VANET taken over by malicious
vehicles. A VANET that malicious vehicles have taken over cannot perform its
intended functions.

The first experiment involved applying the proposed system to a VANET of vehicles
exhibiting harmful and non-malicious behaviour. Malicious behaviour involved the
vehicle dropping messages at different rates in the VANET. Figure 4.4 shows the
results of 4 evaluated vehicles, V1, V2, V3 and V4. The orange line represents V1 in
the figure. It maintained a constant one value throughout VANET operations. V1,
therefore, was identified as exhibiting non-malicious behaviour. V3, represented by
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the green line, at 60 seconds, the trust value dropped below the threshold. The trust
value remained below the threshold throughout VANET operations. The trust value
indicated that V3 displayed malicious behaviour. V2 and V4, represented by the brown
and blue lines, exhibited the same behaviour as V3. At the 120s and 180s of the
VANET operation, V2 and V4’s trust values dropped below the trust threshold. Both
their trust values were maintained below the threshold during the VANET operation.
This indicated malicious behaviour. In this experiment, V2, V3, and V4 were
identified as malicious vehicles that dropped packets, while V1 was identified as non-
malicious. This indicated that the proposed system successfully identified non-
malicious and malicious vehicles when malicious vehicles dropped packets.

Vehicle Trust values Vi V2 =——V3j V4

I
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Trust Value

2 26 50 74 98 122 146 170 194 218 242 266 290 314 338

Time in seconds

Figure 4.4 - Vehicle trust values in the experiment where malicious vehicles dropped messages instead of
forwarding them to the destination.

The number of messages received and successfully forwarded to the destination by
individual vehicles is shown in Figure 4.5.

Vehicle Messages Attempted messages Delivered messages successfully
200
150

100

50

No of Messages

Vi V2 V3 V4
Vehicles

Figure 4.5 - Vehicle messages transmitted in VANET where malicious vehicles exist and are dropping messages.

Figure 4.5 further confirms the results in Figure 4.4. V1, identified as non-malicious,
successfully forwarded 100% of messages received throughout the VANET operation.
V2, V3 and V4 were identified as malicious vehicles, as they delivered only a
percentage of messages received successfully. Results indicated that these vehicles
dropped messages in the VANET and behaved suspiciously.
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In the second experiment, the VANET was run in three instances. The first instance
created a baseline system with only non-malicious vehicles in the VANET. The second
instance ran with vehicles that dropped packets in the VANET. The proposed system
was then applied to the VANET with malicious vehicles in the third instance. Figure
4.6 displays the results of this experiment.

VANET Trust value
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Figure 4.6 - VANET Trust value in the experiment where malicious vehicles dropped messages instead of
forwarding them to the destination.

The baseline system populated by all vehicles exhibiting non-malicious behaviour is
represented by the orange line labelled Trust value (Trusted vehicles). The trust
value remained constant at 1 throughout the VANET operation. It shows that the
VANET was in a non-malicious state and functioned optimally to achieve its
objectives. The second instance, the VANET populated with malicious vehicles, is
represented by the green line labelled Trust value (Malicious vehicles). It shows a
declining trust value to a level below the trust threshold. The declining trust value
indicates that malicious vehicles have taken over the VANET to the point that it
cannot perform its normal functions. The third instance, where the proposed system
is applied to the VANET with malicious vehicles present, is represented by the
dotted line labelled Trust value (Proposed system). Although the trust value dropped,
it did not drop below the trust threshold. The proposed system identified and isolated
malicious vehicles, thus preventing them from taking over the VANET. The VANET
could perform its normal functions even with malicious vehicles. Figure 4.7 shows
the number of messages attempted to be delivered and the number of messages
successfully delivered from the previous experiment.
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Figure 4.7 - Total messages transmitted in VANET with malicious vehicles present that are dropping messages.
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In VANET, 100% of the messages were delivered successfully in the first instance.
It attempted and effectively transmitted 720 messages throughout the VANET
operation. In the second instance, labelled malicious vehicles, 50% of the messages
were transmitted without error. 720 messages were tried, while only 360 were
delivered successfully. In the third instance of the experiment, 98% of the messages
were transmitted successfully. Although the number of total messages attempted was
less than in the first instance, the number of delivered messages significantly
improved in the presence of malicious vehicles. The result indicates the effectiveness
of the proposed system in improving the PDR of a VANET with malicious vehicles
present.

In the third experiment, the proposed system was evaluated against vehicles that
exhibited malicious behaviour and delayed messages in the VANET. A selection of
vehicles delayed messages at different rates in the VANET. Figure 4.8 shows the
vehicle trust values when the VANET was populated with vehicles exhibiting
malicious behaviour and delaying packets in the VANET. The results are presented
below.
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Figure 4.8 - Vehicle trust values experiment where malicious vehicles delayed messages instead of forwarding
them to the destination.

V1’s trust value, represented by the orange line, remained constant at 1 throughout the
VANET operation. The trust value did not fall below the trust threshold; consequently,
V1 was identified as a non-malicious vehicle. V3’s trust value, represented by the
green line, started to drop in the 60s of VANET operation until it was below the trust
threshold. At the 120s and 180s of the VANET operation, V2 and V4’s trust values
dropped until they were below the trust threshold. This indicated that V2, V3, and V4
were identified to exhibit malicious behaviour and delayed packets in VANET. Figure
4.9 shows the processing delay of the vehicles in the VANET from this experiment.
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Figure 4.9 - Vehicle delays where malicious vehicles delayed messages before forwarding them to the
destination.

V1 maintained a constant processing delay of 1s throughout VANET operations,
indicating it exhibited non-malicious behaviour. V2, V3 and V4 at 180s, 120s and 60s,
respectively, experienced a rise in processing delays. The rise in processing delay
indicated that the vehicles delayed messages before forwarding them to their
destination. The results solidified the results in Figure 4.9 identifying vehicles that
delayed messages in the VANET. There is an inverse relationship between the delay
and the level of trust. Messages will be delayed if a vehicle takes longer to forward
them, reducing the trust value of the vehicle. The relationship can be observed by
comparing the delay of vehicles shown in Figure 4.9 with the trust values shown in
Figure 4.8.

In the fourth experiment, three instances of the VANET were executed. The first
instance ran with only non-malicious vehicles present in the VANET. The first
instance created a baseline system when the VANET operated optimally. The second
instance ran with malicious vehicles that are delayed packets, which showed the state
of the VANET when taken over by malicious vehicles. The third instance ran with the
proposed system applied to the VANET with malicious vehicles. VANET statistics
were recorded. Figure 4.10 shows the trust value of the VANET from the experiment.
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Figure 4.10 - VANET trust value experiment where malicious vehicles delayed messages instead of forwarding
them to the destination.
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The orange line labelled Trust value (Trusted Vehicles) represented the trust value of
the VANET when all the vehicles exhibited non-malicious behaviour. The trust value
remained at 1.0; this meant the VANET operated under optimal conditions. The green
line, Trust value (malicious vehicles), shows the VANET trust value when malicious
vehicles are present. The trust value dropped below the trust threshold, indicating
malicious vehicles had taken over the VANET, and it could no longer perform routine
operations. The grey dotted line labelled Trust value (Proposed system) represents the
trust value of the VANET with malicious vehicles present and the recommended
system applied. The proposed system identified and isolated malicious vehicles that
delayed messages, preventing trust values from dropping below the trust threshold.
The proposed system successfully identified malicious vehicles that delayed messages
and prevented the VANET from being taken over by malicious vehicles. Figure 4.11
shows the delay of the VANET from the above scenario.
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Figure 4.11 - VANET delay in the experiment where malicious vehicles delayed messages before forwarding
them to the destination.

The orange line represents the first instance of the experiment, Trust value (Trusted
Vehicles). When all vehicles displayed non-malicious behaviour, VANET exhibited
this delay. VANET delay is the average time to deliver a message in the VANET. The
delay in this instance remained at 1.0s throughout the operation. The constant value of
1 means vehicles do not delay messages before forwarding them to their destination.
The green line represents the second instance, which shows the VANET delay with
malicious vehicles present. The delay increased consistently during the VANET
operation. The increase in delay showed that the average time to deliver messages in
the VANET increased as the VANET operated. It meant vehicles delayed messages,
taking longer to deliver them to their destination. The dotted line represents the third
instance, which illustrates the VANET delay with malicious vehicles present and the
proposed system applied. The proposed system helped improve the VANET delay
even in the presence of malicious vehicles. The above results further supported the
results in Figure 4.10, showing proposed system kept the VANET running close to
optimal conditions even in the presence of malicious vehicles. The relationship
between the VANET delay and the trust value was identified as inversely correlated.
A VANET which increased its delay and took longer to deliver messages will have its
trust value drop. The inversely proportional behaviour is seen in Figure 4.9 and Figure
4.10; when the VANET delay increased, the trust value of the VANET dropped.

Malicious behaviours include dropping packets, delaying packets, or both dropping

and delaying packets. In the third experiment, multiple malicious vehicles were
applied to a VANET. Figure 4.12 shows the trust value of 4 vehicles in the VANET.
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Figure 4.12 - Vehicle trust values in the experiment comprised multiple types of malicious vehicles.

Vehicle V1’s trust value maintained constant at 1 throughout the VANET operation.
This indicated that V1 exhibited non-malicious behaviour throughout VANET
operations. V2’s trust value began operation at one but decreased as the VANET
operated below the trust threshold. Vehicles V3 and V4 followed the same pattern,
dropping their trust values below the trust threshold. V2, V3 and V4 were identified
as exhibiting malicious behaviour in the VANET. The proposed system identified
malicious vehicles in the presence of multiple types of attacks in the VANET.

In the next experiment, three instances of the VANET were executed. The first
instance ran with only non-malicious vehicles present in the VANET. The first
instance created a baseline system when the VANET operated optimally. The second
instance was run with malicious vehicles that delayed packets, dropped packets or
both; this showed the state of the VANET when taken over by malicious vehicles. The
third instance ran with the proposed system applied to the VANET with malicious
vehicles. The results from this experiment were recorded and presented in Figure 4.13,
Figure 4.13, and Figure 4.14. Figure 4.13 shows the trust value of the VANET from
the above experiment.
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Figure 4.13 - VANET trust value in the experiment comprised multiple types of malicious vehicles.

The orange line in Figure 4.13 represents the trust value of the VANET in the first
instance where all vehicles exhibited non-malicious behaviour. The trust value
maintained a value of 1 throughout operations. The constant value indicated that the
VANET performed optimally and achieved its objectives. The second instance is
represented by the green line, which shows the trust value of the VANET when
malicious vehicles are introduced. This malicious behaviour caused the trust value of
the VANET to drop below the trusted threshold. This indicated that the VANET could
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no longer perform normal operations as malicious vehicles had taken over. The dotted
line represents the third instance, where the proposed system was introduced to a
VANET with malicious vehicles. Although the trust value dropped, it did not decrease
to a level below the trust threshold. The proposed system effectively identified and
isolated malicious vehicles; therefore, the VANET remained trusted throughout the
operation. The VANET can therefore perform its functions even in the presence of
malicious vehicles. Figure 4.14 shows the PDR of the VANET in the above
experiment.

VANET PDR
PDR (Trusted vehicles) PDR (Malicious vehicles) PDR (Proposed system)

1
e 0.8
o
A 0.6
2
204
-=
3
> 02

0

2 42 82 122 162 202 242 282 322
Time in seconds

Figure 4.14 - VANET PDR in the experiment comprised multiple malicious vehicles.

The orange line represents the first instance where all vehicles are non-malicious. The
PDR remained at 1, meaning all the packets in the VANET were delivered
successfully. The green line represents the second instance. The PDR decreased in the
presence of malicious vehicles, meaning fewer packets were delivered successfully.
The dotted line represents the third instance with the proposed system applied to a
VANET with malicious vehicles present. The proposed system improved the PDR of
the VANET in the presence of malicious vehicles in the VANET. The VANET PDR
is proportional to the VANET trust value. A drop in the PDR leads to a drop in the
trust value of the VANET. Figure 4.15 shows the processing delay of the VANET
from the experiment, as mentioned above.
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Figure 4.15 - VANET Delay in the experiment comprised of multiple malicious vehicles.

The orange line represents the first instance where all vehicles are non-malicious. The
processing delay remained at 1s, meaning all the packets in the VANET were
delivered without delay, with malicious vehicles in the VANET represented by the
green line. The delay increased as vehicles held up messages before delivering them
to the destination. The dotted line represents the third instance. The processing delay
and VANET trust value have an inversely proportional relationship. An increase in
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the delay of the VANET will lead to a decrease in the trust value of the VANET. The
proposed system identified and isolated the malicious vehicles and kept the processing
delay from increasing. The proposed system improved the processing delay even in
the presence of malicious vehicles.

In many real-world applications, the efficiency of an algorithm is critical for its
practical use. By analysing the algorithm, efficiency can be determined, and
performance can be predicted on different inputs. The following section shall feature
an analysis of the algorithm complexity of the developed algorithms. The algorithms
will also be compared against the state-of-the-art trust management system: An anti-
attack trust management scheme in VANET (AATMS) [40]. The algorithm was
selected as it was closest in functionality to the proposed system.

Table 4.4 - Comparison of algorithm complexities.

System Time complexity Space complexity
Proposed work
Algorithm 1: Calculating trust value | O(n?) O(n)
matrix (TV,,)
Calculating trust value (TV (V},)) O(n) O(n?)
AATMS
Algorithm 1: Calculation of local trust | O(n?) O(n)
value
Algorithm 2: The calculation of global | O(n®) 0o(n?)
trust value

The algorithm complexity is concerned with the worst-case scenario. Therefore, the
algorithm complexities of the systems are represented in Figure 4.16 and Figure 4.17.
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Figure 4.16 - Time complexity of the proposed system compared to AATMS.

Figure 4.16 shows the time complexity of both the proposed system and AATMS.
AATMS has a time complexity of O(n3), meaning that the algorithm's running time
increases in proportion to the cube of the input size. While the proposed system has a
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time complexity of O(n2), the algorithm's running time increases in proportion to the
square of the input size. The algorithm’s time complexity grows moderately as the
input size grows. According to the results, the proposed system is more efficient
regarding time complexity than AATMS.
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Figure 4.17 - Space complexity of the proposed system compared to AATMS.

Figure 4.17 shows the space complexity of both the proposed system and AATMS.
Both algorithms have a space complexity of O(n?). The space complexity means that
the amount of memory required by the algorithms will increase in proportion to the
square of the input size.

The comparisons with AATMS show that despite having similar space complexities,
the proposed system is more efficient regarding time complexity.

4.8. Summary

This chapter provides multi-tier trust management to evaluate non-malicious and
malicious vehicles in a VANET. The trust management system uses the PDR,
processing delay and history factor to calculate a trust value representing the behaviour
of a vehicle in a VANET. The trust management system uses vehicle watchdogs in the
VANET to track message transactions between vehicles and monitor transaction
statistics. To enhance the trust management system's security, RSU verified the data
collected. Data verification ensured the data was legitimate and not falsified by the
vehicles. The vehicle watchdogs forwarded this data to the RSU in the VANET, which
calculated the trust values of the monitored vehicles. As an additional security
measure, the RSU compares the data received from the vehicle watchdogs. This
identifies a vehicle watchdog that may falsify data.

The simulation results showed that the proposed trust management system improved
VANET operations by distinguishing between honest and malicious vehicles. The
proposed system improved the PDR and delay of a VANET with malicious vehicles
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present. The multi-tier trust-based security system described in this chapter provides
robust VANET security. The experiments and analysis revealed an opportunity to
enhance the system with additional features. These additional features improve the
proposed system's robustness and applicability. They will include an algorithm for
identifying false positives and recovering malicious vehicles and a secure and fair
watchdog selection algorithm. These are described in chapters 5 and 6, respectively.

The following section looks at false positive recovery and recovering malicious
vehicles.
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5. Testing for false positives and recuperating malicious
vehicles

5.1. Overview

This section features a detailed explanation of the algorithms used by the proposed
system to deal with network errors and vehicles that have been previously malicious.
However, they recover from exhibiting malicious behaviour. The chapter will include
all the equations and mathematical underpinnings of the system. The proposed system
incorporates this to improve accuracy in identifying malicious and non-malicious
behaviour. Network errors can cause vehicles to drop messages or take longer to
deliver. Network errors can lead to false positive identification in the VANET. False
positives happen when a vehicle is identified as harmful but exhibit non-malicious
behaviour. These vehicles should be identified to ensure non-malicious vehicles are
not isolated from network communications. The symbols used in this chapter are
described in Appendix B.

The proposed system has the ability to distinguish malicious and non-malicious
behaviour in vehicles that belong to a VANET, as shown in chapter 4.7. Malicious
vehicles can, however, recover in a VANET and begin to exhibit non-malicious
behaviour. This recovery process is made possible by node recovery schemes [128],
[129] or malicious entities that abandon vehicles due to a lack of resources. It is
imperative that these vehicles be identified in the VANET and allowed to recover their
trust value. ldentifying vehicles that recover will ensure that non-malicious vehicles
in the VANET are not unnecessarily punished by isolation from communication.
Establishing vehicles recovering from malicious behaviour enables the proposed
system to represent the current, accurate state of the VANET constantly.

This chapter is organised as follows: it begins by defining contributions. VANET
architecture will be explained in detail. Simulation scenarios are presented.
Performance evaluation of the proposed system against defined scenarios is shown.
Results are presented, and the chapter concludes.

5.2. Contributions
The contributions of this chapter are defined below:

e The chapter proposed a system that identified network errors by identifying
false positives to enable constant and accurate representation of the VANET
at all times. False positives occur when a vehicle can be inaccurately identified
as malicious, even exhibiting non-malicious behaviour in the VANET. The
proposed system ensures that network errors and false positives do not affect
identifying malicious and non-malicious behaviour.

e The chapter proposed a recovery system that enabled recuperating malicious
vehicles to regain trust values if behaving honestly. Vehicles behaving
maliciously in the VANET have their trust values decreased to a value closer
to 0. Alternatively, if a vehicle begins to behave honestly, the trust value should
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increase closer to 1. The proposed system should be able to identify this and
represent the vehicle behaviour accurately at all times.

5.3. VANET architecture

The proposed system is designed to work within a VANET. In this scenario, the
VANET consisted of autonomous vehicles, (14,) distributed within a particular area
wheren = {1,2 ... ... ,V.} and n € N. Among the vehicles in the VANET, watchdogs
(V',,) are selected from (1},) such that: V', € V,. A different set of vehicles (V")
sense data from the environment and broadcast it to other vehicles. The set of vehicles
sensing data exists such that: V",, € V,.

Autonomous vehicles and RSUs available in the area communicate with each other.
The purpose of the watchdogs is to gather data on vehicles in the VANET and send
the data to the RSU, which calculates a trust value to represent the trustworthiness of
a vehicle. The proposed system uses multiple watchdogs to watch to gather data on
vehicles.

During the trust message communication round, vehicles not selected as watchdogs
automatically act as vehicles being evaluated. The vehicle watchdogs watch these
vehicle transactions. During communication rounds where a vehicle has sensed data,
the rest of the vehicles in the VANET become destinations for the vehicle broadcast.

5.4. Trust message architecture

This section discusses the details of the architecture and design of trust messages used
by the proposed system. The proposed system uses trust messages to calculate the trust
values of vehicles. Trust messages are designed to be lightweight to reduce the
overheads incurred by the system. The messages are designed to be 160 bits and
subdivided into section blocks of 32 bits each. The details of the message are shown
in Figure 5.1.

Trust message

Message ID

Destination ID

Message sent timestamp

Message forward timestamp

Figure 5.1 - Trust message architecture used by the proposed system.
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Further details of the architecture of the trust message are presented in Table 5.1

below.

Table 5.1 - Proposed trust message architecture details.

Name

Description Size (bits)

Message ID This is the unique ID that | 32

represents the message. Two
different messages cannot
have the same message ID.

Destination ID This is the unique ID that | 32

represents the destination of
the message. It indicates to
the vehicle where to forward
the message.

Message sent This is the timestamp of the | 32
timestamp message when sent from the
source.

Message forward | This is the timestamp when | 32
time stamp the message is forwarded by a

vehicle to its destination.

5.5. Algorithm design

The proposed system uses two algorithms to identify vehicles reporting false positives
and recuperating malicious vehicles. These algorithms are presented below:

5.5.1. Algorithm 3

This algorithm aims to create and distribute trust messages in the VANET. This
enabled the proposed system to gather data used in algorithms 1 and 2 in calculating
trust values. The use of trust messages has the following advantages:

Trust messages are made to be lightweight so they do not increase the
overheads incurred by the proposed system.

Trust messages promote fairness by enabling the recovery of previously
identified malicious vehicles and false positives in the system.

Using trust messages avoids tampering with network messages that may
contain critical data. Algorithm 5.1 details the algorithm responsible for
creating and distributing trust messages. Figure 5.2 details the process of the
algorithm.
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Algorithm 3: Creation and distribution of trust messages

Input: Vehicle map (V,,, R;)
Whilet € T: do
Output: Trust messages
If Q, = @ then
ForV', € V,do
R, selects V',
Source forwards trust messages to 1,
V', watch V;, transactions
V', sends data to R
R, calculates trust values for V}, via equation 1 — 5
End for
End if
End while

Algorithm 5.1 - Proposed algorithm 3 for the creation and distribution of trust messages

Start

v

Rs selects S
. ) ource forwards
Insert vehicle ~———» ISVANET |, yehicle source ——
map queue empty? | YES from V’n g ¥
| o I
Wait 10s V’n watch Vn

transactions

l

Rs calculates trust vV’ sends data to Rs

End < values of Vn

Figure 5.2 - Algorithm 3 process showing the creation and distribution of trust messages in the VANET.

5.5.2. Algorithm 4

This algorithm is used by vehicles during the creation and distribution of network
messages. Algorithm 4 will enable vehicles in the VANET to consider trust values
before broadcasting network messages. This algorithm in the proposed system allows
the vehicles to avoid malicious vehicles when sending messages. Algorithm 5.2 shows
the proposed algorithm Figure 5.3 further details the process of algorithm 5.

94




Algorithm 4: Creation and distribution of network messages

Input: Vehicle map (V,,, R;)
Whilet € T: do
Output: Network messages
For V,,,R; € N do
R; has trust values for all V,
V", senses data in the environment
V", requests trust ledger from R,
V", forwards sensed data to trusted V,
End for
End while

Algorithm 5.2 - Proposed algorithm for the creation and distribution of network messages

Start

v

. V/”’n senses data V’’n requests
Insert vehicle  ——— in the —» trust ledger from
LY environment Rs

V”’n does not send
message to Vn IsVha non_—mahmous
vehicle
No
Yes

V”’h sends message
to Vn

A

End

Figure 5.3 - Algorithm 4 process showing the creation and distribution of network messages.

The proposed system combines the algorithms to calculate vehicle trust values in the
VANET and allow network messages to be transmitted. The proposed system ensures
that the network messages are not currently in transmission or a queue before
transmitting trust messages. This method ensures minimal message collisions in the
VANET; this improves the efficiency of the VANET—the evaluation of the proposed
system requires simulation scenarios to be used. The simulation scenarios are
described below.

5.6. Simulation scenario

The hardware and software used to carry out the simulation will be the same hardware
specified in the hardware and software specification section in chapter 4.6.

In order to evaluate the trust management system, the scenarios described below were
used.
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Scenario 1

This scenario evaluated the proposed system against its ability to recover the trust
value of vehicles affected by network errors and have encountered false positives.
These vehicles behaved honestly in the VANET. However, at specific points in time,
due to network errors, the vehicles either dropped messages or took more time to
deliver messages. This caused the vehicles to be reported as false positives; they were
reported as malicious when they exhibited non-malicious behaviour. This behaviour
caused the trust values to drop closer to 0. False positives were simulated in a set of
vehicles in the VANET. All vehicles began simulation as fully trusted, with a trust
value of 1 and operated honestly in the VANET. Vehicles were simulated to report
false trust values at points in time during the simulation—this simulated false positives
in the VANET.

Scenario 2

In this scenario, the trust management system was evaluated by its ability to identify
vehicles that have been malicious but have recuperated to honest behaviour. Three
VANET scenarios were used to investigate this phenomenon.

e VANETs were populated with both malicious and non-malicious vehicles.
Malicious behaviour involved the vehicles dropping messages at different rates
in the VANET. The vehicle then stopped the malicious behaviour and
exhibited non-malicious behaviour in the VANET.

e VANETSs with vehicles portray both malicious and non-malicious behaviour.
Malicious behaviour in this scenario will involve vehicles delaying messages
at different rates in the VANET. At random points in time, the malicious
behaviour will drop the behaviour and exhibit non-malicious behaviour.

e VANETs were made up of vehicles exhibiting both malicious and non-
malicious behaviour. Malicious behaviour in this scenario involved the vehicle
dropping and delaying messages at different rates in the VANET. The
malicious vehicles during the VANET operation recovered to exhibit non-
malicious behaviour.

The vehicles began operations as fully trusted, with a trust value of 1. The vehicles
exhibited normal behaviour at the start of VANET operations. A set of vehicles
exhibited malicious behaviour for periods of VANET operations. The set of vehicles
went back to exhibiting normal behaviour. Further simulation details are given in
Table 5.2 below.
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Table 5.2 - Simulation details of the experiment that checked for false positives and recuperating malicious
vehicles.

Parameters Value
Area of network 200m?
Number of vehicles 8
Transmission range 20m
Number of watchdogs 3
Initial trust value 1.0 (Trusted)
Trust threshold 0.7
Simulation time 360s
Malicious vehicles 3
Evaluated vehicles 4
Number of vehicles sensing data 1

5.7. Performance evaluation

This section will feature the results from the performance evaluation of the proposed
system concerning the simulation scenarios described above in section 5.6.

False positives

In this experiment, the evaluated vehicles began operations as fully trusted and
exhibited non-malicious behaviour. The vehicles exhibited honest behaviour
throughout VANET operations.

Network errors were simulated in the VANET and caused vehicles to drop and delay
messages in the VANET. These led to the vehicles being identified as malicious at
specific times, even though they exhibited non-malicious behaviour. Hence, these
network errors caused false positives in the VANET. Figure 5.4 displays the results of
this experiment.
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Figure 5.4 - Vehicle trust values in the experiment simulating false positives occurring in the VANET.

Figure 5.4 shows that V2, V3 and V4 experienced a sudden drop and rise in their trust
values at 60s, 120s and 240s, respectively. The vehicles were identified as false
positives in the VANET due to sharp drops and rises. Malicious behaviour and the
subsequent recovery of malicious behaviour resulted in a more gradual drop and rise
in the trust value, as shown in Figure 4.4, Figure 4.8, and Figure 4.12. The VANET
maintained a constant one throughout operations. The above results showed that
network errors during VANET operation did not affect the proposed system. The trust
value of the VANET was not affected by network errors and false positives. In real-
world scenarios, network errors can be caused by interferences, failures or obstacles
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that limit communication for a short time. As a result, false positives may be reported
in the VANET.

Recovering malicious vehicles

In this experiment, the proposed system was evaluated against vehicles that exhibited
malicious behaviour and then recovered to exhibit non-malicious behaviour. Among
the evaluated vehicles, a set started operations exhibiting non-malicious behaviour. At
random points, the vehicles exhibited malicious behaviour for a limited amount of
time, and after some time, the vehicles recovered to exhibit non-malicious behaviour.

The first experiment evaluated the proposed system against vehicles that exhibited
malicious behaviour and delayed messages. The vehicles began operations fully
trusted and behaved non-maliciously. During VANET operations, the vehicles
exhibited malicious behaviour and delayed messages. The vehicles then recovered and
exhibited non-malicious behaviour. The results of this experiment are shown below.
Figure 5.5 shows the trust values of vehicles from this experiment.
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Figure 5.5 - Vehicle trust values in the experiment where malicious vehicles recuperated to non-malicious
behaviour (vehicles delayed messages before forwarding to destination).

V2 was identified as a vehicle exhibiting non-malicious behaviour as it maintained a
trust value 1.0 throughout VANET operations. During VANET operations, V4, V1,
and V3 dropped their trust values indicating the vehicles exhibited malicious
behaviour. This happened at 60s — 65s, 120s — 130s and 180s — 200s respectively. The
vehicles then began to recover their trust values. This indicates that the vehicles had
recovered and were now exhibiting non-malicious behaviour. The proposed system
successfully identified vehicles that recovered from malicious behaviour when the
malicious behaviour involved vehicles delaying messages in the VANET. Figure 5.6
shows the overall trust value of the VANET from the above experiment.
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Figure 5.6 - VANET trust value in the experiment where malicious vehicles recuperated to non-malicious
behaviour (vehicles that delayed messages before forwarding to destination).

The VANET at the beginning of operations indicated no malicious vehicles present,
as the trust value remained at a constant value of 1.0. At 60s - 65s, the VANET trust
value dropped, indicating a vehicle behaving maliciously in the VANET. The drop
happened at 120s — 130s and 180s — 200s, indicating the presence of malicious vehicles
in the VANET. After the 65s, 130s and 200s, the VANET trust value rose, indicating
that the vehicles in the VANET are now behaving non-maliciously. Each time a
vehicle behaved maliciously in the VANET, the trust value dropped to indicate the
current state of the VANET. Once the vehicle exhibited non-malicious behaviour, the
trust value rose. The proposed system succeeded in identifying the current state of the
VANET constantly throughout VANET operations. The PDR was a constant 1 and
indicated all packets were successfully delivered to the destination. It is true because
although vehicles delayed messages in the VANET, they were still forwarded
successfully to the destination. Figure 5.7 shows the delay of the VANET in the above
experiment.
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Figure 5.7 - VANET Delay in the experiment where malicious vehicles recuperated to non-malicious behaviour
(vehicles that delayed messages before forwarding to destination).

The delay of the VANET indicated the current state of the VANET. When vehicles
exhibited malicious behaviour and delayed packets, the overall delay of the VANET
increased. As soon as vehicles began behaving non-maliciously, the overall delay of
the VANET dropped. This confirmed Figure 5.5 that vehicles exhibited malicious
behaviour but recovered to non-malicious behaviour during VANET operation.
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The following experiment applied the proposed system to a VANET of vehicles
exhibiting malicious and non-malicious behaviour. Malicious behaviour in this
experiment involves vehicles dropping messages rather than forwarding the messages
to the intended destination. Vehicles began operations exhibiting non-malicious
behaviour. At specific points, the vehicles exhibited malicious behaviour dropping
messages at different rates. The vehicles then recovered to non-malicious behaviour.
The results of this experiment are presented below. Figure 5.8 shows the trust values
of the vehicles from the experiment.
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Figure 5.8 - Vehicle trust values in the experiment where malicious vehicles recuperated to non-malicious
behaviour (vehicles dropped messages before forwarding to destination).

V2 is identified as a vehicle exhibiting non-malicious behaviour throughout VANET
operations, as its trust value is constantly 1. V1’s trust value fells sharply between 30s
— 40s, indicating malicious behaviour in the vehicle. After 40s, the trust value
improved, indicating V1 started to exhibit non-malicious behaviour. The same
behaviour observed in V4 and V3, which dropped packets between 60s — 65s and 120s
— 122s, respectively, indicates malicious behaviour during those periods. Once both
vehicles recovered to non-malicious behaviour, their trust values improved. It is noted
that the vehicles’ trust values did not recover to a level above the trust threshold. This
challenge has opened up a future research direction to optimise the recovery of trust
value for vehicles that are dropping packets. Figure 5.9 shows the overall trust value
of the VANET from the above experiment.
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Figure 5.9 - VANET trust value in the experiment where malicious vehicles recuperated to non-malicious
behaviour (vehicles that dropped messages before forwarding to destination).

The trust value of the VANET was at a constant 1.0 at the beginning up to 30s of
VANET operations; this indicated all vehicles were exhibiting non-malicious
behaviour. During the time periods, 30s — 40s, 60s — 65s and 120s -122s indicated a
presence of vehicles exhibiting malicious behaviour in the VANET. At 40s — 60s, 65s
— 120s, and after 122s, the trust value of the VANET improved. This indicated that
vehicles in the VANET exhibited non-malicious behaviour in the VANET. These
results were further analysed by looking at the overall PDR of the VANET shown in
Figure 5.10.

VANET PDR

1.02

0.98

0.6

PDR

0.94
0.92
0.9

0.88

Time in seconds

== PDR(Recovering dropping vehicles)

Figure 5.10 - VANET PDR in the experiment where malicious vehicles recuperated to non-malicious behaviour
(vehicles that dropped messages before forwarding to destination).

The VANET PDR confirmed that malicious vehicles dropped messages in the
VANET. When vehicles exhibited malicious behaviour between 30s — 40s, 60s — 65s
and 120s -122s, the PDR of the VANET declined as vehicles dropped messages in the
VANET. Once the vehicle recovered to non-malicious behaviour and began delivering
messages to the destination, the PDR of the VANET increased to reflect this. The
proposed system successfully accurately represented the PDR of a VANET in the
presence of malicious vehicles that began with non-malicious behaviour dropping
messages at different rates before recovering to non-malicious behaviour. The trust
values of the VANET and individual vehicles did not recover to a level above the trust
threshold. This challenge will be investigated and optimised in future research.
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In the next experiment, the proposed system was evaluated against a VANET that
contained malicious vehicles, both delaying and dropping messages. Among the
evaluated vehicles, a set was selected to exhibit malicious behaviour randomly during
VANET operations. Malicious behaviour in the VANET involved delaying messages,
dropping messages and both delaying and dropping packets at time intervals. Although
the proposed system was successful in scenarios where malicious vehicles were
dropping and delaying messages independently, it is necessary to evaluate the
proposed system against multiple types of malicious vehicles present. Figure 5.11
shows the trust value of the evaluated vehicles in the VANET.
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Figure 5.11 - Vehicle trust values in the experiment where malicious vehicles recuperated to non-malicious
behaviour (multiple malicious behaviours).

V2 maintained a trust value of 1.0 throughout the VANET operation. This indicated
that V2 was exhibiting non-malicious behaviour throughout the VANET operations.
V4 began operations behaving non-maliciously. However, the trust value dropped
rapidly to 60s — 65s. This indicated that V4 exhibited malicious behaviour. After 65s,
the trust value of V4 began to improve as the VANET operated. This indicated that
V4 started to exhibit non-malicious behaviour. V1 began operations behaving non-
maliciously as its trust value was constant at 1.0. However, in 90s, its trust value
dropped, indicating it started to behave maliciously. At the 100s, its trust value rose,
indicating V1 exhibited non-malicious behaviour. V3 began operations behaving in a
non-malicious manner; this was indicated in its trust value at constant 1.0. At 120s of
VANET operations, V3’s trust value dropped, indicating the vehicle exhibited
malicious behaviour. At 130s, V3 trust value began to rise, indicating the vehicle
recovered to non-malicious behaviour. Between 240s — 245s, the trust value of V3
dropped to indicate the vehicle was behaving maliciously. At 245s, the trust value
rose, indicating the vehicle exhibited non-malicious behaviour. Figure 5.12 shows the
overall trust value of the VANET in the experiment above.
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Figure 5.12 - VANET trust value in the experiment where malicious vehicles recuperated to non-malicious
behaviour (multiple malicious behaviours).

A drop in the trust value was noted in the 60s, 90s, 120s and 240s of VANET
operations. This indicated that the VANET had been taken over by vehicles exhibiting
malicious behaviour. As soon as vehicles recovered to non-malicious behaviour, the
trust value of the VANET rose. These results indicated the current state of the
VANET. Figure 5.13 and Figure 5.14 show the PDR and delay of the VANET,
respectively.
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Figure 5.13 - VANET PDR in the experiment where malicious vehicles recuperated to non-malicious behaviour
(multiple malicious behaviours).

The VANET PDR indicated the current state of the VANET. Whenever malicious
vehicles were present in the VANET dropping messages, the PDR of the VANET
dropped to reflect this. Once vehicles recovered to non-malicious behaviour, the PDR
increased to reflect this. Similar results were shown in the delay of the VANET in
Figure 5.14. When malicious vehicles were present in the VANET delaying messages,
the delay of the VANET increased. The delay meant messages in the VANET took
longer to be delivered to the destination. Once vehicles recovered to non-malicious
behaviour and vehicles stopped delaying messages. The VANET delay decreased to
reflect that messages took less time to deliver.
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Figure 5.14 - VANET Delay in the experiment where malicious vehicles recuperated to non-malicious behaviour
(multiple malicious behaviours).

The process of recovering from malicious behaviour to non-malicious behaviour is
made possible by the system’s ability to give malicious vehicles a chance to recover
their trust values. It is made possible by isolating vehicles during network message
transmission. The isolation of malicious vehicles ensures network messages are not
transmitted to malicious vehicles. Vehicles regained trust values while transmitting
trust messages. If the vehicles successfully transmitted trust messages, the trust value
rose, and the vehicles returned to the pool of non-malicious vehicles. While if they
exhibited malicious behaviour by dropping or altering trust messages, the trust value
dropped.

The following criteria used to evaluate the proposed algorithms will be the complexity
analysis. This analysis will assist in identifying the resource consumption of the
algorithm in relation to the input size. Two sets of complexities were used for this
purpose, time complexity and space complexity.

Table 5.3 - Algorithm complexity for algorithms 4 and 5.

distribution of network

messages.

Name Time complexity Space complexity
Algorithm 3: Creation and | O(n?) O(n)
distribution of trust
messages.
Algorithm 4: Creation and | O(n) o(n3)

The algorithm complexity considers the worst-case scenario for an algorithm.
Therefore the worst-case scenario of the algorithm is shown in Figure 5.15 and Figure

5.16.
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Figure 5.15 - Time complexity of the proposed algorithms 3 and 4.

The time complexity is identified as O(n?). The time complexity means the algorithm's
runtime will proportionally grow to the square of the input size. Figure 5.16 shows the
space complexity of the algorithm. The space complexity was found to be O(n®). The
space complexity means that the algorithm requires more memory proportional to the
cube of the input size.
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Figure 5.16 - Space complexity of algorithms 3 and 4.
5.8. Summary

This chapter has presented an extension of the proposed system in chapter 4 of this
work. It presented the trust management system's ability to identify false positives
caused by network errors in the VANET. Additionally, it presented the proposed
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system’s ability to identify recuperating malicious vehicles that have previously acted
malicious but have recovered to non-malicious behaviour. The proposed system was
applied to different scenarios, including experiments that simulated false positives via
network errors. The proposed system was also applied to a VANET of malicious
vehicles that recovered to non-malicious behaviour. Malicious behaviour included
vehicles that are dropped and delayed messages and vehicles that are both dropped
and delayed.

The results of these experiments were presented and discussed. Results showed that
the proposed system successfully identified vehicles affected by network errors that
are reported false positives. The proposed system also successfully identified
malicious vehicles that recovered to non-malicious behaviour. However, vehicles that
dropped packets find it hard to recover to a fully trusted status. This challenge will be
investigated in future work.
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6. Watchdoqg selection process that includes fairness and
historical behaviour of vehicles.

6.1. Overview

The watchdog selection process is a crucial part of the proposed trust management
system to enhance security. It formally discusses the watchdog selection process for
the proposed trust management system. It includes all the concepts that make up the
selection and monitoring process. The chapter outlines all mathematical concepts and
underpinnings. Each vehicle in the VANET has a watchdog agent and can be enabled
dynamically to monitor neighbour vehicles if selected. It is, therefore, crucial to ensure
optimal watchdog selection.

The proposed watchdog selection system uses an RSU as a centralised processing
point. The RSU makes computations at a single point, reducing the overhead
experienced by individual vehicles. Certain vehicles will be identified within a cluster
in the proposed system, and the watchdog agent will be enabled in these vehicles. This
will enable the trust management system to execute its next phase of operations.
Watchdogs are identified as one-hop neighbours to the RSU.

The proposed system utilizes two methods to select watchdogs in the VANET, direct
and indirect watchdog selection. Direct watchdog selection is preferred, but indirect
watchdog selection is employed when not available. Direct watchdog selection
involves using the previous operational history of the vehicle and residual energy to
calculate the viability of a vehicle to become a watchdog. Indirect watchdog selection
is used when VANET vehicles lack an operational history. In this case, the vehicle's
history must be established before being selected as a VANET watchdog. Vehicle
evaluation is done by collecting vehicle data and calculating a value representing
vehicle behaviour. This data includes the PDR and processing delay of packets sent.
This data, including the vehicle's residual energy, is calculated to establish optimal
watchdogs in the VANET.

In the same way, AODV uses RREQs and RREPs to establish routes in a VANET.
The proposed system uses specialized RREQ and RREP packets to select the most
optimal watchdogs. The RREQ packets request a trust value from vehicles to establish
the operational history of the vehicle; residual energy is also requested in the RREQ
packet. The vehicles reply to the RSU with trust value and residual energy in the RREP
packet. If the vehicle has no operational history, it will only return residual energy.
The RSU will use the RREQ and RREP message details to calculate the optimal
watchdogs. It will do this by comparing the number of RREP messages received to
the number of RREP messages sent. It will also establish the time taken to reply to
RREP messages by vehicles. This data will help the RSU select optimal watchdogs
for the VANET. In order to promote fairness, vehicle residual energy is also
considered. Vehicles with higher residual energy are more likely to be considered
watchdogs than vehicles with lower residual energy. The watchdog agent consumes
slightly more energy collecting data and sending it to the RSU for processing.
Therefore, watchdog vehicles may have less residual energy than other trusted
vehicles in the VANET. By considering residual energy, other trusted vehicles were
given a chance to be selected as watchdogs. Previously selected watchdogs may have
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less residual energy and will not be selected; therefore, they are also evaluated before
being watchdogs again. The RSU uses this data to determine the optimal vehicle
watchdogs for the VANET. The following section outlines this chapter's contributions
in detail.

6.2. Contributions
The main contribution of this chapter is described below.

e The chapter proposed a watchdog selection strategy that considered
trustworthiness and fairness to ensure the optimal selection of watchdogs in
the VANET. The watchdogs were selected based on their operational history.
That is, did they behave non-maliciously or maliciously in previous
communication rounds. Fairness was ensured by considering the residual
energy of vehicles in the VANET.

6.3. VANET architecture

In this scenario, the VANET comprises a set of autonomous vehicles (Vy) and RSUs
(Rs), where n = {1,2,3,..,V,}, n € Nand s = {1,2,3,...,R,}, s € N. A set of
watchdogs must be selected among these vehicles by the RSU. Before selecting the
watchdogs, the RSU considers the trust value from previous communication rounds
and the residual energy. The selection process is further discussed below.

6.4. Watchdoq selection

The two methods used to select watchdogs are discussed in this section.

6.4.1. Direct watchdog selection

This section will feature the selection criteria and process the RSU will execute to
select the watchdogs in the VANET. This section features the direct watchdog
selection process. The first step is the RSU (Rs) will request the trust values (wx),
residual energy (yi), and initial energy (B;) from vehicles in the VANET. The data is
gathered by a particular type of packet created for this purpose. RREQ packets are
extended to where vehicles must include their trust value and residual energy in the
RREP sent back to the source. The packets are designed to be lightweight, so the
overall overhead incurred by the proposed system will not be significantly affected.
Once RSU receives the data, it identifies the viable watchdogs via the following
equation. For each Vy in the VANET, its watchdog viability is:

watchdog o) (ﬁ) _
validity — W + 2 2 B; Equation 6

Where: x = (1,2, ..., w,),i = (1,2, ...,1),j = (1,2, .. ,]) and x,1,] € N

The higher the value of this equation, the more likely a vehicle will be selected to be
a watchdog in the VANET. This conclusion is because a higher value indicates the
vehicles with the highest energy and highest trust value. A high trust value indicates a
secure and optimal vehicle to be selected as a watchdog. The Rsin the VANET must
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select at least two watchdogs; therefore, the highest values of equation 6 are selected
as watchdogs. If any other vehicles match the highest values, they are also selected as
watchdogs. The set of selected watchdogs exists in the VANET such that:

V', wheren = {1,2,...... N,} and V', €V,
Direct watchdog selection is used when vehicles already have an operational history
in the form of a trust value present from previous communication rounds. In cases

where vehicles have no operational history and less than two vehicle watchdogs have
been selected, indirect watchdog selection is used.

6.4.2. Indirect watchdog selection

In indirect watchdog selection, RSU must create some operational history to select a
secure watchdog. To achieve this, the Rs will forward a set of RREQ packets (Xa) to
vehicles in the VANET. The RSU records the time of sending RREQ (Ty). Vehicles
will reply with RREP packets sent to Rs. The number of RREP packets received (Yb)
and time of RREP receipt (T,) is recorded by Rs. The watchdog viability of a vehicle
(Vh) is given by:

warchdos _ (g (2)) + (235 (552) + (2} (%)) Eauaton

Where:
a=(12,..,4),b=12,..,B),z=(12,..,2),y=(1,2,..,Y)and A,B,Z,] € N

The vehicles with the highest values of this equation are selected to be watchdogs in
the VANET. A higher value indicates the vehicles with the highest energy, the
quickest time to reply, and the highest ratio of RREQ replies. These high values
indicate a secure and optimal vehicle to be selected as a watchdog. The Rs in the
VANET must select at least two watchdogs; therefore, the highest values of equation
6 are selected as watchdogs. If any other vehicles match the highest values, they are
also selected as watchdogs. The set of selected watchdogs exists in the VANET such
that:

V', wheren = {1,2,...... N,} and V', €V,

The following section presents the algorithm the proposed system uses to achieve its
objectives.

6.5. Algorithm design

This algorithm aims to select the most secure and optimal watchdogs in the VANET.
This algorithm uses equations 6 and equation 7 to achieve its purpose. Selecting secure
and optimal watchdogs enables the trust management system proposed in Chapter 4
of this work to perform its objective function. This algorithm is shown in Algorithm
6.1. The algorithm is further detailed in the process diagram in Figure 6.1.
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Algorithm 5: Watchdog selection (V',,)

Input: Vehicle map (V,, R;)
Whilet € T: do
Output: (V')
For R, € N do
For 1, € N do
R, sends RREQ messages to V,
1}, sends RREP messages to R,
If ¥, has trust value present then
R, calculates V',, via equation 6
End if
If V, has no trust value present then
R, calculates V',, via equation 7
End if
End for
End while

Algorithm 6.1 - Proposed algorithm for watchdog selection

Start
Rs identifies one R. sends RREP Vi replies via
Insert vehicle ——» hop Vn ° —>» RREQ packets
. packets to Vn
map neighbours to Rs

l

Identify V’n via Does Vi have a trust
equation 7 «—
value

No

Identify V’n via
equation 6

A

End

Figure 6.1 - Algorithm 5 process used to select secure and fair vehicle watchdogs in the VANET.

6.6. Simulation scenario

The proposed system was evaluated against its ability to select watchdogs in a
VANET. The simulation scenario consisted of five vehicles and one RSU. In the
simulation scenario, the RSU selected watchdogs from a set of vehicles. Figure 6.2
shows details of the simulation scenario.
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Figure 6.2 - VANET topology used in the watchdog selection process.

Vehicle behaviour was varied in the simulations to evaluate the proposed system's
ability to select secure and optimal watchdogs. The behaviour was varied by
fluctuating variables wx, vi, Bj, Ty, Yb. The evaluation of this is presented in the next
section.

6.7. Performance evaluation

This section shall feature the performance evaluation of the proposed system within
different scenarios. Table 6.1 shows the simulation details of vehicles during the initial
deployment of VANET. These values were used to create a baseline value for the
proposed system as it assumes the perfect behaviour of vehicles. The simulation ran
for 10 seconds.

Table 6.1 - Initial vehicle baseline attributes for the vehicle watchdog experiment.
Vehicles | RREQ RREP Time taken | residual initial energy (B;)
packets (Xa) | packets to reply | energy (yi),
(Yo) RREP (X;)-
(Ty)
V1 45.0 45.0 2.0 80.0 100.0
Vs 45.0 45.0 2.0 80.0 100.0
V3 45.0 45.0 2.0 80.0 100.0
V4 45.0 45.0 2.0 80.0 100.0
Vs 45.0 45.0 2.0 80.0 100.0

RREP Packets — This scenario involved varying the number of RREP packets sent as
replies to RREQ packets sent by the vehicles in the VANET. Vehicles that replied to
all RREQ packets, with RREP packets, indicated non-malicious behaviour in the
VANET. Malicious vehicles tended to drop packets in the VANET, therefore, did not
send RREP packets in the VANET. In the first instance, vehicles ran operations while
transmitting all RREO replies to RREQs sent by Rs. In concurrent instances, some
vehicles in the VANET were randomly assigned to drop RREQ packets and not send
RREP packets. These vehicles should not be selected as watchdogs by the proposed
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system. Vehicles which do not reply to RREQ packets should not be selected as
watchdogs in the VANET. Figure 6.3 shows the results of this experiment.
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Figure 6.3 - Vehicle watchdogs in the experiment that varied the RREP packets from each vehicle.

Watchdog validity
- B 2 & Z

n
ES

This experiment selected V1, V3 and V5 as watchdogs in the VANET. V1 had the
highest viability to be selected as a watchdog. Vehicles V3 and V5 had the same
watchdog viability and were also selected as watchdogs. Vehicles V2 and V4 were
identified as not replying to RREQ messages. The vehicles were, therefore, not
selected as watchdogs; they were added to the set of vehicles to be evaluated.

Time taken to reply to RREQ packets — In this scenario, the time taken to reply to
RREQ packets was varied to evaluate the performance of the proposed system.
Vehicles which took shorter times to reply to RREQ packets should be given priority
to be watchdogs in the VANET, and shorter reply times indicated non-malicious
behaviour. Malicious vehicles tend to spend more time replying to RREQ packets.
Shorter times to reply to RREQ packets also indicated optimal watchdog selection.
The vehicles began operations with equal packet reply times in the first instance. In
concurrent instances, randomly selected vehicles had increased packet reply times to
RREQ packets. The increased reply times were achieved by delaying the RREP
packets. These vehicles should not be selected to be watchdogs by the proposed
system. Figure 6.4 shows the results of this experiment.
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Figure 6.4 - Vehicle watchdogs in the experiment where the time taken to reply to RREQ packets was varied
between vehicles.
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In this experiment, vehicles V2, V3 and V4 were selected as watchdogs in the VANET
for the communication round. V2 had the highest watchdog viability, while V3 and
V4 had the second highest. Vehicles V1 and V5 were identified as vehicles that took
longer to reply to RREP messages. The vehicles were, therefore, not selected as
watchdogs; they were added to the set of vehicles to be evaluated.

Residual energy — All vehicles began operations with an initial energy of 100J. The
vehicles in the VANET all exhibit the same behaviour in the VANET, except for the
residual energy. The vehicles have used some energy to navigate roads and previous
communication rounds, therefore having different residual energy levels. Vehicles
with higher residual energy should be selected as watchdogs over vehicles with lower
residual energy. This is because performing watchdog duties consumes additional
resources from the vehicles; therefore, a vehicle should have enough resources before
being selected as a watchdog. Residual energy will also promote fairness, ensuring the
exact vehicle is not selected as a watchdog in too many continuous rounds and depletes
its resources. The simulation was run for five rounds, and Figure 6.5 shows the results
from the first round of communication.
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Figure 6.5 - Vehicle watchdogs first round of communication in the experiment varying the residual energy of
vehicles.
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Vehicle V1 was identified as the vehicle with the highest residual energy, therefore,
was selected as a watchdog for the first round of communication. Vehicles V2 and V3
had the second-highest residual energy and were selected as watchdogs in the VANET
for this communication round. V4 and V4 had lower residual energy and were not
selected as vehicle watchdogs for this communication round. The results from the
second round of communication are presented in Figure 6.6.
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Figure 6.6 - Vehicle watchdogs second round of communication in the experiment varying the residual energy of
vehicles.

In the second round of communication, V1 had the highest residual energy and
therefore was selected as a watchdog for the communication round. Vehicles V4 and
V5 had the second-highest residual energy and were selected as watchdogs for this
communication round. Vehicles V2 and V3 had lower residual energy, therefore, were
not selected as watchdogs for the communication round. The results from the third
round of communication are shown in Figure 6.7.
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Figure 6.7 - Vehicle watchdogs third communication round in the experiment varying the residual energy of
vehicles.

In the third communication round, V2 and V3 were identified as the vehicles with the
highest residual energy. The vehicles were therefore selected as watchdogs for this
communication round. V1, V4, and V5 were identified to have lower residual energy;
they were, therefore, not selected as watchdogs for that communication round. The
results from the fourth round of communication are shown in Figure 6.8.
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Figure 6.8 - Vehicle watchdogs fourth communication round in the experiment varying the residual energy of
vehicles.
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In the fourth communication round, V1 had the highest residual energy, therefore, was
selected as a watchdog. V4 and V5 had the second-highest residual energy and were
also selected as watchdogs. V2 and V3 were identified as having lower residual
energy; they were, therefore, not selected as watchdogs for this communication round.
The results from the fifth round of communication are shown in Figure 6.9.
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Figure 6.9 - Vehicle watchdogs fifth communication round in the experiment varying the residual energy of
vehicles.

In the fifth communication round, vehicles V2 and V3 were found to have the highest
residual energy. They were therefore selected as watchdogs in the VANET. V1, V4
and V5 were identified to have lower residual energy and therefore are not selected as
watchdogs in the VANET. The proposed system accordingly made use of residual
energy in order to promote fairness in the VANET.

The subsequent evaluation was an algorithm complexity analysis of the proposed
system. The evaluation was done in two forms time complexity and space complexity.
The complexity analysis will assist in identifying the resource consumption of the
proposed system in relation to the input size. The algorithm complexity is further
detailed in Table 6.2.
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Table 6.2 - Algorithm complexities of the watchdog selection process.

Name Time complexity

Space complexity

Algorithm 5: 0o(n?)
selection.

Watchdog

O(n®)

This algorithm complexity can further be visualized in Figure 6.10 and Figure 6.11.
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Figure 6.10 - Time complexity of the proposed watchdog selection algorithm.
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Figure 6.11 - Space complexity proposed watchdog selection algorithm.

The proposed algorithm has a time complexity of O(n?) and a space complexity of
O(n®). While the memory required to run the algorithm will proportionally grow to the
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cube size of the input. The space complexity means the algorithm runtime will increase
proportionally to the square of the input size.

6.8. Summary

This section will feature a summary of the proposed system in this chapter. This
chapter detailed the watchdog selection process of the proposed system. Watchdogs
were used by the proposed system and many security systems to watch transactions in
the VANET. The watchdog selection process should consider selecting secure and
optimal watchdogs. The proposed system considered a vehicle's history, that is,
previous messages successfully delivered, and the average time to reply to messages,
to select the optimal and secure watchdogs. This selection method is known as direct
watchdog selection. If vehicle history were unavailable, the proposed system would
use RREQ and RREP messages to determine the secure and optimal watchdogs in the
VANET. This selection method is known as indirect watchdog selection. The
proposed system also included fairness in the watchdog selection process. Fairness
was achieved by considering the residual energy of vehicles. The watchdog process
consumes slightly more energy; therefore, a vehicle should not deplete its resources
by performing watchdog duties. The proposed system also promoted fairness in the
VANET by considering the residual energy. Performance evaluation of the proposed
system was conducted, and results were presented. The proposed system successfully
selects secure and optimal watchdogs in the VANET. The following section shall
feature a summary of the research.
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7. Conclusion

7.1. Overview

This section will feature the conclusion of the research conducted in this work. It
discusses how the research outcomes and results address the study's aims and
objectives. VANETs have been extensively researched. This includes VANET
components, architectures, and technologies. Due to the nature of VANETS, malicious
actors could perpetrate attacks and have adverse effects on VANETS. These attacks
render the VANET incapable of performing its objective functions. The research
explored security techniques to mitigate malicious attacks on VANETs. This
exploration included identifying critical characteristics to consider when addressing
these dangerous entities. A model was then developed to achieve the objectives based
on the research.

VANETSs sense environmental phenomena and share data between vehicles. The
VANET faces threats from malicious vehicles. Malicious vehicles cause delays and
drops in messages communicated between vehicles. This research aimed to develop a
multi-tier trust management system to identify malicious vehicles in the VANET. The
research explored different methods of identifying malicious vehicles in the VANET
that provided robust security. The proposed system in this work considered federated
resource management in the design. It included vehicle behavioural history and data
integrity while calculating trust values. The overall calculation of trust value was done
at RSU, which is more resourceful, and watchdogs were used for forwarding the data.
The significance of this is the improvement in PDR and end-to-end delay in VANET
populated with malicious vehicles. The proposed system is also self-sufficient, low
maintenance and self-optimized.

The rest of this chapter describes the results obtained from specific experiments and
how this relates to research aims and objectives. It will discuss any challenges
experienced in the research process. The chapter will conclude by discussing the future
recommendations of the research.

7.2. Research Summary

The research objectives were undertaken meticulously, and a summary of the research
is presented below.

1. A thorough examination of the literature showed a gap in designing efficient trust
management systems for VANET communications. Due to the unique applications
of VANETS, attacks can be propagated against vehicles. If not dealt with, these
attacks cause vehicles to drop or delay messages during communications. Delays
or drops in the essential information communicated in VANETS can increase
unsafe situations or road accidents. The attacks on VANETS justified the research
investigating a new approach to providing security for VANET communications.

2. After an extensive literature review, it was discovered that VANET required

special techniques to secure its communications. This was realised during the
research and validated via experiments. The need for special security techniques
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formed the fundamental basis on which a new approach to VANET security could
be examined. Data was collected, and a set of features that make up VANET
communication was identified. Using this data, several sophisticated VANET
scenarios could be modelled. Attributes that could be used to model vehicle
behaviour were explored at this stage. Using experiments, the optimal attributes to
determine vehicle behaviour were discovered.

Models were developed to simulate VANET behaviour in several scenarios Based
on the data generated and acquired. The models were used to simulate the
network's performance under different scenarios. The resultant data was collected
and used to evaluate the performance of the proposed system.

A multi-tier trust-based security management system for VANET communications
was developed based on the models created. The multi-tier trust-based security
management system used various algorithms and mathematical concepts.
Attributes were modelled using equations to determine the behaviour of a vehicle.
The equations resulted in a value determining whether a vehicle is malicious or
non-malicious.

A working model of the multi-tier trust-based system was developed. The model

was applied to a VANET using the scenarios developed. The experiments
evaluated the system and the results presented.

7.3. Results

The results obtained in the study are presented below.

Following the background and literature review conducted in Chapter 2, it was
confirmed that a security system for VANET is integral to operations. The
security system should be able to offer complete protection while maintaining
its efficiency. However, due to the nature of VANETS, security systems are
challenging to implement in VANETS. Therefore, a gap exists in designing
efficient security systems for VANET operations.

It was discovered that there is a direct correlation between vehicle behaviour
and identifying malicious and non-malicious vehicles. Observing vehicle
behaviour in the VANET makes identifying attributes that indicate malicious
vehicles possible. This set of attributes was used to calculate a value to indicate
vehicle behaviour.

It was observed that federated roles could be applied to the VANET to increase
efficiency. Vehicles in the VANET monitored neighbouring vehicle
transactions. These vehicles are known as watchdogs. Watchdogs monitor
attributes used to identify malicious behaviour. The watchdogs forward
gathered data to the RSU. The RSU calculates the trust value of vehicles in the
VANET. The trust value represents vehicles' behaviour, i.e. if they exhibit
malicious or non-malicious behaviour.
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IV. It was noted that to provide a robust security model, it is necessary to protect
the watchdogs in the VANET. In addition, the security system's integrity
should also be protected.

7.4. Contributions
1) Multi-tier trust-based security system.

A new methodology was developed for the security management of vehicles within
VANET communications. The proposed system identified malicious and non-
malicious vehicles by assigning vehicles in the VANET with a trust value representing
a vehicle's behaviour. The proposed system also provided a security system for the
watchdog vehicles in the VANET by protecting against malicious watchdogs. Another
advantage of the proposed system is that it protects the data integrity of the trust value
calculation within the defined limit. Protecting the watchdog and data integrity can be
applied to future or past-developed security schemes to enhance their security.

2) Detection of network errors and recovering malicious vehicles

An intelligent model was developed that identified network errors via false positive
detection. Network errors can cause delays or drops of messages within
communication between vehicles. This can lead to false positives, where vehicles are
identified as malicious yet exhibit non-malicious behaviour. The intelligent model
allowed for recuperating malicious vehicles to be identified. During VANET
operations, malicious vehicles can recover back to non-malicious behaviour. These
vehicles should be identified to represent the correct state of the VANET and vehicles
at all times. Identifying false positives and recuperating malicious vehicles increased
the accuracy of the proposed system. The intelligent model can also be applied to
previously developed or future-developed security management models for VANETS.

3) Watchdog selection strategy

A framework for watchdog selection that considers the behaviour of vehicles and
promotes fairness during the selection of watchdog in the VANET. Watchdogs have
the responsibility of monitoring other vehicle communications in the VANET. By
considering random watchdogs in the VANET, the validity of a security management
system is reduced as a malicious vehicle can be selected as a watchdog. Monitoring
other vehicles in the VANET consumes slightly more energy in the VANET. Vehicles
must not deplete their resources in the watchdog process. The framework also assisted
in promoting fairness in the watchdog selection process.

4) Experimental summary

The findings of this study led to an understanding and realisation of the possibility of
designing multi-tier security management solutions for VANET communications.
This contribution allows for further research to develop more intelligent VANET
communications systems. The results from this study can be used for guidance and
comparison of future-developed security management systems for VANETS.
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5) Beyond academia

The conclusions developed in this research can be used as an influence or guidance in
manufacturing vehicle OBUSs. Strengthening VANET security has broad ramifications
regarding improving VANET operations and ensuring the VANET is resistant to
attacks. Applying security mechanisms for VANETSs will improve packet delivery and
end-to-end delay in the presence of malicious vehicles. It can lead to VANET security
being more ubiquitous and resistant to attacks.

7.5. Limitations and recommendations

7.5.1. Limitations

This research proposed a multi-tier trust-based management system to enable the
identification of malicious vehicles in the VANET. The results of the proposed system
have shown that it can improve the PDR and end-to-end delay of a VANET in the
presence of malicious vehicles. However, some limitations of the study have been
identified. These are presented below.

1) RSU distribution

The proposed system uses a federated method of operations, where the RSU is
responsible for performing various tasks. The proposed system assumes RSUs are
densely populated and easily accessible within road networks. Sparsely distributed
RSUs may introduce some constraints to the proposed system in areas where RSUs
are unavailable.

2) Inclusion of more vehicles

The current study has evaluated the proposed system in a small-scale VANET
comprised of a compact number of vehicles. Including more vehicles has been planned
as the next phase of the research, extending the proposed system to a large-scale
VANET. In order to enhance the performance of the proposed system for more
applications, it would be necessary to apply the system to large-scale VANETS.
Testing in a large-scale VANET would ensure the proposed system works in large-
scale VANETS.

3) Agent installation

For the proposed system to function optimally to achieve its objective functions,
vehicles and RSUs in the VANET must have the agent installed. In vehicles' current
hardware and software specifications, OBUs, trust management agents, and watchdog
agents are not preinstalled. The same case is present in RSUs software and hardware
specifications.

7.5.2. Recommendations

The limitations above presented an opportunity for recommendations on the subject
matter presented in this research.
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1)

2)

3)

In

The multi-tier trust-based system presented in this research was developed with a
federated model; the RSUs are responsible for executing the algorithms presented.
However, in some areas, RSUs are not densely populated. To make the proposed
system more applicable and practical, it would be worthwhile to integrate the
system into a cloud-based system. The algorithms and equations could be
performed on a cloud system, and vehicles could query it for recommendations.
The efficiency of vehicles and the VANET could benefit immensely by publishing
and consuming data directly from a cloud system. A cloud-based system would
also benefit the installation of the proposed system. The installation could be
pushed to all vehicles and RSUs via cloud push service regardless of location.

The proposed system used a small-scale VANET of fewer than ten vehicles.
Although this would work for a sparsely populated area, the proposed system
could benefit from being expanded to a large-scale VANET. The proposed system
could employ a clustering mechanism to tackle large-scale VANETS. Scalability
to a large-scale network would improve the applicability of the proposed system
to real-world environments.

The proposed system can redistribute certain weights during the execution of
algorithms to match the functionality of the VANET. The redistribution of these
weights currently relies on user input in the proposed system. The proposed
system would benefit from a machine learning approach to select the best weight
concerning the VANET application.

7.6. Summary

this chapter, the results of the study have been presented and discussed. These

results were aligned with the aims and objectives of the research. The conclusions
made by the study were found to achieve the stated aims and objectives. The
contributions were discussed regarding academia and the relationship to the broader
community of VANET systems. This chapter evaluates the limitations encountered
during the study and those expected with the proposed system. The future research
and development opportunities concerning the proposed system are discussed.

In conclusion, this chapter has summarised that the objectives and aims stated by the
research have been met. At the same time, it provided enhancement and improvement
recommendations for the proposed system.
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Appendices

Appendix A — List of symbols used in Chapter 4

Symbols made use of in designing the multi-tier trust management system. (Referred
to from section 4.3.

Symbol

Definition

Description

N

Vehicle network

This will represent the vehicle network
considered for applying the trust
management system.

TV

Trust value

This represents the value associated
with the behaviour of a vehicle. It is
used to represent vehicle honesty or
malicious nature.

PDR

Packet Delivery Ratio

This is the ratio of successfully
delivered messages/packets by a
vehicle to the number  of
messages/packets received to be
forwarded by the vehicle. It is one of
the attributes used to calculate the trust
value of a vehicle.

PD

Processing Delay

This is the time a vehicle takes to
process a message and forward it to the
destination. It is another of the
attributes that are used to calculate the
trust value of a vehicle.

Trust message

These messages are forwarded from
the vehicle source to the destination via
the vehicles in the VANET. It is used
to identify the trust metrics used to
calculate the trust value of vehicles.

Rs

RSU

This is an infrastructure member of the
VANET. This is to calculate the trust
values of the vehicles in the VANET. It
receives data from the vehicle
watchdogs and calculates the trust
value.

A LW

Area, Length, Width

The length and width represent the area
where the VANET is applied to. The
length and width represent the edges of
the area, and the area represents the
total area. Such that A = L * W where
L and W are given in meters.

Vi

Vehicles

These are the vehicles that belong in
the VANET and occupy the area.

Watchdogs

These are the watchdogs selected by
the RSU. They will watch other vehicle
communications in the VANET.

i

Message receive time

This is the timestamp a vehicle receives
a message from the source. It is used to
calculate the processing delay of a
vehicle.
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Ai

Message send time

This is the timestamp when a vehicle
forwards a packet to its intended
destination. It is used to calculate the
processing delay of a vehicle.

Ax

Acknowledgements

These are acknowledgements sent by
vehicles to the source of the message.
They indicate successfully receiving
and forwarding messages to the
intended destination.
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Appendix B — List of symbols in Chapter 5

Symbols used in the identification of false positives and recuperating malicious

vehicles. (Referred to from section 5.3)

Symbol

Definition

Description

N

Vehicle network

This will represent the vehicle network
considered for applying the trust
management system.

TV

Trust value

This represents the value associated
with the behaviour of a vehicle. It is
used to represent vehicle honesty or
malicious nature.

Trust message

These messages are forwarded from the
vehicle source to the destination via the
vehicles in the VANET. It is used to
identify the trust metrics used to
calculate the trust value of vehicles.

Rs

RSU

This is an infrastructure member of the
VANET. This is to calculate the trust
values of the vehicles in the VANET. It
receives data from the vehicle
watchdogs and calculates the trust
value.

A LW

Area, Length, Width

The length and width represent the area
where the VANET is applied to. The
length and width represent the edges of
the area, and the area represents the
total area. Such that A = L * W where
L and W are given in meters.

Vh

Vehicles

These are the vehicles that belong in the
VANET and occupy the area.

Watchdogs

These are the watchdogs selected by the
RSU. They will watch other vehicle
communications in the VANET.

V”n

Sensing vehicle

This vehicle in the VANET has sensed
environmental data and will broadcast it
to other vehicles in the VANET.

Qv

VANET Queue

This is a list of messages or actions yet
to be performed in the VANET. An
empty VANET queue indicates that no
message communications are
happening at the current time. This
provides an opportunity for the trust
management system to start operations.
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Appendix C — List of symbols used in Chapter 6

Symbols used in the watchdog selection process. (Referred to from section 6.3)

Symbol Definition Description

Ox Packets received by a | This is a part of the
vehicle in previous | operational history of a
communication rounds. vehicle; it represents the

packets received by a vehicle
to be forwarded.

Mm Packets successfully | This is part of the operational
forwarded by a vehicle in | history, representing the total
previous  communication | number of packets a vehicle
rounds. forwarded.

o Processing delay. This is a part of the
operational history. It is the
amount of time taken to
process a packet before
forwarding.

Yi Residual energy This is the total amount of
energy remaining in a vehicle.

Bi Initial energy This is the total amount of
energy the wvehicle started
operations with.

Vi Vehicles These are the vehicles that
make up the VANET.

Vs Watchdogs This is the set of vehicles that
have the watchdog agent
activated.

Rs RSU This is the set of RSUs in the
VANET.

Xa RREQ packets This is the number of route
request packets sent by the
RSU.

Yo RREP packets This is the number of route
reply packets received by the
RSU.

Ty RREQ packets send time This is the RREQ packet send
time.

Zq RREP packets receive time | This is the RREP packet

receive time.
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