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ABSTRACT

Phishing emails typically attempt to persuade recipients to reveal
private or confidential information (e.g., passwords or bank details).
Interaction with such emails places individuals at risk of financial
loss and identity theft. We present an ongoing study using eye
tracking metrics and varying interface components to assess users’
ability to spot simulated phishing attempts. Findings seek to estab-
lish how users interact with email inbox interfaces and will inform
future design of usable security tools.

CCS CONCEPTS

« Security and privacy — Human and societal aspects of se-
curity and privacy.
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1 INTRODUCTION AND BACKGROUND

Citizens have become dependent on the Internet as a primary
method of communication via the use of messaging and enter-
tainment services, social media, and e-commerce, to name but a
few. Users share vast amounts of personal data daily and may be
unaware of the associated risks. Thus, the Internet provides an
ideal setting for opportunistic fraudsters to target individuals. One
method of deceiving users is via phishing emails, where the emails
are carefully designed to coax users into revealing information such
as bank details and passwords. Engaging with phishing emails can
place users at risk of fraud and financial loss.
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The onset of the COVID-19 pandemic saw a significant rise in the
number of cyberattacks and cybercrime. Phishing was a commonly
used technique, with individuals and organisations targeted [9]. In
2022, IBM reported that data breaches caused by phishing cost or-
ganizations an average of $4.91 million [7]. Due to the personal and
monetary damage phishing causes to individuals and businesses,
research in this area is vital to help prevent such harm.

This paper outlines a novel method aimed to increase users’ se-
curity awareness via virtual agents within an email inbox interface
while classifying email exchanges. Eye tracking measures are used
to investigate how users visually process aspects of the inbox.

1.1 Phishing Awareness

Despite the availability of anti-phishing educational materials, users
continue to fall victim to this form of social engineering. Researchers
have developed various techniques to alert users to potentially
risky email content and links. Such work includes the use of ma-
chine learning-based browser extensions to detect phishing emails
[2], security training involving cartoons and characters such as
“PhishGuru” [8], or the development of serious games to educate
users, e.g., “PHISHY” [3]. “PHISHY” [3] and “PhishGuru” [8] did not
aim to investigate features of the characters in their relation to user
behaviour. However, features of characters such as embodied or
anthropomorphic virtual agents, i.e. human-like characters, may
influence the user as a form of social presence.

1.2 Interface Design and Social Presence

Social presence was originally defined within telecommunication
as the “degree of salience of the other person in the interaction and
the consequent salience of the interpersonal relationships” [15]. The
definition has also been extended to reflect technology mediated
interaction [6]. Social presence in the form of an embodied agent
or avatar has been beneficial in delivering persuasive messages to
users [1], and can have a positive impact on student motivation and
participation [14]. Whilst the effects of features of virtual agents
have been extensively investigated in online and commerce envi-
ronments [10] [11], their role in alerting users to potential phishing
emails is less clear.

It is challenging to identify a possible expression of an agent
that would alert users to potentially unsafe behaviour, as most
research on emotional expression of agents has focused on the
six universal (human) emotional expressions [5] (anger, surprise,
disgust, enjoyment, fear, sadness), which may not necessarily relate
a warning message to the user. Pelachaud and Poggi [12] researched
the creation of subtle expressions, such as being "sorry for’ in virtual
agents, and provided a framework for these expressions. However,
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the association of expressions that could potentially alert a user to
an unsafe situation with user behaviour, is under-researched.

1.3 Eye tracking and Phishing Awareness

Eye tracking measures can be used to investigate participants cog-
nitive engagement with presented stimuli [4]. Work conducted by
Yuan et al. [16] examined human cognitive models in the context
of an authentication system. They suggested data gained from eye
tracking devices, such as a viewer’s scan paths, could provide a
good understanding of how a viewer engages with presented mate-
rial. Furthermore, previous work has utilised eye tracking measures
to investigate how users look at phishing emails [13]. We build
on such work by examining the visual processing of the emails in
the presence of various interface agents in an effort to improve
awareness in relation to secure behaviour.

2 METHODS AND PRELIMINARY RESULTS

We developed an interactive simulated email inbox environment,
named “Wee Inbox” which gives researchers control over interac-
tions with emails. “Wee Inbox” contains 12 messages which are a
mix of legitimate and phishing emails. Each participant sees the
same 12 messages in a randomised order. Participants were placed
in one of three conditions: a control condition showing a mailbox,
a “neutral” agent face, and a “warning” agent face presumed to
be associated with an alerting expression. In line with Pelachaud
and Poggi’s [12] work, the agent expressions are subtle in nature
rather than displaying an obvious emotion. Participants classified
emails as legitimate or fraudulent. During the classification task,
participants’ eye movements were recorded (Figure 1).
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Figure 1: Example showing distribution of gaze (heatmap)
(control condition). Red indicates a higher gaze count.

The use of eye tracking measures is of particular importance to
the study. Eye movements flag whether participants have seen the
stimuli, along with how much attention is given to aspects of the
inbox. We utilise Areas of Interest (AOIs) to define the agent position
on-screen. This allows us to investigate time to first fixation, fixation
count, visit count, and visit duration in the AOL We have currently
analysed 39 participants using a Tobii TX-300 screen-based eye
tracker (control condition n=14, neutral agent n=12, warning agent
n=13). Preliminary results indicate participants looked at the neutral
and warning agent at an earlier point in the experiment compared
to the control. We have yet to investigate these results in relation
to phishing classification performance.
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3 CONCLUSIONS

Outcomes from our study seek to further research into usable secu-
rity, identifying novel approaches when developing security tools.
Owing to increasing financial losses incurred by businesses and
individuals due to successful phishing attempts, research into how
to tackle this form of crime continues to be ever more important.
Through the implementation of varying interface designs and the
use of eye tracking to investigate interactions, we suggest our work
can provide a deeper understanding of how users engage with
phishing emails with the ultimate aim to keep these users secure.
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