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Abstract

Background: Mobile health (mHealth) consumer applica-
tions (apps) have been integrated with deep learning for skin
cancer risk assessments. However, prospective validation of
these apps is lacking. Objectives: To identify the diagnostic
accuracy of an app integrated with a convolutional neural
network for the detection of premalignant and malignant
skin lesions. Methods: We performed a prospective multi-
center diagnostic accuracy study of a CE-marked mHealth
app from January 1 until August 31, 2020, among adult pa-
tients with at least one suspicious skin lesion. Skin lesions
were assessed by the app on an iOS or Android device after
clinical diagnosis and before obtaining histopathology. The
app outcome was compared to the histopathological diag-
nosis, or if not available, the clinical diagnosis by a derma-
tologist. The primary outcome was the sensitivity and speci-
ficity of the app to detect premalignant and malignant skin
lesions. Subgroup analyses were conducted for different

smartphone types, the lesion’s origin, indication for derma-
tological consultation, and lesion location. Results: In total,
785 lesions, including 418 suspicious and 367 benign control
lesions, among 372 patients (50.8% women) with a median
age of 71 years were included. The app performed atan over-
all 86.9% (95% Cl 82.3-90.7) sensitivity and 70.4% (95% Cl
66.2-74.3) specificity. The sensitivity was significantly higher
on the iOS device compared to the Android device (91.0 vs.
83.0%; p = 0.02). Specificity calculated on benign control le-
sions was significantly higher than suspicious skin lesions
(80.1 vs. 45.5%; p < 0.001). Sensitivity was higher in skin fold
areas compared to smooth skin areas (92.9 vs. 84.2%; p =
0.01), while the specificity was higher for lesions in smooth
skin areas (72.0 vs. 56.6%; p = 0.02). Conclusion: The diagnos-
ticaccuracy of the mHealth app is far from perfect, but is po-
tentially promising to empower patients to self-assess skin
lesions before consulting a health care professional. An ad-
ditional prospective validation study, particularly for suspi-
cious pigmented skin lesions, is warranted. Furthermore,
studies investigating mHealth implementation in the lay
population are needed to demonstrate the impact on health
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Introduction

Health care systems are challenged by high volumes of
skin cancers, requiring optimal use of health care resourc-
es [1-3]. In the clinical arena, it is well documented that
experience increases diagnostic accuracy [4]. In line with
this observation, in countries with a closed health system
that position the general practitioner (GP) acts as a gate-
keeper to specialized health care, skin cancer detection
accuracy is thought to be suboptimal [5]. Teledermatol-
ogy might close this gap to some extent but requires the
involvement of GPs and dermatologists [6]. Additionally,
as has been learned in the COVID-19 pandemic, many
patients with concerns about melanoma cannot capture a
quality image for review by the dermatologist due to in-
adequate use of technology in their possession [7].

In2017, deep learning algorithms achieved skin cancer
detection accuracy comparable to dermatologists [8].
Two years later, these algorithms were already integrated
in a mobile health (mHealth) application for consumer
smartphone devices [9]. Using the smartphone camera,
an app can provide an instant risk assessment of skin le-
sions. In light of the potential benefit, health insurers
across Europe, Australia, and New Zealand have already
introduced a form of reimbursement of at least one
mHealth app [10-13]. However, a recent systematic re-
view warned about the limited evidence currently avail-
able regarding the accuracy of the available apps [14]. Un-
til now, no prospective validation studies of deep learning
in mHealth apps for skin cancer detection have been per-
formed. In this study, we aim to validate an mHealth app
currently approved for consumers in Europe, Australia,
and New Zealand, which uses a deep-learning convolu-
tional neural network (CNN) for skin premalignancy and
malignancy detection in the setting of a dermatology de-
partment.

Material and Methods

Study Design and Participants

We performed a prospective cross-sectional multicenter diag-
nostic accuracy study at the dermatology outpatient clinics of the
Erasmus MC Cancer Institute and Albert Schweitzer Hospital in
the Netherlands from January 1 until August 31, 2020. The study
was designed and results were reported following the updated
Standards for Reporting Diagnostic Accuracy Studies [15]. The
need for ethical approval to conduct this study was waived by the
Medical Research Ethics Committee (MREC) of the Erasmus MC
University Medical Center, registered under MEC-2019-041, after
screening the study design. All patients gave written informed con-
sent.
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All patients aged >18 years with an appointment at the derma-
tology outpatient clinics with one or more suspicious skin lesions
were eligible to participate in our study. Suspicious skin lesions
were defined as skin lesions for which a patient was either referred
to the dermatology outpatient departments by a GP, or which were
considered premalignant or malignant during follow-up visits of
known patients at the dermatology departments by a dermatolo-
gist at the outpatient clinics. Exclusion criteria were patients who
were unable to provide consent or skin lesions with a prior biopsy,
obscuring by foreign matter (e.g., tattoos), or lack of a clear clinical
or histopathological diagnosis.

Procedures

Eligible patients were approached by dermatologists during
consultations at the outpatient clinics and subsequently included
by one of the researchers (T.S., S.V.). After obtaining the clinical
diagnosis for one or more suspicious skin lesions, risk assessments
were acquired by one of the researchers (T.S., S.V.) who photo-
graphed skin lesions using the mHealth app (SkinVision, Amster-
dam, the Netherlands). In addition to the suspicious lesion, at least
one clinically diagnosed benign skin lesion, which the patient usu-
ally indicated as another potential lesion that they would like to be
assessed, was included. No specific preference was given towards
lesions in terms of location, size, or lesion type.

For this study, we used two different smartphone devices with a
12-megapixel camera running either an Android 10 (Galaxy S9, Sam-
sung, Seoul) or iOS 13 (iPhone Xr, Apple Inc., Cupertino) operating
system, which the researcher randomly chose. The app automati-
cally checked acquisition conditions such as lighting and photo qual-
ity before a photo was accepted for assessment. Photos that could not
be successfully taken within 1 min were recorded as a failure for the
device type. In this case, the alternative smartphone device was used.
If the app on both devices was unable to take a photo of a skin lesion
successfully, this was recorded as a failed inclusion.

Algorithm Assessment

The app performed a risk assessment of the photographed skin
lesions using a CNN (version RD-174). Skin lesions were classified
as low or high risk of skin cancer within 30 s by the CNN, in which
premalignant and malignant skin lesions were trained as high-risk
lesions (suppl. Table 1; for all online suppl. material, see www.
karger.com/doi/10.1159/000520474) [9]. Users of the mHealth
app are advised to “monitor” a skin lesion when a lesion is catego-
rized as low risk of skin malignancy or premalignancy by the algo-
rithm. For lesions that are considered high risk by the algorithm,
users are advised to visit a doctor.

Histopathology and Follow-Up

Histopathology of suspicious skin lesions was obtained through
a biopsy or excision based on clinical indication. The decision to
obtain histology was made by the dermatologist before risk assess-
ment with the app to ensure that the CNN outcome did not affect
routine clinical care. Histopathology was not obtained from skin
lesions that were clinically benign and for lesions that, according
to the Dutch guideline, do not require histological confirmation
such as actinic keratosis and superficial basal cell carcinoma. If a
biopsy was followed by an excision, the diagnosis of the latter was
used as a gold standard. To gauge the likelihood of false-negative
outcomes among skin lesions of which no histopathology was ob-
tained, all patients’ medical files were followed up to 3 months.
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Fig. 1. Flow chart of included skin lesions. CNN, convolutional neural network.

Outcomes

The primary outcome of this study was the sensitivity and spec-
ificity of the app to detect premalignant and malignant skin lesions.
The CNN outcome was compared to the histopathological diagno-
sis or, if there was no clinical indication for obtaining histopathol-
ogy (e.g., clearly benign lesions and actinic keratoses), the clinical
diagnosis from the treating dermatologist. Secondary outcomes
were the positive and negative predictive values, positive likelihood
ratio, negative likelihood ratio, and the overall accuracy of the app.

Artificial Intelligence Mobile Health App
for Skin Cancer Screening

Exploratory subgroup analyses were performed for the different
smartphone devices, the origin of the lesion (melanocytic vs. non-
melanocytic) or indication for dermatological consultation (suspi-
cious lesion identified by nondermatologist vs. lesions identified
during follow-up visits of known patients at the dermatology de-
partments). As factors surrounding a skin lesion on a photo can
influence a CNN outcome, a subgroup analysis was performed be-
tween lesions located on, or close to, skin fold lesion locations (e.g.,
nasolabial fold) versus smooth skin lesion areas [16].
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Statistical Analyses

Descriptive statistics were used to compare the distribution of
baseline characteristics. Sensitivity, specificity, positive and nega-
tive predictive values, positive likelihood ratio, negative likelihood
ratio, and overall accuracy were calculated with a 95% Clopper-
Pearson confidence interval. Sensitivity and specificity were com-
pared between subgroups using a two-proportion Z test. A x* test
was performed to compare lesion characteristics between success-
ful and failed risk assessments. All analyses were performed using
IBM SPSS Statistics for Windows, version 25.0 (IBM Corp., Ar-
monk, NY, USA).

Sample Size

The app’s sensitivity was estimated between 85 and 95% with a
specificity between 70 and 80% [17, 18]. An absolute precision level
(margin of error) of 5.0% was considered satisfactory to report the
app’s sensitivity and specificity. For a 95% level of confidence, at least
196 premalignant or malignant skin lesions needed to be included in
this study to report the lowest expected boundary of 85% sensitivity.
To report the lowest expected boundary of 70% specificity, at least
323 benign skin lesions were required in the study (suppl. Fig. 1).

Results

Study Population

Of the initial 861 lesions among 392 patients evaluated
with the app, 785 lesions (91.2%, 785/861) among 372 pa-
tients were included in the complete case analysis (Fig. 1).
In 48 cases (5.6%, 48/861), risk assessments failed during
the first attempt, of which 60% (29/48) failed with the iOS
device. Risk assessments failed significantly more often
on skin lesions located in the head and neck area, and in
skin folds (p < 0.001). After switching devices, 30 assess-
ments were successful during the second attempt. Skin
lesions that failed on both devices were in the majority
diagnosed as basal cell carcinoma (72.2%, 13/18) and
were frequently located on the nose (50.0%, 9/18), ear
(16.7%, 3/18), or other parts of the head (22.2%, 4/18).
Additionally, 58 (6.7%, 58/861) lesions had to be exclud-
ed mainly because of unsaved risk assessments (n = 29),
missing data with respect to incomplete registration (n =
23), and withdrawal from the study (n = 6).

The final data set of 372 patients, as described in
Table 1, comprised 418 suspicious and 367 benign con-
trol skin lesions. The median age of the included patients
was 71 years (IQR 58-78), with equal gender distribution
and over 80% (308/372) having a Fitzpatrick skin type
1-2. The majority of benign control lesions were located
on the extremities (53.4%, 196/367) and rarely in the head
and neck area (16.9%, 62/367), whereas almost half of all
suspicious lesions were located in the head and neck area
(48.8%, 204/367).
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Table 1. Characteristics of the study population and the assessed
lesions

Characteristics Number Percent
Patients 372
Median age (IQR), years 71 (58-78)
Sex
Male 183 49.2
Female 189 50.2
Fitzpatrick skin type
1 42 1.3
2 266 71.5
3 39 10.5
4 4 1.1
Missing 21 5.6
Hospital
EMC 108 29.0
ASZ 264 71.0
Assessed lesions 785
Suspicious lesions 418 53.2
Location
Head and neck 204 48.8
Back 41 9.8
Thorax and abdomen 67 16.0
Extremities 106 254
Benign control lesions 367 46.8
Location
Head and neck 62 16.9
Back 41 11.2
Thorax and abdomen 68 18.5
Extremities 196 53.4

ASZ, Albert Schweitzer Hospital; EMC, Erasmus MC, University
Medical Center; IQR, interquartile range.

After clinical evaluation of all suspicious and benign
control lesions by a dermatologist, histopathology was
obtained from 308 (39.2%, 308/785) skin lesions (Fig. 1).
Of the biopsied lesions, 226 (73.4%, 226/308) were con-
sidered premalignant or malignant. The remaining 477
(60.8%, 477/785) skin lesions were diagnosed based on
clinical inspection only as benign (n = 428), premalignant
(n=43),and malignant (n = 6). In total, 275 lesions turned
out to be premalignant or malignant, representing 35.0%
(275/785) of all included skin lesions. Three months of
follow-up of patient records for the benign skin lesion
showed no dermatology consultations suggesting malig-
nant transformation.

Algorithm Accuracy
As presented in Figure 2, the app identified 239 of the
275 premalignant and malignant lesions as a high-risk
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Fig. 2. Flow chart of the app risk assessment outcome for the included premalignant, malignant, and benign skin
lesions.

Table 2. Overall sensitivity and specificity of the app in detecting skin premalignancy and malignancy, including
subgroup analyses between the iOS and Android devices, melanocytic versus nonmelanocytic skin lesions, skin fold
lesion areas versus smooth skin lesion areas, suspicious skin lesions versus benign control lesions, skin lesions identified

after GP and nondermatology referrals versus follow-up consultations of known patients at the outpatient clinics

Assessment type N (%) Sensitivity (95% Cl), % p value Specificity (95% Cl), % p value
Overall app accuracy 785(100) 86.9(82.3-90.7) 70.4 (66.2-74.3)

Android device 425 (54.1) 83.0(75.7-88.8)* 0.02 71.5(65.9-76.7) 0.27
iOS device 360 (45.9) 91.0 (84.9-95.3)* 69.0 (62.6-75.0)

Melanocytic skin lesions 179(22.8) 81.8(59.7-94.8) 0.26  73.3(65.6-80.0) 0.17
Nonmelanocytic skin lesions 606 (77.2) 87.4(82.6-91.2) 69.1 (64.0-73.9)

Skin fold lesion areas 138(17.6) 92.9(85.3-97.4)* 0.01 56.6 (42.3-70.2)* 0.02
Smooth skin lesion areas 647 (82.4) 84.2(78.2-89.1)* 72.0 (67.6-76.1)*

Suspicious skin lesions 418 (53.3) 86.9(82.3-90.7) 45,5 (37.1-54.0)*** <0.001
Benign control lesions 367 (46.7) - 80.1 (75.7-84.1)***

GP and nondermatology referrals 213 (27.1) 89.6 (83.4-94.1) 0.09  39.1(27.6-51.6) 0.07
Follow-up consultations 205 (26.1) 84.0(76.6-89.8) 51.4(39.4-63.2)

*p < 0.05, ** p < 0.001.

lesion, resulting in an overall sensitivity of 86.9% (95%
CI 82.3-90.7). The 36 (13.1%, 36/275) lesions that were
incorrectly classified as low risk included two in situ mel-
anomas, one invasive melanoma, two cutaneous squa-

Artificial Intelligence Mobile Health App
for Skin Cancer Screening

mous cell carcinomas, and 13 basal cell carcinomas
(suppl. Table 2a, b). The overall specificity of the app was
70.4% (95% CI 66.2-74.3) (Table 2), leading to an overall
accuracy of 76.2% (95% CI 73.0-79.1). The calculated
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positive and negative likelihood ratios were 2.9 (2.6-3.4)
and 0.2 (0.1-0.3), respectively. Of all 390 high-risk as-
sessments, 239 were confirmed by dermatological and/or
histopathological evaluation resulting in a positive pre-
dictive value of 61.3% (95% CI 57.9-64.6), and the nega-
tive predictive value was 90.9% (95% CI 88.0-93.2). Le-
sions that were rather frequently falsely positive identi-
fied by the app were melanocytic nevi (42, 27.8%),
seborrheic keratoses (26, 17.2%), and angiomas (16,
10.6%). A detailed list of all false-positive and false-neg-
ative cases is presented in supplementary Table 2a-d.
The algorithm outcome calculated solely on histopathol-
ogy-validated skin lesions revealed an 89.8% (95% CI
85.1-93.4) sensitivity and a 32.9% (95% CI 22.9-44.2)
specificity.

Subgroup Analyses

In the exploratory subgroup analysis of the different
devices, we noticed that the app performed at a signifi-
cantly higher sensitivity on the iOS device (91.0%, 95% CI
84.9-95.3) compared to 83.0% (95% CI 75.7-88.8) on the
Android device (p = 0.02). There was no significant dif-
ference in specificity (71.5 vs. 69.0%; p = 0.27) between
devices. Subgroup analysis of the app performance be-
tween melanocytic and nonmelanocytic skin lesions re-
vealed no difference in sensitivity (81.8 vs. 87.4%; p =
0.26) and specificity (73.3 vs. 69.1%; p = 0.17). Although
the number of lesions in skin fold areas (17.6%, 138/785)
was relatively low, the sensitivity of the app was higher in
the skin fold areas compared to smooth skin areas (92.9
vs. 84.2%; p = 0.01), while the specificity was higher for
lesions on smooth skin areas (72.0 vs. 56.6%; p = 0.02).
The sensitivity (89.6 vs. 84.0%; p = 0.09) and specificity
(39.1 vs. 51.4%; p = 0.07) did not differ between suspi-
cious lesions identified by nondermatologists versus le-
sions identified during follow-up of known patients at the
dermatology department. The specificity calculated sole-
ly on benign control lesions was 80.1% (95% CI 75.7-
84.1), which was significantly higher compared to the
45.5% (95% CI 37.1-54.0) specificity of suspicious skin
lesions (p < 0.001). Cross-tabulations of these results are
added to the supplementary material (suppl. Table 3a-1).

Discussion

The results of this first prospective diagnostic accuracy
study of a market-approved mHealth app with a deep
learning algorithm show an overall 86.9% sensitivity and
70.4% specificity in detecting skin premalignancy and
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malignancy in dermatology departments. Compared to a
recent systematic review, our findings show that inclu-
sion of the deep learning algorithm results in a sensitivity
at the highest end of the previous reported confidence
interval [14].

mHealth apps related to skin cancer are often avail-
able for both iOS and Android operating systems [19].
The observed difference in sensitivity emphasizes the
need for validation on both platforms. In addition, the
specificity of the app calculated on histopathology-veri-
fied lesions was lower compared to the overall specificity.
This drop in specificity is expected because the lesions
that a dermatologist selects for histological evaluation
are the most difficult lesions to categorize correctly. Be-
sides the lesion type, the inclusion of lesions located on
or near skin folds resulted in a higher sensitivity but low-
er specificity. Although the exact reason for this could
not be identified due to the black box aspect of the deep
learning algorithm, we hypothesize that this effect was
attributed to skin fold lesion areas that contain more
lines and irregularities compared to smooth skin areas,
which may be more difficult for the app to distinguish
from benign lesions.

The diagnostic accuracy of the current study was low-
er than a recent retrospective validation study of the app
(95% sensitivity and 78% specificity) [18]. This difference
can be attributed in part to the larger clinical variety of
included skin lesions and eligibility of the skin lesions (in
the retrospective study, benign lesions were only included
after considered benign in a teledermatology assessment).
In the current study, specificity was calculated based on
both benign control and suspicious lesions. This addition
of suspicious skin lesions resulted in a lower specificity
because they were also more difficult to distinguish from
malignant skin lesions for the app. When restricting the
analysis to benign control lesions, the specificity was
80.1% which is in accordance with the retrospective vali-
dation study [18]. However, including the suspicious le-
sions in the analysis better reflects the real-world situa-
tion in which the app is used.

There is no consensus on the diagnostic accuracy re-
quired for implementing an algorithm in skin cancer di-
agnosis but depends on where the test is positioned in the
patient journey (i.e., laypeople, GPs or dermatologists).
The sensitivity in this validation study was comparable to
rates reported about untrained laypeople, but showed a
much higher specificity (i.e., reducing unnecessary GP
consultations) [20]. The sensitivity of GPs to visually di-
agnose skin cancer ranges from 25 to 91%, with a specific-
ity varying between 55 and 92%, suggesting the app is at
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least as good as, and possibly exceeds the accuracy of,
most GPs. A recent Cochrane review reported a 94.9%
(95% CI 90.1-97.4) sensitivity and 84.3% (95% CI 48.5-
96.8) specificity of teledermatology to identify cutaneous
malignancies, suggesting that the mHealth app needs im-
provement to match the accuracy of teledermatology [6].

Although the mHealth app is expected to further im-
prove in time due to technological developments and an
improved algorithm, there are also other options that
could be explored to improve the app’s accuracy. One op-
tion would be to explore the optimal integration of a deep
learning algorithm with a targeted teledermatology func-
tion to achieve maximum accuracy with the least human
effort. Another option would be to explore the addition
of dermoscopy pictures which is known to improve the
diagnostic accuracy of dermatologists, but this would re-
quire users to buy an additional accessory for their mobile
phone, providing a potential barrier for accessible use [21,
22].

This study has several limitations. First, the results re-
ported in this study are based on an artificial setting in
which photos were taken by trained researchers and not
by patients or their partners. However, we expect a lim-
ited impact of the assessor on this external validation be-
cause the integrated quality check only accepts high-qual-
ity images. Second, photos were taken at outpatient de-
partments and not in the intended setting at home, in
which the app would typically be used. Third, lesions that
were not successfully assessed by the app were excluded
from the calculation of the primary outcome. Fourth, in
contrast to the distribution of benign and malignant le-
sions in our study, we expect the number of benign le-
sions to far exceed the number of malignant lesions typi-
cally assessed by people in the general population. Given
the relatively low specificity calculated on benign control
lesions (80.1%), the use of the app with the current algo-
rithm in the general population without a targeted ap-
proach could lead to high volumes of benign skin lesions
being categorized as high risk, and unnecessary consulta-
tions [23]. Fifth, over 80% of our study population had
Fitzpatrick skin type I or II, limiting the generalizability
of the algorithm accuracy found in this study for darker
skin types. Sixth, we used two smartphone devices with a
relatively high-resolution camera. Potential variations in
accuracy on iOS and Android devices with lower resolu-
tion cameras should be explored in future studies. Finally,
the number of melanomas included in this study was rel-
atively low (n = 12), of which two in situ melanomas and
one invasive melanoma were falsely categorized as low

risk by the app. This relatively high proportion empha-

Artificial Intelligence Mobile Health App
for Skin Cancer Screening

sizes the need to perform an adequately powered addi-
tional validation study for suspicious pigmented skin le-
sions.

The app’s diagnostic accuracy is far from perfect, but
it is potentially promising to empower patients to self-
assess skin lesions before consulting a health care profes-
sional. An additional prospective validation study, par-
ticularly for suspicious pigmented skin lesions, is war-
ranted. In addition, studies investigating the health care
impact of mHealth implementation in the lay population
are needed. mHealth apps based on deep learning algo-
rithms could be part of the solution in managing the skin
cancer epidemic. Furthermore, mHealth with deep learn-
ing could serve as a valuable triage tool in the ongoing
pandemic era where local conditions may limit in-person
evaluation by dermatologists.

Key Message

Prospective validation of a smartphone app for skin cancer
screening, available to download by the general population, reveals
an 86.9% sensitivity and 70.4% specificity in detecting premalig-
nant and malignant skin lesions.
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