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A B S T R A C T   

Over the last few years, advances in massively parallel sequencing technologies (also referred to next generation 
sequencing) and bioinformatics analysis tools have boosted our knowledge on the human microbiome. Such 
insights have brought new perspectives and possibilities to apply human microbiome analysis in many areas, 
particularly in medicine. In the forensic field, the use of microbial DNA obtained from human materials is still in 
its infancy but has been suggested as a potential alternative in situations when other human (non-microbial) 
approaches present limitations. More specifically, DNA analysis of a wide variety of microorganisms that live in 
and on the human body offers promises to answer various forensically relevant questions, such as post-mortem 
interval estimation, individual identification, and tissue/body fluid identification, among others. However, 
human microbiome analysis currently faces significant challenges that need to be considered and overcome via 
future forensically oriented human microbiome research to provide the necessary solutions. In this perspective 
article, we discuss the most relevant biological, technical and data-related issues and propose future solutions 
that will pave the way towards the integration of human microbiome analysis in the forensic toolkit.   

1. Introduction 

A great variety of microorganisms live in and on the human body, 
including bacteria, archaea, lower and higher eukaryotes and viruses, 
collectively referred to as the human microbiota [1,2]. The term ‘human 
microbiome’ refers to these microorganisms, their genomes and the 
surrounding environmental conditions [2]. Human microbiome is also 
employed to refer to the collection of genes and genomes of the human 
microbiota [2]. Microorganisms are found in and on almost every 
human body part, where they have co-evolved with their hosts over a 
long period of time to form a complex mutualistic relationship [3–5]. 
The number of microorganisms living in and on the human body is of the 
same order as the number of human cells [6]. However, the genetic and 
genomic diversity of the human microbiota is estimated to surpass that 
of humans themselves by several orders of magnitude [1], providing a 
suitable prerequisite for human microbiome analysis in various areas of 
scientific research and applications such as in forensics. 

The forensic interest in studying the human microbiome and its 
development through time can be graphically represented in a ‘hype’ 
cycle as shown in Fig. 1. In the mid 2000’s, advances in massively 

parallel sequencing (MPS, also referred to as next generation 
sequencing, NGS) and bioinformatics analysis tools started to allow for 
population-level surveys of the human microbiome from different body 
parts. These include the Human Microbiome Project (HMP) Consortium 
in the USA [7,8] and the Metagenomics of the Human Intestinal Tract 
(MetaHIT) Project in the European Union [9]. The achievements of these 
large consortia boosted the knowledge on the human microbiome and 
led to the generation of large microbiome datasets, mostly relevant to 
the medical field. The public availability of such datasets triggered great 
interest in the interdisciplinary application of the human microbiome, 
including in the forensic field (innovation trigger, Fig. 1). Since then, 
more and more researchers from both within and outside the forensic 
community turned their attention to studying the microbiome with the 
aim to answer forensically relevant questions (peak of inflated expec-
tations, Fig. 1), including individual identification [10], post-mortem 
interval estimation (PMI) [11] and tissue/body fluid identification 
[12,13], among others. Currently, although of great promise, forensic 
microbiome analysis faces various hurdles that need to be considered, 
further investigated and eventually solved before the human micro-
biome can fulfil its current promises to become an integral part of the 
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forensic toolkit in the future (trough of disillusionment and slope of 
enlightenment, Fig. 1). 

In this perspective paper, we provide an overview on the most 
important biological, technical and data-related issues current forensic 
human microbiome analysis is facing and propose future solutions how 
dedicated forensically-motivated and other related research can pave 
the way towards the integration of the human microbiome in the 
forensic toolkit. 

2. Current state of forensic human microbiome research 

Potential forensic microbiome applications have previously been 
investigated in areas where human (non-microbial) genetic solutions 
show limitations or fail for various reasons (Fig. 2), which will be 
summarized here. 

2.1. Human individual identification 

Since the human microbiome is shaped by numerous internal and 
external factors, which include but are not limited to host’s genetics 
[14], sex [15], ancestry [16] and lifestyle [17], the microbiome of 
human individuals may contain a unique ‘fingerprint’ that can poten-
tially distinguish between them and can thus be used for human indi-
vidual identification purposes. This can be especially relevant in 
investigations where the recovered human DNA is not of sufficient 
quantity and/or quality to obtain a fully individualized DNA profile 
based on short tandem repeats (STRs); for example, when dealing with 
‘touched’ samples that do not typically provide sufficient amounts of 
human DNA [18]. In this context, various forensically-motivated studies 
have linked objects (e.g. mobile phones, computer equipment) with 
their owners by comparing DNA similarities in the microbial composi-
tion of the ‘touched’ sample with the one obtained on the skin of the 
study individuals [10,19–22], reporting identification accuracies as high 

as 93% [10]. A few studies have also investigated the individualising 
potential of the human microbiome in other samples than skin, such as 
in saliva [23] and pubic hair [24,25]. Overall, microbiome-based human 
individual identification has been investigated so far on the basis of 
comparing individuals within the same study; however, for real forensic 
value, microbiome ‘fingerprints’ should be able to individualise any 
random person from the population, which requires appropriate statis-
tical frameworks that are currently missing. 

2.2. Post-mortem interval estimation 

The succession of the human microbiome after death as well as 
associated soil microbial communities (in the case of outdoor crime 
scenes with bodies lying on the ground) has proven to be a suitable 
biomarker for the PMI estimation of human cadavers. Various studies 
have characterized the microbiome composition at different body sites 
during the decay process, including spleen, liver, brain, heart, blood, 
bones, gut, skin and oral cavity [11,26–32], with error rates as low as 1.7 
days when analysing the first 25 days of decomposition [11]. However, 
some of these studies have reported confounding effects of the individ-
ual [31], sex [26] and abiotic factors (e.g. ambient temperature, solar 
irradiance) [27,31] on the microbiome succession, which can contribute 
to misleading PMI estimations and, hence, should be further 
investigated. 

2.3. Geolocation inference 

As previously mentioned, several factors can shape the human 
microbiome, some of which can be the basis for the inference of host’s 
geolocation from the microbiome analysis of human traces left at crime 
scenes. These factors include geographical latitude [33,34], industrial-
ization level of country of residence [35–38], and cultural and societal 
components [39]. Forensically oriented studies have shown that the 

Fig. 1. The ‘hype’ cycle describing recent trends in forensic microbiome research in the last few years (figure created with BioRender).  
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microbial community composition of objects from owners living in the 
same city are more similar between them compared to objects from 
owners living in different cities [21,40,41], which can ultimately assign 
human biological samples to the city of origin via human microbiome 
analysis [42]. In a forensic casework context, the geographic emergence 
of the strains of the stomach bacteria Helicobacter pylori [43,44] was 
proved useful to identify the geographical origins of unidentified ca-
davers [45]. If successful, microbiome-based geolocation analysis shall 
be combined with bio-geographic ancestry (BGA) analysis based on 

human ancestry informative DNA markers to receive additional 
geographic information about the tested person. 

2.4. Tissue/body fluid identification 

Identifying the tissue/body fluid that a biological crime scene stain 
originated from can be informative in crime scene reconstruction and 
activity level reporting. For most forensically relevant human tissues/ 
body fluids, the human microbiome is an outstanding biomarker based 

Fig. 2. State of the art of forensic microbiome research (figure created with BioRender).  

C. Díez López et al.                                                                                                                                                                                                                             



Forensic Science International: Genetics 56 (2022) 102627

4

on the differences of microbial communities across various sites of the 
human body [46,47], and due to the larger intra-individual differences 
among body sites compared to the inter-individual differences for the 
same body site [46,48]. Forensically motivated studies have mainly 
focused on the microbiome-based identification of vaginal fluid [12, 
49–52] and less so in saliva [12,53], skin [12], and blood traces of 
different body site origins [13,54,55]. 

2.5. Time since stain deposition estimation 

Information on the time when a stain was deposited at a crime scene 
can help police to assess alibis of known suspects and witnesses or 
provide an investigative lead to search for the right suspect. This 
forensic application had not been investigated in a microbiome context 
until recently when it has been shown that DNA- and RNA-based time 
dependent changes occur in the microbial composition of human bio-
logical traces [56,57]. Particularly, DNA profiling of commensal bacte-
ria can estimate the time since deposition of an individual’s saliva stain 
with an average error rate of 5 days when analysing the first 30 days 
after stain deposition [56]. However, further research is needed to better 
understand and model the microbial changes for this application. 

2.6. Other forensic applications 

Microbiome applications in forensic medicine include the identifi-
cation of the manner of death, such as drowning [58,59], cardiovascu-
lar- and drug-related deaths [60]. On a different point, genotyping 
microbes responsible for sexually transmitted diseases can be useful to 
trace the source individual of the infection, which can be relevant in the 
legal and law enforcement context [61]. For instance, by this the in-
fectious microorganism in the suspect (i.e. source of infection) and 
victim (i.e. infected individual) can be linked, which has proven useful 
in identifying the perpetrator in cases of child abuse [62,63]. 

3. Biological issues and potential solutions 

The human microbiome presents several biological features suitable 
for forensic applications, such as ubiquity [6], response to changes in the 
environment [64,65] and capacity of being shed, deposited and 
exchanged [66,67]. However, other biological aspects of the human 
microbiome might be undesired depending on the forensic application 
in mind (Fig. 3) and therefore need to be further investigated and 
considered in future forensic research. 

3.1. Inter- and intra-individual variation 

Many human microbiome studies, including forensically motivated 
ones, have reported substantial inter-individual (between individuals) 
and intra-individual (within the same individuals over time) variation of 
the human microbiome, such as in the three most studied body sites in 
the forensic microbiome context; namely, vagina, skin and oral cavity, 
specifically saliva [19,20,49–51,53]. This inter- and intra-individual 
variation depends greatly on the body site of interest, with variation 
in skin and vaginal sites being higher than in oral sites as current studies 
suggest [68,69]. The variation also depends in the taxonomic level of 
analysis; this is, the hierarchical classification of living organisms, from 
highest to lowest: domain, kingdom, phylum, class, order, family, genus 
and species. Based on this, taxa prevalent between or within individuals 
diminish down to the genus, species and strain (group of related species) 
levels [70]. 

Inter-individual variation may be desirable depending on the 
forensic application as in principle it allows better discrimination be-
tween individual samples. While large inter-individual variation serves 
as basis for microbiome-based human individual identification, it is 
rather undesirable in forensic microbiome applications not aiming to 
differentiate individuals, such as for forensic tissue/body fluid identifi-
cation. The majority of forensic microbiome research on forensic tissue/ 
body fluid identification has focused on vaginal secretions, which is 
explained by the forensic relevance of this body fluid in the in-
vestigations of sexual assault cases. Previous studies mostly targeted 

Fig. 3. Biological, technical and data-related issues of current forensic microbiome analysis (figure created with BioRender).  
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vaginal candidate bacteria, typically belonging to the Lactobacillus 
genus, via quantitative PCR (qPCR), capillary electrophoresis or 
microarray analysis [49–52,71]. However, between women, different 
Lactobacillus species are present in different abundances – from being the 
major microbial community constituent to being absent – leading to 
large inter-individual variation [72]. As a result, many of these forensic 
studies did not detect the targeted Lactobacillus species in all the ana-
lysed individuals [49–51], resulting in unreliable outcomes and limiting 
the generalization of these targeted approaches based on just a few 
candidate species. We recently showed that this limitation can be 
overcome by MPS approaches targeting the entire microbial community 
that is characteristic of a body site instead of restricting microbial DNA 
analysis to a small number of candidate species [12,13]. 

Intra-individual variation, however, is undesirable in all forensic 
applications, since it can hinder the comparison between a trace 
deposited at a crime scene at a time x and a reference sample collected at 
a later time y; with the time frame between x and y being days, weeks or, 
in some cases, even years depending on the circumstances. This can 
represent a great challenge for instance in skin microbiome-based 
human individual identification where transient microorganisms, 
resulting from environmental exposure, such as transfer from other skin 
sites from the individual itself (skin-to-skin contact), between in-
dividuals [19,66] or the built environment [21,41], can be confused 
with individualised microbial markers. Moreover, even though micro-
organisms preserve through time, their abundances change considerably 
due to internal and external factors [46,56,73]. For instance, saliva 
microbiome abundances show circadian rhythms [74], i.e. rhythmic 
fluctuations within the 24 h day-night cycle, which can influence the 
microbiome analysis results depending on the time during the day a 
sample is deposited at the crime scene or collected for reference pur-
poses. Hence, intra-individual variation should be considered with 
caution in quantitative approaches relying on the absolute or relative 
abundance of microorganisms. 

3.2. Timewise stability ex vivo 

At crime scenes, human biological traces are exposed to various 
environmental factors for variable periods of time between sample 
deposition and sample collection. However, this ex vivo (outside the 
human body deposited as crime scene stains) timewise (in)stability of 
the human microbiome as well as its impact on investigation outcomes 
has been very little studied so far. Substantial instability of the human 
microbiome ex vivo might have a comparable effect to intra-individual 
variation, making the comparison between crime and reference samples 
challenging and potentially directing towards misleading results. 

Additionally, the methodological approach and analytical technol-
ogy (i.e., absolute vs. relative quantitative approaches, such as via qPCR 
vs. MPS) and the taxonomic level of data analysis also play decisive roles 
when analysing timewise (in)stability of the human microbiome ex vivo. 
A few studies have analysed the timewise (in)stability of the human 
microbiome in forensically relevant biological stains (venous blood, 
menstrual blood, saliva, skin, vaginal fluid, semen, pubic hair) exposed 
to indoor conditions (average room temperature of 20 ◦C) for variable 
periods of time (from 2 weeks up to 1.5 years) [22,24,57,75]. These 
studies employed targeted amplicon MPS and analysed whole micro-
biome profiles at the genus level [22,24,75], except one study that 
employed whole RNA sequencing and analysed whole RNA profiles at 
the domain and phylum levels [57]. All studies reported no significant 
variation in the microbial profiles stored for different time periods. 

However, this apparent timewise stability of the human microbiome 
ex vivo can vanish when carefully selected candidate microbial species 
are analysed using absolute quantitative approaches. Recently, we 
demonstrated significant time-dependent changes of selected bacterial 
species in saliva stains exposed to indoor conditions up to 1 month [56]. 
Moreover, the detection of original members of the microbial commu-
nity in a given stain might be surpassed by the detection of other 

organisms in the environment, especially in stains exposed to outdoor 
conditions (e.g. detection of surrounding vegetation) [57]. In forensic 
applications such as PMI estimation or time since stain deposition esti-
mation, where some degree of timewise instability is desired, this 
environmental ‘fingerprint’ might limit the development of generalized 
approaches applicable to any case. One potential solution is to imple-
ment crime scene-specific approaches, as we have suggested recently 
[56]. Nevertheless, this area of research still needs to be further inves-
tigated in more detail including more tissues/body fluids and more 
environmental conditions. 

3.3. Host’s activity type and level 

The type and level of human host’s activities prior to sample depo-
sition may or may not have an effect in the microbiome analysis results. 
In one of our studies, we reported that the potential transient microor-
ganisms picked up from the environment during routine activities (e.g. 
type on the computer, touch door handles) does not have a negative 
effect on the correct identification of hand skin samples as part of tissue/ 
body fluid identification [12]. This could be explained by the very 
distinct nature of the skin microbial communities compared to the oral 
and vaginal ones we analysed as part of our study [12]. However, in a 
different study, we observed that time between nose-blowing and nasal 
blood deposition can impact how similar or dissimilar a nasal blood stain 
microbiome is to the reference nasal mucosa or skin epithelium one 
[13]. Nose-blowing pushes out the mucus dragging out some nasal 
mucosa bacteria, while leaving exposed, for a time, other commensals in 
closer contact with the nasal epithelium. Hence, unknown nose-blowing 
activities prior to nasal blood deposition can provide a source of 
skin-misclassification of nasal blood samples collected at crime scenes 
[13]. On a different example, the saliva microbiome, which is highly 
exposed to fluctuated host’s activities during the day, presents the 
highest live microbial load immediately upon waking, dropping after 
brushing teeth [76]. This highlights the need to investigate the impact of 
host’s activity type and level prior to sample deposition on the micro-
biome and requires ways how to deal with it during analysis in an 
application-specific manner. 

4. Technical issues and potential solutions 

Biases in microbiome analysis outcomes can be introduced at every 
step in the analysis pipeline, from the very beginning during the nucleic 
acids isolation, via the initial amplification (in targeted amplicon MPS) 
and sequencing steps, to the final bioinformatics and statistical methods 
for data analysis. Such biases not only need to be considered through a 
suitable study design, but also need to be acknowledged by detailed and 
fair reports in scientific publications. The Achilles’ heel of (forensic) 
microbiome research is with no doubt the lack of consensus in both 
experimental and analytical methods within and across different scien-
tific communities. This lack of consensus makes the comparison of the 
results between studies difficult, if not impossible; hence, limiting meta- 
analysis of data from different studies and the establishment of an ac-
curate overview of the forensic microbiome research’s current stage and 
prospects. Also, this lack of standardization will eventually cause issues 
in acceptance of microbiome-based forensic evidence in court. Here-
after, we discuss the main technical considerations in microbiome 
analysis from a forensic standpoint (Fig. 3). In principle, many of the 
discussed aspects apply to any DNA-based human microbiome research, 
including both targeted amplicon sequencing and whole genome 
shotgun sequencing (WGS) metagenomics (Fig. 4), unless stated 
otherwise. 

4.1. Microbial DNA isolation 

The variation in microbiome analysis outcomes introduced by the 
DNA isolation method is currently under debate. Some studies have 
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Fig. 4. Overview of currently available experimental and analytical tools for studying the human microbiome from obtaining microbial DNA of a sample to its 
forensic application. A. Massively parallel sequencing (MPS) of targeted amplicons. B. Whole Genome Shotgun sequencing (WGS) metagenomics (figure created 
with BioRender). 
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reported that different DNA isolation methodologies led to differences in 
the abundance of specific groups of bacteria [77–80]. The likely reason 
for this is that some bacterial cells are harder to lyse than others, such as 
Gram-positive bacteria compared to Gram-negative bacteria [81]. 
Moreover, the DNA isolation method of choice also affects the yield and 
quality of the obtained microbial DNA [79,82], as well as the presence of 
inhibitors that can affect downstream analysis steps [83]. However, this 
topic is not free of controversy since there are also studies reporting no 
significant effects of the DNA isolation method [84–86]. 

Microbial DNA isolation is based on ‘harsh’ extraction methods (e.g. 
mechanical, enzymatic) since, for instance, the bacterial cells are fur-
nished with a wall of peptidoglycan matrix that opposes greater resis-
tance compared to human cell membranes [87]. Therefore, microbial 
DNA isolation methods typically allow for the parallel extraction of 
human and microbial nucleic acids, meaning that human- and 
microbial-related forensic analysis can be carried out in the same 
extract, if material is available. From the vast variety of available mi-
crobial DNA isolation methods, it is recommended to use one that in-
cludes a bead-beating step, which has been linked with a more efficient 
DNA extraction from Gram-positive bacteria, achieving higher DNA 
yields and bacterial diversity [88–90]. Further, it is important to be 
aware that commercial DNA isolation kits themselves can introduce 
contamination, known as the ‘kitome’, which not only varies between 
different kits from the same and different manufacturers, but also be-
tween different batches of the same kit [91]. To this, it should be added 
that microorganisms are not only ubiquitous in the reagents but also in 
the lab environment, even in ultraclean laboratories [92]. This can be 
especially problematic in low-biomass samples (e.g. skin swabs, highly 
degraded samples), where contaminants can outnumber endogenous 
microorganisms within samples. Therefore, it is primordial to always 
include negative controls to monitor potential contamination. However, 
how to best account for the results obtained from these negative controls 
is still in question. It is not good scientific practice to simply remove the 
microbial taxa found in the negative controls from the data obtained 
from the study samples. It is unknown if their presence in the study 
samples goes back to the contamination picked up with the negative 
controls or is intrinsic to the study samples and may be enhanced by the 
contamination [93]. Thus, whenever possible, it is recommended to 
combine data from qPCR and sequencing to compare the absolute and 
relative abundances of potential contaminating taxa by using adequate 
statistical methods that assess whether or not they are real contaminants 
[94]. 

4.2. Off-target analysis of human host DNA 

It is widely known that the amount of human host DNA poses a major 
challenge to WGS metagenomics analysis based on the generation of an 
overview of the gene composition in the samples, including both mi-
crobial and human host gene fractions. As a result, human host se-
quences could ‘overwhelm’ the microbial sequence fraction of interest. 
Off-target analysis of human host DNA has been generally overlooked 
also in targeted amplicon MPS analysis where it is a common practice to 
simply remove any sequencing reads that fall outside the average 
sequence length or are not classified as being of microbial origin [95]. In 
targeted amplicon MPS, a PCR amplification step of a region within the 
microbial gene(s) of interest, such as the widely used bacterial 16S ri-
bosomal RNA (rRNA) gene, is performed prior to sequencing. The 
non-specific, co-amplification of human host DNA by 16S rRNA gene 
PCR primers can lead to partly masking the microbial fraction of interest 
in the downstream sequencing process. This can be notorious when 
analysing samples with a high human to microbial ratio. In other words, 
the lower the bacterial load relative to the human load, the more 
problematic these human genome-aligned reads are, as we previously 
reported when analysing human blood samples [13]. It is of high 
importance that the (forensic) research community is aware of this 
problem, especially since this issue has been reported when using 16 S 

rRNA gene PCR primers recommended by the HMP Consortium [13,96] 
that are widely used as reference. Recent research has shown that other 
16S rRNA gene PCR primer pairs produce lower amounts of human 
sequence reads [95], though this should be further investigated in 
forensic-type samples with high human to microbial ratios, such as 
venous blood. 

4.3. MPS platforms 

The sequencing platform is an important choice in MPS-based 
microbiome analysis determining targeted fragment size, read length, 
sequence accuracy and cost [97]. Previous reports indicate that data are 
indeed reproducible across sequencing runs within and between 
different MPS technologies [98]. Even when obtained by different MPS 
platforms, results have proven to be robust as long as the datasets are 
generated following the same experimental protocol [99]. This has 
allowed researchers of forensic microbiome studies including us to reuse 
the microbiome data from large microbiome consortia, such as the HMP 
data, which were produced with the Roche 454 pyrosequencing plat-
form that went out of business in 2013 [12,13,100]. 

The Illumina MiSeq is the preferred MPS platform in forensic 
microbiome studies [21,30,101], though we also opted for the alterna-
tive Ion Torrent PGM and S5 instruments (Thermo Fisher Scientific) in 
some of our studies [12,13]. MiSeq presents a high-throughput option 
that allows for high sequencing depth [102], is supposed to produce 
high-quality data, and allows for strict quality control parameters [99]. 
However, even though the Illumina MiSeq errors are reported to be 
around 0.01%, researchers have described errors as high as 10% and 
recommended the analysis of reads with complete overlap between the 
forward and reverse paired-end sequencing to correct for that [103]. 
Further, the long-read third-generation sequencing platforms, such as 
Oxford Nanopore MinION and Pacific Biosciences (PacBio) Sequel, 
though not commonly used in forensic microbiome as of yet, offer 
several advantages over the short-read second-generation sequencing 
platforms, like Illumina and Ion Torrent sequencing, as they provide 
full-length genes and increased resolution, which opens up new possi-
bilities and applications options. Although these platforms are said to 
suffer from high error rates in the range of 5–15% [81], a study was able 
to reduce the observed error rate for the full-length of the bacterial 16S 
rRNA gene from 0.69% to 0.03% for PacBio data, which is comparable to 
error rates seen with the Illumina systems [104]. For both long-read 
sequencing solutions, the company providers are working on further 
reducing their current error rates, which will likely be achieved in the 
years to come. 

4.4. Reference databases 

In both, targeted MPS and WGS metagenomics, mistakes in the tax-
onomy assignment can occur due to sequencing errors and/or incorrect 
labelling [105]. Besides, commonly used microbiome databases are 
biased towards the presence of clinically relevant microorganisms for 
humans, with discrepancies observed in environmental microorganisms 
depending on the reference database used [106]. This is relevant for 
forensic applications dealing with samples exposed to diverse environ-
mental conditions, where not only medically-relevant microorganisms 
are expected. 

In targeted MPS, mistakes in the taxonomy assignment can occur due 
to errors during the PCR amplification step prior to sequencing [105]. 
Also, alignments by certain databases (i.e. Greengenes) are sometimes of 
poor quality, resulting in artificially inflated richness and diversity es-
timates [107]. It has been shown that the use of niche-specific databases 
(e.g. the expanded Human Oral Microbiome Database (eHOMD) [108]) 
leads to an increase in lower taxonomic assignments [109], which can 
result in higher taxonomic resolution. Nonetheless, care should be taken 
when using these niche-specific databases, since they might not contain 
all the microorganisms included in, for instance, commercial mock 
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communities that are commonly used to assess bias during PCR, library 
preparation, sequencing and initial analysis steps. An alternative would 
be to compare the mock community with a larger database or use an 
in-house mock sample that better reflects the microorganisms of 
interest. 

Regarding WGS metagenomics, reference databases containing all 
domains of life provide the most suitable option rather than databases 
comprised of a single domain, since the later can lead to an unacceptably 
high number of false-positive assignations [110]. However, a WGS 
metagenomics database containing all reference genomes that may exist 
in a forensic sample does not (yet) exist. In consequence, researchers 
potentially fail to identify key microorganisms within their samples by 
use of WGS metagenomics data given the limitations of the available 
reference databases [111]. Researchers should be aware of the dis-
crepancies across existing databases, which can have a substantial 
impact on the number and type of microorganisms identified in a sample 
(or an entire study) depending on the reference database of choice [111, 
112]. 

4.5. Prediction algorithms 

Advances in MPS technologies coincided with improvements in 
bioinformatics data analysis methods such as machine learning (ML). 
Among other applications of forensic relevance, this potentially allows 
the prediction of the host’s lifestyle or other traits from microbiome data 
[113], which can provide useful information to find unknown perpe-
trators, for instance together with human DNA-based prediction of 
appearance, bio-geographic ancestry and age [114]. Several authors 
including us have proven the promise of ML methods in forensic 
microbiome-based applications [12,13,24,30]. However, one major 
issue is the lack of generalizable prediction methods applicable to 
microbiome datasets other than the study-specific one. As an example, 
considering two studies with the same research question, the total 
number of microorganisms detected in study one is unlikely to be 
identified in study two due to biological and/or technical variation. This 
leads to incomparability issues of different studies so that a model based 
on data from study one cannot be applied to data from study two, 
because of missing data. Moreover, the total number of shared taxa 
between studies is expected to be even smaller when low taxonomic 
levels are analysed (e.g. species level). One way to solve this is to only 
select the taxa observed across the different studies for analysis, though 
this can reduce the prediction accuracy as it ignores informative taxa in 
each separate dataset. 

Moreover, forensic microbiome studies should put more emphasis on 
the detailed and correct report of the ML pipeline used, e.g., describing 
reasons for the ML of choice, variation in the performance of different 
folds of cross-validation as well as between validation and test sets 
[115]. Ideally, these reports should also allow interpretation by 
non-experts in the field of ML. This can ultimately help other researchers 
to better assess the most appropriate ML method for a given application 
and to create awareness about the challenges and limitations encoun-
tered with different data types. 

Additionally, if not used for intelligence purposes only, outcomes 
from the ML algorithms should be adjusted to the rigorous testing 
framework used in forensic investigations (e.g. likelihood ratios) in 
order to be accepted in court. To this, the statistical challenges intrinsic 
to mixed samples from different persons should be added. This is already 
highly complex when analysing mixed human DNA profiles of two or a 
few individuals and might be much more tedious in microbiome profiles 
consisting of dozens or hundreds of microorganisms, which is a pending 
task for the forensic microbiome research community. 

5. Data issues and potential solutions 

Current forensic microbiome research also faces data-related chal-
lenges that should be considered in future studies and eventually solved 

(Fig. 3). Most previous forensic microbiome studies suffered from (too) 
small sample size, partly caused by hurdles associated with data pro-
duction that can be of ethical, administrative, availability and financial 
nature. A potential solution is to bypass the raw data production phase 
and directly make use of the large amounts of microbiome data depos-
ited in public repositories, if such data are suitable to address the 
forensic study aim; e.g., the use of publicly available human microbiome 
data as training dataset in prediction modelling for tissue/body fluid 
identification like we did [12,13]. Over the recent years, publicly 
available human microbiome data have increased exponentially in 
number and size, especially those originating from large consortia, such 
as the HMP [8] and the American Gut Project (AGP) [116]. However, 
apart from the technical challenges discussed before, many other issues 
related to the data themselves must be considered too, such as the un-
even microbiome research on different body sites based on their clinical 
relevance, which limits the application of public human microbiome 
data for non-medical purposes such as in forensics. 

To illustrate this, we refer to the review by Proctor et al. [117] on the 
microbiome research carried out at the United States National Institutes 
of Health (NIH) during a 10 year period (2007–2016), which is a good 
proxy of the general human microbiome literature. According to this 
review, three quarters of the research has focused on just four body sites: 
gastrointestinal (GI) tract, urogenital tract (primarily vaginal), oral 
cavity and lung. From those, GI tract corresponds to 40% of the total 
research, which mainly analysed stool samples, while skin and nares 
microbiomes each represented only 3% of the total research output. The 
remaining body sites, tissues and systems include ear, eye, liver, blood, 
cardiovascular system and central nervous system. Hence, public 
microbiome data repositories typically lack data from forensically 
relevant tissues and body fluids, such as seminal fluid, venous blood or 
menstrual blood. 

Additionally, samples included in forensic validation studies (e.g. 
mock casework samples) are prepared, stored and collected in very 
specific ways, that do not resemble those of the samples normally 
included in public repositories. As a result, in many cases, forensic 
microbiome researchers do not have any other option than produce raw 
microbiome data themselves, which requires availability of samples in 
large enough quantities as well as the resources for sample analysis. It is 
worth mentioning that the forensic community will enormously benefit 
from multi-collaborative efforts that allow studies of large sample size 
and the subsequent associated microbiome data deposition in public 
repositories, such as the Critical Assessment of Massive Data Analysis 
(CAMDA) of Metagenomics and Metadesign of Subways and Urban Bi-
omes (MetaSUB) ‘Forensic Challenge’ [118]. 

Moreover, most forensic microbiome studies as well as the publicly 
available microbiome data from large consortia have focused on 
studying samples obtained from individuals living in the USA and 
Europe. Whether their findings can be generalized to other populations 
is still to be determined [119]. More recently, studies are emerging with 
study subjects from other countries with similar industrialization pro-
files and lifestyle including China, Japan and Israel, although there is a 
clear underrepresentation of populations in Africa, South America and 
other regions in Asia (e.g. India). These underrepresented regions 
potentially possess distinct genetic [120,121], ethnic [122,123], socio-
cultural [124,125] and lifestyle [126,127] backgrounds that shape their 
microbiome. Other factors, such as the donors’ age, are also unevenly 
distributed across the samples described in the microbiome literature. 
From a forensic standpoint, it is important to have microbiome infor-
mation from as many diverse human samples as possible in order to 
assess the generalization of any proposed investigative tool. Future 
research needs to establish whether such human population differences 
impact on the forensic microbiome applications. 

Finally, although not specific only to human microbiome research, 
another aspect that we would like to point out is the high variability in 
metadata between studies, especially when publicly available micro-
biome data are used in future forensic research. Currently available 
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metadata is often misannotated, misleading and non-standardized, 
which makes sample reanalysis overly complex [128]. Importantly, 
metadata does not only refer to sample attributes, but also to sample 
preparation and processing [128]. The variability of metadata can limit 
the conclusions, since the observed patterns might not be attributable to 
a certain factor(s) [129,130] that should also be considered when 
selecting study subjects. In this context, we call attention to the necessity 
of validating metadata submitted to public repositories by providing 
immediate and informative feedback to the submitting researchers 
[128]. 

6. Future outlook 

Although forensic microbiome analysis is still in its infancy, it has 
been demonstrated already by us and others that with further research 
and appropriate validation the use of the human microbiome for 
forensic purposes holds great promises. Once the current knowledge, 
technology and data issues are solved, the human microbiome can be 
applied as a very advantageous forensic tool, especially where other 
human (non-microbial) approaches present limitations. With this, we do 
not imply that other approaches should be replaced by microbiome 
analysis, but instead whenever possible to join forces with such other 
approaches aiming to answer challenging but relevant forensic ques-
tions. For instance, bacterial DNA seems to be more resistant to harsh 
environmental conditions (i.e. chemical and physical agents) compared 
to human DNA due to the circular nature of the bacterial DNA molecule 
and its localization within a cell furnished with a wall of peptidoglycan 
matrix [87]. We have previously shown that a human microbiome-based 
approach can perform better than human RNA-based methods for the 
tissue/body fluid identification of challenging samples, such as for skin 
traces deposited on ‘touched’ objects [12] and for body fluids of a 
complex nature like menstrual blood [13]. 

Further research is also needed on the impact the timespan between 
trace deposition at the crime scene and collection of a reference sample 
from a known suspect has on the microbiome outcome. Intra-individual 
variation in the microbial community between the two time points (e.g. 
based on change in individual’s lifestyle habits, disease onset, circadian 
rhythms in the microbial community) could make the comparison be-
tween crime scene trace and reference samples difficult or unreliable. 
Also, the magnitude of the inter-individual variation on the applica-
tion’s generalizability should be further assessed and aimed to be solved 
for instance at the data or analysis level. Additionally, the timewise 
stability or instability of the microbiome ex vivo that may be desired 
depending on the forensic application should be further investigated. 

Moreover, the forensic microbiome community should consider 
testing multi-omics approaches for answering relevant forensic ques-
tions. Studying ‘what organisms are present’ in a sample via DNA-based 
analysis is not always enough to capture the entire complexity of the 
human microbiome. It is known that microbial community assembly is 
primarily mediated by functional niches rather than a requirement for 
specific microorganisms [1,131]. Therefore, analysing ‘what the mi-
croorganisms are doing’ from metatranscriptomics [132], meta-
proteomics [133] and metabolomics [134] can help in adding new 
dimensions to address relevant forensic questions. Combining different 
microbial-derived omics data will also be important to avoid wrong 
conclusions. For example, some bacteria from different species perform 
the same function (e.g. lactic acid production in vagina), which based on 
metabolomics data would look the same, but based on DNA data might 
look different. 

Lastly, the forensic microbiome community should overcome the 
current lack of experimental, analytical and (meta)data standardization. 
This will ultimately make forensic microbiome data findable, accessible, 
interoperable and reusable (FAIR) [135] and boost the forensic micro-
biome research and applications. In the USA, current multi-collaborative 
efforts such as the Microbiome Quality Control project (MBCQ) [136] 
and the International Human Microbiome Standards group (IHMS) 

[137] focus on the comprehensive evaluation of microbiome methods to 
promote the best practices through the field and increase the compa-
rability of the results between studies. In the European Union, the Ma-
chine Learning for Microbiome ‘ML4M’ action aims to optimise and 
standardise the ML and statistical methods used in microbiome analysis 
and create publicly available benchmark datasets [138]. The forensic 
microbiome community would strongly benefit from standardised 
microbiome approaches to further optimise and validate them based on 
their specific needs for application in the forensic context. 

Overall, we are optimistic that the current hurdles in forensic 
microbiome analysis outlined here will be overcome by further scientific 
and technical progress along the lines we proposed here, so that human 
microbiome analysis will become an integral part of the forensic toolkit 
in the not too distant future. 
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