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ABSTRACT
Introduction: The amount of mandatory data that needs to be analyzed as part of a medical device 
postmarket surveillance (PMS) system has grown exponentially in recent times. This is a consequence of 
increasingly demanding and complex regulatory requirements from Health Authorities, aimed at 
a better understanding of the medical device safety evaluation. Proactive approaches to PMS processes 
are becoming more necessary as regulators increase the scrutiny of device safety. New technologies 
have been explored to address some of the challenges associated with this changing regulatory 
environment.
Areas covered: This paper focuses on the different technical aspects of blockchain and how this new 
technology has the potential to support the ongoing efforts to improve the PMS system for medical devices.
Expert opinion: To address these challenges, we suggest to generate a private PMS data permissioned 
blockchain with a proof-of-authority consensus mechanism, to which only a restricted number of 
designated and audited participants have authorization to validate transactions and add them to the 
PMS data blockchain ledger. Blockchain has the potential to support a more efficient approach, which 
could offer many advantages to the different stakeholders involved in the PMS process, such as 
supporting with new regulatory initiatives.
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1. Introduction

The amount of required data that needs to be analyzed as 
part of a medical device postmarket surveillance (PMS) 
system has grown exponentially in recent times. This is 
a consequence of increasingly demanding and complex 
regulatory requirements from Health Authorities, aimed at 
a better understanding of the medical device safety eva
luation. One of the main goals of the new regulations is to 
ensure a rapid, reliable and efficient exchange of PMS data 
to ensure medical device safety issues are identified in 
a timely manner, and appropriate action is taken accord
ingly. Proactive approaches to PMS processes are becom
ing more necessary as regulators increase the scrutiny of 
device safety [1,2]. This has led many of the stakeholders 
involved in the process of safety evaluation of medical 
devices to explore solutions to address some of the chal
lenges associated with this changing regulatory environ
ment. Furthermore, they understand the need to respond 
to some of the gaps associated with this process [3,4]. As 
in any other field of the medical device industry, the 
stakeholders have started working on artificial intelligence 
(AI) solutions that could help change the current reactive 
medical device PMS system. Some of the solutions that 
have been explored thus far in the area of medical devices 
include machine learning, robotic process automation, 
Internet of things and blockchain. Latter will be described 
briefly.

Blockchain technology has gained a high degree of atten
tion over the past 2 years [5]. Blockchain can be understood as 
serving its users as a circulated database. That database per
mits its users to process data via specific nodes attached to 
the network. The traditional data exchange approach would 
have users maintain data via a centralized authority. 
Blockchain decentralizes that process and allows users to 
transact with one another without a third-party intervention, 
which is a major benefit of the blockchain process. As an 
example, let user C represent the so-called third party such 
as a governmental or healthcare regulatory body. 
Traditionally, if user A and user B wish to transact, user 
C would get involved to authenticate the identity of both 
users. However, in the blockchain setting, there is no more 
necessity for user C to intervene. The blockchain environment 
has led the way to new opportunities for transactions: a user 
may use blockchain technology to digitize, code and insert 
virtually any transaction of information in an immutable, dis
tributed and secure manner.

In this paper, we will focus on the different technical 
aspects of blockchain and how this new technology has the 
potential to support the ongoing efforts to improve the PMS 
system for medical devices.

2. Blockchain technology

A blockchain is a decentralized, distributed, and oftentimes 
public, digital ledger that is used to record transactions 
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across many computers so that any involved record cannot 
be altered retroactively, without the alteration of all subse
quent blocks [6]. Blockchain is a technology based on public 
secure communication to track historical transactions 
related to distributed patient records. For example, 
Blockchain technology can offer efficient safety data 
exchange while maintaining data privacy, integrity and 
accessibility. This new technology could make available sub
stantial quantities of anonymous PMS data from different 
sources (spontaneous reports, medical device registries, 
nonstandard data sources).

Blockchain enables multiple parties within a network to 
share a single ledger, which all parties can trust as valid. 
Each new piece of data (transaction) is included in 
a ‘block’, each block containing a hash of the prior block, 
connecting it to its predecessor and creating a chain of 
blocks – or blockchain. The network timestamps transac
tions by hashing them into a continuous chain of hash- 
based proof-of-work, creating a record that cannot be 
altered without redoing the proof-of-work [7]. These 
recorded transactions may be used to support currencies 
and payments but also safety data [8] (see Table 1). A node 
that is part of this network has to verify each new transac
tion to ensure its completeness. As each transaction in 
a block of a blockchain is verified by all of the nodes in 
the network, it becomes more immutable with every block 
added to the chain. The diagram below shows the work
flow of the blockchain process (as shown in Figure 1). 
There are different levels of verification of ledgers. 
A public blockchain has ledgers that can be viewed by 
anyone, and anyone can verify and add a block of transac
tions to the blockchain [9]. A private blockchain allows 
only specific individuals in the organizations to verify and 
add transaction blocks but everyone on the internet is 
generally allowed to view them, depending on the type 
of blockchain [10]. Consortium: only a specific type of 
group within the organization (such as banks) can verify 
and add transaction but the ledger can be opened or 
restricted to the selected group [11].

3. Challenges related to adequate postmarket 
surveillance of medical devices

The following issues have been identified as challenges asso
ciated with implementation of adequate postmarket surveil
lance of medical devices:

3.1. Security & exchange of data

With a growing number of new technologies that connect 
medical devices, there is a potential for hacking of PMS 
data, which should be prevented [2,3]. A secure environ
ment for data exchange is required to ensure rapid sharing 
with appropriate stakeholders. The timely exchange of PMS 
data throughout the different PMS data sources and PMS 
documents is one of the main challenges associated with 
the safety signal detection process for medical devices. The 
failure to promptly identify safety issues associated with 
marketed medical devices has recently led to public health 
scandals [12,13].

3.2. Medical device traceability

The identification of the root cause of the adverse event is 
crucial for a robust PMS system. In order to identify the root 
cause, the evaluation of the medical device sample is key to 
isolate the failure mode associated with the event, and is often 
lacking [4].

3.3. Counterfeit

Counterfeiting medical devices is a well-known threat to 
patient safety [14]. To address this issue, there has been an 
increasing regulatory demand for more information about the 
medical device origin [1].

Article Highlights

● Proactive approaches topostmarket surveillance are becoming more 
necessary as regulators increase the scrutiny of medical device safety.

● Blockchain technology has the potential to solve some of the current 
challenges associated with the safety surveillance of medical devices 
by supporting device traceability, andefficient safety data exchange 
while maintaining data privacy, integrity and accessibility.

● Recommendations on how to address identified challenges related to 
the use of blockchain in the safety surveillance of medical devices are 
presented with a focus on solutions associated with data privacy, data 
storage, data exchange and data standardization.

● The suggested private postmarket surveillance data permissioned 
blockchain with a proof-of-authority consensus mechanism as well 
as the proposed step-wise implementation process are the foundation 
of the future blockchain-based safety surveillance system for medical 
devices.

● A solid knowledge of the current challenges and needs of the medical 
device industry, and continuous collaboration with blockchain tech
nology experts will ultimately lead to the successful implementation 
of blockchain in the postmarket surveillance of medical devices.

Table 1. Key features of blockchain.

Key features Functionality Description

Immutable Blockchain is an immutable record that is distributed 
across multiple computers. The computers in the 
system compete to have the ability to add a new block 
(mining). Each block contains the prior block’s hash. 
The blocks become reserved forever, and cannot be 
altered easily without having control of more than 51% 
of the nodes simultaneously.

Distributed Blockchain does not have a controlling authority of the 
data. Participants prove themselves through Proof of 
Work or Proof of Stake. The data can be accessed, and 
updated on multiple computers.

Transparent The data on blockchain is transparent to users, and can 
be further updated easily. The transparent nature of 
blockchains prevents data from being modified.

Autonomy Each node on the blockchain system can store, transfer, 
and update the data securely, without any external 
interference.

Open Source Blockchain offers an open source access to all the 
stakeholders connected to the network.

Anonymity As data transfers from one node to another node, the 
identity of the individual during the data transfer 
remains anonymous.

1124 J. PANE ET AL.



3.4. Regulatory actions

To execute regulatory actions related to safety, it is required to 
quickly identify the location of all the medical devices in the 
market, which requires a Unique Device Identifier (UDI) [4].

3.5. Standardization

One of the main challenges during the safety signal detection 
of medical devices is the lack of standardization and harmo
nization of PMS data sources. Each PMS data source contains 
different content and uses a different methodology to store 
the data [3]. Two of the main types of medical device PMS 
data sources are Spontaneous Reporting Systems (SRS) and 
medical device registries. These two data sources have its own 
benefits and limitations:

- Spontaneous Reporting Systems: SRS are reactive systems 
that contain reports of patient harms and product pro
blems collected from healthcare professionals, patients, 

healthcare authorities and manufacturers whether 
reported directly or through published articles. SRS are 
organized based on the relationship between medical 
devices and events. The data collection cover large popu
lations and their processing is centralized normally in 
a repository or database where they are available for 
assessment [15,16,17,18,19]. Nevertheless, SRS suffer 
from different limitations including: lack of harmonized 
global standard data set for reporting which makes inte
gration of data from different databases challenging 
[3,20], difficulty to determine root causes for individual 
events conclusively due to limited information and no 
access to the actual device, with a large part of investiga
tion results being inconclusive [4], missing and incom
plete data that impact the evaluation of the case, 
underreporting and over-reporting where medical devices 
with well-known adverse event/product problems are 
more likely to be reported than other medical devices 
based on influence from social network, or media cover
age [21].

– Medical Device Registries: A medical device registry is 
defined as an ‘organized system with a primary aim to 
increase the knowledge on medical devices contributing 
to improve the quality of patient care that continuously 
collects relevant data, evaluates meaningful outcomes 
and comprehensively covers the population defined by 
exposure to particular device(s) at a reasonably general
izable scale (e.g. international, national, regional, and 
health system)’ [22]. Medical device registries typically 
contain valuable information such as medical device 
information, diagnoses, medications, medical narratives 
and surgical interventions. Unlike spontaneous reports, 
medical device registries are not restricted to patients 
experiencing medical device product problems or 
patient harms. Therefore, medical device registries data 
provide some advantages that can be used to comple
ment the more traditional PMS data sources (SRS), parti
cularly confirmatory studies and the possibility to 
perform active PMS [23,24]. Although the use of medical 
device registries presents many advantages, it also pre
sents certain challenges:

o Lack of standardization: the characteristics of the registry 
might vary across countries with differences in granular
ity, consistency and quality of data, duration of longitu
dinal follow-up, attrition rates, data privacy standards, 
regulation, ability and level of information exchange 
[25]. This lack of standardization between the different 
registries may lead to a possible delay before PMS data 
from international registries is collected and consoli
dated, eventually causing a delay in safety signal verifica
tion [22].

o The lack of use of a harmonized UDI and nomenclature 
codes impacts the analysis of device outcome informa
tion from the registry [26].

3.6. User training

A key contributing factor to adverse events with medical 
devices is the user error [3]. Development of appropriate risk 

Transaction 
authorized by all 

nodes

Transaction added 
to the chain forever

Transaction 
transmitted to all 

nodes

Transaction request 

Figure 1. Workflow of the blockchain process.
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mitigation activities, mainly training, is essential to ensure safe 
handling of medical devices.

4. Opportunities for use of blockchain technology to 
address challenges in medical device PMS system

For medical device PMS we see potential for a public permis
sionless blockchain, and for a private permissioned blockchain, 
which may address several of the challenges that have been 
mentioned above (see Table 2).

4.1. Medical device traceability

Blockchain technology may very well support the global 
implementation of UDI. Blockchain enables the recording 
of data of all production and ongoing usage or mainte
nance. Its immutable and reliable workflow will support 
the medical device manufacturers with complete traceability 
and provide evidence on any safety issue associated with 
the specific medical device. This type of technology is 
becoming more relevant following the additional traceabil
ity requirements (Articles 25 and 27 of the EU MDR) [1], 
which will come into place in May 2021. The new regulation 
requires an UDI to be included on all product packaging in 
both human-readable and machine-readable form. Annex VI 
of the MDR discusses the usage of automatic identification 
and data capture tools such as QR codes or bar codes, 
which could eventually be used in conjunction with block
chain technology. Machine-readable information can be 
encoded within a bar code, and potentially include access 
to a blockchain traceability system within the one bar code 
[27]. The blockchain traceability tool serves in the recording 
of each step of the supply chain and interaction with the 
product. Any economic operator, who is engaged with that 
medical device, would have access to the blockchain and 
thus would be able to review the interactions of that med
ical device. This activity will make important data efficiently 
available to the health authorities. By reading the block
chain, end-recipients could autonomously confirm that 
a medical device is genuine by confirming its authenticity 

against the UDI database and through the supply chain. 
Article 28 of the new MDR requires that the UDI database 
warrants ‘maximum accessibility to information stored 
therein, including multi-user access’ and which shall ‘vali
date, collate, process and make available to the public (the 
information)’. The regulation requires ‘appropriate meth
ods … for validation of the data provided’ and that ‘man
ufacturers … periodically verify the correctness of all of the 
data relevant to devices they have placed on the market’ 
[1]. A blockchain-based repository could provide some of 
the functionalities the regulators require.

4.2. Regulatory actions & counterfeit

The global adoption of UDI [4], and blockchain technology 
could improve the efficiency of the regulatory action coordi
nation process by tracking all the medical devices that are on 
the market to ensure fast and efficient removal from the 
market. Through its ability to track all transactions, blockchain 
technology is able to monitor every stage of the medical 
device supply chain. Blockchain will reinforce data integrity 
and improve medical device traceability across the supply 
chain, and will also help to verify medical device 
counterfeiting.

4.3. Security, standardization & exchange of PMS data

The immutability of Blockchain supports fraud detection by 
prohibiting any replication or alteration in the transaction, 
leading to a transparent, reliable and secure record. 
Blockchain may support a more proactive approach to col
lect PMS data (spontaneous reports, registries, nonstandard 
data sources, etc.), by allowing to directly obtain data with
out the need to ‘actively report’ the adverse event; e.g. 
a patient entry in a medical device registry is completed, 
or a healthcare professional enters information on an 
adverse event related to a device in an electronic health 
record. This could become a block of data that is shared 
when the relevant data fields are entered, without the need 
to actively choose to report an adverse event. This initiative 
could lead to an increased amount of postmarket data with 
limited human interaction that would eventually lead to 
better quality of collected PMS data.

Blockchain provides a distributed secure framework for any 
exchange of safety data. This type of framework is not part of 
a central group ‘controlling’ its accesses and, therefore less likely 
to be affected by a cyberattack. The nature of distribution of 
blockchain could help to maintain PMS data in a more systematic 
way, and provide permanent secure storage of medical device 
PMS data through new storage solutions which enable users to 
store PMS data in a platform that live forever on a blockchain, all 
while keeping the speed high and a low monetary cost low.

The PMS data could be part of the distributed ledger of 
an approved blockchain. The integration of blockchain in 
PMS has the potential to standardize the content and the 
format of PMS data sources, and create a more efficient 
protected PMS data exchange process [28], guarantee data 
integrity and transparency, and eliminate any human inter
vention; from data creation to data retrieval. The 

Table 2. Applications of blockchain technology in PMS of medical devices.

Gap in Medical Device PMS How blockchain can address this gap

Medical device traceability Blockchain technology could support the 
global implementation of UDI.

Regulatory actions and 
counterfeit

Blockchain can be used to track and monitor 
regulatory actions related to the market 
release of devices, and will also help to 
verify medical device counterfeiting.

Security, standardization and 
exchange of PMS data

Blockchain can provide a secure real time 
exchange of PMS data, which could be 
part of the distributed ledger of an 
approved blockchain. The integration of 
blockchain in PMS has the potential to 
standardize the content and the format of 
PMS data sources, and create a more 
efficient protected PMS data exchange 
process.

User errors Blockchain can fastly identify different type 
of user errors in a faster manner, and find 
the training required to address the type 
of user error.
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involvement of many and unrelated participants strengthens 
the integrity of the chain by decreasing the risk of collusion 
to modify data. This risk is reduced due to the fact that 
consensus is mandatory to change the chain. Although the 
PMS data on a public blockchain would be secure and the 
identity of the participants would be pseudonymized, the 
data would not be private. Instead, data would be transpar
ent for all participants to review. To enable privacy, ‘private’ 
blockchains should be developed, so that only certain sta
keholders can participate, review and modify the blockchain. 
This type of ‘private’ blockchains could be used for the 
exchange of PMS data between the different stakeholders 
involved in the process of safety evaluation of medical 
devices.

4.4. User errors

Blockchain technology can support the identification of safety 
issues for software devices related to user error in a faster man
ner informing the manufacturer on the type of user error and 
identifying the training required to address the type of user error.

5. Challenges in use of blockchain technology

In order to ensure the successful implementation of block
chain in the PMS process of medical devices, it is crucial to 
understand the challenges associated with the use of this new 
technology (Table 3).

5.1. Security and privacy of data

Blockchain provides a higher level of security as the need for 
a third-party involvement in the completion of the transaction 
of safety data is eliminated. Nevertheless, the data becomes 
vulnerable to potential privacy and security risks as the 
mechanism of blockchain allows the entire community of 
users, rather than a single third party, to verify the records in 
a blockchain architecture [5]. Since all nodes are able to view 
the data transmitted by one node, data privacy cannot be 
ensured. Absence of a third party for approval requires the 
patient to pick one representative that can view his informa
tion, in the case of an emergency. This representative may 
allow other individuals to access the records of the same 
patient, which may generate a significant data privacy and 
security risk. The alternative option would be to create high- 
security mechanisms to the data, but this would result in 
obstacles in transferring the data from one block to another 
and, thus, lack of access of data. In addition, blockchain net
works are vulnerable to a kind of security breach known as 
51% attack [29,30]. This attack consists of a group of miners 
that collectively own more than 50% of the nodes in 
a blockchain network and collaborate to alter the blockchain 
data. The miners get an authority of the network and could 
prevent the completion of any new transactions by not 
authorizing them with the consent. Five cryptocurrencies 
have recently been a victim of this attack [31]. Lastly, another 
challenge associated with the use of blockchain with PMS is 
that a patient record might have sensitive data that is 

unsuitable to be on the blockchain [32]. To address these 
challenges, we suggest to generate a private PMS data per
missioned blockchain with a proof-of-authority consensus 
mechanism, where only a restricted number of designated 
and audited participants have authorization to validate trans
actions and add them to the PMS data blockchain ledger. 
Alternatively, we could recommend a reliable decision- 
making setting: for example, using the blockchain-based sys
tem called MedRec [33], patients/healthcare professionals/ 
manufacturers/health authorities can approve the addition of 
new members to the private blockchain, protect and identify 
the members of the PMS community responsible for approv
ing changes, and govern the sharing between the different 
stakeholders. This enables members of the PMS community to 
add a new record associated with a specific patient, and 
patients can approve sharing of records between different 
stakeholders. There is prioritization of use in all user- 
stakeholder interactions, and this will provide a single data
base to review any updates to patients’ medical history. In 
addition to enhance PMS stakeholders control over PMS data 
sharing, this proposal could also remove one of the main 
obstacles during exchange of PMS data which is data reliabil
ity [28].

Yet another solution would be to ensure full data privacy to 
participants during the PMS data transaction, while still being 
able to validate the authenticity of the transaction. However, 
some of the participants in our private blockchain could be 
medical device manufacturers. The conventional blockchain 
application would allow participants to obtain sensitive pri
vate data about their competitors. To eliminate any risk of 
competitors acquiring sensitive information about each other, 
our PMS private blockchain should build a zero-knowledge 
proof algorithm mechanism ensuring that competitors cannot 
see the transaction data of their competitors, while allowing 
transactions to be validated [34].

5.2. Manage data storage

Another challenge is the management of data storage capa
city. The traditional web and its data storage systems are 
fragile and liable to potential data losses. Contrary to what 
happens with the traditional centralized data storage systems, 
blockchain offers a distributed tool to store the data. 
Blockchain is designed to track and complete the transaction 
of data. However, PMS has a large amount of data that must 
be stored on a regular basis [35]. All the PMS data in the 
blockchain should be available to all the nodes in the chain, 
which needs a great storage capacity [6,36]. Due to growing 
number of PMS databases, the rapidity of event searching and 
editing can be low and this could represent a challenge, which 
is highly unsuitable for the PMS data transactions where speed 
is crucial. Therefore, to address this challenge, a blockchain 
solution needs to have huge storage capacity in order to be 
scalable [37]. As an example; this solution could be related to 
the development of a platform that enables the user to store 
PMS data that live forever on a blockchain, all while keeping 
high speed and a low monetary cost.
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5.3. Interoperability issues – exchange of PMS data

PMS databases are off-line, centralized, local databases with 
a very different architecture as compared to the blockchain 
technology, which is distributed and decentralized In order to 
implement blockchain technology, an efficient PMS database 
capable of enabling interoperability among the different PMS 
stakeholders will need to be set up [28]. One of the main 
challenges of this implementation is that most of the global 
regulations still require the exchange of PMS data to be con
trolled by central health authorities, and they also mandate to 
comply with data privacy requirements when completing 
transactions of PMS data [27]. These challenges could be 
mitigated with the use of a private PMS permissioned block
chain with a proof-of-authority consensus mechanism, where 
only a restricted number of designated and audited partici
pants (health authorities, manufacturers and reporting facil
ities) have authorization to validate transactions and add them 
to the PMS data blockchain ledger. New global guidance need 
to be developed to ensure successful blockchain implementa
tion, and that all current PMS data sources would need to be 
converted to the new private PMS permissioned blockchain 
system.

5.4. Standardization challenges

The integration of blockchain in PMS has the potential to 
standardize protected PMS data exchange in a more efficient 
manner [28]. However, blockchain technology is still in its 
beginning, and its practical implementation in PMS of medical 
devices will have standardization challenges. Health 
Authorities should develop international standardized docu
ments to scrutinize the shared data in terms of size, nature, 
and format of the data exchanged in blockchain applications. 
The lack of a harmonized data set could lead to each country/ 
region generating a block with a different data set. Blockchain 
applications will not deliver value if the existing PMS data 
exchange systems are not fully integrated, and all business 
rules are followed and automatically enforced.

5.5. Behavioral challenges

In addition to the mentioned technical challenges, blockchain 
technology is still developing, and therefore, faces behavioral 
challenges, like cultural change. Although the medical device 
industry is gradually moving toward digitization, there is still 
a lot that needs to be changed in order to totally transform 
the current heavy-administrative PMS data exchange tools to 
this blockchain technology, which has not yet been validated 
in PMS data exchange. Convincing doctors, patients, manufac
turers and health authorities to switch from paperwork to 
making use of technology will not be an easy process and 
will take time and training. Due to its low adoption rate in the 
healthcare industry in general, the technology and regulations 
offered are relatively untrusted [37]. The stakeholders involved 
in PMS process for medical devices should develop educa
tional materials to disseminate, and identify the strengths 

and opportunities of blockchain technology in the medical 
device industry.

5.6. Monetary cost

Due to the limited talent that currently exists to write the 
blockchain infrastructure, it is expensive to get the data on 
the block, and then for a certain number of blocks to be 
created to ensure our block is irrevocable. Therefore, since 
PMS data exchange should be completed in a timely manner 
to ensure early identification of safety risks, we may need to 
speed up the transaction time (number of transactions 
per second). In order to do that, we may need to pay more 
transactional charges (which can get expensive, depending on 
the network availability). The cost to implement this new 
technology in the PMS system should be taken into considera
tion. Some hospitals are not fully computerized and would not 
be able to share data with each other (e.g. if they do not 
belong to the same consortium). A major shift in IT systems 
will need to occur and the cost of that transition to full IT 
systems with blockchain technology could be significant. The 
different PMS stakeholders (health authorities, manufacturers 
and hospitals) should financially support this technological 
shift. Some of them have already started exploring the use 
of this new technology; the EU Commission announced the 
launch of an EU Blockchain Observatory and Forum to monitor 
PMS data, evaluate trends, and address emerging issues [38]. 
The project is part of an initiative to develop a standardized 
approach to blockchain for the EU [39] that could potentially 
extend to the Eudamed database in the future.

6. Implementation strategy of the new private PMS 
data permissioned blockchain: 10-year plan

In order to successfully implement the new private permis
sioned blockchain in PMS of medical devices, it is important to 
design a step-wise implementation strategy with clear goals, 
timelines, roles and responsibilities. The entire project should 
be funded by a consortia comprised of the different PMS 
stakeholders (Health Authorities, Manufacturers and 
Hospitals) and coordinated by IMDRF. Each member is to pay 
yearly fees to economically support the changes required to 
build and implement the new PMS system of medical devices 
based on the new private PMS data permissioned blockchain.

6.1. Phase I- standardization (1st – 2nd year)

The International Medical Device Regulatory Forum (IMDRF) is 
a group of medical device regulators (Australia – TGA, Brazil – 
ANVISA, Health Canada, China FDA, European Commission, 
Japanese PMDA and MHLW, Russian Ministry of Health, 
Singapore – HSA, South Korea – Ministry of Food and Drug 
Safety, US FDA) that have voluntarily come together to harmo
nize the regulatory requirements for medical products that vary 
from country to country. IMDRF will start a project to standar
dize the different PMS requirements across jurisdictions. In order 
to ensure that PMS data will be captured consistently in the new 
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blockchain system, IMDRF will coordinate the standardization 
efforts required for the implementation of the new system. 
IMDRF will need to negotiate with the different PMS stake
holders (HAs, hospitals and manufacturers) to reach consensus 
on the identification of the PMS data sources, the adverse event 
reporting criteria, the adverse event coding dictionaries, and the 
device identification systems that will eventually be used glob
ally in the new private permissioned blockchain.

6.2. Phase II – new global PMS database & private data 
permissioned blockchain (3rd – 4th year)

After agreeing and deciding on the global PMS requirements 
and the new global adverse event reporting dataset, IMDRF 
will start working with a technology partner to develop the 
new PMS global database software that will use a new private 
data permissioned blockchain with proof-of-authority to verify 
every PMS data transaction. Governance will need to be devel
oped regarding participation in and the use of the new global 
PMS database. The principles governing transparency, confi
dentiality, supervision and regulatory reporting of the new 
database, as well as the governing agreements of the private 
data permissioned blockchain will need to be agreed by all 
parties and documented.

6.3. Phase III – US pilot (5th year)

After agreeing and deciding on the global PMS requirements, 
IMDRF will start a pilot in the US for the implementation of the 
new private permissioned blockchain. Manufacturers will need 
to ensure the follow through of the use of blockchain in the 
supply chain management process to guarantee medical 
device traceability using blockchain, and convert the existing 
manufacturer’s PMS data sources (SRS, registries …) to block
chain. Hospitals and Health Authorities participating in the 
pilot will need to ensure the use of blockchain during the 
PMS data exchange process by converting the existing safety 
data sources to blockchain. The pilot should be championed 
by the IMDRF with the participation of one health authority 
(the FDA), 3 US medical device manufacturers and 3 US hos
pitals. The goal of this pilot will be to demonstrate block
chain’s ability to connect different systems and 
administrations, in order to track a common dataset of pro
duct traceability and patient data, and show how blockchain 
could potentially improve PMS of medical devices by reducing 
the time it takes to alert the supply chain of a medical device 
recall, and reducing the time it takes to share PMS data across 
the different PMS stakeholders. IMDRF will need to provide 
a technology partner and a consulting group that will work 
with the manufacturers, hospitals and FDA to provide the 
tools, guidance and support required during the pilot. The 
technology partner will provide the PMS software based on 
the agreed standardized reporting dataset from Phase I. This 
software will use the blockchain infrastructure for the data 
transaction verification. The consulting group will support 
the pilot participants with training, follow-up, and most impor
tantly will ensure that the data is well and correctly captured. 
Lessons learned from the pilot will be shared with all the 
IMDRF members.

6.4. Phase IV – global pilot (6th year)

After the successful completion of the US pilot, a second 
pilot will start on a global level. Again, the IMDRF should 
champion this second pilot, with the participation of 3 
health authorities (the FDA, European Commission, China 
FDA), 9 medical device manufacturers (3 from US, 3 from 
EU, and 3 from China) and 9 hospitals (3 from US, 3 from 
EU, and 3 from China). The goal of this pilot will be to 
address unanswered questions and challenges resulted 
from the US pilot, and demonstrate blockchain’s ability to 
connect different systems and administrations globally, in 
order to track a common dataset of product traceability 
and patient data, taking into consideration the different 
local data privacy regulations, and show how blockchain 
could potentially improve PMS of medical devices. IMDRF 
will need to provide a technology partner and a consulting 
group that will work with the manufacturers, hospitals and 
national health authorities to provide the tools, guidance 
and support required during the pilot. Additionally, and 
given the global environment, such partner and consul
tants will also aid in overcoming any cultural differences 
associated with the implementation of this new technol
ogy (language, technological differences per country, PMS 
data confidentialy requirements, etc.). Lessons learned 
from the pilot will be shared with all the IMDRF members. 
If they find, at any point during or after the pilot, addi
tional areas of focus to ensure the successful implementa
tion globally or if any flaws or limitations are identified, 
the timeline of the pilot is subject to change and 
extension.

6.5. Phase V – new global blockchain regulations (7th – 
8th year)

After the successful completion of the global pilot, each of the 
local health authorities coordinated by the IMDRF will develop 
and publish local regulations and guidelines for the local 
hospitals and local manufacturers to ensure successful imple
mentation of the blockchain system by the global agreed GO- 
LIVE date. The regulations and guidelines will contain direction 
on data privacy management based on the corresponding 
local confidentiality regulations. The documents will also 
include the transition period for the global implementation.

6.6. Phase VI – transition period (9th – 10th year)

During the 2-year transition period, the PMS stakeholders 
should work with the appropriate technological partner and 
consulting group (if required) to implement the GO-LIVE date. 
All hospitals, manufacturers and health authorities will have 
two years to convert the SRS and medical registries to the new 
private PMS data permissioned blockchain. The local health 
authorities will provide local technological and training sup
port to ensure the different country PMS stakeholders will be 
ready to implement the new blockchain system by the agreed 
due date.

1130 J. PANE ET AL.



6.7. Phase VII – GO LIVE

After the 2-year transition period and the GO-LIVE date, 
a dedicated team within the IMDRF group will monitor any 
challenges associated with the usage of the new system. This 
group will provide technological and training support, when 
required. The local health authorities will need to enforce the 
use of this technology across the different local PMS stake
holders, and ensure adherence to the new private PMS data 
permissioned blockchain regulations during the periodic 
inspections of the stakeholder’s PMS system.

7. Conclusion

Blockchain technology has great potential. Its development 
coincides with the timing that PMS for medical devices 
needs to be implemented, which offers a great opportunity 
and synergy.

Our proposed solutions can only be successfully implemen
ted if they are established on the basis of a solid knowledge of 
the current challenges and needs of the medical device indus
try, and in continuous collaboration with a blockchain tech
nology expert. This expert will eliminate the potential failure 
of the new system due to a lack of understanding of the 
performance of blockchain and its impact on PMS process.

This new technology has the potential to support a more 
efficient approach for the PMS of medical devices, which could 
offer many advantages to the different stakeholders involved 
in the process, such as supporting new regulatory initiatives.

8. Expert opinion

In order to guarantee the successful implementation of block
chain in the PMS process of medical devices, it is vital to start 
working on robust initiatives to address the challenges asso
ciated with the use of this new technology.

8.1. What should the PMS community focus on? 
prioritization

The existing resources available to the different stakeholders 
involved in PMS of medical devices are limited. There is a need 
to identify the main priorities the PMS stakeholders should 
focus on:

8.1.1. Data privacy
Blockchain provides a higher level of security as the need for 
a third-party involvement in the completion of the transaction 
of safety data is eliminated. Nevertheless, the data becomes 
vulnerable to potential privacy and security risks as the 
mechanism of blockchain allows the entire community of 
users, rather than a single third party, to verify the records in 
a blockchain architecture. PMS resources should focus on the 
design of solutions that ensure full data privacy to participants 
during the PMS data transaction, and also continue to guar
antee the validation of the authenticity of the transaction.

8.1.2. Data storage
Contrary to the traditional centralized data storage systems, 
the blockchain solution offers a distributed tool to store its 
data. PMS is subject to large amounts of data, which must be 
stored on a regular basis in the blockchain and should be 
available to all the nodes in the chain. In order to ensure the 
scalability, success and availability of our blockchain, a large 
storage capacity will need to be provided to store all data.

8.1.3. Data exchange
Current PMS databases are off-line, centralized, local data
bases with a very different architecture as compared to the 
blockchain technology, which is distributed and decentralized. 
In order to implement blockchain technology, an efficient PMS 
database capable of enabling interoperability among the dif
ferent PMS stakeholders will need to be set up. One of the 
main challenges of this implementation is that most of the 
global regulations still require the exchange of PMS data to be 
controlled by central health authorities. New global guidances 
need to be developed to ensure successful blockchain imple
mentation, and that all current PMS data sources would need 
to be converted to the new PMS global database software that 
will use the new private PMS permissioned blockchain system.

8.1.4. Data standardization
The lack of a standardized data set could lead to each country/ 
region generating a block with a different data set. Blockchain 
applications will not deliver value if the existing PMS data 
exchange systems are not fully integrated, and all business 
rules are followed and automatically enforced. International 
standardized documents to scrutinize the shared data in terms 
of size, nature, and format of the data exchanged in block
chain applications will need to be developed.

If correctly implemented, blockchain technology has the 
potential to solve some of the current challenges associated 
with PMS of medical devices, and will be crucial in the future 
in defining the pillars of the new surveillance system.
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