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cybercrimes were analyzed to gain insight into offline and local dimensions

of these activities. Firstly, we examined whether the networks in these cases

are also involved in other criminal activities than cybercrimes. Secondly, we

analyzed the origin and growth of these networks, with specific attention

for the role or offline interactions on the physical streets. Thirdly, we

explored whether the cases contained information that would indicate

the presence of a street culture informing the activities of the offenders.

Our analysis of both the criminal activities and the origin and development

of the cybercriminal networks highlights the ongoing importance of the

offline world. However, our results shed light on more than just the “hidden

face of cybercrime.” Based on their linguistic practices and motives and

neutralizations, we see examples of how core members, recruiters, and

money mules in different cases are embedded in Dutch street culture.

Our findings, therefore, indicate that cybercrime cases could also be inter-

preted as digital diversifications of traditional street (economic) street

crimes and, thereby, as empirical examples of street offenders adapting to

the rise of technology.

Introduction

In “The Digital Street” (2019:ix) Lane notes how street life in the past few years has “decoupled from
its geographic location to split along the physical street and the digital street.” Lane postulates that
the rise of digitally networked technologies, like social media platforms Facebook and Twitter, has
impacted street life. Nowadays, the experiences of youth get filtered through digital technology,
resulting in the street code being created in both physical and digital spaces. In line with the central
premise of the work of Lane (2015, 2019)), Pyrooz, Decker, and Moule (2015) argue that the Internet
has changed the opportunities available for many aspects of social life in urban environments,
including in the realm of crime and deviance. In particular, Pyrooz et al. (2015: 473) note “that it
is important to understand how offenders adapt and use rising powerful digital technologies, and
whether this parallels or diverges from street offending.” Their findings suggest that while “the
Internet has reached these inner-city populations, access alone is not translating into sophisticated
technological know-how” (Pyrooz, Decker, and Moule 2015: 472) and that “gangs exploit the
Internet to further their collective identity rather than for instrumental means” (Pyrooz, Decker,
and Moule 2015: 493).
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To date, most of the research on the use of digital technologies by offenders has been carried out
in the burgeoning field of cybercrime (for example, Holt and Bossler 2014; Leukfeldt, Kleemans, and
Stol 2017a, 2017b, 2017¢; Lusthaus 2018). Although these studies have enhanced our understanding
of criminality in cyberspace, their focus on the online aspects of these criminal activities tends to
neglect “the hidden face of cybercrime” (Lusthaus and Varese 2017): the offline and local dimension
(see also Lusthaus 2018: 146-170; Leukfeldt, Kleemans, and Stol 2017a, 2017b; Leukfeldt 2017).
Conversely, only a few studies have explored the transforming social interactions of street-oriented
individuals and gangs (Lauger and Densley 2018; Moule, Pyrooz, and Decker 2014; Patton et al.
2019; Pyrooz, Decker, and Moule 2015; Roks 2016; Storrod and Densley 2017; Stuart 2019; Urbanik
and Haggerty 2018; van Hellemont 2012). Moreover, the existing research into the changing nature
of street life and street culture as a result of the growth of technology has centered on expressive,
symbolic aspects, such as reputation building, identity construction, and the changing dynamics of
(online) violence (for an overview, see Irwin-Rogers, Densley, and Pinkney 2018; Peterson and
Densley 2017). Pyrooz, Decker, and Moule (2015: 493) conclude that future research might show
more advanced use of the Internet “once gangs acquire the technological knowhow to exploit the
instrumental opportunities available online.”

To examine the transforming social life of the street, Lane (2015: 46) bridges urban and digital
approaches to street life, because “each have particular commitments in their respective fields that when
combined can be mutually beneficial.” In this article, we undertake a similar endeavor by bridging the
study of (economic) street crimes and cybercrimes. We draw on empirical research into 14 criminal
investigations in the Netherlands on cybercriminal networks that have been involved in financially
motivated online crimes like phishing and the use of malware to gain access to online bank accounts.
Earlier analyses of these cases have been carried out from a cybercrime-perspective, focusing on the
origin, growth, and criminal capabilities of these cybercriminal networks (Leukfeldt 2014; Leukfeldt,
Kleemans, and Stol 2017a, 2017b, 2017c). However, the current analysis starts by looking beyond
cyberspace and focusing on street crimes and street culture. To explore the intersection(s) of (economic)
street crimes and cybercrimes, we zoom in on the offline and local dimensions of these (cyber)criminal
activities. Firstly, we examine whether the networks in these cases are also involved in criminal activities
other than cybercrime. Secondly, we discuss the origin of these networks and their recruitment processes,
paying specific attention to the role of offline interactions on the physical streets of the urban environ-
ment. Lastly, we explore whether these cases reveal the presence of a street culture amongst the offenders
in the networks (Hallsworth 2013; Ilan 2015). In doing so, we question whether the criminal activities
that have been labeled as cybercrimes by Dutch law enforcement agencies could also be seen as digital
(economic) street crimes.

This paper proceeds as follows. Firstly, we give an overview of research into economically
motivated street crimes in a digitized world. Subsequently, the methodological background of the
current study is outlined. Thirdly, in the results section, we discuss the central findings of our
analysis of cybercrime cases as street crimes. Lastly, we discuss the (theoretical) implications of our
results and propose some directions for future research at the intersection of street crime and
cybercrime.

Economically motivated street crimes in a digitized world

Traditionally, the streets and street corners of urban environments are the home of economically
motivated street crimes. Within these settings, scholars have identified a range of instrumental
criminal activities, ranging from “amateur and playful” to professional, high end and high value
criminal transactions (Ilan 2015: 89). In-depth accounts of street and gang cultures operating within
local neighborhoods in the United States (for instance, Anderson 1999; Bourgois 1995) and in
Europe (for instance, de Jong 2007; Densley 2013; Ilan 2015; Roks 2016; Sandberg and Pedersen
2011; van Hellemont 2015) have illustrated that the street economy offers a plethora of criminal
opportunities for motivated street-oriented individuals. A central commonality in these studies is the
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ways community characteristics shape illegitimate offending opportunities, with most research
foregrounding the local drug trade as a means of generating income.

The majority of the abovementioned studies were conducted before the omnipresence of the
Internet had transformed many aspects of social life in the urban environment. Technology, as
Moule et al. (2014: 1419) argue, “is a values-neutral medium that provides new, and different
opportunities for dangerous, deviant, and criminal behaviour, especially for individuals engaged in
street crime.” The Internet might also be a suitable environment to expand criminal activities,
providing new opportunities for making money (Pyrooz, Decker, and Moule 2015: 491). However,
in their research on gang and non-gang members in the United States, Pyrooz, Decker, and Moule
(2015: 492) found gangs were engaging in mostly expressive rather than instrumental online
activities. Building on this instrumental/expressive dichotomy from the research on gangs (Decker
and Pyrooz 2013), Storrod and Densley (2017) seek to answer whether the use of social media by
gangs in London is expressive, instrumental, or both. The findings from their social media context
analysis of UK-based youth, however, suggest a convergence of expressive and instrumental online
behaviors, illustrating that expressive activities can also achieve instrumental goals, and vice versa
(Storrod and Densley 2017: 817).

Several studies have illustrated that street-oriented people make use of new and different
technological opportunities for economic gain. For instance, in his ethnography of gangs in
London, Densley (2013) describes how the gang members in his study exchanged illegal goods,
services, and information via online auction sites, virtual gaming worlds, chatrooms, PayPal
accounts, and synchronous conferencing protocols. Similarly, research on street-oriented youth in
the Netherlands (Roks and van den Broek 2017) and the UK (Storrod and Densley 2017) documents
how online communication technologies like BlackBerry Messenger and WhatsApp, and social
media sites like Twitter, Facebook, and Instagram, are used to sell stolen property or narcotics.
Social media in particular seems to provide new opportunities for both the purchase and sale of
narcotics. In their recent exploration of the use of social media and encrypted messaging apps to
supply and access drugs, Moyle et al. (2019: 102) describe how the use of “Emoji’s” “provide the
gateway to access advertisements for sales of a range of substances: a diamond or snowflake for
cocaine, a capsule for MDMA, and a needle for heroin.” The findings of Moyle et al. (2019: 108)
indicate that “apps ranging from encrypted messaging services to social media platforms are fast
becoming a viable option for accessing drugs.”

In addition, there are also some examples of more advanced uses of technology in economic street
crimes. Storrod and Densley (2017: 680), for instance, note that research indicates that some gangs
use “the internet to commit cybercrimes such as hacking, phishing, fraud, money laundering and
selling stolen goods.” Furthermore, Densley (2013: 99) signals that gang members use “basic
stenography to hide information within image and audio files and applications that allow users to
send private messages that, like the film Mission Impossible, literally self-destruct in seconds.” More
recently, Storrod and Densley (2017) describe how real-time data were integrated into certain aspects
of gangs’ instrumental activities. Their research indicate an extreme form of “remote mothering”
online, with gang members tracking the whereabouts of younger gang members “at all times via
locations tags, GPS tracking, pictures and video calling,” amongst other things to monitor their drug
dealing (Storrod and Densley 2017: 688).

Current study

The overview of the emerging literature on street offending in a digitized world illustrates how
technological advancements are, or could be, utilized to facilitate and enhance already existing street
economic crimes. Pyrooz, Decker, and Moule (2015: 492) state that in their research neither the gang
members nor their non-gang peers had “the technological competency to engage in complex forms
of cybercrime.” Moreover, as Ilan (2015: 89) notes, it “is extremely difficult to engage in economic
street crime to any great level of dedication and success without appropriate street cultural
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competencies and networks.” However, research in the field of cybercrime indicate that not all
street-oriented individuals or gang members need highly advanced technological skills to engage in
cybercrime (see, for Leukfeldt 2017; Leukfeldt, Kleemans, and Stol 2017b). Therefore, in this article,
we will look at cybercriminal activities from a perspective that goes beyond the cyber-elements. We
will address three research questions. First of all, to what extent do the networks in the cases we
studied commit criminal activities other than cybercrime? Secondly, what role do both online and
offline interactions play in the origin and growth of the networks? Lastly, to what extent do these
cases reveal elements of a street culture (Ilan 2015)?

Methods

For this study, we used data collected by the first author in the period 2013-2015 (see, for a detailed
description Leukfeldt 2016). The data were gathered to gain insight into cybercriminal networks
(cybercrime articles based on the data include Leukfeldt 2014; Leukfeldt and Kleemans 2019;
Leukfeldt, Kleemans, and Stol 2017a, 2017b, 2017¢c). However, during the analysis of the data, it
was discovered that many of the cybercriminal networks were not actually that specialized in
cybercrime at all. On the contrary, a number of networks seemed to be traditional criminal networks
that also committed cybercrimes. Therefore, for this article, we concentrate on those networks that
operate from the Netherlands, because we have unique insight into the modus operandi (including
primary and secondary criminal activities) and origin and recruitment process of these networks.
Our analysis, therefore, consists of 14 networks out of the original 18.

Fourteen Dutch criminal investigations into criminal networks that committed cybercrimes were
analyzed to gain insight into the offline and local dimensions of these (criminal) activities. The
criminal investigations into these networks lasted between six months and three years. The Dutch
police — sometimes with the help of law enforcement agencies from other countries - carried out
these investigations in the period 2004-2014.

The police investigations we analyzed are not publicly available. The research proposal had to be
assessed by the Research and Documentation Center (WODC) of the Dutch Ministry of Security and
Justice, which gives advice on the (scientific) quality of the research proposal and the research topic
(e.g. added value regarding current research projects). Furthermore, the Public Prosecutor’s Office
("College van PG’s”) must give permission for the scientific analysis of a police investigation. We
only used investigations into criminal networks that had been completed by the police, that is, the
investigation team had collected enough evidence for the public prosecutor to decide to prosecute
the suspects. This means that we do not know if a judge eventually convicted the members of the
criminal networks. Excluding cases where no ruling is yet available would mean that only a few cases
would remain because it may take years before suspects are convicted (after appeal).

The police investigations contain a wealth of information because of the use of special investiga-
tive powers, such as wiretaps, IP taps, interrogations and analysis of seized computers. Some of these
police files can consist of thousands of pages of relevant (and non-relevant) information. Therefore,
an analytical framework was used to systematically gather relevant information. It took the first
author of this study between two days and two weeks to analyze each police investigation (which
meant filling in the analytical framework (see Annex 1), and the actual analysis was carried out based
on the raw data, i.e. all the completed analytical frameworks). The framework was inspired by the
analytical framework used in the Dutch Organized Crime Monitor, a long-running program
researching the nature of organized crime in the Netherlands (see, for example, Kruisbergen et al.
2018). The analytical framework included the following topics (see Annex 1 for an overview of all
relevant topics in the framework):

e General information about the case (including case number, date of the analysis and names of
relevant respondents that were interviewed).
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e Case information (e.g. investigation code name; relations with other criminal investigations;
location, size, and composition of investigation team).

e Short overview of the investigation (e.g. what was the starting point for this criminal investiga-
tion; on which criminal offenses did the investigation focus; which investigative methods have
been used?).

e Structure of the criminal network (e.g. total number of suspects; description of each of the
suspects; the structure of the criminal network; the composition of the criminal network:
changes within the composition of the criminal network).

e Origin of the criminal group and binding mechanisms (including how, when and where did the
criminal cooperation start; do the suspects have a common background? (family, neighbor-
hood, friends, occupation, place of origin, etc.).

e Modus operandi (e.g. the main criminal activities of the network; the secondary criminal
activities of the network and individual offenders; the working area of the network).

In order to get as much relevant information per topic as possible, the file analysis was comple-
mented by interviews with the Public Prosecution Service, police team leaders, and senior detectives
(including financial and digital experts). Indeed, police files only include the information that is
needed to prosecute the suspects. For example, information about ties between members who carry
out secondary criminal activities might not always be included in the police files. However, the actors
we interviewed could shed light on these topics. Each interview was carried out using an interview
protocol. This interview protocol was in essence the analytical framework (see Annex 1).

Cases were selected using the snowball method. Unfortunately, there is no central registration
system in the Netherlands that allows for a quick overview of all criminal investigations into specific
criminal networks. The first author used his network within the Dutch police and other relevant
parties, for example, public prosecutors, primarily cybercrime teams, fraud teams, and members of
the Dutch Police Academy, to identify cybercriminal networks. Furthermore, an online database in
which court documents are published was used and media analysis was done to find news reports
about relevant cases. During the file analysis, law enforcement officers and public prosecutors
involved in the criminal investigation were asked whether they knew any other relevant cases.

The networks in our analysis all committed cybercrimes. However, not all types of cybercrimes
are included. As the original data collection focused on phishing and banking malware networks,
only criminal networks that carried out these activities are included. Phishing is the process that
aims to obtain users’ personal information by criminals posing as a trusted authority through digital
means, such as e-mail (see, for example, Lastdrager 2014 for a systematic overview of phishing
definitions). In our files, the criminals used phishing to gain access to online bank accounts in order
to steal money from these accounts. Usually, the criminals sent an e-mail that appeared to be from
the victims’ bank. The e-mail refers to an issue that has to be addressed as soon as possible. For
example, a security procedure has to be finished in order to not be banned from the bank.
Thereafter, the victim has to log on to the website of the bank (which is actually a fake website
controlled by the criminals), or has to perform another action which results in giving the criminals
access to the online bank account (the modus operandi will be described in depth later in this
article). Criminals can also take control of online bank accounts through more technological means.
They can use malicious software — also named malware - such as trojan horses or spyware to
intercept credentials or manipulate entire online banking sessions.

Results

We start by describing the modus operandi of the networks, including the primary and secondary
criminal activities. Next, we concentrate on the origin of the networks and their recruitment
processes. Finally, we address the presence of street culture within these cybercriminal cases.
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Modus operandi: an array of online and offline crimes

The 14 networks in our study are involved in financially motivated online crimes: they use phishing
and malware to gain access to victims’ online bank accounts to steal their money. This is no surprise,
as these networks were selected based on this modus operandi (see the methods section for more
details on the selection process). However, there are distinctive differences in the type of financially
motivated online crimes these networks commit and their involvement in other types of crime.
Based on their primary modus operandi, the 14 networks can be divided into two categories:
networks that only commit online crimes (networks 2, 4, 10, 13, 15, 17) and networks that commit
both online crimes and traditional offline crimes (networks 1, 3, 5, 8, 9, 12, 14, 16).

The networks in the first category mainly commit a particular form of online crime. Networks 2,
4, 10, and 17 are all involved in phishing, while network 15 uses malware to gain control over online
bank accounts. Furthermore, the members of network 13 commit both malware attacks and phishing
attacks on banking customers and are involved in online consumer fraud. The crime scrips of all
phishing cases have major similarities. First, criminals try to obtain the login credentials for victims’
online bank accounts. In the case of phishing, criminals send potential victims an e-mail that looks
like an e-mail from their bank and try to persuade the victim to click on a link that leads to a fake
website controlled by the criminals that looks exactly like the bank’s official website. Once the victim
logs onto the website, the criminals know their login credentials and are able to access that bank
account whenever they want. The second step is to transfer money from the victim’s account. In
order to do this, a one-time security code is needed. All major Dutch banks use different methods to
generate this one-time code, but criminals that use phishing in the Netherlands usually simply
telephone the victims at this point of the crime script (for an in-depth description see, for example,
Leukfeldt 2014). Money is transferred to the bank accounts of so-called money mules and cashed out
as fast as possible. In some cases the criminals do not cash out directly, but rather buy goods with the
stolen money.

However, the police information on network 2 also illustrates that members of these cybercrim-
inal networks are involved in other criminal activities:

Sometime last year, I think it was in June or July, I went to Amsterdam to meet friends at a bar. At that place, I met
a guy who introduced himself as Jimmy. I don’t know his real name. In the bar, I had a conversation with Jimmy. At
one point I asked him how I could make money. Jimmy responded that it was easy. I had already told him that I lived
in [smalltownintheNetherlands] and that I made money selling drugs. Sometime later, I went outside with Jimmy
and some other guys. Jimmy said he could make us rich, really rich and in a very simple way. He said that he used
bank cards and that the money was transferred to the accounts and had to be withdrawn. The owner of the account
would then receive a percentage of the money that was withdrawn. (Network 2)

In this case, phishing could be seen as a diversification of the already existing criminal activities of
some of the offenders in the network. However, no legal evidence of involvement in the drug trade
could be found in this specific case.

In category 2, we see networks of offenders that are involved in phishing, but that also carry
out a variety of other more traditional offline criminal activities. For example, the members of
eight of the 14 networks had been active in the criminal underworld in some major Dutch cities
and had carried out many types of criminal activities within their own regions (networks 1, 3, 5,
8,9, 12, 14, 16). For instance, two of the core members of network 1 were arrested for smuggling
drugs into the Netherlands during the investigations into the phishing activities. In addition,
another key member of network 1 was also involved in what is known as “spear phishing,”
attacking one of the largest flower wholesale companies in the Netherlands. Other core members
were involved in skimming or fraud concerning cell phone contracts. Furthermore, network 9 was
classified by the Dutch law enforcement agencies as a criminal youth gang whose members, in
addition to many types of traditional crimes such as street robberies and shoplifting, were
involved in recruiting money mules and cashing out money stolen from online bank accounts.
Moreover, offenders were involved in drug trafficking (networks 3, 9 and 16), human trafficking
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(networks 3 and 12) and burglary and theft (networks 1, 5 and 8). Finally, we see offenders
carrying out other types of fraud (with phone subscriptions or healthcare subsidies), as well as
fencing and street robberies.

Origin and growth of the networks: offenders navigating online and offline spaces

In the origin and growth of the networks in these cases, we also clearly see how offenders navigate
online and offline spaces. First, however, it is important to note that networks in the present study
are comprised of three different layers with specific membership roles: core members, facilitators,
and money mules (see also Leukfeldt, Kleemans, and Stol 2017a, 2017b, 2017c). Core members
initiate the network and its criminal activities and, in addition, direct other members and coordinate
the criminal activities. Although the cases we studied do not always contain information about how
the networks originated, most of the core members appear to have been actively involved in crime
for some time and knew the other offenders from previous criminal endeavors. In other cases, the
social ties of offenders could be traced back to the streets in the neighborhoods where they grew up
or currently reside. In the layer below the core members, we find facilitators who provide specific
services to the core members and usually work for multiple criminal networks. In the recruitment of
facilitators, we can observe the importance of social contacts, despite the availability of phishing
services and plug-and-play malware on the dark web.

Finally, the last layer in the networks is comprised of so-called money mules: individuals who cash out
the money that is transferred to their bank accounts by core members or facilitators (for more detail, see
Leukfeldt 2014). Money mules can be easily replaced, but they play a significant role in the phishing
activities. After all, without the money mules core members cannot access the victims’ stolen money.
Money mules are often the first to be apprehended by the police because their bank accounts can be
traced directly to the victims. Moreover, in the case of unusual or suspicious transactions, their accounts
are blocked by the banks and are no longer useful for phishing activities. Therefore, networks need
a constant flow of money mules to successfully complete their phishing activities.

The recruitment of money mules seems to take place both online and offline. First, we see how
money mules are being recruited through offline social contacts. For instance, a money mule in
network 3 declared that a classmate approached him to ask whether he wanted to make 800 euros by
handing over his debit card and PIN number. Similarly, during interrogations money mules declare
that they were approached at school or at a gym by friends of acquaintances, but also by strangers
whilst hanging out on the streets in their local neighborhoods. After being approached, contact
information is exchanged and potential mules are contacted through digital messenger services like
Blackberry Ping or WhatsApp.

In addition to approaching potential mules on the physical street, the cases contain several
examples of recruitment on the digital street (Lane 2019). For example, a money mule in network
5 stated: “On the streets, I hear about a lot of opportunities to commit fraud. Even on Facebook you
receive this kind of messages about earning some money.” A money mule in network 10 also referred
to social media - in this case Twitter — as a platform to approach potential mules, in addition to the
chat functions of mobile phones. These networked publics - referring to the ways (young) people’s
peer worlds are embedded in social media (Boyd 2014: 11-14) — have several distinct characteristics
from traditional physical public spaces. Four affordances in particular tend to shape the mediated
environments created by social media: digital content is more persistent, visible to a larger audience,
easily spreadable, and searchable (Boyd 2014: 11). Therefore, recruitment on the digital street has the
benefit of reaching a large audience of potential money mules in comparison to social ties on the
physical streets.

However, these initial digital interactions result in physical encounters, as the following example
of a money mule from network 3 illustrates:
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On BlackBerry ping I was asked for my debit card. I know Ray, the person who asked me for the card, from
primary school, but we haven’t been in the same class. I handed him my card and my PIN code at the diner just
around the corner. He promised me € 9,000, but I did not receive anything. I did not ask him why he needed
the card. He just told he would put money on it, but I don’t know where that money came from. He told me
that I would get my card back a day later. But he told me that the machine had swallowed my card. He stills
asks me for cards, but I haven’t given him other cards. (Network 3)

In sum, these examples illustrate that some of the recruitment processes have been digitized, with
potential mules being targeted both on the physical and digital streets. However, these cases also
point to the ongoing importance of offline interactions and encounters. Therefore, interpreting these
networks only as cybercriminal obfuscates the vital importance of both the physical and digital
streets for the recruitment of (potential) money mules.

Contours of a street culture?

Examples of activities and individuals that navigate online and offline spaces can be seen in both the
modus operandi and the origin and growth of the networks in this study. In addition to the youth gang
in network 9, we see individuals in different cases engaged in different economic street crimes, like drug
dealing, street robberies, and burglaries. Relationships between offenders originated offline, whilst
potential money mules are targeted via both the physical and digital street. Instead of classifying
these activities as cybercrime, these findings could also indicate that street-oriented individuals in the
Netherlands have adapted to the rise of technology. In fact, nine cases (1, 2, 3, 4, 5, 8, 9, 10, 12) contain
empirical evidence that supports this claim, in particular, because information on core members,
recruiters, and money mules seems to indicate the contours of a street culture.

“Sappie”: Dutch street vernacular

First, the information in the police files shows the strong presence of language that is embedded in
Dutch street culture. For example, the police file on network 9 contains a transcript of a wiretapped
conversation between offenders, in which one of them says: “Hurry up, the ‘sani’ will go down.”
“Sani”, Dutch street slang that originated from the street culture of Suriname, can be roughly
translated as “thing” or “activity” (Snijders 2000: 138). Moreover, various offenders in the cases
make use of the word “swipen,” a word used among street-oriented individuals in the Netherlands to
refer to phishing. In the case of network 8, we find an even more prominent example that indicates
that offenders are embedded in street culture: several offenders make use of the word “sappie.” In
this case “sap” should be read as the reverse of the Dutch word for card (pas”) (see also Roks and
van den Broek 2017: 43). This practice of “talking backwards” (Lefkowitz 1989), inspired by the
verlan spoken on the streets of the banlieues in France (Slooter 2015: 49), is increasingly used by
youth embedded in street culture in the Netherlands.

Most notably is the use of reversed words in Dutch rap music (SMIB 2017). The origin of this
musical genre can be located on the streets and in the public spaces of inner-city neighborhoods in
the United States (Rose 1994). In network 8, we see an example of the intertwinement between street
culture and rap music:

During the police interrogation, one of the suspects says he is a rapper who has gained some notoriety through
his music in a specific neighborhood in the Netherlands. Although he acknowledges his tough appearance, he
claims this is only a persona he portrays to the outside world. However, because of this imagery, he was often
approached by people for “sappie”, street slang for phishing activities. (Network 8)

Furthermore, the case on network 2 also contains information that illustrates how rap music played
a part in the origin and growth of the network. During an interrogation, one of the prime suspects
states: “T got in touch with these guys through (rap) music. I saw [namesuspect] in Amsterdam for the
first time. Back then, they were already working with cards.”
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The lure of easy money

In addition to language, the cases show how offenders are motivated by the lure of making easy
money. Although it could be said that monetary gains motivate economic offenders in general, the
cases we studied contain numerous examples that indicate the presence of a street culture that
informs the motives and neutralizations of the offenders and the money mules. Hallsworth (2013:
152-153) argues that street culture can be located in the deprived areas of the urban environment
where obtaining money is a precarious endeavor. Whilst the cases we studied do not contain detailed
information about the personal backgrounds of the offenders, we do see various examples of
vulnerable people, in particular, youth from disadvantaged neighborhoods, succumbing to the lure
of easy money as advertised by recruiters on the physical and digital street. In fact, during police
interrogation many money mules admit they were enticed by the prospect of making money in
a rather easy manner (see for more detail Leukfeldt and Kleemans 2019). This search for money is
seen as one of the core imperatives that informs street culture (Hallsworth 2013:144; Ilan 2015).

Moreover, some of the core members and recruiters presented a lifestyle that younger generations
look up to, like one of the offenders in network 2 explains during an interrogation:

Not a normal car, a fancy car. It was a dark car, it was lowered. Sometimes it would be a Mercedes and
sometimes a BMW. The clothes the guy was wearing were Gucci and they also frequented a club. They were in
the secured VIP-area, and we were in the crowd. The two of them were often together. They both had golden
teeth. One of them was wearing a Moncler. That’s an expensive coat, it had a beautiful collar on it. I've always
wanted a jacket like that. (Network 2)

Our cases contain more examples of young people looking up to the lifestyle and especially the
conspicuous consumption of core members or recruiters, which seduces them to “believe that
success in life is to be obtained by owning the right thing” (Hallsworth 2013: 153).

In addition to the lure of easy money, our cases indicate that involvement in phishing activities
could be seen as less problematic as opposed to other (economic) street crimes like street robberies
or involvement in the drug trade. In fact, one of the core members in network 2 proclaims, after
explaining the phishing procedure to a potential co-offender, that “it isn’t illegal.” Moreover, because
of the frequency with which youths are confronted with opportunities to commit this type of fraud,
with some claiming that everyone on the streets knows about these activities, we see evidence of
a degree of normality amongst the offenders in the cases we studied.

Conclusion and discussion

In this article, we analyzed the criminal activities of 14 cybercriminal networks, with a specific focus
on the offline and local dimensions of their cybercriminal activities. Firstly, we examined whether
the networks in the 14 cases are also involved in criminal activities other than cybercrime. Our
findings show that the offenders in the networks commit a wide array of both digital and more
traditional (street) crimes. Rather than specializing in cybercrimes, eight of the 14 cases contain
information that offenders engage in versatile, “cafeteria style offending” (Klein 1995: 132) both
online and offline. Although our data does not permit quantitative statements, it is striking that quite
a few networks are engaged in both traditional and cybercriminal activities. Moreover, the networks
that seem to limit their activities to online crimes are not specialized and commit various cyber-
criminal offenses. Furthermore, based on the empirical data we studied, we cannot be sure that these
networks only engage in cybercrime. Police investigations tend to focus on particular crimes, leaving
the possibility open that these networks are involved in additional (offline) crimes. Conversely, our
empirical material shows that a number of networks engage in both online and offline crime. Future
research, therefore, should be directed at gaining more insight into the intersection(s) between
(economic) street crimes and cybercrimes.

Secondly, we zoomed in on the origin and growth of the criminal networks, with specific
attention to the role of offline social ties and interactions. In most cases, the origin and



DEVIANT BEHAVIOR 1467

development of the cybercriminal networks seem to follow the laws of both geographical and
social proximity (Kleemans and van de Bunt 1999), with social ties between offenders originating
(on the streets) of local neighborhoods or from previously shared criminal endeavors. Despite the
existence of crypto markets on the dark web, where offenders can buy phishing services, plug-and-
play malware, and money mule networks (see, for an overview, Leukfeldt 2017), our results find
most core members of the criminal networks falling back on their offline social capital to establish
relationships with other offenders. Although these findings mirror previous research on the origin
of organized crime networks (Kleemans and de Poot 2008), the cases we studied seem to differ in
some important respects. Our research illustrates that the Internet seems to provide a new and
additional opportunity structure to recruit co-offenders, especially facilitators and money mules.
Previous research has suggested that this can be done by hiring specialists for phishing activities
through online contacts, for example, via the dark web, but also offline, in the offenders’
immediate social environment (Leukfeldt, Kleemans, and Stol 2017a, 2017b, 2017¢). Our findings
indicate that money mules are being targeted on both the physical and digital streets of the
Netherlands and that only a few networks seem to be recruiting exclusively via offline social
contacts. These results illustrate the ways (street) offenders adapt to the rise of technology, using
their networked publics (Boyd 2014) to reach a larger audience of (potential) co-offenders and
money mules.

Our analysis of both the criminal activities and the origin and development of the cybercriminal
networks highlights the ongoing importance of the offline world. However, our results shed light
on more than just the “hidden face of cybercrime” (Lusthaus and Varese 2017). Therefore, we also
examined whether the 14 cybercriminal cases contained information that would indicate the
presence of a street culture that informs the activities of the offenders. Based on their linguistic
practices and motives and neutralizations, we see examples of how core members, recruiters, and
money mules in different cases are embedded in Dutch street culture. According to Ross (2018:
11), street culture could be seen as both a cause and an effect of street crimes. Although our
empirical data does not permit any causal statements of that nature, the contours of Dutch street
culture in these cases on cybercriminal networks further questions the “;cyber”-label of these
criminal activities and networks. In fact, based on our key findings, these cases could also be
characterized as digital diversifications of traditional (economic) street crimes. These digital street
crimes could, therefore, be seen as empirical examples of street offenders adapting to the rise of
technology.

Despite the unique nature of the police investigations we studied, this research has several
limitations. Firstly, although we could draw on rich data on criminal networks based on wiretaps,
interrogations, and observations, the police files only provide information on networks and
activities that are known to law enforcement agencies. Therefore, it is possible that this police
focus contributes to a distorted picture of reality. Criminal networks outside of the scope of Dutch
law enforcement agencies might have a different network structure and could be making use of
online opportunities in a different manner. Furthermore, the number of cases we studied was
limited to 14 criminal investigations. In addition, our selection was limited to cybercriminal
networks that carried out phishing and malware attacks. Finally, we only studied networks that
were active in the Netherlands. Future research should, therefore, also include criminal networks
and activities that fall outside of the scope of this study. However, despite these limitations, our
study illustrates criminal activities on the intersection between cybercrime and traditional street
crime. Thus, moving forward it is necessary for researchers to study both the offline and online
dimensions of street crimes. Notwithstanding this relevant insight, several theoretical and empiri-
cal questions remain and will arise as scholars focus their attention on the ways technology
impacts the lives of street-oriented (young) people. Our digital era calls for research methodolo-
gies that are able to grasp the realities of street culture and street crimes not just on the physical or
digital streets, but simultaneously on the ground, in the feeds, and in the networks (Lane 2019:
169-187).
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