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System Development for Detecting Outlier Transactions

KAZUYO NARITAT!

Outlier detection, a data mining technique to detect rare events, deviant objects, and excep-
tions from data, has been drawing increasing attention in recent years. Most existing outlier
detection algorithms focus on numerical data sets. Targeting transaction databases, we detect
transactions in which many items are not observed even though they should occur in associ-
ation with other itemsets in the transactions. In this paper we describe the development of a
system for detectiong the outlier transactions.
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Table 1 Purchase Data of a Store

TID oooooo

001 Bread, Jam, Milk

002 Bacon, Corn, Jam, Milk
003 Bread, Jam, Milk

004 Bacon, Bread, Corn, Egg, Milk
005 Bacon, Bread, Corn, Egg, Jam, Milk
006 Bread, Corn, Jam, Milk
007 Bacon, Bread, Egg, Milk
008 Bacon, Bread, Egg, Jam, Milk
009 Bread, Jam, Milk

010 Bacon, Egg, Milk
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Table 2 Association Rules with a Minimal Confidence
80%

ID ooooo

ruley {Jam} — {Bread}
rules | {Jam, Milk} — {Bread}
rules | {Jam} — {Bread, Milk}
ruley {Bacon} — {Egg}
rules {Bacon, Milk} — {Egg}
ruleg {Bacon} — {Egg, Milk}
rulez {Milk} — {Bread}
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Table 3 Brute Force Algorithm

O00: DB, msup, mconf, mod

0 0: a complete set of outliers O

1. gooooooooooD FODOOOOO;
2. FOOODOOOODODOOOO rROOO;
3. O = getOutliers(DB, R);

0 4 DO getOutliers
Table 4 Function getOutliers

Function getOutliers(0000000000 DB,
oooooo0g R)

O = 0;
foreach t € DB
=1t
i =0, R = R;
until t* 0000000
TMP = §;
foreach r = X — Y € R’
if X C t* then
YO TMPOOODOOrO R OOOO;
't = UTMP, i + +;
od(t):%
if od(t) > mod, then t 0 O 0000;
13. return O
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Table 5 Proposed Algorithm

O00: DB, msup, mconf, mod
O0: 0000b0obooboooog o

1. 00000000000 FOOOODOOOOOOOOOOO M
ooo;

2. /¥00000000000000000 cooag */

3. foreach t € DB

4. t0ooooooo ¢, 000;

5. if 0dmax(t) > mod, t 0 COODO0;

6. if C = 0 then exit;

7. /*0000000 Rpen, 000 */

8. foreach l, € F (k > 2)

9. H = {{h € L}eonf((lx — {h}) — {h}) >
meconf};

10. Rynin = genMinRule(ly, Hy);

11. foreach 000000 71 € Ryin 00000 r9 € Rynin

12. ifro 000 7000 (i) 0000

13 ry 00O000000;

14. 0000000000000 Rnin 000OO;
15. O = getOutliers(C, Ryin);
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Table 6 Function genMinRule

Function genMinrule(DOOO0O0000 I,
0000 mO0000000000 Hp,)

1 ifk>m+1

2 TMP; = 0;

3 H,,+1 = apriori-gen(H,,);

4 foreach hp,41 € Hipg1

5. r=hmt1 — (lxg — hms1);

6 if conf(r) > mconf then r 0 TMP, 0000;
7 else Hyqp1 = Hpm — hmga;

8 TMP, = genMinRule(ly, Hpp41);

9. foreachr; =X - Y e TMP;

10. foreach ro =V — W € TMP,

6. if conf(r) > mconf then appendr to TM Py;
11. ifro 000 7000 (i)000D0

12. r 00000000;

13. return TMP; UTM Ps;
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Table 7 Top-k Outlier Transactions on Zoo

ooo gooooooo pO0DO00OO0ODOODbDOooOo
Crab {Eggs, Aquatic, Predator, (# of Legs, 4)} {(# of Legs, 4)}—{Toothed, Backbone, Breathes}
Housefly/Moth | {Hair, Eggs, Airborne, Breathes, (# of Legs, 6)} {Hair}—{Milk, Backbone, Breathes}

100 —— REF
(msup=80%,mconf=80%)
(msup=85%,mconf=80%)
(msup=75%,mconf=80%)
(msup=80%,mconf=65%)

come REETFE
(msup=80%,mconf=95%)

2 2 =0
33383
T T

Detection Precision (%)

= oW B ow
o3 3333
T T

—>— BTk
0 10 20 30 40 50 60 70 80 90 100 (msup=50%)
Detection Rate (%)

02 0000 (KDD Cup 99)
Fig.2 Accuracy Comparison (KDD Cup 99)

i —o— R T

:\?zg 5 (msup=0.05%,mconf=70%)
0o T, - T
£70 - . (msup=0.05%,mconf=75%)
500 R . o R
& 50 Bgpetateandop - (msup=0.05%.mconf=65%)
40 Putwrris e o R
% 30 ou (msup=0.07%,mconf=70%)
220 o . o fRRFHE

10 %ol . (msup=0.03%,mconf=70%)

0 —x— R

0 10 20 30 40 50 60 70 80 90 100 (msup=0.025%)

Detection Rate (%)

0 3 0000 (Synthetic)
Fig.3 Accuracy Comparison (Synthetic)

ggbooobobooobooboobobboboo
gbooboobooobooboobooboboobogo
gboobooogobooboobooobobobogoo
kO0O00DOOOoOoooooOoobooooooDoooo
00000 F-measure (2dratexdrrce) noooQ
gboooooooboobooobobooobogoo
gbodobooooobooooooobooboobooo
gbooobooboobooboooooboboooo
gboobooboobooobooooboboobooo
gooogog

020 KDD Cup 990 000000O0O0DODODO
0000000000 ooooooog (minosup,
min_conf) = (80%, 80%) 0000000000
min_sup = 50%0 000000000000 0O0O
0000000 F-measure 000 94.4% (d-rate
= 96.2%, dprec = 92.7%) 000000000
gooooooobooobbbooooooboboo
min_sup O min.conf 0000000O0000O0O
0000000000000 0000 D0 (min_sup,
min_conf) = (80%, 95%) 00000000000
0000 (min-sup, min_conf) = (80%, 80%) O O
gbooboboooboobboooboobooobogoo

goodooooooobobooooooooooood
0000000 (min-sup, min_conf) = (80%, 80%)
gooogooooooon
0 30 SyntheticOOODOOOOOODOOOOOOO
00000 (min_sup, min_conf) = (0.05%, 70%)
0000000000000 F-measure O 69.3%0
0000 (drate = 79.8%, d_prec = 61.2%)0 0 0
0000Ominsup = 0.025%0 00000000 F-
measure 0 5.7%0 000000 (dorate = 25.7%,
dprec=32%)00000000000000000O
godooobooooobooooooooboboood
Synthetic0 000 KDD Cup 9900000000
gboobooboboooboobooboboobooo
0000000000000 000Syntheticd OO
gboobooobooboobooooboboobooo
goooboooooooobooboboobooboobo
gboooboobbOOoOoooboboooboobooo
gboooobooboobooboobooooboooo
gbooooooobooboobooobooooo
godddooooooooooooooooooo
gooogooooogoo
goobobooboboooboboooboboog
gboooboooooboobooboooboooooob
gbooooooobooboooboooboooooob
goooboooobobooobobobooooobog
gobooobooobooboobooboooboboog
gobooboobooboobobooobobooooooo
gboobooooobooboboobooooboooooo
gboooooooobooboboobooboobobooo
oooo
gobooooboobooboooooooboboo
00 min_sup = 0.05%0 000000000 65%0
75%0 Omin_conf =70% 00000000000
0.03%0 0.07%0 0000000000000 00O0O
goooooooboobobooooboobooo
gooobobooobobooo 3ooooboboobo
gbooooobooboobobooboobogoo
good
gooboooobooboooooooobooboo
gooooooooboobooooboboooooad
gbooboobooooboboooobooogoo




goooooooooooooo
6.5 OOOOOO
goooooobooboobooboobooooboo
goooboobooboooobo400bD0b0DOOb
goboooooooobobo 3spobooooooooo
0000000000 (BF)OODOOODODOOOO
gboobooboboobooboobobobooon
oooooooouo MinR) OODOOOOOOOO
gbooooooobooboobooboobogoo
OooUoUoUooUo MaxC)OOOOOOoOO
gbooboobooooooboooooobooboooo
0000000000000 (MinR+MaxC) OO OO
046000000 msupOOOOOOOOOO
goooodooooooooooooooooooo
Jo00000000OZoolOOOODDOODOOODODO
000 (meonf, mod) = (90%, 0.6) 0000 (O 4)0
KDD Cup 990 000000000000 (mconf,
mod) = (95%, 0.15) 0000 (O 5)0Synthetic 00
00000000000 (meonf, mod) = (75%, 0.4)
0000 (60000000 UmsupOO0O0O0
goo0o0o0oBrFrOOOOOODOOOOOOODOOO
gboobooooobooboobobbooboooo
obobOO000ZoolOOOOOOODOOOODOOODOO
msup 00000 MinR+MaxC OO OOOOOOO
000000000000000MinR O MaxCDODO
gobobooooooooobobobobobooboo
6.6 DO00OODOODOODOODOO
goooooboobooooobooooboooobog
gbooboooooobooboooboboboobooo
gbobobooobooobooooboooboobooo
gbooooooobooboobooobobooooo
goboobooboobooobuooboobooobo
gboooooooboobooooobooboogo
gboooooogobooboobooobooooo
ggoooooboobbobooooboboboo
gooooboooobooobobooboboboboobobog
gboobooobobooobobooboobbooogoo
gbbooboooobooboboooobooooo
gbooobooboooboobooobooobooboooo
gbooooooobobooboobooobooboooo
gooooooooooooooobobo
goooooboooboooboobooobooooo
gboooooobooboobooboooboooooo
gooogog

10000000
= -B- MinR
Q
£ 1000000 e o MaxC a
= —< MinR+MaxC
g
E\f 100000 &
#
z Mﬂ
=2
10000
5 10 15 20 25 30 35
AR =T (%)
04 0000000 (Zool0000)
Fig.4 Runtime Comparison (Z0010000)
10000000
.g 1000000 ‘_—‘—\'\‘\\
£ £ 100000 {3
E @ P S
H# oo i Z
=& 10000 —
2 ~E- MinR
1000 —*— MaxC
—>%~ MinR+MaxC
100 \ \ \
91 92 93 94 95 9 97 98 99
ANR— (%)
05 0000000 (KDD Cup 99)
Fig.5 Runtime Comparison (KDD Cup 99)
100000000
-5 MinR
) —*— MaxC
E 10000000 —%~ MinR+MaxC [
=
> en
= O
& = 1000000 —s
= /\
100000 \ \ \ \ \

0.04 0.05 0.06 0.07 0.08 0.09 0.1
B/ AR—k (%)

06 0000000 (Synthetic)
Fig.6 Runtime Comparison (Synthetic)

7. Uboooobooobooboooooon

gobooooooooobooooooooboooo
goobooooooooooooooooooooboo
gdooooooooooooOoOobObObObOOOoooo
Or0000000OOOO0O0O0O000O0OOODOO
goobooboooooooobooooooboooooo
goooobooooooooboboooooooobooo
gobobooooooooooobooooooooboo
gobooooobooooooobooooooboo
goboooooooooooooobooboog 8o
gooobobooosgoooooboooooooboboo
gooooooooooboooobooooooooa



0000000 (Run)0O0O0OO0OOOOOOOO
oooooooOoOooOooooooooooooon
0000O000o000ooooooooooooooo
0000oooo0oooooooooooog 80
goooooooobobobooooobboooooad
godbooooboobooodoooooooooood
gooooooooooopooooooooooo
oooOoooooooooboDoOoOooOoooooooo
ooooOoOooooooooooooooooooo
oooooooOooooOoOUUoUOOooooooooo
go0o0obooOoo0oOouoosobooouooooooboo
ooooooOoooooooOooOoooooooon
000o0O0oO0oO0oooODoDO0o0oOoOooooooooo
0000oO0oO0o0o0ooooooooOooooooooa
gooooobooboooobbobobbbooooooa
goooooooobooboooooooooooad
00o00oooooooooo
gooooOoOoOoooooOoUoOOoooooooo
ooooooooUoooooooOooooooooo
oooooooOooooooooOooOooOooooO
00ooDO0o0o0ooOoooooooooooooooo
O0o0o0ooo0oooOoooooooooooog
0000O000o0ooooooooooooooon
000 8000D0DO0O0O Detection Rete 0 Detection
Precision 00 0O 0OO0OO00O0OOOOOOOOOO
oo0ooo0ooboOoUooooOoUooooOoOooooo
08Uiioooopoooooopoooooooooo
oooooooo
gooooOoOoOoUooooouoooooooooo
000o00o0o0oUooooooooooooooooo
0000o0o0ooooooooooooooon
goooooooooooooooooooooo
0000D0o0oO0o0ooDoDOoo0oooooooooon
00000000ooooooooooooooon
goodoodoboooooooooboboboooood
oooooDoOoOoOooooooOooOo??0ooOoOO
oooooOoOoOooooooooooooooooo
0000ooooooooooooooooooo

8. 0 4ookn

goboooboooooooboooooobooobooo
goooobooooooooocoooooooooo
goooooooooooboobooooooboboo
gooooooooboooobooboooboboboooo
goooooooooobooboooooooDooo
gooobooooooooooooooooobood

FoUsvay SATAseyk  ERSIAE = GuiziafkL,
7% msup fhs B RO ®
meont HEO
- BIREFS.
EP VA
)\Iﬁ
v v
4 \ AHAGUI | N
1
; -
AT
fe — [ mEasmE
%, — [nEmEL— L ETE
2 = R R N
é — [ nEnmrsoemste |
5 \_ BUERRTE
o SNBNSL S A RIS AT L

07 0DO0OOoOOoOoOoOoOoooboooOoOoo
Fig.7 System for Detecting Outlier Transactions

File Tool Help

Dt [o55-2555-some bt ooy ol | “——— TEANE
Parameters: S
minsup®: 7 min con 0055 min o013 01 D — IA\;)LB@
)
D. Rate: [ Temset
vEE o i 673.776161 1621671 2. 1116267197197 200207 252 a0~
2
= D. Precisiont @ | &
FRER |
:
T o [
T
BHSANED RRER
Fexiilc=pr
ERSINED
PH(E)
e e |

08 00O GUI
Fig.8 GUI for Input/Output

goooobooooooooobooboooooboooo
goobooooooooooobooooooooboo
gobobooooooooooobooooooooo
gobooooooooooooo

goooooooooooobobooooooDooo
goooooooooobooooooooooDooo
gobooooooobooooboooo

ud bOooooodoooooooobbbooood
gooobooooooooboboooooobooobooo
goboboboooooooooobooboooooboooa
oooooooooooo ITooOoO0oO0O0oO0ooo
gooocoooooooooo

g o 0 0O

1) E. M. Knorr and R. T. Ng, “Algorithms
for Mining Distance-Based Outliers in Large
Datasets,” VLDB, 1998, pp.392-403.

2) S. Ramaswamy, R. Rastogi and K. Shim, “Ef-



ficient Algorithms for Mining Outliers from
Large Data Sets,” SIGMOD Conference, 2000,
pp-427-438.

3) C. C. Aggarwal and P. S. Yu, “Outlier De-
tection for High Dimensional Data,” SIGMOD
Conference, 2001, pp.37-46.

4) A. Arning, R. Agrawal and P. Raghavan,
“A Linear Method for Deviation Detection in
Large Databases,” KDD, 1996, pp.164-169.

5) M. M. Breunig, H. P. Kriegel, R. T. Ng and
J. Sander, “LOF: Identifying Density-Based
Local Outliers,” SIGMOD Conference, 2000,
pp.93-104.

6) H. V. Jagadish, N. Koudas and S. Muthukr-
ishnan, “Mining Deviants in a Time Series
Database,” VLDB, 1999, pp.102-113.

7) E. M. Knorr and R. T. Ng, “Finding Inten-
tional Knowledge of Distance-Based Outliers,”
VLDB, 1999, pp.211-222.

8) S. Papadimitriou, H. Kitagawa, P. B. Gib-
bons and C. Faloutsos, “LOCI: Fast Outlier
Detection Using the Local Correlation Inte-
gral,” ICDE, 2003, pp.315-.

9) P. J. Rousseeuw and A. M. Leroy, “Robust
Regression and Outlier Detection,” John Wi-
ley and Sons, 1987.

10) C. Zhu, H. Kitagawa and C. Faloutsos,
“Example-Based Robust Outlier Detection in
High Dimensional Datasets,” ICDM, 2005,
pp-829-832.

11) A. Bronstein, J. Das, M. Duro, R. Friedrich,
G. Kleyner, M. Mueller, S. Singhal and I. Co-
hen, “Self-aware services: using Bayesian net-
works for detectinganomalies in Internet-based
services,” International Symposium on Inte-
grated Network Management, 2001, pp. 623-
638.

12) D. Pelleg, “Scalable and Practical Probability
Density Estimators for Scientific Anomaly De-
tection, ” Doctoral Thesis of Carnegie Mellon
University, 2004.

13) P. K. Chan, M. V. Mahoney and M. H.
Arshad, “A Machine Learning Approach to
Anomaly Detection,” Technical Report of
Florida Institute of Technology, 2003.

14) K. Das and J. G. Schneider, “Detecting
anomalous records in categorical datasets,”
KDD, 2007, pp. 220-229.

15) J. Han, J. Pei and Y. Yin, “Mining Frequent
Patterns without Candidate Generation,” Pro-
ceedings of the 2000 ACM SIGMOD Inter-
national Conference on Management of Data,
2000, pp.1-12.

16) R. Agrawal and R. Srikant, “Fast Algo-

rithms for Mining Association Rules in Large
Databases,” VLDB, 1994, pp.487-499.

17) G. Grahne and J. Zhu, “Efficiently Using
Prefix-trees in Mining Frequent Itemsets,”
FIMI, 2003.

18) UCI Machine Learning Repository, http://www.ics.uci.edu/

~mlearn/MLRepository.html

19) K. Narita and H. Kitagawa, “Detecting Out-
liers in Categorical Record Databases Based on
Attribute Associations,” APWeb, 2008. (to ap-
pear)

20) D0oUoUOoOoUooDOoooUooOoooooo
O00o0o00ooOooooooooooooooo
O000ooOooooU0ooooooooOooo
Vol. 107, No. 131, pp. 399-404.



