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NOON SESSION:
Video Teleconference

This session buil t on the previous session on responses to 
security threats.

“Towards a National Information Secu r ity
Strategy”

D r. John Arquilla
Naval Postgraduate School of Monterey

and
David Ronfeldt

RAND Corporation

Let me begin with a defini t ion of information strategy. I t
is the pursuit of pol icy through informational ends and
m e a ns ,  a n d i t  i n c l u d es se v e r a l  com po n e n ts .  F i rs t ,
suppor t i ng ex ist i ng po l i t ica l , economic, a nd mi l i t a r y
domains of statecraft , and emergence as a dist inct new
domain i tself. We want to conceptualize information as a
dist inct dimension of Amer ican power . Second, managing
our own capabil i t ies and resources, and interact ing with
others in peacet ime, cr isis, and war . I t is a t least as
impor tant that we learn how to manage our own resources
as i t is that we determine how to at tack the enemy. Third,
attending to both the contents and conduits—both the
structur ing and the processing—of information . I t applies
to the message as wel l as the medium . And finally, realizing
that “information strategy” corresponds, at the highest
level, to “knowledge strategy.” What does one know about
the batt le for Seatt le? B lack hel icopters and 135 nation-
states were upended by nongovernmental actors.

As the information revolut ion alters the wor ld, we see
some crosscutt ing trends. F irst , the information revolut ion
is result ing in a vast new technological infrastructure. We
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have global access and interconnect ivi ty, and the U nited
States is the pr imary beneficiary of this, but as we become
more dependent on it we also become more vulnerable.
Second , t h e pow e r  of n e t wor k ed non-st a t e ac tors is
increasing. In civi l society we are seeing nongovernmental
organizat ions (N G Os) and act ivists, but we a lso see the
emergence of “unciv i l” socie ty , such as cr imina ls and
terror ists. Third, the information revolut ion is enhancing
the effects of “soft power” and “information operat ions,”
giving people greater abil i ty to influence events. This is t rue 
of the Zapatistas in Mexico, of radio stat ion B92 in Serbia ,
and Suu K yl in Burma , for example. For states, this can also
have some posit ive effects, perhaps allowing us to act at
lower cost and with less r isk , and perhaps also to target our
act ions bet ter . We use economic sanct ions quite frequently
but wi th many unin tended consequences. I n format ion
operat ions might al low us to pursue our aims without
hurt ing a lot of people. Fourth , states are being altered in
some ways, and perhaps diminished, but they wil l have to
learn how to deal with these new actors.

David Ronfeldt and I are t rying to ar t iculate a four-part
vision of where we should go with U .S. strategy. F irst , there
i s a n  e m e rg i ng se t  o f  s t r a t eg i c  oppo r t u n i t i es a n d
imperat ives.

•  On the defensive side, we need to maintain “guarded
openness.” Our economic and pol i t ical security depend on
open rela t ions with our all ies, but we have to be guarded
because a lmost al l information technology is dual-use in
nature.

•  Integrate a “sensory apparatus” to warn and monitor .
In other words, we need to learn how to network bet ter ,
something we do not do wel l in government .

•  Develop the “noosphere” proact ively. David and I l i ke
to coin a new term at least once a year , or else we are not
doing our job, and this is taken from Des Jardin’s not ion of a
“realm of the mind.” This subsumes both cyberspace and the 
media-driven infosphere, and our corol lary is that a new
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type of pol i t ics wil l emerge a longside i t , “noopol i t i k” rather
than “realpol i t ik .”

•  Project the r ight “story” via soft power . Whose story
won during coverage of the demonstrat ions against the
Wor ld T rade O rganizat ion in Seatt le? C learly, the demon-
strators’ story prevailed.

•  Use “strategic swarming” to mix hard and soft power .
Swarming is a k ind of tact ical or doct r inal approach that
allows one to str ike from all direct ions simultaneously,
whether i t is socia l act ivism in downtown Seatt le or the
Zapatistas in southern Mexico. An interesting example of
this was General Shel ton’s act ions in H ait i a few years ago,
where a small number of Specia l Forces were able to spread
out and maintain control of the island during a per iod of
intense coercive diplomacy.

Second, there is some concern or sensit ivi ty over the role
of  t h e U n i t ed S t a t es i n  i n for m a t ion sh a r i ng ve rsus
information domination . E ven our al l ies are worr ied about
intel l igence cooperat ion with us because they are afraid of
some k ind of exploi tat ion . And if you l isten to the I ranian or
V ie t namese media ’s depict ion of wor ld opin ion , t hey
perceive that we are seek ing domination over the wor ld
through cultural expor ts l ike reruns of Baywatch , a l though
I do think some of this is tongue-in-cheek .

National Information Strategy.

H ow do w e  mov e  tow a rd for m u l a t i ng a  n a t ion a l
information pol icy and strategy? We have to rethink how we 
a r e  app l y i ng “ i n for m a t ion” i n  t h e  cu r r e n t  po l i t ica l ,
economic, and mil i tary domains of our grand strategy. Then
we need to identify the building blocks and measures for the
deve lopment of a new in format ion domain of granted
strategy. This idea fi rst appears in President Reagan’s
N ational Security Strategy in 1981, suggesting the not ion of 
information as a fourth dimension of nat ional power . A t the
same t ime, we have to think about how this problem applies

119



to the offense-defense di lemma and its implications for
deterrence and coercion , as wel l as what i t means for
al l iances and confl ict resolut ion .

C u r r e n t  g r a n d s t r a t egy is a l r e a d y r e p l e t e  w i t h
information-driven elements. On the pol i t ical level, our goal 
of democrat ic enlargement is greatly aided by interconnec-
t iv i ty because i t pu ts such pressure on author i ta r ian
regimes. But there are places where we need to apply some
prudence because we do not want to see change come too
quick ly. We do not want i t in Saudi A rabia yet , and who
wants democracy in A lger ia if the radicals take over? 

I n  t h e  e co n o m ic do m a i n ,  i n f o r m a t io n  c r e a t es a
tremendous new profi tabil i ty for the U nited States; the
expansion and growth we have seen in the 1990s is the
product of the information revolut ion . But we are look ing at
technology that is al l dual-use, having both commercia l and
m i l i t a r y  a pp l ic a t io ns ,  so w e  m a y i n a d v e r t e n t l y  be
endanger ing our information security and empower ing our
rivals. One of the great problems in our rela t ions with China 
has to do with the ball ist ic missile and other technologies
that they are acquir ing.

On the mil i tary side, i t is a fascinat ing t ime. I t is difficult
to find another per iod in t ime where one power had such
predominance in mil i tary power over al l others. What the
information revolut ion is al lowing us to do, in terms of
information operat ions and the information used in our
weapons systems to improve the i r accuracy , is to use
extremely l imited and discr iminate force. But there is also a
danger of information arms races, and the possible spread of 
weapons of mass destruct ion (W M D), if the U .S. edge in
information technology is not shared. Opponents may feel
the need to offset our capabil i t ies with dir ty, old-fashioned
W M D . Recent Russian mili tary exercises called ZAPA D
[W E ST] 99 fea tured extensive use of t act ica l nuclear
weapons.
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A F ramewor k for the National Information
Strategy.

If we want to conceptualize a framework for information
strategy as a dist inct domain , we need to think not only
about offense and defense, but also about a more general
posture. We need to think about the ideational tenets and
organizat ional and technological principles, but the real
defining level is that of ideational concepts. (See Table 3
below.)

We have a pol icy choice to make: are we going to focus
narrowly or broadly? If narrowly, then our focus wil l be on
cyberspace security and safety. This includes infrastructure 
p r o t e c t io n  a n d assu r a n c e ,  i n t r us io n  d e t e c t io n  a n d
r a p i d- r espo nse  s t r a t eg ic i n f o r m a t io n  w a r f a r e ,  a n d
public-private intel l igence coordinat ion . This is where we
are r ight now. If our focus is broad, then we need to place
addit ional emphasis on global “soft power .” We would
pursue this not ion of “noopol i t i k ,” which is an internat ional
system based on ethics, norms, and values. I t is really a
revolut ion in diplomatic affairs, and the next step beyond
construct ivism . Such a strategy at a broad level would
include the r ight of communications and information for al l,
and the deep coordinat ion of government and N G Os. For
example, why were none of the N G Os invited to the Wor ld
T rade O rganizat ion meet ing in Seatt le? In ei ther case, we
need to pursue guarded openness, st rategic swarming,
organizat ional network ing, and infrastructure expansion . 

A t the organ iza t iona l design leve l , we recommend
i n t e r age ncy n e t wor ks a nd som e  n e w orga n i z a t ion a l
structures, as wel l as bet ter public-private cooperat ion .
H alf of a l l mil i tary communicat ions traff ic goes across
commercia l systems, so we need to learn how to cooperate
bet ter .

O n  t h e  l e v e l  o f  t e c h n o l og i c a l  a p p l i c a t i o n s ,  w e
recommend wide diffusion of strong encryption technology
because the bad guys already have i t , so we might as wel l
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use i t . As to defensive measures, we need bet ter depth
defense—there is a k ind of Maginot L ine mentali ty about
information security with fi rewalls or orange book systems
that (supposedly) nobody can break into. However , every
day we find new evidence that this is not t rue.  What we
need is depth defense that may allow the bad guys in , but al l
of our information is protected by strong encryption so l i t t le
damage is done. Regarding offensive capabil i t ies, we are not 
talk ing just about tak ing down somebody’s power grid, we
need to be consider ing how to use our great media howitzers
to get the story across that wil l win .

D avid and I would recommend tha t we f i l l in the
framework broadly as fol lows:

Across the ideational level, as I suggested earl ier we
need to explore the noosphere, this realm of ethics and
ideas. Defensively, we need not only guarded openness, but
the U nited States might find some benefi ts in a no-fi rst-use
statement regarding strategic information warfare (SIW) in 
order to reassure other countr ies. O ffensively, we bel ieve
swarming wil l be the best doct r ine.
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G enera l Posture D efensive M easures O ffensive
C apabi l i t ies

Ideat ional T ene ts

D eve lopment of
noosphere,
noopol i t i k , plus a
R D A*

G uarded openness,
no f i rst use of SI W**

D iscr iminate
swarming

O rganiza t ional
D esign

Interagency
networ ks, hybr ids
wi th h ierarchies

Publ ic-pr iva te
coopera t ion for
in format ion secur i ty

Coal i t ion
in format ion-shar ing
and in teroperabi l i ty

T echnological
Appl icat ions

Wide diffusion of
st rong encrypt ion;
connect iv i ty

Preclusive and depth 
defense a rchi tectu res

SI W** measures;
media broadcast
capabi l i t ies

*R D A  = Revolu t ion in D iplomatic A ffai rs

     **SI W = St ra tegic I n format ion War fare

Table 3.  The Ideational Tenets and Associated
P r inciples.



F inally, we should consider some new and varied issues
on the agenda . F irst , those that are defense-rela ted:

•  Defending the homeland against “cybotage.”

•  E laborat ing behavior-based arms control . We are
talk ing about behavior because we simply cannot control
the technology any more with SIW .

•  Opera t ing in coa l i t ions, project ing forces. T hese
problems are immense. D isrupt ion of our deployment
schedules or air task ing orders could cause us a great deal of
t rouble.

•  Coping with non-state actors, both civi l and uncivi l.

•  Shaping a strategic information doct r ine (SI D). This is
a change from the Single Integrated Operat ional Plan
(SI OP).

Second are those that are community- and country-
rela ted:

•  Construct ing a globe-girdling noosphere, a global civi l
society that al lows us to resolve many of our disputes with
more peaceful means.

•  Foster ing a revolut ion in diplomatic affairs (RD A).
This means building a diplomatic system that is not based
on embassy edifices and putt ing the President on the front
line of every diplomatic cr isis.

•  Developing a capaci ty for strategic swarming.

•  Pressur ing author i ta r ian ru lers. T he in format ion
revolut ion gives us quite a bit of leverage in places l ike
Cuba.

•  Set t l ing high-r isk confl icts such as Kosovo. Peace wil l
come there not through a negot iated mili tary set t lement but 
through an agreement on some common future.

What we need for an information strategy then is a
concept of operat ions for the 21st century. Lord N elson , for
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example, suggested new naval tact ics that al lowed his ships
to concentrate on smaller parts of the enemy’s navy and
achieve a str ik ing advantage. A t T rafalgar and a number of
other batt les, he did just this. In the German concept of
bl i tzk r ieg, the tank , airplane, and advanced communica-
t ions were conjoined to enable maneuver warfare. We need
to get to this point in our think ing.

At present , there are more questions than answers.
W hat issues ge t pr ior i ty or provide us wi th the best
leverage? Do the issues and the framework relate wel l? How 
much can reorgan iza t ion a lone accompl ish? A t least ,
sh i f t i ng t he cu r ren t d i rect ion of ou r t h in k ing seems
adv isable . T h e p r eva i l i ng concept  of  ope r a t ions h as
emphasized the technical and defensive dimensions, keying
on U .S. vulnerabil i t ies. The focus of the next concept of
opera t ions should be on ideat ional and organiza t ional
dimensions, and on oppor tunit ies to be proact ive. This
requires a great strategic shift in think ing that we hope wil l
be evidenced in the next Presidential Decision D irect ive
(PD D) on the subject . 

To explain where we are today, let me return to Table 3.
W e a r e a l r eady implemen t ing most of t he defensive
m e a s u r e s  r e c o m m e n d e d  ( e x c e p t  t h e  n o- f i r s t - u s e
statement), and we are ut i l izing most of the technological
applications except for the diffusion of strong encryption .
What is not get t ing done is think ing about the general
posture, including the need for new, hybrid hierarchies. On
the offensive side we are not doing wel l at figuring out how
to share information with our most t rusted all ies. We are
also not really consider ing offensive doct r ine; we are stuck
with the doct r ine of Curt is LeMay, which was something
along the l ines of “nuke them into glass.” What we would
in t roduce is some th ing a bi t more discr imina te, wi th
strategic swarming allowing us to place our effor ts where
we need them.
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Discussion.

Dr . A rquil la was asked to comment on four issues: the
place of physical violence in this approach; the empower-
men t of nongove r nmen ta l organ iza t ions; i n forma t ion
warfare at tacks against the economy; and the outlook for
success in devising a nat ional information strategy given
bureaucrat ic reali t ies.

Violence and Strategic Information Warfare.

Violence does not go away. A t the mil i tary level, the
concepts that David and I have elaborated about cyberwar
and netwar suggest that you can achieve your aims with a
lot less destruct ion than you used to. We think you can avoid 
having to use annihilat ion or destruct ion to win , and that
you can win with disruption . V iolence is a key to terror and
always wil l be, and my great fear is not that the cyber-terror
threat wil l become real—though it is now a lot less than i t is
given credit for in officia l ci rcles. My fear is that terror ists
are learning how to become “informatized,” and they are
using information now openly available to guide and target
thei r violent operat ions. Recently I was able to go on-line
from my desk top computer and take vir tual tours of U .S.
mili tary bases; I br iefed this to some base commanders, and
part ly as a result that information is now off the Web. I see
the terror ists using information in a variety of ways, most
impor tantly as a tool for suppor t ing thei r act ive combat
operat ions because there is a lot of information out there.
Secondly, I think terror ists are going to be increasingly
using the Internet for fundraising. The Tamil T igers have
showed an abil i ty to reach out to a large diaspora for
mater ial suppor t . Those k inds of uses are what I am more
afraid of than cyber-terror i tself. Today the not ion of using
bits and bytes to br ing whole systems down is very much
exaggerated.
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Empowerment of Nongover nmental Organizations.

Clearly in the case of the landmine issue, the N et was not 
the only resource out there. There was a lot of media
coverage, and there was a lot of use of classic act ivist tact ics.
Aer ial bombardment began with zeppel ins dropping bombs
on E nglish pubs, and i t took another 25 years for airpower to 
come to frui t ion as the def in ing force of 20th century
confl ict . In much the same way, I think the information
revolut ion is now just get t ing on its legs in terms of civi l
act ivism . The case of the Zapatistas is interesting. I t is clear
that the Mexican government was influenced to end its
mili tary act ivi t ies against them in part as a response to
thei r use of information operat ions. In Burma , government
be h a v io r  h as be e n som e w h a t  r est r ic t e d beca use  of
N et-based act ivi ty. This is st i l l at an early stage, and use of
the Internet is not going to be effect ive every t ime. We need
to be careful not to hype the capabil i ty, much l ike we have to
be careful not to hype the threat of cyber-terror , ei ther .

Strategic Information Warfare against the
Economy. 

I do not think the threat exists today, and i t is not clear
when it wil l. What we saw with the r ise of airpower was two
di fferent v iewpoin ts. O ne was tha t i t would have an
impor tant effect on the bat t lefield, and i t took about 25
years for that to happen . The other view of the early
theor ists was that airpower changed everything—you did
not have to engage the enemy’s field army to str ike his
homeland. For 85 years people have been trying to realize
the potential of an independent str ik ing force. I am afraid
we are going to have a similar debate over information
warfare that may last just as long. There are those who
think we can bring the enemy to his knees simply through
an in format ion a t tack on h is economic, pol i t ica l , and
transpor tat ion infrastructures. Yet we buil t infrastructure
that could withstand nuclear war—that is why we buil t the
Internet . I think that information warfare is as doomed as
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the early, grandiose expectat ions of airpower . However , I
think information warfare can have strategic effects if used
against mil i tar ies. D isruption of Amer ican deployments
could make al l the difference, especia l ly if an opponent has
limited goals and threatens the use of W M D after he has
achieved his goals and before we can respond. Such fait
accompl i st r a tegies may be enhanced by in forma t ion
warfare. I think that l ike a irpower , information warfare is
going to have i ts main effects on the bat t lefield and wil l
cause homeland disruption , but i t wil l never be able to
obtain a state’s pol i t ical aims in a t rue C lausewitzian sense.

Strategy vs. Bu reaucracy.

What we have is a dismal landscape of bureaucrat ic
pul l ing and haul ing. I  see few oppor tuni t ies to break
through it . I have been look ing at this issue for 10 years, and
progress is only made slowly, and here and there. When I
walk the halls of the Pentagon , the locus of wor ld power ,
everyone I meet seems to think fatalist ically that he can
accomplish or influence nothing. So I think our greatest
problem is sociological, in persuading people that they can
make a difference in what they do. There are pockets here
and there where people are t rying to make a difference. We
are beginning to get some interservice coordination , and a
li t t le bit of interdepartmental cooperat ion . The challenge in
the years ahead of us is organizat ional, not technological.
U nless we begin to develop some sense of loyalty to an entity 
g r e a t e r  t h a n  a n  i n d i v i d u a l  s e r v i c e ,  o r  t h e  S t a t e
D epar tment , or one of the other governmenta l actors
involved, we are not going to move ahead. Ten years from
now I do not know if we wil l yet have a real information
strategy, a l though I am sure i t wil l be an improvement on
what we have now. We have enough of a cushion in the
international arena r ight now that perhaps we can continue
to muddle through for awhile.
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