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Abstract 

This paper deals with the internet of things (IoT) which has become a promising and vibrant technology to build power full smart 
systems to monitor and analyze various real time operating systems. In recent years a wide range of IoT applications have been 
developed. To understand the IoT concept, this paper studies the insights into the four building blocks of IoT (Things, Gateways, 
Network infrastructure, and Cloud infrastructure), three main components of IoT (The Things with Networked Sensors and 
Actuators, Raw Information and Processed Data Stores, and Analytical and Computing Engines) along with architecture layers 
(Three Layer, Five Layer, Six Layer, Seven Layer, Cloud, and FOG). The interaction between three components of IoT is also 
presented. The main contribution of this paper is that it summarizes the IoT, IoT building blocks, components and their 
interactions along with architecture layers systematically. 
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1. Introduction 

The present world is more driven towards the automotive and digital era hitting the concepts of digital life. 
Internet and wireless networks have played a major role in the digital era. Before this, the control is mainly human to 
machine oriented and the execution of task would take much time. In the digital life, the main motto is to reduce the 
efforts between human to machine interaction and increase the machine to machine interaction abilities using the 
advanced technologies1. Regarding it, the communication and information technologies have become a paradigm 
introducing the concepts like wireless control, remote monitoring etc. making it a less burden to the human or the 
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work force. With the advancements in wireless communications, intelligent computing, and network connectivity a 
novel and new technology called Internet of Things was introduced2. It had gained wide range of audience both from 
industry and academia spreading the technology towards various scientific applications both in science and 
engineering. The design and implementation of IoT for specific application might vary, however there exists a 
general architecture procedure to be followed for the implementation of IoT projects3. In this paper, to make the 
audience clear about the IoT concept, the basic building blocks of IoT is discussed along with its features. Further 
the IoT system working is explained by considering the IoT components and their interactions. A brief study on the 
architecture layers of the IoT systems were clearly stated in the paper. 

Article is structured is as follows: in section-2, a brief about IoT and its contributions to the real time applications 
were dealt. Section-3 describes about the building blocks of IoT, components of IoT, and how the interaction 
between these components exists etc. highlighting their features. In section-4, various IoT architecture layers were 
discussed focusing on the layer functioning. Apart from this FOG and Cloud Layer concept in IoT is also described, 
Finally in Section-5, the paper is concluded giving the future scope chances and usefulness of the work presented in 
the paper. 

2. The Internet of Things (IoT) 

The Internet of Things (IoT), an evolutionary technology that raised and gained huge scope in the science and 
engineering applications solving problems without the intervention of human-machine physical contact. 
Advancement in internet technologies allowed the scope for wider and strong network connectivity between the 
objects4. In IoT every object is identified as a node and are connected through each other in a network, this sought of 
system allows the information sharing such as receiving and sending. To make it much clear, the objects in real time 
systems are equipped with the sensing elements, micro-controllers, communication elements, information storage 
and retrieval facility, and apt protocol5,6. These allows to have seamless and actively communicated information 
network which is very strong and integrated to each object and IoT system7. Fig. 1 clearly narrates the definition of 
IoT integrating all the possible aspects of communications and information sharing process between various objects. 

Fig. 1. Over view of the internet of things (IoT)8 (Source: Sharp Node)  Fig. 2. Building blocks of internet of things 

3. IoT Building Blocks and Components 

IoT can be clearly explained with its architecture which would vary depending upon the specific application 
where it is adopted. However, its architecture is well explained by considering the concept called building blocks of 
IoT. Building blocks of IoT will be similar and can be capable explaining and designing a IoT hardware integrating 
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with wide range of applications. Insights into the building blocks and components and their interactions were 
explained and dealt in the subsequent sections below.  

3.1. IoT Building Blocks 

IoT implementation include the four main building blocks, shown in Fig. 2. These include the Things, Gateways, 
Network Infrastructure (NI), and Cloud Infrastructure (CI)9. Here, things are the concentrated areas where 
information is sensed with the sensor elements or the actuators. Gateways block is used for the connectivity purpose 
and it is an intermediate block between the things and network or cloud infrastructure. Network infrastructure (NI) 
block helps in providing the control over the information provided and allows secure and smooth flow. Cloud 
infrastructure (CI) equipped with the information storage and computing proficiencies. Table 1 presents the features 
and basic IoT devices that are used in the four IoT building blocks. 

Table 1. IoT building blocks, devices and its features. 

IoT building blocks IoT devices Features 

Things Sensors, Actuators Allows to communicate and collect the information from the 
objects of focused areas without any human interaction. 

Gateways - Acting as an intermediate block and enables the strong 
connectivity between the things and cloud infrastructure. 

It also provides the security and manageability abilities 
during the data flow. 

Network infrastructure (NI) Routers, Aggregators, 
Gateways, Repeaters 

It allows the control over the data flow from things to the 
cloud infrastructure. 

It also enables the security during the information flow. 

Cloud infrastructure (CI) Virtualized Servers (VS), 
Data Storage Units (DSU) 

It allows the analytical, logical, and advanced computing 
abilities. 

 
3.2. Grouping of IoT Building Blocks into Components 

For easy understanding of the IoT implementation and the process flow, the above four building blocks are 
grouped into the three components. Now the three main components of IoT include: The Things with Networked 
Sensors and Actuators (TNSA), Raw Information and Processed Data Stores (RI-PD-S), and Analytical and 
Computing Engines (ACE). Features of the IoT components is presented in Table 2. 

Table 2. Features of IoT components 

IoT components Features 

Things with networked sensors and actuators (TNSA) Collects the information from the objects or the things that were 
concentrated as per the specific application area 

Raw information and processed data stores (RI-PD-S) Stores the collected information in various forms: data, text, videos, 
images, models etc. 

Analytical and computing engines (ACE) It helps in the human-machine interactions and allows the feedback 
as per the human requirements. The also allows the analysis as per 
the computing model chosen based on the requirements.  

 
3.3. IoT Component Interactions 

The three components of IoT were clearly mentioned along with their features in Table 2. The interaction 
between these three components is portrayed in Fig. 3. The interaction between the IoT components starts from the 
Things with Networked Sensors and Actuators where they sense the detailed information as per the user 
requirements. The information sensed here might be with respect to time duration set by the user. The sensed 
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information is then stored in the second component of IoT i.e. Raw Information and Processed Data Storage 
allowing an interaction between the TNSA and RI-PD-S. The interaction is enabled by sending the report states and 
the information is stored in various formats such as data, text, videos, and images etc. The third components of IoT 
is the Analytical and Computing Engines (ACE) where the stored information is analyzed logically with appropriate 
decisions using numerous models there by allowing an interaction between the RI-PD-S unit and ACE. This logical 
analysis is done with multiple iterative procedures until the best results achieved as required by the user. In this third 
component human-machine interactive learning is possible along with cloud and server-based analytics. Based on 
the human-machine interactive learning, the feedback and control commands or requests were given to the Things 
with Networked Sensors and Actuators component there by allowing interaction between TNSA and ACE10-12. 

Fig. 3. IoT component interactions 

4. IoT Architecture Layers 

The internet of things provides fascinating solutions to most problems that workforce is facing. The approach of 
attaining a solution is based on how the information technology components were integrated with communication 
devices with best hardware and software convergence. Here in IoT, the software and hardware components act and 
work mutually with the learned outcome-based suggestions or priorities given by the owner who seeks the solution. 
In brief the software defined hardware system helps in processing the raw information to processed data, from where 
the storing, retrieving, and analysis of data is done using advanced computing tools that are integrated with IoT 
system. The communication systems help in providing the communication channels and allow protocols between the 
objects or things or each component of IoT. The best, fast, reliable, and secure convergence of the information 
technology and communication technology will only happen when an effective IoT architecture layer is built. These 
architecture layers would vary depending up on the requirements and tasks to handle. However, different researchers 
have proposed different architectures which are as follows. This section gives the overview of widely agreed and 
accepted architecture of IoT. 
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4.1. Three Layer Architecture 

Three-layer architecture shown in Fig. 4. is one of the foremost and basic IoT architectures introduced. It is most 
convenient and easy to implement. The three-layer present in the architecture are perception layer, network layer, 
and application layer13-16. The introduced three layers outlines the functioning of IoT, but still could not give a 
reliable solution considering the higher facets of IoT. Role and the functioning of each layer present in three-layered 
IoT architecture is presented in Table 3. 

Fig. 4. IoT architecture layers (3-layer, 5-layer, modified 5-layer, 6-layer, 7-layer, FOG) 

Table 3. Role and functional features of three-layer IoT architecture 

IoT architecture layers Role and functional features 

Perception layer The features of this layer would be the sensing capability, it collects and gathers the information about 
the environment where smart objects are available. 

Network layer The feature of the layer is to enable the transmission and processing of the information with internet 
connectivity of the various devices.  

Application layer Its main feature is to deliver the specific service based on the application type to the user. 

 
4.2. Five Layer Architecture 

When the research is focused on finer aspects integrating various technologies and wide parametric application 
area, the present three-layered architecture is not sufficient, hence researchers have developed the five-layer IoT 
architecture which is as shown in Fig. 4. The presented five layered architecture is similar with three layered 
architecture but with extra two layers added13-17. Role and the functioning of each layer shown in five layered IoT 
architecture is presented in Table 4. A modified five layered IoT architecture focusing on wider applications of 
transport system is shown in Fig. 4. and the roles of each layer is presented in Table 518, 19. 



114 Nallapaneni Manoj Kumar  et al. / Procedia Computer Science 132 (2018) 109–1176 Nallapaneni Manoj Kumar et al. / Procedia Computer Science 00 (2018) 000–000 

4.3. Six Layer Architecture 

To make it much easier for understanding and integrating with wider applications (two or more applications 
together) the IoT architecture layer is modified and a new six-layer IoT architecture is proposed by the researcher by 
adding focus layer, cognizance layer, and competence business layer to the existing architectures. 

Table 4. Role and functional features of five-layer IoT architecture  

IoT architecture layers Role and functional features 

Perception layer The features of this layer would be the sensing capability, it collects and gathers the information 
about the environment where smart objects are available. 

Transport layer It helps in transferring the information sensed by the sensor available or equipped in the perception 
layer to the processing layer and vice versa through networks such as wireless, 3G, LAN, Bluetooth, 
RFID, and NFC. 

Processing layer This layer has special features such as information storage, analytics, and processing the data for 
allowing the vendors to deliver various kinds of services. 

Application layer Its main feature is to deliver the specific service based on the application type to the user. 

Business layer It manages the entire IoT system where all applications will be managed, especially the business and 
profit models in a user-friendly way with privacy. 

  

Table 5. Role and functional features of modified five-layer IoT architecture 

IoT architecture layers Role and functional features 

Application layer Collects the information about the various tasks that are to be done as per the client’s requirements 

Sensing layer This layer allows an interaction between the application layer and sensing layer by means sensor 
elements and electronic devices.  

Communication layer  Its acts as Information Bridge that helps in the providing a communication link between sensing and 
service layers for the data transmission. 

Service layer This layer helps in performing the activities that required by the client. 

Infrastructure layer This layer creates the service-oriented technologies like GIS mapping, cloud computing, bid data, 
cognitive computing storage facility. 

 
This new six-layer architecture allows the IoT system to focus on multiple subject areas and analyzing their 

implications on the business value in the competent world20. Fig. 4. shows architecture of the IoT and their role and 
features are presented in Table 6. 

Table 6. Role and functional features of six-layer IoT architecture 

IoT architecture layers Role and functional features 

Focus layer This layer helps in identifying the nodes considering the multi aspects of the systems that is under 
study. 

Cognizance layer  It is about the sensing capability or the information collection from the objects that focused in the 
focus layer. Here sensors, actuators, and data monitoring systems are equipped which allows to 
sense the information. 

Transmission layer Its main feature is to transmit the sensed data from the cognizance layer. 

Application layer This has a special feature of collecting and categorizing the information and as per the requirement 
in the application zone. 

Infrastructure layer This layer creates the service-oriented technologies like GIS mapping, cloud computing, bid data, 
cognitive computing storage facility. 

Competence business layer This layer allows the assessment of the proposed IoT system in terms of business network 
analyzing especially the business and profit models in a user-friendly way with privacy. 
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4.4. Seven Layer Architecture 

Seven-layer architecture is proposed by the researcher by taking considerations of local surrounding environment 
near to the devices, sensing objects etc.21 is shown in Fig. 4, and elaborated in Table 7. This new improved 
architecture allows the user to consider various factors that affects the sensing capabilities of sensors or actuators. 

4.5. Cloud and Fog Based Architecture Layers 

Cloud computing is more flexible and scalable techniques which allows various services for an IoT systems. 
These services include information storage options, software tools and analytics, suitable platform, and core 
infrastructure for the development. With cloud facility, user can have the visualization, machine learning, data 
analytics options for wider sets of information. Cloud based architecture became popular in IoT systems due to the 
equivocal nature of the information sensed and produced in the form of data by an IoT devices. In most of the IoT 
architectures, a centralized control over the data is done using the cloud-based data processing systems, see in Fig. 5. 
This allowed the IoT system to have a cloud centric architecture making the cloud to be in between the applications 
and network of things. Here, the central part is cloud, applications were places above to cloud and network of things 
were placed just below the cloud16, 22. 

Fig. 5. Data processing in cloud and fog-based architectures of IoT. 
 

In fog computing, the data processing in done in quite different way than to the cloud computing. In fog 
computing, a fragment of the data analytics is carried out at the sensors, and gateway networks, see in Fig. 5. Unlike 
other architecture layers of IoT, fog architecture is also represented in terms of layers, see Fig. 4. Fog architecture 
has six-layered approach, these include physical layer, monitoring layer, pre-processing layer, storage layer, security 
layer, and transport layer. Here, physical is the one where things need to be analyzed, hence the monitoring and pre-
processing layers comes after the physical layer or the at the edge of network of gateways. Here, monitoring layer, 
performs the monitoring aspects like available resources, required services by the clients, and various responses. 
From these, the pre-processing layer of fog architecture helps in analyzing the data by doing filtration. Next is the 
data is sent to the storage layers, where it is stored in different format as required and distributed across as per the 
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need with suitable protocols. Security layer helps in offering privacy status to the data flow. When compared to the 
cloud architecture fog architecture is quite advanced16, 23-26. 

Table 7. Role and functional features of seven-layer IoT architecture 

IoT architecture layers Role and functional features 

Application layer Collects the information about the various tasks that are to be done as per the client’s requirements  

Application support and 
management layer 

This layer allows to have complete managerial control, security over the IoT system. 

Services layer This layer helps in performing the activities that required by the client. 

Communication layer Its acts as Information Bridge that helps in the providing a communication link between sensing and 
service layers for the data transmission. 

Network layer The feature of the layer is to enable the transmission and processing of the information with internet 
connectivity of the various devices. 

Hardware layer This layer enables to integrate all the hardware components required for the implementation of IoT. 

Environment layer This layer allows the possibility to detect the objects or places that are under observation. This has the 
capability of observing the “physical moving objects, such as humans, cars, to environmental factors 
such as, temperature, or humidity”. 

 
5. Conclusion 

This paper summarizes the understandings of IoT building blocks, IoT components interaction, and IoT 
architecture layers. A brief about the architecture layers proposed by various researcher is dealt in the paper 
including the cloud and fog-based architectures. From this survey, we understand that, as the number of architecture 
layer increases, the complexity in the IoT system design, and integration with the practical environment might 
become difficult. This might lead to many interactions giving more scope for security issues, data mishandling etc. 
However, this could be eliminated with the use of blockchain technology. This would help the researcher who are 
working on computing aspects, IoT system implementation for science and engineering applications.  
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