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Summary: In our increasingly interconnected world, natural hazards and their impacts spread
across geographical, administrative, and sectoral boundaries. Due to the interrelationships
between multi-hazards and socio-economic dimensions, the impacts of these types of events
can surmount those of multiple single hazards. The complexities involved in tackling multi-
hazards and multi-risks hinder a more holistic and integrative perspective and make it difficult
to identify overarching dimensions important for assessment and management purposes. We
contribute to this discussion by building on systemic risk research, especially the focus on
interconnectedness, and suggest ways forward for an integrated multi-hazard and multi-risk
framework that should be beneficial in real-world applications. In this paper, we propose a Six-
step framework for analyzing and managing risk across a spectrum ranging from single- to
multi- and systemic risk.
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Framework.
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1. INTRODUCTION

In an increasingly interconnected world, natural hazards and their impacts cascade across
geographical, administrative, and sectoral boundaries'. For instance, the Russian heatwave in
2010 happened at the same time as the Indus Valley flooding in Pakistan, which led to a
shortfall of cereals in international markets®. More recently, on January 15, 2022, the Hunga
Tonga-Hunga Ha’pai volcano erupted near the South Pacific nation of Tonga, resulting in
ashfall and triggering a combined pressure wave (far-field) and displacement (near-field)
tsunami?, as well as around 70 earthquakes of moment magnitude between 4.4-5.0°. The
eruption generated tsunamis that were observed globally®, reaching the shores of New Zealand,
Russia, and causing an oil spill and two casualties in Peru®. The eruption and resulting tsunami
happened while the region was impacted by tropical cyclone Cody, which made tsunami
detection more difficult due to cyclone-related storm surges®. In the immediate aftermath of
the eruption, the situation was compounded by the introduction of COVID-19 in Tonga due to
aid arrivals through international relief efforts®. The eruption and tsunami resulted in severe
impacts with initial direct economic damage of US$90.4 million and projected follow-on multi-
sectoral losses and indirect effects in tourism, commercial, agricultural, and infrastructural
sectors’.

Examples like the above depict the complexities and systemic and far-reaching impacts of
multi-hazards and resulting multi-risks and reflect a need for beyond-the-state-of-the-art
assessment and management across different sectors and systems?. In this paper, we present a
six-step framework for the systemic multi-hazard and multi-risk assessment and management,
designed to deal with complex, systemic, and multi-risks. A recent analysis of the biggest
challenges in research on natural hazards suggests remaining gaps in understanding multi-
hazards and resulting risks®.

Rarely is the same geographical location exposed to just a single hazard type; often, a
multiplicity of hazards occurs. The United Nations Office for Disaster Risk Reduction
(UNDRR) defines multi-hazards as “the selection of multiple major hazards that the country
faces, and the specific contexts where hazardous events may occur simultaneously, cascadingly
or cumulatively over time, and taking into account the potential interrelated effects™. Central
to this definition and conceptualization of multi-hazard is the fact that multi-hazards refer to
multiple single hazards affecting a place as well as the interrelationships between these hazards.
To add complexity to this already challenging problem (and as was indicated by the examples
above), these hazards can cause ripple effects and cascading impacts across and between
different sectors and systems™°.

Strong efforts are now made to integrate multi-hazards and multi-risk situations within risk
assessment and management methodologies (for a review see Gill et al.*!) and approaches in
practice (for a review see Schlumberger et al.!?). However, the integration of these
methodologies and approaches into a unifying framework, both conceptually as well as for
practical applications, is not yet underway®!36. This comes as no surprise since the
complexities involved in tackling multi-hazards and multi-risks eventually hinder a more



holistic and integrative perspective and make it difficult to identify some overarching
dimensions important for meeting this challenge. This article suggests two overarching
dimensions, a specific system definition and the concept of dependencies, and based on these
dimensions proposes a possible way forward as to what such a unifying framework could look
like.

The definition of a system is critical for determining how to measure improvements when
considering various management options'’. By clearly establishing the system boundaries, one
can identify potential conflicts and avoid the pitfall of narrowly defining the system. For
instance, an improvement in a narrowly defined system may not translate into an overall
improvement if the boundaries are expanded?®. These topics are closely related to systemic risk
ideas, where the modelling and measuring of risk are usually done through network dynamics®®.
Our system definition allows the increase in complexity to necessary levels through a systems-
of-systems approach. The additional focus on dependencies, either hazard- or risk-related,
enables integration of single, multi-, and systemic risks within the suggested system
definition?°. Indeed, multi-hazards, as well as multi-risks, can be viewed as single risks in case
there are no dependencies. Consequently, single, and systemic risks can be viewed as two ends
of a risk continuum where the increase in dependency is the overarching dimension for multi-
risks. Based on these ideas, we present a six-step framework for the analysis and management
of risk across a spectrum that ranges from single to multi- and systemic risk.

It is beyond the scope of this paper to showcase the implementation of this framework in a
practical case study (e.g., a region prone to multi-hazard) and this will be done subsequently
through pilot studies of the HORIZON 2020 MYRIAD-EU project). This perspective piece
rather focuses on the presentation and detailed description of the conceptual framework itself,
bringing together research on multi-hazards and multi-risks with research on systemic risks.

The paper is structured as follows: Section 2 brings an overview of different literature strands
which informed the framework development and introduces the expert workshop used in the
initial framework refinement. Section 3 then introduces in detail each of the six steps of the
framework, in parallel introducing a conceptual example. Finally, Section 4 discusses the
strengths and limitations of the presented framework and outlines further steps.

2. MUTI-HAZARDS, MULTI-RISKS, AND SYSTEMIC RISK: A BRIEF
OVERVIEW

The framework (presented in Section 3) was created drawing on current thinking in multi-
hazard and systemic risk literature as well as insights gathered from a feedback workshop with
experts. While it is nearly impossible to give a full overview of current efforts in multi-hazard
and multi-risk assessments as well as systemic risk analysis, we have included a selection of
recent literature focusing on these topics. Finally, we give a brief description of the stakeholder
workshop that informed the framework's development.

2.1. Multi-Hazard Approaches and Typology



Due to their interrelationships, multi-hazards might lead to impacts greater than the sum of the
effects of individual hazards?. Therefore, multi-hazards should be considered in the
assessment and management of disaster risks??>. However, current approaches remain focused
on single hazards. There is a need for a clear framework for the assessment and management
of risks due to multi-hazards®*® that can integrate multi-hazard approaches into policy, practice,
and governance®*?4, There is a growing body of literature on hazard interrelationships®>2>-%
which offers different terms to describe similar interrelationship mechanisms between
hazards®™?°. We use the term “interrelationships” as the collective noun for the links. An
overview of hazard interrelationships (based on Gill et al.!) is provided in the following:

1. Triggering interrelationship: One hazard can trigger another hazard to occur.
For instance, the 28 September 2018 earthquake at Palu®! triggered landslides,
or a storm in November 2000 which, in turn, triggered landslides in Tuscany,
Italy®2. Triggering hazards can result in hazard cascades, chains, or networks
when the primary hazard sets off a secondary hazard which then triggers a
further hazard*,

2. Amplification interrelationship: Amplification interrelationships (named
“changed condition”” in Tilloy et al.?® or “increasing probability’’ in Gill and
Malamud®) refers to a situation where one hazard changes the probability or
magnitude of another hazard (probability can be both decreased and increased)
by changing environmental conditions for the occurrence of another hazard?®.
A drought can, for instance, increase the probability of a wildfire33,

3. Compound hazards: A situation in which two or more hazards may impact
the same region and/or time period with impacts different (greater, lesser) than
their sum*!. Compound interrelationships can take different forms: They can,
for instance, include interrelationships in which different hazards originate
from the same primary event or a large-scale process?. This was the case, for
example, for compound coastal floodings in the UK34 or compound drought
and heatwave events in the Brazilian Pantanal®.

Furthermore, they can take the form of a primary hazard simultaneously
triggering multiple secondary hazards (e.g., a storm could simultaneously
trigger floods and landslides, or a volcanic eruption can produce and trigger
multiple hazards to occur at the same time).

Another form of compound interrelationship is that of two independent
hazards impacting the same region and/or time period (or in close succession),
such as an earthquake followed by a period of extreme cold. These independent
hazards can occur with no underlying interrelationship between them?®. For
instance, the 1991 eruption of Mount Pinatubo in the Philippines coincided
with Typhoon Yunga®. Recently, there has been an increased interest in
consecutive disasters, another form of compound hazards. Consecutive
disasters refer to a case in which one or more disasters occur after each other
and their associated direct impact overlaps in space while the recovery from
the initial event is still ongoing?’. For example, northern Croatia was hit by a
5.5 magnitude earthquake on 22 March 2020%, and then again on 29 December



2020 with a 6.4 magnitude earthquake®'. Interactions at the vulnerability level
are of importance in consecutive disasters; for instance, Hurricane Matthew in
2016 impacted Haiti which was still in the process of recovery after the
catastrophic 2010 earthquake?®.

The types of hazard interrelationships described above can also overlap in real-life situations,
creating complex scenarios®. For instance, in February 2023, earthquakes in Turkey and Syria
triggered earthquake aftershocks and landslides®, all while compounded by extreme cold“.

It is important to point out that there is no consensus on multi-hazard interrelationships and
that many authors provide different definitions and classifications. The three categories
described above were identified by summarizing commonalities between hazard
interrelationships proposed in the literature?®. Furthermore, while hazard interrelationships
have recently been receiving more attention, it is worthwhile noting that interrelationships exist
at the level of risk and risk components (i.e., between hazard, exposure, and vulnerability),
which are important to consider in multi-hazard scenarios and multi-risk assessments?, These
interrelationships become prominent already in the description of hazard interrelationships in
the examples above (for instance, with compound hazards where hazard interrelationships are
described also through impacts). However, the interrelationships on the risk and risk-
component side remain understudied*®.

2.2. Multi-Risk Approaches and Typologies

Over the last decade, there has been increasing interest in introducing multi-hazards in risk
assessments. In this paper, we adopt the IPCC definition*! of disaster risk as a product of hazard
(H), exposure (E), and vulnerability (V), while disaster risk assessment is defined as “a
qualitative or quantitative approach to determine the nature and extent of disaster risk by
analysing potential hazards and evaluating existing conditions of exposure and vulnerability
that together could harm people, property, services, livelihoods and the environment on which
they depend .

Zschau*? provides a classification of risk assessments, distinguishing between four different
types thereof:
(1) single-risk: risk in a single-hazard framework;
(2) single-risk: risk in a multilayer single-hazard (i.e., multiple single hazards) framework
with no interrelationships on vulnerability level,
(3) multi-hazard risk: risk in a multi-hazard framework (i.e., hazard interrelationships
considered) with no interrelationships on the vulnerability level; and
(4) multi-risk: risk in a multi-hazard framework where both interrelationships at hazard and
vulnerability levels are considered.

Interrelationships at the vulnerability level (i.e., dynamic vulnerability) refer to vulnerability
changes due to different hazards a vulnerable element (e.g., built environment, people) is
exposed to over time*3. For instance, the vulnerability of a building will be different for floods
and earthquakes and can also change in a multi-hazard scenario (e.g., a building hit by a flood



after an earthquake)**. In their recent article, de Ruiter & van Loon* describe three aspects of
the dynamics of vulnerability, including the underlying dynamics of vulnerability (e.g.,
population immigration and displacement), changes in vulnerability during long-lasting
disasters (e.g., droughts), and changes in vulnerability during compounding and consecutive
disasters (e.g., a disaster weakening socioeconomic networks).

Although not explicitly referred to in Zschau’s* classifications above, a full multi-risk
framework should also consider dynamics of exposure (e.g., people moving to a floodplain
following a fire where their exposure to floods is increased). While it is recognized that
Zschau’s* proposed methodology is not easily distinguishable and may require further
refinement, it is useful for differentiating between various levels of disaster risk assessments.
This holds true especially in the context of the framework proposed in this paper, as it is flexible
enough to operate on the spectrum of single to multi- and systemic risk assessments by focusing
on dependencies (be it hazard, vulnerability, or exposure related) as the overarching concept.

2.3. Multi-Risk Assessment Approaches

Several authors have provided an overview of different approaches for multi-hazard and multi-
risk assessments?>26424346 \yith detailed methodologies and assessment frameworks
available®™#-0, Current approaches can usually be classified as either qualitative, semi-
quantitative, and quantitative*?, applied depending on the research purpose and characteristics
of the analysis®. In their review, Ciurean et al.?® outline narrative descriptions, hazard wheels,
hazard matrices, network diagrams, hazard maps, hazard and risk indices, system-based and
physical modeling, and probabilistic and statistical approaches.

While there have been advances in going from single-risk to full multi-risk assessment
frameworks, risks of natural hazards are still primarily considered independently, skewing the
decision-making process and management options'?424¢, Even in the context of multi-hazards,
most risk assessments still primarily address the issue of multi-hazards by overlaying multiple
single hazards without considering interrelationships between the hazards®>®3, The challenges
associated with the assessment of multi-hazards and multi-risks remain numerous, including a
lack of a unified standard and definitions for hazard interrelationships, the inclusion of dynamic
vulnerability and exposure, comparability of hazards due to different characteristics, data
requirements, levels of complexity, uncertainty in multi-hazard, multi-risk assessments, spatial
and temporal dynamics!®2424651 The most significant of these challenges is the unavailability
of common standards and mature methods for a full multi-risk assessment?42°1,

To address the above-mentioned challenges to a certain extent, the framework presented in this
paper proposes using the concept of dependency (or more broadly: connectedness) as a
unifying approach that can incorporate both single and multi-hazard as well as risk approaches.
By focusing on dependencies, the framework provides a possible way forward to overcome the
current lack of common standards and methods for conducting full multi-risk assessments.

2.4. Systemic Risk Approaches



A comprehensive literature review of systemic risk in the context of natural hazards can be
found in Hochrainer-Stigler®*. Systemic risk refers to how subtle changes within a system may
trigger the collapse of the system itself. The primary mechanism usually looked at in that regard
is that of contagious risks, i.e., risks that can spread from one element to another and therefore
cause cascading and possible negative feedback effects.

After the financial crisis in 2007/08, a lot of research on systemic risk focused on banking and
financial systems (for a detailed historic analysis we suggest Kreis et al.>®) and found that the
most important specific mechanisms that can cause failure include too big to fail, too
interconnected to fail and keystone elements. Hence, the failure of a system element as well as
the dependency structure within the system in regard to the element is a cornerstone of systemic
risk analysis, probably the most important measure now used in that regard being DebtRank®
which can also be used for policy analysis®’.

Social sciences have also contributed significantly to systemic risk analysis, exploring how
systems are exposed to systemic risk and identifying the distinct features of such systems®®
However, the missing link between the natural science approaches and the social sciences, as
identified by Hochrainer-Stigler et al.>, is the human agency aspect, which needs to be
included for systemic and complex adaptive systems research. For a more pragmatic approach
to systemic risk analysis within real-world decision-making processes, we refer to Sillman et
al®,

2.5. Workshop for Gathering Feedback and Informing the Development of the
Framework

In addition to building the framework based on the existing multi-hazard and multi-risk
thinking and frameworks as outlined above, the framework was also informed by a workshop
held with scientific and practitioner experts in April 2022. The overall aim of the workshop
was to present the prototype framework developed based on the extensive literature review and
to have an informed discussion with participants and collect their critical reflections.

The workshop had a total of 62 participants, including representatives from the HORIZON
2020 MYRIAD-EU consortium partners (n=37), external experts in the field of multi-risk
(n=17), case study pilot representatives, and wider sectoral representatives (n=8). External
experts were identified in a process of consultation with researchers and represented a mix of
academic researchers, representatives of multilateral organizations (e.g., World Bank, United
Nations Office for Disaster Risk Reduction), and MYRIAD-EU pilot stakeholders. The
workshop was interactive and held in a hybrid format, with roughly half of the participants
joining in person, while the other half participated online. It consisted of plenary lectures and
discussions as well as interactive discussions in smaller groups

During the workshop, participants were presented with the prototype version of the framework
(see Figure S1), followed by a detailed explanation. Furthermore, prior to the workshop, a brief
description of the framework was shared with participants The prototype framework was



developed by a team of MYRIAD-EU researchers (from September 2021 to March 2022) and
built on existing multi-risk and systemic risk assessment approaches and typologies (described
in Section 2.1 -2.4). During the workshop, participants were asked to discuss the strengths and
weaknesses of the framework, identify what the framework was lacking, and provide
suggestions for improving framework. By focusing on these questions and careful facilitation
of discussions, every effort was made to ensure that the feedback from the discussions was
steered towards a critical reflection of the framework.

The workshop feedback indicated that the framework has a clear structure and a stepwise
approach that was appreciated. However, participants suggested emphasizing further the
interconnections between the different steps of the framework. As a result, the framework was
converted from a linear stepwise procedure (see Figure S1) to a circular model. Participants
also emphasized the benefits of a framework that is flexible to accommodate a continuum from
individual to multi- and systemic risk analysis, the inclusion of direct and indirect risks,
stakeholder engagement, and the relevance of findings to policy and decision-making.
Regarding the required changes, several issues were raised during discussions that were
incorporated into the updated version of the framework presented in this paper. These issues
included:

e Improving the consistency of language within the framework to make sure that various
terms are used in the same manner throughout the graphic and accompanying text.

e Including a clear statement of challenges for the system and desired state in Step 1, as
well as a mapping of policies, institutions, and stakeholders.

e Already including discussions on possible risk management options in Step 1.

e Emphasizing the interaction between the different steps, resulting in a circular
representation of the framework.

e Changing the language in Step 6 to make it more accommodating (e.g., urban growth
vs urban change, economic growth vs economic change)

e Aligning the framework with the stages of the risk assessment process as outlined in
Poljansek et al.%°

In Section 3, we present the framework that incorporates this feedback.

3. TOWARDS A UNIFIED FRAMEWORK FOR INDIVIDUAL, MULTI- AND
SYSTEMIC RISK ASSESSMENT AND MANAGEMENT

The Merriam-Webster Dictionary defines the term framework as a “basic conceptual structure
(as of ideas)”. Similarly, the Oxford Dictionary defines a framework as “a set of beliefs, ideas
or rules that is used as a basis for making judgments, decisions, etc.”. In this paper, building
on these definitions, we define a framework as “a frame one can work with”. The framework
is developed to be useful for practical application and, therefore, follows a pragmatic approach.
It is a stepwise and iterative process comprised of six major steps as presented in Figure 1. In



what follows, each of its steps will be discussed through a conceptual example including a
thorough discussion of the ideas behind each step.

3.1. Step 1: Finding a System Definition

At the very start of the framework, one needs to understand the system under consideration.
This means that one must delineate clear system boundaries and identify the elements of the
system that lie within these boundaries. In other words, identifying the system boundaries
makes it possible to clearly identify the system elements and answer the question of which
elements lie within and outside the system. Who defines the system boundaries and for what
reason(s) is an important question that needs to be addressed, not least to indicate conflicts
between potential risk bearers and interactions that may or may not (yet) be incorporated in the
analysis. More generally speaking, one must assume that perceptions will differ as to which
system elements or sub-systems are important within the system at the conceptual level and
which can be identified at the practical level. Furthermore, divergent views of decision-makers
need to be assumed as well; this can refer to diverging views on the system boundaries and, as
a result, the systems elements as well as the interdependencies between these elements.
Important to note is that system boundaries can overlap between different system owners (i.e.,
what is in the system defined by stakeholder A can also be in the system defined by stakeholder
B). Additionally, interventions might entail profound changes for certain stakeholders within
the system and its sub-system as well as across interconnected and interdependent systems; for
others, the changes might be minimal. Explicitly defining the system boundaries and its internal
complex networks of interdependencies is needed for tackling these challenges.

In this paper, we define a system as a set of (partly) interconnected elements with clear
boundaries. In addition, we define system of systems as a system in which its elements can
again be seen as systems. Figure 2 introduces an example of a system and system elements and
shows a possible system of systems approach based on different geographical scales and
possible actors involved. These key concepts, i.e., systems, systems elements, and systems of
systems, are depicted in Figure 3. To provide a clearer understanding of the framework, Figure
2 illustrates the differentiation between elements on different system levels. To further
demonstrate the application of the framework, we present a conceptual example in Figures 3
and 4, which includes households, an insurance provider, and the government as possible
systems.

Another crucial step in understanding systems is identifying current and/or future challenges
for the system holder (e.g., the government, a specific sector, etc.) through engaging with a
specific sustainability challenge (e.g., resilience to multi-hazards of interconnected countries
with strong macroeconomic relationships, disaster resilience of islands with strong economic
dependence on tourism, etc.)?.

Given that the framework is focused on natural-hazard related risks, a system definition also
includes the identification of hazards of interest and associated hazard scenarios (including
both single and multi-hazards), as well as the identification of exposed and vulnerable elements
of the system (e.g., assets and people located in hazard-prone areas together with different



dimensions of vulnerability, such as economic, social, institutional, physical, etc.). Different
natural hazards of interest can be identified together with their interrelationships!>?526-%0 (as
presented in Section 2).

A system definition also requires an understanding of the existing governance landscape (i.e.,
main policies, institutions, and stakeholders guiding the system), including understanding the
gaps that contribute to the sustainability challenges identified. This can help in, for instance,
defining what a desired outcome for the system is as defined in a specific policy (e.g., sectoral
policies, disaster risk management policies). Finally, system definitions help take stock of the
existing risk management options (e.g., different structural and non-structural measures) and
identify potential gaps in this management landscape.

3.2. Step 2: Characterization of Direct Risk

The framework defined in this paper uses the IPCC definition of risk, which focuses on hazard,
exposure, and vulnerability*!. Direct risk is related to losses due to direct contact of system
elements with the single or multi-hazard itself. Determining direct risk means selecting direct
risk metrics as a measure of risk. These should be set by engaging with stakeholders who can
give insights as to which metrics are most important for them®?. For direct risk metrics, a variety
of options is available, such as physical asset losses, casualties and the proportion of the
population experiencing monetary loss due to their assets being hit by a hazard (ibid.). As
presented by Poljansek et al.%°, risk metrics are essential tools for decision-making and
engaging with stakeholders in disaster risk management. In this step, the changing nature of
exposure and vulnerability in a multi-hazard scenario also needs to be considered?’4562:3,

A description and terminology of multi-hazards and multi-risks are given in Section 2,
including a discussion of similarities and differences. As one can see, the hazards, possible
interrelated events, and interactions in terms of drivers and processes (may it be climate-related
or of socio-economic nature) can be conceptually integrated using the concept of dependency
(or more broadly, connectedness), which ranges from independency to full dependency (such
as within physical laws).

To avoid confusion, we now introduce a conceptual example as presented in Figure 4, starting
with the simplest case, i.e., that of an individual exposed to some risk. We will call this
“Individual Element 1 at Risk”. As our focus is on natural hazard events, we further assume
that this risk is pure downside risk, i.e., risk realized only in the form of losses. We then
introduce an additional element, which we call “Individual Element 2 at Risk”.

Each element can assess its own risk and perform a risk analysis to inform risk management
decisions. However, we may also want to consider both individual risks simultaneously. When
looking at Element at Risk 1 and Element at Risk 2 simultaneously, one can introduce the term
“system” as a set of (partly) interconnected elements. Furthermore, we define the term
“individual risk” as the risk an individual element is exposed to inside the system while
“systemic risk” is the risk on the system level due to the dependencies of the elements inside



the system. To add some additional complexity, there might also be an “Individual Element at
Risk 3. If we have not introduced this element (or if it is of no interest to the risk bearer of the
system), the given system just consists of the two individual elements at risk (as presented in
Figure 4) in the first instance. This highlights the need for clear boundaries when defining the
system under study, which is a crucial aspect of our framework as discussed in Step 1. In other
words, the system needs to be defined in terms of which elements are inside the system and
which are outside of it.

In our example, Household 1 and Household 2 are the system elements of the insurer while
Households 1, 2, and 3 are the system elements of the government. For direct risk, only
Household 1 and Household 2 are of interest to the insurance provider. Furthermore, for
Household 1 only a single risk (flooding) is of interest. Meanwhile, multiple hazards are
relevant for Household 2 due to the interaction of an earthquake that increased the flood area
so that Household 2 is affected by flooding as well as fire. Consequently, these hazards are also
important for the insurance provider.

3.3. Step 3: Characterization of Indirect Risk

Indirect risk refers to risk realized due to interdependencies within the system. These
interdependencies can exist between the elements within the system or between systems
themselves, such as subsystems within a larger system, as shown in Figures 2 and 3 (it is
important to note that elements of the system can be systems themselves). We consider indirect
risk only through the lens of losses that occur due to direct risks. These can take the form of,
for instance, losses in the agricultural sector due to direct damages to transport infrastructure,
which, in turn, influence agricultural supply chains. Indirect losses can occur either inside or
outside of the area hit by a hazard and often with a time lag®. In line with the systems
perspective, this means that these losses propagate across and beyond system boundaries. In
this step, indirect risk metrics are selected and agreed upon in collaboration with stakeholders.
Example metrics include the costs of disrupted supply chains or a decrease in purchasing power
or more general systemic risk measures (see for a review Hochrainer-Stigler et al.>®).

The ideas in step 3 are grounded in systemic risk research. There, systemic risk is usually
defined as a serious disruption or collapse of a system. With standard application in other
contexts (e.g., financial systems), the concept of systemic risk and its analysis and management
is gaining rising traction in research on disaster risk reduction and climate change®. Systemic
risks challenge the conventional approach to risk analysis and management®. This is due to
inherent characteristics of systemic risk®. For instance, Renn® identifies four major
components of systemic risk, namely: (1) complexity, (2) uncertainty, (3) ambiguity and (4)
ripple effects beyond the source of risk. Due to these characteristics, systemic risks challenge
and overburden existing risk management and create new challenges for risk assessments,
policy making, and governance®®,

The defining feature of systemic risk is the concept of interdependencies within the elements
of the system (also called feedback loops, interactions, interconnections, interlinkages, and
intertwined elements'®). As discussed in our conceptual example where there is an absence of



interdependencies, one can refer to risks to the individual elements in the system as individual
risks. These risks exist due to individual events that have a direct impact on the element in the
system, independently from the rest of the system?°. However, failures of the individual
elements in the system may trigger multi-risks and systemic risks and therefore, individual,
compound, multi- and systemic risk can and should be assessed and managed together?®¢’.
Which of these processes and risks dominate is determined by the distinct dependencies of the
system and its elements at hand. While there are a number of emerging methods for systemic
risk analysis, including copula-based approaches®’ and agent-based modeling®, there is a need
for an integrative and holistic approach allowing for analytical perspectives based on a variety
of data (e.g., observational, experimental, simulations, quantitative, and qualitative) as well as
the specific aspects of human agency as we proposing in the framework herein6:8.59.66,

The concept of dependency opens a promising way forward to simultaneously include single,
compound, and multi-risk as well as systemic risk within one unifying framework. We suggest
that the dependency between the elements of a system can function as a guiding principle here.
Figure 5 illustrates the risk continuum that arises from different levels of dependency which
range from individual risk, multi- to systemic risks (in the classic sense of full failure of the
system, systemic risk as used here has a broader notion). Viewed from a systemic perspective
and using our system definition which includes a system of systems approach, the so-called
failures of elements can be reinterpreted as events that cause consequences due to
dependencies. The stronger the dependencies are, the more the system level will be affected,
e.g., systemic risk dominates. If the dependencies between the system elements is weak (i.e., if
the system elements are independent of one another), individual risks dominate.

What kind of dependencies can occur in systems is not discussed yet and is highly context-
specific. However, the amount and strength of dependencies between the elements in a system
can be used to separate strategies from a top-down perspective as well as a bottom-up
perspective which have quite different instruments at hand. As depicted in Figure 5, in the case
that individual events (e.g., hazards) do not cause failures, these can be seen as individual risks
(left hand of the systemic risk ratio in Figure 5). On the opposite end, as primary failures often
cause secondary failures (or cascades), systemic risks may dominate. It is important to note
that dependencies of the elements within a given system may also change depending on the
hazard impact (e.g., very large losses) or on resources available to deal with losses (e.g.,
financial ones such as savings or having insurance or not) (see Hochrainer-Stigler et al.®").

Within our conceptual example with a household, insurer, and the government as shown in
Figure 4, Household 3 is not directly affected by natural hazard events. However, it is indirectly
affected by hazards because of its dependency on Household 1 (e.g., economic dependencies).
As a result, the government also faces indirect risks (e.g., due to unemployment and
corresponding costs, or a decrease in tax revenue due to a decrease in purchasing power) in
addition to the direct risks to which Household 1 and Household 2 are exposed (for which the
government might have to provide disaster relief). Note that in our example the indirect risk
for Household 3 is only the result of a single hazard event (flooding) that happens within the
region where Household 1 is located. However, in the case of a multi-hazard event (e.g., flood



and earthquakes), the flood event may increase and could be more devastating (e.g., because
of amplification effects, see methods section) even if it were only a single hazard event for
Household 1. Additionally, also the indirect risk could increase due to limited resources to cope
with the event (for a modelling example we refer to Hochrainer-Stigler et al.®’, for a concrete
example of the European Solidarity Fund we refer to Ciullo et al.%°). In other words, Household
1 is not only directly exposed to the natural hazard event, but also indirectly exposed to
additional risks due to its dependency on Household 2. This dependency creates indirect risks
for Household 1 that could also affect Household 3.

3.4. Step 4: Evaluation of Direct and Indirect Risk

In alignment with the stages of the risk assessment process according to 1ISO31010, Poljansek
et al.®® distinguish between risk identification, risk analysis, and risk evaluation. While we dealt
with risk identification in Step 1 and risk analysis in Step 2 and Step 3, the next stage in our
framework is risk evaluation. The purpose of risk evaluation is to support decision-making®.

Based on the risk metrics used within the risk analysis steps (for a summary of measures for
the direct and indirect risk we refer to Hochrainer-Stigler et al.?°), decision-makers need to
decide if the risks at hand are acceptable or if they need to be managed. For some decision-
makers, this may be easier to determine than for others. Depending on the system level, the
measures may be quantifiable or not and may depend on the policy landscape they are
embedded in. For example, insurance companies will need to look only at direct risks, e.g.,
using a loss distribution approach that can be used to determine backup capital needed with
regard to regulation requirements’®. A government may base its decision on how much
resources it has to finance direct losses based on the resource gap concept’ and how to reduce
indirect losses in case it is not able to finance all direct losses’2. A household may decide based
on savings and insurance availability as well as assistance from the government. The decision
may, however, also include intangible dimensions such as environmental ones (see Hudson et
al.” for a discussion).

3.5. Step 5: Risk Management Options

In this step, risk management options are discussed and decided upon based on risk evaluation,
initial discussions in Step 1, and the results of the direct and indirect risk assessment. There is
a wide range of available options for risk management including structural (e.g., structural
defenses) and non-structural measures (e.g., policies, land zoning, early warning systems)®.
Similarly, the Society of Risk Analysis (2015) suggests three types of risk management options,
namely risk-informed strategies, precautionary strategies, and discursive strategies’*". There
will always be a mix of diverse types of strategies and measures at decision makers’ hands.
Risk management options need to be selected in collaboration with stakeholders depending on,
for instance, the risk metrics agreed upon in a decision forum®%7® with a wide range of decision
support tools available. Additionally, risk management measures should be considered for
different time horizons and planning periods, from the short- to mid-and long-term. In a multi-
risk context, the process of selecting risk management measures also needs to pay attention to
synergies and trade-offs (i.e., asynergies) between risk management options for different
hazards* ",



The system definition as well as dependency concept can be used as a guiding principle
between bottom-up and top-down management approaches. The former focus on risk reduction
for individual elements while the latter focus on managing the dependencies between the
system elements. Both usually have quite different measures at hand as their expertise differs,
too. Supply chain risk management, for example, is usually done on the firm level, and each
firm assesses and manages its risks only with respect to its most relevant suppliers. It, therefore,
could be interpreted as a bottom-up approach, e.g., the elements of the system are managing
their risk. However, the firms are embedded in a more interdependent system as they are aware
of and may be affected by other suppliers. These interactions, have to be taken into account by
a systemic perspective, i.e., top-down; for instance, setting up regulations to reduce systemic
risks’® (Figure 6).

In general, local-level decision-making processes may not be sufficient to address systemic
issues, while systemic-level decision-making processes may not be aware of or able to
effectively utilize the options available at the local level. Nevertheless, both are intrinsically
related and, therefore, need to be looked at together.

In our conceptual example, the government (top-down approach) may focus on the multi-
hazard risks and build dikes to avoid losses for Household 1. As a result, the indirect risk to
Household 3 is also mitigated. By constructing dikes, the government could limit the extent of
a flood event and prevent it from affecting Household 2, which would also reduce indirect risk.
In this way, the government can change the hazard dependencies and subsequently, both the
direct and indirect risks. The government could also support the insurance company through
subsidies so that the insurance provides insurance schemes in the region where Households 1
and 2 are located so that indirect risk may not spread to Household 3 (e.qg., through economic
dependencies, see the supply chain risk example in Figure 6). This approach would focus more
on socio-economic dependencies rather than hazard dependencies. Other options focusing on
local-level risk reduction would be also possible (this would be a bottom-up approach) and
could be combined with the top-down approach as well (e.g., giving subsidies for risk
reduction).

3.6. Step 6: Future System State:

Step 6 of the framework addresses the question of how to maneuver through an uncertain world
(e.g., Schlumberger et al.”®). Given the projected changes in risk components (i.e., hazard,
exposure, and vulnerability) due to a number of processes, it is of critical importance to
consider risk management in the context of these future changes to be able to take risk-informed
decisions that will allow for reduced risks in the future®’. The framework, therefore, has to be
iterative and must allow its user to consider future changes in the system and how these could
influence individual, multi- and systemic risk. This step considers changes to risk components
due to larger processes (e.g., climate, demographic, political, and land use change) as well as
due to changes in the system because of risk management options implemented (e.g., risk
management is more recently discussed as one of the risk components in Simpson et al.8%).
Given the effects of these processes, the system itself will change (e.g., the number or condition



of the elements at risk or the system boundaries might change) and the direct and indirect risks
it is exposed to need to be reevaluated. Additionally, one needs to consider how proposed risk
management options will perform in the future system state and make adjustments accordingly.
Existing methodologies for decision-making under uncertainty play an important role in this
process’®82,

3.7. Importance of stakeholder engagement and co-production

The involvement of different stakeholders is integral throughout all the steps. For instance, the
definition of system boundaries and multi-hazard scenarios of interest will vary between
different stakeholders (e.g., stakeholders in the tourism sector vs. an insurance company,
stakeholders ranging from local to regional and global scales). Furthermore, the direct and
indirect risk metrics (i.e., which risk metric is most relevant for a specific sector), risk
evaluation criteria, as well as risk management options, should be co-developed with
stakeholders®:76:83,

4. DISCUSSION AND CONCLUSIONS

Given the rising importance of accounting for multi- and systemic risk in disaster risk
management®1>273% and the lack of a unifying framework to guide the analysis of these risks??°,
we suggested a six-step framework based on two overarching dimensions: a specific system
definition and the concept of dependency. The framework itself overcomes some of the
limitations of the existing frameworks for multi-risk assessment, due to the following:

e Flexibility to address single- to multi- and systemic risk: The framework is based on
a system dependency perspective meaning that, based on the level of interdependencies
between system elements and different systems (system-of-systems perspective), it can
be used for the analysis of individual, multi- and systemic risk, which cuts across all
steps of the frameworks. This way, it can accommodate different existing tools and
methods, and levels of analysis. Additionally, it can be tailored according to the context
(i.e., the system of interest) and in line with stakeholder needs. Existing frameworks for
multi-risk assessment are primarily based on one specific method (e.g., Liu et al.* use
Bayesian networks).

e Account for risk dynamics: The framework considers risk and all its components (i.e.,
hazard, exposure, and vulnerability) to be inherently dynamic through (i) the dynamics
of exposure and vulnerability in a multi-hazard scenario, (ii) changes of risk through
different socio-economic interaction channels (e.g., economy) (iii) changes in the
system considered in Step 6 that directly affect the hazard, exposure, or vulnerability.
Existing frameworks often omit these dynamics (e.g., Schmidt et al.*®) or consider them
only partially (e.g., Mignan et al.*® account only for changes in the structural
vulnerability of buildings).

e Explicit focus on indirect risk: By focusing on dependencies and a systemic risk
perspective, the framework places and explicitly focuses on indirect risk, which is
particularly important in the context of cross-boundary and cross-sectoral risks®2.
Other available frameworks either do not consider indirect risks (e.g., Liu et al.*’ focus



on direct risks for buildings) or do not place such an explicit focus on risks that arise
due to interdependencies between system elements (e.g., De Angeli et al.®®
acknowledge the importance of indirect risk but do not provide an explicit focus).
Multiple-line of evidence approach: The proposed framework allows and asks for the
integration and use of different types of data, from a qualitative and narrative
implementation of the framework (e.g., the framework could be implemented through
a workshop-style activity with stakeholders that would engage around the topic of
multi-risk management) to a comprehensive quantitative risk assessment (e.g.,
quantification of interactions between different hazards). The explicit request for
stakeholder engagement warrants the inclusion of qualitative data and a focus on co-
production. Most existing frameworks are based only on quantitative methods which
are primarily of a probabilistic nature (e.g., Liu et al.?®; Marzocchi et al.>°) while a
similar approach to the integration of both qualitative and quantitative data was
proposed by Liu et al.*’.

System of systems perspective allowing for risk analysis and management across
scales: By taking a systems perspective and asking for a clear delineation of system
boundaries, the framework enables systems at different levels to be viewed from a
systems perspective. As a result, it facilitates risk management at different levels and
the identification of risk management options at both the local level (i.e., bottom-up)
and the system level (i.e., top-down). This is helpful in terms of risk governance, clearly
defining responsibilities for risk management options at different levels and considering
synergies and asynergies between risk management actions. Previous frameworks lack
this perspective, making it challenging to determine which management options work
best at what scale and under whose responsibility.

Strong emphasis on stakeholder engagement and co-production: In the framework,
various types of stakeholders (e.g., local communities through to different levels of
government to regional and global agencies - depending on the level of analysis) are
actively involved and shape different steps of the framework (through, for instance,
determining system boundaries and identifying risk metrics). Many existing
frameworks do not explicitly take into account stakeholder input in the process of
framework implementation e.g., (De Angeli et al.*®; Liu et al.?®?8; Schmidt et al.*;
Simpson et al.818%), while consultation with stakeholders is envisioned in Liu et al.*” and
Marzocchi et al.>°. Framework implementation in practice should be done through co-
production with various stakeholders, where different perspectives should be explicitly
taken into account, including local knowledge of communities, as this knowledge is
crucial in designing context-appropriate risk management strategies®*. Special
emphasis will need to be given to creating stakeholder engagement practices to counter
conflicting and contested stakeholder objectives’®. The concept of risk democratization
introduced by Cremen et al.”® could be a useful approach to aid this process.
Forward-looking and embedded in larger sustainability issues: The framework
starts with the identification of sustainability challenges in the system at hand, enabling
the identification of forward-looking disaster risk management pathways. By starting
from a sustainability challenge, it also goes beyond simply viewing natural hazard risks



through a hazard-oriented lens but takes a risk-informed approach and enables hazards
to be considered in the context of sustainability challenges (e.g., risk-informed urban
development as outlined in Galasso et al.?%). By considering the future state of the
system (Step 6), the framework also explicitly considers future risks arising from (i)
larger processes such as climate change and land use change, and ii) adoption of risk
management measures (Step 5).

Finally, there are also some limitations including the fact that the framework is complex and
requires in-depth technical knowledge to implement the various steps. However, there is the
question of how much one can reduce complexity to manageable levels while not missing some
essential characteristics of the system for its successful management. As discussed, single
hazard and risk approaches are ill-equipped today for meeting compounding challenges ahead.
Therefore, much more research needs to go into the analysis of interdependencies within
systems and risks in the future. Furthermore, implementing the framework potentially requires
a large amount of data, especially in terms of quantitative analysis, which may not be readily
available. As a possible way forward, scenario approaches and storylines®®’ as well as
adaptation pathways’®#? may be a good first step in reducing data requirements and complexity
to manageable levels. The role of “optimal complexity” will eventually be an important
research agenda in that regard.

The framework presented herein can be applied by different types of stakeholders operating
across different scales of disaster risk landscapes (e.g., from local to global levels), owing to
its explicit consideration of system perspective and a strong emphasis on stakeholder
engagement. For instance, it can be a useful tool for government departments dealing with
disaster risk to analyze multi-risks at different spatial scales (e.g., city, regional, or national
scale) in a given country and guide their decision-making on risk management options.
Similarly, it could be applied by an insurance company to analyze the risks of their premium
holders in a given region, as described in a conceptual example. In both cases, a clear system
definition presents a critical step.

While the framework is based on ideas from systemic risk research in conjunction with
literature reviews and stakeholder interactions including high-level workshops (see Section 2),
it has not been tested in real-world applications. It will, however, be implemented in five pilot
case study areas in Europe over the next 3 years (Scandinavia, Danube Region, Veneto Region,
North Sea, and Canary Islands). Nevertheless, the framework should already be beneficial in
current efforts that tackle the governance and modelling challenges regarding multi-risk by
suggesting focusing on system boundaries and dependency dimensions.
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Main figure titles and legends
Figure 1: Six-step framework for individual, multi-, and systemic risk analysis and
management

Figure 2: A system of systems approach using system boundaries as an overarching principle.
On the lowest level, only individual elements are considered which can form sub-systems on
higher levels. Sub-System 1.1. consists of 6 individual elements, Sub-System 1.2. consists of
10 individual elements and Sub-system 1.3 consists of 4 elements, System 1 either consists of
3 elements or sub-systems or 20 individual elements. As depicted in the figure, there can be
interdependencies between systems and sub-systems (represented by the arrows connecting
different elements of the system).

Figure 3: Graphical representation of key concepts used in the paper (i.e., system, system
elements, and system of systems) explained using a conceptual example of a government, an
insurance company, and a household.

Figure 4: Simple example of three individual elements at risk under a systemic perspective
(i.e., with interdependencies between elements of the system).

Figure 5: The continuum between individual risks and systemic risks. System components
(purple circles) interact (black lines) in a networked system (e.g., hazards, sectors, time).
Owing to these interactions, primary failures (red flashes) can trigger secondary failures/events
(orange flashes). The systemic-risk ratio (blue arrow) measures the proportion of all secondary
failures (Adapted from Hochrainer-Stigler et al.?%)



Figure 6: Schematic diagram of a supply chain perceived by two firms (a-b) and how it actually
is (c). Each bubble represents a firm, and each arrow represents a supplier—buyer relationship.
The blue (a) and green (b) firms share the same supply chain, but their perspective on it is
different. One can assume that firms know their tier-two suppliers and clients. The lighter the
color of the supplier, the clients, and the linkages, the less information the firm has on them. In
panel (c), the entire supply chain is represented and firms are identified by numbers. Source:
Colon and Hochrainer-Stigler’®
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/ Identifying the system at hand, its components and \
clear system boundaries.

Determining the hazards threatening the system
(in terms of single- and multi-hazard scenarios) and
the system's exposed and vulnerable elements.

Characterizing the governance landscape,
sustainability challenges, desired vision and initial

6 \ risk management options for the system. j

ACCOUNTING FOR
FUTURE SYSTEM STATE

Considering changes to the system
state due to larger processes such as
climate change, economic change, land
use change etc. or due to planned risk
management options. With this future
system state in mind, reevaluating the
previous steps and, if necessary,
reconsidering decisions made.

FINDING A SYSTEM
DEFINITION

)

Selecting risk management options ® ® Chara}cterizing the Qirect risks

that account for synergies and resulting from physical contact
asynergies of risk management with the single- or multi-hazard
as well as different time-horizons DEFINING CHARACTERIZATION Defining and characterizing

(short-, middle- and long-term) RISK MANAGEMENT direct risk metrics
OPTIONS OF DIRECT RISK

EVALUATION CHARACTERIZATION

OF DIRECT AND OF INDIRECT RISK
INDIRECT RISK

Defining direct and indirect
risk evaluation criteria

Identifying indirect risk due to
interdependencies in the systems

Defining and characterizing
indirect risk metrics

Selecting direct and indirect
risks to manage




/ GLOBAL LEVEL \
SYSTEM 2 - SYSTEM 1 N SYSTEM 3 Supranational
%[ system «-- institutions
Boundary 1

NATIONAL LEVEL

Country
officials,
governments,
NGOs

REGIONAL LEVEL

Local private
entities,
regional private
entities

Sub-Systems 1.1.1-1.1.6 Sub-Systems 1.2.1-1.1.10 Sub-Systems 1.3.1-1.1.4

INDIVIDUAL LEVEL

Households,

<! @'i} &\ﬁsz - / s ieneats )




KEY CONCEPT

What s a ESITIT] and what are ETRITITI]

SYSTEM 1 SYSTEM 2 SYSTEM 3
A GOVERNMENT AN INSURANCE COMPANY A HOUSEHOLD
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SYSTEM'S ELEMENTS SYSTEM'S ELEMENTS

The household’s members and assets

SYSTEM'S ELEMENTS

Total population, households, firms...of a country Insurance holders/ insured households

T systems of systems

The Government is a system (1) which includes
all households (system 3) as well as the insurance company (system 2)

which, in turn, includes a part of all households (system 3)




Individual Element at Risk 3
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Primary failures ’,
rarely... sometimes often...
cause secondary failures

SYSTEMIC RISK RATIO

Individual risks Systemic risks
dominate dominate



a. Supply chain from
the purple firm’s
point of view

b. Supply chain from
the blue firm’s point
of view

c. Actual supply
chain
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