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ABSTRACT 
The ubiquity of devices connected to the internet raises concerns 
about the security and privacy of smart homes. The efectiveness 
of interventions to support secure user behaviors is limited by a 
lack of validated instruments to measure relevant psychological 
constructs, such as self-efcacy – the belief that one is able to 
perform certain behaviors. We developed and validated the Cyber-
security Self-Efcacy in Smart Homes (CySESH) scale, a 12-item 
unidimensional measure of domain-specifc self-efcacy beliefs, 
across fve studies (� = 1247). Three pilot studies generated and 
refned an item pool. We report evidence from one initial and one 
major, preregistered validation study for (1) excellent reliability 
(� = 0.90), (2) convergent validity with self-efcacy in informa-
tion security (�SEIS = 0.64, � < .001), and (3) discriminant validity 
with outcome expectations (�OE = 0.26, � < .001), self-esteem 
(�RSE = 0.17, � < .001), and optimism (�LOT−R = 0.18, � < .001). 
We discuss CySESH’s potential to advance future HCI research on 
cybersecurity, practitioner user assessments, and implications for 
consumer protection policy. 

CCS CONCEPTS 
• Human-centered computing → HCI design and evaluation 
methods; • Security and privacy → Human and societal aspects 
of security and privacy. 
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1 INTRODUCTION 
The popularity of smart home devices has increased so dramatically 
over the past decade that consumer households are now bristling 
with smart fridges, app-based video doorbells, smart heating sys-
tems, smart ambient lighting, all of which often interconnected 
through voice-activated assistants [72]. Despite their wide range 
of functions, one can defne smart homes as residences “equipped 
with a high-tech network, linking sensors and domestic devices, 
appliances, and features that can be remotely monitored, accessed 
or controlled, and provide services that respond to the needs of 
its inhabitants” [7]. The rapid adoption of smart home devices is 
accompanied by increasingly voiced privacy concerns [33, 55, 132], 
and high profle security incidents [52, 88, 124]. Studies found that 
even if users express concerns and low disclosure attitudes, their 
security behaviors do not always correspond respectively, a phe-
nomenon known as privacy paradox [68, 89]. This is exacerbated 
by privacy compromising default settings and dark patterns [82] 
that capitalize on the instinctive trust of consumers [133] or that 
of other people involved in the use of such devices [128]. 

Facilitating self-efcacy, which is the belief about one’s own 
ability to enact certain skills [11], is a psychological solution to im-
prove security behaviors that is promoted by decades of extensive 
research in HCI [28, 41, 100]. Self-efcacy is formed by motivational, 
cognitive, emotional, and choice-related mechanisms [11, 13], allow-
ing for multiple pathways to strengthen users’ self-efcacy beliefs, 
e.g., via interface designs that are scaleable across the consumer 
population [131]. It is a concept that is per defnition subjective 
(i.e. latent) without an obvious behavioral counterpart. As such, 
self-efcacy cannot be measured directly like one would measure 
manifest behavior, e.g. setting a password, keystrokes, etc., simply 
by the fact that the self-appraisal of one’s ability in those behaviors 
is not equivalent to the actual performance. Rather, as proposed by 
Social Cognitive Theory (SCT) [10, 14, 15], self-efcacy has recipro-
cal efects on behaviors and socio-structural factors (see Figure 1). 
Accordingly, self-efcacy signifcantly impacts a person’s interests, 
behavioral choices, endurance when faced with obstacles (such as 
high user burden [114]), and ultimately selected or constructed 
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Figure 1: Causal Model of Social Cognitive Theory for Cyber-
security Self-Efcacy [14] 

environments [11, 13]. Notably, self-efcacy is not a generalized 
characteristic, but a context specifc belief [11]. 

While there is arguably some similarity between certain indi-
vidual smart home devices and, for example, smartphones, there 
are other important diferences that make smart home environ-
ments unique: (a) smart homes are complex, remotely networked 
ecosystems of multicomponent IT devices [116]; (b) they involve si-
multaneous use, multiple co-existing user roles, and are frequently 
not limited to one consumer with diferent rights and needs associ-
ated [59, 128]; (c) the high level of automation in smart homes might 
lead to perceptions of devices’ agency [64, 95] with various impor-
tant efects and (para)social mechanisms [99], e.g., over(-calibrated) 
trust in security default settings; and (d) smart homes collect diverse 
types of sensitive data in remarkable abundance with dramatic con-
sequences for users in case of a breach [4, 27]. The combination 
of all these aspects distinguishes smart homes as a unique domain 
of technology interaction, and it is conceivable that lay users treat 
smart home devices diferently than other technology. Therefore, 
we specifcally defne cybersecurity self-efcacy in smart homes as 
the belief in one’s capability to control information processed by 
smart home devices and systems against unauthorized disclosure, 
modifcation, loss, or destruction. 

Considering the impact of cybersecurity self-efcacy on security 
behaviors in various other IT domains (medical information systems 
[110], organisational data [48], software design [5], personal data 
[37]), it is presumed to also afect security behaviors of smart home 
owners [86]. Interventions designed to increase users’ cybersecurity 
self-efcacy in smart homes could be arranged to feasibly reach 
the entire heterogeneous user base. The question of the success of 
self-efcacy interventions demands a well validated instrument to 
assess diferences in smart home owners’ cybersecurity self-efcacy 
beliefs. Existing assessment methods routinely rely on ad-hoc scales 
about some abstract or generalized experience of self-efcacy not 
specifc to a particular class of devices, task, or skill [18]. This could 
cause problems on two levels: (a) self-efcacy beliefs are domain-
specifc, i.e., a person may report diferent self-efcacy strengths 
for more abstract and more specifc contexts [14]; additionally (b) 
ad-hoc scales could lead to low replicability due to lack of validity 
information, increase the heterogeneity of fndings in the feld, 
show limited generalizability, and add to potential jingle-jangle 
fallacies [47]. The jingle fallacy is the false assumption that two 
similarly named scales measure the same trait, while the jangle 

fallacy is the false assumption that diferently named scales actually 
measure dissimilar traits. Both fallacies can obfuscate the valid, 
empirical relationships between factors of interest [76, 126]. Having 
a validated psychodiagnostic scale of cybersecurity self-efcacy 
beliefs would enable meaningful insights and foster consensus on 
human factors in cybersecurity. 

Here, we therefore report the development and validation of 
the Cybersecurity Self-Efcacy in Smart Homes (CySESH) scale 
across fve studies. In three pilot studies (�� = 5, 23, and 82), we 
generated an item pool and established its content validity and 
comprehensibility. In the two main studies (�� = 166 and 971), we 
examined the scale’s psychometrics, including reliability and valid-
ity characteristics. Reliability results showed excellent coefcients, 
and we report robust evidence of convergent as well as discriminant 
validity. The fnal scale consists of 12 items that can be adopted 
for user or feld studies. CySESH could become an important tool 
to assess the efectiveness of interventions targeted to improve 
self-efcacy, implement usable interfaces to assist cybersecurity 
tasks, and support evidence-based decision making regarding pol-
icy measures to sustainably improve security and privacy in the 
home environment at scale. 

2 RELATED WORK 

2.1 Latent Infuences on Cybersecurity 
Behavior 

The fundamental premise of improving security behaviors is that 
cybersecurity is both a technical and a psychological challenge 
[6, 91], as even the most sophisticated technical measures fail to 
protect data privacy and security when not used as intended by the 
designer. Expertise [44, 122] and awareness [65, 103] trainings have 
proliferated, but the heterogeneity of users, their prior knowledge, 
and abilities [49, 105], pose an insurmountable challenge to these 
interventions when implemented on a larger-scale. 

Self-efcacy, the believed ability to perform certain behaviors, 
infuences security behavior through the activation of multiple 
other latent processes (e.g., goal setting, analytic strategies, causal 
attribution, afect regulation) [11]. These open the spectrum of 
intervention possibilities to more feasible solutions reaching the 
heterogeneous user base [104, 131]. A meta-review on human as-
pects of cybersecurity found users’ self-efcacy as the sole construct 
that consistently predicted security behaviors [41]. 

2.2 Self-Efcacy and Its Measurement 
The goal of this paper is to present the development of a measure of 
self-efcacy beliefs specifc to the domain of cybersecurity in smart 
homes. This domain-specifcity is necessary in self-efcacy scales 
since a person’s reports about their self-efcacy beliefs can vary to 
a great extent between, for example, the belief to be able to play 
chess or to skateboard [11]. Self-efcacy scales so far have been 
developed for a multitude of domains, for example fnance [78], 
breastfeeding [120], alcohol resistance [130], online learning [115], 
entrepreneurship [83], driving [50], and many more. The under-
lying domain-specifcity necessitates the construction of a ftting 
instrument if one wants to measure self-efcacy in said domain 
with high validity [121]. To successfully develop a new self-efcacy 
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measure, three critical recommendations regarding the exact word-
ing of self-efcacy statements need to be realized [12, 14]: items 
must concern (a) the possibility of a behavior, not the intention, 
(b) the person’s confdence in performing the behavior regardless 
of the expected outcomes, and (c) present skill perceptions, not 
hypothetical assumptions about those acquired in the future. Fur-
thermore, best practices [87] advise to assure comprehensibility 
(avoid strong generalizations, multiple meanings, and negations) 
and aim for a clear test score interpretation (unidimensional items, 
intermediate item difculty, and ftting response formats). Results 
from a systematic literature review [19] showed that published 
scales do not consistently comply with these recommendations 
[3, 58, 63]. This stresses two interconnected needs that we aim to 
meet: (a) a succinct, low-cost, transparent, publicly available scale 
for cybersecurity self-efcacy, and (b) comprehensive evidence re-
garding three psychometric quality criteria of that scale as defned 
by state-of-the-art test evaluation entities [38, 87, 98]. These three 
criteria include (1) objectivity, (2) reliability, and (3) validity. 

2.3 Scale Development Criteria 
First, objectivity is defned by the standardization of the test’s proce-
dure, analysis, and interpretation. A scale lacking objectivity would 
yield diferent conclusions due to unsystematic efects [1], e.g. dif-
ferent implementations across research labs or situations. For this 
reason, we provide a standardized scale with clear instructions, a 
computational strategy, and an interpretation note to allow global 
scale implementations. Second, reliability concerns the precision of 
measurement. An unreliable test could be due to an inconsistent 
performance of the user across items [21], and raise the question 
whether all items actually refect the same self-efcacy belief that 
the scale is supposed to capture as a general factor [117]. Multiple 
items - or the replication of measurement instances - are necessary 
to estimate the degree of reliability [21]. In consequence, the Cy-
SESH scale contains multiple items that are generated and selected 
through iterative inputs of varied experts to arrange its precision. 
Finally, objectivity and reliability are prerequisites for the third 
quality criterion: validity of the obtained scores as a meaningful 
measure of the latent self-efcacy construct [36]. Scores would not 
be valid if lower self-efcacy beliefs did not correspond with lower 
scores on the scale. This would efectively imply that study results 
and any conclusions drawn from them are also not valid [46]. We 
validate our scale by estimating the relation between self-efcacy 
and other constructs as put forward by self-efcacy theory. If Cy-
SESH has no tendency to be distinct from those concepts, it is a 
confated, redundant [62], or even invalid measure. 

The steps we took to develop and validate the CySESH scale 
were based on the procedure described by Boateng et al. [16]: 

(1) Item Development: We defned contexts of cybersecu-
rity self-efcacy measures (i.e. device usage, coping or com-
pliance, and security implementation) through emerging 
themes from a literature review. An expert workshop (� = 5) 
on smart home security was conducted to establish initial 
content validity, after which, we designed the frst set of 
items. We did so with possible theoretical challenges for con-
struct validity in mind; for example, we defned CySESH and 
its clear distinctions to similar psychological constructs (as 

self-efcacy scales tend to be confounded by e.g., outcome 
expectation [80] if they are not carefully designed). For this, 
we adhered to the assumptions of SCT and self-efcacy item 
generation guidelines by Bandura [12, 14]. 

(2) Scale Development: We piloted the items with two difer-
ent samples: experts on test development (� = 23) were 
instructed to further review content validity, and native 
English speakers (� = 82) ensured the comprehensibility 
of items and instructions. We evaluated the original set of 
items with regard to qualitative responses and psychometric 
calculations, selected the best performing items, and pre-
registered the main validation study with complete method-
ology as well as analyses plans on the Open Science Frame-
work. 

(3) Scale Evaluation: We conducted an initial validation study 
(� = 166) and a main validation study (� = 971) to examine 
reliability and construct validity characteristics. The fnal 
scale contains of 12 items that unidimensionally measure 
user’s cybersecurity self-efcacy in smart homes. 

Investing in this scale development and validation process will 
allow further advances in understanding the complexity of cyber-
security issues by facilitating standardized research methods, an 
important prerequisite to efective meta-analytic research synthe-
sis [40] that can provide vital policy implications for smart home 
consumer protection. 

3 ITEM DEVELOPMENT 
We employed a deductive strategic approach (in contrast to in-
ductive, external, prototype etc.) for diagnostic item-development 
[1, 24]. A deductive method builds upon the existence of a spe-
cifc theory that describes the trait’s characteristics and determines 
the item format. To implement this approach, we began by con-
sidering assumptions of the SCT on self-efcacy [10, 15] and the 
resultant guidance on domain-specifcy [11] and item-development 
[12, 14]. Items were not formulated inductively on the basis of prior 
published scales. 

3.1 Identifcation of the Domain 
3.1.1 Literature Review. An overarching literature survey on cyber-
security self-efcacy was conducted to gain a general review data 
set on the topic (fle link: preregistration of literature survey). Multi-
ple simultaneous literature reviews originate from this data set each 
with a diferent scope, such as a psychometric quality assessment 
[19], discussion on implications for practitioners, or as in this case a 
contextual overview of self-efcacy measures. The review data set 
has two main contributions to this scale development work. First, it 
reinforces the posited need of low-cost, standardized, and validated 
research methods in the feld of cybersecurity self-efcacy by indi-
cating the current extent of measurement heterogeneity. Second, 
it serves to identify a candidate for convergent scale analysis by 
assessing the context ft to CySESH and general representativeness 
of previously published scales. Consequently, it was the goal of the 
literature review to analyze current heterogeneity or item overlap 
in measures and identify relevant scales for convergent analysis. 

Methods for gathering and extracting data of the literature were 
preregistered on OSF. Items were collected by three trained coders. 

https://doi.org/10.17605/OSF.IO/QJE83
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Training was completed when an inter-rater agreement coefcient 
of � > 0.6 for main variables was reached. Each coder extracted data 
from 2/3 of the publications, so that all publications were coded 
twice to ensure high quality review data. Given the interdisciplinary 
nature of cybersecurity self-efcacy research, we systematically 
queried nine scientifc databases (EBSCOhost, IEEE Xplore, ACM 
Digital Library, Science Direct, dimensions.ai, arXiv, Scopus, Web 
of Science, and Wiley Online Library). To decrease bias in our key-
word selection, we implemented a quasi-automated text mining and 
keyword co-occurrence network method as introduced by Grames 
et al. [54] (R version: 4.0.3; litsearchr version: 1.0.0). As a result, we 
used the following keyword string: 

“self-efcacy” AND (“cybersecurity” OR “cyber security” OR 
“information security” OR “IT security” OR “information 
technology security” OR “IS security” OR “information sys-
tem security” OR “wireless security” OR “home wireless 
security” OR “usable security” OR “computer security” OR 
“data protection” OR “data security” OR “personal data” OR 
“privacy” OR “security threat” OR “wireless network” OR 
“device security”) 

We identifed 173 diferent self-efcacy measures across 174 studies 
published in the past decade (list available at: data of literature 
review). Measures relied on ad-hoc development and diferent con-
ceptual understandings of self-efcacy stemming from multiple 
theories, such as reactive control [97] or as a general trait [112]. 
Hence, we did not use the listed scales of the literature review as 
sources for our item development. We coded scales for their item-
based heterogeneity. Specifcally, we collected all provided items 
and then subjectively coded the mutual content of each scale’s 
items to categorize the scale’s overall context. For that reason, het-
erogeneity of scales is determined by the content of the respective 
items. A thematic synthesis strategy, involving open coding with 
emergent categories, was applied to identify three contexts [17]: (a) 
computer or internet usage, (b) coping or compliance behavior, and 
(c) privacy or IT security implementation. Computer or internet 
usage scales (4 scales) focus rather on the primary tasks of usage 
[67, 127]. Coping or compliance behavior scales (56 scales) aim 
at emotional, cognitive, or behavioral processes used in stressful 
situations [23, 69]. Privacy or IT security implementation scales (65 
scales) use indicators of an individual’s cybersecurity performance 
or application [100, 129]. Consequently, we focus on scales from 
the last context that would concern cybersecurity self-efcacy in 
smart homes. 

3.1.2 Convergent Construct Validity. To determine whether Cy-
SESH is sufciently close to content-similar constructs and in con-
sequence a meaningful measure of latent cybersecurity self-efcacy, 
we analyzed its convergent validity. For this purpose, we selected 
a suitable self-efcacy scale from the context of privacy or IT se-
curity implementation: the Self-Efcacy in Information Security 
(SEIS) scale by Rhee, Kim and Ryu [100]. The scale’s representative 
and general character is highlighted by recurring references within 
other ad-hoc scale development works [39, 75, 94] and signifcant 
correlations (ranging between � = .60 and � = .85) with a num-
ber of alternative cybersecurity self-efcacy measures. Rhee, Kim 
and Ryu [100] report several steps taken to ensure validity in item 

construction. The SEIS items involve skills related to the protec-
tion of information or systems more generally and hence, overlap 
with our own construct defnition. Therefore, we expected a mod-
erate correlation between SEIS and CySESH suggesting evidence 
for convergent construct validity. 

However, the SEIS lacks context specifcity. This would raise the 
question to which degree the SEIS scale is reliable and valid for the 
domain of cybersecurity in smart homes. One reason for diference 
is that the SEIS scale, published in 2009, was not designed to in-
clude present-day security issues relevant to smart homes, such as 
linkage, cookies, and cloud services. Items of the SEIS scale focus 
on more abstract protection skills related to personal computers 
and browser usage [100]. Some SEIS items refer to behaviors not 
broadly applicable to smart home devices, or they may even tap 
into other psychological traits that should be distinguished from 
self-efcacy [12, 14], e.g. outcome expectation or hypothetical as-
sumptions about future skill acquisitions. Based on results from 
an expert workshop on smart home security stages, CySESH pro-
vides new domain-appropriate and contemporary items that are 
intended to refect the recommended construct specifcity. Items 
were exclusively generated by deductions from SCT theory as well 
as the workshop results. We piloted the scale in two expert studies 
(� = 105) and evaluated the remaining items with another two 
studies (� = 1, 137). Results indicate CySESH’s psychodiagnostic 
quality in terms of reliability and validity. 

3.2 Validity of Items 
3.2.1 Content Validity. Given the importance of content validity, 
its several sources (representativeness [35], relevance [118], domain 
clarity [96], and technical quality [57]) were consulted in three 
consecutive pilot studies to balance the approaches. We included a 
mix of content experts (workshop study), test development experts 
(frst pre-testing study), and native English speakers (second pre-
testing study) to generate items that provide good domain coverage 
with adequate psychometric performance and comprehensibility. 

In the workshop study, security experts discussed potential in-
dicators of CySESH’s operationalization with the goal to achieve 
content representativeness and relevance [35, 118]. That is, the 
expert workshop was used to design the scale, not the literature 
review. This included six steps following Bandura’s guide for scale 
construction [12]: (1) insights about multicausality, i.e. what dy-
namic factors infuence the successful confguration of security in 
smart homes; (2) phases of pursuit; i.e. what chronological stages 
exist over which users can exercise control; (3) content validity of 
latent psychological constructs - behavioral, cognitive, afective -
involved in cybersecurity; (4) defnitions, response scales, and prac-
tice items; (5) smart home security tasks and activities, i.e. what 
abilities, skills or knowledge can be applied by users to succeed; and 
(6) challenges and impediments hindering regular security behavior. 
The fve workshop participants were security experts in diferent 
areas of smart home cybersecurity: one software engineer with 
security expertise, two HCI designers with security expertise, one 
security expert, and one legal practitioner that is a privacy expert. 
We recruited experts through our afliated partners of the funding 
consortium to identify crucial aspects of secure smart home tech-
nology use and adoption that are tied to self-efcacy. To achieve 
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psychometric validity, the scale is required to cover user actions 
actually relevant to the implementation and maintenance of smart 
home security – including important actions and behaviors that 
lay users may simply not be aware of. Further, lay people might 
have misconceptions about actions they frequently take but that 
do not actually improve security (e.g., scheduled password changes 
with complicated password rules). Lay people were involved in the 
pre-testing study 2 to make sure that the items that cover relevant 
behaviors identifed by security experts are phrased comprehensi-
bly. 

The qualitative analyses of the unstructured workshop data, 
which were recorded through written notes, combined multiple 
synthesis schemes. Descriptive grouping contributed to analyzing 
the cybersecurity stages. Results revealed fve stages in which users 
can apply abilities, knowledge, and skills to increase the cybersecu-
rity of their smart home devices: (1) purchase, (2) commissioning, 
(3) daily use, (4) maintenance tasks, and (5) decommissioning. As a 
primary goal, participants generated a concept map to collect rele-
vant security tasks and activities (fle link: concept map of expert 
workshop). We used a thematic synthesis of the security tasks and 
activity data to examine the views of involved experts and iden-
tify common topics. The resulting 16 common topics were: data 
deletion, device connection, data collection, investments in devices, 
privacy policies, third party communication, setup assistant, set-
tings, installation, password management, professional help, mean-
ing of settings, understanding manufacturer declarations, updates, 
dark patterns, and threats. Other common themes of the discussion 
focused on: (a) performance demands, such as self-regulatory pro-
cesses of users, (b) limitations of user control because their security 
would rely on technological solutions, and (c) limitations of circum-
stantial user control, i.e. people that did not choose to use a smart 
home device, such as children or guests. 

Items were derived from the resulting fve stages and 16 key top-
ics of the discussion using the framework synthesis method, which 
is a structured technique that fts key topics to the cybersecurity 
stages. For each stage and each topic one or more items were devel-
oped. This analysis is only one of three aspects on which we based 
the generation of items (the other two being of theoretical nature: 
defnition and assumptions of CySESH). Data of the framework 
analysis and resultant items are accessible on OSF (fle link: data of 
expert workshop). 

3.2.2 Discriminant Construct Validity. Self-efcacy items should 
be domain-specifc and discriminant, i.e. allow distinguishing them 
from other, related psychological processes [62]. Discriminant va-
lidity is tested by assessing CySESH’s distinction from constructs 
that should be closely related to self-efcacy but have established 
diferences on a defnitional dimension or by theoretical considera-
tions [8, 79, 81]. This so-called nomological network of construct 
relations [22, 36, 62] puts forward trait-level diferences from which 
insights can be best obtained. 

Consequently, we expected small correlations between CySESH 
and selected discriminant constructs: self-esteem, optimism, and 
outcome expectations. Self-esteem is typically defned as a self-
refective overall evaluation of one’s value or worth as a person 
[26, 102]. If a person believes to be capable of a certain behavior 
(i.e., high self-efcacy) and if that capability is valued, then the 

self-efcacy belief can positively impact one’s self-esteem [79]. Op-
timism is the dispositional expectancy that positive outcomes will 
prevail throughout one’s life [106, 108]. Even though optimism in-
fuences persistence behavior similarly to self-efcacy, there is no 
agency sensitivity to attain the positive outcome state [81]. Rela-
tions between both constructs are still expected since highly self-
efcacious people tend to think more optimistically [14]. Outcome 
expectations are relatively defned as “believed consequences of a 
person’s behavior” [42] and can be loosely categorized in physical, 
afective, and social outcomes that are either positive, negative, or 
neutral [42, 77]. These concern the results of performing a behavior 
while self-efcacy is the believed capability of performing it [8]. 

3.3 Test Construction 
The complete materials of CySESH’s pilot version are publicly ac-
cessible on the OSF (fle link: CySESH scale pilot version). CySESH 
is a specifc measure for cybersecurity self-efcacy in smart homes 
by means of two strategies. Items address smart home relevant secu-
rity aspects (e.g., device linkage, third party access, cloud services) 
identifed through the expert workshop. Next, four researchers, 
knowledgeable in item generation, test-theoretical aptitude of items, 
scientifc standards required for questionnaires, and test theory in 
general, formulated 10 to 15 items each independently, which later 
in a process of discussion were combined to a total of 45 items 
(see Table 1). Since there is little validity evidence for other scales 
identifed by the literature review, we based our frst set of items 
not on prior published items, but on SCT theory and the expert 
workshop results. Participants are instructed that “[...] you will be 
asked about your smart home devices [...] always think about your 
complete smart home system”. 

Items used one of two response formats: 32 items are answered 
by indicating one’s certainty to be able to perform the behavior of 
interest (e.g., "highly certain can do") and 13 items are answered 
by indicating one’s agreement with the statement described by 
the item (e.g., "strongly agree"). The response scale ranged from 
1 to 7 with lower values characterizing lower self-efcacy beliefs 
and higher values characterizing higher self-efcacy beliefs. This 
did not apply for one inverted item (item A42), which we phrased 
oppositely to control response biases [92]. For similar reasons, we 
also included two classic attention check items [111]. Two trial items 
unrelated to the topic of cybersecurity followed the instructions to 
let participants familiarize themselves with the response scales. All 
elements of the scale were implemented in an online questionnaire 
(via Qualtrics) to enhance standardization. 

4 SCALE DEVELOPMENT 

4.1 Pre-Testing the Scale 
4.1.1 Procedure. In September 2021, we conducted two pilot stud-
ies to thoroughly test the developed item sets. The objective of the 
frst study was to refne content validity (domain clarity and tech-
nical quality of the generated items [57, 96]) for which experts on 
test development - with at least a Bachelor’s degree in psychology 
- were sampled. Expertise on theory-based, latent psychological 
constructs and their measurement is of high relevance to e.g., re-
assure the ft of generated items and the conceptual defnition of 
CySESH, recognize missingness in structure, test instructions, or 

https://osf.io/vb3dr/?view_only=c72b597764154034bb8be0d2a14a0c07
https://osf.io/vb3dr/?view_only=c72b597764154034bb8be0d2a14a0c07
https://osf.io/vb3dr/?view_only=c72b597764154034bb8be0d2a14a0c07
https://osf.io/vb3dr/?view_only=c72b597764154034bb8be0d2a14a0c07
https://osf.io/vb3dr/?view_only=6e2721da9efa4c9189c6b2a76954ba77
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trial items, and be aware of deviations in scoring or other faws. 
Participation advertisements were distributed on social media and 
university-internal job platforms. The experts received 15 EUR as 
compensation. 

In the second study, native English speakers who preferably 
owned smart homes devices were recruited to ensure the compre-
hensibility of items and instructions as the fnal part of technical 
quality. This sample was acquired through Prolifc and rewarded 
with the recommended payment rate of 7.50 GBP per hour (i.e., 1.75 
GBP for participation in this study). The minimum required age for 
participation in both studies was 18 years. 

Both survey fows began with an informed consent form, fol-
lowed by sociodemographic questions, sample-specifc instructions 
(focus on validity vs. comprehensibility), and the pilot version of Cy-
SESH. After each CySESH pilot item, experts were asked to provide 
remarks on the item in a text box. 

4.1.2 Samples. A total of 23 psychologists (13 with a Bachelor’s 
degree, 10 with a Master’s degree) participated in the frst study 
(17 female, 5 male, and one non-binary person with a mean age 
of � = 25 (�� = 2.32)). Participants also reported their English 
profciency (lowest B2). 

In the second study, we recruited 82 native English speakers 
(55 female, 26 male, one non-binary person). The sample’s mean 
age was � = 33.16 (�� = 10.47). For the educational level, 34 
participants stated that they had a Bachelor’s degree, 33 fnished 
the secondary school, 9 had a Master’s degree, and 6 graduated 
from trade school. Three participants indicated they have or pursue 
a degree in psychology. Most participants (91%) owned at least one 
smart home device. 

4.2 Evaluation and Item Reduction 
First, we separately evaluated the CySESH pilot items from two 
perspectives - qualitative and quantitative analysis, respectively -
and subsequently, consolidated the results to construct a validation 
version of CySESH. This process of pre-evaluation decisions is 
outlined in Table 1. 

4.2.1 Qalitative Data Analysis. Items with negative remarks in 
the two pilot studies (� = 105) were either adjusted (7 items: A1, A5, 
A11, A12, A16, A28, A33), marked for exclusion (9 items: A3, A14, 
A15, A21, A23, A24, A32, A37, A39) pending further evidence of 
quantitative data, or in fact excluded (10 items: A17, A20, A22, A25, 
A27, A30, A34, A40, A41, A46) regardless of quantitative results. 
19 items without negative remarks were eligible for continued 
inclusion (A2, A4, A6 - A10, A18, A19, A26, A29, A31, A35, A36, 
A38, A42 - A45). 

Generally, participants commented on potential ambiguities, un-
known technical terms, or perceived misfts of items and the pro-
vided CySESH defnition, e.g. “maybe specify [...]” (participant #17) 
or “I think I would fnd it good if similar terms were always used 
[...]” (participant #12). Accordingly, we aligned terms (“devices” 
and “attack”), reworded items to reduce ambiguity (“safety” and 
the source of collection for A5), and simplifed sentence structures 
(A11 and A5). Items with multiple remarks or remarks that required 
exhaustive changes were marked for exclusion, e.g. “the term re-
sources may be unclear in this context” (participant #13). Strong 

ambiguity was perceived with regard to the terms “arrange” and 
“things” (A14) as well as “disadvantageous” and “trick me” (A23 and 
A24). This applies also to item A21 (setting up multiple devices), 
where the extent of the statements seemed unclear to participants. 
Comments on A3, an item about deletion of local data, were resolved 
by specifying the instructions of the scale on referred devices. The 
item was kept after confrming results of the quantitative decision 
stage to balance the content of A2, which regards the deletion of 
cloud data. Another item about the deletion of cloud data (A15) 
had remarks on the ambiguous meaning of the type of data and the 
defniteness of deletion. Instead of rewording the item, A15 was 
removed because A2 outperformed A15 and both statements cover 
the deletion of cloud data. Severe negative remarks, for example 
“fne, but motivation =/= CySESH. Don’t know if the defnition 
above is confusing?” (participant #08) or “what exactly are bad 
settings?” (participant #60), lead to the exclusion of the respective 
pilot item. In hindsight, we realized that A17, which has to do with 
open ports, used terms that might be too technical for lay users. 
A27 (concerning the protection of information) was formulated 
very vaguely and pointed rather towards successful consequences 
of the behavior. Severe concerns were also voiced for item A34, 
which is about the detection of bad settings. Participants remarked 
that responses could refer to diferent subjects; either themselves, 
the functionality of the device, or the manufacturer. 

4.2.2 Qantitative Data Analysis. Due to the small sample size, 
the quantitative analyses were only performed on the data col-
lected from the native English speakers in the second pilot study 
(� = 82). Results can be accessed on the OSF (fle link: results 
from CySESH pilot studies). We calculated an initial factor esti-
mate using Horn’s parallel analysis. It demonstrated a one fac-
tor solution, which supported our goal of developing a unidimen-
sional scale. An exploratory factor analysis with a promax rotation 
partly confrmed this fnding with mostly satisfactory factor load-
ings, but not yet exclusively acceptable model ft indices (� �� = 
0.734; ����� = 0.070; ���� = 0.09; ��� = −2831.60; �2 (945) = 
1332.75, � < 0.001). 

Table 2 shows the three psychometric criteria that items had to 
satisfy to be considered for subsequent scale validations. Item selec-
tion based on these criteria leads to scales that achieve a centralized 
distribution of responses, best diferentiate between high-scoring 
and low-scoring users, and include homogeneous items. Item anal-
ysis results for all criteria are shown in Table 1. We dropped 22 
items (A16, A19, A20, A22, A25, A26, A29 - A33, A35 - A41, A43 -
A46) because responses to those items indicated issues with ceil-
ing efects (possibly due to low complexity of the security task). 
We removed another item (A42) that did not meet the criteria for 
minimum item-total correlation coefcients. This was also the only 
item in the pilot version which was inverted. No remaining items 
showed lower standard deviations than defned. Consequently, 22 
items (A1 - A12, A14, A15, A17, A18, A21, A23, A24, A27, A28, A34) 
were left for further selection processes. 

4.2.3 Finalizing Item Selection. Items were required to pass both 
analyses perspectives to be eligible for the scale validation stage. Of 
the 13 eligible items (A1, A2, A4 - A12, A18, A28), 2 were redundant 
(A18, A28) in content with qualitatively slightly better performing 
items (A4, A12) and therefore excluded for reasons of test economy. 

https://osf.io/vb3dr/?view_only=6e2721da9efa4c9189c6b2a76954ba77
https://osf.io/vb3dr/?view_only=6e2721da9efa4c9189c6b2a76954ba77
https://�2831.60
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Table 1: Selection Process of CySESH Pilot Version 

# Item Remark � �� �� � Result 

A1 I can use the device’s privacy policy for risk assessment of my privacy. AD 4.18 1.82 .65 IN 
A2 I can delete the data stored in the cloud if I no longer want to use my device. IN 4.79 2.03 .67 IN 
A3 I can get the information I need to delete my data stored on my device. MX 4.99 1.87 .72 IN: B 
A4 I can fnd out which third parties have access to the data my device collects. IN 3.48 1.87 .60 IN 
A5 I can get the information I need on what data are collected. AD 4.50 1.77 .72 IN 
A6 I can learn the technological know-how to understand my device’s technical data sheet. IN 4.45 1.96 .56 IN 
A7 I can keep track of my privacy implications when I link multiple devices. IN 4.01 1.77 .70 IN 
A8 I can detect when interfaces are designed to infuence my decisions about security options. IN 4.22 1.89 .65 IN 
A9 I can identify violations of my privacy rights by a device feature. IN 3.46 1.53 .63 IN 
A10 I can get in touch with a manufacturer’s data protection ofcer when necessary. IN 3.68 1.87 .52 IN 
A11 I feel confdent that I know about the existing privacy implications before buying a new device. AD 4.73 1.69 .66 IN 
A12 I know how to safely disable my device in case of a security faw. AD 4.83 1.96 .67 IN 
B13 – – – – – IN: B 
A14 I can do the things needed to arrange a secure smart home. MX 4.63 1.71 .55 X 
A15 I can get the information I need to delete my data stored in the cloud. MX 4.50 1.93 .66 X 
A16 I can delete the data on my device if I no longer want to use it. AD 5.44 1.93 X 
A17 I can manage open ports of the device. X 3.59 1.92 .48 X 
A18 I can get information on transfers of my data to third parties. IN 3.29 1.72 .59 X: R 
A19 I can fgure out security default settings of my device. 
A20 I can follow the instructions of my device’s setup assistant. 
A21 I can set up multiple smart devices in a way that makes them safe to use. 
A22 I can securely connect diferent devices with each other. 

I can detect when a user interface is designed to trick me into accepting disadvantageous A23 MX 4.32 1.92 .63 Xprivacy settings. 
I can notice when a user interface is designed to trick me into accepting disadvantageous A24 4.22 1.90 .62 Xprivacy settings. 

A25 I can motivate myself to keep my device’s security software updated. 1.72 X 
A26 I can update my device to the latest security standards. 

MX
X 5.38

5.45
X
IN 1.89 X 

A27 I can protect the information on my device. 4.72 1.72 .74 X 
A28 I can protect the data on my device against security attacks. AD 3.91 1.89 .71 X: R 
A29 I can reset my device if it gets compromised. IN 5.78 1.66 X 
A30 I can revert settings on my device if it gets compromised. X 5.24 1.77 X 
A31 I can use my device in a way that meets my own privacy expectations. IN 5.09 1.69 X 
A32 I can inform myself about the security of a device that I want to purchase. MX 5.16 1.59 X 
A33 I can fnd information about a device’s security online. AD 5.65 1.65 X 
A34 I can detect bad settings in my device’s security options. X 4.15 1.85 .74 X 
A35 I can set a secure password. IN 6.24 1.39 X 
A36 I feel confdent that I understand the current privacy settings of my device. IN 5.12 1.74 X 
A37 I have the resources to read and understand privacy policies. MX 5.87 1.53 X 
A38 I know how to change default security options on my device. IN 5.23 1.86 X 
A39 I know how to navigate to the security settings menu of my device. MX 5.71 1.54 X 
A40 I know how to set up a secure password for my device. X 6.30 1.28 X 
A41 It is easy for me to get information on a device’s security from trustworthy sources. X 5.06 1.63 X 
A42 It is hard for me to assess potential concerns regarding my device’s security before set up. IN 4.39 1.73 .06 X 
A43 I am capable of disposing my device with none of my data left on it. IN 5.48 1.86 X 
A44 I am confdent to fnd a person who installs my device securely. IN 5.43 1.81 X 

I am confdent to make the right decision when being informed about a threat to the security A45 IN 5.51 1.49 Xof my device. 
A46 I am confdent that the security settings I choose will protect my device. X 5.55 1.30 X 

Note. The criteria for the exclusion of an item are shaded; item-total correlations were calculated only for items that passed the set mean and 
standard deviation inclusion criteria; IN = included in CySESH validation version; IN: B = included for balance; AD = adjusted; MX = marked for 
exclusion; X = excluded; X: R = excluded for redundancy. 

IN 5.09 1.79 X 
X 6.52 0.97 X 

MX 4.72 1.79 .63 X 
X 5.29 1.75 X 

Table 2: Psychometric Inclusion Criteria for Item Analyses 

Analysis Accepted Values Interpretation 

Mean item score 
Standard deviation of item 

Item-total correlation 

3 − 5 
> 1.4 
> 0.3 

Moderate item difculty 
Sufcient diferentiation capability 
Adequate homogeneity between item and scale 

However, the remaining items only tangentially covered the forth 
stage of cybersecurity (maintenance tasks). To compensate this 
imbalance, we developed a new item about software updates (B13). 
Another imbalance was created by including A2 (deletion of cloud 
data) and the ineligibility of items on the deletion of local data. As a 

solution, we decided to include A3 and revise its qualitative issues 
by including more specifc scale instructions. The fnal 13 items 
included in the validation version of CySESH are provided in Table 
5. 
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5 SCALE EVALUATION 

5.1 Methods 
Two validation studies are described: (a) an initial validation study 
that focused on discriminant validity, and (b) a main validation 
study that examined reliability as well as additional validity char-
acteristics. 

5.1.1 Initial validation study. Data were collected in October 2021 
via an online questionnaire designed in Qualtrics. An a priori power 
analysis (using the R package pwr) indicated a minimum sample 
size of 138 participants for an assumed correlation of � = .30, 
power of .95, and � = .05. We recruited participants (at least 18 
years old, native language English) from Prolifc and paid them the 
recommended hourly rate of 7.5 GBP (i.e., 1 GBP for participation 
in this study). 

The objective of the initial validation study was to estimate 
CySESH’s discriminant validity from outcome expectation. The 
survey fow began with an informed consent form, followed by the 
validation version of CySESH (items B1 - B13 listed in Table 5) paired 
with outcome expectation items, and questions about participant 
demographics. We included two attention check items (see CySESH 
scale validation version and measures of initial validation study). In 
Table 3, we provide an overview of the measures used in the initial 
validation study. 

The Outcome Expectation (OE) scale was adopted from Maddux, 
Norton and Stoltenberg [80] and consists of 2 generic items. Those 
two generic items are specifed as regards content for each CySESH 
item (B1 - B13), making the scale a total of 26 OE items. This pairing 
of self-efcacy and outcome expectation is inevitable because Cy-
SESH items each describe a certain skill of which the efectiveness 
of doing so is being assessed by the OE items. Example pairings are 
for B1: “For those who can use devices’ privacy policies for a risk 
assessment of their privacy, it is a very efective way to improve 
their IT security or privacy” (OE1-B1) and “If I were able to use 
devices’ privacy policies for a risk assessment of my privacy, it 
would improve my IT security or privacy” (OE2-B1). The measure 
was primarily chosen due to the applicability of the generic items 
and its comprehensive discussion on the role of OE in SCT and 
self-efcacy theory. 

A total of 229 people participated in the initial validation study. 
Participants were excluded from analysis if they stated to not own 
a smart home device or failed at least one attention check, which 
reduced the sample size to 166 participants (119 female, 45 male, 
and 2 non-binary). The mean age of participants was � = 33 (�� = 
11.54) years. Participants had a relatively high level of education 
with 74 people reporting a Bachelor’s degree, 46 having graduated 
from secondary school, 23 with a Master’s degree, 19 trade school 
graduates, 2 PhD level participants, 1 primary school graduate, and 
1 participant who preferred not to say. 84 participants stated being 
full-time and 23 part-time employees, 26 were students, and 33 
declared other statuses (e.g., retirement). 

5.1.2 Main validation study. The main validation study was pre-
registered on the OSF prior to data collection with detailed method-
ology records and an R script for statistical analyses plans (fle link: 

Table 3: Measures Included in Initial Validation Study 

CySESH Scale OE Scale 

Construct 
Item Count 

Self-efcacy 
13 

Outcome expectation 
26 

Response Scale 
Analysis Objective 

7-point Likert 
-

7-point Likert 
Discriminant validity 

CySESH preregistration). Data were collected in January 2022 using 
Qualtrics. Participants (at least 18 years old, native language Eng-
lish) were recruited from Prolifc and received the recommended 
payment rate of 7.5 GBP per hour as reward (i.e., 1.25 GBP for partic-
ipation in this study). We calculated an a priori power analysis in R 
(package: semPower) to plan the sample size needed to adequately 
power our registered structural equation model. Results indicated 
a minimal sample size of � = 461 with a power of .95, an � = .05, 
and an expected model ft of ����� = .04 for a unidimensional 
model with 13 items. To account for dropouts, missingness, and 
additional exploratory analyses, we aimed to approximately double 
the required sample size. 

The primary objectives of this study were to: (1) select items 
for a fnal CySESH version, (2) test the reliability of the CySESH 
items, (3) demonstrate its convergent validity to a closely related 
measure, and (4) verify its discriminant validity to theoretically 
related but distinct psychological traits. The survey began with an 
informed consent form, followed by four scales as well as three 
attention check items that were all presented in a randomized order, 
and ended with demographic questions (see Table 4). All items and 
scale instructions are accessible on the OSF (fle links: CySESH 
scale validation version and measures of main validation study). 
First, cybersecurity self-efcacy in smart homes was measured 
with the validation version of CySESH (items B1 - B13 listed in 
Table 5). Second, for self-efcacy in information security, we used 
the SEIS scale [100]. It is a representative scale of its feld and 
demonstrates acceptable scale quality criteria [100]. Third, self-
esteem was measured with the Rosenberg Self-Esteem (RSE) scale 
[101]. We selected the RSE scale because of its long history and 
signifcant popularity in psychological self-esteem research [61], as 
well as its high quality [31, 34]. Lastly, we used the Life Orientation 
Test Revised (LOT-R) [107] to measure optimism. The LOT-R is a 
highly established measure of dispositional optimism [25, 109] that 
repeatedly demonstrated its psychometric quality [30, 51]. 

In the main study, a total of 1,068 survey responses were collected. 
We excluded 97 participants because they either indicated to not 
own a smart home device, failed at least one attention check, had 
missing responses on CySESH, or did not complete the demographic 
questions. The remaining 971 participants (613 female, 352 male, 
4 non-binary, and 2 preferred not to say) had a mean age of � = 
37.9 (�� = 13). 397 people had a Bachelor’s degree, 357 graduated 
from secondary school, 125 had a Master’s degree, 56 were trade 
school graduates, 22 had a PhD, 11 participants preferred not to say, 
and 3 were primary school graduates. For employment status, the 
sample included 532 full-time as well as 177 part-time employees, 
83 students, and 179 people stated other statuses (e.g., retirement). 

https://osf.io/vb3dr/?view_only=6e2721da9efa4c9189c6b2a76954ba77
https://osf.io/vb3dr/?view_only=6e2721da9efa4c9189c6b2a76954ba77
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Table 4: Measures Included in Main Validation Study 

CySESH Scale SEIS Scale RSE Scale LOT-R 

Construct Self-efcacy Self-efcacy Self-esteem Optimism 
Item Count 13 11 10 10 
Response Scale 7-point Likert 7-point Likert 4-point Likert 5-point Likert 
Reliability (original) - �� = .97 [100] �R = .92 [102] � = .78 [107] 
Analysis Objective Item selection Convergent validity Discriminant validity Discriminant validity 

& reliability 

Note. ��: composite reliability; �R: Guttman scale coefcient of reproducibility; � : Cronbach’s alpha. 

Figure 2: Distribution of CySESH Mean Scores 

5.2 Results 
The data and R scripts are publicly accessible on the OSF (fle link: 
CySESH validation studies). Analysis results are primarily based 
on data from the main validation study (� = 971). Data from the 
initial validation study (� = 166) only fnd use in the discriminant 
validity analysis concerning outcome expectation. 

5.2.1 Item analysis. We applied the same psychometric criteria 
(see Table 2) as in the pilot studies. The aim was to select items 
with moderate difculty that sufciently diferentiate self-efcacy 
strengths and homogeneously align with the overall scale. Based 
on these criteria, one item (item number B13) was excluded, see 
Table 5. Its mean score was higher then the defned limit (� = 
5.2 > �max = 5). The exclusion of item B13 was calculated to afect 
reliability marginally; Cronbach’s � dropped from 0.91 to 0.90. The 
other items (B1 - B12) performed well within the set thresholds 
(Table 5). Thus, the 12 fnal items of CySESH are: B1 - B12. 

5.2.2 Scale analysis. The distribution of CySESH mean scores is 
shown in Figure 2. The overall mean scale score was � = 4.15 (�� = 
1.10) with a skew of �1 = 0.05 and a kurtosis of �2 = −0.06. These 
values imply a symmetric distribution that is mesokurtic. No viola-
tion of normal distribution assumptions or biased tendencies of the 
sample to agreement or disagreement are indicated. 

We conducted four analyses to test unidimensionality. Inter-item 
correlations indicated a moderate to strong relatedness, � ranging 
between .29 and .61 (OSF fle link: scale analysis of main validation 
study). A confrmatory factor analysis (CFA) using a maximum like-
lihood (ML) estimator showed mixed results for a one factor solution 
(� �� = 0.938;��� = 0.949; ����� = 0.068; �2 (54) = 295.84, � > 
0.001). We complemented this with another CFA model using a diag-
onally weighted least squares (WLSMV) estimator, which is specif-
cally designed for ordinal data [74, 85]. This yielded better standard 
(� �� = 0.997;��� = 0.998; ����� = 0.020; �2 (54) = 75.15, � < 
0.05) and robust ft indices (� �� = 0.944;��� = 0.954; ����� = 
0.052; �2 (54) = 194.61, � < 0.001). Lastly, the path diagram pre-
sented in Figure 3 shows the standardized parameters of a unidi-
mensional structural equation model. Loading coefcients of the 
12 items refect the assumed conceptually distant cybersecurity 
stages that were identifed by experts in our frst pilot study and 
still indicate strong relationships to a latent self-efcacy belief. A 
meta-analysis conducted by Peterson [93] found that for empirical 
factor loadings the average loading obtained is only � = 0.32. The 
results from all four techniques support our validation approach. 

For reliability analyses of CySESH items, we report two coef-
fcients: Cronbach’s � as the lower limit of reliability [53] and 
McDonald’s � as a better representation of the means [60, 119]. 
Both reliability estimates demonstrate excellent reliability; with 
� = 0.90 and � = 0.90. 

5.2.3 Convergent validity. To assess convergent construct validity 
of CySESH, we compared the correlation between CySESH and 
SEIS against a defned threshold. The said threshold represents a 
correlation limit that is aimed to be reached or surpassed and is 
determined by the attenuation correction formula [70]. As described 
by Kristof [70] the attenuation correction formula is given by: 

√ 
�limit,� = �ideal · (���CySESH · ���� ) (1) 

For each comparison � , we compute the attenuation correction 
�limit,� via Eq. 1 to obtain specifc thresholds. Here, ���CySESH and 
���� represent the reliability estimates of CySESH and SEIS respec-
tively. For convergent validity, we set �ideal = 0.8 because we 
assumed similarity but domain-specifc diferences between Cy-
SESH and SEIS beliefs. The reported �ideal = 0.8 deviates from our 
preregistered �ideal = 1 because a correlation of � = 1 would mean a 
perfect positive relatedness between CySESH and SEIS, which was 
not anticipated. A correlation of � = 0.8 still signifes a very large 

https://osf.io/vb3dr/?view_only=c72b597764154034bb8be0d2a14a0c07
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Table 5: Selection Process of CySESH Validation Version 

# Item � �� ��� Result 

B1 I can use devices’ privacy policies for risk assessment of my privacy. 4.09 1.49 .65 IN 
B2 I can delete the data stored in a cloud if I no longer want to use my devices. 4.59 1.69 .62 IN 
B3 I can get the information I need to delete my data stored on my devices. 4.69 1.58 .67 IN 
B4 I can fnd out which third parties have access to the data my devices collect. 3.58 1.61 .62 IN 
B5 I can fnd out what data my devices collect. 4.31 1.56 .70 IN 
B6 I can learn the technological know-how to understand my devices’ technical data sheets. 4.31 1.73 .54 IN 
B7 I can keep track of my privacy implications when I link multiple devices. 3.92 1.48 .73 IN 
B8 I can detect when interfaces are designed to infuence my decisions about security options. 3.80 1.60 .58 IN 
B9 I can identify violations of my privacy rights by a device feature. 3.44 1.48 .67 IN 
B10 I can get in touch with a manufacturer’s data protection ofcer when necessary. 3.76 1.68 .48 IN 
B11 I can fnd out about existing privacy implications before buying a new device. 4.52 1.54 .63 IN 
B12 I can disable my devices in case of a security attack. 4.76 1.76 .53 IN 
B13 I can fnd out about important security updates for my devices. 5.20 1.46 X 

Note. The criteria for the exclusion of an item are shaded; IN = included in fnal CySESH scale; X = excluded. 

Figure 3: Path Diagram for Unidimensional SEM Model 

efect size in human-related research [32, 45] and was therefore 
chosen as �ideal for convergent validity. 

The SEIS items had a reliability coefcient of � = 0.94. This 
resulted in a convergent limit of �limit,SEIS = 0.73. The correlation 
between CySESH and SEIS was � = 0.64, � < .001 and thus, fell 
below the defned threshold of convergent validity with a diference 
of �dif = −0.09. However, the expected trend of the relationship 
between CySESH and SEIS was supported. 

5.2.4 Discriminant validity. For each discriminant validity analy-
sis, we also calculated the attenuation correction �limit,� via Eq. 1. 
To refect the theoretical diferences and yet relatedness between 
CySESH, OE, RSE, and LOT-R, we set �ideal = 0.2. In the preregis-
tration, �ideal for discriminant validity was set to 0.1. Taking into 
account the meta-scientifc discussion that nonzero correlations are 
to be expected between any given variables [90], we heightened 
�ideal to signify the theorized relationships between CySESH and its 
discriminant constructs. Discriminant validity between two scales 
is afrmed if their correlation coefcient is equal to or below the 
computed threshold. 

Results of the three discriminant validity analyses are shown in 
Table 6. The comparison of the correlation coefcients with their 
specifc discriminant limits substantiate the validity of CySESH. 

Overall, the assumed discrimination between CySESH and its dis-
criminant constructs was sustained, but outcome expectation did 
not reach the defned threshold. The study demonstrated CySESH’s 
excellent discriminant validity for self-esteem and optimism. Figure 
4 shows the inter-construct correlations from both validation stud-
ies (left panel: main study; right panel: initial study) to illustrate 
the reported evidence. 

5.2.5 Exploratory analysis. An exploratory multiple regression 
was estimated to determine whether the CySESH scores were 
systematically afected by demographic variables (i.e., age, gen-
der, educational level, and employment status). The reference 
group of the regression analysis are female participants of aver-
age age, who are full-time employed and have a Bachelor’s de-
gree. Age and male gender signifcantly predicted CySESH scores; 
�age = −0.017, � < .01, 95% CI [−0.25, −0.09] and �male = 0.28, � < 
.01, 95% CI [0.15, 0.42]. The other computed standardized regres-
sion coefcients were non-signifcant and ranged from � = −0.01 
to � = 1.12 (OSF fle link: exploratory analysis of main valida-
tion study). The demographic regression accounted together for 
�2 = .05, 95% CI [0.01, 0.06]. Reasons for signifcant estimates could 
for instance be that our large sample size over-powers otherwise 

https://osf.io/vb3dr/?view_only=6e2721da9efa4c9189c6b2a76954ba77
https://osf.io/vb3dr/?view_only=6e2721da9efa4c9189c6b2a76954ba77
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Table 6: Results of Discriminant Validity Analysis 

OE Scale RSE Scale LOT-R 

Reliability (this paper) � = 0.80 � = 0.93 � = 0.90 
Discriminant Limit �limit,OE = 0.17 �limit,RSE = 0.18 �limit,LOT−R = 0.18 

Correlation with CySESH Scale � = 0.26, � < .001 � = 0.17, � < .001 � = 0.18, � < .001 
Discriminant Diference �dif = −0.09 �dif = 0.01 �dif = 0.00 

Figure 4: Scatter Plot Matrices of Validity Analyses 

null efects or that there is an imbalance between the diferent 
manifestations of the demographic variables. 

6 DISCUSSION 
The fnal Cybersecurity Self-Efcacy in Smart Homes (CySESH) 
scale consists of 12 items that unidimensionally measure the 
domain-specifc self-efcacy beliefs of users. Through fve stud-
ies, we designed and validated its items to ensure the scale’s psy-
chodiagnostic quality. Reliability coefcients demonstrated excel-
lent measurement precision. This was indicated by the consistent 
performance of smart home users across CySESH items and the 
extent to which all items refected the same latent construct. In 
addition to the content validity ofered by diverse experts in the 
pilot studies, construct validity was substantiated via correlational 
analyses. CySESH showed the expected relationship trends with 
other established psychological traits (i.e., self-efcacy in infor-
mation security, outcome expectation, self-esteem, and optimism), 
which confrmed its distinctness. By following state-of-the-art test 
construction and open science processes, we hope that CySESH 
serves researchers and practitioners as a meaningful evaluation 
tool. 

6.1 Limitations and Future Work 
A valid instrument is merely the requirement for robust evidence. 
Long-term observations using CySESH, ideally including replica-
tions [46], will be needed to reach more clarity of other validity 
aspects. One validity aspect future work should consider are dif-
ferences between self-efcacy beliefs and the corresponding skills 
or profciency [125], which we did not assess. Meta-analytic work 
from other areas suggest a medium-sized correlation between job 

experience and self-efcacy [66]. Future validation should assess 
whether our validity benchmarks can be replicated with a popula-
tion including highly experienced IT professionals. Depending on 
the view of the criterion [36], the question of domain-specifcity 
[8, 9, 11] could be addressed within further content validation [2]. 
In our work, we did not emphasize domain-specifc self-efcacy 
diferences between smart home use and smart home cybersecu-
rity use, given that there is related evidence on the diference in 
those two domains of functioning (for example, smartphones [20], 
online social networks [113], smart thermostats [73]). However, 
demonstrating CySESH’s distinct applicability to smart home use 
activities would certainly provide additional content validation. 

With regard to generalizability, we have to limit our conclusions 
to characteristics of a convenience sample recruited from Prolifc 
as well as English speaking cultures. The sample was not strictly 
stratifed analogous to representative census data, which would 
have prevented the gender imbalance. Our study only used partici-
pants that specifcally reported owning a smart-home device as we 
could pre-select such persons through Prolifc. At the time, Prolifc 
had a user base that was skewed towards women [29], and so was 
our sample. This should not imply that women own more smart 
home devices than men. We do not expect the observed gender 
efects of �male = 0.28 to impact the validity of our measurement 
as our study is in line with the current body of evidence for gen-
der diferences in self-efcacy, which further interact with cultural 
diferences: Halevi et al. [56] reported a large gender diference in 
self-efcacy in the USA. Other single-region studies found varying 
results from zero diference between genders in a US-American 
study [84] over small diferences in South Africa [123] to medium 
sized diferences in an US-American [3] and Malay sample [43]. 
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Across those studies, diferences were always due to higher scores 
for males, despite some samples showing female overrepresenta-
tion. Considering these works, and since 87.5% of our participants 
reported their country of residence as UK or US, it is not surpris-
ing to detect a signifcant gender efect. However, it leaves future 
work to investigate gender-specifc questions with more well-suited 
samples than ours. 

We also do not expect our signifcant age efect of �age = −0.017 
to impact validity, as it is very small in magnitude. An efect should 
be evaluated not only by its signifcance (i.e. diference from zero) 
but also by its relevance in terms of magnitude, i.e. it should have a 
meaningful infuence on the outcome [71]. We argue that our age 
efect does not satisfy the second criterion based on its magnitude. 
Keeping in mind that the underlying regression including every 
demographic factor only could explain 5.1% of variance in CySESH 
scores and our high sample size likely was the only factor that 
enabled detection of this very small efect, we argue that the age 
efect is not large enough to imply generalizability problems. 

Given the promising results from our validation studies, it would 
also be informative to replicate fndings of the current literature 
– which mostly rely on ad-hoc developed scales [18] – in order 
to introduce CySESH as a standardized measure among them. We 
plan to develop a short form (i.e., maximize the test economy) that 
benefts the large-scale CySESH use necessary for this endeavor. To 
allow for continued application, it will be inevitable to revise the 
items’ wording as needed, e.g., in case of future changes in smart 
home security and privacy standards or user interactions. 

6.2 Considerations for Using CySESH 
To reinforce objectivity of research that uses CySESH, we give f-
nal guidelines for using CySESH. The instructions for participants, 
response format, and items are publicly accessible on the OSF (fle 
link: CySESH scale fnal version). Middle values can be interpreted 
as the most frequent and - consequently - represent medium self-
efcacy strength. Extreme values, on grounds of standard deviation, 
refect participants who either have a strong (high values) or weak 
(low values) belief in their capability to control information pro-
cessed by smart home devices and systems against unauthorized 
disclosure, modifcation, loss, or destruction. 

Using CySESH can be a valuable method to evaluate human 
factors of cybersecurity in smart homes. First, we suggest CySESH 
be used in empirical HCI studies. Given its lightweight application, 
CySESH can be used to pre-screen study participants to ensure 
specifc sampling distributions for self-efcacy manifestations. Re-
searchers might take special interest in evaluating the time-stability 
of self-efcacy beliefs. Regardless, it will be crucial to assess Cy-
SESH’s predictive validity for security behaviors. Practitioners can 
use this information to strategically support those users who are 
more likely to engage in future behaviors that compromise their 
smart home security and privacy. Here, we suggest to use CySESH 
as an assessment tool implemented in technological wizards or 
commissioning assistants. Developing interfaces that match the 
user’s individual level of self-efcacy with the appropriate measures 
may contribute to genuine usable security. Lastly, CySESH can in-
form policy makers about the status quo of the people’s digital 
sovereignty when included into census data surveys. Prevalent user 

profles with a heightened risk of cybersecurity or privacy issues 
could be identifed. Signifcant consumer protection measures may 
follow to acknowledge certain risk groups. 

Understanding CySESH as a useful foundation of cybersecurity 
self-efcacy measurement can also inspire important methodologi-
cal and substantive work in this domain. Children and adolescents, 
for example, increasingly become consumers of technologies with 
specifc security and privacy vulnerabilities, either actively (e.g., by 
using personal devices such as as smart phones) or passively (e.g., 
by living in a smart home equipped with devices installed by their 
parents). Similarly, elderly people may face an increase of connected 
technology in their own homes or care facilities with supportive 
or medical functions. Understanding such population-specifc use 
patterns and attitudes is important to predict security risks and im-
plement measures to minimize them, but at the same time requires 
theory-driven modifcations to validated measurements of relevant 
constructs, such as CySESH. 

6.3 Conclusion 
In this paper, we present the validation of the Cybersecurity Self-
Efcacy in Smart Homes scale. Research and its practical implica-
tions for secure user behaviors are limited by the ability to measure 
important latent constructs, such as self-efcacy. Across fve quali-
tative and quantitative studies, we developed a 12-item scale that 
measures cybersecurity self-efcacy in smart homes. The scale is a 
publicly accessible, lightweight, domain-specifc assessment tool 
with use cases for researchers, HCI practitioners, and policy makers. 
An objective, reliable, and valid scale benefts the reduction of bias 
and error. Further, it facilitates replicability and generalizability of 
research. We provide a methodological contribution to the stan-
dardization of this emerging IT security and privacy research feld 
that will allow for meaningful research consensus and the informed 
design of interfaces to support cybersecurity self-efcacy. 
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