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SUMMARY

Social media data are transforming sustainability science. However, challenges from restrictions in data
accessibility and ethical concerns regarding potential data misuse have threatened this nascent field.
Here, we review the literature on the use of social media data in environmental and sustainability research.
We find that they can play a novel and irreplaceable role in achieving the UN Sustainable Development Goals
by allowing a nuanced understanding of human-nature interactions at scale, observing the dynamics of so-
cial-ecological change, and investigating the co-construction of nature values. We reveal threats to data ac-
cess and highlight scientific responsibility to address trade-offs between research transparency and privacy
protection, while promoting inclusivity. This contributes to a wider societal debate of social media data for
sustainability science and for the common good.

INTRODUCTION

With more than half of the world’s population active on social
media (SM) networks,' unprecedented amounts of user-gener-
ated data are opening new frontiers in the investigation of human
interactions with the natural environment. Researchers are
increasingly turning to these data to investigate social-ecological
systems and ecosystem services,” analyze climate change

236 One Earth 6, March 17, 2023 © 2023 The Authors. Published by Elsevier Inc.

discourses,® explore urban sustainability, and provide novel in-
sights for ecology and conservation science.®® The interpreta-
tion of the digital traces of people’s values of nature, as mani-
fested in SM data streams, promises to add insight into
individual beliefs and societal processes that might be key to
motivating and honing conservation messages.’ This is particu-
larly important in a context where technological advances
generate an “extinction of experiences” and a troubling
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Figure 1. A virtuous cycle for social media (SM) data and
sustainability through transparency, inclusivity, and responsible
data use

disconnect from nature.® Such insights may be particularly valu-
able at a time when humanity is facing a formidable set of global
environmental challenges, as the UN Sustainable Development
Goals (SDGs) clearly articulate and address.® As a new kind of
“environmental information system,”'® the promise of SM data
for tackling such challenges is tantalizing."’

The extent to which SM data are accessible to environmental
and sustainability researchers in the future is likely to determine
whether such potential will be fulfilled. Although largely gener-
ated by individual users and organizations, access to SM con-
tentis overseen by the private entities that provide the necessary
Web-based services. Unless legislated differently, such com-
panies can unilaterally change terms of service at any point in
time, restrict accessibility, or apply content filters and censor-
ship, thus hampering the use of these data in research and prac-
tice.'? Current business models, and resulting data collection
and sharing practices, have generated a vicious cycle in which
user data are treated as a private asset that can be purchased
or sold for profit. This has raised public concern and mistrust
in SM companies, in turn leading to societal pressure to regulate
them, culminating in regulation against the misuse of personal
data, such as the 2018 European Union (EU) General Data Pro-
tection Regulation. Not only has this threatened the perceived
legitimacy of SM companies, but it may also limit the potential
public benefits from researching this unique data source. The
lost opportunities to use SM data due to access restrictions,
whether arising from corporate practices or governmental regu-
lation of data collection and sharing,'® may be of a comparable
size with the harm done by data misuse.'*'®

The establishment of virtuous cycles for enabling the wide po-
tential of SM research for sustainability will require collaboration
between SM companies, environmental researchers, and soci-
ety at large (Figure 1). More open and meaningful data sharing'®
by SM companies, including granting independent access and
analysis by researchers, would reinforce their perceived legiti-
macy, resulting in a renewed social license to operate. This could
then translate into more trustful data sharing by the users who, in
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turn, would benefit from knowledge generated by sustainability
researchers using SM data. Improved collaboration models
may require shifts in the current practices both on the side of
SM companies and on that of sustainability researchers. While
recognition by the former of the potential public good of the
data shared by online users is essential,'” a coordinated and
widely shared commitment on the part of individual researchers
toward key principles for a responsible, ethical use of the data
might be critical in establishing the trust required for the creation
of a “data commons” space. This is especially meaningful
considering that guidance from ethical review boards is still
limited when it comes to SM research.'® Such commitment
would demonstrate the public benefits of such research.
Although there are several examples of data-sharing models
between academia and the SM industry, including data collabo-
ratives'® and data philanthropy initiatives,'® as well as SM com-
panies granting occasional data access to researchers, such
disjointed efforts remain reserved for a small group and are insuf-
ficient to ensure that the full potential of SM data is brought to
fruition.>°

This critical review aims at contributing to a societal debate
around the value of promoting more open access to SM data
for research purposes and the ethical challenges associated
with it, particularly from the perspective of environmental and
sustainability research. Based on the review of 415 studies, we
first articulate the potential benefits of SM data in light of the
SDG targets and the characteristics that make these data unique
and potentially irreplaceable in applications at the nature-society
interface. Subsequently, we highlight current restrictions and
threats to future data accessibility for sustainability research.
Finally, we define sustainability-specific principles for a shared
ethical commitment by researchers toward responsible data
use and evaluate how the scientific literature has fared against
them thus far.

SOCIETAL BENEFITS FROM SM-BASED
SUSTAINABILITY RESEARCH

Over the past decade, there has been a rapid increase in envi-
ronmental and sustainability studies using SM data, with authors
frequently acknowledging the novel opportunities that such dig-
ital technologies offer in detecting and examining a broad range
of human-nature interactions. To showcase the range of societal
benefits that may be achieved through SM-based sustainability
research, Figure 2 presents a carefully selected list of applica-
tions, which are drawn from the 415 studies in the database.
For each relevant SDG target, one or multiple fields of applica-
tion are given, along with a real-world example of how this poten-
tial has been realized in one of the investigated studies. The
studies referenced in Figure 2 are not chosen based only on their
perceived quality and innovation value but also to provide an
overview of the broad range of the spatial scales, socio-eco-
nomic contexts, and environmental issues covered in the
dataset.

Figure 2 identifies 12 SDGs (out of 17) and 29 SDG targets (out
of 169) that are, usually implicitly, addressed by the reviewed
studies. It should be noted that SM-based research in general
is most likely relevant for additional SDGs and SDG targets
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SDG

SDG target

Example application
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Sustainable agriculture
(2.4)

Assess cultural significance of agricultural landscapes: Chianti region, Italy*! @
Map and monitor urban farming: four world metropolises @

Sustainable development
education (4.7)

Explore meaning-making about environment and sustainability: young adults in

23 9
Sweden* g7,

Safe drinking water (6.1)
Water quality (6.3)

Water-related ecosystems
(6.6)

Gauge public attitude toward management: water charges in Ireland®* 99\0
Inform operation of supply systems: catchment hydrology in Italian Alps
Promote sustainable sanitation: benefits of nature-based solutions?® @

Value benefits of quality improvement: recreation in Minnesota lakes?’ @
Inform ecosystem restoration: tourism in a Ramsar wetland in India®® @
Assess provision of cultural ecosystem services: rivers in Idaho? @
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Access to energy (7.1)
Share of renewable energy
(7.2)

Explore public perception of energy supply: hydraulic fracturing @ &

Understand public opinion on renewable energy: local opposition to wind power

project in Germany®' 2,

Sustainable tourism (8.9)

Characterize spatial-temporal patterns of tourist visits: Areas Of Interest in six
world metropolises® (§)
Analyze tourist movements and choices: tourist routes in NYC33 @

Sustainable and clean

Analyze sustainability marketing communication: Fortune 500 enterprises®* &

Y 6-0
& industries (9.4)
LES  Social inclusion (10.2) Address inequality in access to natural areas: green gentrification in Barcelona®
D @
Public transport (11.2) Analyze cycling infrastructure and their use: path networks in Belgium?¢ @
Plan and improve public transport systems: human mobility in Chicago®’ @
Inclusive and sustainable Characterize visual quality of urban landscape: public open spaces in Munich,
urbanization (11.3) Germany?® @
Map urban functions and urban land use: use of streets in London and associated
semantics®® (§ () 2,
Cultural and natural Examine use and management of heritage sites: UNESCO World Heritage sites in
heritage (11.4) conflict areas* @
Resilience to disasters Detect and characterize flood extent and severity: flooding thresholds in US East
(11.5) Coast*! @
Social sensing natural hazards for footprint and damage assessment: Hurricane
Sandy* @
Enhance preparedness, response, recovery: wildfires in Sumatra®
Urban green and public Assess ecosystem services of urban parks and green infrastructure: green spaces
spaces (11.7) in Helsinki* (&
Evaluate well-being benefits from exposure to nature: Nanjing residents during
COVID-19 pandemic* (&
Understand public opinion, perceptions, satisfaction: green spaces in Dublin*® e'?‘e
757 Management of chemicals  Monitor solid waste management: odors from landfills in China*’ @
©9F  and wastes (12.4) Infer urban air pollution levels: air quality index for Chinese cities*® (§)

Corporate sustainable
practices (12.6)
Sustainable development
awareness (12.8)
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Inform corporate sustainability practices: spillover effects of environmental
regulation in China* @ &

Uncover public perspectives on sustainability topics: global debate about land
grabbing® 2,

Understand perceptions of nature: testing the biophilia hypothesis' 2

-6
Explore spread of sustainability information: Deepwater Horizon oil spill*? 0’?‘0

(figure continued on next page)
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Resilience and adaptive
capacity (13.1)

Climate change policies
(13.2)

Climate change awareness
(13.3)

Identify mismatches in socio-ecological systems: phenology and visitation in
Mount Rainier National Park®? @
Explore perception of impacts and policies: remarkability of temperature

anomalies®

Analyze online discussions on climate change: communication on weather

extremes in China®s 2,

LT

Marine and coastal
ecosystems (14.2)

Conservation of coastal
areas (14.5)

Assess coastal and marine ecosystem services: global coral reef tourism>® @
Map human interactions with marine species and disturbance to ecosystems:
Hawaiian monk seal®’

Assess benefits of marine protected areas: cultural ecosystem services of 14 areas
worldwide’s (§

Terrestrial and freshwater
ecosystems (15.1)

Sustainable forest
management (15.2)
Conservation of mountain
ecosystems (15.4)

Loss of biodiversity (15.5)

Protected species
trafficking (15.7)
Invasive alien species
(15.8)

Map land use/land cover or geomorphometry: landscape variation and
folksonomies in Switzerland* @

Analyze public perception and benefits of terrestrial protected areas: recreation on
public lands in New Mexico and Washington states® (§)

Investigate human-nature conflicts: unwanted visitors’ behavior in South African
national park®! @

Assess cultural ecosystem services: growth in Arctic eco-tourism® @
Quantify landscape aesthetic values: the European continent®? @

Complement traditional monitoring: climate in the UK @

Assess cultural ecosystem services of forests and urban vegetation: mangroves in
Singapore® @

Assess mountain cultural ecosystem services: changes in landscape value over
150 years in Austria® @

Collect information on species ecology and behavior: spatial variation in species
traits in Japan®’ @

Map species distribution: UK flowering plants®® @

Characterize human-wildlife interactions: encounters with giant pandas in China®
2]
e-0
Analyze perceptions of biodiversity and endangered species: sentiment towards
iconic species™ 2,
Monitor online wildlife trade: Indonesian songbirds”' @

Monitor spread of non-native species: oak processionary in Europe’

Notes: ®: Understanding direct human-nature interactions at scale

= Observing temporal dynamics of social-ecological change

e o . .
©-0 = Investigating the co-construction of meaning and values

Figure 2. Selected examples of applications of social media data to sustainability research and the related Sustainable Development Goal

(SDG) target

This chart lists 52 example applications.”'~"? Notes: the icons refer to the most relevant among the themes discussed in section “societal benefits from SM-based
sustainability research.”

that are not captured in Figure 2 due to this study’s primary focus
on environmental issues.

The thematic and geographical scope of the studies in Figure 2
is wide, ranging from eco-tourism in the Arctic® and India®® to
preparedness and response to environmental disasters in the
USA*' and Indonesia**; from perceptions of climate change im-
pacts®® and related policies®” to the well-being benefits of nature
exposure during the COVID-19 pandemic*®; from the spatial dis-

tribution of animal species and their traits®” to the monitoring of
the wildlife trade.”" Specific example studies from Figure 2 are
discussed in further detail in sections “understanding direct hu-
man-nature interactions at scale” and “investigating the co-con-
struction of meaning and values.”

The majority of the studies explore issues that are related to
either SDG 15 “Life on land” (35%) or SDG 11 “Sustainable cities
and communities” (29%) (see also Figure 3). In particular, 24% of
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Figure 3. Distribution of studies with data from the seven most frequently investigated SM platforms against the approximate number of
platform users and the related UN Sustainable Development Goal (SDG)
Notes: studies relying on data from multiple platforms are assigned to each of the platforms; 47 studies using data from other sources such as blogs (N = 5),

TripAdvisor (N = 5), Dianping (N = 4), and Strava (N = 4) are not plotted.

studies find application in the context of SDG target 15.1
“Terrestrial and freshwater ecosystems,” examining, among
others, questions related to public perceptions and use of terres-
trial ecosystems, including protected areas, or the monitoring of
environmental quality (see Table S1 for a breakdown of all 415
studies according to SDG target and field of application). Among
studies addressing the sustainability of cities and communities
(SDG 11), most investigate the use of urban green spaces,
including well-being benefits from exposure to nature (11% of
studies) or aim at improving the monitoring, response, and resil-
ience to natural disasters such as floods, hurricanes, and wild-
fires (10% of studies). An additional 6% of studies analyzes
tourism patterns, primarily in cities and tourism hotspots (SDG
target 8.9 “Sustainable tourism”). The focus on urban areas
and terrestrial ecosystems may reflect that SM data are primarily
generated in populated or easily accessible areas. Only 6% of
studies address topics that are of relevance for marine ecosys-
tems (SDG 14 “Life below water”). Most of the remaining studies
do not relate to the spatial dimension or specific geographical
location of the data but rather analyze SM content to assess
climate change awareness and perceptions (6% of studies;
SDG 13 “Climate action”), sustainable development awareness
and the management of pollutants (6% of studies; SDG 12
“Responsible consumption and production™), or safe drinking
water and sustainable sanitation (6% of studies; SDG 6 “Clean
water and sanitation”).

240 One Earth 6, March 17, 2023

Figure 3 shows the distribution of the investigated studies ac-
cording to the SM platforms from which the data were retrieved.
The estimated number of users per platform is also included (see
related discussion in section “threats and limitations to the use of
SM data in sustainability research”). In the following subsec-
tions, we synthesize the information retrieved by identifying three
research themes in which SM data can and, to the extent re-
vealed by the investigated studies, already play a role as a
source of unique insights for environmental sustainability
research.

Understanding direct human-nature interactions

at scale

Achieving the SDGs will require large-scale, multi-country efforts
as well as granular data for tailoring sustainability efforts. SM
data have enabled an unprecedented view of how people
interact with natural populations, ecosystems, and biomes,
over large spatial scales.”®®*"® Of the 415 studies examined,
about 11% were conducted at the global scale, 5% at continen-
tal, and 36% at regional to national scales, a result that is hard to
match using traditional survey methods. There are also prom-
ising findings that suggest that SM data from different platforms
are geographically consistent over large extents; for instance,
high correlation between users’ posts was found across three
different SM platforms (i.e., Flickr, Panoramio, and Instagram)
for the entire European continent.®® Although additional testing
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is necessary to confirm this spatial consistency, this potential for
replicability may offer unique generalizability about location-spe-
cific interactions.” Figure 2 offers several examples of studies
taking advantage of SM data for research at wide spatial scales,
including the analysis of human-nature interactions in coastal
ecosystems and marine protected areas (SDG 14),°%°® the
assessment of public awareness surrounding land grabs in Af-
rica and worldwide (SDG 12),°° and the evaluation of threats to
cultural and natural heritage sites located in conflict areas
(SDG 11).%°

The content of texts and images that are shared as SM can
offer valuable insights into the motivations, purposes, and per-
ceptions of individual users.®>"® This is not possible with other
emerging “big data” approaches, such as those based on
tracking of mobile phone locations, and it can be achieved in a
way that is potentially less intrusive than surveys and less prone
to biases introduced by the researcher (e.g., questionnaire
design and potential interviewer effects) or the respondent
(e.g., recall biases). The extraction of semantic information
from SM can assist, for instance, in characterizing individual at-
titudes and engagement with environmental topics such as
climate change (SDG 13),”® understanding behavioral dynamics
of visitors in natural and semi-natural areas (SDG 15),”” and iden-
tifying typologies of users based on their interests and cultural
background (SDG 6).”® The current rapid advancements in scal-
able machine learning tools promises to further enhance our abil-
ity to manage and respond to different social and environmental
risks.”®"?

Observing temporal dynamics of social-ecological
change
Research is increasingly revealing that SM data can play a
unique role in the analysis of the temporal dynamics of
social-ecological interactions and environmental change,
including disaster risk reduction (SDG 11),**** environmental
quality monitoring (SDG 12),*® and improved transportation
and mobility (SDG 11).>” The quasi-instantaneous nature of
SM communication and the speed of data retrieval support
high temporal resolution, continuous and (near) real-time anal-
ysis of evolving environmental and socio-economic pro-
cesses,®’ including the use of urban greenspace during the
COVID-19 outbreak (SDG 11)®' and monitoring of invasive spe-
cies (SDG 15).%? For events requiring rapid and dynamic re-
sponses, such as natural disasters, SM monitoring can play a
vital role in capturing and organizing sources from eyewitness
accounts, a type of data source that is hardly available with
conventional methods.®®> Promising advances in this context
include the development of effective, real-time architectures
for the analysis of multimodal (visual and textual) SM content®*
and the integration with other data sources, such as remote
sensing images.®®

SM-data-based assessments can also offer a rich historical
record of human-nature interactions going back to the mid-
2000s, when some of today’s leading platforms were launched.
Such a relatively long time span compares favorably with that of
alternative sources of ecological data such as active crowd-
sourcing by volunteer observers through platforms such as iNa-
turalist.®® The continuous availability of SM data over such time
spans may allow updating previous studies with recent data,
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which is often a limitation with resource-intensive methods
such as surveys.

Investigating the co-construction of meaning and values
Unlike in traditional media, or so-called representational me-
dia, where “few gatekeepers” control the mass production
of popular culture and broadcast it to a passive audience, vir-
tual communities present unique forums where people directly
(e.g., through discussions) or indirectly (e.g., by sharing pho-
tographs or video contents) communicate and debate their
feelings about climate change, perceptions of the environ-
ment, and interactions with nature.® By sharing nature experi-
ences with a virtual community of peers, people collabora-
tively generate meaning and ascribe value to nature.’® SM
research is increasingly exploring such co-construction of
values and meaning regarding nature and sustainability.
Studies have explored, for instance, the expression of
emotional responses to climate change-related extreme
weather events (SDG 13),°*°° the circulation and interpreta-
tion of environmental information (SDG 12),°>®” and the
shaping of arguments for a stronger appreciation and pro-
tection of nature (SDG 12).°"®® Whether pro-environmental
collective meanings (e.g., attachments, commitments, re-
sponsibilities, and positive relationships with and within na-
ture) and “digital relational values” are fostered by SM, and
whether digital co-creation of societal values regarding nature
and sustainability might motivate and sustain public support
for ecosystem protection and environmental stewardship,®’
remains an open research frontier.”’

THREATS AND LIMITATIONS TO THE USE OF SM DATA

Although an in-depth discussion of the limitations of SM data is
beyond the scope of this paper, a series of concerns emerge
from the reviewed studies, which future SM-based sustainability
research will need to grapple with. Biases in SM data may arise
at three main levels: users, content, and analysis. The lack of
verified personal and socio-demographic information of individ-
ual SM users has curtailed research to simple classifications of
behavioral and socio-demographic types.”®°! This lack of infor-
mation may obscure problematic biases (e.g., in geographic
representativeness, age, gender, socio-economic condition, ed-
ucation), underpinned by differences in Internet and technology
use’* 4 or the appeal that specific platforms have for specific
audiences and users.”>°® Such effects may be exacerbated by
relying on a single source of data (see related discussion in sec-
tion “promoting a virtuous cycle for SM data and sustainability:
the role of research”). The content of SM posts may also be
biased toward subjects or topics that are more likely to be
shared because they are perceived to be unusual,’” valuable,®
or have a higher social desirability.2° Verbal communication may
amplify tendencies toward homophily and segregation,’® lead-
ing to superficial'°° or polarized discussions where either posi-
tive or negative views prevail.'”""'? The design of algorithms
purposefully designed to direct users to extreme and emotionally
charged content likely contributes to such polarization.'®
Finally, biases may be introduced during the analysis of the
data. Bias toward very active or very influential users is a com-
mon challenge in the field, and methods are needed to control
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for and identify how this skews findings.'°*'°° Additionally, there
is still a limited understanding of how the SM literature may be
influenced by the technical complexity of analyzing specific
data formats (e.g., YouTube videos), difficulty in coping with
SM content in multiple languages, and reliance on specific
data science techniques or tools.'%®"'% In spatial studies, ana-
lysts are often still challenged to achieve sufficient observations
for the fine spatial scale and temporal resolutions necessary for
decision making.'®® After controlling for active users and the
large amount of posts in highly visited locations (e.g., popular at-
tractions, cities), the distribution of SM posts is often highly
sparse.'® Studies often obviate this problem through aggre-
gated analysis at cruder spatial units (e.g., federal parks, Natura
2000), but this may obscure important behavioral-environmental
interactions (for example, hiking traffic within protected areas).
Combining multiple SM streams''®""" and complementing
with independent monitoring approaches, such as, for example,
participatory GIS,** sensors,®® and traditional survey methods,®®
is promising to ameliorate these spatiotemporal biases.

A major threat for the future of SM-based sustainability
research, one that is central to the argument developed in this
paper, relates to data accessibility. Consistent access to a mul-
tiplicity of sources is essential for the successful long-term up-
take of this new data type, especially considering the changes
in the popularity of individual platforms over time and their ap-
peal to different socio-demographic groups.’ Accessibility likely
already plays a key role in the uptake of data from specific plat-
forms. A majority of the reviewed studies use only two platforms,
Flickr and Twitter (see Figure 3), which have long held relatively
open data access policies. In spite of their much larger total
user base,” platforms such as Facebook and Instagram have
been relatively underutilized, likely due to restrictions in access.
The biggest challenges to data accessibility include (1) shutdown
of SM platforms, (2) restrictions and changes in the platforms’
terms of services, and (3) censorship and data manipulation.

Shutdown of platforms

SM access can be hindered when online services are discontin-
ued. For example, Panoramio, a photo-sharing platform popular
in early research,’’ was shut down in 2016. While much of the
data were subsequently integrated into Google Maps, they
were no longer available for research usage. Numerous other
popular photo-sharing (e.g., Webshots, Ovi Share, Kodiak Gal-
lery) and SM platforms (e.g., Friendster, Myspace) have likewise
been discontinued, resulting in mothballing and/or irreversible
loss of datasets compiled by users over years of activity. Flickr,
afavored source of photographic data for environmental studies,
was at risk of shutting down, according to a statement by its CEO
in December 2019.""? In this context, the creation of open re-
positories, such as the Yahoo Flickr Creative Commons 100M
database,'"® represents an important safeguard for maintaining
historical SM data records and granting continued future acces-
sibility of data to researchers.

Restrictions in terms of services and changes thereof

Access and terms of use of user-generated data compiled
through Web applications are largely determined by the com-
panies that operate individual SM platforms."'* While restric-
tions may be dictated by regulation or concerns for data privacy
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protection, preventing open access is often central to the plat-
forms’ business models. The data are sometimes sold outright
or indirectly used to generate revenues by granting access to
application developers for targeted advertising.' "

The manner of sharing and actual data availability for re-
searchers are highly variable across platforms. In addition to Flickr,
platforms such as Twitter, VKontakte, and Mapillary grant fairly
broad access to their data. Terms of service for these platforms
generally acknowledge that access to data should not violate
laws ruling at the national or supranational level (e.g., EU General
Data Protection Regulation) and be limited to non-commercial
uses. Twitter and Flickr also stipulate that individuals’ privacy
and wishes be protected using appropriate techniques, including
ensuring that stored data reflect the current online status of con-
tent and protecting geographic anonymity in visualizations of
data. Other platforms, such as Facebook, have traditionally placed
strong limitations on the accessibility and automated retrieval of
their content, thereby greatly limiting the use of this potentially
extensive data source (Figure 3). Recent initiatives, such as the
partnership with Social Science One'® and the Facebook Data
for Good initiative,''® may point toward an increased, though se-
lective, engagement in data sharing for research purposes. In their
current form, however, they also risk eroding research indepen-
dence insofar as they may skew research toward topics that share
common interests with technology companies, remain heavily
dependent on the companies’ willingness to share and deliver
the data, and allow technology companies a veto right on who
can receive the data.’'” Among the outdoor recreation and sports
apps, only a few offer an application programming interface (API)
to facilitate data retrievals, and generally with a very limited set of
features (e.g., Strava, Under Armour API for the MapMy apps).
Many apps (e.g., Wikiloc, AllTrails) substantially restrict the amount
ofuser-generated content that can be manually retrieved from their
Web sites. Such limitations may be set, for instance, because trails
and all the digital creations around them, such as photographs and
descriptions, are the property and copyright of the authors (Wiki-
loc, unpublished data on 31st October 2018).

Particularly insidious are changes in SM platforms’ terms of
services and/or their APIs, because they undermine the replica-
bility of studies and the possibility to update previously collected
datasets. For instance, multiple changes in Instagram’s API over
time have increasingly limited the possibility of retrieving detailed
geotagged information, thus substantially limiting its use, despite
its great potential.>® For Flickr, multiple changes in ownership
have led to changes in the way users can interact with the API
(e.g., accessibility of the Yahoo Where On Earth identifier) and
the introduction of a limit of 1,000 photos for free storage in
2019 led to the deletion of large amounts of excess photographs
in March 2019. After revelations that its geolocated data could be
used to locate secret military bases in January 2018, Strava modi-
fied its publicly available heatmap. It no longer displays routes
with little activity and refreshes itself monthly to clear any data
that might have been made private.''® Several APIs (e.g., Insta-
gram, Strava) have introduced more restrictive rules that limit
access to data that are owned by individual users, thus de facto
precluding the use of the platforms for any large-scale analysis.

Twitter’s API offers an unusual case in which data access for re-
searchers has, so far, broadened over time. For years, Twitter’s
free, standard APl had allowed access to only a fraction of its
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real-time data stream and limited historical data, with higher levels
of access being achievable only by upgrading to paid APl versions.
Although free access to premium accounts had occasionally been
granted for socio-ecological research,’'® this had raised issues
about equitable data access due to the cost of such services,
which may not have been affordable to all researchers. In 2019,
Twitter also removed the option of precisely locating tweets due
to a lack of user engagement with this feature, with potential con-
sequences for research use.?° In January 2021, however, Twitter
set a new standard for broader access to researchers by intro-
ducing a new academic research product track, which for the first
time allows free full-archive searches for approved researchers. '’
Such an approach could serve as a model for wider open access
across SM platforms.

Data manipulation and censorship
State censorship and self-censorship of SM content create biases
in the data that are difficult to identify and control for. Self-censor-
ship is understood here as the voluntary removal of content by the
SM platforms. It is grounded in the ethical guidelines of each plat-
form and usually affects content prompting violence, nudity,
pornography, hate speech, and also certain politically controver-
sial content.'?*'?®> Excessive self-censorship by SM companies
may negatively affect the use of SM content in environmental sus-
tainability research (e.g., by removing pro- or anti-environmental
content or representatives).'**'?° Ethical guidelines followed by
most of the large SM platforms are primarily established along
the ethical and legal standards of Western, liberal democracies,
above all the US but increasingly also conforming to the standards
of the EU’s General Data Protection Regulation. This has raised
some criticism for generating a new type of “media imperialism”
when these guidelines are applied globally.'°

Commentators have increasingly argued for reliance on estab-
lished state laws for guidance on censorship rather than platform
guidelines.’®” Beyond ethical and legal considerations, a trans-
parent set of laws would decrease ambiguity regarding content
suitability and the criteria for censorship.'“® Where applied, how-
ever, state censorship has also lacked transparency, with the po-
tential to hamper, among others, the study of topics such as envi-
ronmental justice and social-environmental movements.'*® The
People’s Republic of China, for instance, has strictly regulated
platform usage to Sina Weibo and WeChat and prohibited or
severely restricted the use of US-based platforms such as Face-
book, Instagram, Twitter, and YouTube, which dominate in most
other countries.'*® Chinese state censorship has been explained
to focus on the potential of posts to encourage collective action "
but is applied differently throughout the country and by plat-
form."3%"%% Similarly, state control over social media content has
reportedly been asserted on the platform VKontakte, a leading
SM network in Russian-speaking countries.'*%'3* In this context,
state censorship over domestic platforms is qualitatively different
from that over multinational firms, since it can focus on content
removal rather than the less effective content blocking.'*°

PROMOTING A VIRTUOUS CYCLE: THE ROLE OF
RESEARCH

SM data misuse and acknowledgment of the influence that dig-
ital spheres have on public life and societies have raised con-
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cerns in many SM users about how their personal data are
handled, including by researchers within technology companies,
universities, and other organizations. Such public scrutiny is war-
ranted considering that the involvement of academic re-
searchers may have in the past lent credibility to requests for
SM data access that were later revealed to result in questionable
data-sharing practices in the Cambridge Analytica scandal.’*®

Gaining public trust in academic use of SM data requires
commitment by researchers to fair and ethical use practices
and establishing responsible research agendas. Research prac-
tices in environmental and sustainability science so far, however,
show a mixed picture. A lack of clear regulatory guidelines has
resulted in diverse approaches for protecting users’ privacy, a
central aspect when using users’ data in research. While recent
scholarship has outlined best practices,'*® our review reveals
that consideration of ethical aspects in SM data use in sustain-
ability science is, to a large extent, still lacking. Despite the
vast majority of research adhering to ethical standards in pro-
tecting the anonymity of individual users (Figure 4), there is a
lack of transparency in documenting the methods used for min-
ing these data (fewer than 15% openly sharing study data and/or
methods) and little stated concern about safe data storage prac-
tices (addressed in only 1.5% of studies). Lack of an explicit
awareness of potential ethical issues in data use is apparent in
the fact that 85% of the studies do not mention ethical or privacy
concerns in their data handling and only 2.4% make direct refer-
ence to established guidelines. This is concerning, considering
that a sizable fraction of the studies involves handling and anal-
ysis of potentially sensitive data, such as personal user identi-
fiers, manual or automated analysis of user-generated textual
or photographic content, and socio-demographic information
that is usually extracted from the users’ public profiles (Figure 5).

SM will undoubtedly play an important role in shaping future
discourse and behavior on sustainability issues. This will increas-
ingly entangle researchers using SM data in ethical dilemmas on
data use and the communication of results. True to a commit-
ment to moving research-generated knowledge into societal
action,'®” sustainability scientists face, we argue, an ethical
imperative to contribute to public discussion on research and
private sector use, and inquiry into the complex influences and
bias within this unique data source to elevate standards of SM
data use broadly. Based on the insights derived from the re-
viewed studies, we explore three principles for a fruitful discus-
sion on the fair and ethical use of SM data in sustainability
research: (1) ensuring inclusivity, (2) balancing the needs for
research transparency and privacy protection, and (3) safe-
guarding the ethical responsibility of researchers.

Inclusivity

A major challenge of SM research is assessing whether data are
demographically inclusive and representative of opinions,
behavior, and perspectives of the focal population. It is often
assumed that data are skewed toward younger generations,
but surprisingly little is known of these apparent biases. While
early overrepresentation of young, tech-savvy early adopters ap-
pears to pose less of a challenge due to wide penetration across
socio-demographic groups,'®*'*° new composition uncer-
tainties have emerged due to shifting popularity and self-selec-
tion of SM platforms."“° Facebook, once the preferred SM for
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Figure 4. Proportions of reviewed studies (N = 415) engaging with different dimensions of ethical and privacy-related concerns

younger cohorts, is now widely used by adult individuals." The
latter are less likely to use platforms such as Instagram, Snap-
chat, and TikTok." Geographically, there are often insufficient
observations for fine-scale analysis,'® especially for countries
where access to the data of popular SM platforms is lacking.'“°
The existence of a digital divide among countries with high and
low active social network penetration is also evident.! Self-
censorship, amplification related to “influencers,” herd mental-
ity, and platform-specific algorithms are likely to generate biases
that are scarcely accounted for in SM research and need inves-
tigation with regard to how they affect inclusiveness.

Major efforts should be undertaken to identify, understand,
and control representativeness. While much research has
confirmed its validity to approximate broad behavioral trends us-
ing correlation of independent samples®®®’ and wide
geographic analyses across SM platforms,®® new approaches
must assess apparent demographic biases for increased aware-
ness and refinement of the validity of SM data. Techniques that
infer users’ demographic background using their approximate
home location,®"'*! image content,’*? and user-provided pro-
files'*®'%° are promising for filling in these representativeness
gaps, and they might be scaled-up for better contextualization
of users. Care should be taken that this demographic information
is protected due to the possibility of revealing personal informa-
tion. Mixed-method approaches are likely valuable in this regard,
offering the ability to validate qualitative and quantitative as-
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sumptions about representativeness and behaviors inferred
from SM through first-hand accounts,®* and gaining informed
consent in matters of deeper personal inquiry. Broadening the
mix of SM platforms, an aspect that is widely lacking in current
research practices (Figure 5), will be imperative for ensuring
the geographic and socio-demographic representativeness of
data.®®”” Convenience sampling from single platforms in light
of ease of data access should be, as much as possible, avoided.
There are inherent challenges in maintaining research relevance
given the shifting popularity of platforms that will likely only be
addressed given broad buy-in and partnerships between devel-
opers and researchers.

Transparency

The open disclosure of data sources and methods has long been
a key tenet of sustainability research. Such open science models
are increasingly influencing the community of SM resear-
chers.'*® A persistent challenge will be achieving such transpar-
ency while protecting the privacy of SM users, given the reliance
of many studies on locational attributes and personal profiles
from which a range of users’ information might be inferred. %23
Current best practices for ensuring user privacy, including visu-
alizing location-specific information at aggregated scales, strip-
ping user identifiers, and jittering, are viewed as adequate for
protecting users’ privacy.'*° Different types of data (e.g., texts,
images, videos) will require different strategies, with privacy
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protection in visual data being, generally speaking, more chal-
lenging than textual data.’** Increasing popularity of SM ap-
proaches and accessibility to user-friendly technologies'*®
might also touch off additional research that does not adhere
to such established procedures. Moreover, growing numbers
of studies are likely to increase the scrutiny of these methods,
possibly resulting in different interpretations of best practices
from research regulating bodies (e.g., institutional review boards)
and society.

Anticipating such challenges, we offer three approaches that
SM researchers might consider in furthering broadening accep-
tance of SM-based research:

(1) Publishing detailed data-mining criteria including scripts
for API access, timescale, geographic boundaries, and
search keywords. This will increase credibility by
enhancing reproducibility and ensure the legality of
research practices. While documentation might never
be fully replicable due to the shifting and ephemeral
nature of SM data, it will serve to establish and codify
common standards of ethical practice and reduce ethical
ambiguities in data retrieval; for instance, in relation to the
use of Web scraping. In the long run, this should lead to
standardized approaches for documentation of methods,
as already adopted in other research fields.'**

Engaging formal institutional review boards in discussion
of the unique character of SM data, best practices, and
legal requirements. Review boards will be instrumental
in legitimizing SM research, and open dialogue will help
in establishing appropriate procedures, outside tradi-
tional norms that require informed consent, considering
their practical impossibility in the case of SM data. A
risk review assessment may better suit research involving
SM data than an ethical review procedure.’*

Undertaking further research into what constitutes
reasonable expectations of privacy for data that are
publicly available on SM platforms, and the extent to which
specific risks to subjects may compare with the impor-
tance of the knowledge that may be expected to result
from the research. While there remains a debate regarding
the extent to which data collected from publicly accessible
SM platforms constitute (identifiable) private information

S

&

(see the 2018 Federal Policy for the Protection of Human
Subjects, or “Common Rule”), researchers should mini-
mize risks arising from potential misalignments of SM
users’ expectations and the use that is made of their
data.’®® Only after establishing a strong empirical footing
on such matters will scientists be able to broker informed
societal discussions on what boundaries should be drawn,
and potentially advocate for waivers or relaxation of re-
strictions due to the public interest of the research.

Responsibility

Among SM researchers, sustainability scientists have a unique
responsibility to conduct research that reduces the potential
for undesired environmental impacts and, indirectly, the resulting
effects on health and well-being of people depending on such
environments. While much SM-based research advocates for
wider conservation and improved environmental management,
the high spatial and temporal resolution of the data also has
the potential for misuse and undesired outcomes. For example,
while SM data might be used to track illegal trafficking of endan-
gered species, ' they could also be used to target and exploit
these species. Similarly, monitoring of unwanted visitors’
behavior in protected areas may perversely end up promoting
such behaviors.®” Models of aesthetic appreciation® might be
used by developers to find locations for housing and tourism
development projects, accelerating amenity migration and rural
gentrification,'“®“° and potentially compromising the unique
cultural landscapes and natural beauty in receiving areas.
Finally, using SM to identify scenic or otherwise special areas
can result in rapid increases in visitation, with associated envi-
ronmental and experiential degradation at sites with limited ca-
pacities to accommodate such high use."*° Researchers should
take all necessary precautions to minimize such risks; for
example, by not disclosing the precise locations of rare observa-
tions such as locations of endangered species, unique natural
features, and sensitive ecosystems.

CONCLUSIONS

Within this review, we underscore the potential of SM for sustain-
ability research that serves common interests by creating new
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knowledge of human-nature interactions at broad geographical
scales, observing temporal dynamics in different social-ecolog-
ical systems, and understanding how environmental meanings
and values are shaped in the digital realm. We show how such
insights can be instrumental in addressing the targets set by
the UN SDGs. Without downplaying the challenges involved in
SM data-based research, which have been extensively investi-
gated in previous studies,'®""'°? this form of passive sensing
has the potential to usher in a revolution in the current practices
of sustainability research, especially in the social sciences,'?
which we consider on par with recent advances in Earth obser-
vation for the environmental sciences.'**

To allow this emerging research field to flourish, broad access
to a multiplicity of SM sources, in a way that is consistent over
time, is essential. Shutdowns of platforms, increasing data us-
age restrictions (including payment requirements), and censor-
ship are threatening the successful expansion of this novel
research frontier. Different incentives for academics and industry
hamper scalable collaborations, and scientists are currently
largely dependent on the goodwill of SM platforms to allow
free access to these data. There is also concern that societal
distrust about how SM data are being used may result in further
restrictions on data access. By showing how continued and
broad access to SM data can help address questions of great
societal importance, this review aims at contributing to breaking
this vicious cycle. It offers a novel environment- and sustainabil-
ity-oriented perspective to the ongoing societal debate on
acceptable standards and rules under which data can be ethi-
cally utilized.

Sustainability researchers using SM data have a unique role to
play as well as unique duties in fostering greater trust and coop-
eration. A broad endorsement of universal principles and stan-
dards in the use of SM data that guarantee inclusivity, as well
as carefully balancing the needs for research transparency and
privacy protection, will promote high ethical standards and in-
crease the legitimacy and positive impact of resulting research.
The shared values and goals of working for a sustainable future
may provide common ground for cooperation, and motivation for
establishing wide-ranging collaboration between SM com-
panies, academia, and society in a virtuous cycle. While our crit-
ical review suggests that sustainability researchers have, on the
whole, adhered to ethical standards, an improved standardiza-
tion of research practices is necessary to rise to the challenge
of realizing the potential of these data in an ethical way.

SM data provide an unprecedented platform for the observation
of how behavior, narratives, and visions related to the environment
and sustainability evolve across cultures and over time. By allow-
ing this novel field of research to realize its full potential, some of
the very tools that are often pointed at as being partly responsible
for the loss of human-nature interactions might paradoxically turn
out to play an important role in counteracting such extinction of
experience and promoting a more sustainable society.

EXPERIMENTAL PROCEDURES

Resource availability

Lead contact

Further information and requests for resources should be directed to and will
be fulfilled by the lead contact, Andrea Ghermandi (aghermand@univ.haifa.
ac.il).
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Material availability

This study did not generate new unique materials.

Data and code availability

References to reviewed articles and our associated evaluated data are depos-
ited in the FAIR aligned ZENODO repository (https://doi.org/10.5281/zenodo.
7517193) and are publicly available as of the date of publication. This paper
does not report original code.

Review protocol

This critical review relies on an extensive database of studies applying SM data
in environmental sustainability research, which were collected and reviewed in
full by the authors. Rather than providing a comprehensive summary of all rele-
vant literature as in a systematic review, our objective was to take stock and
evaluate the previous body of work in the field in order to promote conceptual
innovation from its critical examination.'®* Building on a set of 169 studies
collected in a previous systematic review of SM data applications in environ-
mental research,’’ the database includes additional relevant studies that
were identified by snowballing previous references and adding further gray
and scientific academic articles known to the authors. For studies to be
included in our analysis, they had to involve the use of data from one or
more SM platforms and investigate human interactions with and/or impacts
on the environment. We relied on a broad definition of SM including any
Web site or application that enables users to create and share content or to
participate in social networking (e.g., blogging sites, recommendation sites,
and online forums). We further strengthened the analysis by including insights
from additional literature on SM that do not have a direct application to envi-
ronmental sustainability (e.g., studies on biases in SM data).

The final database consists of 415 studies, which were published between
2011 and 2021. The full references of all studies are provided in the supple-
mental information. As a group of natural and social scientists using SM
data primarily for understanding environmental spatial phenomena, we
acknowledge that the sample of studies might inadvertently be skewed toward
spatial analysis.

All studies were read in full by the authors and analyzed according to the spe-
cific themes of interest for this review. First, each study was classified based on
the investigated SM platform(s), the spatial scale of analysis (i.e., local, city/
county, regional/national, supranational/continental, global), and the presence
of analysis of temporal changes or trends. Subsequently, we characterized how
each SM data analysis advanced environmental sustainability research by the
way it addressed or contributed to SDG targets. Each study was assigned to
the most closely related SDG target only, although it might be relevant to mul-
tiple ones, even pertaining to different SDGs (e.g., a study on the cultural signif-
icance of small-scale mountain farms could pertain to both SDG targets 2.4
“Sustainable agriculture” and 15.4 “Conservation of mountain ecosystems”).
We focused in particular on identifying unique contributions and insights that
can be generated with these data, as well as potential threats and limitations
associated with their current or future use. In addition, we investigated the
ethical standards adopted in the studies during the phases of SM data retrieval,
handling, and reporting, with an emphasis on the role of researchers in promot-
ing good practices in applying SM data in environmental sustainability research.
Forinstance, we evaluated whether the authors explicitly acknowledged ethical
or privacy concerns in their data handling and whether they relied on existing
guidelines and regulations. We also examined whether the data were reported
and stored in a way that ensures the anonymity of individual users, and the de-
gree to which the studies appeared to have collected and investigated poten-
tially sensitive information, such as personal identifiers and other user informa-
tion. Finally, we characterized the degree to which studies made the data and
methodology available in an open and transparent way.

SUPPLEMENTAL INFORMATION

Supplemental information can be found online at https://doi.org/10.1016/].
oneear.2023.02.008.
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