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Abstract. In this article we study the Algebraic Immunity (AI) of Weightwise Perfectly Balanced (WPB) functions.
After showing a lower bound on the Al of two classes of WPB functions from the previous literature, we prove that
the minimal Al of a WPB n-variables function is constant, equal to 2 for n > 4 . Then, we compute the distribution
of the Al of WPB function in 4 variables, and estimate the one in 8 and 16 variables. For these values of n we
observe that a large majority of WPB functions have optimal Al and that we could not obtain an AI-2 WPB function
by sampling at random. Finally, we address the problem of constructing WPB functions with bounded algebraic
immunity, exploiting a construction from [|[GM?22c]. In particular, we present a method to generate multiple WPB
functions with minimal Al, and we prove that the WPB functions with high nonlinearity exhibited in [GM22c]||
also have minimal Al. We conclude with a construction giving WPB functions with lower bounded Al, and give as
example a family with all elements with Al at least n/2 — log(n) + 1.

1 Introduction.

Among the different criteria of Boolean functions analyzed during the last years, those targeting Boolean functions
with restricted input sets have been increasingly studied after the work of Carlet, Maux, and Rotella [CMR17]]. The
authors introduced cryptographic criteria of Boolean functions with restricted input for the cryptanalysis of FLIP
stream cipher [MJSC16], whose specificity is that its filter function is evaluated on sets of Boolean vectors having
constant Hamming weight. Therefore, considering functions with good properties also when restricted is crucial for
investigating its security. Properties on sets of constant Hamming weight arise also in other contexts, such as side
channel attacks where it is common to obtain information on the Hamming weight of inputs (e.g. [MOPO7,/Stal0]).

One property of main interest is the balancedness, as in most cryptographic contexts using balanced functions
prevents biased output distributions, it is desirable for applications like FLIP to work with functions balanced when
restricted to the slices Ey, ,, = {x € Fy |wn(z) = k} of the Boolean hypercube F7. In this context Carlet et al.
[CMR17] presented the concept of Weightwise Perfectly Balanced (WPB) functions, f: Fy — Fy, such that |[{z €
Een|f(z) =0} = {z € Egpn|f(z) =1} foreach 1 < k < n — 1, f globally balanced, and f(0,,) = 0. These
functions are at maximal distance from the set of symmetric functions, deeply studied in the context of cryptography
e.g. [Car04}|CV05,BP05], analogously to the bent functions (e.g. [Rot76,/Mes16]) from the set of affine functions.
Diverse methods for constructing WPB functions have been proposed since 2017 e.g. [LM19,TL19|LS20,MS21},
7521 /MSL21,GS22,ZS22MPJ*+22,GM22a,GM22b,MKCL22/MSLZ22,GM22c},ZJZQ23|. The main cryptographic
properties that have been studied on WPB functions so far are the weightwise nonlinearity (i.e. nonlinearity restricted
on the slices) such as in [LM19,MSLZ22||GM22a], and more recently the (global) nonlinearity such as in [MKCL22|
GM22c]|. Other relevant cryptographic properties on Boolean functions have not been studied deeply on the set of
WPB functions, such as the algebraic immunity.

The concept of Algebraic Immunity (AI) appeared in [CMO3] in the context of algebraic attacks on stream ciphers.
In the attack described by Courtois and Meier, instead of focusing on the system of equations given by a filter
function f (a Boolean function in n variables), they consider a system of equations potentially simpler to solve,
obtained by the annihilators of f. They show that even if f has a high degree (close to n), f or f + 1 always admits
an annihilator of degree at most [(n + 1)/2], allowing the attacker to reduce the attack to solving an algebraic
system of the annihilator’s degree. The notion of algebraic immunity has been formalized later in [MPCO4], as
Al(f) = mingxo{deg(g) | fg = 0 or (f + 1)g = 0}. Since then, the algebraic immunity has been thoroughly
studied since it applies to the contexts of filtered linear shift back registers [CMO3|], and more recently (improved)
filtered permutators [MJSC16,/MCJS19], group filter permutators [CHMS22]], local PseudoRandom Generators (PRG)
such as Goldreich’s PRG [GolO1] (see [AL18]|]) or variants [GJLS21]], and conceptually simple weak pseudorandom



functions [BIP™ 18, BCG™20]. For WPB functions the Al is only known for a few constructions. The family
exhibited by Tang and Liu [TL19], and later the families from [MSL21, MSLZ22|| are designed to have optimal
Al Then, all the other results are experimental, computing the Al of WPB functions in 4, 8 or 16 variables such as
in [MS21|GM22bl|ZJZQ23].

Hence, the goal of this article is to further study the algebraic immunity of WPB functions. First we investigate
the extreme values of the Al inside the class of WPB functions, and the Al distribution in a small number of variables.
Since families with optimal Al have been exhibited, we focus on the minimal value that can reach a WPB function,
and show lower bounds for two former secondary constructions (from [CMR17]] and [[£ZS22]]). Contrarily to the degree
that is at least n/2, we show that the minimal Al of a WPB function is constant, equal to 2 for n > 4. We compute the
distribution of the Al of WPB functions in 4 variables, and estimate the one in 8 and 16 variables, following the model
established by [GM22a] for the weightwise nonlinearities. For these values of n we observe that a large majority of
WPB functions have optimal Al, and that we could not obtain an AI-2 WPB function by sampling at random. Then,
we address the problem of constructing WPB functions with bounded algebraic immunity. We use the construction
from [[GM22c] to build functions with upper bounded Al. In particular, we present a method to generate multiple WPB
functions with minimal Al, and we prove that the WPB functions with high nonlinearity exhibited in [GM22c]| also
have minimal AI. We finish with a construction giving WPB functions with lower bounded Al, and give as example a
family with all elements with Al at least n/2 — log(n) + 1.

2 Preliminaries

For readability we use the notation + instead of @ to denote the addition in Fy and } instead of €. We denote by
[a, b] the subset of all integers between a and b: {a,a + 1,...,b}. For a vector v € F} we use wy(v) to denote its
Hamming weight wy(v) = |{i € [1,n]|v; = 1}|. For two vectors v and w of F§ we denote dy (v, w) the Hamming
distance between v and w, that is dy (v, w) = wy(v + w).

2.1 Boolean functions and weightwise considerations

In this part we recall general concepts on Boolean functions and their weightwise properties we use in this article.
For a deeper introduction on Boolean functions and their cryptographic parameters we refer to the survey of [Car21]
and to [CMR17] for the weightwise properties, also called properties on the slices. For & € [0,n] we denote Ej, ,
the set {x € F5 |wn(z) = k} and call it slice of the Boolean hypercube (of dimension n). Accordingly, the Boolean
hypercube is partitioned into n + 1 slices where the elements have the same Hamming weight.

Definition 1 (Boolean Function). A Boolean function f in n variables is a function from Fy to Fo. The set of all
Boolean functions in n variables is denoted by B,,, and we denote by B, the set without the null function.

To denote when a property or a definition is restricted to a slice we use the subscript k. For example, for a n-
variable Boolean function f we denote its support supp(f) = {x € F}| f(x) = 1} and we denote supp(f) its
support restricted to a slice, that is supp(f) N Eg .

Definition 2 (Balancedness). A Boolean function f € B, is called balanced if |supp(f)| = 2"~ = |supp(f + 1)|.
For k € [0, n] the function is said balanced on the slice k if ||supp, (f)| — |suppy, (f +1)|| < 1. In particular when

|Ex.n| is even |suppy (f)] = [suppy,(f + 1)| = [Ex.nl/2.

Definition 3 (Weightwise (Almost) Perfectly Balanced Function (WPB and WAPB)). Let m € N* and f be a
Boolean function in n = 2™ variables. It will be called Weightwise Perfectly Balanced (WPB) if, for every k €
[1,n — 1], f is balanced on the slice k, that is Vk € [1,n — 1], |supp, (f)| = (})/2. and:

f(0770):03 andf(l,,l):1

The set of WPB functions in 2" variables is denoted WPB,,,.



When n is not a power of 2, other weights than k = 0 and n give slices of odd cardinality, in this case we call f € B,
Weightwise Almost Perfectly Balanced (WAPB) if:
Ernl/2 if |Ek n| is even,
|supp ()| = Binl/ : | |.
(IExn| £1)/2 if |Ek p] is odd.

The set of WAPB functions in n variables is denoted VWAPB,,.

Definition 4 (Walsh transform and restricted Walsh transform). Let f € B,, be a Boolean function, its Walsh
transform Wy at a € Yy is defined as:

Wi(a)i= 3 (~1)f e,

z€Fy
Let f € By, S C F3, its Walsh transform restricted to S at a € FY is defined as:
Wy s(a) = 3 (-1,
€S
For S = Ey, , we denote Wy g, . (a) by Wy (a), and for a = 0,, we denote Wr . (a) by Wy x(0).
Definition 5 (Nonlinearity). The nonlinearity NL(f) of a Boolean function f € B,,, where n is a positive integer, is

the minimum Hamming distance between f and all the affine functions in B,,:

g, deg(g)<1

where g(x) = a-x + ¢, a € Fy e € Fy (where - is an inner product in FY, any choice of inner product will give the
same value of NL(f)).

Definition 6 (Non Perfect Balancedness ( [GM22c], Definition 11)). Let m € N*, n = 2™, and f an n-variable
Boolean function, the non perfect balancedness of f, denoted NPB(f) is defined as:

NPB(f) = jelmin du(f, 9)-

Property 1 (NPB and restricted Walsh transform ( [GM22c], Proposition 2)). Let m € N*, n = 2™, and f € B, the
following holds on its non perfect balancedness:

2= Wro(0) + Wra(0) | 5~ [Wri(0)
NPB(f) = : : ’ .
(£) 5 )
k=1
Definition 7 (Algebraic Normal Form (ANF) and degree). We call Algebraic Normal Form of a Boolean function
f its n-variable polynomial representation over Fy (i.e. belonging to Fa[x1,. .., x,]/ (23 + x1,..., 22 + 2,)):
flxe,...,2n) = Z ar (H:EZ)
IC[1,n] i€l

where a; € Fo. The (algebraic) degree of f, denoted deg(f) is:

deg(f) = Ircn[z%};}{|l| |ar = 1} if f is not null, 0 otherwise.

Property 2 ( [CMR17]], Proposition 4). If f is a WPB Boolean function of n variables, then the ANF of f contains at
least one monomial of degree n /2.
Definition 8 (Algebraic Immunity). The algebraic immunity of a Boolean function f € B, denoted as Al(f), is
defined as:

Al(f) = min{deg(g) | fg =0 or (f +1)g =0},

where deg(g) is the algebraic degree of g. The function g is called an annihilator of f (or f + 1). Additionally we
denote AN(f) = ming-o{deg(g) | fg = 0}.
Property 3. If g € B} is an annihilator of | and h another function such that supp(h) C supp(g), then hf = 0.



2.2 Families of WPB functions

In this section we recall families of WPB functions exhibited in former works, they will be used as examples or
building blocks.

Definition 9 (CMR WAPB construction (adapted from [CMR17]], Proposition 5)). Let n € N,n > 2, the WAPB
function f,, is recursively defined by fo(x1,22) = 21 and for n > 3:

Jno1(®1,. ., 20 1) if n odd,
d—1
fn($17.-.,xn): fn—l(xlw-wxn—l)+zn—2+H?:1 Tn—i l‘f’fl:2d,d> 17
d
fn—l(l'h cee ,mn—l) + ZTp—2+ H?:l Tn—i lfn =p- Qd;p odd.

Re-indexing the variables the subfamily of WPB functions (the cases where n is a power of 2) can be written as:

m 2m~ege"1l_q

f(.r17 To, ... ,ZL‘Q'M) = Z Z H .’IZ‘,L'_‘_J'Qm—aJrl
0

a=1 i=1 j=

Definition 10 (TL WPB construction (adapted from [TL19], Construction 1 )). Let m € N* and n = 2™ > 4 be
an integer. A TL WPB Boolean function g on n-variable is such that:

- g(0,) =0and h(1,) = 1.
9(z,y) = 0if wu(z) < wi(y), where z,y € F5' .
g(x,y) =1 l.fWH(Z') > WH(y), where x,y € ]F;n—l.

" e o1, 2
the cardinality of U = supp(g) N {(:c,y) € " x F3 E wh(z) = wh(y) = Z} is exactly (2 j 1) /2 for all
0<j<2m L

Remark 1. Despite Definition [I0] may appear quite different respect the original paper, it is equivalent when applying
the constrains from the definitions we consider. Namely, here we consider only the case where n is a power of two.
Referring to Construction 1 of [TL19], this implies that the coefficients ¢y, . . . , cx—1 must be zero. Moreover, in [[TL19]]
9(0,) = 0 and g(1,,) = 1 is not required for weightwise perfectly balancedness, differently from Deﬁnition This
implies that in this context we can only instantiate the construction with (—1,0,..,0,1) as input sequence, i.e. as in
Definition

Property 4 (TL WPB functions properties [TL19]). Let m € N* and n = 2™, a n-variable TL function g,, has

optimal algebraic immunity Al(g,) = 5.

2.3 Symmetric Functions and Krawtchouk polynomials

The n-variable Boolean symmetric functions are those that are constant on each slice Ey, ,, for k € [0, n]. This class has
been thoroughly studied in the context of cryptography, see e.g. [Car04,/CVOS,BPO5,SMO7,QFLW09M¢éa2 1, CM22].
The set of n-variable symmetric functions is denoted SYM,,, and |SYM,,| = 2"F 1, In this article we mainly consider
two families of symmetric functions, which are both bases of the symmetric functions:

Definition 11 (Elementary symmetric functions). Let ¢ € [0, n], the elementary symmetric function of degree i in
n variables, denoted o; y,, is the function which ANF contains all monomials of degree i and no monomials of other
degrees.

Definition 12 (Slice indicator functions). Let k € [0, n), the indicator function of the slice of weight k is defined as:
Ve € Fy, @in(z)=1ifand only if wy(z) = k.

Property 5 (Properties of elementary symmetric functions). Let n € N*, d € [0, n]:



— The function o4,y takes the value (Z) mod 2 on the elements of the slice Ej, p,.

— The function o3, takes the value 1 only on the slices Ey, ,, such that k =2 mod 4 or k =3 mod 4.
— For n even the function 0,3, has algebraic immunity n/2 (e.g. [BPO5|], Theorem 9).

Property 6 (Weightwise restricted Walsh transform and addition of symmetric function ( |[GM22b], Proposition 4)).
Letn € N*, k € [0,n] and f € B, the following holds on f + @i, n:

Va € Fy,Vi € [0,n] \ {k}, Wrio,..i(a) = Wyi(a), and Wiy, k(a) = =Wy i(a).

We give two results relatively to Krawtchouk Polynomials we will use in the article. We refer to e.g. [MS78] for
more details on these polynomials and their properties.

Definition 13 (Krawtchouk Polynomials). The Krawtchouk polynomial of degree k, with 0 < k < n is given by:
k

Ki(tn) = (~1)! <j> (Z—j)

j=0
Property 7 (Krawtchouk polynomials relations). Let n € N* and k € [0, n], the following relations hold:

- Kp(l,n) =3 cg,  (=1)*%, where a € Fy and { = wy(a),
— (Proposition 5 [DMSO06]]). For n even, k € [0, n],

0 if k is odd,

Ki(n/2,n) = (—1)k/2 (Z;;) if k is even.

3 General results on the algebraic immunity of WPB functions

In this section we give general results on the algebraic immunity of weightwise perfectly balanced functions, and give
constructions in Section[d} First, we discuss the bounds on the algebraic immunity known from former constructions.
Then, we focus on lower bounds of the algebraic immunity. In Section [3.1] we show a lower bound on the algebraic
immunity of a secondary constructions of WPB functions, that encompasses CMR WPB functions. The lower bound
result is also extended to the construction of WAPB functions from [ZS22]. Then, in Section [3.2] we study the minimal
algebraic immunity a WPB function can take. Finally, in Section [3.3] we complete this general investigation by
experimentally determining the Al of WPB functions chosen at random in a small number of variables.

The algebraic immunity of a WPB function can reach the optimal value (of an n-variable Boolean function,
i.e. n/2). It has been proven by Tang and Liu in [TL19] where they gave the first construction of WPB functions
with optimal algebraic immunity (see Property [). Since then the constructions presented in [MSL21, MSLZ22]|
generalize this construction and also have optimal algebraic immunity. No lower bound have been exhibited so far,
only experimental results show that not all WPB functions have optimal algebraic immunity. The algebraic immunity
of constructions (following the idea of modifying low degree functions slightly weightwise unbalanced, as pioneered
in [MS21])) in respectively 4, 8 and 16 variables are provided in [[LS20L[ZS21]], reaching respectively an Al of 2, 3 and
3. In [GM22b], the algebraic immunity of secondary constructions is provided in 8 and 16 variables. The secondary
construction seeded with CMR functions result in functions of Al 3 in 8 variables and between 4 and 6 in 16 variables
(the AI of fg itself is 3 and the one of fi45 equals 4). The secondary construction seeded with Boolean functions
from [LM19]] give WPB functions with AI 4 and 7 in 8 and 16 variables respectively.

3.1 Lower bound on the algebraic immunity of secondary constructions

The experimental results inventoried above show that not all WPB functions have optimal algebraic immunity, and
in particular for the first values of n the AI of CMR function grows logarithmically in n. In the following we show
that Al(fom ) is at least m. To do so we first specify a secondary construction, at the same time a subfamily of the
secondary construction presented in [CMR17] and encompassing CMR functions. The secondary constructions of
WPB functions from [CMR17] is the following:



Definition 14 (Adapted from [CMR17|], Theorem 2). Letr m € N*, n = 2™, f, f' and g be n-variable WPB
functions and g' an arbitrary n-variable function. We define the 2n WPB function h as:

Wz, y) = f(x) + H zi+9(y) + (f(2) + f(2)g'(y),  wherez,y € Fy

We focus on the restriction where ¢’ is the null function, and iterate the construction with WPB functions in a
different number of variables.

Definition 15. Let m € N*, n. = 2™, f and go be two n-variable WPB functions. Let t € N and for i € [1,t] g; be a
2+t WPB function. We define the 2™ WPB function S(f, go, - - ., g¢) as:

n gmtt
S(f.g0s - 00)(@y @,y D) = f(2) + 90y ®) + [0 + - + gD + T] ",
j=1 j=1

where x,y©) € F, and fori € [1,1] y € F§""".

Note that CMR function, fom, is obtained in [CMR17] from this construction, taking fo = x1 in 2 variables,
f = f2 = go and iterating.

Contrarily to the secondary construction of Definition the one from Definition [15]| can be written as a direct
sum of functions (that is, a sum of functions acting on different variables). We use this structure to give a lower bound
on the algebraic immunity of any function built as S(f, go, . .., g:), and an upper bound for CMR functions. We first
recall a result on the algebraic immunity of direct sums from [Méa22].

Property 8 (Adapted from [Méa22], Lemma 6). Lett € N*, and f1,..., fi be t Boolean functions, if for r € [1,t]
there exists r different indexes iy, ..., i, of [1,t] such that ¥j € [1,r],deg(f;;) > j then A(DS(f1,..., fr)) >,
where DS(f1,. .., ft) denotes the direct sum of fi to f;.

Proposition 1. Let m € N*, n = 2™, f and go be two n-variable WPB functions. Let t € N and fori € [1,t] g; be a
2™+ _yariable WPB function, then:

AI(S(f7907agt)) >t+2.

Proof. First, we remark that S(f, go,...,g:) is the direct sum of ¢ + 2 functions, f and g, = g; + Hj:(f ' yj(z) for
i in [0,]. f has degree at least 1 since it is a WPB function, and for all i in [0, ¢] the function g/ has degree 2™
The latter comes from the fact that g; has degree at most 2+? — 1 since it is WPB and therefore balanced, and
then the addition with the degree 2% monomial makes g/ a 2™*-degree function. Then, for i € [0,¢] we have
deg(gl) = 2™+ > 2 + 4, it allows to apply Propertyand to conclude AI(S(f, go,.-.,gt)) >t +2.

O

We recall a result form [CDM™ 18] on the number of annihilators of f and f + 1 when f is a direct sum with a
linear part.

Property 9 (Adapted from [CDM™ 18]}, Proposition 9 ). Let f € B,, be the direct sum of a linear function g in k > 0
variables and h in n — k variables then:
Vd € [0,n], NJ=Nj,

where Nj for € € {0, 1} denotes the number of independent annihilators of f + € of degree at most d.

Proposition 2. Ler m € N*, and fom be the 2™-variable CMR function (Definition @) then Al( fam) > m, and for
m > 3, Al(fam) < 2m2

Proof. The bound Al( fom) > m is a consequence of Proposition([1] Since Al( f2) = 1, Al(f4) = 2, and by construction
for m > 2 we have fom+1 = S(fa, fo, fa,..., fom) and AI(S(f2, fo, fa,..., fom) > m+1by Proposition a direct
recurrence gives Al(fam) > m.



The bound Al(fam) < 2™~2 comes from the upper bound on the algebraic immunity of a direct sum, the Al
of the direct sum cannot be greater than the sum of the two Als (e.g. [[Car21]], Section 9.1.4). We show the result
by recurrence. For m = 4 since Al(f,,) = 4, Al(fam) < 2™72 holds. Then for m + 1 > 4 we can write fom+1
as S(fam, fom) which is the direct sum of fom and g = fom + Hiz:l y;. By hypothesis Al(fam) < 2™72, and by
construction g differs from fom only in the value 1om therefore an annihilator of fom is also an annihilator of g since
fam(1am) = 1 (since f is WPB). Since fom can be written as the direct sum of the linear function f5 and a 2™ — 2
variable function, from Property [0 for each annihilator of fom of degree d there is an annihilator of 1 4 fom of the
same degree, it guarantees that Al(g) < Al(fam ). Therefore, Al(fom+1) < 2Al(fam) < 2™~ which concludes the
recurrence.

O

With a similar approach we can bound the algebraic immunity of the secondary construction of WAPB functions
from Zhu and Su [ZS22].

Definition 16 (Adapted from [ZS22], Theorem 2). Let t € N* and nq,...,n; be different powers of 2, and for
i € [1,t], f; be a WPB function in n; variables. We call ZS construction the function f in Zle n; variables the direct

sum.
t

ZS(f17"'7ft) :Zfl

i=1

Proposition 3. Let t € N* and nq,...,n; be different powers of 2, and for i € [1,t], f; be a WPB function in n;
variables. The function f = ZS(f1,--- , ft) is such that:

AIF) > t—1 if34,k € [1,t] such that n; = 1 and ny, = 2,
t otherwise,

Zﬁzl i
and Al(f) < ’72-‘

Proof. The upper bound comes from the fact that any n-variable function has its Al upper bounded by [n/2].
Relatively to the lower bound, since an n-variable WPB function has algebraic degree at least n/2 (see Property , we
can apply Property on the f;. When there are both an f; in 1 variable and an f}, in 2 variables, we can only guarantee
to find a chain of ¢ — 1 indexes ry to ry_; such that deg(f,) > 4 since both f; and f;, could have degree 1. Since,
apart from n; = 1 and n;, = 2, the different powers of 2, n;, ensure that the condition deg(fr,) > i can be fulfilled,
we obtain Al(f) > ¢t — 1. In the other case (only 1 or none of the f; are in 1 or 2 variables), all the f; can be used in
the chain and Al(f) > t.

O

3.2 Minimal algebraic immunity of WPB functions

In the previous parts we showed that the algebraic immunity of WPB functions can be as low as < 2772
(Proposition [2)), and we saw examples close to log m or less for small values of m. In the following, we demonstrate
that for m > 2 the minimal Al that a WPB function can reach is in fact a constant.

We begin by defining the minimal degree of annihilator (non null) a 2"*-variable WPB function (or its complement)
can have, and give an alternative expression of this quantity.

Definition 17 (Minimal degree of annihilator reachable by a 2" -variable WPB function). Let m € N* and
e € {0, 1}, we denote d3, the quantity:

5, = min{AN(f +¢) | f € WPB,,}.

Lemma 1. Let m € N*, n = 2" and g € B3, such that Wj, 4(0) > 0Vk € [1,2" —1].



1. IfWh 4(0) > 0, then there exists f € WPB,, such that g is an annihilator of f.
2. If Wy,4(0) > 0, then there exists f € WPB,, such that g is an annihilator of 1 + f.

Proof. Since W, 4(0) > 0 there are at least (}) /2 elements of Hamming weight & not in the support of g for k €

)

[1,n — 1]. Therefore, we can build a function h such that [supp,(h)| = 5> and supp,(h) 2 supp,(g) for all
k € [1,n — 1]. We have two cases:

a. Suppose W, 4(0) > 0. This implies that g(1,,) = 0. Then, we can set h(1,,) = 0 and ~(0,,) = 1, in order to get a
function h € B3, such that supp(1 + h) C supp(1l + g) and (1 + h) € WPB,,.

b. Suppose Wy 4(0) > 0. This implies that ¢(0,,) = 0. Then, that we can set h(1,,) = 1 and h(0,,) = 0, in order to
getsupp(1 + h) C supp(l + g) and h € WPB,,.

To conclude it is sufficient to notice that 1 + g is an annihilator of g. Indeed, Propertyimplies that g(h+1) =0, i.e.
in both cases g is a non constant annihilator of 1 + h. Therefore, 1. and 2. follow by setting f = 1+ h and f = h,
respectively. O
Proposition 4 (Equivalent characterization of d<,). Let m € N* and € € {0, 1}, the following holds:

d?, = min{deg(f), f € Bim

Vk e[l —¢e,2™ —¢], W s(0) > 0}.

Proof. We denote n = 2™. First we prove d5, > min{deg(f), f € B} |Vk € [1 —e,n — €], W £(0) > 0}. We take
f € WPB,,, and g an annihilator (not null) of f of degree d2,. Since f is WPB, f has exactly |Ej_,|/2 elements
of Hamming weight & (for k € [1,n — 1]) in its support and one in E,, ,,, therefore g takes the value O over all these
elements. Consequently, Vk € [1,2™]:

RO SESITEN ST ST S S e

T€EK,n €L n z€EL n T€EL n
g(x)=0 g(x)=1 g(x)=1

Similarly, if we consider g an annihilator (not null) of 1+ f of degree d.,. Since f is WPB |supp,, (f)| = |suppy(f+1)|
forall k € [1,2™ — 1] and [suppy(1 + f)| = 1, we obtain that Wy, ,(0) > 0 for k € [0,2™ — 1].

Then, we prove d5, < min{deg(f), f € B} |Vk € [1 —e,n — ¢], Wi ;(0) > 0}. We take go, g1 two 2™-variable
functions of minimum degree such that W, 4 (0) > 0 for all k € [1 — &,n — ¢]. From Lemma |1| we can build two
functions f. for ¢ € {0,1}, such that f. are WPB, and g¢. is a non null annihilator of f. 4+ & by construction. This
allows to conclude.

O

As a first remark, since the algebraic immunity of a function f is the minimum between AN(f) and AN(f + 1)
(Definition , we have that min {d?n, d}n} is the minimal Al a WPB function can have. Then, since for any function
f its complement 1 + f is an annihilator, for each WPB function it gives an annihilator of the same degree, therefore
d¢, is upper bounded by the minimal degree of a 2™-variable WPB function, that is 2™~ for m > 1 (see Property .
In the following we show that df = 1, butd;, > 1 form > 1.

m

Lemma 2. Letm € N*, n = 2" and ¢ € {0, 1}, the following holds on d,,:
di=1 and form>1d; > 1

Proof. We start with the particular case m = 1. In this context, denoting x1 and x» the 2 variables, there are only two
WPB functions: f = x1 and g = x2. They are respectively annihilated by the degree-1 function 1 + z; and 1 + zo,
and not by the constant function equal to 1, which allows to conclude df = 1. Furthermore, the two complementary
functions of 2-variable WPB are 1+ x; and 1+ x5, similarly annihilated by a degree 1 function and not by the constant
function equal to one, so in this case di = 1. This implies that 1 is also the minimum on the algebraic immunity.



For m > 1, we show that no affine function f can satisfy the characterisation of d¢, from Proposition {4} If f
is constant, f cannot be the null function by definition of df,, and the constant function equal to one is such that
Wi, r(0) < 0for all k € [1, n]. Then, any non constant affine function is balanced, therefore:

Wi(0)=0="> Wyi(0).
1=0

The condition in the definition of d2, form Proposition 4| for & = n forces Wy ,,(0) = 1 and therefore the restriction
on the other coefficients can be only satisfied if:

Wio(0)=—1, and Vk € [1,n — 1], Wy.(0) = 0.

This implies that f is balanced on all slices, and more precisely that f + 1 is a weightwise perfectly balanced function.
Similarly, if we consider the condition in the definition of d., form Proposition 4] we obtain that f should be a
weightwise perfectly balanced function. Since a WPB function has degree at least 2! by Property [2} both these
cases are impossible. O

We show that in fact d¥, is constant in m, more precisely that for m > 2 there are always 2™-variable WPB
functions that are annihilated by quadratic functions.

Proposition 5. Letm € N, forallm > 2, d%, = 2.

Proof. We denote n = 2™ for readability. We show that there exist degree-2 functions g € B,, such that Vk € [1,n],
W,.1(0) > 0 orequivalently V& € [1,n], [suppy(g)| < (})/2. More precisely we consider the functions with algebraic
normal form z;x; + ;2 where ¢, j, k € [1,n] and ¢ # j # k, without lost of generality we take g = x1 (22 + x3). In
the following we consider the size of the support of g on each slice.

- If k € [0, 1], g takes only the value 0 hence |suppy,(g)| < (})/2.

- For k = 2, g(x) = 1 only when 71 = 22 = 1 or x; = 3 = 1, therefore [supp,(g)] = 2 < 2m72(2™ — 1) =
(5)/2.

— For k > 3, we split = € F} as (y, z) where y € F3 and z € F5~?, and determine the number of elements such
that g(z) = 1 based on the value of y. The function g takes the value 1 only when x1(z2 + x3) = 1 that is when
y =(1,1,0) ory = (1,0, 1), thereafter for x € Ey,, it corresponds to 2/3 of the cases where wy(y) = 2 and
none when wy(y) # 2. It allows us to get the cardinal of suppy,(g):

supoc(a)l =2(; ).

Then, we have to compare this value to (7)) /2:
n—3 n n—3 n—3 n—3 n—3 n—3
2 < 24 < 3 3
(2) = ()eaine) = (o) o Ga) G ) + (U7)
n—3 n—3 n—3 n—3
< < 3 .
(o2)= (o)) ()

Since n — 3 is odd the binomial coefficient (2:2) is lower than or equal to one of the two binomial coefficients
(#-%) and (Z:g”) Therefore [suppy,(g)| < (})/2 that is Wy, 4(0) > 0.

It allows to conclude d¥, < 2 from Proposition and since for m > 2d% > 1 from Lemma we obtain d¥, = 2.
O

Theorem 1. Let m € N, for all m > 2, min {Al(f): f € WPB,,} = 2.
Proof. From Lemma 2and Proposition 5| we have min {Al(f): f € WPB,,} = min {d,,d}. } = 2. O

m’rm



Corollary 1. If f € WPBy, then Al(f) = 2.

Proof. For every n-variable Boolean function f we have that Al(f) < [n/2] and Al(f) > 2 from Theorem [I} This
implies Al(f) = 2 for all f € WPBs.

Additionally, in Section[#.2] we give a construction to build WPB functions with minimal algebraic immunity, and
study its properties.

3.3 Algebraic immunity distribution

To conclude this section we perform an experimental investigation on the algebraic immunity distribution for WPB
functions in a small number of variables, following the same principle as in [GM22al|GM22c]|. Exhausting WP Bs,
we found that all the WPB function in 4 variables have algebraic immunity 2, it is indeed coherent with Corollary [T}
For m = 3, we extrapolated an approximation of the algebraic immunity distribution from a sample of size larger than
223 | As shown by Table [1} 8-variable WPB functions with non-optimal algebraic immunity are rare. In fact, for 16
variables we were not able to collect a sample sufficiently large to get at least a function with Al lower than 8.

x 3 4
pa(z)% | 0.004 99.996
# 353 8427167

Table 1. Approximation of the algebraic immunity distribution in YWPB3 via sampling elements of WP B3 uniformly at random:
pa(x) = {f € S: Al(f) = x} /| S| where S is a sample of size larger than 223,

4 Constructions of WPB functions with bounded algebraic immunity

In this section we exploit GM construction ( [GM22c|, Construction 1) in order to produce WPB functions with
bounded algebraic immunity and prescribed nonlinearity. First, we focus on constructions with upper bounded Al in
Section More specifically, in Section we construct WPB functions reaching the lowest algebraic immunity,
the lower bound from Theorem |1} We refer to these particular functions with Al 2 as porcelain functions, since
independently of their aesthetic, we do not advise to use them when implementing a cipher. Then, we prove that the
WPB family of functions with almost optimal nonlinearity described in [GM22c] has also minimal algebraic immunity.
Finally, in Section @] we show how to build WPB functions with lower bounded Al from GM construction. As an
example we give a family of WPB functions with Al at least 2™~ 1 —m + 1.

4.1 Construction with upper bounded Al

We describe here a method to construct WPB functions with upper bounded algebraic immunity and prescribed
nonlinearity. The main idea is to construct a WPB function forcing a suitable function f of degree d to be an
annihilator. We observed that we can efficiently built WPB functions as in Lemmal[I| by seeding with certain functions
the construction proposed by Gini and Méaux in [GM22¢] recalled in Construction[I} Indeed, their algorithm produces
a WPB function from any Boolean function in 2" variables by modifying the support of the input function on each
slice to make it perfectly balanced, in such a manner that can be compatible with our method.



Construction 1 Construction 1 from [GM22c]
Input: Letm € N, m > 2, n = 2™ and g a n-variable function.
Output: h € WPEB,,.

1: Initiate the support of & to supp(g).

2: If 0,, € supp(g) remove 0,, from supp(h).

3: If 1,, & supp(g) add 1,, to supp(h).

4: fork <+ 1ton—1do

5: Compute Cy, ,, = W, 1(0)/2,
6: if C., < 0 then
7: remove |C}, ,,| elements from suppy, (h),
8: else
9: if Ci , > 0 then
10: add Cy, ,, new elements to suppy, (h),
11: end if
12: end if
13: end for

14: return h

We first summarize some useful properties of Construction[I]extending Theorem 2 of [GM22c]):

Proposition 6. Let m € N, m > 2 and n = 2™. Any function h given by Construction[I|with input g is weightwise
perfectly balanced. For k € [1,n — 1]:

- If g € B} is such that Wy, 4(0) < 0. Then supp,(h) C suppy(g).
- If g € B} is such that Wy, 4(0) > 0. Then supp,(h) D supp(g).

Additionally, NL(h) > NPB(g) — NL(g).

Proof. The first part (g is WPB) comes from Theorem 2 of [GM22c]. Then, if for k € [1,n — 1] W), 4(0) < 0, we
get Cy,, < 0 in Construction [I} Hence, from step 7 we have that supp(h) C suppy(g). While, if Wj, 4(0) > 0,
we get Cj , > 0. Hence, from step 10 we have that supp,(h) 2O supp,(g). Finally, for the nonlinearity, if a is
an affine function, NL(g) < du(g,a) < du(g,h) + du(h,a). This implies that NL(h) > NL(g) — NPB(g), since
dn(g, h) = NPB(g) from Theorem 2 of [GM22c]. O

Thus, combining Proposition [6] with arguments similar to Lemma [I] we obtain that seeding Construction [T] with
suitable functions we can obtain WPB functions with upper bounded algebraic immunity.

Theorem 2. Letrm € N, m > 2 and n = 2™. Let function g € B}, such that Wi, 4(0) > 0 for all k € [1,n]. Any
function f given by Construction[l|seeded with g + 1 has the following properties:

1. f e WPB,,,

2. AI(f) < deg(g),
3. NL(f) > NL(g) — NPB(g).

Proof. From Proposition[6|we have that f € WPB,,, NL(f) > NL(g+1)—NPB(g+1) = NL(f) > NL(9)—NPB(g)
and supp;,(f) C supp,(1 + g) for all k € [1,n — 1]. Moreover, since W, 4(0) > 0, (1 + g)(1,,) = 1. This implies
that supp(f) C supp(1 + g). Since (1 + g) is an annihilator of g, from Property 3| we obtain that g f = 0. Namely, g
is a non constant annihilator of f. Therefore, Al(f) < deg(g). O

Theorem 3. Lerm € N, m > 2 and n = 2™. Let function g € B}, such that Wy, 4(0) > 0 for all k € [0,n — 1]. Any
function f given by Construction[l|seeded with g has the following properties:

1. f € WPB,,,
2. AI(f) < deg(g),
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3. NL(f) > NL(g) — NPB(g).

Proof. From Proposition [6| we have that f € WPB,,, NL(f) > NL(g) — NPB(g) and supp,,(f) 2 suppy(g) for all
k € [1,n — 1]. Moreover, since W, 4(0) > 0, g(0,,) = 0. This implies that supp(1 + f) C supp(1+ g). Since (1 + g)
is an annihilator of g, from Propertywe obtain that g(1 + f) = 0. Namely, g is a non constant annihilator of 1 + f.
Therefore, Al(f) < deg(g). O

4.2 Porcelain WPB functions

Using the characterization of d®, in Section we proved that for any m > 2 there exist WPB functions having
algebraic immunity 2. Via Construction[I] we can explicitly construct many of them. We consider as primary material,
for producing porcelain WPB functions, any kaolin function k,, = z;(x; + x¢) where 4, j, £ are distinct. In fact, in
the proof of Proposition [5| we showed that functions of this kind satisfy the hypotheses of Theorem [2] Thus, we have
that any function h given by Construction [I| seeded by ., has the following properties: h is a WPB function and
Al(h) < 2, hence Al(h) = 2. Moreover, we remark that kaolin functions are very peculiar, as their nonlinearity and
their non perfect balancedness coincide:

Proposition 7. Let m € N, m > 2 and n = 2™, let k,, € B,, denote a function of the form z;(x; + x;) such that
1 # j # L. The following holds:

NPB(k,) =2""2%, and NL(x,)=2""2

Proof. We begin with the non perfect balancedness, using Property [1|we get:

n—1
2 - W O(O) + Wi n(O) |Wn k(0)|
NPB(k,) = n .
() 2 D D
k=1
Following the proof of Proposition 5| we get:

= Wi,,.0(0) = Land W, 1(0) = n since |supp;,(x,)| = 0 for k& € [0, 1],
= Wi, 2(0) = (%) — 4 since |supp,(k,,)| = 2 for k € [0, 1],
= Wi (0) = (}) — 4(773) for k € [3,n] since [supp, (k)| = 2(773).

NPB(mn):%;H‘F;(nJF(Z) M(Z) < )>
(S0 (D)= ()

_ 2n—1 _ 2n—2 _ 2n—2.

Hence we obtain:

Then, we determine the nonlinearity of «,,. First we give the nonlinearity of 3. Since the function k3 has degree
2 it is not affine hence NL(k3) > 0, its degree is not maximal hence the nonlinearity cannot be odd, and since x3
has weight 2 we can conclude NL(k3) = 2. Then, in n variables k,, can be written as the direct sum of x3 and the
null function in n — 3 variables, using the formula of the nonlinearity of direct sums (e.g. [[Car21]], Section 7.1.9.1.B),
NL(%,) = NL(k3) - 273 + NL(0) - 23 —2-NL(0) - NL(k3) =2-2""3 +0-23 —2.0-2 =22, O

We compute now the number of porcelain WPB functions that can be generated by one kaolin function k.
Equation (9) from [GM22c] gives the number of WPB functions that can be produced by Construction [I] for a fixed
seed g:

— ln"“ckn‘
2
Fnlg r_[< ol ) (1)



where C, . = Wy 1 (05,)/2. Notice that, although Corollary 1 of [GM22c] is for a specific input, the proof of the value
of §,, holds in general. From the proof of Propositionthe following holds: Cy, , = W, 1(0,,)/2. Namely,

n\ () =2\ () —205)
Sn Rn) = n n 1 n—
= (3) (it o) I sty a6 )
For instance, §s(rs) > 21°2 and F16(k16) > 244521,

4.3 WPB functions from [GM22c]

The authors of [GM22c|] apply their construction to produce a family of WPB functions with high nonlinearity. The

used seed function is g, = o2 + £y/2, Where £,/ = ZZ 1 ;. We now prove that this function satisfies the
hypotheses of Theorem [3} which implies that all WPB functions from Construction [I] seeded with g,, have algebraic
immunity 2 since the function g,, has degree 2.

Proposition 8. Letm € N, m > 2 andn = 2™.Vk € [0,n — 1], Wy 4, (0) > 0.

Proof. First, we determine the values of W, 1 (0). Since £,, /5 is a linear function of n/2 terms using PropertyItem

1 we have:
We,ok(0) = > (=1)7 w2020 = K (n/2,n).

CEGEk,n

Then, using Property [7]Item 2 we obtain:
— Fork =0 mod 4, W, , x(0) = (1/3) = 0;
- fork=1 mod 4and k =3 mod 4, W,, , x(0) =0,

n/2
— fork =2 mod 4, W, ,, x(0) = —(1/3) <0.
Then, we can determine the sign of W, 1(0) using Property @, since g, = 2 + 02, We get Wy, 1(0) =
W, ,».:(0) when o, takes the value 0 on Ey ,, and W, (0) = —W,, , x(0) when o2, takes the value 1 on Ej ,,.
Using Property [5|Item 2, the sign changes only when k = 2 mod 4 or k = 3 mod 4. Therefore we obtain:

- Fork =0 mod 4, W,, x(0) = W,;n/z, (0) = (;;3) >0,

- fork =1 mod 4, W,, 1(0) = w/z’ 1(0) =
- fork =2 mod 4, W,, 1(0) = m 1 (0) = (;;jg) >0,
- fork =3 mod 4, W,, r(0) = -W,, ,1(0) = 0.

It allows us to conclude V& € [0,n — 1], Wy 4, (0) > 0.

4.4 Functions with lower bounded Al

We show how Construction 1| can be used to build WPB functions with lower bounded algebraic immunity. First we
recall a result from Mesnager and Tang:

Property 10 (Adapted from [MT21], Proposition 12). Let k,d € N, let f € B,, such that Al(f) = k, and h € B,
such that wy(h) < min(2"F, 29+1 1), then |AI(f + h) — Al(f)| < d.

This result shows that modifying few elements of the support has a limited impact on the algebraic immunity of
the function. It allows to derive the following bound regarding Construction

Theorem 4. Let m € N*, m > 2 and n = 2™. Let f € B,, such that NPB(f) < 2"/2. Any (WPB) function g given
by Construction|l|seeded with f has the following property: Al(g) > Al(f) — |log(NPB(f) + 1)].
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Proof. By construction g can be written as f + h where wyy(h) = NPB(f). Since wy(h) < 2™/2 we have wy(h) <
2 =AIf) < 27/2 and taking d = [log(NPB(f)+1)] we get NPB(f) < 2¢+1 —1. Therefore, we can apply Property[10]

Al(g) = AI(f) — [log(NPB(f) + 1)J. -

Accordingly to the theorem, seeding Construction [T] with functions with high algebraic immunity and low non
perfect balancedness allows to get WPB functions with relatively high Al In the next proposition, we show how low
degree functions (hence functions with low AI) with low non perfect balancedness can also be used to produce WPB
functions with lower bounded Al.

Proposition 9. Ler m € N*, m > 2 and n = 2™. Let f € B, such that NPB(f) < 2"/2 and deg(f) < n/2. Any
(WPB) function g given by Constructionmseeded with f + 0, /2., has the following property:

Al(g) > 5 — deg(f) — [1og(NPB(f) +1)].

Proof. Since the non perfect balancedness is not changed by the addition of a symmetric function null in 0 and 1,
(see Property@), NPB(f +0,,/2.n) = NPB(f) < 27/2 Tt allows to use Theorem , giving Al(g) > Al(f + 0y 2,0) —
[Log(NPB(f) + 1)].

Then, we bound the algebraic immunity of f + o}, /2 .. Since Al(c,, /2 ,,) = 1/2 (Propertyltem 3) and since the
algebraic immunity decreases by at most d when adding a degree-d function (e.g. [Car21]], Proposition 139), we obtain
Al(f + Un/Z,n) > % - deg(f) O

In particular, using Proposition [0 with low degree function with (known) low NPB allows to build WPB functions
with relatively high AL. We illustrate it with the examples of truncated CMR functions, which weightwise support has
been recently studied in [ZLC'23|.

Property 11 (Adapted from [ZLC™ 23|, Theorem 1). Let m € N*, m > 2andn = 2™. Letd € N*, d < m,
and let fq,, € B, the function which ANF contains only the terms of degree at most 29=1 of the CMR function f,
(Definition[9), the following holds for 0 < k < n:

supp d,m)| — n k28 o )
' 3(0) — ( 1)2k/2 (Qk/gj) ifk=0 mod 2%

Proposition 10. Let m € N*, m > 2andn = 2™. Let d € N*, d < m, and let f; ,, € By, the function which ANF
contains only the terms of degree at most 2%~ of the CMR function f,, (Definition E?]) any (WPB) function g given by
Construction seeded With fam + 0p 2., has the following property:

Allg) = 2 =241 —mtd+ 1.
Proof. First, we compute the NPB of f; ,,,. Using Property we get:

2= Wi, 0(0) + Wy, n(0) 2 Wy, k(0
NPB(fum) = fa, o(; fa. ()Jr | f,2 ()I.

k=1
Using Property [11]since Wy x(0) = |Ex,n| — 2|suppy,(f)] it gives:

2m7d
( . > =1 4 2m7d71 _1= 2m7d71'

Then, since 274~ < 2"/2_ we can apply Proposition[9} which gives

Al(g) > g — deg(fam) — [1og(NPB(fam) + 1) =2m"1 =297t —m 4 d + 1.

n7d71

2'7
2—-1+1 1
NPB(fim) = ——5—+3 >
t=1

O

In particular for d = 1 (in this case f1,,, corresponds to £, /), it gives WPB functions with algebraic immunity at
least 21 —m + 1.
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5 Conclusion and open questions

In this article we performed the first study on the algebraic immunity of WPB function, the values it can take, and
presented constructions reaching a low, or high value. In Section [3| we focused on the extreme values the Al can take
inside this family, and the general distribution of this parameter. We showed a lower bound on the Al of two secondary
constructions, and then proved the existence of WPB functions of Al only 2 for all m greater than 2. The experimental
study that we performed in 8 and 16 variables showed that such functions are rare, whereas most WPB functions have
optimal Al

On the constructive side, in Section [d] we showed how GM Construction (Construction [I)) can be used to generate
WPB functions with bounded Al In a first time we proved how to build WPB functions with lower bounded Al, one
main example being the porcelain functions, an entire family with AI 2. We also demonstrated that the WPB functions
with very high nonlinearity exhibited in [GM22c]| have in fact minimal Al. In a second time we used the construction
to generate functions with upper bounded Al, together with an example of family with Al at least 2 ~! — m + 1.

Different open questions arose from this study. First, since the GM construction allows to derive WPB functions
with proven very high nonlinearity ( [GM22c])), but minimal AI or proven high AI when used with different seeds, it
would be interesting to determine if the results can be combined to find seeds generating WPB functions with both
proven high nonlinearity and Al. Then, we notice that in both cases the seeds used rely on a symmetric function with
optimal nonlinearity in the first case and algebraic immunity in the second case. This leads to question if investigating
the properties of WPB functions up to addition of symmetric functions could lead to WPB functions with good
parameters for all the cryptographic criteria. Finally, the experimental tests and former results on WPB families show
that WPB functions have high Al in general. It would be interesting to see if this property propagates to the criterion
of weightwise algebraic immunity, Aly, measuring the resistance to algebraic attacks when the Hamming weight is
fixed.
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