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Password Managers: Secure Passwords the Easy
Way

Alexander Master

Center for Education and Research in Information Assurance and Security (CERIAS)
Purdue University, West Lafayette, IN, 47906 USA
amaster@purdue.edu

Abstract. Poor passwords are often the central problem identified when
data breaches, ransomware attacks, and identity fraud cases occur. This
Purdue Extension publication’ provides everyday users of Internet web-
sites and computer systems with tools and strategies to protect their
online accounts. Securing information access with password managers
can be convenient and often free of cost, on a variety of devices and plat-
forms. “Do’s and Don’ts” of password practices are highlighted, as well as
the benefits of multi-factor authentication. The content is especially ap-
plicable for small businesses or non-profits, where employees often share
access to systems or accounts.

1 The Problem With Passwords

People who routinely use technology know the frustration of creating username
and password combinations for most devices and online services. Unfortunately,
many users create short, predictable passwords for their accounts — or worse,
they use the same password across many different websites, which can make it
easier for criminals to access their information.

The FBI received more than 790,000 complaints of cybercrime in 2020 [1].
The Federal Trade Commission reported nearly 1.4 million cases of identity theft
in the same year, which is almost double the amount reported in 2019 [2]. One
of the ways criminals perpetrate these crimes is by taking over online accounts.

Suppose a large company experiences a data breach (thousands happen each
year in the United States alone), and attackers publicly post customer login
information. In that case, criminals can use the revealed password of a user
to attempt to access that user’s other accounts. Even if a user’s password is
different across accounts but uses a similar base with an added suffix or prefix,
this significantly narrows down the number of guesses for a targeted attack on
an individual. Criminals can also use "brute-force" techniques with software to
guess passwords [3].

Despite these issues, most people do not follow good password practices (see
Figure 6). If passwords are so crucial to securing our identities and transactions,
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why do many people struggle? To answer this question, it helps to understand
what makes a strong password and the challenges users face in remembering so
many passwords.

2 What Makes a Strong Password?

First, a password should be unique to each account a user owns. It is crucial to
avoid password reuse because of the methods criminals use when attempting to
access online accounts. Second, each unique password should be long enough to
impose a high computational cost, making brute-force attack methods ineffective.

Example Passwords

Fig. 1. Examples of insecure versus more secure passwords.

For example, a Tulane University calculator tool estimates a 15-character
password, with two uppercase letters and 13 lowercase letters, would take more
than 3.7 million years to try all possible combinations [4]. Fortunately, some
online platforms limit the number of login attempts (within a short time period)
to prevent some of these attacks. However, not all devices or websites do this,
and password length remains an essential aspect of password security.

Third, users should avoid using a simple word (such as one found in a dic-
tionary) as a password. Criminals use dictionary lists in some password attacks.
Adding additional complexity (such as capital letters, numbers, or symbols) can
help increase the strength of a password, although length is more important. A
helpful strategy for making long passwords is combining random words (such as
"orangeeaglekeyshoe") as shown in this Stanford University infographic explain-
ing password complexity [5]. In general, a password is strong if it is long and
random.



Unfortunately, users have many accounts to maintain across websites and
devices. One research study estimated that an average user has one to seven
unique passwords, but uses them on 10 to 50 online accounts [6]. This discrepancy
is likely to continue to grow. It is difficult to remember so many passwords,
especially when different sites have their own password format requirements.

Fortunately, there is a secure and convenient way to protect accounts with
strong, unique passwords: Use a password manager.

3 A Solution: Password Managers

A password manager is software that uses encryption technology to make a
virtual "notebook," or database. Users can store as many passwords as they like
inside it. Encryption works by scrambling the contents of the database so that
only the person who knows the key (the database password) can unscramble
the content. In this way, the user must only remember one strong password to
unlock the database. The software "remembers" all the rest.

Cybersecurity experts from the U.S. government (CISA) have recommended
using password managers [7]. Researchers from Carnegie Mellon University and
the U.S. Computer Emergency Readiness Team have stated that password man-
agers are "one of the best ways to keep track of each unique password or
passphrase that you have created for your various online accounts" [8]. Tech-
nology journalists have also weighed in on which password managers people
should use [9].

There are many password managers available today. Some are free, some have
a one-time cost, and others require a subscription service. Some run locally on
your device, while others require an Internet connection to a company’s servers to
function. Password managers are available on many devices, such as computers,
smartphones, and tablets.

In this publication, we will use KeePassXC as an example to show how to
use a password manager. The steps described below can generally apply to any
password manager you choose. This guide should not be considered an endorse-
ment of a particular product or service by Purdue University. Ultimately, each
individual or business must choose the software that best meets their needs.

4 KeepassXC

KeePassXC is a free password manager that can effectively help secure a user’s
online presence. The software is open-source, meaning the code is openly avail-
able for everyone to see. Anyone can make suggestions or contributions to im-
prove the software — and many technology practitioners have had the chance
to review the code to assess its functionality and security. If experts find bugs,
they can easily and transparently report them. The KeePassXC team patches
the software and releases new versions as needed. KeePassXC is one of many
open-source programs available; it runs locally on your computer and does not
require external servers or Internet connectivity to function.



To begin using KeePassXC, you can download the latest version from their
site [10]. At the time of this writing, KeePassXC supports three major operating
systems: Microsoft Windows, Apple macOS, and Linux. Follow the instructions
on the KeePassXC website to download and install the appropriate version for
your operating system.

The first time you run the software, you will select "Create new database."
Follow the prompts by answering the questions. The default encryption settings
should be sufficient for most users. When the software prompts you to enter a
database password, ensure the password is strong and unique, because it protects
all of your other passwords. Also, ensure the database password is one you will
remember, because you cannot recover it if you forget it. Consider writing the
database password and storing the paper in a locked location.

To get started, click the "+" (add a new entry) button, shown in Figure 2.
Once you do, you will open up a new box that allows you to enter the informa-
tion for an individual account (Figure 3). There are fields for "Title" (a name
describing the account), "Username," "Password," "URL" (if it is a website lo-
gin), and any additional "Notes" (PIN codes, security question answers, or any
other relevant information).

&) test_database - KeePassXC - [m] *

Database Entries Groups Tools Wiew Help

Notes

B B @ @ ® 2 o @ = H [ 8 o s, ?
Root X
General | Share
Autotype Enabled
Searching Enabled
Expiration Never

Fig. 2. An empty KeePassXC database.




Notice that anything you type in the password field is shielded from view by
dots. If you press the eyeball icon next to the password field, you will see the
password in plain text. Use this feature wisely; do not reveal passwords like this
when someone could peer over your shoulder and view confidential information.

The software also includes a random password generator tool that can help
you create new passwords. Access this tool by pressing the dice icon next to
the password field (see Figure 3). This will open a new window to generate a
random password (Figure 4). Select the parameters you prefer, such as password
length and whether to include capital letters, lowercase letters, numbers, and
special characters. When you are satisfied with an entry, click the OK button,
and the main KeePassXC window will appear. All of your entries will appear in
the main window. You can organize them into separate folders in the left pane
under "Root," or you can keep them all in the same folder for ease of viewing.

&# test_database - KeePassXC — [m] X

Database Entries Groups Tools View Help
BH 000 &T@= 0 O - ?

Root + Add entry
Title | My Purdue login

-
I Username: | jsmith425 v

Entry

B

Advanced

Password: sssssesssessrnne (D=

URL: | https://www.purdue.edu

Expires: Presets  ~

V| Motes: I use this password frequently! T also have Two Factor Authentication enabled.|

Auto-Type

v

oK Cancel

Fig. 3. A KeePassXC account entry window.

You can add all of your passwords for different devices and online accounts, or
choose to leave some out. One approach to consider is not storing your primary
email account password in the manager (and committing it to memory). Web
services often will allow a password reset by email. Suppose your computer is
stolen, or you are away from home and have an emergency that requires you to
sign in to an account. In that case, you may still gain access by resetting the



password to a particular account by using your email. Just remember to update
your password manager entry when you return.

An additional security precaution some people use when creating passwords
is to add a memorized suffix to any randomly generated password. For exam-
ple, let’s say KeePassXC generated a random password of uli22!rkNsdhn#Y.
When you actually log in to the site that uses this password, you paste that
randomly generated password, but then add your suffix to the end — like
"pluto" or whatever you choose. The final password the webpage requires is:
ul.22!rkNs4hn+# Ypluto.

&) test_database - KeePassXC - O

Database Entries Groups Tools Wiew Help
G EH ®06 & T= 6 O - ?

Root - Add entry

Titlee | My Purdue login

g
, Usermname: | jsmithd23 v
Entry &) Generate Password ? X A
ssesssesssansenel ® e | B 3

B

Advanced

Password Quality: Excellent Entropy: 100.65 bit Presets =

Password | Passphrase

@ Length: 16 : Advanced

Character Types

Extended ASCII

Auto-Type

Close Apply Password

oK Cancel

v

Fig. 4. The password generator window in KeePassXC.

The suffix trick could be helpful if your database were somehow compromised
or taken by someone with access to your device — because of the suffix, attackers
would not know the full actual password for the account. This precaution is not
typically necessary, but may put some users’ minds at ease.

5 Using Your Passwords

KeePassXC has multiple ways for users to input their passwords, especially for
websites. You can right-click on an entry, select "Copy username" (or use the



keyboard shortcut Ctrl+B), and paste it into the username field on the website.
Similarly, right-click on an entry, select "Copy password" (or use the keyboard
shortcut Ctrl+C), and paste it into the password field. This way, your password
is never revealed in plain view. In fact, if you randomly generated the password
for an account, you may never actually know (or need to know) your actual
password.

For a more advanced configuration, there are also browser extensions that
can connect to your database. A browser extension is a piece of software you add
to your web browser (like Firefox or Chrome) to give it enhanced functionality
— in this case, the ability to securely populate a password from your database
directly into a web page without the need to copy or paste. Password manager
browser extensions still require the database password, but allow you to simply
click on a username/password field on a website and fill in both fields.

Browser extensions create an encrypted connection between your database
and the browser to provide the login information and do not store your pass-
words within the browser. Remember that these extensions are only for your
convenience. Browser extensions are not necessary to securely store your pass-
words. You can find more information about the browser extensions available
for KeePassXC on their "getting started" page [11].

You can use KeePassXC databases to store any confidential information.
Suppose you wish to store locker combinations, safe opening instructions, or
even smartphone/tablet passwords. In that case, you can simply use the eyeball
icon to show the password within KeePassXC and enter it manually to the other
device or lock. Any text you enter into the "Notes" section of a KeePassXC entry
will also be encrypted along with all passwords. KeePassXC will show "Notes"
in plain view while the database is open.

6 Securing Your Database

You should always take a few steps to secure your password database. First,
we strongly advise that you occasionally back up your password database (Fig-
ure 5 shows a database file named test database.kdbx). You can back up your
database by copying the file to a USB flash drive, an external hard drive, or to a
cloud storage website you trust. Creating backups of your database will protect
you if your primary device is lost or stolen, or if you accidentally delete an entry
and need to know what it contained.

Second, never store your password to the actual database on your computer
along with your database — anyone who comes across your database password
could access all of your other passwords.

Third, always make sure to use the latest version of the KeePassXC software
(or any password management software you use). KeePassXC and many other
applications allow you to enable reminders that inform you when new versions
are published. You also can check the software website occasionally for new
releases. The software will continue to function if you do not update, but may
be missing security updates and new features as developers add them.
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test_database kdbx

Fig. 5. An example database file labeled test database.kdbx.

7 An Alternative Solution: Store Passwords on
Smartphones

Some users do not work at a computer frequently or may prefer to store pass-
words on a mobile device. At the time of this writing, Android and Apple iOS
are the most popular smartphone platforms. There are dozens of password man-
agers in the Google Play Store and Apple App Store, as well as alternative app
marketplaces. These password managers all have similar functionality, and the
steps described above to set up a KeePassXC database will be similar for them
as well. However, the application appearance will likely be different.

Like the computer options, there are free apps, paid apps, and apps that
require a subscription. For example, Strongbox for iOS is open-source, has a
free and paid option, can open a KeePassXC database file, and can operate lo-
cally on a phone without connecting to external servers. KeePassDX and Keep-
ass2Android are similar options for Android phones. Always read about each
app you are considering to ensure it will meet your needs and is regarded as
secure.

8 Additional Considerations

Using strong, unique passwords across all of your accounts will help limit your
exposure to cybercrime risk. If you do business with a company that is the
victim of a data breach or ransomware attack, criminals may publicly expose
your information that the company stored.

Many states have data breach notification laws requiring companies to dis-
close to affected parties (including customers) that they were victims of cyber-
crime [12]. If an organization informs you that your data may have been affected
by cybercrime, log in to the affected account as soon as possible. Once there,
change the password immediately. Also, check for any suspicious login activity
or signs that your data has been changed. If you used that same password on
other accounts, change the passwords for those other websites as well.

You can also proactively check if your account has been involved in a publicly
known data breach. Websites such as haveibeenpwned.com and Firefox Monitor
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allow you to enter your email address or phone number and then show you
companies that have been hacked that included your personal data. If any results
appear when you enter your information, make sure to log in and change the
passwords to those sites. It may also be helpful to close the account if you no
longer use the service.

If you purchase a device that has a default password set, always change it im-
mediately. Devices such as Wi-Fi routers and smart thermostats commonly come
with passwords such as "1234" or "cisco123." Criminal groups have extensive
lists of these common manufacturer passwords and can use them to exploit your
devices. Criminals can perform local attacks against Wi-Fi or Bluetooth-enabled
devices. If a device is connected to the Internet, attackers can sometimes target
the device from anywhere in the world. Even if that device has little personal
information about you, it can serve as a starting point for compromising other
computers or devices in your home or business if you leave them unsecured.

Finally, you should consider enabling multi-factor authentication (MFA) on
all of your online accounts. MFA options vary by website, but all MFA options
offer a second layer of protection for your accounts. If MFA is enabled, you
will be asked to provide an additional piece of information after you log into
your account with your username and password. Some MFAs send you an email
to confirm your login, some require you to set up an authenticator app that
generates a six-digit code that you must enter, others require that you enter a
code you receive by text or phone. Let’s say a criminal acquires your account
password from a data breach and attempts to log in to your account. If MFA is
enabled on that account, the criminal will unlikely have the means to provide
the second piece of information required to log in, and their attack will fail.

9 Looking Toward the Future

In 2004 at an RSA Security Conference, Bill Gates (co-founder of Microsoft) pre-
dicted that password-based security would soon be a remnant of the past [13].
He outlined many problems surrounding password use and suggested that they
"don’t meet the challenge for anything you really want to secure." Unfortunately,
18 years after his remarks, passwords for web-based accounts are more prevalent
than they have ever been. State governments in the U.S. relied on web accounts
to offer vaccine and testing appointments during the COVID-19 pandemic, while
schools had to use Internet resources to enable remote learning. Local govern-
ments and municipalities use websites to allow citizens to manage and pay for
utilities. Online shopping has become the norm for many worldwide; the Adobe
Digital Economy Index predicted that global e-commerce would amount to $4.2
trillion for 2021 [14]. Most of these platforms require usernames and passwords
for authentication.

Many alternative solutions have been proposed, such as biometrics (finger-
prints, facial recognition), smart card tokens, SecureID tokens, and one-time
codes (from software or text messages). Many alternative authentication meth-
ods are available as a second form of identification - but websites generally require



a password by default, and the password is the primary way to log in. In Septem-
ber 2021, Microsoft began allowing their users to turn on a "passwordless" option
for outlook.com email and Microsoft accounts. These initiatives give users more
options for how they choose to secure their accounts. There may come a point
when alternative login methods like these become the norm, and passwords are
no longer the pervasive security challenge they are today. In the meantime, until
a majority of online services provide alternate options for account authentica-
tion, individuals and businesses need a secure and accessible way to manage all
of their passwords. Password managers make this task easy and eliminate most
of the human error associated with password use.

Good Password Practices

& Use a unique password for each & Use the same password for
account or device everything

& Use long (and random) & Use short or easily guessed
passwords when possible passwords

& Consider using a password & Leave written down passwords in
manager to securely store your an insecure place
passwords & Store passwords in text

& Follow your organization’s documents unencrypted on your
password policies computer or phone

& Change your password if you are & Wait until a cyber attack or data
notified that you were affected by breach happens to secure your
a data breach or ransomware accounts

& Enable multi-factor authentication
on all accounts when possible

Fig. 6. Best practices for secure passwords

10 Summary

Technology is an ever-increasing aspect of our lives. People need secure passwords
for their devices and web-based accounts to secure their identities and transac-
tions. But it’s difficult to remember many different sets of account credentials,
so we often resort to using insecure or predictable passwords.

Password managers provide a software solution that empowers users to have
secure passwords across their devices and accounts. Password managers signifi-
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cantly reduce the burden of memorizing many passwords and can enhance the
online experience [15]. You can reduce your risk of exposure to cybercrime if all
your passwords are strong and unique to each account or device. With widespread
adoption, password managers can help make the Internet a safer place for ev-
eryone’s information.

Disclosures The author has not received compensation nor is affiliated in any
way with products or services mentioned in this publication. Reference in this
publication to any specific commercial product, process, or service, or the use of
any trade, firm, or corporation name is for general informational purposes only
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kind by Purdue Extension. Individuals using such products assume responsibility
for their use in accordance with the current directions of the manufacturer or
provider.
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