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Abstract. In this paper, we study the Outage Probabil-
ity (OP) and the Intercept Probability (IP) of Wireless-
Powered Cooperative Networks (WPCNs) in the pres-
ence of a malicious eavesdropper and a friendly jam-
mer. We specifically present the system model and
the power splitting Energy Harvesting (EH) architec-
ture to increase system reliability and security. In ad-
dition, we obtain exact analytical equations for the OP
and IP. Asymptotic analysis in the low Signal-to-Jam
Ratio (SJR) regimes expressed in integral-form expres-
sions are provided to observe the lower bound of the IP.
Finally, all derivations are validated by simulation
results using the Monte Carlo method.
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1. Introduction

Energy Harvesting (EH) is one of the core features for
the development of self-sustaining wireless networks,
and is envisioned to play a vital role in Industry 4.0.
Solid-state batteries, which are commonly utilized as to
power energy-constrained wireless devices, are formerly
required on-site maintenance such as as recharging,
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replacing or reducing the network’s self-sufficiency.
The integration of EH-assisted nodes as alternative
sources of wireless network power is regarded as one of
the most promising techniques for developing the next
generation of wireless networks while diminishing the
requirement for external power sources [I], [2] and [3].
EH technologies convert various sources of ambient en-
ergy into electricity, which may then be used to power
energy-constrained wireless devices such as sensors,
remote monitoring devices, and wearable or implanted
medical equipment [4], [5], [6], [7] and [8].

Cryptography-based security technologies have
historically been used to ensure high security require-
ment [9]. Physical-Layer Security (PLS) has been
proposed as a possible solution for mitigating physical
layer security holes. A PLS technique is applied
at the physical layer to safeguard communication
between two terminals through the use of Quantum
Key Distribution (QKD). The core principle behind
PLS is that each node creates a random sequence
that it keeps hidden from the other nodes. When
high security constraints are in place, PLS techniques
are preferred for ensuring a secure end-to-end com-
munication [I0] and [II]. The primary idea behind
this form of data transfer is that each message gets
divided into many sub-messages, and is then sent
out to wireless nodes throughout the network for
reassembling at the receivers [I0] and [II]. There
has been extensive research on using PLS in wire-
less networks with cooperative relaying, Ambient
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Backscatter Communication (ABC), jamming and
Multiple-Input-Multiple-Output (MIMO) [12], [I3],
[14], [15] and [16].

In this paper, we study the effects of a malevolent
eavesdropper and friendly jammer on the Outage Prob-
ability (OP) and Intercept Probability (IP) for PLS.
We presented a system model and an energy harvesting
architecture to improve the reliability and security of
power splitting systems. Furthermore, we develop ac-
curate analytical formulations for both OP and IP. The
lower bound of the IP, as determined via an asymp-
totic analysis (in low-SJR), is given in integral form.
Finally, the Monte Carlo approach is utilized to
validate all derivations.

2.  System Model

We study the trade-off between reliability and security
in networks that use a relay node, R, to communicate
between a source node, S, and a destination node, D.
Considering that the communication from S to D is
overheard by a malicious eavesdropper, E, a friendly
jammer J is deployed in an attempt to block transmis-
sion of information from S to E as shown in Fig.
In this paper, we explore the scenario where R is an
EH node capable of harvesting energy to assist S — D
transmission, which is equally divided into two time
slots. In the first time slot, both S and J simultane-
ously broadcasts the information signal, xg, and the
jamming signal, ;. At R, some of the received power
is exploited for EH operation; the rest of that energy
is used for information processing [3], [17], [18] and
[19]. In order to capture the effect of small-scale fad-
ing on channel coeffiecent, we consider hxy defined as:
hxy 2 PL;Ql(/ 2gxy7 where PLxvy specifies path loss and
gxy is a circularly symmetric complex Gaussian ran-
dom variable whose mean and variance equal variance
0 and 1, respectively. Hence, the Probability Density
Function (PDF) and Cumulative Distribution Function
(CDF) of node X’s channel power gain to that of node
Y are [I5], [16] and [17] given by Eq. (1)), respectively,
for x > 0, where Axy £ I/Pnyt

__x

Finxy 2 () = P x

ﬂhXle(m) —1—¢ xv.

(1)

We use the 3rd Generation Partnership Project
(3GPP) Urban Micro path loss at frequencies rang-
ing from 2 to 6 GHz and distances ranging from
10 to 2000 m to simulate wireless signal propagation
in urban contexts [20] and [2I]. The 3GPP UMi
path loss model is presented by [20], [2I] and [22]
PLxvy (dB) = 36.71og,o(D) +22.7+ 26 log;y( f.), where
fe (GHz) denotes the carrier frequency and D is the
distance.
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Fig. 1: System model.

2.1. Energy Harvesting

In the first time slot, both S and J broadcast their
signals as illustrated in Fig.[l] By principles of power-
splitting EH architecture in [§], the harvested energy

at R is calculated as 1 {Ps \hSR\Q +0P; |hJR|2:| T/2.
As a result, the harvested power is Pg = f—/’; [8] and
can be further expressed as:

Pr=np {PS|hSR|2+9PJ‘hJR|2:| ; (2)
where 0 < 8 < 1 is the fraction of received power
being exploited for EH, 6 denotes the power con-
trol coefficient for J, 7 is the EH efficiency, where

0 <n <1, [§, Ps denotes the transmission power
of S and Py is the power budget of J.

2.2.  Transmission Scheme

In the first time slot, the source node broad-
casts the unit-energy information signal zg, where
E[|zs|?] = 1 W. The friendly jammer uses only a por-
tion of its total power budget to broadcast x;, where
E[zs|>] = 1 W, thereby jamming E. Consequently,
the received signals at R and E can be expressed as
Eq. and Eq. , respectively:

ysr = /(1 — B)Pshsrrs+
+/0(1 — B)Pshirxy + nR,

YSE = \/PSh»SExS —+ \/ﬁhJEx.] + ng, (4)

where ng ~ CN(0,0%) and ng ~CN(0,0%) are the
Additive White Gaussian Noises (AWGNs) at R and
E with variances 0% (W) and 0% (W), respectively.

3)

If R correctly decodes zg, it transmits an encoded
version of that message, denoted as Zg, in its next
transmission slot. Accordingly, the received signals
E and D in the second time slot can be expressed as

EQ. (5) and Eq. @, respectively:

yrp = V/Prhrois + /(1= 0)Pshypas +np,  (5)
yre = V/ Prhreis + /(1 — 0)Prhygay +ng,  (6)
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where  np ~CN(0,0%) and ng~CN(0,0%)
are AWGNs at D and FE, respectively, where
E[lnp[*] = o}, (W) and E[jng|?] = o (W).

Utilizing Eq. and Eq. , the end-to-end (e2e)
Signal-to-Noise Ratio (SNR) at D can be obtained as:

V55 = min [’_YSRVLSR|2’77»B (’_YSD|hSR|2+

: ) ) (7)
+0%p|hIR] ) |hrp| } ;
where VSR £ (1 — ﬂ)%, ¥sD £ 572, and YD £ (%:]).
Utilizing Eq. and Eq. @, the e2e SNR at E can
be expressed as:

Ysm|hsel” np .
0yselhel” +17 (1 - 0)y5e|hosl* + 1

82 = max[

: (WSEVLSRI2 + 971E|hJR|2) |hRE|21 ;
(8)

_ A P — A P
where ysg = é, and Vg = 4.

LS

2.3. Outage Probability

The OP at D is defined as the probability that the
e2e SNR is lower than a specified threshold vy, [23].
As a result, we obtain that:

OP(v)

:PI'[ e2e }

YD < 7Yth

9)

Theorem 1. The OP at D can be derived in an exact
closed-form expression as:

1

1— C)\SR

OP(7) =1 (e Sy

AJR

(d.b>_ (d.b>>_
ARD AJRARD n ARD  CASRARD

bem xR — oy (d; b) 7
ARD CARDASR
(10)
where v, (x;y) denotes the v-th order lower generalized
incomplete gamma function [27).

Proof. By substituting Eq. into Eq. @[), and after
some mathematical manipulations, we obtain:

b
OP(y) =1—Pr|d > |hgp|*, —
|hrp|
b
> |hsr|” > a, |hyr|? > — = C|hSR|2] -
|hrp| (11)

+Pr [|hSR\2 > a, |hrp|? > d} -

+ Pr |hSR‘2 >

b 2
7;|hRD| <d s
C|hRD|2
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A A
where ¢ = 2th p =
ISR

Yth L
nBoyID’

ISR

A
and d = nBysp

G’YID
Accordingly, the analytical-form expression of the
above probability is given by:

OP(y) =1-
d 2 .
+/f|hRD\2(Z)dZ/f\hsmz(y)dy / Finym2 (x)dz—
a g_cy
+/f‘hRD|2(z)dZ/fthR|2($)de—
d o
d o

4 / Finny ()2 / Finane (@)

0 b

cz

(12)
Plugging the PDF of |hxy|? into Eq. (12)), using the
identity [ e®*dz = <—, and some mathematlcal steps,
we obtain:
1
OP(y) = 1 — —upAst (e ot
AR AJR
d d
-/eﬁ A?Rédz—/e*RD C)‘bSR idz (13)
0 0
d
a 1 b 1
—e *RD *SR — —— [ e “*sr ? ArDdz
ARD

Using [, tole=at=bt"" gt = g%y, (az; ab), we obtain
Eq. (10). This completes the proof of Thm. O

2.4. Intercept Probability

The Intercept Probability (IP) is defined by [25]:

IP(ven) = Pr [’Y%Qe > ’Yth] . (14)

Before deriving the analytical form of Eq. , we
introduce the following Lem. [I] to aid further analysis.

Lemma 1. Let us denote ysjgr = |hSR| + QP’ \hJR|
its PDF is obtained as:

N S ;
f’YSJR(’Y)_ - sk Ps QPJ)\JRe Prrr +
O\jr P,
1 JR 1J (15)
- )\
+ GAJRPJ )\SRe sk, oy > 0.

AsrPs
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Proof. The PDF of ygjr can be obtained as follows:

f’YSJR (7) =Lt /e_smf’ys.m (:v)da:; S, ¢ =
0
o0
-1 —20P1y
= [Ty p )y
0
-/e_”f‘hSR‘z(x)dx;sm =
0
Ps
P; 1 1 .
= N N 1 38, Y =
bAsrAsR PR
OXr Py ASrR
1 P 1
CO\rAR Py 1 Ps
Asr OARP;
1 1
o1 _ )
E s + PS L ) S’ 7 b
OArPs AsR

(16)
where L£7'{F(s);s,v} is the inverse Laplace trans-
form from s-domain to y-domain. Utilizing the linear
property of inverse Laplace transform and the iden-
tity ﬁ’l{ﬁ%;s,t} = e, we obtain Eq. (I5). This
completes the proof of Lem. O

Theorem 2. The IP at E can be derived as:

1 Srsm (1)
IPE(’Yth) — 7/ YSJIR .
Iy 1 yw(-0)Ps1
JE 0 ME + :75>\R,EPS t
Jth Jth

e 7TSEXSE € 7SEMSE

_ Jth 1
.e "PISEARE tdt +

14+ YenbAELy e
Ask Ps
o0
. f’YSJR (t) 6_"5%%%(115,
1 + Yth0Py + Yn(1=60)Py 1
0 Am " AsePs T nBArePs t

(17)

Proof. By substituting Eq. into Eq. and after

some mathematical manipulations, we obtain:

IP () = 1 — / Froom (D)t / Finn2 (22
0 0

Yth(1—=0)Py » Yth 1
nBPg t ' mBAgE t

f\hRE\z (y)dy-

(18)

0

Yth 0Py Vth
2eh 9Py 4 Yth
Pg + ISE

f‘hSElz (x)dm
0
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Substituting the PDF of |hxy|2 and ~vgjr in
Lem. [I] into the above equation, using the identity
[ e dr = % and after some steps, we obtain Eq. (L7).
This completes the proof of Thm. 2] O

It is noted that when the average Signal-to-Jam Ra-
tio (SJR) is relatively low, %9 — 0, the IP at E is
lower-bounded by:

o0 y Tth 1
1 e MR 7"BOAREVIE Y
IPR" (yn) = 37— / — —dy. (19)
JEAR S e T 60me v
2.5. No Friendly Jammer (NFJ)

When J is not presented to jam F, the e2e SNR at F
becomes [27]:

Y% = Py max |[hsel”, nBlhsnl*hrsl*| 052 (20)

Note that the max[-, -] operation is necessary because
E also eavesdrops on information from S rather than
just from R as in [27].

In addition, we can obtain the e2e SNR at D as
follows:

vp 7% = Psmin [ag%nﬁag?mmﬁ hsr|®.  (21)

3. Results and Discussion

Monte Carlo simulations are provided in this section
to assess the validity and reliability of the analy-
sis in the previous sections. We observe a network
area of 400 square meters, the noise power density is
—174 dBm-Hz ™! with bandwidth being 10 MHz [26].
The carrier frequency is 3 GHz. We consider that D
and F are in close proximity to R. J, on the other
hand, is further away from R and E. By default, we
consider n = 1 [§] and [12], 74, = 0dB and P; = 1 mW,
respectively. Finally, define the average SJR as fol-
lows: SJR £ g—j. The simulation results are conducted
with the help of computer software, such as MATLAB.
In the literature, the Monte Carlo (MC) method is used
to obtain simulation results [1I, [2], [3], [, [5], [6], [7],
8], 91, [10], [IT), 21, [13], [, [15], [16]. [17, 18],
[19], [20], [21], [22], [23], [24], [25], and [26] by consid-
ering 10° independent realizations of hsgr, hjr, hrD,
hip, hrE, hsg, and hyg. The simulation result of OP
is obtained by taking the average of the event 7% in
Eq. is lower than =y, and that of IP is the average
of the event v42° in (8] is higher than ~yp.

In Fig. we study the join impact of EH ratio,
B, and the power control factor at J (i.e.,d). The
simulation results obtained by plugging Eq. into
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Fig. 2: OP versus B8 and 0, where SJR = 0 dB.

Eq. @D match perfectly the analytical results defined
in Eq. , which validates our analysis. In general, as
0 increases, the amount of harvested power in Eq.
increases, which later increases the SNR at D as in
Eq. . As a result, the e2e OP at D decreases,
which improves the system transmission reliability.
Plugging Eq. into Eq. @D, we obtain the e2e OP,
which shows that deploying J can result in higher
outage at D.

1
0.9 %
e e
> 0.8 /"“
507} /‘r
~— |
006 - T—— Il
N |
205 N /4
o ‘\\\, /
6 04 — Analytical, SJR = 0 dB 'k'\"m,,,,,m% / 7
=03k — Analytical, SJR = 5 dB T i
: Analytical, SJR = 10 dB
0.2 | - Simulation .
I I I I I I I I I
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

0

Fig. 3: IP versus 0 and the average SJR (dB), where 8 = 0.8.

In Fig.[3] we study the IP at E versus the power con-
trol coefficient at J (i.e., 8) considering varying aver-
age SJR values. It is demonstrated that the simulation
results obtained by substituting Eq. into Eq. (14])
accurately represent the analytical results in Eq.
With increasing 6, the IP decreases, improving system
security until 6 reaches an optimal value that yields
the lowest value of IP. Beyond this optimal value, how-
ever, more power is harvested at R while E becomes
less prone to jamming, leading to a decline in system
IP. In addition, increasing the average SJR can also
dramatically minimize the IP.

In Fig. we study the IP at E versus the aver-
age SJR and the SNR threshold. The dashed curves
are obtained from Eq. , which verifies its analysis.
As 4y increases, the IP decreases, which improves sys-
tem secrecy. By plugging Eq. into Eq. , we
extract the e2e IP of NFJ, demonstrating that using
a friendly jammer rather than NFJ in [27] consider-
ably enhances system security. Although lowering Pg
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--Lower bound

NFJ [27], Py = —10 dBm| |
NFJ [27], Ps = 0 dBm

Fig. 4: IP versus the average SJR and
B=60=0.28.

(dB), where

results in a lower IP without the Jammer, it dramati-
cally increases the e2e OP, as is seen in Fig.

4. Conclusion

In this research we investigated how the presence of
a malicious eavesdropper and friendly jammer affects
the outage and intercept probability in WPCNs. For
this reason, we have developed a system model and
power splitting protocol that will improve the relia-
bility and security. Furthermore, we develop accurate
analytical formulations for the outage probability and
intercept probability. The asymptotic low Signal-to-
Jam Ratio (SJR) in integral-form expressions revealed
that the IP’s lower bounds in the low SJR regime de-
pend on the decoding threshold, the EH ratio, and the
power control coefficient. Our findings suggest that by
tuning the EH ratio and the power control coefficient,
the OP and IP can be effectively sub-optimized.
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