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ABSTRACT

sensing and communication. However, the question of building a large-scale quantum

computer is a matter of when not if. These computers exploit quantum mechanics to
solve hard and complicated mathematical problems which are unsolvable using conventional
classical computers. These mathematical problems are the base of our public-key cryptography
algorithms, which are used in our daily lives and critical infrastructure and will be broken using
a quantum computer.

Quantum key distribution (QKD) enables the exchange of theoretically secure symmetrical
random keys based on the fundamentals of quantum mechanics. QKD relies on the exchange of
single photons between two distant parties in an end-to-end configuration, making it extremely
difficult to integrate with the current classical infrastructure. In this thesis, we will explore the
feasibility of integrating QKD technologies into the existing classical infrastructure.

We first demonstrate commercial QKD systems as a part of a deployed fibre network in the
city of Bristol. The network includes a software-defined networking controller and allows the
coexistence of classical and quantum channels in a single fibre to ensure compatibility with
current and future infrastructure. The network also enables dynamic switching for the QKD
systems overcoming end-to-end configuration and reducing implementation costs. In addition,
we develop several coexistence schemes in advanced mediums, including multicore fibre, hollow
core fibre, and free space, to provide a comprehensive view of different coexistence techniques
and their implementation in different use cases.

Finally, we move towards entanglement-based quantum networks, which are considered
the backbone of future quantum communication applications. We implement an advanced
architecture to provide a flexible and on-demand allocation of entanglement across different
users and allows dynamic networking for multiple quantum protocols in the network. We also
integrate the hollow core fibre into the network to enable the coexistence of quantum and
classical channels in a single fibre.

N ew quantum technologies are set to radically change many fields, including computation,






"And you mankind have not been given of knowledge except a little."
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CHAPTER

INTRODUCTION

1.1 Foreword

uantum computers are a disruptive innovation that will change the scope of modern

technology. Given the money, effort and scale of investment and research in quantum

technologies, and the fact that small-scale quantum computers are currently available,
it is a matter of time before having large-scale quantum computers [25].

Quantum computers promise benefits in multiple applications, such as financial and pharma-
ceutical simulation and green technology development [25-28]. However, quantum computers
are considered a threat to other applications, such as classical cryptography. With a large-
scale quantum computer forthcoming, the current public encryption algorithms are considered
obsolete [29]; hence new quantum-resistant technologies are required to provide secure com-
munication and protect against future quantum algorithms.

Quantum Key Distribution (QKD) is an example of a quantum-resistant technology [30, 31].
QKD utilises quantum mechanics to generate information-theoretic keys that are used to encrypt
and decrypt critical information using classical symmetric-key algorithms such as One Time
pad. QKD has seen rapid progress from initial demonstrations to commercial systems and is
considered an essential element in many cryptography applications [32]. However, for QKD
systems to be adapted, they must have the ability to easily integrate and coexist with the
current classical telecommunications infrastructure and be compatible with next-generation
architecture designs.

In this thesis, we contribute to integrating QKD technologies in the next-generation secure
optical networks. Mainly, we focus on developing a dynamic QKD architecture and implementing
multiple coexistence schemes in single mode fibre and advanced mediums, such as multicore
fibre and hollow core fibre. We also apply the dynamicity concept and coexistence schemes into
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quantum entanglement networks which are essential for the broader adaptation of quantum
technology and efficient resource sharing across the networks.

1.2 Thesis Outline

This thesis is structured as follows:

% Chapter 2 presents the background on different methods of modern cryptography (sym-
metric and asymmetric), quantum information processing, and quantum computing. We
then cover quantum state sources, detectors and different QKD protocols and schemes.

% Chapter 3 highlights the advances in metropolitan and long-haul QKD networks, including
the UK QKD network. The main focus of this chapter is the Bristol QKD network. From
the Bristol QKD network, we highlight its network architecture, the experimental testbed
in the deployed city network, with a detailed discussion of the results.

% Chapter 4 explores the state-of-the-art quantum and classical coexistence in optical fibre
networks. First, we provide a detailed description of the position and spacing between
quantum and classical channels and their effect on the quantum channel performance
based on numerical calculations of nonlinear effects. After that, we provide a detailed
description of the equipment that are detrimental to QKD and the necessary equipment for
coexistence. We introduce the Bristol QKD network focusing on the coexistence testbed.
Finally, we discuss results from different scenarios, i.e. varying powers and spacing of
classical channels.

* Chapter 5 describes the coexistence experiments in advanced mediums, such as multicore
fibre, hollow core fibre, and free-space enabled by fibre-wireless-fibre terminals. We
provide a detailed description of the experimental testbed, medium characterisation and
coexistence scenario for each experiment, followed by a comprehensive experimental
results section. Finally, we end the section by discussing the improvements across the
experiments.

% Chapter 6 introduces resource allocation methods in entanglement networks. The concept
of quantum entanglement is explored in two different experiments. The first experiment
is a dynamic multi-protocol entanglement distribution network enabled by a ¢-ROADM.
The second experiment is the coexistence of classical and entanglement-based quantum
channels fostered by HCF. In detail, we explain the entanglement source, quantum
network connections, -ROADM, and detection modules. Finally, we discuss the results of
each experiment.

% Chapter 7 concludes this thesis with suggestions for future work
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BACKGROUND

Declaration of Work

Parts of this chapter have been previously written in the literature review submitted in
the taught year of the CDT program. Some of the text has been reused in the chapter

where appropriate, as it was written by me.

e present the general background which is required to understand the content of
Wthis thesis, as well as the motivation behind it. We first introduce cryptography and

explain two types: symmetric-key cryptography and public-key cryptography. We then

outline the basic principles of quantum information processing and briefly discuss quantum
computing. After that, we describe QKD in detail, including quantum state sources and detectors,
QKD protocols and schemes, and the challenges of implementing QKD in optical networks.
Finally, we end this chapter by presenting remarks on the 2022 Nobel prize in physics and the
2023 Breakthrough Prize in fundamental physics.

2.1 Cryptography

Cryptography is the practice of providing secure communication in the presence of an adversary
using different techniques and protocols. It dates back to the ancient Egyptians [33] and
has been used since in many applications. In this section, we discuss different protocols
and algorithms of classical cryptography, and provide a brief description of post-quantum

cryptography.
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2.1.1 Symmetric-Key Cryptography

Symmetric-key algorithms are the simplest type of encryption and the first algorithms used for
cryptography. In symmetric-key algorithms, Alice and Bob share a key to encrypt and decrypt the
information. Historically, the keys have been shared in person; therefore, any parties involved in
transferring the key can decrypt the message. However, with technological advancement, keys
can be shared using other security mechanisms. The most basic ciphers are monoalphabetic
ciphers, where simple permutations to the original message are applied to produce the encrypted
message. A historical example of monoalphabetic ciphers is the Caesar cipher. In Caesar cipher,
each letter in the alphabet is assigned a value, e.g. "A"=0, "B"=1, etc. and each number is
shifted by a specific number (key) which is agreed by Alice and Bob to procure the encrypted
text. If the key value is 3, A becomes D, B becomes E, and so on.

2.1.1.1 One-time Pad

A well-known example symmetric-key algorithm is one-time pad (OTP). OTP is a polyalphabetic
cipher where the key length equals the message, and each message is encrypted using a different
and unique key. Although it was invented in 1882 [34], it became widely popular in the 20th
century when the method to combine the message and key via an exclusive-OR (XOR) operation
(Truth table is shown in Table 2.1) was patented [35]. Alice encrypts the message (m) with a
random key (%) to produce the ciphertext (¢) using the following operation:

c=meok (2.1)

Bob can then decrypt the message and retrieve the message (m) using a similar operation:

m=cok (2.2)

Suppose % is only used once and is generated randomly. In that case, OTP is proven secure
against an adversary with unlimited computing power [36], which is referred to as information-
theoretic secure. However, OTP is impractical and has limited applications because the key’s
length must equal the message’s length.

Table 2.1: Truth table for the XOR (&) function

X y X@y
0 O 0
0 1 1
1 0 1
1 1 0
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2.1.1.2 Block Ciphers

The most widely used symmetric algorithms are block ciphers [37], where the message is
considered as a block instead of considering it as individual letters. In block ciphers, the
message is divided into smaller blocks depending on the cipher, which are then passed through
a deterministic algorithm that encrypts the message using a short key. The length of the key
also depends on the used cipher. Moreover, encryption and decryption can be implemented
using matrix multiplication due to the data being encoded in vectors. Two of the well-known
examples are the data encryption standard (DES) [38], which was the standard until 2011 and
the advanced encryption standard (AES) [39], which is still the standard today.

2.1.2 Public-Key Cryptography

The main challenge of symmetric-key algorithms is distributing the keys between Alice and
Bob. The easy solution is for them to meet in person and exchange the keys before their secret
communication. However, this is impractical in real-life scenarios. Public-key cryptography
algorithms were developed mainly to exchange the secret key between Alice and Bob over
a secure communication channel. Public-key cryptography is based on mathematically hard
problems where Alice and Bob act asymmetrically.

These algorithms employ trapdoors, which are functions that are easy to compute one way,
but highly challenging in reverse. A straightforward and naive example of such problems is
the multiplications of two large prime numbers. For example, it is easy to multiply 6379 and
6961 = 44404219. However, it is harder to find the multiplier (6379) and the multiplicand
(6961) given the product 44404219. Alice and Bob have a key pair consisting of a public key
and a private key. Those keys are generated using cryptographic algorithms based on a one-way
function. To keep the security of the algorithms, the private key must stay private, whereas the
public key is openly shared without compromising the security of the algorithms.

This section will introduce the most used public-key algorithms, Diffie-Hellman algorithm
[40] and Rivest-Shamir-Adleman algorithm [41]. Although these algorithms can be used to
exchange messages, they are mostly used to distribute keys, which are then used to encrypt and
decrypt data using symmetric-key algorithm such as AES.

2.1.2.1 Diffie-Hellman Algorithm

Diffie-Hellman (DH) algorithm was the first public-key protocol to securely share keys over a
public channel. The protocol was proposed by Whitfield Diffie and Martin Hellman in 1967
[40], and it was the earliest publicly known algorithm that invented the idea of using public
and private keys. However, it was revealed that a demonstration of such a protocol was
first implemented by researchers at the Government Communications Headquarters (GCHQ)
[42, 43].
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The secuity of DH algorithm is based on the hardness of the discrete logarithm problem.
The problem to find a key (%) given a prime number (p), and integers a and b where 1<a < p,
such that

k =loga(b) (2.3)

a® =b (mod p) (2.4)

As mentioned before, no publicly known classical algorithm can solve the discreet logarithm
problem efficiently. However, a quantum algorithm presented in 1994 by Peter Shor can solve
the discreet logarithm problem in polynomial time [29]. Moreover, the DH algorithm is usually
used for key exchange between Alice and Bob for symmetric-key encryption. The protocol of
the DH algorithm is presented below and is simplified as paint colours in Figure 2.1.

Diffie-Hellman Key Exchange Protocol

1. Both Alice and Bob publicly agree on a large prime number p (common colour in Fig-
ure 2.1), and a base a.

2. Both Alice and Bob secret choose two secret integers d4 and dp (secret colours in
Figure 2.1).

3. Alice shares her public key g4 = a%4 with Bob (orange paint in Figure 2.1), and Bob shares
his public key gp = a?5 with Alice (blue paint in Figure 2.1).

4. Alice then computes & = gp = a%4*?5 (adding the blue and red paints in Figure 2.1) and
Bob computes % = qu =a?4*d8 (adding the orange and aqua paints in Figure 2.1).

5. Alice and Bob now share a secret key (common secret i.e. brown paint in Figure 2.1).

p, a, g4 and gp are publicly known and are available to an eavesdropper (Eve). However,
since Eve does not have the ability to solve the discrete logarithm, she cannot compute d4 or
dp, and therefore, she cannot compute the secret key k.

2.1.2.2 Rivest-Shamir-Adleman Algorithm

The Rivest-Shamir-Adleman (RSA) algorithm was publicly released two years after DH algo-
rithm [41]. Similar to the DH algorithm, it was discovered that it was also known by researchers
at the GCHQ [45]. The RSA algorithm security is based on the "factorising problem", which
relies on the difficulties of factoring the product of two extremely large prime numbers (1024
bit to 2048 bit long). The protocol of the RSA algorithm is presented below:
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Alice Bob
Common
Colour
&
Secret
Colours

.................... Channel

Secret
Colours
Common
Colour

Figure 2.1: Illustration of Diffie-Hellman key exchange with colours. Figure reproduced from
[44].

Rivest-Shamir-Adleman Key Exchange Protocol

1. Alice first chooses two large prime number p and ¢ which are kept a secret and are distinct
from one another.

2. Alice computes n = p x q which is released as part of the public key.
3. She then computes 6 such that 0 =(p—1) (g —1).

4. After that, Alice chooses an integer e, such that 1 <e <6 and ged(e,6) = 1. e is also released
to the public.

5. She also computes d, where de = 1mod(0). d is kept a secret and is defined as the private
key .

Rivest-Shamir-Adleman Encryption
To encrypt the messages, Bob obtains Alice’s public key n, which he can use to send a message
M to Alice.
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1. He first turns his (un-padded) message M into a (padded) plaintext integer m, such that

O=sm<n.
2. Bob then encrypts the message and produce the ciphertext ¢ = m¢(mod n).

Rivest-Shamir-Adleman Decryption
To retrieve the message, Alice needs to decrypt the ciphertext ¢ to produce the plaintext m and
convert it back to its original from M.

1. Alice recovers the plaintext by using her private key d and computing m = ¢%(mod n).

2. Given m, Alice can now recover the message M, by reversing the padding scheme applied
by Bob.

RSA is being widely used for many applications, however, as mentioned before it is not
secured against quantum computers [29]. Furthermore, intruding the random bits to the
message M using padding is crucial to reserve the security of the RSA algorithm [46].

2.1.3 Authentication

We have described both symmetric-key and public-key (asymmetric) algorithms, and we high-
lighted that if Alice and Bob meet in person (which is not realistic for most applications),
symmetric-key algorithms can be used. We also introduced the public-key algorithms as a way
for Alice and Bob to exchange secret keys without meeting each other. However, how can we
be sure that Alice is communicating with Bob and not with an adversary, Eve. In other words,
how can Bob be sure that he is using Alice’s public key to encrypt his messages and not Eve’s.
Without being sure, Alice and Bob are an easy target for a man-in-the-middle (MitM) attack
[47].

Assuming Eve is aware of the communication protocol between Alice and Bob, she can
appear to Alice as Bob and Bob as Alice. For instance, let’s assume Alice wants to communicate
with Bob and asks for his public key. If Eve can intercept Bob’s public key, a MitM attack can
begin. Eve can take complete control of the communication by providing her public key to
Alice and using Bob’s public key to transfer the message to him. Therefore, when Alice wants
to communicate with Bob, she encrypts the message using Eve’s public key and sends the
encrypted message to Eve. Eve can decrypt the message using her private key and have the
plaintext. Eve can encrypt the message using Bob’s public key to send the same message to
Bob. This way, Bob will decrypt the message using his private key without knowing that Eve
has already intercepted it. Eve can also alter the message and send it to Bob if she wants. To
prevent a MitM attack, Alice and Bob need to authenticate the communication.

To verify that the message came from the other person, Alice and Bob must use an authen-
tication protocol. In such protocols, an authentication tag could be sent with their messages
to make sure it has not been intercepted by Eve. Authentication is usually achieved by using

8
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a pre-shared key for the first communication between Alice and Bob (which is the case for
current QKD systems). Authentication remains one of the main concerns for QKD today, and in
their white paper, the National Cyber Security Centre (NCSC) highlights this and advises using
quantum-safe cryptographic (post-quantum) mechanisms for authentication [48].

2.1.4 Post-Quantum Cryptography

Since the current public-key cryptography is considered obsolete using Shor’s algorithm [29],
an alternative is needed to secure against quantum computers and algorithms. Post-quantum
cryptography (PQC) [49-51] has been suggested as an alternative to public-key cryptography
on the premise that it will remain secure against advances in quantum computing architectures.
PQC algorithms use classical computers, and their security is based on different problems.
Similar to QKD, PQC fall under the umbrella of quantum-safe cryptography. PQC algorithms
include Lattice, Code based and Hash cryptography along with Isogeny, Multivariate, and
Symmetric key algorithms [52].

The National Institute of Standards and Technology (NIST) began a competition in 2016 to
develop PQC standards [53, 54]. The primary motivation of this competition is to standardise
new quantum-safe public-key encryption and digital signature algorithms. In 2017 [55], NIST
received 82 submissions, from which 69 were accepted to move to the second round [56].
In 2019, 26 were advanced to round two [57], and in 2020 only seven (plus another eight
alternates) were advanced to round three [58]. From the third round, one of the most popular
algorithms, Rainbow, was completely broken using an off-the-shelf laptop [59], three were
weakened [60], and NIST announced only four to be standardised [29 ]. However, three of these

four algorithms are used for digital signatures, and only one is used for public-key encryption.

Given that only 4 out of the 82 submissions are being standardised, and three are for digital
signatures, a lot of research is required to learn the process of turning hard mathematical
problems into public-key algorithms. However, the landscape of cryptography is changing
rapidly, and in the meantime, PQC is the one solution for standard and cheap quantum-safe
cryptography. Another solution is increasing the key length of the commonly used public key
algorithms such as RSA.

2.2 Quantum Information Processing

Quantum information processing utilises the principle of quantum mechanics, such as the
superposition principle, quantum entanglement and quantum interference, to provide secure
protocols for communication and key distribution. In this section, We focus on the most
important principles used to develop QKD systems.

9
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2.2.1 Quantum Mechanics Principles

The basic principles of quantum mechanics such as Heisenberg Uncertainty Principle and
no-cloning theorem are exploited in quantum cryptographic systems to achieve information-
theoretic security. Heisenberg Uncertainty Principle and no-cloning theorem are briefly discussed

in the section.

1. Heisenberg Uncertainty Principle
The first basic principle is Heisenberg uncertainty principle, which states that in a quantum
system with a pair of conjugate properties, only one can be known for certain. Initially,
Heisenberg indicated that any measurement of the position or the momentum of a particle
would disturb the conjugate property and therefore the whole system [61]. Consequently,
it is impossible to ascertain observe both properties simultaneously. Quantum cryptography
implements Heisenberg uncertainty principle to detect an eavesdropper. For instance,
in a system where polarized photons are exchanged through a quantum channel, any
attempt of observing the photon’s polarization will disturb the system; hence detecting the
existence of an eavesdropper [62]. These principles are applied in many QKD protocols.

2. No-cloning Theorem
Another principle that enhances the security of any quantum system and instinctively
supports Heisenberg uncertainty principle is the no-cloning theorem, which proves that it
is impossible to copy an unknown quantum state [63]. Without the no-cloning theorem,
multiple copies of a specific quantum state can be produced which allows for measuring
the different properties of each copy. Therefore, both conjugate properties of a particle
could be measured simultaneously which distributes the quantum state.

2.2.2 Quantum Bits

A quantum bit (qubit) is the most fundamental unit of quantum information and it is the
quantum equivalent of a classical bit. It represents a two-state quantum-mechanical system, for
example, electron spin (up or down) or photon polarization (horizontal or vertical) [64, 65]. A
qubit is the analogue of a classical bit and can exist in a quantum superposition, which means it
can be both 0 and 1 simultaneously as shown in Equation (2.5). The state of a qubit can be

written as:

ly) =al0)+BI1) = , ¢=710)+611) =

Y
6] (2.5)

Where a and f are complex number and |a|?, | |? are the probabilities of finding the qubit
in the state |0y, |1) respectively. Furthermore, la|? + |,6|2 = 1. Therefore, the qubit must be
found in one of these two states. In other words, we could choose to represent the states |0)
and |1) as the following:

10
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10) =

1 0
e

Furthermore, two classical bits can be represented in any of the four states, 00, 01, 10 and
11. Similar to a single qubit, two qubits can have different weights for all four states at the same
time. We can represent two qubits as the following:

SQ

|?P) =al00)+ B101)+y[10) +5111) = 2.7)

=<

0

Similar to a single qubit, @, B, y and § are complex number and |a|? + |8I% + |y|? + |6]% = 1.
For instance if a =y = % and =6 =0, we have an equal probability of 50% of finding |00) and
|11) and no chance of finding the other two states |01) and |10), which gives us the following
Bell state:

_ 100y +111)

v
W) 7z

(2.8)

2.2.3 Measurements

A measurement of the qubit forces the system into a single term of the superposition. Taking the
famous Schrodinger cat as an example, until the measurement (opening the box) takes a place,

the cat is both dead and alive. For instance in our basic example where |¢) = |0), the system

|0)+]1)
\/g b

the system is in superposition. However, once Alice observes the system and determines the

is 100% in the zero state if the measurement is performed along the Z axis. For |y) =

state (e.g. 0), this result will force the entire system to a state where the qubit has been zero all
along. Measurement is an extremely complicated topic and is out of the scope of this thesis. For
further information, the reader can check [66] and the famous Preskill’s lecture notes [67, 68].

2.2.4 Encoding

Qubits (|0 and |1)) are encoded in multiple ways, such as nuclear spins, electron spins, photons
polarisation, phase, and path. In quantum communication applications, quantum information is
sent between two distant parties, Alice and Bob. Since light is the fundamental way to transmit
data in the current communication networks, most of the quantum applications choose to encode
the qubits using photons due to their compatibility with the existing network infrastructure i.e.
fibre links. In this section, we will discuss different ways to encode qubits which are shown as
shown in Figure 2.2.
Polarisation

Polarisation is the most common way that is used in entanglement-based quantum networks

11
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and free space applications. We can encode the qubit as |0) as |H) and the qubit [1) as |V)
as shown in Figure 2.2 a). By manipulating the phase and amplitude of these states, we can
access the entire Bloch sphere. This manipulation is performed using half-wave plates (HWP)
and quarter-wave plates (QWP). For applications in entanglement-based quantum networks,
fibre polarisation controllers are usually used to control the polarisation and to maximise the
visibility of the quantum states.
Path

Path encoding is usually used in integrated circuits due to their phase stability. Two separate
waveguides provide two different paths, where qubits are encoded with the relative phase and
intensities between the different paths. For instance, if the photon goes through the top path, it
is encoded as |0). Whereas, if it goes through the bottom path, it is encoded as |1) as shown in
Figure 2.2 b). To manipulate the states, phase modulators and beam splitters can be used.

Phase
Phase encoding is implemented on most of the commercially available QKD systems, including
the ID Quantique Clavis? system which is used in the experiments in Chapter 3, Chapter 4 , and
Chapter 5. In this approach, the states are encoded in the phase difference between two pulses.
The states can be manipulated using phase modulators. This approach is explained in detail
while discussing the ID Quantique Clavis? operation in Section 3.3.2.

Time-bin
The time-bin allows us to encode the states based on the time of arrival as shown in Figure 2.2
c). This approach is implemented in the ID Quantique Clavis® system, which is described in
detail in Section 5.2.1 and is used in two experiments in Chapter 5. To summarise, the states
are encode in an early and late time-bins. If the detection occurs in the early time-bin (early
time-bin is filled and the late time-bin is empty), it is encoded as |0), top part of Figure 2.2 c).
However, if the detection occurs in the late time-bin (the early time-bin is empty and the late
time-bin is filled), it is encoded as |1), bottom part of Figure 2.2 c). Phase and time-bin encoding
are most common in fibre optics applications due to the instability of path and polarisation

encoding in such applications.

2.3 Quantum Computing

Quantum computers differ from classical computers due to their capabilities of storing and
manipulating quantum states. In principle, quantum computers perform massive computations,
allowing us to observe all 2" possible states simultaneously in a single operation. Such fast
and massive calculations introduce the possibility of breaking the RSA and DH key exchange
encryption algorithms currently used to encrypt critical information on the internet [70].
Although quantum computers represent all possible states at once, the challenge is to extract
valuable information after being read using dedicated hardware devices. Therefore, quantum
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Figure 2.2: Different photon encoding methods using: a) The orthogonal polarisation H and
V of light. b) the path of photons (spatial encoding). c) The early e and late [ time-bins of the
photons. Figure reproduced from [69].
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algorithms are used to increase the likelihood of the desirable states until the system reaches a
threshold, indicating a faster processing time than classical computers [71]. Several algorithms
have been developed in quantum chemistry calculations [72, 73], machine learning [74], linear
algebra [75] and vector space problems [76].

2.4 Quantum Key Distribution

Quantum key distribution (QKD) enables the exchange of theoretically secure information,
symmetrical keys with the unique ability to detect the presence of eavesdropping third parties
[32]. As mentioned, QKD is considered quantum-safe because the keys are generated by
exploiting quantum mechanics rather than computationally complex functions used in public-
key cryptography protocols. In QKD, whenever the distribution of symmetric keys is undertaken
by transmitting photons between Alice and Bob, and eavesdropping occurs over the quantum
channel, Eve’s measurement will generate higher error rates allowing Alice and Bob to be able
to verify the secrecy of the key and detect the intrusion. Eve will also be prevented from learning
the secret key since any attempt to gain information about the photons will irreversibly change
them.

2.4.1 Quantum State Sources

1. Single photon source: Although single photon sources have been improved significantly
during the last decade, devices that generate a single photon are far from reality. Conven-
tional laser sources do not have the ability to produce a photon number state (i.e. a state
containing a specific number of photons) [77]. However for most QKD systems, weakly
attenuated laser pulses are used to generate weak coherent states which are very easy to
implement and simple to handle. In these states, the average number of photons is less
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than 0.2 photons per pulse. Moreover, a decoy state is usually implemented to prevent a
number of attacks including a photon-number splitting attack. The ID Quantique Clavis?

and Clavis® systems use weak optical coherent pulses.

2. EPR source: By using nonlinear optical processes, such as spontaneous parametric down-
conversion (SPDC) [78], an entangled pair of photons can be generated by converting a
single photon with high energy into a pair of low-energy photons (a signal and an idler)
using a nonlinear crystal as shown in Figure 2.3. According to the law of conservation
of energy and momentum, the generated photons are entangled in spectral and spatial
domains. Due to the changes in frequency caused by the refractive index of the crystal, a
phase match is required to achieve energy and momentum conservation. Other methods
such as four-wave mixing in optical fibre [79], are also used to generate an entangled
pair of photons.

Nonlinear

crystal
Pump ry—

O = o)

(@)

Figure 2.3: (a) Generation of photon pairs in the SPDC process. A pump photon of frequency
wp decays to two photons of frequencies w, and w; , known as signal and idler, respectively. (b)
Ilustration of energy conservation in the SPDC process. Figure reproduced from [80].

2.4.2 Quantum State Detection

Two technologies of QKD detection are presented below:

1. Single photon detectors (SPDs): As mentioned above SPD are implemented in DV-QKD
systems. SPDs usually are used in highly nonlinear regions, i.e. when detecting a photon
an eclectic pulse is generated. These types of detectors are called "threshold detectors"
because they distinguish between a vacuum state and the detection of a photon, however,
they do not have the ability to quantify the number of photons [81, 82]. The following
four parameters are used to evaluate the performance of SPD.

* Detection efficiency which is the probability of recording the incoming photons

correctly.
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* Dark counts which is the registration process when no photon hits the detector. Dark
counts probability contributes to the QBER of any QKD system.

* Deadtime which is the rest period after receiving a photon. The SPD will not register
incoming photons during this period.

* Time jitter which is the time-domain fluctuation of the electric pulses generated by
the SPD.

Two types of SPDs are briefly discussed below:

a) Avalanche photodiodes SPD (APDs-SPD): It is a highly sensitive semiconductor which
converts the lights (photons) to electricity by exploiting the photoelectric effects.
APDs have been implemented as SPDs in many QKD systems [83-85]. In APDs,
the applied voltage exceeds the breakdown voltage in the Geiger mode, where an
avalanche current is triggered by absorbing a single photon. Silicon APDs are used in
free space QKD systems, while InGaAs APDs are used for QKD system which operates
at telecommunication wavelength. APDs have high efficiency (60%) in the visible
spectrum, while InGaAs/InP APDs have 25% efficiency in the C-band with a low dark
count rate with 50 Hz, a deadtime as low as 2 us and 150 ps timing resolution [86].

b) Superconducting nanowire single-photon detectors (SNSPDs): SNSPDs are being
used for most quantum experiments due to their extremely high efficiency (>90%)
and low time jitter of = 10 ps [81]. They also have an extremely low dark count
rate with 1 Hz [87]. Such properties make SNSPDs very attractive for applications
where high efficiency is needed. However, SNSPDs require extreme cooling to sub-0
K temperatures. They are also extremely expensive and require more servicing than
APDs.

2. Optical homodyne detectors: Homodyne protocols are mainly used in CV-QKD and current
classical coherent communication systems. This type of detector is very sensitive to electric
noise and thus necessitates that a strong local oscillator limiting the shot noise is used to
decode the transmitted information [88]. The local oscillator also produces interference
to strengthen the weak signal during the detection. Therefore, homodyne detectors have
much higher efficiency compared to SPDs. On the contrary, homodyne detectors require
stabilization of the relative phase between the oscillator and the signal. An attenuator
is applied to the local oscillator since its signal power is significantly higher than the
quantum signal to provide a symmetric detection on the receiver side.

2.4.3 Quantum Random Number Generator (QRNG)

QRNGs are essential devices in any cryptographic system. In prepare and measure-based
protocols, a high randomness is required to choose the encoding bases by Alice and the
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decoding bases by Bob, therefore, a QRNG is required for both the transmitter and the receiver
[89]. Pseudo-random number generators (PRNGs) are based on algorithms using mathematical
formulae or pre-calculated tables. Whereas, true random number generators (TRNGs) are based
on the environment or a physical phenomenon such as unstable oscillations. PRNGs and TRNGs
are not applicable for QKD systems due to their deterministic properties [90, 91]. Figure 2.4
shows the basic principle of QRNG which is designed at a single photon level. After the pulsed
laser emits photon pulses to a 3 dB beam splitter (50/50 BS), the photons are split into one
of two SPDs (DO and D1). If the photon is detected by DO or D1 a bit 0 or 1 is registered

accordingly.
50/50
Pulsed laser BS

click ="0"
K O }
— “click ="1"

Figure 2.4: Concept for a QRNG.

2.4.4 Entanglement

Two states are entangled when an operation on the first state affects the other and vice versa.
Furthermore, the probabilities of two entangled states are not independent. Einstein, Podolsky,
and Rosen (EPR) studied entangled states in 1935 [92] and the three scientists argued that
quantum mechanics must be incomplete and it includes hidden variables, however, Niels Bohr
disagreed with them. John Bell suggested that the "non-local nature" could be tested statistically
by repeating an experiment on entanglement pairs for a large number of times [93]. The results
could be then analysed to check for hidden variables. Bell characterised local and non-local
actions and formulated them into an inequality, which is known as Bell’s inequality [93]. If the
inequality holds, hidden variable theory along with classical probability is enough to describe
the results. However, if the inequality is violated, only non-local variables can explain the results.
There are four entangled two qubits states that are used in quantum cryptography, which are
known as the Bell states:

[00) +1]11)

oy = 2.9
D7) 7z (2.9)
—, _ 100)-111)
)= ——7>o— 2.10
D7) 72 (2.10)
|01) +]10)
Pry=—— 2.11
¥ N (2.11)
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|01) —[10)
V2

As shown in the previous equations, a Bell pair has two qubits which are entangled and

P~ = (2.12)

their state is not independent. Therefore, once we measure and know the results for the first
measurement, we can predict with certainty the second measurement. In the case when we
have the state |®") Bell pair, we have 50% probability of finding either [00) or |11), and no
chance of finding different states. However, in |[¥*) the qubits are anti-correlated. Therefore, if
Alice measures a zero, Bob will measure a one and vice-versa.

John Bell formulated his inequality in 1964 [93], and following that multiple experimental
demonstrations have been performed and demonstrated the violation of the inequality [94-97].

2.4.5 Protocols

QKD protocols are divided into three main categories, discrete-variable QKD (DV-QKD), distributed-
phase-reference QKD (DPR-QKD), and continuous-variable QKD (CV-QKD). In this section, a
brief discussion of all three protocols is presented with a comparison in terms of performance
and limitations.

Table 2.2: DV-QKD vs CV-QKD

DV-QKD CV-QKD
Polarization, phase, or Quadrature components of
Quantum State . . . . .
timebin of a single photon quantized electromagnetic field
Source Single-photon source Coherent-state or squeezed-states source
Detector Single-photon detector Homodyne or heterodyne detector

Distance limitation Performance of single-photon detectors  Efficiency of post-processing techniques

2.4.6 Discrete-Variable Quantum Key Distribution

DV-QKD protocols are divided into prepare and measure based protocols and entanglement
based protocols. In these protocol, week coherent pulses or an entangled photon source are
used to generate single photon pulses, where Alice prepares and encodes the information of the
transmitted pulses using the polarization, phase or time of arrival of the photons. Subsequently,
Bob measures the state by employing single photon detectors (SPDs) to detect the photons and
he decodes the information using random bases. These bases are then shared with Alice for the
detection process. After the raw key exchange, classical post-processing is requited for every
DV-QKD protocol [98].

2.4.6.1 BB84 Protocol

BB84 is the first QKD protocol which Bennett and Brassard introduced in 19841, and it is

classified as a prepare-and-measure-based protocol [30]. BB84 protocol has been proved
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Figure 2.5: States used to encode information for DV-QKD and CV-QKD. Figure from [69].

theoretically to provide unconditionally security [99]. BB84 uses quantum polarisation to
share the secret key information between Alice and Bob through a quantum channel. The
single photon is polarised in one of four states either rectilinear or diagonal basis as shown in
Figure 2.6. A horizontal/0° polarization of photon or a diagonal/45° polarization represent a
bit value of 0, while a vertical/90° polarization or a diagonal/135° (—45°) polarization represent
a bit value of 1 [32]. The bases |H), |V), |D), and |A) represent the logical qubits |0), |1), |+)
and |-) respectively from Figure 2.5. Mathematically the BB84 states are:

|H)=10) ,IV)=11) ,ID)= % REVEVES % (2.13)
V/Agoo D/ 45°
< » H/0°
M A1135°

Figure 2.6: The four polarisation states, |H), |V}, |D) and |A).

In BB84, Alice chooses a random state out of the four BB84 states to transmit through
the quantum channel and before receiving the photon, Bob randomly decides whether to use
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rectilinear basis (H/V) or diagonal (A/D) bases as shown in Figure 2.7.

Alice Bob
A0 DN A/D
A A
) g Y ) \ 4 g
H/O VN HV
Photon Sequence E \ i \ “r i :
BitSequence ; 1 1 0 1 0 0 1 11
E @ @ @ @ E Bases Sequence
10 1 0 1 0 1 1 1 ! Detection Results
Compatibility E N Y Y Y N N Y Y E Compatibility
Key A A Key

Figure 2.7: Illustration of BB84 Protocol. Figure reproduced from [30].

After selecting a bases, Bob communicates through the authenticated classical channel with
Alice its bases choice and Alice shares the whether the right bases was used. They both discard
all events where different bases were chosen resulting in a sifted key. Using some of the bits
in the sifted key, they compare some bits randomly to check for eavesdropping. Based on the
results, Alice and Bob will either abort to the protocol or move to the final step of the process,
privacy amplification. In this step, Alice and Bob sacrifice bits of their secret key to further
reduce Eve’s knowledge and satisfy security requirements.

2.4.6.2 E91 Protocol

In 1991, Ekret proposed a new QKD protocol where the secret key is shared using quantum
entanglement principles [31]. E91 protocol uses a single photon source that emits pairs of
entangled photons, that are shared between Alice and Bob. E91 protocol utilises the correlation
between entangled states and realises that the measurement of two entangled photon must be
correlated (as explained in Section 2.2). Furthermore, Alice and Bob can use Bell’s test and
the Clauser, Horne, Shimony and Holt (CHSH) inequality to proofs Bell’s theorem [100] and
to test for the existence of Eve [93]. The presence of an eavesdropper is detected using Bell’s
inequality test which should not hold for the entangled particles. However, if the particles are
entangled the inequality does hold, this indicates the existence of an eavesdropper. The E91
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protocol works as follows. Alice generated an entangled state (e.g. any of the four Bell states in
Equation (2.9)) using an EPR source. She then keeps one qubit and send the other one to Bob.
After that, they both independently choose a random CHSH angle [100] to measure their qubit
(similar to the measurement bases by Bob in BB84 protocol). After transmitting and measuring
sufficient number of entangled states, they announce their measurement bases. After that, a
random set from the measurement results is chosen to calculate the CHSH inequality and verify
whether the state was entangled. If the Bell inequality is violated, the reminder of the events
should be correlated. In the final step, Alice and Bob preform error correction and privacy
amplification.

2.4.6.3 BBM92 protocol

In 1992 shortly after Ekert proposed the E91 protocol, Bennett, Brassard, and Mermin presented
BBM92 protocol [99]. BBM92 protocol uses an entanglement photon source similar to the E91
protocol, however, entanglement is shared between Alice and Bob without having to show a
violation of the Bell Inequality. The raw key exchange mechanism and the post-processing of
the BBM92 are identical to those in the BB84 protocol. We use the BBM92 protocol in all the
entanglement-based experiments in Chapter 6.

2.4.7 Diffierential-Phase-Reference Protocol

Diffierential-Phase-Reference (DPR) protocols were developed to overcome security issues
of QKD systems when using realistic equipment. In DPR protocols, Alice typically uses weak
coherent states which are prone to photon number splitting (PNS) attacks and it encodes photon
using their time-bins or relative phases. DRP protocols include coherent one-way protocol (COW)
[101] which is implemented by the ID Quantique Clavis® and Diffierential-phase-shift (DPS)
[102].

2.4.7.1 Coherent one-way Protocol (COW)

In COW protocol [101], quantum states are encoded in time function and the pulses are
generated from a continuous wave (CW) laser. As shown from Figure 2.8, the coherent pulses
are generated using a laser which are then passed to an intensity modulator. After that, the
pulses are encoded in a sequence of two pulses using time slots which are separated by a
period T'. The time slots are divided into either O pulses which contain no light (empty pulse)
or u pulses where the mean number of photos is y <1 (non-empty pulse). In COW protocol,
|0y is detected when we have u-0 pulses, |1) is detected when we have 0-u pulses, and decoy
state detected when we have u-u pulses. The time of arrival of the received pulses is then
registered using the detector D,;; for the data line and the detector D,,,, for the monitoring
line. Moreover, the raw key bits are extracted from #, time slots to check the coherence of the
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data. On the other hand, the D,,,, detector is used to check the security of the system using
the decoy sequence. Finally, the interferometer detects the existence of an eavesdropper to
estimate the information obtained by Eve. This protocol is easy to implement and robust to
PNS due to the employment of a decoy sequence. It also offers a reduced visibility attacks and
provides a better data rate than previous protocols. The COW protocol is implemented by the
ID Quantique Clavis® system which is discussed in details in Chapter 5.
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Figure 2.8: Illustration of COW protocol principle. Figure reproduced from [101].

2.4.8 Continuous-Variable Quantum Key Distribution

CV-QKD has gained a lot of interest lately because it uses off-the-shelf telecommunication
equipment [103]. In a CV-QKD system, the information in encoded in either a Gaussian states
[104], or squeezed states [105]. Moreover, single photon detectors are not needed, Bob instead
uses commercial photodiodes to perform the measurement using homodyne or heterodyne
detection. Similar to the basic principles of a prepare and measure protocol, Alice randomly
encodes the information from a set of overlapping Gaussian states (Gaussian modulation) or
by randomly choosing two quadrature (squeezed states). The states are then sent to Bob via
a quantum channel, and Bob measures the state by switching between the two quadrature
(homodyne), or by measure in the two quadratures using two detectors (heterodyne). Both Alice
and Bob then use the classical channel to compare bases (quadratures) and perform parameter
estimation using some of the matching bases, and finally they perform privacy amplification. A
detailed comparison between DV-QKD and CV-QKD is presented in [106-108].

2.4.9 Challenges

There are multiple challenges that are limiting the adoption of QKD solutions in the current
classical infrastructure. We are going to focus on three challenges and propose solutions for
each challenge.
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1. Cost: The cost of a commercial QKD system is currently in the $100,000s. For the cost
to be cheaper mass-manufacturability is needed, and therefore, more vendors of this
technology.

2. Static nature (point-to-point): The other issue of the current commercial QKD systems is
that they are point-to-point systems. Therefore, if an end-user needs to secure multiple
nodes, they need a pair of QKD device for each link. This approach increases the overall
cost of the network and does not utilise resource allocation. The first solution is to add
a layer of dynamicity to the network by deploying an optical switch and a controller.
This approach is discussed in detail in the next chapter (Chapter 3). Another solution
is by implementing an entanglement-based QKD network, since a single entanglement
source is used to distribute the entangled states to all the users, hence reducing the
resources. However, the key rate in such network is still low and cannot be used for
practical applications. This approach is discussed in details in Chapter 6.

3. Sensitivity and tolerance to noise: Finally, coexisting quantum and classical channel is
an extremely difficult task due to the high power of the classical channels (orders of
magnitudes higher than the quantum channel). The coexistence of quantum and classical
channel in a single medium is essential for the wider deployment of QKD schemes and
has been studied extensively. In Chapter 4 and Chapter 5, we discuss different coexistence
techniques and mediums in detail.

2.5 Summary

In this chapter we introduced, 1) the different classical cryptography techniques which are
currently used, 2) basic quantum theory and principles, 3) a brief distribution about quantum
computing, 4) quantum key distribution which is the main topic of this thesis, 5) the challenges
of implementing QKD and the proposed solutions. In the QKD section, we went thorough
quantum state sources and detection, quantum random number generators, and the different
QKD protocols.

The advances in quantum information theory allowed the existence of new quantum
technologies such as quantum computer and QKD systems. Although quantum computer is
considered a threat to public-key cryptography, QKD systems are considered one of the solution
since they provide information-theoretic security.

2.6 Remarks

While writing this thesis, the 2022 Nobel prize in physics was awarded to Alain Aspect, John
F. Clauser, and Anton Zeilinger for their work on quantum entanglement. More specifically,
“For experiments with entangled photons, establishing the violation of Bell inequalities and
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pioneering quantum information science”. Furthermore, Peter Shor, David Deutsch, Charles
Bennett, and Gilles Brassard have won the 2023 Breakthrough Prize in fundamental physics for
their contribution to the quantum information field. Their results and contribution to this field
have paved the way for new quantum technology, and allowed new students and researchers
like myself to dive into this amazing field. It is indeed great news for everyone in the quantum
community.
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CHAPTER

DYNAMIC QUANTUM COMMUNICATIONS IN OPTICAL NETWORKS

Declaration of Work

This chapter is based on [1, 21, 24]. I developed the final testbed physical layer design
in collaboration with Emilio Hugues-Salas, while the SDN controller was developed by
Rodrigo Stange Tessinari.

I built and characterised the testbed, measured the ID Quantique Clavis? QBER and SKR,
processed the data except for the SDN controller part.

All of this work was done under the supervision of George Kanellos and Reza Nejabati.
Since I am the lead author of [1], parts of the article have been reused in the chapter
where appropriate.

uantum communication networks are evolving from relayed point-to-point quantum

communication links to multi-user quantum networks with partial or full connectivity

[106, 109]. Although the current quantum networks are mainly implementing QKD
protocols which is the most mature quantum communication application [32], the future of
quantum communication networks are needed to provide a worldwide connectivity via complex
networks with a seamless interconnection between multiple nodes to enable applications
beyond QKD such as blind and distributed quantum computing [110]. For such networks to
reach their maximum capabilities, they should have the ability to integrate with the current
classical telecommunications infrastructure, and be compatible with next-generation designs
and architectures.

To this end, we have demonstrate a four-node trusted-node-free metro network configuration
with dynamic DV-QKD networking capabilities across four optical network nodes. The network
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allows the dynamic deployment of any QKD link between two nodes of the network, while
a QKD-aware centralised software-defined networking (SDN) controller is utilised to provide
dynamicity in switching and rerouting.

We start this chapter by reviewing the different implementations in the popular QKD
networks, such as optical switching, trusted relays, and untrusted relays. Followed by a brief
description of the major metropolitan and long-haul QKD networks before highlighting the
general architecture of QKD networks. After that, we introduce the UK quantum network and
present the concept of the software-defined network before providing a detailed description
of the Bristol dynamic QKD network. For the Bristol QKD network, we start by discussing the
overall network architecture, followed by a description of the main components, such as the ID
Quantique Clavis? QKD system [32] and the Polatis optical switch [111]. We then discuss the
experimental system setup for the dynamic QKD network, followed by a discussion on the SDN
control plane implementation. Finally, we present the results of the data and control plane and
conclude the chapter by providing an evaluative summary of the main findings.

3.1 Advances in Quantum Key Distribution Networks

As shown in Figure 3.1, the implementation of QKD networks is growing rapidly, evolving from
experimental lab-based testbeds to field trails in deployed optical fibres around the world. With
such immense growth, a new novel implementation appears to facilitate the QKD networks
for different scenarios. Here, we provide an overview of the different implementations and
highlight the progress of metropolitan and long-haul QKD networks, concluding with a brief
description of the general architecture of a QKD network.

3.1.1 Quantum Key Distribution Network Implementation Options

Based on the use case, the end-user application and specific node functionality, QKD network
implementations usually fit within three categories; Optical switching, trusted relay-based and
untrusted relay-based. Table 3.1 highlights the difference between the three options in terms of
achievable distance, scalability, applicability, security, maturity, and field trial. Since quantum
repeaters have not yet been demonstrated in a field trial, we opted to exclude them from the

comparison.

1. Optical Switching Based QKD Networks (Dynamic QKD Networks): Dynamic quantum
network solutions are one option to overcome the established practice of relayed point-to-
point quantum links and allow efficient resource sharing across the networks. Dynamic
QKD would rely on the need for deployment of low-loss switching and routing elements for
the quantum channel, allowing the quantum channel to be transmitted through multiple
hops configuration without any interaction with trusted nodes. However, due to the extra
loss from the optical switches, the performance of the quantum channel would degrade.
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FIGURE 3.1. Overview of QKD network testbeds and field trials around the world
[112].

Table 3.1: Comparison of different QKD network implementation options

Optical switching Trusted relay-based Untrusted relay-based

Security High High High
Distance Relatively short Arbitrary Relatively long
Maturity High High Relatively low
Field trial Available Available Available
Scalability Relatively low High Relatively low
Applicability Limited Wide Limited

The concept leads to a trade-off between QKD performance in terms of SKR and increased
network functionality with improved capabilities to maximise resource usage optimisation.
However, this may be particularly appealing for optical networks in dense metropolitan
regions of big cities, with the presence of a large number of nodes likes with short fibre
length (<10km) [113]. This approach is used in the Bristol dynamic QKD network.

2. Trusted Relay Based QKD Networks: Commonly referred to as a trusted-node QKD network.
A trusted node is an intermediate node between two QKD links containing a QKD device
from each link that performs a relayed function between the two QKD links to establish
an end-to-end QKD connection. In the absence of quantum repeaters, these nodes are
used to extend the reach of the QKD system and to enable the distribution of secure keys
between the endpoints. Having a pair of QKD devices allows the quantum-generated keys
to be extracted and XORed with the keys of the QKD system in the next node. In that
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Figure 3.2: Illustration of optical switching based QKD networks.

sense, trusted nodes consume a sender (Alice) and a receiver (Bob) hardware at each
intermediate node. Although trusted nodes add to the cost of the network in some cases
where a link between every node is required, they are crucial to enabling long-distance
end-to-end QKD operation. Furthermore, since all the nodes in the network, including
intermediate trusted nodes, are assumed to be safe from eavesdropping, any access to a
trusted node causes a potential security risk and relinquishes the strong security offered by
quantum cryptography [114]. Therefore, a trusted-node-free network that relies on optical
switches does not only reduce the cost, significantly relaxing the use of two QKD devices,
but also does not stress the security requirements. However, it limits the transmission
distance.

3. Untrusted Relay Based QKD Networks: In this scheme, the QKD networks employ more se-
cure QKD protocols such as measurement device independent (MDI) [115] and entanglement-
based protocols [31]. Such protocols allow the untrusted entity (Eve) to control the
untrusted relay, removing all security threats at the measurement side, which is usually
a third node (Charlie) in these protocols. Furthermore, such schemes would increase
the transmission distance to increase to 100s km, which is the case using twin-field QKD
[116-119]. However, since such networks allow using a single untrusted node only, the
distance is limited compared to trusted-node QKD networks. Therefore, such networks
are suitable for a limited range of QKD applications.
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Figure 3.3: Illustration of trusted relay-based QKD networks.
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Figure 3.4: Illustration of untrusted relay based QKD networks.

3.1.2 State-of-the-Art Metropolitan Quantum Key Distribution Networks

Table 3.2 summarises the main features of the major metropolitan QKD networks chronologically.
A brief description of selected deployed QKD networks is shown below.

1. Boston Metropolitan Network: The DARPA QKD network was the first demonstration of
a QKD network in 2004. The DARPA QKD network implements the BB84 protocol and
consists of 10 nodes where trusted nodes are used to extend the distance [120, 121].

2. Vienna Metropolitan Network (the SECOQC QKD network): This network aimed to im-
plement practical applications of the QKD technologies while considering the DARPA
QKD network’s initial results. The network infrastructure is based on point-to-point links
between 6 nodes using a trusted node topology as shown in Figure 3.5. The network is the
first to implement different QKD technologies, including an ID Quantique DV-QKD system,
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which implements the BB84 (decoy state) and SARGO04 protocols, an entanglement-based
QKD system which implements the BBM92 protocol, a free-space QKD system that imple-

mented the BB84 protocol, a COW system, a CV-QKD system and finally a weak coherent
pulse (WCP) decoy state system [122-125].

Figure 3.5: Connection scheme of the SECOQC QKD network. Solid lines represent quantum
connections, while dotted lines represent classic communications connections. Figure repro-
duced from [122].

3. Tokyo Metropolitan Network: The Tokyo UQCC QKD network reaches two critical mile-
stones: i) a record-high SKR of 304 Kbps and ii) a QKD link record of 90 km. The Tokyo
QKD network is similar to the SECOQC in terms of infrastructure and is based on point-
to-point links between 6 nodes using a trusted node topology as shown in Figure 3.6.
However, the significant difference between the networks is the implementation of a Key
Management System (KMS) for centralised management in the Tokyo QKD network. In
addition, the network also uses different QKD technologies, such as an ID Quantique
DV-QKD, which implements the SARG04 protocols, an entanglement-based QKD system
which implements the BBM92 protocol and a DPS-QKD system [126, 127].

4. Madrid Metropolitan Network: Madrid quantum network consists of 11 nodes deployed
in the city of Madrid. The network was used for a field trial demonstration of a dynamic
software-defined CV-QKD quantum network using commercial optical switches [128, 129].
In this network, the classical and quantum channel coexisted in the same fibre (the
coexistence is discussed in detail in Chapter 4 and Chapter 5).

5. Cambridge Metropolitan Network: The Cambridge Quantum metro network consists of
three nodes acting as trusted nodes forming in a ring topology. In this network, the
coexistence between quantum channels implementing a BB84 protocol with two decoy
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Figure 3.6: Topology of the Tokyo UQCC QKD network. Figure reproduced from [127].

states and 2 x 100 G classical channels was deployed using dense wavelength-division
multiplexing (DWDM) techniques [130].

Table 3.2: QKD networks

Metropolitan ~ Optical ~ Trusted Number Longest Link Max SKR QKD Year  Reference
Area Switching Relay of Nodes Length (km) Loss (dB) (kbps) Type
Boston v v 10 29.8 16.6 10 DV 2004 [121,131]
Beijing v X 4 42.6 16.4 NA DV 2007 [132]
Vienna X v 6 85 20.4 17 DV/CV 2008 [124,125]
Hefei X v 3 20 5.6 1.6 DV 2008 [132]
Geneva X v 3 17.1 5.3 2.4 DV 2009 [133]
Durban v v 4 27 NA 0.89 DV 2009 [134]
Wuhu v v 7 10 6.23 2.53 DV 2009 [135]
Hefei v v 5 60 17 4.5 DV 2009 [136]
Madrid v X 3 NA NA NA DV 2009 [137]
Wuhu v X 5 NA 14.77 4.91 DV 2010 [138]
Tokyo X v 6 90 27 304 DV 2010 [126]
Columbus X v 4 NA NA NA DV 2013 [139, 140]
Jinan v v 56 NA NA NA DV 2013 [114]
Madrid v X 3 16 5.12 NA DV 2014 [141]
Hefei v X 4 55 17.3 0.038 DV 2016 [142]
Shanghai X X 4 19.92 15.1 10 CvV 2016 [143]
Kazan X v 4 12.4 6.8 19.6 DV 2016 [144]
South Korea X X 5 107 NA NA DV 2016 [145, 146]
Moscow X v 3 30 13 0.1 DV 2017 [147]
Madrid X v 3 26.4 11 70 CV 2018 [129]
Cambridge X v 3 10.6 3.9 258 DV 2019 [130]
Madrid v v 11 55 12 NA CvV 2020 [148]
Bristol X X 8 16.9 29 83.9 DV 2020 [149]
Hefei v v 46 18 NA 60.5 DV 2021 [150]
Bristol v X 4 6.8 9.14 2.6 DV 2022 [1, 24]
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TIMELINE 1: A history of quantum networks throughout the world

June 2004 -
March 2007 -
October 2008 -
October 2008 -
February 2009 -
March 2009 -
May 2009 -
October 2009 -
March 2010 -
December 2013 -
October 2013 -
February 2016 -
February 2016 -
May 2016 -

June 2016 -

June 2016 -
Auguest 2016 -
November 2019 -
November 2021 -

November 2022 -

DARPA Quantum Network | Cambridge, Massachusetts

CNC Beijing | Beijing, China

SECOQC | Vienna to St Polten, Austria

Hefei Metro-Quantum Network | Hefei, China

QuantumCity | Durban, South Africa

SwissQuantum | Geneva, Switzerland to CERN, France
Quantum Cryptography Network for Gov. Admin. | Wuhu, China
Madrid Quantum Network | Madrid, Spain

Tokyo QKD Network | Tokyo, Japan

Battelle Commercial Network | Columbus to Dublin, Ohio

Jinan Metro-Quantum Network | Jinan, China

SK Telecom Metro Network | Seoul to Seong-nam,South Korea
KREONET | Daejeon, South Korea

Shanghai Quantum Network | Shanghai, China

Moscow Quantum Network | Moscow, Russia

SK Telecom Long-Term Network | Sejong to Daejeon, South Korea
Kazan Quantum Network | Kazan, Russia

Cambridge Quantum Network | Cambridge, UK

Hefei Quantum Network | Hefei, China

Bristol Quantum Network | Bristol, UK
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3.1.3 State-of-the-Art Long-Haul Quantum Key Distribution Networks

Long-haul QKD networks have been implemented across the globe, reaching a distance of 2,000

km for fibre-based networks and 7,600 km using satellite technology. Such distances were

possible by utilising trusted nodes, and they tend to rely on the backbone/core network. The

basic features of selected long-haul QKD networks are shown in Table 3.3 and a brief description

of selected deployed QKD networks is shown below.

. Beijing-Shanghai Network: It is a backbone network with a total length of 2,000 km. The
network is based on trusted nodes, connecting four major Chinese QKD metropolitan
networks in Beijing, Jinan, Hefei, and Shanghai. It took three years, from 2013 to 2016,
to be completed.

. China-Austria Network: This is the first intercontinental QKD network that connects Asia
and Europe using the Micius satellite as the trusted node [151]. The Micius satellite
connects the ground station in Graz, Austria and that in Xinglong, China with a total
distance of 7,600 km.

. Cambridge-Ipswich Network: This is the longest backbone QKD network in the UK which
is composed of five nodes (3 trusted nodes) with a total length of 121 km. The network
utilises commercial QKD equipment (ID Quantique Clavis? system [152], which will be
discussed in detail in Chapter 5). This network also enables the coexistence of quantum
and classical channels in the same deployed fibre.

. China’s Integrated Space-to-Ground Network: This network consists of a long-distance
fibre backbone network, two satellite—ground links, and four quantum metropolitan
area networks (QMANS) in Beijing, Jinan, Heifei and Shanghai, acting as the access
points (Beijing-Shanghai Network). The network’s backbone is the first national quantum
backbone covering over 2000 km between Beijing and Shanghai using 32 trusted nodes.
The backbone network implements a decoy state BB84 protocol with 135 QKD links over
43 km. Although the four QMANSs explore different network topologies, they all implement
a decoy state BB84 protocol in a trusted node infrastructure. The fibre-based network
covered 2000 km, which consists of 716 QKD links serving 155 users. In addition, the
high-speed satellite-to-ground QKD achieves a maximum SKR of 47.8 kbps while covering
a distance of 2600 km. Therefore, integrating the free-space and fibre-based QKD link
results in an overall network distance of 4600 km enabling all users to communicate via
trusted nodes [135, 138, 153, 154].
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Table 3.3: Long-haul QKD networks

Long-haul Network Trusted Relay Number of Nodes Link Span QKD Type Year Highlights Reference
Beijing-Shanghai v 32 2,000 DV 2017  Longest fibre-based network [155]
Wuhan-Hefei v 11 609 DV 2018 Real-world applications [109]
China-Austria v 5 7,600 DV 2018 Intercontinental QKD network [156]
Cambridge-Ipswich v 4 121 DV 2019 Coexistence enabled [157]
China v NA 4,600 DV 2021 Space to ground QKD [153]
Jinan-Qingdao X 3 511 DV 2021 TF-QKD field deployment [158]

3.1.4 General Architecture of Quantum Key Distribution Networks

A QKD network consists of more than a physical layer. As shown in the previous sections, QKD
networks are currently being implemented in classical networks with preliminary applications
in securing infrastructures. Similar to classical networks, several layered architectures have
been proposed for QKD networks depending on their application, such as three layers [124-126,
133, 159-164], four layers [165-170], and five layers [153], with the three-layer architecture
being the most implemented.

Given the diversity of the QKD networks architecture and that the three-layered architecture
model is the most implemented, this section will focus on the three-layered architecture model.
Figure 3.7 illustrates this architecture consisting of 1) the infrastructure layer; 2) the control
and management layer; 3) the application layer.

1. The infrastructure layer (physical layer): This layer includes the various physical QKD
devices, which are secured in a secure location known as the QKD node. The QKD nodes
are connected by a QKD link (quantum channels) to generate symmetric keys. The QKD
parameters, such as SKR and QBER, are generated by the QKD devices and stored in the
QKD node and sent to the QKD network manager for management purposes.

2. The control and management layer: This is the second layer (middle) in Figure 3.7; it
consists of a QKD network controller which is connected to the physical layer by a
control interface (e.g. OpenFlow) and a QKD network manager which is connected to the
physical layer by a management interface (e.g. Simple Network Management Protocol
(SNMP)). From its name, the QKD network controller controls the network by activating,
de-activating, and calibrating the QKD nodes. The SDN controller can be realised as a QKD
network controller. Whereas the QKD network manager monitors the critical parameters,
such as the SKR, and link parameters, e.g. loss and length, to determine the status of the
QKD nodes.

3. The application layer: This layer is constituted by the cryptographic applications run by
the end-users. It is connected to the physical layer via an application interface and to the

control and management layer via the same management interface.
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FIGURE 3.7. General architecture of QKD networks. Figure from [112].

3.2 The UK Quantum Network

The Bristol QKD network is part of the UK quantum network (UKQN), which is a mix of
metro-scale QKD networks and long-distance fibre links, which are part of the UK National
Dark Fibre Facility (NDFF). The network is used to provide a quantum national infrastructure
testbed comparable to national classical communications infrastructure to test and validate new
quantum communication devices and demonstrate proof of concept quantum communication
experiments. The physical layer is a collaboration between the University of Bristol, University
of Cambridge, University of York, Toshiba Research Europe Ltd (TREL) and BT Group. Figure 3.8
illustrates the physical topology of the UKQN [171], which consists of four distinct parts:

1. Cambridge metropolitan QKD network (discussed in Section 3.1.2)
2. Cambridge-Ipswich QKD network (discussed in Section 3.1.3)
3. Long-distance links between Cambridge and Bristol via London

4. Bristol metropolitan QKD network
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FIGURE 3.8. Physical topology of the UK quantum network.

3.3 Bristol Dynamic Quantum Optical Network

The Bristol quantum network comprises four optical network nodes across Bristol city, including
the 5G access point in Millennium Square (WTC) and in One Cathedral Square (1CS) as well
as the University of Bristol campus nodes of HPN Group and the centre for Nanoscience and
Quantum Information (NSQI), as depicted in Figure 3.9.

As shown in Figure 3.10, each node has a QKD device, an Alice or a Bob, and an optical
cross-connect (OXC) switch. The nodes are connected through the metro optical network in a
meshed topology with dynamic optical switching capabilities (which is discussed in detail in
this chapter). In case of a link failure or a DOS attacked, a link switch will occur which requires
an additional one-hop to re-establish the link in such networks. Furthermore, the dynamicity
of such network optimise the resource allocation for the QKD devices (this is discussed in
details in Section 3.3.1). The network also support the coexistence of quantum and classical
channels, by using a classical data channel (100 & 200 Gbps, SEP+, C-band interface) which is
associated with each link and provides the system with the coexistence capability of classical
and quantum channels over the same fibre. The coexistence is discussed in detail in the next
chapter (Chapter 4). In this section, we first discuss the network architecture. We then introduce
the ID Quantique Clavis? QKD system and the Polatis optical switch which are the two main
components to build the dynamic Bristol quantum network, followed by a brief description of
software-defined networks.
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FIGURE 3.9. Map of the Bristol dynamic QKD network.
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Figure 3.10: Block diagram of the Bristol dynamic QKD network.
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3.3.1 Network Architecture

This section describes the overall network architecture concept used in the Bristol dynamic QKD
network. Full-mesh connectivity of a network with N nodes requires a minimum of N(N —1)/2
links. Therefore, as shown in Figure 3.11 I) to implement a direct QKD connection between
any two nodes and avoid the relayed function of trusted node configuration, six pairs of QKD
devices are required to cover all possible six links L1-L6. Of course, using only four pairs of QKD
devices as shown in Figure 3.11 II) the six links could be covered by realising relayed nodes
(trusted nodes) at the expense of using two QKD pairs to establish some links without a direct
connection (e.g. node N2 to node N3 employs QKD pairs A4 — B4 and A; — B; and node N1 to
node N4 using A; —B; and Ag — By). If a direct link is not required between each node, three
pairs are enough to cover a four-node trusted-relay network. Starting with an Alice at N1, Alice
and Bob at N2, Alice and a Bob at N4 and a Bob at N3. The connections between the nodes will
be as follows: A1 —Bg, A2 — By, and A4 — Bg. Figure 3.11 III) shows a 4 nodes implementation of
our dynamic full-mesh QKD network where each node has an Alice (A), a Bob (B) and an optical
switch (S). In this case, the Alice and Bob devices employed in the nodes are not dedicated to a
specific Alice or Bob on any other node as the switch allows to physically connect the output of
any Alice to the input of any Bob of the network. In this way, any node can establish a direct
QKD link with any other node without using a trusted node due to the ability to switch the
optical cross-connect port to the required destination port. The main advantage of the proposed
switched QKD configuration is that the number of QKD pairs required scales linearly with the
number of nodes (N QKD pairs for N nodes) for offering direct QKD links between any two
nodes of the network, as opposed to N(N — 1)/2 scaling without switches. In this experiment
although the network has a full-mesh physical connectivity, only four QKD devices were used
(two Alice devices and two Bob devices) and each node had either an Alice or a Bob depending
on the configuration resulting in mesh QKD topology. Figure 3.11 IV) and Figure 3.11 V) show
the two dynamic QKD configurations that were used in this experiment that when combined
the cover all 6 links of the network. The testbed is discussed in details in Section 3.4.

3.3.2 The ID Quantique Clavis? Quantum Key Distribution System

The ID Quantique Clavis? is a QKD system developed to serve as a versatile research tool for
quantum cryptography research [32], and it is a simplified version of the Cerberis QKD system
[172] which is mainly used for enterprise, government, and telecommunication production
environments. The Clavis? QKD system is considered as a “plug & play” QKD system, which
uses a patented auto-compensating optical schematic capable of automatically compensating
for polarisation mode dispersion providing outstanding stability and high interface contrast.
Furthermore, it consists of two stations (Alice & Bob), and it implements a phase-encoded
SARGO4 protocol [173] where the key information is encoded in the phase of two consecutive
photon pulses generated in a Mach-Zehnder interferometer. The SARG04 protocol implements
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FIGURE 3.11. QKD network topologies. I) 6 QKD pairs trusted-node-free static con-
figuration, II) 4 QKD pairs trusted-node static configuration, III) 4 QKD pairs
trusted-node-free dynamic full-mesh configuration, IV) Trusted-node-free dy-
namic mesh configuration one, V) Trusted-node-free dynamic mesh configuration
two. A: Alice, B: Bob, S: Optical Switch, Red line: Fibre with QKD communication,
Black lines: Fibre without QKD communication.

an identical approach to the BB84 protocol. Furthermore, when the end-to-end optical loss is <
3, the ID Quantique Clavis? falls back on the BB84 protocol since the SARGO04 is not proven to

be secure in this region.

Optical schematic for the ID Quantique Clavis? and General Theory of Operation
Figure 3.12 shows a simplified version of the optical system schematics for both Alice and Bob.
A laser pulse in the C-band (1551.7 nm) is emitted by Bob’s laser and travels through the second
port of the circulated into an unbalanced interferometer. Each pulse is split into two halves at
the 50/50 beam splitter (BS), where the first half goes through the short arm (early) and the
second half through the long arm (late). The polarisation of the pulse travelling through the
long arm (late) is rotated by (), resulting in both pulses existing from the same port at the
polarising beam splitter (PBS). The pulses then travel to Alice, where they get reflected by a
Faraday mirror resulting in two orthogonal polarised pulses, which are encoded and attenuated
to the single photon level. To implement the phase-encoded BB84 protocol, Alice encodes the
qubits only when the pulses are reflected. Alice applies a phase shift of 0, = or 7, 37” only on
the second pulse (late). Due to the combined effects of the PBS and the Faraday mirror, the
reflected pulses go through the opposite arm of the interferometer, i.e. the early pulse that
went through the short arm from Bob to Alice goes through the long arm when reflected and
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vice-versa. Bob then applies a phase shift of 0 or § one the reflected pulse that goes through
the long arm as the measurement basis. Since both pulses took different paths when reflected,
they arrive at the BS at the same time where they interfere. If Alice encodes the photon using
0=0 or 6=n and Bob measures in the 0, # basis (matching basis), detector 1 or detector 2 will
click, respectively. Similarly, if Alice transmits =% or 6=37” and Bob measures in the 7, 37”
basis (matching basis), detector 1 or detector 2 will click, respectively. However, if the encoding
of Alice differs from the measurement bases of Bob, i.e. Alice encodes using 6=0 or § =z and
Bob measures in the 7, 37” basis, there is an equal chance that detector 1 or detector 2 will click

and the measurement outcome is discarded in the post-processing stages.

Bob g Alice

‘ Circ— BS pasl— (1] VOA @ ?
M

Y @

FIGURE 3.12. Optical schematic for the ID Quantique Clavis?. Circ: circulator, D1,
D2: detectors 1 and 2, BS: Beam splitter, PBS: Polarisation beam splitter, VOA:
Variable optical attenuator, FM: Faraday mirror, PM-A, PM-B: Phase modulators
for Alice and Bob, respectively. Based on [32].

Optical system of QKDS-Alice station

As mentioned before in the simplified version, the optical system of the Alice station is mainly
used to encode the qubits. In this section, a detailed description of the Alice station is presented.
As illustrated in Figure 3.13, the intense incoming light pulses are split by a 10/90 beam
splitter (BS). The bright light (corresponding to 90% output port) is directed into three classical
detectors where one detector is used to serve as a time reference for the phase modulator
(Synchro), and two are used to secure the system (Alarm and CW). It is also essential to notice
that the light is further attenuated using a variable optical attenuator VOA2 to prevent the
saturation of the classical detectors.

1. Classical Det Synchro: It is an APD which detects the incoming optical pulses and generates
an electrical signal fed into the electronics system. The electronics delay the signals with
respect to the delay line in the quantum emitter part of the Alice station and use it as a
time reference to enable the phase modulation of the second reflected pulse (late). The
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APD is followed by a threshold discriminator that activates at a very low threshold to
indicate the timing of the late pulse.

2. Classical Det Alarm: It is a PIN photodiode which monitors the pulsed optical signals
entering the Alice station, followed by a threshold discriminator. When the power of the
pulsed optical signals entering the Alice station is above a certain threshold defined for
the detector, an alarm is triggered to protect the system.

3. Classical Det CW: It is also a PIN photodiode followed by an analogue to digital converter
used to detect the existence of a CW light in the Alice station. It is also used to measure
the loss of the quantum channel between Alice and Bob. In combination with the Classical
Det Alarm, both detectors are responsible for monitoring the incoming energy into the
Alice station to prevent Eve from injecting light into the system (Trojan horse attack) to
measure the phase applied by Alice.

The weaker light (corresponding to the 10% output port) is fed into the quantum emitter
arm (dashed box in Figure 3.13). The quantum emitter consists of a variable optical attenuator
(VOA1), a 200 GHz ITU standard optical bandpass fibre filter, a 12.5 km optical SMF spool
(delay Line), a phase modulator and a Faraday mirror operating at 1550 nm. VOA1 attenuates
the highly intense reflected light into a single photon level. The VOAL1 is followed by a 200 GHz
bandpass filter to filter the incoming light and contain out-of-band noise, followed by a 12.5 km
SMF delay Line. After that, the pulses pass through a phase modulator to encode a bit value by
modulating the second pulse of each pair of the reflected pulses, and finally, a Faraday mirror to
reflect the pulses and returns them orthogonally polarized to compensate for the polarisation
mode dispersion in the quantum channel fibre on a round-trip (Bob to Alice and Alice back to
Bob).

Optical system of QKDS-Bob station
As mentioned before in the simplified version, the optical system of the Bob station is mainly
used for three purposes, to generate the intense pulses, to apply the measurement bases on
the reflected pulse that travels through the long arm, and to detect the reflected photons using
two SPADs. This section highlights that all the fibres in the interferometer are polarisation
maintaining (PM) fibres used to reduce polarisation effects in the Bob station, as shown in
Figure 3.14.

Raw Key Distribution: General Principle of Operation
SUMMARY: Hardware protocol adhered to by the ID Quantique Clavis> QKD system

1. Preparation of Strong Laser pulse train:
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FIGURE 3.13. Optical schematic of QKDS-Alice station.
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FIGURE 3.14. Optical schematic of QKDS-Bob station.

a) Bob generates a 5 MHz train of laser pulses (period of 200 ns) and produces a laser

start signal.
b) Each pulse is split into two halves using the 50:50 BS.
¢) The polarisation of the half-pulse (late) through the long arm in rotated by (3).
d) Both early and late pulses exist the PBS through the same port due to the polarisation

rotation of the late pulse in the long arm and head towards Alice.

2. Preparation State of Alice Sync:
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Alice’s clock is synchronized with the incoming laser pulses using the Syncro classical
detector which produce a clock sync signal.

3. State Preparation on Weak Coherent Pulses:

a) The train of pulses is attenuated using VOAL.
b) The polarisation of both pulses is rotated by (3) by a Faraday mirror.

c) Alice PM: The second reflected (late) pulse of each pair is randomly modulated using
one of the four states (0, %, 7, &) .

d) The train of pulses is further attenuated using a VOAL1 into a set of weak coherent

pulses before leaving the Alice station.

4. State Measurement:
The first reflected coherent pulse (early) travels through the long arm of the interferometer
at Bob’s station where a random phase is applied (0, Z) for each pulse.

5. State Bob detection:

a) Detector 1 and Detector 2 gates activate the single photon detectors when the weak
encoded coherent pulses are reflect. The detector’s gates are activated with respect
to the variables delay (2x time of flight from Bob to Alice’s FM).

b) After the end of the frame period, the next frame is sent.

3.3.3 The Huber+Suhner Polatis Optical Switch

The Polatis optical switch [111] is an SDN-enabled all-optical circuit switch with a density of
up to 384 x 384 ports that supports all optical communication wavelength bands (Table 3.4)
transmission. Additionally, it enables bi-directional transmission with optical power signal
monitoring and variable optical attenuation at each port.

Table 3.4: Optical communications wavelength bands

Band Wavelength Range (nm)
O (Original) 1260-1360
E (Extended) 1360-1460
S (Short) 1460-1530
C (Conventional) 1530-1565
L (Long) 1565-1625
U (Ultra-long) 1625-1675

It is based on a direct beam steering technology (Directlight [174]) which is achieved by
having optical collimators on each side supported by compact piezoelectric actuators to point
the light across a 3D-space region - any input to any output - with minimal loss. The alignment is
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held in position and maintained using feedback from the position sensors at each input/output.
The internal structure of a 16 x 16 Polatis optical switch is shown in Figure 3.15.
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FIGURE 3.15. The internal structure of a Polatis optical switch. Each input port con-
nects to a fibre collimator, and a piezoelectric actuator aligns this with the colli-
mator corresponding to the desired output. Figure from [175].

Direct beam steering technology provides ultra-low loss (< 1 dB) and lower noise crosstalk
compared to traditional 3D microelectromechanical system (MEMS) switches [176]. Further-
more, the Polatis optical switches is more robust, compact and cheaper compared to 3D MEMS
switches. However, they are less scalable and slower than 3D MEMS switches [177]. A compari-

son between direct beam steering and 3D MEMS switches is shown in Table 3.5.

Table 3.5: Comparison between 3D MEMS switches and direct beam steering switches

3D MEMS Switches Direct Beam Steering
Price Expensive Cheap
Crosstalk Higher (<-40 dB) Lower (<-55 dB)
Scalability Higher (1296 x 1296 [178]) Lower (384 x 384 ports [111])
Physical size Bigger Smaller
Insertion Loss Higher (2-4 dB) Lower (1 dB)
Switching speed Faster (<10m sec) Slower (>10m sec)

3.3.4 Software-Defined Networks

Similar to classical communication, enabling techniques, such as SDN and resource allocation,
are being implemented to solve QKD networking issues. As shown in Figure 3.16, an SDN node
usually consists of a QKD transceiver, a key manager and an SDN agent. The SDN controller is a
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centralised entity that sends the control information to an SDN agent to enable flexible and
programmable configuration of the entire network. Therefore, since the SDN controller contains
all the vital information of the QKD network, it can solve complex networking scenarios whilst
maintaining a global perspective on the network. Hence, an SDN-enabled QKD network is
a flexible and programmable QKD network run by an SDN controller, which configures the
network control and management layer to optimise the QKD network performance.

SDN Controller

Applications
: i Control
Secret Keys ! :Information
'''' SDN Agent
Key Stats, .
Requiremnets : 2
1o S ' Configuration
: i Information

Key Manager

Keys
Extration

.....................

QKD
Transceivers

/

FIGURE 3.16. Abstraction model of an SDN-enabled QKD node.

As shown in Figure 3.17, devices and nodes are usually centred around an optical switch,
making them easier to configure, simpler to deploy, and more efficient, providing the ability to

achieve full topological reconfigurability.
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FIGURE 3.17. The internal structure of a single node in a software-defined network.

3.4 Experimental System Testbed
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Figure 3.18: Experiment Testbed. Red link: Fibre with QKD communication, Black link: Fibre
without QKD communication.

The original testbed for this experiment was designed to enable two functionality; 1) a dynamic
QKD operation, 2) the coexistence of quantum and classical channels in a QKD network.
However, since this chapter mainly focuses on dynamic QKD, we have decided to use a simplified
testbed setup Figure 3.18. A detailed testbed is included in Chapter 4 which focuses on the
coexistence of quantum and classical channels.

As shown in Figure 3.18, the network is divided into three layers; the data layer, agent layer,
and control layer. In a top-down approach, the control layer contains the SDN controller and the
required connectivity to the data plane equipment via the agent layer whereas the data plane
represents the optical fibre infrastructure, optical equipment and QKD-related devices. The SDN
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controller is responsible for the computation, creation, and management of the complete path
that traverses optical and SDN switches between the nodes. The SDN controller is individually
controlling the switches, QKD terminals, and encryption/application server in each node to
create secure channels through the agent layer. The SDN controller utilises a quantum aware
path computation mechanism, that calculates the best path for QKD and classical channel
including power and losses, for minimal effect on the quantum channel. The SDN controller
is also responsible for the establishment and management of paths that traverses between
the nodes, including both classical and quantum channels and requires an L2 network to
communicate with the data plane devices as demonstrated in [21].

To be able to perform the aforementioned tasks, the controller requires some essential
components, such as databases to store network data (e.g. routing and connection tables),
driver modules needed to control multiple different vendor devices, communication modules
that understand different protocols (e.g. gRPC and Netconf), and finally intelligent algorithms
that could use both heuristics or machine learning to optimise the usage of the network
resources. The computational units host the software needed to communicate and control the
equipment, including the Key Management System (KMS). The KMS is an entity that manages
keys in a network in cooperation with one or more other KMS. When new cryptographic keys are
generated by a QKD device, the keys are securely stored in a database (also called as key store)
managed by the KMS. Such key stores provide a "key buffer" within the network, effectively
decoupling the key generation process from the key consumption applications, allowing greater
tolerance to bursts of key usage as also to temporary unavailability of the key-generation devices.
Additionally, the KMS is responsible for monitoring and recording the usage and generation
of keys, thus providing valuable statistics that can be used by the SDN controller. In the next
section we describe the implementation of this architecture, as we describe the experimental
setup.

Each device has a companion agent that facilitates the communication with the SDN
Controller. For instance, the QKD Agent (CQP Toolkit [179]) interfaces with QKD devices, stores
the generated keys and can be controlled via gRPC; the OXC Agent applies the received flows
from the SDN controller; and the FPGA Agent pushes keys and loads encryption algorithms.
Moreover, there is a public communication channel between some of the agents to its peers,
mainly for key synchronisation purposes.

Next, on the data plane, each node is composed of several components, including but not
restricted to, optical switches, QKD equipment, data encryptors, and computational servers.

3.4.1 Data Plane

This testbed is used to demonstrate the dynamic QKD-networking using multiple QKD pairs.
Each node is equipped with optical switch (Polatis), a QKD device (Clavis?), an encryption unit,
data servers and a secure server. The testbed was designed to provide flexibility enabled by the
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SDN Controller. In these nodes, the encryption server will interface to the ID Quantique Clavis?
unit for the QKD protocol and an optical output of 100 Gbps data rate [16, 21] will transport the
encrypted data towards the optical link via the Polatis switch. The FPGA encryptors/decryptors
are SDN-enabled programmable encryptors/decryptors that provide on-demand encryption
algorithms from an encryption library consisting of AES-256, AES-192, AES-128, Camellia-256,
XOR, and no-encryption configurations [16, 21, 22].

3.4.2 Control Plane

Each node has several components that need to be monitored and controlled by the SDN
controller. To provide connectivity between the SDN controller and all the controllable devices in
our deployed network we devised a supporting management network. One particular component
is the Secure Server, that connects to L2 switches and other Secure Servers (using 10 Gbps small
form-factor pluggables (SPFs)), thus accounting for the control plane logical and electrical
connections described in Figure 3.18.

The Secure Servers also host the Key Manager System (KMS) that doubles down as a key
database and as an agent to manage and control the QKD devices. The KMS software of choice
was the CQP Toolkit, developed in-house [179]. Additionally, the Secure Servers also hosts the
OXC agent and the encryption unit agent.

The SDN controller is responsible for the establishment and management of the complete
path that traverses the optical SDN switches between the nodes. It can handle paths for the
quantum channel, classical channels, and coexisting QKD and Classical channels. Additionally
to the switches, the QKD terminals and the encryption units are also controlled.

In the current controller state, the routes are calculated offline using the network information
and then uploaded to the controller. This network information includes the OXC ports, link
connections and losses, and available routes. Therefore, the path assignment consists of selecting
the most suited route available for the incoming request (e.g. fibres with smaller losses for a
quantum channel). Quantum channels can be established between any two matching devices
(i.e. one Alice and one Bob) as per the user’s request.

The controller monitors the SKR and QBER in real-time and fetches these parameters from
the QKD agent (CQP Toolkit) using gRPC whenever the parameters are updated (every two
minutes). Furthermore, when a new QKD connection is established the configurations table is
automatically updated based on the available links. Although the switches configuration occurs
instantly, establishing a new QKD link requires 10-15mins to authenticate the QKD devices and
generate keys.

Figure 3.19 summarises the flow when a new request arrives to the SDN controller. The
start connection request identifies a source site and a destination site and retrieves all the
information pertaining to that particular pair from the routing table. This information includes
the cross connections (e.g. OXC’s input and output ports) needed to fulfil the path between
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sites. The SDN controller utilises the information to install the flow rules in the OXC. After
the OXC devices are configured, the controller issues the start QKD message towards to the
KMS agents, triggering the start of the key generation process. Thereafter, the monitoring of
the Quantum Bit Error Rate (QBER) starts, raising an event within the controller in case there
is a deviation the QBER values. If the QBER is below a QBER threshold (6% by default), it is
deemed as acceptable and the encryption unit is set to initiate the encryption software, creating
an encrypted tunnel between the endpoints. However, if at any moment the QBER monitored
is above the threshold, the current quantum channel quality is noted as unsatisfactory and
therefore the controller proceeds to fetch the next available route in the routing table connection
and the aforementioned process starts again.

New Request
(Source / Destination /
is QKD secured?)

Find best path
(e.g. lower losses
for QKD)

Configure switches
g and QKD services

quuest No Success? )<
rejected \/

Yes

4

Start .QB. ER Accepted
monitoring

Figure 3.19: New request flowchart. In addition to classical resource allocation, the SDN
controller also considers QKD-impacting characteristics, such as link losses, and optimise the
allocation to provide a better QKD experience when a QKD-secured connection is requested.

Once the whole system is running, the quantum keys are generated by the ID Quantique
Clavis? and stored on databases managed by the KMS system. In addition to the KMS, CQPToolkit
software suite also encompasses an interface to control the ID Quantique Clavis? devices and
an encryption application. This controlling interface allows the SDN controller to start/stop
ID Quantique Clavis? devices and subsequently to request statistics to monitor the quantum
channel parameters. All communication between CQPToolkit and the SDN controller is done
using gRPC as communication protocol. As encryption application, CQPToolkit suite ships with
the QTunnelServer software which implements one solution to the problem of sending encrypted
data from one site to another. It creates an encrypted tunnel thus allowing secured data transfer
by using AES-256 encryption.
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3.5 Results

Table 3.6 shows the main parameters of both configurations of the dynamic QKD network of
Figure 3.11 IV and V. The parameters of the optical fibre links are described, such as fibre
lengths and end-to-end power losses. Also, Table 3.6 depicts the number of cross-connections
per link required for dynamically switching to the quantum channel requested. The quantum
parameters of QBER and SKR are represented in this table. In addition, the combination of
links for multihop scenarios is included to show the performance of the dynamic QKD network
without coexistence. As observed, the link L1 with the lowest power budget (5.19 dB) excluding
back-to-back configuration achieves the lowest QBER of 1.31% and the highest SKR of 1762.06
bps. However, since L6 has the highest power budget of 9.61 dB and two cross connections,
results show the highest QBER of 3.65% and the lowest SKR of 360.08 bps, being near the
power budget limit of the QKD system used. L5 and L6 are field deployed fibres that were
purposely chosen to reach the power budget limit of the QKD system. In Table 3.6 A3—B; means
the direct connection from Alice in Node 2 to Bob in node 1 whereas L1 + L2 is the connection
from Bob in node 1 to Alice in node 3 via the switch in node 2 as shown in Figure 3.11 IV.

Table 3.6: Dynamic QKD network parameters

Fibre End-to-

Link Length End Power # OXC Q(E/E)R (?JI;PS{)
(km) Budget(dB)
Back-to-Back 0 4.99 1 1.02 2575.69
L1 (A3 —-By) 0.5 5.19 2 1.31 1762.06
L2 (A9 —B3) 1 5.70 2 1.43 1414.15
L3 (A3 —By) 5.8 6.90 2 1.70 1078.03
L4 (As—-By) 4.7 7.00 2 1.91 895.54
L5(A;1-By) 1.625 9.22 2 3.03 418.74
L6 (A3 —By) 1.625 9.61 2 3.65 360.08
L1 +12 1.5 7.44 3 2.01 819.22
L1+ 13 6.3 8.60 3 2.70 533.97
L1 + 14 5.2 8.79 3 2.73  542.26
L2 + 13 6.8 9.14 3 3.03 430.56
L2 + 14 5.7 9.42 3 3.05 417.94

The network comprises four nodes interconnected via single-mode fibre (SMF) links resulting
in a full-Mesh classical network due to physical fibre connecting all four nodes simultaneously.
Figure 3.20 shows the physical connections for all the links in Table 3.6, which are constructed
from Figure 3.11 IV and V. Each node has an Alice (A), a Bob (B) and an optical switch (S), and
all the scenarios were tested to see the impact of the optical switch on the quantum channel
performance. Figure 3.20 also highlights the advantage of using an optical switch, where each
node can communicate with other nodes using multiple configuration. For instance, if A; needs
to communication with By, a direct link (L5) could be established. However, in a scenario where

50



3.5. RESULTS

FIGURE 3.20. QKD network topologies. A: Alice, B: Bob, S: Optical Switch, Red line:
Fibre with QKD communication, Black lines: Fibre without QKD communication.

L5 is down, A; can communicate with By via the optical switch at Node 2 using L1 + L3 while
avoiding trusted nodes. The ability to link two nodes using multiple configuration is useful in
case of link failure or Denial of Service (DoS) attack [180]. Using the optical switch provides
an additional path in such mesh topologies, making it easier and faster to re-establish the
broken link. Furthermore, due to direct link connections and relativity small distance (= 10 km)
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between nodes in dense urban metropolitan networks, dynamic QKD optimises the expensive
QKD equipment by adding an optical switch to each nodes, overcoming the point-to-point
restriction of the QKD connections. It also increases the resilience of the QKD network in case of
physical attacks on the fibres and provides faster and easier restoration of the QKD link, hence
enchaining the link recovery and physical security of the network.

3.6 Summary

We have demonstrated a trusted-node-free dynamic QKD networking implementation over a
testbed that spanned across four optical nodes interconnected in mesh topology with short links
between nodes emulating the case of a dense metropolitan region. The network allows the
dynamic deployment of any QKD link between two nodes of the network, while a QKD-aware
centralised SDN controller is utilised to provide dynamicity in switching and rerouting. To test
all possible links, we used two QKD systems in two different configurations. The link with the
lowest optical loss (5.19 dB) achieved SKR of 1762 bps and a QBER of 1.31%. Whereas, the
link with highest optical loss (9.42 dB) achieved SKR of 417 bps and a QBER of 9.42%.
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CHAPTER

COEXISTENCE OF QUANTUM AND CLASSICAL CHANNELS IN OPTICAL
NETWORKS

Declaration of Work

This chapter is based on [1, 2]. In [1], I developed the final testbed physical layer design
in collaboration with Emilio Hugues-Salas.

In [2], I developed the testbed, carried out the experiments that investigate the impact
of classical channel position.

I built and characterised the testbed, measured the Clavis? QBER and SKR, measured the
Voyager BER, and processed the data for both experiments. [1, 2]

All of this work was done under the supervision of George Kanellos and Reza Nejabati.
Since I am the lead author of [1, 2], parts of the articles have been reused in the chapter
where appropriate.

ne of the main goals of quantum communication is to provide worldwide connectivity

via complex networks — similar to the current internet — with ultimate security based

on the laws of physics rather than computational complexity. Quantum networks are
moving towards interconnecting seamlessly multiple nodes and enabling applications beyond
QKD, such as blind and distributed quantum computing.

Coexisting quantum and classical channels in a single medium would be beneficial for the
integration of quantum technologies with the current optical infrastructure and aids applications
such as QKD and blind and distributed quantum computing to reach their maximum capabilities.

To this end, we have demonstrated a four-node trusted-node-free metro network configura-
tion with the coexistence of quantum and classical channels over deployed fibre links. We tested

53



CHAPTER 4. COEXISTENCE OF QUANTUM AND CLASSICAL CHANNELS IN OPTICAL
NETWORKS

different scenarios, including varying the number, power and position of the classical channels
and investigated their effects on the quantum channel performance in terms of SKR and QBER.

We start this chapter by reviewing the different physical impairments sources in a DWDM-
QKD system, such as channel crosstalk noise, Raman scattering, and four-wave mixing (FWM).
Followed by an investigation of the impact of the classical channel’s spacing and position on
the quantum channel. After that, we introduce the equipment needed in a DWDM-QKD system,
followed by a detailed description of the equipment detrimental to QKD and necessary for the
coexistence. Next, we provide a brief overview of the state-of-the-art coexistence system in the
lab and field and introduce the Bristol QKD network. We then discuss the experimental system
testbed for the Bristol QKD network, followed by a detailed discussion on coexistence results
and scenarios. Finally, we present multiple use cases of coexistence in real-life demonstrations

and conclude the chapter by providing an evaluative summary of the main findings.

4.1 Physical Impairments Sources in a DWDM-QKD System

Even though it is becoming easier to build quantum networks using classical infrastructures
as shown in the previous chapter Chapter 3, classical networks are not free from physical
impairments at the quantum channel power levels (a single photon level = —159 dBm). This
is because, if the crosstalk noise in a classical system is 40 dB or more below the classical
channel power, the classical infrastructure can operate properly [181]. Therefore, classical
communication systems do not compensate for physical impairments at a power level lower
than 40 dB from the classical channel power. However, since the optical power of a classical
channel is orders of magnitude higher than the power of a quantum channel and the difference
between the power of a classical communication channel and a quantum channel is usually
> 100 dB, such physical impairments are a complication that needs to be addressed when
coexisting quantum and classical channel in the same fibre. These physical impairments are
generated from the optical nonlinear effects from classical channels [182]. Due to the physical
impairments and insufficient isolation between the quantum and classical channels, unwanted
noise photons are generated in the optical bandpass of the QKD receiver; hence increasing
the error rate. The increase in the error rate degrades the quantum channel performance, and
therefore, limits the range and key generation rates of QKD system. In this section, we discuss
three physical impairments sources: 1) Channel crosstalk noise, 2) Raman scattering and 3)

Four-wave mixing.

4.1.1 Channel Crosstalk Noise

As stated above, insufficient isolation between the classical and quantum channels could cause
a noise leakage into the quantum channel; this noise is called channel crosstalk noise [183]. To
suppress the channel crosstalk noise, enough isolation (typically > 110 dB [184]) is required
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to reduce the channel crosstalk noise level below the dark count contribution. This isolation
is achieved by using multiple stages of filtering and could be achieved using off-the-shelf
DWDM components. It can also be achieved by using different telecommunication bands for
the quantum and classical channels. In this case, the nonlinear effect impact on the quantum
channel becomes weaker, and therefore, it is easier to provide the required isolation. In all of
our experiments, we used multiple stages of filtering, including an ultra-sharp filter (with edge
slopes of up to 800 dB/nm and 60 dB of isolation), which are discussed further in Section 4.3.

4.1.2 Raman Scattering

Raman scattering arises from an inelastic interaction of a pump light with vibrational modes
(optical phonons) in a fibre. The scattered noise photons get excited or de-excited and generated
at a wavelength higher than the pump wavelength (Stokes) and lower than the pump wave-
length (anti-Stokes) [184, 185]. Raman scattered photons can cover the entire C-band [186],
with the maximum intensity at around 13 THz, which is equivalent to 100 nm at 1550 nm
as shown in Figure 4.1 (a). Moreover, the minimum intensity is usually at around 200 GHz,
which is equivalent to 1.6 nm at 1550 nm. Whether the classical light is co-propagating or
counter-propagating with respect to the quantum signal, a broad spectrum is generated with an
overall optical spectrum of over 200 nm [187].

Since in all our experiments, the quantum and classical channels are co-propagating in the
fibre, we only consider the forward Raman scattering noise. The power of the forward Raman
scattering noise generated by the classical channels 1; at the quantum channel wavelength A ;
within a bandwidth of AA is given by [184, 185, 188]:

Ir =I.Le "Fp(A;,A)AA, (4.1)

Where p(1;,1;) and AA represent Raman cross section and the bandwidth of the quantum
receiver, respectively. L, a, and I. denote fibre length, fibre attenuation coefficient, and the
coexistence power, respectively.

Furthermore, forward and backward Raman scattering exhibits completely different be-
haviour at a higher fibre length in both the C and L-band [189]. As shown in Figure 4.1 (b),
the power of forward Raman scattering peaks at a distance of around 22 km, whereas, that of
backward Raman scattering does not decrease with distance. Therefore, a higher fibre distance
would lead to a reduction of Raman noise in the case of forward scatter, while in the case of
backward scatter, a higher fibre attenuation would not affect the Raman noise, but rather it
reaches saturation asymptotically.
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Figure 4.1: (a) Measured Raman cross-section of a pump laser wavelength centred at 1550 nm
in an SSMF. Figure from [185]. (b) Measured (symbols) and calculated (solid lines) forward
(>) and backward («) Raman noise power into the quantum receiver. Figure from [189].

4.1.3 Four-wave Mixing

FWM is a nonlinear effect that arises when two or more pump fields interact with the y®
nonlinearity of optical fibre [190]. Three optical signals with frequencies f;, f;, and f3 (i,j # k)
are transmitted in an optical fibre. Due to the third-order nonlinearity, a new frequency f; j, is
generated.

fijp=fi+fi—fr 4.2)

The peak power of this new signal Irwy is obtained by [185, 191]:

nD2Y2IC3e_aL

9a? (1-e 2, (2)

I'vwm =

where D is the degeneracy factor, which is equal to 3 for f; # f; # fz. The parameters y
denotes fibre nonlinearity, and 7 is obtained by:

_a? 4e~Lsin® (ABL/2)
a2+ Ap? (1-e-aL)?

7 , 3)

where AB is the phase matching factor.

The FWM noise product might fall into the optical band of the quantum channel filter as an
in-band noise, and, therefore, cannot be filtered (Figure 4.2 illustrates the additional frequencies
generated through FWM). To prevent this from happening, we can increase the channel spacing
which would eliminate the FWM noise completely [192]. We can also use unequally spaced
channels in order to minimize the noise effects on the quantum channel [193, 194].
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Figure 4.2: Additional frequencies generated through FWM.

4.2 The Impact of Channel Spacing and Position

For the classical channels, we consider a classical band of 8 channels and 50 GHz spacing
between each channel, coexisting with a fixed quantum channel (193.70 THz 1547.72 nm)
in SMF. These parameters are chosen based on the capabilities of our testbed. In [195-197],
optimal wavelength assignment in DWDM-QKD systems has been investigated. Our calculation
is based on the fact that the classical channels are located in the C-band and the quantum
channel is at ITU channel 37 (193.70 THz 1547.72 nm). Furthermore, it is assumed that the
quantum channel is in the anti-stokes region of the Raman spectrum of the classical channels.
We denote the coexistence power by I.. Considering both Raman scattering and FWM, we
numerically calculate the best and worst locations of a classical band with respect to its impact
on the performance of the quantum channel in terms of SKR and QBER.

Figure 4.3 shows the best and worst cases for the spacing between the classical band and
the quantum channel for different values of I.. For low values of I., Raman scattering is the
dominant source of noise. Therefore, the optimum location of the classical band is at the dip of
the Raman spectrum which is near the quantum channel (1.6 nm spacing), whereas the worst
case is at the peak of the Raman spectrum (8 nm spacing). As I, increases, both Raman noise
and FWM crosstalk increase as well. For adjacent channels (1.6 nm), FWM crosstalk increases
much faster and becomes more dominant at higher coexistence power ~ -5 dBm. However, for
non-adjacent channels (8 nm), Raman scattering is the only source of crosstalk that impacts
the quantum channel performance due to the large spacing (8 nm) between the quantum and
classical channels. As shown in Figure 4.3 inset, the FWM impact is minimal for non-adjacent
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Figure 4.3: Best and worst case scenarios for the classical band spacing, considering different
values for the coexistence power in the SMF. The photon count rate at the quantum channel
wavelength due to Raman scattering and FWM noise of adjacent (*) and nonadjacent (()
classical channel bands are also shown in the figure. Done using Matlab.

channel, and with a spacing of 8 nm, the FWM noise is practically eliminated. Figure 4.3 inset
also shows the photon count rate generated at the quantum channel wavelength (193.70 THz
1547.72 nm) due to the Raman noise and FWM noise at two different spacing between
the quantum and classical channels: 1.6 nm (*) and 8 nm ((J). The following parameters
were considered to calculate the photon count rate: Quantum detector efficiency= 20%, fibre
length= 2 km, bandwidth of quantum channel band-pass filter= 100 GHz, and y= 14x10~*
based on [198].

4.3 Equipment in a DWDM-QKD System

A DWDM-QKD system is a system where the quantum channel is multiplexed with classical
channels through DWDM devices. As shown in Figure 4.4 any DWDM-QKD system usually
contains four main parts:
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1. QKD system (transmitter & receiver)
2. Classical optical communication system (transmitter & receiver)
3. WDM optical devices (multiplexer & de-multiplexer)

4. Transmission medium (SMF, MCF, HCF, free space)

In this thesis, we used two QKD system, Clavis? and Clavis® from ID Quantique. We intro-
duced the Clavis? QKD system in Section 3.3.2, whilst the Clavis® QKD system is introduced in
Chapter 5. For the classical optical communication, we used optical packet DWDM platforms
that are used with bandwidth-variable transponders (BVTs) which is introduced in the next

section.
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Figure 4.4: Illustration of general coexistence scheme.

4.3.1 Equipment that is Detrimental to Quantum Key Distribution

In the previous chapter, we highlighted the ease of integrating the Polatis optical switch into
a quantum network. Unfortunately, not all devices can be integrated without affecting the
QKD system performance. Here, we consider two optical devices that have negative effects in a
quantum network.

4.3.1.1 SFP+ and QSFP+ Transceivers (Facebook Voyager)

In all of our experiments, the classical optical channels were established using enhanced small
form-factor pluggable (SFP+) and enhanced quad small form-factor pluggable (QSFP+) fibre
transceivers. We used two Facebook Voyager Optical systems, which are an open packet DWDM
system used with bandwidth-variable transponders (BVTs) [199]. Each of these units includes
four BVT ports reconfigurable to coherent 100 Gbps (PM-QPSK), 150 Gbps (8-QAM) or 200
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Gbps (16-QAM) and each port can be tuned to any of the 100 wavelengths in the C-band
included in the ITU-T grid with 50GHz offset. Adaptable soft-decision forward error correction
(SD-FEQ) is also available in the transponders to enable maximum transmission capacity with
minimum errors. The Voyager is able to transmit a classical signal configured for 200 Gbps per
wavelength capacity using 16-QAM modulation over a 180 km maximum transmission distance
for a point-to-point link.

4.3.1.2 Erbium-Doped Fibre Amplifiers

Erbium-doped fibre amplifiers (EDFAs) are devices that amplify classical optical signals, which
work on the principles of stimulating the emission of photons. At the core of an EDFA is
a conventional silica fibre doped with Erbium. When the Erbium is excited with light at a
suitable wavelength, it decays to a ground state after being in an intermediate state, hence
amplifying classical signals by emitting light in the C-band. No-cloning theorem (discussed in
Chapter 2) shows that EDFAs are incompatible with QKD. Furthermore, as shown in Figure 4.5
the amplified Spontaneous Emission (ASE) noise generated by EDFAs requires filters with over
60 dB of isolation to push the signal down to the level of weak coherent pulses. Innovative
techniques which are used in the Cambridge-Ipswich network [157] include separating the
quantum and classical signals before amplifying the classical signal to minimise the crosstalk
from the amplified spontaneous emission (ASE) noise before combining the signals again. Other
techniques are operating the quantum and classical channels at different bands (examples
are shown in Section 4.4) or sending the classical and quantum signals in different fibres (no

coexistence).

4.3.2 Equipment that is Necessary for Coexistence

To enable the coexistence of quantum and classical channels, components are required to filter,

multiplex, and separate the quantum and classical channels.

4.3.2.1 Filters

As discussed in Section 4.1, an isolation of >110 dB is required to reduce the channel crosstalk
noise level below the dark count contribution and filter out-of-band noise. Therefore, filtering
the quantum and classical channels is crucial in a DWDM-QKD system. The choice of filters is
limited for quantum channels due to the limited loss budget compared to the classical channels,
where amplification is possible. Furthermore, the quantum channel is usually fixed to a single
wavelength, in contrast with the classical channels, which are tunable to different wavelengths

based on the application.

1. Quantum channel filters: We usually use a low loss (=~ 0.8 dB) passive DWDM band-
pass filter centred at the quantum channel wavelength (1551.7 nm for the Clavis? and
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Figure 4.5: Noise profile for an erbium-doped fibre amplifier, acting ona 1550 nm signal. Figure
from [175].

1547.72 nm for the Clavis?) with an optical bandwidth of 0.8 nm (100 GHz). Such filters
provide > 25 dB and = 35 dB of isolation for adjacent and non-adjacent channels, respec-
tively. Figure 4.6 illustrates a simplified version of the operating mechanism of a passive
DWDM filter. When transmitting two different channels at 1551.72 nm and 1553.33 nm
through the common port of a DWDM filter centred at 1551.72 nm, the 1551.72 nm
channel goes through the pass port, whereas, the 1553.33 nm channels gets reflected
and goes through the reflect port. Therefore, these filters are not only used to filter the
quantum channel, but also to separate the quantum and classical channels at the quantum
receiver node.

2. Classical channel filters: Since the classical channels can be amplified, tuned and added
based on the application, a tunable bandpass filter with adjustable bandwidth and high
isolation is usually used. These filters can be used to filter quantum channels, however
due to their high loss (> 5 dB), passive DWDM bandpass filters are preferred. In our
experiments, we used two types of filters for the classical channels, as shown below.

a) Yenista Tunable Filter [200]: is a tunable bandpass filter (TBPF) with a flat-top and
sharp filter edges (up to 800 dB/nm) with a high isolation (out-of-band suppression)
of 60 dB. The full width at half maximum (FWHM) bandwidth ranges from 32 pm
(4 GHz) up to 5 nm (625 GHz). The Yenista filter has an insertion loss of 6 dB,
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Figure 4.6: Illustration of a DWDM filter operation.

and an excellent wavelength coverage with over a 200 nm range, covering the S, C
and L telecommunication bands. The shape of the filter profile is shown in pink in
Figure 5.11.

b) WaveShaper [201]: is a reconfigurable optical processor that is based on Liquid

Crystal on Silicon (LCoS) technology [202]. As shown in Figure 4.7, the input signal
is reflected by a cylindrical mirror to a conventional grating, where it gets dispersed.
The dispersed optical signal is then reflected by the same mirror to the LCoS optical
processor. The LCoS optical processor consists of a matrix of reflective liquid crystal
elements, which are controlled by varying the voltage of each element. By controlling
the voltage, individual phase shifts are added to the reflected signals, therefore,
allowing beam steering of signals hitting the LCoS processor. Each wavelength is
switched and filtered independently without interfering with other wavelengths due
to the wavelength separation on the LCoS chip. Such structure allows the WaveShaper
to be used as a wavelength-selective switch (WSS), a bandpass filter, and a (de-
)multiplexer. It is configured by software commands and has 20 bi-directional optical
ports which can be used in any combination. Each port can be used as a bandpass
filter covering the entire C-band with a tunable bandwidth ranging from 10 GHz
(0.08 nm) to 5.36 THz (42.7 nm). The WaveShaper has an insertion loss of 5 dB.

In our experiments, the WaveShaper is usually used as a multiplexer to combine
multiple classical channels and a filter to filter each classical channel individually
before combining them into the output port. It is followed by the Yenista filter which
filters the out-of-band noise for the combined classical channels. Further details
are shown in Section 4.5 and Chapter 5. We also the WaveShaper to multiplex the
quantum channels in Chapter 6’s experiments.
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Figure 4.7: The internal structure of a WaveShaper programmable optical processor [175].

4.3.2.2 (De-)Multiplexers

Coexistence is not possible without components to multiplex (combine) the quantum and
classical channels into a single medium and to de-multiplex (separate) the quantum and
classical channels into their distinct receivers. Furthermore, when coexisting with more than
one classical channel - which is always the case in our experiment - a multiplexer is required to
combine the classical channels into a single output port to be multiplexed with the quantum
channel. A de-multiplexer is also required to separate the classical channels into multiple ports
for detection. If the device is wavelength-agnostic such as couplers/splitters, it can be used as a
multiplexers/de-multiplexers. The following components have been used in our experiments to
combine and separate quantum and classical channels:

1. Couplers/Splitters: a 95/5 coupler has been utilised in our experiment to combine the
quantum and classical channels as shown in Section 4.5. The 95% port was used for
the quantum channel due to the low loss ~ 0.7 dB, whereas, the 5% port was used for
the classical channel. As mentioned before, the advantage of using a coupler to coexist

the quantum and classical channels is its wavelength-agnostic propriety which makes
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it possible to combine any wavelength for both the quantum and classical channels.
Furthermore, a 1x8 coupler/splitter was used in Section 5.1.1 to combine/separate eight
classical channels to facilitate the coexistence/detection of the channels.

2. DWDM filters: As shown in Figure 4.6, a DWDM filter can be used as a de-multiplexers
since it filters the quantum channel wavelength while reflecting all other wavelengths
(classical channel wavelengths), therefore, it separates the quantum from the classical
channels. However, it can also be used as a multiplexer (coexistence stage) by transmitting
the quantum channel through the pass port and the classical channel through the reflect
port, resulting in both the quantum and classical channels to be transmitted via the
common port. The main advantage of using a DWDM filters is the low loss from both
the pass and the reflect port = 0.5 dB for both, compared to the 13 dB of loss for the 5%
port of the 95/5 coupler. However, since it is wavelength specific, we can only coexist the
quantum channel that is centred at the wavelength of the pass port.

3. WSS: As mentioned before, the WaveShaper can be used as a WSS, a (de-)multiplexer,
and a filter due to its reconfigurability, with a fixed 5 dB of loss per port. Since in most of
our experiments, we used eight classical channels (limited due to the output ports of the
voyager BVT) and the loss of a 1x8 coupler is 12 dB per port, a WSS is the superior choice
to use in terms of loss. Furthermore, the coupler provides no additional filtering, whereas,
the WSS provides over 30 dB of isolation which is crucial to reach the 110 dB required
to eliminate the crosstalk noise. Therefore in most of our experiments, we used the WSS
to multiplex and combine the classical channel into a single output. We also used the
WSS as a multiplexer for our quantum channels in our dynamic entanglement network in
Chapter 6, since each user required more than one quantum channel to have a full-mesh
connected quantum entanglement network.

4.4 State-of-the-Art Quantum and Classical Channels Coexistence

As stated before, integrating quantum technologies with the current classical infrastructure
requires both technologies to coexist in one medium. In this chapter, we highlight the state-of-
art coexistence experiments both in the lab and in the field. Table 4.1 summarises the main
features of the lab-based coexistence experiments. The first coexistence experiment which
provided a blueprint and was used as a reference for future experiments, was reported more
than 25 years ago in 1997 [187]. It was then followed by a variety of theoretical analysis and
system experiments both in lab and field using WDM techniques for the coexistence of quantum
and classical channels [183-187, 189, 203-222]. As shown in Table 4.1, the coexistence of
quantum and classical channels where they are both in the same optical wavelength bands
(C-band) or in different optical wavelength bands (O-band for the quantum and C-band for the
classical) has been extensively studied and demonstrated. Coexisting the quantum and classical
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channels in the C-band has many advantages, such as lower fibre loss in the C-band compared
to the O-band and better compatibility with the current fibre infrastructure. However, the
nonlinear effects such as Raman scattering and channel crosstalk noise become more dominant;
hence a lower total coexistence power is achievable. In contrast, when coexisting the quantum
and classical channels in different bands - by choosing the O-band for the quantum channel and
the C-band for the classical channels - sufficient isolation can be ensured to eliminate physical
impairments sources from the system.

Table 4.1: Summary of system experiments for the coexistence of quantum and classical channels
using WDM technology

Quantum Classical Number of Classical channel Multiplexed data Achievable Max QKD Year Reference
wavelength band wavelength band classical channels launch power (dBm) bandwidth (Gbps) distance (km) SKR (bps) Type
O-band C-band 1 Tunable 1.2 28 NA DV 1997 [187]
O-band C-band 4 Tunable NA 10 100 DV 2004 [203]
O-band C-band 1 6 NA 10 70 DV 2005 [204]
O-band C-band 4 Tunable 17.5 25 9 DV 2005 [205]
O-band C-band 4 -21 40 15 8 DV 2006 [206]
C-band C-band 4 -2 10 50 NA DV 2006 [183]
O-band C-band 4 Tunable NA 10 100 DV 2009 [207]
C-band C-band 2 -5 NA 25 6 DV 2009 [184]
C-band C-band 4 Tunable 1 50 11 DV 2010 [185]
C-band L-band 3 Tunable 1.25 90 7,600 DV 2012 [189]
C-band C-band 2 Tunable 20 70 52,000 DV 2014 [186]
C-band C-band 1 -3 NA 75 490 CvV 2015 [208]
C-band L-band 3 Tunable 1.25 25 1,000,000 CvV 2015 [209]
C-band C- and O-band 2 -5 0.1 45 4,000 DV 2015 [210]
C-band C-band 2 Tunable 200 101 10,000 DV 2016 [211]
O-band C-band 32 10 7168 80 1,000 DV 2017 [212]
C-band C-band 1 -5 100 150 1,000 DV 2017 [213]
C-band C-band 20 18 560 5 NA CvV 2017 [214]
C-band C-band 7 4 87.5 10 50,000 CvV 2018 [215]
C-band C-band 18 14 3500 10 75,000 CvV 2018 [216]
C-band C-band 10 3 100 20 90,000 CvV 2018 [217]
C-band C-band 100 12.9 18300 10 28,900 Ccv 2019 [218]
S-band C-band 56 13.6 5600 25 NA CvV 2019 [219]
C-band C-band 5 -14 50 40 NA DV 2019 [220]
C-band C-band 1 6 NA 13 300,000 CV 2020 [221]
C-band C-band 11 15.6 NA 13.2 12,000,000 CV 2020 [222]

Several field trials around the world investigated the coexistence of quantum, and classical
channel over deployed fibre [1, 129, 130, 143, 157, 223-225]. Table 4.2 summarises the
main features of the field-trails coexistence experiments. In [223], the quantum channels in
the C-band is transmitted with a clock signal in the L-band over 97 km of deployed SMF. In
[225] coexistence of quantum and classical channels in the C-band is demonstrated in co- and
counter-propagation configuration over 66 km of deployed fibre. Furthermore, [130], and [129]
are the Cambridge quantum network and Madrid quantum network, which were discussed in
Section 3.1.2. Cambridge-Ipswich Network [157] was discussed in Section 3.1.3, and finally
[1] is the Bristol QKD network which is discussed in the next chapter.
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Table 4.2: Summary of field trials for the coexistence of quantum and classical channels using
WDM technology

Quantum Classical Number of Classical channel Multiplexed data Achievable Max QKD Year Reference
wavelength band wavelength band classical channels launch power (dBm) bandwidth (Gbps) distance (km) SKR (kbps) Type

C-band L-band 1 -33 NA 97 0.820 DV 2008 [223]
C-band C-band 4 -10 40 26 160 DV 2014 [224]
C-band L-band 3 Tunable 1 2.08 10 CV 2016 [143]
O-band C-band 20 21 3,600 66 5.1 DV 2018 [225]
C-band C-band 2 Tunable 200 10.6 2580 DV 2019 [130]
C-band C-band 17 NA NA 3.9 70 Cv 2019 [129]
O-band C-band 5 Tunable 500 14.2 1.95 DV 2019 [157]
C-band C-band 4 Tunable 400 5.8 1.28 DV 2022 [1]

4.5 Bristol QKD network Experimental System Testbed
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Figure 4.8: Trusted-node-free Dynamic QKD Network configuration two testbed. Red link: Fibre
with QKD communication, Black link: Fibre without QKD communication.

Figure 4.8 shows a details testbed setup of Figure 3.11 V. This testbed is used to demonstrate
the dynamic QKD-networking and coexistence capability using two QKD pairs and an optical
classical system. The network comprises four nodes interconnected via SMF links resulting in a
full-Mesh classical network due to physical fibre connecting all four nodes simultaneously. Each
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node is equipped with an optical cross-connects (OXC) Polatis switch, a bandwidth variable
transponder (BVT), a QKD device, an encryption unit, data servers and a secure server. It is
possible to transmit classical data using the BVT, coexisting or not with the quantum channel,
while it is also possible to transmit encrypted data. This section describes the testbed in detail.

The BVT includes four ports at 100 Gbps (25 Gbaud) data rate, each with PM-QPSK
modulation format. Each of the ports can be tuned to any of the 100 wavelengths in the
C-band included in the ITU-T grid with 50 GHz offset. The QKD unit used is a commercially
available ID Quantique Clavis? DV-QKD [32] system with an auto-compensating interferometric
setup and quantum random number generators (QRNGs) to create secret keys. These Clavis?
systems support fully automated sifting for the BB84 protocols and key distillation. The last
piece of equipment included in each node is a software encryption unit Dell PowerEdge server,
responsible for the software encryption and used to secure the user data transmission with
AES-256 encryption.

As shown in Figure 4.8 in Node 1 and Node 2, the four coherent output ports of the BVT
are coupled using a WSS, for a total throughput of 400 Gbps and an isolation of 30 dB per
channel. The WSS combined output is connected to the input port of a tunable bandpass filter
(TBPF1) with 60 dB of isolation and extremely sharp filter edges. A controllable OXC switch
is used to enable classical data channels and QKD signal routing and switching functionality.
The filtering stages and the OXC devices form a quantum reconfigurable optical add-drop
multiplexer (G-ROADM). The g-ROADM provides low loss switching capability for the quantum
channel that has a 10 dB limited power budget. It also allows the dynamic reconfiguration of a
hybrid QKD-classical network by allowing the arbitrary multiplexing of classical wavelengths
and quantum channels at any port (or any degree) of the g-ROADM [226]. The outputs of the
classical and quantum channels are coupled via a 95/5 ratio and insertion loss of 13 dB for
the 5% port used to enable low power loss in the quantum channel. The second port of this
95/5 coupler is used to exchange the encoded photons of the DV-QKD Alice unit considering a
power loss of less than 0.5 dB for the 95% port. The output of the 95/5 coupler is connected
to the OXC and the coexisting quantum and classical channels are injected into the optical
link via the suitable cross-connection. The OXC used is a SDN-enabled optical fibre switch
with typical optical losses per cross-connection of 1 dB (Polatis switch). In these nodes, the
encryption server will interface to the ID Quantique Clavis? unit for the QKD protocol and
an optical output of 100 Gbps data rate [16, 21] will transport the encrypted data towards
the optical link via the OXC. In Node 3 and Node 4, the OXC will cross-connect the incoming
coexisting signal to an optical bandpass filter with 0.8 dB of loss for the bandpass port, before
connecting to the ID Quantique Clavis? Bob unit. The pass port of the filter has an optical
bandwidth of 100 GHz centred at the 1551.7 nm wavelength of the QKD units. For the rejection
port, the quantum channel is blocked and the combined classical signals are optically amplified
by an erbium-doped fibre amplifier (EDFA) to boost the optical power to an acceptable level for
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detection. The output of the EDFA feeds a 1 x 4, 6 dB splitter and its four different optical ports
are each connected to a coherent receiver of the BVT. Finally, in these nodes, the decryption
server will extract the data received after processing the key. Table 4.3 summarises the main
parameters of the implemented fully-meshed QKD dynamic network.

Table 4.3: Parameters for dynamic QKD networking testbed

Parameters Value
Classical Channels
Number of Channels 4
Classical Channel 1550.52 nm, 1550.12 nm,
Wavelengths 1549.72 nm, 1549.32 nm
Classical Channel 193.35 THz, 193.40 THz,
Frequencies 193.45 THz, 193.50 THz
Grid Spacing 50 GHz
Modulation Format PM-QPSK
Optical Signal-to-Noise
Ration (OSNR) 20 dB
Capacity per Channel 100 Gbps
Total Capacity 400 Gbps
Pre-FEC Level 15%
Detector sensitivity™* -35 dBm

Quantum Channel

DV-QKD Wavelength 1551.7 nm (C-band)
DV-QKD Frequency 193.20 THz
QKD Protocol BB84
Maximum Distance 50 km @10 dB loss
EDFA
Noise Figure 5dB
Operation Mode Continuous optical power
Encryption/Decryption
Encryption technique AES-256
Encryption data rate 10 Gbps
Optical bandpass/Rejection Filter (OBRF)
Insertion loss 0.5 dB
bandpass port
Center wavelength 1551.7 nm
bandpass port
Bandwidth bandpass port 100 GHz

*Corresponding to PM-QPSK Modulation @100 Gbps and back-to-back
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4.6 Results

Table 4.4 shows the main parameters of both configurations of the dynamic QKD network of
Figure 3.11 IV and V. The parameters of the optical fibre links are described, such as fibre
lengths and end-to-end power losses. Also, Table 4.4 depicts the number of cross-connections
per link required for dynamically switching to the quantum channel requested. The quantum
parameters, such as QBER and SKR are represented in this table. In addition, the combination of
links for multi-hop scenarios is included to show the performance of the dynamic QKD network
without coexistence.

Table 4.4: Dynamic QKD network results and parameters without coexistence

fibre End-to-

Link Length End Power # OXC Q(]:/OE)R (?31;12)
(km)  Budget(dB)
Back-to-Back 0 4.99 1 1.02 2575.69
L1 (A2 —By) 0.5 5.19 2 1.31 1762.06
L2 (A3 —B3) 1 5.70 2 1.43 1414.15
L3 (A2 —By) 5.8 6.90 2 1.70 1078.03
L4 (As—By) 4.7 7.00 2 1.91 895.54
L5(A1—-By) 1.625 9.22 2 3.03 418.74
L6 (A3—B4) 1.625 9.61 2 3.65 360.08
L1 + 12 1.5 7.44 3 2.01 819.22
L1+ L3 6.3 8.60 3 2.70  533.97
L1 + 14 5.2 8.79 3 2.73 542.26
L2 + L3 6.8 9.14 3 3.03 430.56
L2 + 14 5.7 9.42 3 3.05 417.94

4.6.1 Results of the Fully-Meshed Dynamic Network with Coexistence

To investigate the effect of Raman noise over the quantum channel, the testbed of Figure 4.8 is
used considering links L1, L2, L3 and L4 and one classical channel centred at the frequency
of 193.35 THz with 150 GHz spacing from the quantum channel. Figure 4.9 (a) shows the
measured SKR and QBER of the quantum channel at different launched optical power levels of
the classical channel. As observed, when the launching power is more than 1 dBm, the QBER
and SKR deteriorate due to the noise leakage into the 100 GHz bandwidth of the internal filter
of the Bob DV-QKD unit. Moreover, the close QBER values achieved by the QKD system over
all the links reflect the small variation of optical attenuation of 2 dB for each link. In addition,
at the BVT highest possible launch power of 9 dB, the lowest SKR achieved is 400 bps with
continuous key generation for link L4. As shown in 4.4, L3 is longer than L4 and therefore, the
Raman noise should deteriorate the QKD performance for L3 more than L4 due to the longer
fibre. However, as shown in Figure 4.9 (a) the SKR is identical for both L3 and L4. This is
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due to the short fibre length (<6km) of both links, the low coexistence power and the almost
equivalent end-to-end power budget for both links.

Figure 4.9 (b) shows the impact of coexisting four classical channels (193.35 THz, 193.40 THz,
193.45 THz and 193.50 THz) over the quantum channel (193.20 THz). As observed from Fig-
ure 4.9 (b), the quantum channel deteriorates faster compared to Figure 4.9 (a) due to the
higher launch power and the combination of Raman noise and other nonlinearities. Consid-
ering the two frequencies 193.35 THz and 193.50 THz as f; and f2 respectively, one product
of the FWM would be f3 = 2f; — fo = 193.20 THz which is the quantum channel frequency
which degrade the performance of the quantum channel due to the additional noise from such
phenomena. Therefore, more noise leakage into the Bob DV-QKD unit occurs due to higher
aggregated launch power (16 dBm when transmitting four classical channels at 9 dBm), and
higher Raman noise. It also observed that at a launch power of 7 dB per channel, the QBER
values exceed the threshold of 6% causing the SKR to be zero bps.

Figure 4.9 (c) and Figure 4.9 (d) show the SKR and QBER over the combined links of L1+L2
and L1+L3. In both figures, increasing the number of classical channels is presented to reflect
the impact of incremental channels over the quantum channel. As observed, similar trends of
QBER and SKR deterioration appear for both cases of links due to the optical power budgets
in the vicinity of 8 dB. Also, it is clear in both links that by adding a classical channel, the
total aggregated power is increased and the Raman noise effect is proportional to the power
added, worsening the quantum channel performance. It can also be observed that the QBER
values exceed the threshold of 6% causing the SKR to be zero bps at a launch power of 5 dB
per channel which is different compared to Figure 4.9 (b). This is due the additional losses of
links L1+L2 and L1+L3 and the additional cross-connection in the optical switch as shown in
Table 4.4.

4.6.2 Coexistence over Bristol City 5GUK Testbed

To further explore the coexistence of quantum and classical channels, two links of the Bristol
City 5GUK testbed were used [24]. One link connects the site HPN to the WTC node, with a
fibre length of 1.9 km total optical fibre attenuation of 4.68 dB. The other link interconnects
the sites NSQI to the node WTC passing through the node HPN (2 hops) with a fibre length of
2.7 km total optical fibre attenuation of 5 dB. Figure 4.10 (a) shows the QBER and SKR for the
link HPN-WTC. A quantum channel is coexisted with 6 PM-QPSK 100 Gbps classical channels
with 50 GHz spectrum space difference between them (from 193.5 THz to 193.75 THz). To
evaluate the performance of the coexistence over these channels, the bandwidth of the tunable
optical bandpass filter of Section 5.2.2 is tunned to gradually allow noise proliferation into
the quantum channel. As observed, when the filter bandwidth is in the range of 500 GHz to
725 GHz, the SKR obtained is constant and higher than 890 bps and the QBER is lower than
2.8%. However, for filter bandwidths higher than 750 GHz, the noise leakage over the quantum
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Figure 4.9: (a) Coexistence with one classical channel (¥.193.35 THz) for four different links.
(b) Coexistence with four classical channels for four different links. (¢) Coexistence with four
classical channels for link L1+L2 (d) Coexistence with four classical channels for link L1+L3.

channel will impede the key generation due to high QBER values of more than 6% causing
the SKR to plummet to zero bps. For the classical channels, the BER measured was 3.5 x 10~°
average for the channels selected. Figure 4.10 (b) shows the QBER and SKR curve with respect
to the filter bandwidth for the link NSQI-WTC. Compared to the link HPN-WTC (Figure 4.10
(a)), the SKR is lower. This is due to the additional cross-connection for the extra hop in the
link which increases the power budget of the link.

Experiment Highlights
Although the coexistence of quantum and classical channels has been explored before in lab and
in field demonstrations as shown in Table 4.1 and Table 4.2, all the demonstrations were for a
static point-to-point fibre link. In this experiment, we took the coexistence demonstrations a step
further by overcoming the static point-to-point link and offering the option of switching both
the quantum and classical channel in a deployed dynamic QKD network. The extra dynamicity
is realised in terms of extra loss of the optical switch (>1 dB) which is used in each node and
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Figure 4.10: (a) Coexistence of quantum channel and six classical channels in a 1.9 km field-
deployed fibre (HPC-WTC) (b) Coexistence of quantum channel and six classical channels in a
2.7 km field-deployed fibre (NSQI-WTC).

had a low penalty on the SKR generated by the QKD systems.

4.7 Use-cases

The deployment of a quantum-secure network is being adopted in real-life applications world-
wide for industrial, commercial and government applications [227, 228].

4.7.1 First Industrial Deployment of a Quantum Network in the UK

BT and Toshiba announced the first industrial deployment of a quantum network in the UK
between the National Composites Centre (NCC) and the Centre for Modelling & Simulation
(CFMS). The demonstration was deployed using a standard Openreach optical fibre link between
the two sites with a total length of 6 km coexisting both the quantum and classical channels.
Toshiba QKD systems [229] are used to distribute the single encoded photons between the two
sites, while being coexisted with the classical data in the Openreach optical fibre. Therefore,
eliminating the cost of dedicated infrastructure for key distribution. Although the deployment
range is only 6 km, Toshiba QKD system enables the transmission of single encoded photons over
120 km making it a great candidate across major metropolitan environments. This demonstration
shows the maturity of QKD and coexistence technologies, which are used to provide information-
security to valuable data while being implanted using the current classical infrastructure.

4.7.2 First Commercial Deployment of a Quantum Network in the UK

BT and Toshiba also demonstrated the first commercial deployment of quantum-secured com-
munication services for EY [230]. The quantum link secured two EY sites one in Canary Wharf,
and one near London Bridge.
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4.7.3 First Government Deployment of a Quantum Network in the World

In 2020, ID Quantique and South Korea (SK) Broadband announced a 2000 km quantum-
secured network in South Korea part of the government-run project "Digital New Deal" coexisting
both the quantum and classical channels. QKD is used to secure communication networks of 48
government organizations across the country, including the Ministry of Economy and Finance,
the Ministry of Education, the Ministry of Employment and Labor and some local governments
[231]. In 2021, the quantum-secured network was expanded and seven more institutions from
the public and private sectors were added to the network [232]. The public sector institutions
are Korea Hydro & Nuclear Power Co., Daejeon Waterworks Headquarters, and Gwangju
Institute of Health and Environment. In the private sector, QKD will be use to protect the world’s
best hydrogen car design technology centre at Pyeonghwa Holdings, and the first cloud-based
medical system at Korea University’s K-Bio Center. Keimyung University Dongsan Hospital is also
using QKD to secure personal information. QKD will also be installed on the "Super-connected
Intelligent Research and Development Network" which is run by the Korea National Information
Society Agency (NIA). So far SK Broadband Consortium spent over 50M USD on this project
[232]. This along with the government institutions that are deployed QKD shows the magnitude
and importance of this technology to secure the communication network against the threat of
quantum computers [228].

4.8 Summary

The best and worst spectral positions of classical channels were determined via numerical
calculation of the impact of the nonlinear effects such as Raman scattering and four-wave
mixing on the quantum channel performance. Furthermore, the coexistence in the Bristol
dynamic QKD network was discussed. For the coexistence of a single classical channel with
a launch power of -3 dBm over the longest link (L3) with 5.8km, a QBER of 2.3% and an
SKR of 980 bps was demonstrated with a minimum average pre-FEC BER of 1.28 x 1078 for
the error-free classical channels. Investigations also prove that when coexisting four classical
channels with 150 GHz spacing from the quantum channel, a minimum launch power of 7 dB
per channel is required to deteriorate the key generation process with an SKR of zero bps.
Moreover, this work also demonstrated the coexistence of a quantum channel and six classical
channels through a field-deployed fibre in the 5GUK Test Network. The key generation process is
maintained when the bandwidth of the optical bandpass filter which is centred at 193.625 THz
and is lower than 750 GHz. When the filter bandwidths is tunned to higher than 750 GHz, the
noise leakage over the quantum channel will impede the key generation due to a high QBER of
more than 6%, causing the SKR to plummet to zero bps.
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Declaration of Work

This chapter includes four experiments and each experiment has been published in either
a conference proceeding, a journal article or both.

For the MCF experiment [5], Emilio Hugues-Salas and I developed the final testbed,
carried out the experiments, analysed the results, and wrote the journal article.

For the first HCF experiment i.e. transmission over 2 km HCF [2, 10, 17], I developed
the testbed, carried out the experiments, analysed the results, and led the conference
paper and journal article.

For the second HCF experiment i.e. transmission over 7.7 km HCF [12, 13], I came up
with the idea, and developed the initial testbed. I carried out the characterisation of the
testbed with Florian Prawits. Due to the lack of time, the experiment was then continued
by Florian Prawits and Florian Honz.

For the free space experiment [8], I developed the optical testbed and led the conference
paper. In collaboration with Dr. Andy Schreier, we carried out the experiments, and
submitted an extended journal article. The terminals are made by the University of
Oxford.

All of this work was done under the supervision of George Kanellos and Reza Nejabati.
Since I am a co-author of the original text in [2, 5, 8, 10, 12, 13, 17], parts of the papers
have been reused in the chapter where appropriate.
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hile the cost of manufacturing individual QKD systems is declining continuously

through the utilization of increasingly available off-the-shelf components, one obsta-

cle preventing the wide-scale roll-out of this technology is the limitations imposed by
the required infrastructure. Extending the usage of QKD from mere point-to-point links into
a real network of users is cost-prohibitive due to dedicated dark fibre links typically needed
for these systems, as integrating QKD with classical channels remains a challenge [233]. To
further evaluate the coexistence of quantum and classical channels and the visibility to integrate
quantum and classical technologies, we investigated three different transmission mediums, a
multicore fibre (MCF), hollow core fibre (HCF), and free space enabled by fibre-wireless-fibre
(FWF) terminals. Although such mediums are not commonly used in the current infrastruc-
ture, they provide attractive properties for both quantum and classical telecommunication
applications and are recently getting adopted for different use cases [234-245].

To this end, we have demonstrated the coexistence of quantum and classical channels over
MCF, HCF and free space. For all three mediums, we tested different scenarios, including varying
the number, power and position of the classical channels and investigated their effects on the
quantum channel performance in terms of SKR and QBER. This chapter is divided into four
sections; each section corresponds to an experiment in a different transmission medium. The
mediums are a 1 km 7-core MCF, a 2 km HCF, a 7.7 km HCF and finally, a 2.5 m free-space link.
We start each section by providing background, motivation and a summary of the findings. After
that, we discuss the experimental testbed for each experiment in detail, followed by the results
obtained from different scenarios. We then present the outcome/summary for each experiment.
Finally, we conclude the chapter by discussing the improvement across the experiment.

5.1 DV-QKD Coexistence with 11.2 Tbps Classical Channel over a
7-Core Multicore fibre

With current bandwidth demands exceeding the available spectrum capacity of single-mode
optical fibre (SMF), multicore fibres (MCF) have been introduced as speciality fibres to address
future bandwidth needs by exploiting the space division multiplexing (SDM) dimension [246].
Numerous MCF technologies and fibre profiles have been brought into perspective, aiming to
improve MCF characteristics such as the number of cores, crosstalk (XT) and coupling into
the fibre. As a consequence of this research on MCFs over the last decade [247-249], initial
MCEF-based SDM deployments and field trials are being undertaken in different parts of the
world, such as the testbeds in Japan and Italy [250-252]. In addition, since the manufacturing
costs of these specialized fibres and their cost of deployment in long-reach communications
are prohibitive and their main benefit is the reduction in physical space requirements, MCF
primary field of application is considered to be the intra-data centre (DC) links to decrease
the density of current optical fibre bundles interconnecting the thousands of processing nodes
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[253]. . However, in future data centres, 94% of the total workloads and compute instances will
be processed in the cloud as opposed to only 6% for the traditional data centres [254]. In these
emerging cloud data centres, workloads and compute instances are migrated across servers,
inside and between data centres, for optimum data center workload balance and maximum
support to end-user applications. In this migration, cloud virtualization is the critical factor,
and dynamic deployment of workloads is enabled by moving virtual machine (VM) images
between physical machines through the data centre. However, this migration of virtual resources
is vulnerable to attacks whenever VMs are in transit and between secured perimeters, and
attackers can exploit the network vulnerability to gain unauthorized access to the VMs [255].

To provide security in these cloud data centers, different protocols are used to protect the
data whenever communication is required between servers and applications. A typical protocol
widely used is the transport layer security (TLS) protocol to protect and authenticate communi-
cations across the Internet. However, TLS relies in part on asymmetric cryptography algorithms,
such as RSA and Elliptic Curve Diffie-Hellman (ECDH), which are vulnerable to quantum
computing attacks [256]. Therefore, to overcome this security weakness, improvements to this
TLS and other protocols are required to prevent eavesdropping and tampering. One effective
method that will ensure security within cloud data centres and that can be integrated with
encryption protocols is quantum key distribution (QKD). Since QKD enables the distribution of
symmetric keys, the integration of TLS with QKD has been suggested in several communications
[257-259] and standards [260].

As explained in the previous chapter, since DV-QKD schemes rely on the exchange of single
or few photons to transfer the quantum information, severe restrictions on the acceptable noise
levels are imposed, and overall optical insertion losses limit the operation of the DV-QKD link,
rendering the deployment of quantum with classical optical communication channels very
difficult. Therefore, a viable coexisting scheme is needed to guarantee large-scale deployment of
DV-QKD technologies parallel to classical optical telecommunications. Based on this coexistence
requirement and the inherent advantages of MCFs, we reported the preliminary results to
optimize the transmission capacity of the classical optical channels in the peripheral cores of an
MCF while sustaining the viability of a single quantum channel in the central core [261, 262].

Several coexisting schemes that allow quantum channels and classical channels in the same
optical medium have been proposed, mainly relying on the principles of wavelength division
multiplexing (WDM) discussed in the previous chapters. Another approach for achieving
efficient coexistence levels lies with the use of SDM. In this case, multicore fibres offer enhanced
channel isolation between cores and can, in principle, allow the unconditional coexistence of
QC and CC. For instance, in [263] the coexistence of QC and CC was demonstrated over a
7-core CF with 2 X 10 Gbps CCs and 0 dBm of launching power. In [264] the coexistence of
QCs and CCs is presented in which the CCs were emulated by a continuous-wave (CW) and
launching powers of +12 dBm. In [265], 6 x 112 Gbps PAM signals were used as CCs and
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single-photon detection was used to verify the feasibility of the coexistence of QCs and CCs. In
this direction, MCFs have also been exploited to optimize the SKR of the QC by initiating the
concept of high-dimensional quantum cryptography, and in [266] a spatial-multiplexed key rate
of 105.7 Mbps was demonstrated, coexisting with 37 X 10 Gbps classical channels. All these
advances illustrate the suitability of QKD over multicore fibres for intra- and potentially inter-
data centre deployments, in which short MCF links can be promoted to support intense traffic
and quantum secure communications between compute nodes in data centres. MCF has recently
gained a lot of popularity and was used in CV-QKD and high dimensions qubit experiments
[234, 237, 265, 267-270].

In this section, we generalize our approach and evaluate the system architecture with an
additional QKD channel for increased coexistence levels of two quantum channels and classical
channels over the same 7-Core MCF. We achieved the coexistence of a quantum channel and a
world record 11.2 Tbps classical channels in MCF. First, we present the experimental system
testbed. After that, we present our results which are divided into four part i) MCF static XT
Characterization, ii) spectrum of the quantum and classical channels over a single core (central
core), iii) channel spacing impact on the quantum channel performance, and iv) characterization
of the MCF for bidirectional coexistence. Finally, we conclude our findings.

5.1.1 Experimental System Testbed
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Figure 5.1: Experimental testbed for the coexistence of 11.2 Tbps classical channels and QKD
channels over a 7-core multicore fibre. Inset: Cross-sectional Diagram MCF.

Figure 5.1 shows the experimental system setup used to demonstrate the coexistence of
classical channels with QKD channels over a 1 km-long 7-Core MCF (as inset figure, Figure 5.1
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also illustrates the cross-sectional diagram of the MCF used, fabricated by Mitsubishi). For
the classical channels, two optical packet DWDM platforms are used with bandwidth-variable
transponders (BVTs). Each of these units include four BVT ports reconfigurable to coherent 100
Gbps (PM-QPSK), 150 Gbps (8-QAM) or 200 Gbps (16-QAM) and each port can be tuned to any
of the 100 wavelengths in the C-band included in the ITU-T grid with 50 GHz offset. Adaptable
soft-decision forward error correction (SD-FEC) is also available in the transponders to enable
maximum transmission capacity with minimum errors. In this experiment, all the ports where
configured with 16-QAM modulation for a maximum of 200 Gbps per channel and the SD-FEC
considered was 25%. For the quantum channels, we used the ID Quantique Clavis? [32] QKD
systems.

As shown in Figure 5.1, the eight coherent output ports of the two BVTs are multiplexed
using a wavelength selective switch (WSS) with 5 dB of insertion loss for a total throughput of
1.6 Tbps and its combined output feeds the input port of a 3 dB splitter which divides equally
the multiplexed signal into two optical paths. One path is directed to a 10 dB-loss, 1x8 splitter,
which further splits the multiplexed signal into eight different paths and six of them are directly
connected to 6 cores of the MCF. The second path is coupled to the quantum channel via a
coupler with 95/5 ratio and an insertion loss of 13 dB for the 5% port used to enable low power
loss in the quantum channel. The second port of this 95/5 coupler is used to exchange the
encoded photons of the discrete-variable DV-QKD Alice unit considering a power loss of<0.5
dBfor the 95% port. The output of this 95/5 coupler is then injected into the center core of
the 7-Core MCF which has an average core pitch of 44.7 um and a loss of 0.2 dB/km per core.
In the MCF, these quantum and classical signals counter-propagate with the injected classical
msignals from the other cores, as shown in Figure 5.1, for a combined data rate of 11.2 Tbps for
the classical channels. After the coexistence within the MCF, the output of the center core feeds
a 3.4 dB-loss, 2 nm 3 dB-bandwidth tunable-band pass filter (TBPF) tuned to the 1551.7 nm
wavelength of the QKD unit. After the TBPF, the DV-QKD Bob unit undertakes the single-photon
detection and processing of the encoded photon allowing the completion of the BB84 protocol
of the DV-QKD systems. The output of the center core of the MCF is also directed to an optical
amplification stage to set the classical signals to the suitable detectable power levels before
demultiplexing via a 5 dB-loss WSS. This last WSS connects to the receiving ports of the BVT
equipment for coherent reception and the outputs of the remaining outer cores of the MCFs are
also connected to the amplification stage before demultiplexing and coherent detection of the
classical channels. In this testbed, the total end-to-end (Alice to Bob) quantum channel loss is
6.74 dB. A summary of main parameters of the testbed is shown in Table I.

In addition, as part of this testbed, a second QKD channel was integrated to demonstrate the
coexistence of not only several classical channels but also two quantum channels over the MCF.
Figure 5.1 shows a second QKD Alice and Bob units interconnected via an outer core of the
MCF and a TBPF. A key server is used per each QKD unit to undertake the quantum protocol
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and to retrieve the keys generated by the quantum channels. These key servers use as classical
channel a standard ethernet connection to undertake the post-processing required to transform
the photons exchanged via QKD into secure keys.

5.1.2 Results
5.1.2.1 MCF Characterization

Figure 5.2 shows the static XT characterization of the 1km-long 7-core MCF. In here, the
measured XT is the difference of the injected optical power of a continuous wave (CW) on a
selected core from the observed output power of another core. Co- and counter-propagation is
measured by observing the output power at the input or output ports of the MCF. To characterize
this type of crosstalk, the central core (core 4) was assigned with the QKD channel and the
outer cores with the classical channels representing the worst-case scenario. This configuration
allows an equal impact of the classical channels over the QKD channel enabling a suitable
evaluation of the feasibility of QKD and classical signals simultaneously over a MCF [211, 265].
As observed in Figure 5.2(a), core 4 (central core) is the most affected with a range of XT levels
from -51 dB to -44 dB for the case of co-propagation (dashed square, Figure 5.2(a)) and for the
case of counter-propagation, the XT levels of core 4 vary from -66 dBm to -60 dBm (dashed
ellipse, Figure 5.2(a)), being evident that the effect of XT due to counter-propagation is lower
compared to the one due to co-propagation, as described in [264, 271].

Figure 5.2b shows the measured co- to counter- propagation XT difference (Co-CouXT) per
core of the MCF. As observed, in the selected core 4, an additional average tolerance of 16.5
dB to XT is measured whenever counter-propagation of optical signals is used (dashed circle,
Figure 5.2(b)). Therefore, for this experiment, counter-propagation of quantum to classical
signals was selected, with the quantum channel in the central core (core4) since XT isolation
determined the performance of the entire system for coexistence.

5.1.2.2 Quantum and Classical Channel Coexistence Over a Single Core of the MCF

Figure 5.3 shows the spectrum of the 8 x 200 Gbps classical channels coexisting with the
quantum channel over the central core of the MCF, obtained by using a tap coupler in the
quantum channel (Figure 5.1). As a reference, Figure 5.3 illustrates the optical filter profile
used to filter out the Raman noise generated by the classical channels in the quantum channel.
Figure 5.3 also shows the transmitted classical signals after passing through an adjacent core of
the MCF before demultiplexing and coherent detection in the receiver (Figure 5.1).

5.1.2.3 Channel Spacing for Coexistence Over a Single Core

To further investigate the effect of the classical channels over the quantum channel over the
same core, Figure 5.4 illustrates the performance of the coexisting channels by decreasing
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Figure 5.2: (a)Crosstalk characterization of the used MCF for co-propagation (Co) and counter-
propagation (Cou) of optical signals. (b) XT difference per core of the co-propagation to the
counter-propagation of optical signals in the 7-core MCF used.

the spectral spacing between them. A minimum spacing of 17 nm between non-contiguous
channels (Figure 5.3) was observed with a measured QBER of 5.7% and a secret key rate of
100 bps, for the quantum channel, and an average BER of 1.8 x 102 for the classical channels
being considerably lower than the SD-FEC limit enabled by the BVT (Figure 5.4). Beyond this
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Figure 5.3: Spectrum of the combined transmission over a single core of quantum and classical
channels.

minimum spacing, the QKD system stops generating keys. The transmission over the other
cores with 1.6 Tbps per core was undertaken in parallel with the DV-QKD channel without the
performance of these channels being affected, since the XT of the MCF enabled the coexistence
with a total of 11.2 Tbps. To enable this high capacity coexistence, counter- propagation of
quantum and classical channels was used, as shown in Figure 5.1, to allow additional XT
tolerance shown in Figure 5.2.

5.1.2.4 Performance Evaluation of the Coexistence of a DV-QKD Channel and 11.2 Tbps
Classical Channels Over a 7-Core Multicore fibre

While transmitting 1.6 Tbps through each outer core of the MCF and the central core, Figure 5.5
shows the resulting curve of the SKR, QBER and BER vs launch power for the transmission
of eight 16-QAM-modulated optical channels and a DV-QKD channel over the central core
of the MCF. For this Figure 5.5, the power levels of individual channels were increased from
the BVT interfaces to increase the launched power. As observed, the QBER increases and the
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of the MCF central core. (Total capacity for CCs is 11.2 Tbps).

SKR decreases when the launched optical power into the MCF is increased up to a maximum

power of -9.5 dBm. Beyond this limit, the system stops generating keys due to excessive Raman

noise leakage over the quantum channel. This launched power into the MCF was improved

by removing the CCs from the central core to a launched power of +5 dBm, however, the

coexistence capacity was reduced to 9.6 Tbps. Table II shows a summary for the different

launched powers and central core configurations.
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To explore the impact of the coexistence from adjacent cores of the MCF, Figure 5.6. shows
the performance of the quantum and classical channels after adding channels incrementally
at different outer cores. To clearly notice this effect, the TBPF before the QKD Bob unit is not
used. However, CCs are not used in the central core since the Raman noise generated will not
be tolerable by the QC. Therefore, the total capacity in the MCF will be 9.6 Tbps for the CCs.As
observed in Figure 5.6, for the first two added cores, the quantum channel QBER and SKR
are kept within the limits of 3.5% and 2220 bps, respectively. Beyond three added cores, the
performance degrades to 5% (QBER) and 1520 bps (SKR). However, the same performance
is kept when adding classical signals for the total six additional cores. To further investigate
the coexistence over the MCF, a second DV-QKD system (BB84, ID Quantique Clavis?) was
integrated in the testbed of section II (Figure 5.1), adding a quantum channel in an adjacent
core of the MCF. QKD1 coexist in the same core with the classical channels meanwhile the
quantum channel of QKD?2 is configured without classical channels.
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Figure 5.6: SKR, QBER and BER vs combined number of cores with classical channels. Total
capacity is 9.6 Tbps (No added CCs in central core).

Figure 5.7 shows the QBER and BER vs launch power into the MCF. In this case, the QBER
of the QKD 1 is maintained relatively constant, with an average of 1.7%. The QKD 2 system is
affected by the adjacent cores with classical signal power and a QBER change from 2.6% to
5% is observed when the launch power into the MCF is increased from -22 dBm to -9 dBm.
As observed in Figure 5.7, the classical channels improve by increasing the transmitted power
obtaining an average BER of 9.5 x 107° at a launched power of -9.5 dBm. The performance of
the classical channels was measured by selecting the output of an adjacent core and receiving the
signals in the BVT after demultiplexing. More importantly, the system operation is demonstrated
over a dynamic range of 10 dB of launched power into the MCF, with keys being generated from
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both quantum systems and simultaneous transmission of classical channels. It is important to
mention in here that for longer lengths of MCFs, the effect of the Raman noise is more evident
and should be considered while designing inter-data centres architectures with interconnection
distances of tens of kilometres [218]. However, it has been demonstrated that Raman noise is
also evident even at short optical fibre lengths [272].
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Figure 5.7: Performance evaluation of the coexistence of two DV-QKD Channels and 9.6 Tbps
Classical Channels over a 7-core MCF.

5.1.3 Summary

The coexistence of a DV-QKD channel and 56 x 200 Gbps classical channels was successfully
demonstrated over a 1 km long multicore fibre for a record-high coexistence transmission of
11.2 Tb/s. For the coexistence over the central core of the MCF, a minimum QBER of 3.7%
and a maximum SKR of 920 bps was demonstrated for the DV-QKD simultaneously with a
minimum average pre-FEC BER of 1.28 x 1072 for the classical channels. Investigations also
prove that a minimum channel spacing of 17 nm is required in between quantum and classical
channels and that the incremental addition of classical signals at different cores will degrade
the quantum channel for a maximum QBER (SKR) of 5.3% (1400 b/s). Moreover, this work also
demonstrated two quantum channels successfully operating over the same MCF maintaining
simultaneous generation of keys for an optical power range of 10 dB. This work shows that
DV-QKD can effectively coexist with carrier-grade equipment over MCF for maximum capacity
and continuous key generation, being suitable for secure intra-data centre applications.
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5.2 DV-QKD coexistence with 1.6 Tbps Classical Channel over a 2
km Hollow Core Nested Antiresonant Nodeless Fibre
(HC-NANF)

In this chapter, we consider a radical solution to facilitate the coexistence of quantum and
classical channels by adopting HC-NANF as a transmission fibre technology, in which nonlinear
effects are simply not present. Hollow core fibre (HCF) was first realised in 1999 [273] and
has seen many iterations since. From its name, the main features are a hollow core where
light propagates along the length of the fibre, a cladding (microstructure) which surrounds
the hollow core and confines the light to the core and prevents leakage around the core, and
finally, similar to SMF a solid jacket to provide mechanical strength [274]. Due to its hollow
core, light propagates ~ 30% in HCF compared to SMF, achieving low latency, low nonlinearity,
and low dispersion. Such properties make HCF attractive for different classical and quantum
communications applications. However, for HCF technology to be used for such applications, its
loss must compete with the loss of SMF (>0.2 dB/km).

To describe the development of the HCF over the last 20 years, we are doing to describe the

unique microstructure surrounding the core:

1. Hollow Core Photonic Band Gap fibre (HCPBGF): in this fibre a period lattices were used
to create a bandgap. HCPBGFs were first demonstrated in 1999 [273], and achieved the
lowest loss of 1.7 dB/km in 2004 [275]. Although this design achieved a low loss, the
transmission window was limited to only 10s of nm. The transmission window has been
expanded successfully [276], however, the loss did not improve.

2. Kagome fibre: it was firstly reported in 2002 [277], Kagome fibre covers a broader
transmission window comparing to HCPBGF. In such fibres, the membranes around the
core were designed to have specific thickness, and therefore, the confinement of the light
was provided by anti-resonant effects and inhibited coupling.

3. Tubular fibre: in this fibre, the microstructure around the core was simply a single ring
of membranes [278]. Tubular fibres provide a very wide transmission windows [279],
however, the losses were too high comapred to SMF.

Antiresonant Hollow Core Fibres (AR-HCF) are optical fibres where light is guided in a
hollow core via anti-resonance effects within the glass membranes surrounding the core [280].
AR-HCF surpass the performance of glass core fibres as they have ultra-low optical mode overlap
with the glass (and hence reduced optical nonlinearity and Rayleigh scattering), a lower latency,
a very low chromatic dispersion, an unprecedented polarisation purity and ultra-low back
scattering [281-283]. Significant improvement in optical performance of HCFs were made
possible by inducing new features such as negative curvature core surround [284], then by fibre
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topologies with a single layer of non-touching tubes [285], and finally by the addition of small
nested tubes - a design known as hollow core Nested Antiresonant Nodeless Fibre (HC-NANFs)
[286]. HC-NANFs provide a solution for coexistence scheme as they do not only provide several
attractive advantages compared to glass core fibres, such as reduced optical nonlinearity and
ultra-lower latency, but also have the ability to reach a total loss value lower than that of
conventional solid single-mode fibres [286]. These desirable qualities enable the transmission
of classical channels at high optical powers while coexisting with quantum channels over the
same medium [2]. The losses of HC-NANF have improved immensely from 1.3 dB/km [287]
(used in this experiment), to 0.28 dB/km [288] and recently to 0.22 dB/km [289]. Finally,
another design where an additional nested tube was added to each set of nested elements of
a NANF called Double Nested Antiresonant Nodeless fibre (D-NANF) was reported in [290].
D-NANF achieved a loss of 0.174 dB/km comparable to that of SMF in the C-band and 0.22
dB/km which is better from the fundamental loss of SMF in the O-band.

In this section, we demonstrate the coexistence of a 16 dB power budget commercial DV-QKD
system (Clavis® [152]) and 8 x 200 Gbps 16-QAM carrier-grade classical optical channels at
an extremely high total coexistence power of 0 dBm over a 2 km HC-NANF, revealing minimal
effects on the quantum channel performance. We then compare the QKD performance in terms
of SKR and QBER for both the best and worst wavelength location for coexisting an 8-channels
classical band with a fixed quantum channel in HC-NANF and SMF. The section is organised
as follows: we first introduce the ID Quantique Clavis® [152] system followed by the the
experimental system setup in Section 5.2.2. After that in Section 5.2.3, we present the results
and is divided into three parts, optical spectrum for quantum/classical coexistence , quantum
system characterisation, and coexistence analysis based on the quantum channel performance.
Finally, we conclude the section by discussing the experiment outcome in Section 5.2.4.

5.2.1 The ID Quantique Clavis® Quantum Key Distribution System

COW-Alice COW-Bob SPAD

Laser 100 GHz 100 GHz
1547.72nm SO BPF PLSO%

IM: Intensity Modulator
1SO: Isolator | PIN: PIN detector M
CPL: Coupler | BPF: Band Pass Filter 9
(V)OA: (Variable) Optical Attenuator
DWDM A/D: Dense Wavelength Division FM: Faraday Mirror

Multiplexing Add/Drop filter SPAD: Single Photon Avalanche Diode

Figure 5.8: Optical schematic for the ID Quantique Calvis? system [152].

At this point of my PhD journey, we bought the new ID Quantique Clavis® QKD system.
Figure 5.8 shows a schematic overview of the ID Quantique Clavis® QKD system. The transmitter
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(Alice) uses a continuous wave (CW) laser at a fixed wavelength (1547.72 nm), providing
time-positioned weak coherent optical pulses with the aid of the intensity modulator (IM). The
weak pulses are attenuated to the appropriated mean photon number value in multiple steps.
The variable attenuator (VOA) is set based on the measured power at the output of the PIN
monitoring detector at the 90% arm of the 90/10 coupler (CPL). The 10% output is connected
to a fixed optical attenuator (OA) that attenuates the light signal to the required intensity level.
The 100 GHz band pass filter (BPF) and the optical isolator (ISO) are included to protect the
transmitter from back reflections and to prevent Trojan horse attacks [291].

The receiver (Bob) consists of two branches, the computational basis analyzer branch and
the branch checking the phase relation. The branches are separated by a 80/20 coupler as
shown in Figure 5.8. The computational basis analyzer is connected to the 80% arm and utilises
a single-photon detector only. The second branch fed from the 20% output of the coupler,
deploys an unbalanced Michelson interferometer with Faraday mirrors (FM) to compensate
for any polarization variations. This compensation is crucial to maintain matching polarization
modes of the two interferometer beams, which recombine in the 50/50 coupler. A single-photon
detector is connected to the free output of the interferometer to check the phase relation
between consecutive pulses. The optical isolator and 100 GHz band pass filter are deployed to
limit the background noise effects on the detector and to prevent Trojan horse attacks.
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Figure 5.9: Illustration of COW protocol principle.

As shown in Figure 5.9, the COW protocol utilises weak optical coherent pulses and interfer-
ometers for detection. As the system is based on time-bin encoding of qubits and the coherent
pulses are propagating in the same spatial mode and separated by a given time, the bases are
measured by determining the time of the detection. If the detection occurs in the early time-bin,
the qubit value is considered as |0) state, whereas if the qubit occurs in the late time-bin, it is
considered a |1) state. One of the two qubit basis (the computational basis) is used to generate
the raw keys and the other is used to estimate the security level of the exchanged qubits in the
first basis. The security of the COW protocol is analysed by checking the coherence between
two consecutive pulses using the interferometer at the receiver (Bob) station. Therefore, the
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transmitter (Alice) is required to generate the same phase relation between any two consecutive
pulses. To further enhance the security of the COW protocol, a decoy-state - consisting of an
early and a late optical pulse with the same energy level - is emitted from time to time. The
phase between one of the pulses of the decoy state and the consecutive pulses must be identical
to the phase between pulses of the computational basis to detect an eavesdropper. Finally, the
decoy state and second basis analysis are used to estimate the security level of the raw key rate
which is generated by the computational basis [101, 292].

5.2.2 Experimental System Testbed
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Figure 5.10: Experimental testbed for the coexistence of 1.6 Tbps classical channels and DV-QKD
channel over 2 km HC-NANF and SMF. Inset: scanning electron micrograph (SEM) of the
HC-NANF cross section.

Figure 5.10 shows the experimental system setup used to demonstrate the coexistence of
eight classical channels with a DV-QKD channel over a 2 km-long HC-NANF and SMF (as inset
figure, Figure 5.10 also illustrates the cross-sectional diagram of the HC-NANF used [287]). The
testbed facilitates the experimental evaluation of the nonlinear effects on the performance of the
quantum channel created by the presence of classical channels spectrally close to the quantum
channel using both HC-NANF and SMF. For the classical channels, two optical packet DWDM
platforms are used with bandwidth-variable transponders (BVTs) [199]. Since the HC-NANF
has ultra-low optical nonlinearity, it allows the transmission of classical channels at extremely
high power (over 0 dBm) with minimal effect on the quantum channel. Therefore for the
HC-NANF since we are using high total coexistence power, all the ports were configured with
the 16-QAM modulation for a maximum capacity of 200 Gbps per channel resulting in 1.6 Tbps
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of transmission overall and the SD-FEC considered was 15% with a detector sensitivity of
-26 dBm. As for the SMF, due to the nonlinear effects in this type of fibre the coexistence power
was reduced compared to the HC-NANF case, and a substantially higher detector sensitivity is
required to receive an error-free classical signal. Therefore, for the SMF a PM-QPSK modulation
was used for a maximum capacity of 100 Gbps per channel resulting in 800 Gbs of transmission
overall and the SD-FEC considered was 25% with a detector sensitivity of -35 dBm.

For the quantum channel, ID Quantique DV-QKD systems are used (Clavis?® QKD Platform
[152]). These systems are implemented to run with the COW protocol [292]. The aim of the
COW protocol is to make the implementation of a QKD system as simple as possible using only
two single photon detectors and to allow a significant increase (two-fold) in the final secret key
rate. Moreover, in the Clavis3 system, Alice and Bob encode bits with quantum state carried by
single photons (qubits) using time-bin encoding method by creating a pair of coherent pulses
propagating in the same spatial mode and separated by a given time. The first pulse is called
the early pulse and the second one is called the late pulse. Hence, the measurement method
to analyse this basis is simply to measure the time of detection of the optical pulse. If one
detection occurs in the early time-bin, the qubit value is a |0) state, whereas if it occurs in the
late time-bin, the qubit is a |1) state.

As shown in Figure 5.10, the eight coherent output ports of the two BVTs are multiplexed
using a wavelength selective switch (WSS) shown as MUX1 with 5 dB of insertion loss for a total
throughput of 1.6 Tbps. The WSS is used as a multiplexer and a band pass filter to couple the
classical channels into a single fibre and provide a 30 dB isolation. The WSS combined output
is connected to the input port of a tunable band pass filter (TBPF1) with 60 dB of isolation and
extremely sharp filter edges followed by a Gaussian shape tunable band pass filter (TBPF2) with
30 dB of isolation to further suppress the noise generated by the classical channels. The classical
channels are then coupled to the quantum channel through a WDM multiplexer (DWDM add
drop filter) MUX2 in a co-propagation coexisting configuration and travels through a 2 km of
HC-NANF or SMF. After the coexistence within the selected fibre, the output is connected into a
WDM demultiplexer tuned to 1547.72 nm (DEMUX1) that passes the quantum channel while
rejecting all other channels (classical channels). After the WDM demultiplexer, the quantum
signal is passed through a double stage filtering using two fixed WDM band pass filters centred
at the quantum channel wavelength (1547.72 nm) to eliminate any noise generated by the
classical channels. The output of the second filter is connected to the DV-QKD Bob unit, which
undertakes the single-photon detection and processing of the encoded photons allowing the
completion of the COW protocol of the DV-QKD systems. The output of the reflection port
of the WDM demultiplexer is directed to an optical isolator with an insertion loss of 1 dB to
prevent the tunable laser used by the BVT Rx as a local oscillator from returning to the Bob-QKD
unit and interfering with the QKD measurements. It also prevents the Amplified Spontaneous
Emission (ASE) noise generated by the Erbium-Doped Fibre Amplifier (EDFA) which is used
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Table 5.1: Parameters for HC-NANF coexistence testbed

Parameters Value
Classical Channels
Number of Channels 8
193.50 THz, 193.45 THz,
Classical Channel 193.40 THz, 193.35 THz,
Frequencies scenario 1 193.30 THz, 193.25 THz,

193.20 THz, 193.15 THz

192.70 THz, 192.65 THz,

Classical Channel 192.60 THz, 192.55 THz,
Frequencies scenario 2 192.50 THz, 192.45 THz,
192.40 THz, 192.35 THz
Grid Spacing 50 GHz
Modulation Format 16-QAM
Optical Signal-to-Noise
Ratio (OSNR) 20 dB
Transmission rate per channel 200 Gbps
Total transmission rate 1.6 Tbps
Pre-FEC Level 15%
Detector sensitivity™ -26 dBm
Quantum Channel
DV-QKD Wavelength 1547.72 nm
DV-QKD Frequency 193.70 THz
QKD Protocol CoOw
Maximum Loss 16 dB

Optical Band Pass/Rejection Filter (OBRF)
Insertion loss band pass port 0.5dB
Center wavelength 1547.72 nm
band pass port
Bandwidth band pass port 100 GHz

*Corresponding to 16-QAM Modulation @200 Gbps and back-to-back.

to set the classical signals to suitable detectable power levels before demultiplexing via a 1x8

splitter. Furthermore, an optical isolator is used after the Alice-QKD unit to prevent the noise

generated from the classical channels from returning to the Alice-QKD unit and interfering with

the quantum signal. After the optical isolator at the Alice side, a variable optical attenuator

(VOA) is used to adjust the losses of the quantum channel to the minimum operational level of

10 dB to optimise the functionality of the Clavis3 QKD system and to prevent over-saturating

the single photon detector in the Bob-QKD unit. It also allows us to obtain a direct comparison

of the quantum/classical coexistence between the SMF and HC-NANF in terms of losses. In this
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testbed, the total end-to-end (Alice to Bob) quantum channel loss is 10.5 dB. A summary of the
main parameters of the testbed is shown in Table 5.1.

5.2.3 Results
5.2.3.1 Optical Spectrum of Quantum and Classical Channels

Figure 5.11 shows the spectrum of 8 x 200 Gbps classical channels coexisting with a quantum
channel obtained by using a tap coupler as shown in Figure 5.10 MON1 & MON2 for the best
and worst case scenarios. Figure 5.11 also demonstrates the optical filters profile (pink) of the
tunable band pass filters (TBPF1 & TBPF2) used to filter out the noise generated by the classical
channel. It also shows the optical filter profile of the band pass filter (BPF) used before the
Bob-QKD unit (red) to suppress the nonlinear effects from passing to the QKD detectors. The
filter profiles were generated by using the output of an EDFA as a noise source. Furthermore, the
spectrum of the eight classical channels after the filtering (black) MON1 and the amplification
stage (blue) MON2 is shown before demultiplexing and coherent detection at the BVT receiver.

5.2.3.2 Co-propagation of Quantum and Classical Channel Coexistence without Fibre -
System Characterisation

To investigate the performance of the filtering stages in our system, we implemented the best-
case scenario (1.6 nm spacing) using the same coexistence scheme in Figure 5.10 without using
fibres; hence removing the nonlinear effects caused by the 2 km HC-NANF/SMF and the 2 m
SMF pigtails of the HC-NANF from the system. Since no fibres are used, the degradation in the
quantum channel performance is mainly due to the nonlinear effects generated in the ~ 50 m of
SMF between the BVT Tx and MUX2 in Figure 5.10 causing photon leakage to the Bob-QKD unit
from filtering deficiencies. As shown in Figure 5.12, the average SKR stays within the expected
range between 2100-2300 bps for a total coexistence power of -12 dBm which is higher than
the maximum total coexistence power of -24 dBm used in SMF verifying that the degradation in
the SMF fibre as shown in Figure 5.13 (b) and Figure 5.14 (b)is mostly due to nonlinear effects
i.e. Raman scattering from the 2 km SMF. This comparison is to demonstrate the effectiveness
of the filtering stages in preventing photon leakage to the Bob QKD-unit for the power levels
which were used in SMF. Moreover, the 1,2,4 and 8 channels symbols shown in Figure 5.12,
correspond to the number of channels and their aggregated power. For example, 2 channels at
-9 dBm correspond to a power of -12 dBm per channel, 4 channels at -9 dBm correspond to
a power of -15 dBm per channel, and finally 8 channels at -9 dBm correspond to a power of
-18 dBm per channel.
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Figure 5.11: Spectrum of the combined transmission of quantum and classical channels with
optical filter profiles of both scenarios.

5.2.3.3 Co-propagation of Quantum and Classical Channel Coexistence over HC-NANF
and SMF with different Coexistence Power and Channels Spacing

Figure 5.13 and Figure 5.14 show the experimental evaluation of SKR and QBER of the quantum
channel with different spectral spacing between the classical and quantum channels based on
the calculation in Section Section 4.2. For a spacing of 1.6 nm (200 GHz) in SMF (the best
case scenarios for SMF considering both Raman scattering and FWM), Figure 5.13 (b) and
Figure 5.13 (d) show that the SKR value drops from ~ 2300 bps to ~ 600 bps while the QBER
values increase from = 3% to = 4.2% when coexisting 8 classical channels at a total coexistence
power of -24 dBm. This significant 73% drop in the SKR and 40% rise in the QBER is due to
high optical nonlinearity in SMF, such as Raman scattering and FWM, causing a high noise
leakage to the Bob-QKD unit and affecting the QKD performance.

Using the same spacing of 1.6 nm in HC-NANF, Figure 5.13 (a) and Figure 5.13 (c) show
that, the SKR ~ 2300 bps and QBER =~ 2.5% values without the presence of any classical
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System Characterisation - 200 GHz Spacing
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Figure 5.12: Average SKR versus total coexistence power without fibre - system characterisation
at 200 GHz spacing.

channel (no coexistence) are similar to the values when coexisting 8 classical channels at a
total coexistence power of 0 dBm. This is due to the ultra-low optical nonlinearity in HC-NANF.
Moreover, the QKD performance of Figure 5.13 (a) is in good agreement with Figure 5.12 at
-7 dBm coexistence power which matches the loss of the HC-NANF.

For a spacing of 8 nm (1 THz) in SMF (the worst case scenarios for SMF considering
Raman scattering and FWM) and using the same coexistence power of -24 dBm, the SKR
drops to zero as the QBER exceeds the operational threshold of 5.2% of the QKD as shown in
Figure 5.14 (b) and Figure 5.14 (d). This is because the 8 nm spacing between the quantum
and classical channels resulted in the peak of the Raman scattering spectrum to be located
within the bandwidth of the BPF filter used to filter the quantum channel; hence the system
stops generating keys due to excessive noise leakage over the quantum channel.

With the same spacing of 8 nm and coexistence power of 0 dBm in HC-NANF, Figure 5.14
(a) and Figure 5.14 (c) show that, the SKR drops from = 2300 bps to ~ 2050 bps while the
QBER values increase from = 2.2% to = 3.1% using HC-NANF. This 10% drop in the SKR and
40% rise in the QBER is only due to the excessive Raman scattering noise generated in the
~ 50 m SMF between the BVT Tx and MUX2 in Figure 5.10 and the 2 m SMF pigtails caused by
placing the quantum channel in the Raman spectrum peak.

In both scenarios, the back-to-back losses of the quantum channel is similar when using
both SMF and HC-NANF (10.5 dB) and the highest coexistence power (0 dBm) in the HC-NANF
is 250 times higher than the highest coexistence power (-24 dBm) in SMF. Even though the
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Figure 5.13: a) Average SKR versus total coexistence power using HC-NANF. b) Average SKR
versus total coexistence power using SMF. c¢) Average QBER versus total coexistence power
using HC-NANF. d) Average QBER versus total coexistence power using SMF. 200 GHz spacing
between quantum and classical channels. The solid lines in the figures are trend-line fit.

coexistence power is much higher is HC-NANF, the ultra-low nonlinear effects due to its hollow
core preserve or have a slight effect on the SKR and QBER of the quantum channel. This proves
the suitability of HC-NANF as an excellent transmission medium for high power coexistence of
quantum and classical channels.

5.2.4 Summary

The coexistence of a DV-QKD channel and 8 x 200 Gbps 16-QAM classical channels was
successfully demonstrated over a 2-km long Hollow Core Nested Antiresonant Nodeless Fibre
for a record-high coexistence transmission of 1.6 Tbps. In the best case scenario with 1.6 nm
spacing between the quantum and classical channels (200 GHz) at -24 dBm total coexistence
power in SMF, the SKR dropped by 73%, whereas, at 0 dBm total coexistence power in HC-NANF
(250 times higher than the power used in SMF), the SKR was preserved. In the worst case
scenario 8 nm spacing between the quantum and classical channels (1 THz - Raman spectrum
peak at the quantum channel wavelength) and using the same powers, the SKR dropped to
0 bps in SMF meaning no keys were generated, whereas in HC-NANF the SKR dropped only

95



CHAPTER 5. COEXISTENCE OF QUANTUM AND CLASSICAL CHANNELS IN ADVANCED
MEDIUMS

Hollow Core Fibre (HCF) - 1 THz Spacing Single Mode Fibre (SMF) - 1 THz Spacing
2500 2500

W

N
o
o
o

1500

1000

Secret Key Rate (bps)
Secret Key Rate (bps)

= - N
w1 o v o
o o o o
o o o o

500

[0 1CICh [ 2CICh [0 4CICh [ 8CICh [0 1CICh [ 2CICh [0 4CICh 0 8CICh
0

-18.0 -15.0 -12.0 -9.0 -6.0 -3.0 0.0 -42.0 -39.0 -36.0 -33.0 -30.0 -27.0 -24.0
Total coexistence power (dBm) Total coexistence power (dBm)

(@ (b)

[}
[}

Hollow Core Fibre (HCF) - 1 THz Spacing Single Mode Fibre (SMF) - 1 THz Spacing l

w1
w1

~
~

N
N

jury
fary

Quantum Bit Error Rate (%)
w

Quantum Bit Error Rate (%)
w

[0 1CICh [0 2CICh [0 4CICh [ 8CICh [0 1CICh [ 2CICh [ 4CICh 3 8CICh

o
o

-18.0 -15.0 -12.0 -9.0 -6.0 -3.0 0.0 -42.0 -39.0 -36.0 -33.0 -30.0 -27.0 -24.0
Total coexistence power (dBm) Total coexistence power (dBm)

() (d

Figure 5.14: a) Average SKR versus total coexistence power using HC-NANF. b) Average SKR
versus total coexistence power using SMF. c¢) Average QBER versus total coexistence power
using HC-NANF. d) Average QBER versus total coexistence power using SMF. 1 THz spacing
between quantum and classical channels. The solid lines in the figures are trend-line fit.

by 10% due to the Raman scattering generated from the ~ 50 m SMF in the testbed before
the coexistence point (MUX2) and the 2 m SMF pigtails of the HC-NANF. This significant
difference in the QKD performance proves the advantage of using HC-NANF to provide a
seamless coexistence of quantum and classical channels for future quantum networks with a
minimal effect on the quantum channel performance regardless of the number and power of
the classical channels. The HC-NANF also provides higher transmission speed (50% faster) and
low latency compared to SMF. For this reason, a 7 km HC-NANF was deployed to connect an
Interxion data centre and The London Stock Exchange [293]. It also provides thermal and phase
stability, making it suitable for long-distance transmission using protocols such as twin-field
QKD [7]. However, in the meantime, HCF is expensive to manufacture and install and could be
used as a viable solution for specific use cases only.
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5.3 Bidirectional coexistence of DV-QKD and 25 C+L Band
Classical Channels over 7.7 km HC-NANF

Using a 7.7 km HC-NANF, we implemented a bidirectional coexistence link with 25 classical
channels with an aggregated power of 12 dBm, 12 times more than the power presented in the
previous experiment in Section 5.2. An overview of the state of the art investigations into the
coexistence of QKD and classical links Figure 5.15 reveals that the best approaches to coexist
quantum channels and high power classical channels is by using CV-QKD (M) systems [217] or
using two different bands (C and O band) for the classical and quantum channels (O). However,
CV-QKD is not suited for secure key generation over large distances and the higher O-band fibre
losses likewise limit achievable distances as discussed in the previous section. Our previous
findings [2] suggest a third option, employing a hollow-core fibre (HCF). In this experiment,
we demonstrate the coexistence operation of a custom built DV-QKD system (C+L-band) for the
QKD and the Sync channels, implementing the COW protocol, together with 25 classical data
channels (C+L-band), of which one is counter-propagating to the QKD signal, over a single
metro-scale HCF link. The reduced Raman scattering of HCF compared to SMF allows to push
the coexistence limit as high as 12 dBm aggregated power while imposing no restriction on
the spectral layout of quantum and classical carriers. This corresponds to a 9 dB improvement
in coexisting classical power while at the same time increasing the number of co-propagating
channels by a factor of 2.5 for similar in-band DV systems Figure 5.15.
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Figure 5.15: State of the art of coexistence experiments.
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5.3.1 Quantum Channel Allocation and Robustness to Raman Noise

Ax explained before, When coexisting classical and quantum channels over the same fibre,
in-band Raman noise is inevitable. Figure 5.16 evidences the broadband nature of spontaneous
Raman scattering (SpRS) for a standard single-mode fibre (SMF) and HCF conducted with a
classical and single-photon (hv) OSA. Measurements for a 1550-nm pump channel at 10 dBm
show that its SpRS tails reach till the O-band, where the noise contribution eventually falls
below 105 photons/s/100pm (A), a value that makes it compatible with QKD [212, 225]. To
overcome this impairment in the C+L bands, this experiment builds on initial findings of the
previous experiment [2]. We used a 7.7 km long HCF sample with SMF28 pigtails, described
in detail in [294]. As reported in Figure 5.16, the SpRS of the HCF decreases by =35 dB with
respect to the SMF. This allows us to explore a wide region of low Raman noise in the C-band, a
band that had been predominantly used with a limited number of artificially attenuated classical
channels located very close to the DV quantum channel [213] (B in Figure 5.15) to ensure
a small spectral detuning with a weak Raman noise contribution (/\). Although this region
was explored in the previous experiment with an 8 nm spacing, in this experiment we have 25
classical channels in both the C and L bands.
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Figure 5.16: Spontaneous Raman scattering spectra of SMF and HCF.
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5.3.2 Experimental System Testbed
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Figure 5.17: Experimental setup for joint, bidirectional classical/quantum C+L band transmis-
sion. The spectral inset presents the transmitted spectrum.

Figure 5.17 presents the experimental setup. The QKD engine implements the coherent one-
way (COW) protocol [101] with the QKD channel (C-band: 1538 nm (y)) multiplexed with
a classical synchronization channel (L-band: 1611 nm (¢)) and SFP+ modules in down- (6,
1554.94 nm) and uplink (v, 1552.52 nm) direction for bi-directional classical communication of
the QKD transmitter and receiver. Alice’s FPGA, addressable via Transmission Control Protocol
(TCP) using 10 GbE switch from her control PC, streams the buffered modulation data in a burst
fashion, divided into frames of configurable length and duty cycle. Each frame is accompanied
by a classical sync pulse, acting as a local time reference for the coherent train that has been
attenuated to the quantum level. The QKD receiver employs two free-running SPADs (10%
efficiency, dark count rate of 620 Hz) to determine either the time of arrival (75% branch) or
the phase between consecutive pulses (25% branch). The raw key can then be forwarded to the
respective post-processing software modules, running as separate services, on the PCs, in order
to finally arrive at a secure key. All communication between the two parties is optically routed
through the 7.7 km@HCF (8.8 dB loss) with SMF pigtails.

The link load consists of 25 intensity-modulated channels in the C- and L-band (see inset in
Figure 5.17), carrying 10 Gbps PRBS data and being boosted by a tandem of 20-dBm C/L-
band EDFAs. Coexistence with QKD necessitates spectral conditioning for the classical signal
spectrum. This includes (i) filtering of the ASE tails of laser line, accomplished through the
arrayed waveguide grating (AWG, a) used to multiplex the optical sources (or through a band
pass filter in case of the 10GbE uplink, §) and (ii) suppression of the ASE of the EDFA through
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a notch filter with a rejection of >95 dB (Figure 5.18, v), cleaning out the quantum channel
at 1538 nm. An attenuator A;, was used to control the launch power of the classical channels
to investigate the coexistence limits. The quantum signal and the corresponding frame sync at
1611 nm are lastly multiplexed to the classical signal compound using a CWDM and a DWDM
passive filters. This ensures minimal multiplexing losses of 0.76 dB for the fragile quantum
signal (Figure 5.18, y), while the notching and express feed-through of the classical channels at
the transmitter-side Coexistence element (CE-T) amount to 6.3 dB (1). It shall be stressed that
the notch at the quantum channel y is not visible in Figure 5.17 due to additional scattering
arising at the OSA grating (I'). At the receiving end of the link, a Coexistence element (CE-R)
first drops the quantum and QKD sync channels using a similar CWDM and a DWDM passive
filters before realizing the directional split for the classical channels (Figure 5.18). The downlink
has been demultiplexed and received by an APD receiver in order to prove the quality of signal
reception through BER measurements (A,,) as a function of the received optical power (ROP).

[dB]

Transmission

-50
(a) 1530 1550 1570 1590 1610 1630

Figure 5.18: Coexistence elements at transmitter and receiver with notch (v) for the quantum
channel (y) and add/drop for QKD sync (Z).

5.3.3 Results
5.3.3.1 Secure-key rate under presence of 17 classical channels (Only C-Band)

As shown in Figure 5.19, the SKR has been evaluated as a function of the aggregated classical
power and channel count at the C-band only. As shown in the previous experiment, the
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SKR depends on the spectral layout of the classical channels in SMF because the Raman
scattering profile varies with respect to their position. However due to the low and flat Raman
scattering profile of the HCF in Figure 5.16, the SKR performance is primarily determined by
the aggregated classical power making the SKR widely independent of the spectral layout. As
shown in Figure 5.19, a SKR of 65 bps can still be obtained for 17 classical channels aggregating
11 dBm () spanning over 17.6 nm of the C-band fibre spectrum. This proves the robustness of
DV-QKD in combination with the HCF. We noticed a low background noise even for a back-to-
back configuration without HCF, which was eventually identified to originate from scattering at
SMF-pigtailed thin-film filters (TFF) employed at the CE-T element ((TFF) in Figure 5.16). This
imposes an upper bound for the compatible launch power. The SKR expands to 1.2 kbps (x) for
a weaker launch power of 8 dBm (half the used power to obtain 65 bps), leading to a QBER of
1.2%. Using only the closest six C-band classical channels with a weaker classical signal launch
of -1 dBm, we achieved a SKR 3.1 kbps (7), and a low QBER of 0.67%. The drop in SKR from
1.5 to 2 kbps without classical channels (¢ in Figure 5.19) is due to contamination the quantum
channel from the elevated ASE background under no-load conditions for the booster EDFA.
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Figure 5.19: SKR under presence of 17 classical channels.

5.3.3.2 Secure-key rate under presence of 25 classical channels (C+L Band)

Figure 5.20 a) and Figure 5.20 b) showcase the long-term performance of the QKD engine
for 9 and 12 dBm aggregated power of the coexisting classical channels respectively. The
setup was tested for various combinations between the number and aggregated power classical
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channels. When all classical channels are used the coexistence limit was found around 12 dBm,
at which point the QKD engine cannot guarantee continuous distillation of secure key any
longer. However, the achieved SKR is still on the order of 100 bps, which would be enough to
secure the classical link capacity of 25x10 Gbps, considering the NIST recommendation for AES
key renewal mentioned above. A lower classical launch power of 9 dBm allows for continuous
operation with a stable QBER and visibility of 1.91% and 93.3% , respectively, resulting in an
average SKR of 660 bps. The still relatively high QBER at these operational conditions is mainly
caused by the back scattering of the uplink into the receiver QKD receiver, via the interface
given by the HCF/SMF pigtail. Routing the SFPs via a dedicated separate fibre, showcases the
intrinsically low QBER of the QKD engine (0.67% at 9 dBm aggregated classical power). Finally,
we acquired the BER performance of the classical channels.
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Figure 5.20: a) Long term performance of QKD engine at 9 dBm power of classical channels,
b) Coexistence limit of QKD engine at 12 dBm power of classical channels

Figure 5.21, showing a sensitivity better than -23.6 dBm at a BER of 107!° and a spread of
2.5 dB between best and worst channel. All eye diagrams were clearly open.

5.3.4 Summary

We have demonstrated for the first time a secure-key generation at a 1538-nm quantum channel,
integrating synchronization and key distillation in co-propagation with a C+L band DWDM
feed from 1540.56 to 1598.89 nm. We obtained a SKR of 330 bps for an aggregated classical
power of 12 dBm. This corresponds to a massive 31 dB increase in terms of classical power X
optical bandwidth product compared to earlier DV-QKD works and enables its integration in
high capacity, long-range metro-core links. The mitigation of Raman scattering in SMF spans, as
accomplished using a novel HCF, now points to the need for upgrading fibre-optic components
as well: We found thin-film add/drop multiplexers combining quantum and 90 dB stronger
classical signals to prevent further scaling in terms of higher SKR and stronger classical launch,
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Figure 5.21: BER and eye diagrams for all PRBS channels.

unless WDM components with hollow-core layout become available. Together with sub-DWDM
filtering at the quantum channel, we expect classical levels beyond 20 dBm to be compatible.
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5.4 Coexistence of Quantum and Classical Channels over Free
Space via Fibre-Wireless-Fibre Terminal

QKD in free-space applications has been demonstrated with indoor handheld devices [239, 240]
and outdoor drones [295, 296]. Recently, the first lab demonstration of a 2 m free-space
transmission of the COW protocol was published [297]. The QKD system operates in the visible
spectrum (852 nm) with a fixed channel loss of 16 dB over a transmission distance of 2 m.
Free-space QKD systems are typically used over long distances i.e. ground station to satellite,
but the increasing demand for secure in-building connectivity makes short-range free-space
QKD attractive. Such short-range links can be achieved by using Fibre-Wireless-Fibre (FWF)
terminals [241-245] combined with fibre-based QKD systems. Ultra-high data-rate classical
links have been achieved using FWF techniques, and the addition of a QKD channel might offer
ultra-high rate data communications with the additional security that QKD brings. In this case
the impairments are different from all-fibre based systems. Free-space has no nonlinearity at
the power levels used, but impairments due to ambient light being detected must be considered
[298]. In addition effects due to turbulence need to be assessed [297]. There has been some
modelling to suggest that this FWF approach can support indoor QKD systems on their own
[299] and in coexistence with classical communication channels [300]. However, experimental
data are lacking and experimental characterisation is required.

This section is organised as follows: Section 5.4.1 describes the design and typical per-
formance of the compact FWF terminals. Section 5.4.2 explains the experimental testbed.
Experimental results on the coexistence of QKD and classical communication channels are
detailed in Section 5.4.3. Finally, conclusions and use cases are presented in Section 5.4.3.

5.4.1 FWF Terminals

The challenge for any FWF systems is maintaining link alignment with high tolerance. For a
system that uses single-mode fibre with typical commercial collimators the beam divergence/ac-
ceptance angles are = 0.05 degrees, so any system must maintain alignment to these type of
tolerance. Systems that use beacon based tracking [151, 301-304] and tracking that uses the
communications signal [241, 242, 305] have been demonstrated. In this section a simplified
version of such beacon signals will be used to drive the compact FWF terminals [244].

Figure 5.22 shows a schematic of the FWF terminals as described in [244]. Light from
single-mode fibre (SMF) is fed into the terminals and collimated (Coll & Col2) before being
actively steered using fast steering mirrors (M1 & M2). These dual-axis steering mirrors allow
for beam steering with up to + 50° optical deflection per axis and a steering resolution of less
than 5 prad. The tracking system controlling M1 & M2 uses IR Tags operating at 800 nm and
890 nm as well as a set of cameras. The IR-Tags provide localisation beacons, represented by
red and blue lines in Figure 5.22, respectively. Dichroic beam splitters (DF1 & DF2) separate
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Figure 5.22: Schematic of the FWF terminals.

the localisation beacon light from the combined communication channels. Cameras CAM1 &
CAM3 were set up with a wide field of view (FoV) which allows for locating the other terminal,
while the cameras (CAM2 & CAM4) have a narrow FoV allowing for high precision tracking.
Optical band pass filters (BF1 & BF2) in front of each camera reject ambient light to enable
reliable localisation and tracking of the terminals. The latency of the tracking system supports
communications between nomadic operations [244].

The tracking performance of the FWF terminal system was characterised, and shown to
achieve a tracking resolution of 0.021° horizontally and 0.014° vertically all within a tracking
latency of 216 ms. In operation the FWF system supported WDM channels transmitting data
at = 1 Tbps transmission rates for nomadic operation [245]. Wavelengths across the O and C
band can be transmitted simultaneously [306].

There are two main contributors to the overall insertion loss of the FWF terminal system: (i)
geometric loss L., and (ii) coupling loss induced by angular misalignment L. The geometric
loss scales with distance between the terminals as the collection area of the optical receiver
remains constant whereas the divergence of the transmitted beam causes the illuminated area
to grow with distance. The geometric loss can be expressed in dB by Eq. (5.1) [307].

42 w?
T R (5.1)

n2n2
where n represents the refractive medium between the two collimators (n = 1 is assumed
in all calculations presented in this section), A the wavelength of light in vacuum, Zj is the
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distance between the two collimators and wgr and w7 are the Gaussian beam radii of the receiver
collimator and transmitter collimator, respectively.
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Figure 5.23: Average of measured misalignment losses gathered from the inset and a theoreti-
cally estimated loss based on Eqn. (5.2). The inset shows the measured misalignment loss as a
function of horizontal and vertical steering angles.

Angular misalignment causes coupling losses due to the limited area in which light is guided
in fibres as well as due to the limited acceptance angle of fibres. The angular misalignment loss
in dB is given in Eqn. (5.2) [307]

nnop 2 [ ( AZo \? , (er)? 1
) lj(l)o( A ) (;mw?,) +£wT) 2+ sjnz(/)’ (5.2)
() +| () 1

where ¢ the angular misalignment between the optical axis of transmitter and receiver collimator.
Figure 5.23 shows the measured and theoretical misalignment loss for the FWF terminals with a
2.5 m wireless link. The measurement data were obtained by intentionally steering the receiving
terminal off-axis and averaging over both axes with the same angular misalignment relative to

the aligned position. Figure 5.23 illustrates good agreement between the theoretical estimation
and the measured data.

5.4.2 Experimental System Testbed

Figure 5.24 illustrates the experimental system setup used to demonstrate the coexistence
of eight classical channels with a DV-QKD channel over a 2.5 m free space enabled by a
FWF terminal system. For the classical channels, two optical DWDM platforms are used with
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Figure 5.24: Experimental testbed. Inset: Spectrum of the combined transmission of quantum
and classical channels with optical filter profiles of both scenarios.

bandwidth-variable transponders (BVTs) [199]. Each of these units include four BVT ports and
each port can be tuned to any wavelength in the C-band according to the ITU-T 50 GHz grid.
All 8 ports of the BVT were configured with a 16-QAM modulation for a transmission rate of
200 Gbps per channel resulting in 1.6 Tbps of transmission overall. Soft-decision forward error
correction (SD-FEC) allowed a 15% error with a detector sensitivity of -23 dBm. Finally, all the
ports were configured to match a total power of 0 dBm at the output of the FWF Tx terminal to
meet eye safety regulations [308].

As shown in Figure 5.24, the eight coherent output ports of the BVT are multiplexed using
a wavelength selective switch (WSS) which includes a band pass filter (BPF) with 30 dB of
isolation. Subsequently, the wavelength accumulated signal is filtered. First, by a tuneable
band pass filter (TBPF) with a flat-top and sharp filter edges (pink profile in the lower trace of
the inset Figure 5.24) with a high isolation of 60 dB. Second, a notch filter was deployed to
further suppress the noise level at the quantum channel wavelength (1547.72 nm). The filtered
signal can be monitored in-situ via a 95/5 coupler (black channels in the inset Figure 5.24).
The 95% output port of the coupler feeds into a DWDM add/drop (A/D) filter combining the
quantum and classical channels which are subsequently fed into the FWF Tx terminal. After a
2.5 m free-space transmission another DWDM add/drop filter is deployed passing the quantum
channel through a double stage filtering using two fixed WDM band pass filters (red profile in
the lower trace inset Figure 5.24) to eliminate any noise generated by the classical channels
and supress ambient light. The output of the filter pack is connected to the Bob-QKD unit. The
classical channels are reflected at the DWDM A/D filter and are guided to an optical isolator.
The isolator prevents the local oscillator used by the BVT Rx from entering the Bob-QKD unit
and therefore interfering with the QKD measurements. Furthermore, the isolator suppresses
amplified spontaneous emission (ASE) noise generated by the Erbium-doped fibre amplifier
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Table 5.2: Parameters for free-space coexistence testbed

Parameters Value
Classical Channels
Number of Channels 8
193.60 THz, 193.55 THz,
Classical Channel 193.50 THz, 193.45 THz,

Frequencies Scenario 1 (Sc1) 193.40 THz, 193.35 THz,
193.30 THz, 193.25 THz

192.60 THz, 192.55 THz,

Classical Channel 192.50 THz, 192.45 THz,
Frequencies Scenario 2 (Sc2) 192.40 THz, 192.35 THz,
192.30 THz, 192.25 THz

Grid Spacing 50 GHz
Modulation Format 16-QAM
Optical Signal-to-Noise
Ratio (OSNR) 30dB
Transmission rate per Channel 200 Gbps
Total transmission rate 1.6 Tbps
Pre-FEC Level 15%
Detector sensitivity™* -23 dBm
Quantum Channel
DV-QKD Wavelength 1547.72 nm
DV-QKD Frequency 193.70 THz
QKD Protocol COW
Maximum Distance 80 km @ 16 dB loss

Optical Band Pass/Rejection Filter (OBRF)

Insertion loss band pass port 0.5dB
Center wavelength 154772 nm
band pass port
Bandwidth band pass port 100 GHz (0.8 nm)

*Corresponding to 16-QAM Modulation @200 Gbps (BER 1073).

(EDFA) boosting the classical signals to suitable detection levels. A 95/5 coupler is used to
monitor the amplified classical channel profile (blue channels in the inset Figure 5.24). The 95%
output port is connected to a 1x8 splitter separating the eight classical channels for coherent
detection. A summary of main parameters of the testbed is shown in Table 5.2.
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5.4.3 Results

5.4.3.1 QKD Via FWF Terminals

All following experiments in this section were conducted within a 200 Ix lab environment
resulting in ambient light induced count rates of minimum 1.9 kcps to a maximum of 2.3 kcps
with a standard deviation of 100 Hz when using a free running ID Quantique ID210 detector
(settings: 5% efficiency, 25 us dead time and 10 s integration time). This measurement result
shows that there is no significant difference to the thermal noise of the detector and counts
induced by ambient light. Hence, the spatial filtering of the receiving terminal and the spectral
filtering in place allow for a QKD transmission in a 200 Ix lab environment free of any significant
penalty to ambient light.

The IR Tags of the FWF terminals also have potential to induce additional counts degrading
the QKD performance. Figure 5.25a) shows the secret key rate (SKR) and the corresponding
qubit error rate (QBER) of two hour test runs with and without the IR Tags for an aligned
link with fixed mirror positions. Neither the secret key rate nor the qubit error rate has shown
any significant sensitivity to the emission of the IR Tags. Photons emitted by the IR Tags (800
nm and 890 nm, respectively) are expected to couple into the fibre path, however, the limited
field of view of the fibre and the reduced photon detection efficiencies at those wavelengths
minimise the induced counts to a negligible level. Therefore, the tracking system of the FWF
terminals has a minimal impact on the QKD performance.

Free-space systems inherently rely on the alignment of Alice and Bob. As shown in Fig-
ure 5.23 and Eqn. (5.2), controlling the angular link misalignment is key to provide a stable
QKD link as minor changes can cause significant changes in insertion loss. Figure 5.25b)-d)
illustrate on QKD performance key parameter when deliberately steering the receiving FWF
terminal off-axis. It can be seen that the SKR and the qubit visibility decrease with increasing
off-axis angles, whereas the QBER remains almost constant. Those results indicate that the
angular link misalignment causes increased insertion loss as well as affecting the qubit visibility.
An angular misalignment of 0.042° (insertion loss equivalent of 4.9dB according to Figure 5.23)
exceeded the systems margin preventing the ID Quantique Clavis® system from generating
secret keys. A link budget design addressing the fibre optical components as well as the distance
and misalignment of the terminals is crucial for a seamless operation. Thus, the links in all
experiments were manually optimised for minimum losses to handle the margins. In an practical
environment, the accuracy of the tracking system used in the FWF terminals (=~ 0.02° [244])
needs to be improved for the given distance of 2.5 m. However, the losses can be traded between
losses induced by the fibre optical components, the link distance and the maximum angular
misalignment / required tracking accuracy.
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Figure 5.25: Characterising the QKD performance . a) Influence of the IR Tag used for localisation
and tracking. b)-d) Secret key rate, visibility and quantum error rate plotted against the angular
link misalignment of the terminals at a distance of 2.5 m.

5.4.3.2 Coexistence Of QKD And Classical Communication Channels via FWF Terminals

Due to the orders of magnitude difference in power between the QKD and the classical channels,
Raman scattering caused by the classical channel degrades the QKD performance. Raman
scattering is a non-linear optical effect and therefore has got a spectral response. In fibre
optics both Stokes peaks of the Raman scattering can be found ~ 1.1 THz around a 1550 nm
communication channel [309]. Next to the spectral spacing, the launch power of the classical
communication channels determine the amount Raman scattering [211]. Hence, two scenarios
have been chosen to investigate the influence of channel spacing as shown in Figure 5.24 and
Table 5.2. A spectral spacing of 100 GHz (0.8 nm, labeled ”"Sc1“) means the quantum channel
is placed in a Raman spectrum dip, whereas a spacing of 1.1 THz (8.8 nm, labeled ”Sc2%)
means the quantum channel is placed at the Stokes peak causing additional crosstalk within
the BPF filter bandwidth. Figure 5.26 a) and b) illustrate the long term stability of the pointing
mirrors for both scenarios for at least 12 hours and with 7 dBm launch power per BVT channel.
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None of the classical communication channels was impaired at any time of observation. The
measurement results for the QKD link clearly indicate the presence of Raman noise causing a
reduction in secret key rate. The origin of the Raman scattering can be found in the <100 m
fibre - connecting the BVT and WSS from another lab with the experimental setup. Figure 5.26
c) shows a set of measurements of the experimental testbed with the FWF terminals replaced
by a 6 dB fixed attenuator. It can be seen that the launch power of the classical channels as well
as the spectral spacing affect to the QKD channel impair the secret key rate. Furthermore, the
measurement results for 7dBm launch power co-align with the results presented in Figure 5.26
a) and b) proving the FWF terminals to be transparent for photons either associated with QKD,

Raman noise or classical communication.
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Figure 5.26: Long term measurements of the QKD link operating in coexistence with 1.6 Tbps
classical comms link in two different scenarios of spectral spacing. a) Data sets of the night from
16-03 to 17-03 with 100 GHz spectral spacing (Scl) and from 17-03 to 18-03 with 1100 GHz
spectral spacing (Sc2). b) Statistical representation of a). ¢) Secret key rate vs launch power
per channel with the FWF terminals replaced with a 6 dB attenuator.
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Finally, the robustness of the coexisting free-space link was tested against angular link
misalignment in the presence of Raman noise (Sc2). The receiver terminal was deliberately
steered off-axis by 0.021° as this steering angle has demonstrated a minimum impact on the QKD
performance as shown in Figure 5.25. That value of angular link misalignment did not impair
the performance of any of the classical communication channels. The QKD measurement results
are summaries in Figure 5.27. It can be seen that the secret key rate increased significantly
compared to the on axis steering position. Furthermore, the qubit error rate is reduced in its
mean value and the number of outliers representing high error rates are significantly reduced.
The same observation can be taken from the qubit visibility: Even though the mean value
is slightly reduced, the number of outliers representing lower qubit visibility is significantly
reduced. The main contributor of this behaviour is the change in insertion loss. The QKD
channel tolerates the additional loss as demonstrated earlier. However, the Raman noise - and
therefore the noise induced qubit error counts - decrease accordingly. The combination of
those two circumstances lead to an increased secret key rate at the given link misalignment.
Further investigations could pin point a sweet spot for future experiments and help developing
optimised tracking systems.
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Figure 5.27: Comparison between on axis steering and slightly off-axis steering in Sc2. All three
key parameters of a QKD link are displayed.

5.4.4 Summary

This experiment presents the first demonstration of the transmission of a COW-based DV-QKD
channel coexisting with classical channels in free-space. The FWF terminal system presented
allows for indoor QKD transmissions in a 200 Ix environment free of performance penalties
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and for thorough investigation of the QKD performance. Pointing accuracy is key to maintain
a free-space optical quantum link. However, the required pointing accuracy depends on the
link budget provided by the QKD system, the insertion loss of the fibre-optical components
and the distance covered between the terminals. Compared to previous Tbps FWF links over
2.5 m distance [244], the tracking accuracy needed for the QKD channel had to be refined by a
factor of 10 due to tighter margins. The coexistence of quantum and 1.6 Tbps classical data
in free-space has been demonstrated highlighting the crucial role of curating the combined
signal. Raman scattering generated in fibre optics impairs the QKD performance in free-space.
This behaviour has got implications towards the integration of the FWF terminals in PON
architectures. However, the deliberate introduction of additional losses by angular misalignment
demonstrated the potential to optimise the QKD performance in the presence of Raman noise.
The tracking accuracy of the FWF terminal system will be further improved for automated
operation with QKD links. When sufficiently accurate the FWF terminals could find applications
in the fields of home access networks as part of an all-optical network and connecting quantum
computers.

5.5 Improvements across Experiments

Since the QKD systems and the classical optical communication are "plug & play", the im-
provements across the experiments were mainly within the experimental testbeds and the
transmission mediums. For the MCF experiment [262], and the first implementation of the
coexistence in SMF [24], optical couplers were used for two reasons at the transmitter side. First,
to combine the classical channels into one output and to enable the coexistence of quantum
and classical channels. Depending on the number of the classical channels, we used a 1x4 or
1x8 optical coupler. In this case, the coupler did not provide any filtering. It only combined
the classical channels into a single output. Therefore, further filtering was required to isolate
the quantum and classical channels, increasing the loss for the quantum channel. Moreover,
we used a 95/5 coupler to combine the quantum and classical channels into a single output.
The 95% output is used for the quantum channel, and the 5% output is used for the classical
channels. There are two issues with using a coupler in this case: 1) the high loss of 13 dB in the
5% arm applied to the classical channel and the reflected classical signal in the 95% arm, which
affected the quantum transmitter.

We improved dramatically for the next experiment, mainly the first HCF experiment (2 km)
[2].We removed the couplers from the testbed and replaced them with two components. First,
we used a WSS to combine the classical channels, providing less loss and extra isolation. We
removed the 95/5 coupler using a passive off-the-shelf DWDM filter centred at the quantum
channel wavelength. We used the pass port for the quantum channel, and the reflect port for
the combined classical channels. We also added an isolator to prevent any reflected classical
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noise from entering the QKD transmitter. Another addition is the double-stage filtering using
two DWDM filters centred at the quantum channel wavelength at the QKD receiver side. Finally,
we added an optical isolator before the EDFA to prevent the ASE noise from the EDFA from
affecting the measurements.

For the second HCF experiment (7.7 km) [12] and the free-space experiment [8], we im-
plemented a notch filter. The notch filter is a DWDM filter centred at the quantum channel
wavelength. However, in this case, instead of using it to filter the quantum channel at the QKD
receiver, we connected the reflect port of the filter to the classical channels combined output,
hence providing us with extra isolation by suppressing the noise level at the quantum channel
wavelength. Furthermore, adding the notch filter before the coexistence stage allowed us to
push down the noise level at the quantum channel and reduce the in-band noise.

These improvements allowed us to push the coexistence power to the limit while maintaining a
relatively low noise level at the QKD receiver. Therefore, generating a high SKR while retaining
a low QBER.
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CHAPTER

DYNAMIC ENTANGLEMENT DISTRIBUTION IN OPTICAL NETWORKS

Declaration of Work

This chapter is mainly based on [9, 18, 20].

In [18], I came up with the concept, wrote the code, carried out the experiments,
preformed results analysis, and wrote the conference paper.

In [20], I designed and built the testbed. Rodrigo Stange Tessinari and I characterised
the testbed, performed the result analysis and wrote the conference paper except for
noise level calculation which was written by Marcus Clark.

In [9], Rui Wang, Sima Bahrani, and I designed and built the testbed. We characterised
the testbed and collected the results with Marcus Clark and Sima Bahrani. The result
analysis were mainly done by Rui Wang and Marcus Clark. We all wrote the conference
paper. Siddarth K Joshi provided supervision and was our helpline when needed.

All of this work was done under the supervision of George Kanellos and Reza Nejabati,
and some of this work was done under the supervision of Siddarth K Joshi and John
Rarity.

The entanglement source and user modules for all the experiment were maintained and
aligned by Siddarth K Joshi and Marcus Clark. They have done a lot to help us with all
the entanglement experiments, and without their help, this work would have not been
possible.

Since I am a co-author of the original text in [9, 18, 20], some of the text have been
reused in the chapter where appropriate.
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o tackle the scalability issue posed by standard bipartite quantum protocols like QKD

protocols, the quantum network infrastructure needs to be dynamic, scalable and

sizeable to support growing demand of quantum services, as stated in the previous
chapters. This is a particularly ideal case to incorporate entanglement-based networks, which
empowers the distribution of entanglement resources across different nodes to enable advanced
quantum applications, including but not limited to cryptographic algorithms.

We start this chapter by introducing a model for resource allocation in an entanglement
network. Followed by an implementation of a dynamic entanglement distribution quantum
network. We begin by discussing the experimental testbed and a brief description of each
component. We then discuss the overall network architecture and the dynamicity enabled by
the ¢-ROADM. After that, we present the results of different use cases and provide a summary
of the experiment. Next, we evaluate the feasibility of the coexistence of quantum and classical
channels in deployed optical networks. We then use the obtained results to demonstrate the
coexistence of quantum and classical channels in HCF.

6.1 Wavelength Resources Management of Entanglement
Distribution in Optical Networks

In order for the entanglement distribution technology to efficiently scale in sizes capable
to address the needs for future quantum applications, networking principles, architectures
and algorithms need to be developed to eventually enable flexible allocation of the valuable
entanglement resources in an optimal way across the network. In this section, we discuss
the development of a new active entanglement distribution architecture that can be photonic
integrated with the entanglement source and allows flexible allocation of source bandwidth
(entangled wavelength pairs) across multiple users to accommodate the service requirements
such as QBER and SKR of on-fly scenarios. We provide a formalized form of the wavelength-pairs
assignment problem using the Planning Domain Definition Language (PDDL) which could be
used by different intelligent algorithms (planners) to be solved. Finally, we present an intelligent
allocation of entangled wavelength pairs using the Fast-Forward (FF) planner and use this to
optimize the switching architecture of the entanglement distribution circuit (EDC) to minimize
the overall losses and the required switching elements of the entanglement distribution circuit.

6.1.1 Active Entanglement Distribution Circuit Architecture

An active entanglement distribution circuit is shown in Figure 6.1. It is designed to provide
on-demand quantum connectivity for an N nodes network considering the time-bin EPR source
[310] of Figure 6.1, where a type-II SPDC emitted by a Bragg reflection waveguides (BRW)
creates spectrally broadband photon pairs in orthogonal polarization. Considering low loss
integrable WDM de-multiplexers [311], the broadband EPR source can generate N pairs of

116



6.1. WAVELENGTH RESOURCES MANAGEMENT OF ENTANGLEMENT DISTRIBUTION IN
OPTICAL NETWORKS

entangled wavelengths and the spectrum of the signal and idler entangled wavelengths are
shown in Figure 6.1, such that pairs A1 and 14’ are entangled, 12 and A3’ is entangled etc. When
the wavelengths of the respective pairs are sent in two different nodes, e.g. A1 in Alice and 14’
to Dave, a virtual quantum link is established between Alice and Dave. The active entanglement
distribution circuit aims at providing a fully connected graph (full-mesh connectivity) between
all nodes by suitably redirecting the entangled wavelength pairs to the respective nodes to
set up the desired virtual quantum links. For example, in Figure 6.1, 14 A3’ and A2 14’ are
redirected by changing the configuration of the single SDN-controlled 2x2 switch from the bar
to the cross-state between node B and node D to create the new entangled links AD and BC
(diagonal), hence provide full-mesh connectivity for the 4-Nodes network. To create graphs
where each node has two virtual links (2-connected graph), pairs of entangled wavelengths
need to be combined together through a 2x1 MUX or 2x2 multimode interference (MMI) coupler
and then be distributed to the different nodes through 2x2 switches (Figure 6.1). Low-loss MMI
are considered as multiplexers since they are more broadband and significantly smaller than
AWGs in size [312]. A low-loss 2x2 thermo-optic switch [313] is considered to provide the
necessary network reconfigurations for full-mesh connectivity (N)(N-1)/2 links. The goal is to
calculate wavelength assignments for the entangled pairs using the PDDL model presented in
section 3 to minimize the transitions required for covering the full-mesh connectivity so that
the number of switches can be optimized in terms of overall losses using a switching algorithm.

6.1.2 Wavelength Pair Assignment Using PDDL with Switching Algorithm

To address the wavelength-pairs allocation problem for the aforementioned entanglement distri-
bution circuit, we have modelled the problem of resources allocation for quantum entanglement
distribution systems using PDDL [314]. PDDL is a standard encoding language for classical
planning tasks. It provides a formal description of wavelength-pairs allocation in the form of a
model which can be used by various planners. Our PDDL model is used by the FF planner [315],
which is a forward chaining heuristic state space planner that relaxes the main task P into a
simpler task P+ to obtain a heuristic estimate of the solution. The FF planner uses an enforced
form of hill-climbing (EHC) technique which combines systematic and local search. The local
search of EHC is based on the hill-climbing algorithm; however, to find a sequence of actions
leading to a heuristically better successor it uses a breadth-first search algorithm forwards from
the global optimum [315]. The planner also uses pruning techniques to select sets of promising
successors to each search node and to remove branches where some goal has been achieved
too early. Both techniques are obtained by the heuristic search to find a solution quickly and
efficiently.

After applying priorities to each virtual link and considering the pre-calculated SKR for the
virtual different links as planning metrics, the FF planner finds a plan where the overall network
performance is optimized, i.e., the highest SKR is assigned to the highest priority link if possible.
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Figure 6.1: A) Active EDC architecture. B) 4-Nodes quantum network topology.

By using a formalized definition of the problem, other pre-calculated parameters such as QBER,

pump power, link losses or the length of the link could be chosen as planning metrics depending
on the scenario.
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Figure 6.2: A) Different scenarios of wavelengths assignment optimization for 4 and 8 nodes
for different link priorities. B) Pre-calculated SKR for different scenarios for 4-nodes network.

Figure 6.2 shows six different scenarios of resource allocation optimization, four for 4-Nodes
networks and two for 7-Nodes Networks. In Figure 6.2 scenario 1, the link A-B has priority
1 which is the highest priority. As observed from Figure 6.2 scenariol (orange), link A-B was
assigned the highest value of the pre-calculated SKR of 100 bps, whereas link C-D with priority
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4 was assigned the lowest value of the pre-calculated SKR of 50 bps. If the links priority changes
even if the topology stays the same as shown in scenarios 1 and 3, the same wavelength pairs
yield different SKR due to different paths and user’s detectors. Therefore, the planner will
adjust wavelength assignments to optimize the overall network performance according to the
new priorities and the pre-calculated SKR. Moreover, scenarios 2 and 4 highlights the fact that,
the same wavelength pair may also yield different SKR in the same link (BD) in two different
scenarios, this is due to the changes in the assigned wavelength in other nodes of the network.
Scenarios 5 and 6 shows the same process for a 7-nodes network. To evaluate the complexity of
the wavelength assignment problem, we investigated the number of states evaluated by the FF

planner and the running-time to reach an optimized solution.

Table 6.1: Number of states, switches, circuit losses and drop in SKR.

Nodes 4 7 9
Number of Stgte§ w/.out 48 939 487
Resource Optimization
Number of States
w/ Resource Optimization

123 50,877 6,056,993

Overall Switches 1 4 6
Cascaded Switches 1 2 3
Overall Losses (dB) 1.45 1.95 2.45

% Upper Bound SKR [106] 100% 80% 70%

As shown in Table 6.1, in the case of 4 nodes, to reach an optimized solution the FF
planner evaluated 123 states in a negligible time and 48 states to reach a non-optimized
solution, whereas in a 9-nodes network, the planner evaluated 6M states in 455sec to reach an
optimized solution and 487 states in 0.01sec to reach a non-optimized solution. The five orders
of magnitude in difference shows the complexity of the problem for higher number of nodes
while searching for an optimized solution.

Figure 6.3 shows the flowchart of the switching algorithm used to optimize the number of
switches required to transform between two on-fly scenarios after distributing the N wavelength
pair from the entanglement photon source (EPS) using the PDDL wavelength assignment
model. The algorithm observes the links of two scenarios, for instance scenarios 1 and 2
(Figure 6.2) and compares the distributed entangled wavelength-pairs in each node. If a link
has the same entangled wavelength-pairs in both scenarios i.e., link AC (green) and link BD
(blue), the algorithm ignores it. However, if there are new links, the algorithm goes through a
list of available switches and execute the optimized switching in a form of 2X2 switches that
transform scenario 1 to scenario 2. In this way, we minimize the number of overall switches and
cascaded switches for different nodes for two on-fly scenarios. Table 1 highlights the overall
circuit (Demux+MMI+switches) losses, by increasing the number nodes and thus the number
cascaded switches, revealing a marginal insertion loss increase of 1 dB would reflect a tolerable
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30% drop of the fundamental theoretical upper bound of SKR for QKD protocol [106].
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Figure 6.3: Workflow of the switching algorithm.

6.1.3 Summary

We have modeled the entangled wavelength-pairs allocation problem into a formalized form
using PDDL and demonstrated an optimization technique using the FF planner which is fed to a
switching algorithm to minimize the number of switching requirements to the proposed active

entanglement distribution circuit in optical networks.

6.2 A Dynamic Multi-Protocol Entanglement Distribution Quantum
Network

To this end, a star shaped quantum network topology has naturally been proposed by employing
an entangled photon source to distribute energy-match photon pairs between users. The deploy-
ment of fully functional entanglement-based quantum networks has been demonstrated with
passive distribution architecture [149, 316-320] and in an active way [321-326]. Especially,
polarisation-entangled source was deployed to support a fixed topology of a 4-user quantum
network [317]. This concept has been pushed further in [149] for an 8-user entanglement-based
quantum communication network with adoption of dense wavelength-division multiplexing
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(DWDM) and beam splitters (BS) at the cost of quantum link performance due to their losses.
The concept of using beam splitters in entanglement distribution to interconnect large number
of users has been demonstrated recently in [319]. Furthermore, entanglement-based quantum
secure direct communication were presented in [320] for 15 users. The quantum communica-
tion networks with passive entanglement distribution architecture offers fixed topology and
relatively high loss, prohibiting any active network management and configuration for dynamic
quantum applications and services.

The active optical switching [324-326] were implemented to offer dynamic allocation
of entanglement in the quantum networks. More recently, the employment of wavelength
selective switch (WSS) for active entanglement distribution has been demonstrated in [321]
with adaptive bandwidth management. In [323], a similar concept has been presented with
AlGaAs chip entanglement source of up to 4 users in lab environment with various fibre length
configurations. However, neither the active switching nor employment of WSS approaches offers
large-scale quantum network with medium to long distance which limit the performance of the
quantum networks.

6.2.1 Experimental System Testbed
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Figure 6.4: Experimental testbed diagram consisting of a broadband polarisation-entangled
photon source connecting to 6 users through campus and metropolitan fibre links via a g-
ROADM.

The schematic of the experiment is illustrated in Figure 6.4, consisting mainly three parts: 1) a
broadband entangled photon source to provide bipartite entanglement, 2) a g-ROADM to enable
flexible and on-demand entanglement distribution, and 3) users equipped with measurement
modules to perform entanglement correlation. The entangled photon source is located within
the Centre for Nanoscience & Quantum Information (NSQI) building, connecting to the g-
ROADM at High Performance Networks Group lab in Merchants Venturers Building via 0.8 km
campus fibre. The g-ROADM supports arbitrary shapes of entanglement distribution, which
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can establish quantum links between any users combination. In this experiment, the -ROADM
connects to the user modules deployed at NSQI either via 0.8 km campus links directly or via
4 km (2 km one way) loop-back metropolitan fibre links between HPN lab and Watershed then
back to NSQI with overall 4.8 km fibre in place.

6.2.1.1 Entanglement Source

At the entanglement source, a continuous wave laser operating at 775.12 nm (shown as green)
emits light passing through a polarisation beam splitter (PBS) and a half-wave plate (HWP),
where the light is set to diagonally polarised |D) or anti-diagonally polarised |A). The D/A
polarised light transmits through a dichroic mirror (DM) and a PBS, where ideally 50% light
propagates clockwise inside the Sagnac loop, defined as of vertically (V) polarisation and 50%
of light propagates anti-clockwise, defined as horizontally (H) polarisation. A HWP inside the
Sagnac loop is rotated at 45° to convert V light to H light and vice versa. The light propagating
along both directions are focused into the centre of a type-0 Magnesium-Oxide-Doped Periodical
Poled Lithium Niobate (MgO: PPLN) crystal. In clockwise, 775 nm vertically polarised photon
splits into a vertically polarised photon pair (a signal and idler photon) via type-0 Spontaneous
Parametric Down Conversion (SPDC), which are converted to horizontally polarised photon
pairs by the HWP. In anti-clockwise, the horizontally polarised 775 nm photon is rotated to
vertically polarised photon, which is then down converted to vertically polarised signal and
idler photon pairs. The PBS then combines the signal and idler photon pair from both directions
back to the DM, which reflects them to a flip mirror, isolating from 775 nm pumping light. This
allows the implementation of polarisation-entangled photon pairs which centres at 1550.12 nm,
in a bell state of |®*) = %(IHH) +|VV)).

6.2.1.2 Quantum Network Connection

The fibre polarisation neutralisation procedure is needed for different quantum communication
links as the polarisation of photons changes randomly along the fibre. This is to ensure the
polarisation state at the users to be identical to the state at the output of the entanglement source.
To perform efficient neutralisation for large number of quantum links, an C-band tunable laser
is deployed and is attenuated at quantum level. A Wollaston Prism at the output of C-band laser
will provide horizontally polarised light, in which can be further converted to vertically polarised
light by rotating the HWP. The entanglement source is able to select between sending entangled-
photons to perform quantum communication and sending predefined vertically/horizontally
polarised C-band light to perform fibre neutralisation via the motorised FM. Both entangled-
photon pairs and the C-band light are alligned and coupled into a single mode fibre, which
connects a Q-ROADM at HPN lab via 0.8 km campus fibre between NSQI and HPN lab. The
g-ROADM allows arbitrary entanglement distribution to form different correlation graphs,
where its architecture will be discussed in detail in the following subsection.
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6.2.1.3 User Modules

The user modules in this experiment, as shown in figure 6.4, consist of a polarisation analysis
module (PAM) and two superconducting nanowire single-photon detectors (SNSPDs). The fibre-
based input of PAM propagates to a BS via a collimator, which enables passively selection of
measurement basis with a short and a long optical path. A PBS performs HV basis measurement
for the short path. In the long path a HWP rotates the polarisation by a 45° for effective
polarisation correlation measurement in DA basis using the same Detectors. In the experiment,
the user modules are aligned between 52.8% - 76.1% coupling efficiency for two paths. The
two output of the PAM are directed to guide photons into fibre towards two SNSPDs by two
couplers. With 6 users in this experiment, there are 12 SNSPDs which are further connected to
a time tagger (Swabian Time Tagger Ultra). It is worth noting that lower quantum bit error rate
(QBER) quantum links can be achieved when each user is equipped with 2 PBS and 4 SNSPDs to
perform HV basis and DA basis measurement separately. However, the proposed PAM design is
more hardware efficient to implement large-scale quantum communication networks by reduce
the number of single photon detectors by half.

6.2.1.4 g-ROADM

The architecture of the g-ROADM is also illustrated in Figure 6.4, where a demultiplexer
(DEMUX) divides the spectrum of the broadband entangled photon source into 30 slices
according to ITU-T 100 GHz DWDM standard. The central wavelength 1y of DEMUX is ITU-T
channel 34 with wavelength of 1550.12 nm, which approximates to the centre of the broadband
entanglement spectrum. We denote the rest wavelength as A.; or +i, where i is an integer in
the range of [-15,15]. The non-degenerate SPDC process gives entangled photon pairs, where
the wavelengths are equally spaced and can be abstracted in the form of wavelength pairs [1;,
A=l

Each 100 GHz channel is connected to a fibre polarisation controller (FPC) to maintain the
polarisation state identical at the users compared to the output at the entanglement source. The
FPCs are then connected to an 192x 192 optical fibre switch (OFS), in which any cross-connection
can be programmed. The wavelength selective switch (WSS) and multiplexer (MUX) multiplex
different wavelength channels into a single fibre link connected to the users. MUX being a
passive device with relatively low insertion loss, poses more constraint on wavelength channels
which can be distributed to the users compared to the programmable WSS. MUX supporting
more DWDM channels can provide higher flexibility for entanglement distribution, however,
requiring more OFS output ports. In this experiment, we use two 1x 16 MUXs connecting to Alice
(A) and Bob (B) respectively, to ensure certain flexibility of wavelength channels distribution
without occupying too many OFS ports. Although WSS has a higher insertion loss (~5dB)
compared to MUX (1.3 - 2.7 dB), its programmable capability decides its input and output port
are wavelength agnostic, which requires fewer number of connection ports at OFS. We use two
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4 x 16 WSSs (Finisar WaveShaper 16000S) in this experiment, one associated to Chole (C) and
David (D) and the other one supports Faye (F) and Grant (G). At each WSS, 16 ingress ports
connected to the OFS and 2 out of 4 egress serving as client ports connecting two users. The
WSSs will be configured to combined the channels from OFS to the designated users.

Apart from DEMUX, MUX and WSS, a few extra FPCs and BSs are connected to the OFS
directly. By switching (via OFS) wavelength A; to a BS, photons randomly pass through either
of two output ports, allowing a single wavelength distributed to two users simultaneously.
For example, the OFS for wavelength -8 is configured as DEMUX_g — BS;, — BSout, —
MUXjice and DEMUX _g — BS;, — BSout, = FPCi,, —» FPCyu — MUXp,p. in the following
order (BS,y,:, = FPC = user), The FPC at output of DEMUX channel -8 is to neutralise the fibre
to Alice and the extra FPC that provisioned is to neutralise the fibre to Bob. The subscription
0.5 of channel -8 in the table presents the beam splitting ratio, corresponding to the 3 dB BS
adopted. In summary, the g-ROADM offers highly flexible entanglement distribution feature,
allowing to serve on-demand quantum link requests. The architecture is also scalable to support
additional users, which can be connected to the g-ROADM providing enough ports available.

6.2.2 Experimental Scenarios and Results

In this system we use QKD to demonstrate the ability of such a network to distribute entangle-
ment. By showing the generation of a quantum secure key we show that entanglement has been
shared without having to show a violation of the Bell Inequality.

With successful entanglement distribution via G-ROADM, the users of each quantum link
exchange the time tagging information with their communication partner to perform BBM92
protocol. Each user utilises its own time tags and information from others to perform tempo-
ral correlation. The temporal cross-correlation diagram (g‘?) of Alice-Bob link is shown in
Figure 6.5. The blue and red curve represent the g‘® correlation of Da; —Dp; and D 49— Dpa,
whereDy; denotes detector i at the user X, i € {1,2},X €{A,B,...}. The orange and green curve
show the temporal correlation between D 41 — Do and D 49 — Dp1 respectively. The central peak
of four curves correspond to the measurement using the same basis. Two side peaks represent
the measurement performed in either with long path - short path or in short path - long path at
the user modules, in which short (long) path presents measurement in HV (DA).

Given a coincidence window, coincidences (raw keys) between detector pairs can be ex-
pressed as:

Ctotal = CDAl_DBl + CDAZ_DBl + CDA1—D32 + CDA2_DB2 (6.1)

where C/q is the total number of coincidence counts within the coincidence window, C4, - Bp;
represents the coincidence between detector i of user 1 (Alice) and detector j of user 2 (Bob)
separately, i, j € {1,2}. Further, the QBER of a link can be calculated as the ratio of accidental
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Figure 6.5: Temporal correlation histogram between Alice and Bob for the 6-user full-mesh
network.

counts over the total coincidence counts, which is calculated as:

CDA2 —Dp; + CDAI_DB2
Ctotal

QBER,_p = (6.2)

Thus, the amount of sifted key Ng;fsq is obtained by assigning 0 and 1 to the coincidence
counts of Cp,,-p,, and Cp,,-p,,. Then users can extract the final secret key after key distillation,
including error reconciliation and privacy amplification. As a result, the total amount of secret
key is given as:

Niey = Ngirteqll - fH2(QBER) - Hy(QBER)] (6.3)

where the Ho(p) = —p * log’; -(1-p)=1 og;_p is the function of Shannon entropy, f is the term
accounting for the error correction efficiency.

Case 1: 6-user full mesh: Figure 6.6 shows SKR stability of all 15 links over 560 minutes.
The variation of the key rates of different quantum links are due almost entirely to the losses for
each wavelength. The loss is a complete system loss; including the g-ROADM, fibre transmission,
user modules and detectors. It is worth noting that the SKR does not only depend on the loss of
q-ROADM and fibre but also relates to the detection efficiency of SNSPDs, alignment condition
of polarisation analysis module and the accidental rate (noise) at each user. Through 560
minutes of monitoring data as depicted in Figure 6.6, the proposed experimental testbed is able
to support stable quantum links over a long period of time.

Case 2: Effect of additional channels: Unlike in classical optical networks where additional
channels between two nodes improve the capacity of the link, distributing more than one
entangled wavelength pair to the same user pairs will not improve the SKR. We study this
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Figure 6.6: 560 minutes monitoring SKR for 6-user full mesh network configuration.

phenomenon by distributing 1, 2 and 3 pairs of entangled wavelengths between Alice and Bob.
The results in Figure 6.7 depict the total SKR with 1, 2, and 3 pairs of wavelengths assigned to
the AB link. In each case, the source (775 nm laser) pump power was adjusted to demonstrate
its effect on the network performance. Provisioning more entangled wavelengths for one link
increase the accidental rate (noise) and coincidence rate (signal) at the same time. Extra
accidentals cancel out the benefit of additional coincidence posed by additional wavelengths.
E.g. with 3 pairs of entangled wavelengths, the optimum source laser pump power ~ 3 mW but
for a single wavelength pair the optimum power is 14.8 mW. From Figure 6.7, AB link is able to
achieve a maximum SKR of 1136 bps with one pair of entangled wavelength compared to SKR
of 352 bps and 262 bps for two and three wavelength pairs respectively.

Case 3: Dynamic topologies: A QKD network relies on accumulated keys and does not
necessarily need uninterrupted connectivity. Compared to classical networking to support
ongoing Internet traffic, full-mesh quantum networks for QKD are not required constantly when
enough keys can be accumulated between users. Hence, we investigate the performance of
dynamically switching the quantum network between two partial-mesh schemes and compare
their performance with the full-mesh scheme, as illustrated in Figure 6.8. The two partial-mesh
schemes complement each other to form a time-shared full mesh network. Figure 6.8 shows
the cumulative keys generated in a 6-user full-mesh setting for 40 minutes vs in 2 partial-mesh
settings for 20 minutes each to obtain the cumulative secure keys over a period of 40 mins for
each scenario. Data is shown with a fixed source pump power to illustrate the utility of such
dynamic topologies. As shown in Figure 6.8, most links in the time-multiplexed partial-mesh
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Figure 6.7: Total SKR of Alice-Bob link assigned with 1, 2, and 3 entangled wavelength pairs vs
source laser pump power.

schemes outperform the same link under full-mesh condition apart from AB, AG and FG. This is
because only 2-3 signal/idler wavelengths are assigned to each user compared to 5 wavelengths
for the full-mesh case. Further improvements are possible by optimising the pump power of the
source.

Case 4: Multiple protocols: A major limitation of quantum communication is the need for
a pre-shared authentication key between any two end-users. There is no known information
theoretically secure way of doing this. Thus adding a user into a large quantum network is
impractical if pre-shared keys must first be exchanged with all users. Here we implement the
Secure Initial Authentication Transfer (SIAT) protocol [327] to add user A to a 5-user network.
Further, we demonstrate how our network dynamicity can be used to create a series of different
topologies to significantly improve the time taken to run this protocol. Besides the dynamic
configuration of an entanglement-based quantum network, g-ROADM supports adding new
users into the quantum network via its ’plug and play’ capability. We examine this feature
by adding a new user, Alice, into a 5 user full-mesh quantum network and authenticating
new quantum links between Alice with other users via the SIAT protocol, where cost-effective
pre-shared keys are not available. SIAT protocol first requires the new user to have a pre-shared
authentication key with just one of the existing users (say B) in the network, as illustrated
in the coloured (blue) solid line in Figure 6.9. The user with the pre-shared key acts as a
temporary trusted node to authenticate a new link to another user (say C). In step 1 of SIAT,
A and C exchange keys with B as a trusted node. In step 2 A and C use this key as the initial
authentication and exchange entanglement until they have enough new keys to ensure that B no

longer needs to be trusted. Step 1&2 are repeated for every user. However, in Step 1, all available
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Figure 6.8: Performance comparison between full-mesh topology against time-shared full-mesh
(2 partial-mesh) network topologies over 40 mins.

non-overlapping paths are used according to the flooding protocol [327]. This decreases the
probability of failure for the SIAT protocol even if B now becomes malicious. Using our dynamic
network, we can implement SIAT using only the desired networks topologies at each point in
time. This corresponds to the fastest execution of the SIAT protocol. Further, we evaluate two
SIAT strategies (results in Figure 6.9): S1) best link first (blue); Bob to be the initial trusted
node having a pre-shared key with Alice, with link authentication order of AC—~AD—AF—AG;
S2) worst link first (red), Gopi to be the initial trusted node, with authentication order of
AF—AD—AC—AB. The time required for each step of flooding SIAT protocol of two strategies is
shown in Figure 6.9. Our results show that S2 is clearly a faster strategy overall.

6.2.3 Summary

A 6-user entanglement-based quantum communication network architecture. A type-0 SPDC
broadband polarisation entangled photon source is connected to a g-ROADM via 0.8 km campus
fibre between HPN and NSQI, which allows scalable, dynamic and arbitrary entanglement
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Figure 6.9: Authentication time for implementing SIAT protocols with two strategies by adding
a new user Alice into a 5-user full mesh network.

distribution over many users. The 6 user modules in this experiment were deployed at NSQI,
which connects to the ¢-ROADM via University of Bristol campus link between NSQI and HPN
lab (user A, B,C,F,G) and Bristol metropolitan fibre link looping back from Watershed (user
D). At each user, there is a polarisation analysis module, two SNSPDs, a time tagger and a
computer to exchange the classical information of measurement outcome with other users. The
input photons of PAM randomly travels along either long path or the short path. The short path
measures photons in HV basis while the long path containing a HWP to performs measurement
in DA basis. Our -ROADM allows us to test different dynamic strategies for various quantum
protocols, not just QKD. We show how the flooding and SIAT protocols effectively authenticate a
new user to establish new QKD links. This extensive and systematic test of WDM entanglement
networks is a crucial first step towards understanding the scalability and performance of such
networks as well as creating advanced and intelligent network control and monitoring software.
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6.3 Towards Coexistence of Classical Channels Within a Quantum
Entanglement Network

We have discussed the coexistence of quantum and classical channels in quantum networks in
Chapter 4 and chapter 5. However, the experiments in these chapters did not use entanglement
for the QKD. For entanglement distribution, such coexistence demonstrations have so far
been limited for two users and in laboratory conditions [328] while significantly affecting the
performance of the quantum entangled link. In the present communication, we first obtain
an analytical expression to calculate the degradation of the Secret Key Rate (SKR) of the
multi-wavelength quantum entangled link at the presence of classical communication channel.
Following we experimentally assess the additional noise in terms of photon counts over a 0.8 km
long deployed optical fibre that is part of our previously deployed 8-user quantum network
testbed together with the collected data for the average secret key rates and photon counting
statistics for the quantum entangled Bob-Feng link [149], to prove that co-existence of all 30
quantum entangled channels can be achieved with a minimum penalty of < 3.8% in the SKR
while sustaining an error-free 100 Gbps classical channel in the C-band.

6.3.1 Quantum Entangled Channels Noise Level Tolerance Calculation

When considering QKD as an application of quantum channels, all errors are assumed to provide
the eavesdropper (Eve) with information about the key. As long as the quantum bit error rate
(QBER) remains below 11%, it remains possible to extract a key with information theoretically
perfect security [329]..

A bright classical signal in the same optical fibre as the quantum signal(s) can, primarily due
to Raman scattering, cause an increase in noise counts (D x Ch, with D increased noise counts
in each of the Ch wavelength channels) seen by the quantum detectors. The corresponding
increase in the QBER is given by

TeX(Sqg+D xCh))xSp  1.%x8,xSg

BER =
@ P P

6.4)

where 7. is the coincidence window, S, is the photon count rate seen at user a, P is the total
coincidence rate seen between the users. Further, the secure key rate is directly proportional

[H (0.5 + \/ QBER x(1- QBER)) —H(QBER)|, where H(¢) is the Shannon Entropy of ¢. Adding

classical channels to the same fibre as the quantum states has no effect on QKD other than this

increased QBER and decreased key rate. Thus by measuring the noise caused by the classical
transmission we can evaluate the feasibility of classical quantum coexistence.
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Figure 6.10: Experimental testbed.

6.3.2 Experimental System Testbed

To experimentally evaluate the excess noise created by the presence of a classical channel
spectrally close to the quantum entangled channels, we added the classical equipment to the
existing 8-user quantum network testbed presented in [149]. A bandwidth variable transponder
(BVT) was deployed in nodes B and F (Bob and Feng, respectively), further enabling 0:8 km
of co-existence. Figure 6.10 shows the testbed. Since Raman phenomena is the major source
of noise contribution in our system, our theoretical analysis shows that anti-stokes shorter
wavelengths close to the quantum channel are preferable. Given that, the quantum testbed
employs thirty 100 GHz entanglement-based quantum channels ranging from ITU-T CH19,
i.e. F. = 191.9 THz to ITU-T CHA49, i.e. F. = 194.9 THz (excluding CH34, i.e. F, = 193.4
THz because no entanglement is produced at this channel by the quantum source used in our
testbed.), we decided to apply the classical channels on the lower edge of the spectrum, i.e.
ITU-T CH17, i.e. F, =191:7 THz, and CH18, i.e. F. =191.8 THz (one at a time). In both cases,
the classical channel provides a 100Gb/s 25 Gbaud PM-QPSK signal with a SD-FEC of 25% to
enable a error-free transmission. A tuneable band-pass filter (TBPF) with = 5 dB of insertion
loss was used to suppress the noise from the BVT Tx on the quantum channels. We used a fixed
WDM filter with a low insertion loss of 0.8 dB (represented by the multiplexer in Figure 6.10)
in which the quantum and classical channels are passed through the rejection and passing ports
respectively resulting in co-existence in the common port.

After the multiplexer, the the classical data channel travels through 0.8 km of field-deployed
SMF to a similar WDM filter (represented by the demultiplexer in Figure 6.1 that passes the
classical channel while rejecting all other channels towards the Superconducting nanowire
single-photon detector (SNSPD). This WDM filter provides a =10 dB of isolation from the excess
noise of the classical channel to the rejection port. The classical channel is then connected to an
optical isolator with insertion loss of =3 dB to prevent the tunable laser used by the BVT Rx
as a local oscillator from travelling back to the SNSPD and altering the measurements. It also
prevents the Amplified spontaneous emission (ASE) noise generated by the Erbium-doped fibre
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amplifier (EDFA) which is used to amplify the classical signal. Finally, the channels rejected
on the WDM filter including the quantum channels, are sent towards a TBPF with sharp filter
edges and then is received by the user’s detector. This 100 GHz bandwidth TBPF provides =60
dB of isolation to the quantum channel from the excess noise generated by the classical channel,
and was used to tune the rejected channels to the required wavelength of the quantum channel
to measure the excess noise using the SNSPD. The SNSPD detection efficiencies ranging from
=70 to 90%, a jitter of between ~60 and 80 ps (including the measurement device), and dark
counts of ~1 kHz.

6.3.3 Results

Figure 6.11 shows the experimental evaluation of excessive photon counts in the presence
of a classical channel. Specifically, Figure 6.11 a) presents the excess noise due to classical
channel CH17 (191.7 TH?z) for launching power varying from -29 to -26 dBm. The excess noise
is expressed in photon counts per second, and as detailed in Section 6.3.1 impacts negatively
on the Quantum Bit Error Rate of the link, thus decreasing the SKR obtained.

The line at the 20000 counts represent our maximum threshold for what we consider an
acceptable impact hit in the SKR value for the link which is a reduction of 7.2% of the total
value. It can be seen that 23 out of the total 30 quantum channels are within our acceptable
threshold at a launch power of -26 dBm and 28 out of 30 at a launch power of -28 dBm, hence,
revealing that co-existence is feasible with most of the entangled wavelength pairs produced
by our source. Table 1. shows the Bit Error Rate for the classical channel 17, confirming that
error-free classical data channel is also obtained for any launching power up to -28 dBm, with a
Bit error rate (BER) of 0.01 due to the aid of FEC.

Raman intensity simulations shown in Figure 6.11 b) reveal that the peak of the scattering
noise, highlighted within the appropriate range in both a) and b), is only affecting a limited
number of the quantum entangled channels. It is also evident that the intensity of the anti-stokes
(right side of Figure 6.11 b) of the Raman noise is lower than the stokes (left side), hence
supporting the choice of classical channels at the lower edge of the entangled source. Finally, it
reveals that there is a region close to the classical channel with a dip to the scattering noise
effect, further facilitating co-existence. In our case, according to the photon counts measurement
Ch19 - Ch24 are the best candidates for co-existence next to channel 17, exhibiting less than
1000 counts. Figure 6.11 c) repeats the previous experiment tuning the BVT Tx to CH18, for
two power levels (-29 and -26 dBm), revealing that the noise peak is also shifted one channel
to the right, thus confirming that the peak noise is a product of Raman phenomena.
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Figure 6.11: a) Excess noise due to classical CH17 on different quantum channels. b) Stokes
and anti-stokes of the Raman intensity centred on CH17. c¢) Excess noise due to classical CH17
and CH18 on different quantum channels.

Using data from our quantum network testbed [149] we collected the average secret key
rates and photon counting statistics for the Bob-Feng link over 18.4 hours. When this data is
combined with the excessive photon count measurements of Figure 6.11 a) and fed into the
analytical expression obtained in Section 6.3.1 we obtain the impact of excessive noise from
the classical channel to the secret key rate of the WDM entangled links. With a classical launch
power of -26 dBm, we predict QBER will increase by 0.35% and the SKR with co-existence will
be 95.3 bits per second — a decrease of <3.8%. At this point we should note that we consider
the cumulative effect of the noise photon counts generated across the all 30 channels of the
spectrum of the WDM entangled links. To keep the system preforming securely, the QBER should
be kept close to 0.05 and the SKR must stay around 90% the original value. This would allow
some 2000 extra dark counts per channel to be sent to the users.

6.3.4 Summary

We demonstrated a viability study of quantum-classical coexistence on a 0.8 km deployed SMF
part of our previously deployed 8-user quantum network testbed and proved in the form of
excess noise measurements that co-existence is feasible on 30 channels on the C-band with
a classical channel launching at -26 dBm at F. = 191.7 THz. This analysis will be used to
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determine the position of the classical and quantum channels for the coexistence experiment
over HCF.

6.4 Coexistence of Entanglement-based Quantum Channel and
Classical Channels Enabled by HC-NANF

So far, the coexistence of entanglement-based quantum and classical data channels has been
experimentally demonstrated only between two users, Alice and Bob [328, 330]. In [328], the
quantum and classical channels excited in the C-band and transmitted over 20 km of SMF in
the laboratory. For the classical channels, a tunable laser was used per user at a coexistence
power of -27 dBm. The achieved visibility was 76.58% which is insufficient to perform secure
key exchange and QKD. Additionally, in [330], different telecommunications bands were used
for the classical channel (C-band) and quantum channels (O-band). The quantum channels
were transmitted over a 45.6 km deployed fibre while coexisting with a classical channel at
7 dBm launch power. The achieved visibility was 77% in the HV basis and 74% in the DA
basis averaging 75.5% which is also insufficient to perform secure key exchange and QKD. In
this section, we present the coexistence of four classical channels and four quantum channels
over 11.1 km HCF. Due to the high visibility of > 95%, we established a secure key exchange
and performed QKD in a 4-user full mesh network. The location of the classical channels is
determined based on the analysis in Section 6.3. As demonstrated in Section 6.3 the smaller the
wavelength separation between the quantum and the classical channels, the better. Therefore,
the classical channels are assigned ITU-T channels 14, 15, 16, and 17, whereas Alice’s quantum
channels were assigned ITU-T channels 19, 20, and 20. In this configuration, the quantum
channels are placed at the Raman spectrum dip, limiting the nonlinear effects.
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6.4.1 Experimental System Testbed
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Figure 6.12: Experimental testbed enabling the coexistence of entanglement-based quantum
channels and four classical channels.

Figure 6.12 shows a simplified version of the experimental system setup used to demonstrate
the coexistence of 4 x 200 Gbps 16-QAM classical channels and four quantum channels over
11.1 km-long HC-NANF. For the classical channels, an optical packet DWDM platform is used
with a bandwidth-variable transponder (BVT) similar to the one used in previous experiments.
The four coherent output ports are multiplexed using a WSS and further filtered using a tunable
band pass filter (TBPF) with 60 dB of isolation. The quantum channels are generated using the
same entanglement source in Figure 6.4 and are distributed using the g-ROADM. As explained
before, the -ROADM demultiplex the broadband source into 30 x 100 GHz spacing DWDM
channels denoted as A;,(i € [-15,15]), where photons in A; are correlated to photons in A_;.
An FPC controls the polarisation of each output and allows fibre neutralisation. The FPCs are
followed by an optical switch to direct each wavelength to the appropriate port. Finally, DWDM
MUXs and WSSs are used to multiplex the quantum channels to the same user. Since we have
four users in this experiment, Alice, Bob, Chloe, and Dave, 12 entangled wavelengths (6 pairs)
are required to have a full mesh network, a pair per link. Each user is connected to the user
module shown in Figure 6.4.

The four quantum wavelengths of Bob, Chloe, and Dave are directly connected from the
output of the ¢-ROADM to the PAM via 0.8 km SMF. However, the four quantum wavelengths of
Alice are connected to a 95/5 coupler with the four classical channels. The 95/5 coupler is used
as the coexistence stage to combine the quantum and classical channels into a single output.
The 5% port is used for the quantum channels to minimise the loss of quantum channels, and
the 95% port is used for the classical channels. Although a DWDM filter would have been better
to use as the coexistence stage, it is not possible since the four classical channels are combined
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into a single port, and so are the quantum channels. Alice’s four quantum channels and the
four classical channels are transmitted through an 11.1 km HCF in a coexistence configuration.
The 11.1 km HCF has a total loss of 14.46 dB. DEMUX1 separates the four classical channels
from Alice’s quantum channels. After the separation, the four classical channels are combined
using WSS2, followed by an optical isolator (ISO) and an amplifier. We combine the classical
channels to use a single EDFA before separating them for coherent detection at BVT Rx using
a 1x4 splitter. The quantum channels are combined using a passive DWDM multiplier before
being transmitted over 0.8 km of SMF to the PAM.

6.4.2 Results

shows the SKR vs the source (775 nm laser) pump power in mW. The pump power is adjusted
to demonstrate its effect on the network performance and to find the best power in the case
of a 3-user network. Increasing the pump power will increase the entangled wavelengths.
However, it will simultaneously increase the accidental (noise) and coincidence rates (signal).
Therefore for each case, there is a pump power to increase the SKR while keeping the noise at a
minimum level. For the case of a 3-user network, we used a pump power of 1.02 mW as shown
in Figure 6.13.
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Figure 6.13: SKR vs pump power for 3-user network.

Figure 6.14 shows the SKR stability of 3 links, A-B (blue), A-C (orange), and B-C (green),
over 120 minutes. As shown in Figure 6.12, Alice’s wavelengths go through the coupler, HCF,
demux, and mux, increasing the loss. Therefore, A-B and A-C have a higher loss than B-C, hence
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a lower SKR. Furthermore, in the g-ROADM, a WSS is used to combine Chloe’s wavelengths
compared to a passive DWDM for Bob’s, and since the WSS has more loss (5 dB) than the passive
DWDM (2 dB), the SKR of A-C (2 bps)is lower than the SKR of A-B (7 bps). To summarise, the
variation of the key rates of different quantum links is entirely due to the extra losses for each
wavelength, with link B-C having the highest SKR at 80 bps.
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Figure 6.14: Two hours SKR monitoring for 3-user network.

After testing the network for 3-user, we added a fourth user Dave. Figure 6.15 shows the
network topology and the wavelength assignment for a full mesh 4-user network. A full mesh
4-user network has 6 links, requiring 12 wavelengths (6 pairs). Since we are using a type-0
entanglement source, A; are correlated to photons in A_;, therefore we used 1; to Ag and 1_; to
A_g.

Alice Bob Alice Bob Chloe Dave

Figure 6.15: Wavelength assignment for a full mesh 4-user quantum communication network.
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Figure 6.16 shows the SKR over 10 mins of data for a full-mesh 4-user network. Due to the
higher loss of Alice’s link, its SKR is the lowest. Moreover, the SKR of the links A-B, A-C and
B-C are lower than the 3-user network (Figure 6.14). This is because, as shown in Figure 6.7
distributing more than one entangled wavelength pair to the same user pairs will not improve
the SKR. By adding the user Dave, we are allocating an additional pair per node, decreasing the
SKR per link.
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Figure 6.16: Short term SKR analysis for 4-user full mesh network. User1: Alice, user2: Bob,
user3: Chloe, user4: Dave.

All the previous results are obtained without the presence of the classical channels. Fig-
ure 6.17 shows the SKR stability of all six links over 55 hours while coexisting with four
classical channels at a coexistence power of -3 dBm. As shown in Figure 6.17, the SKR is not
affected with the coexistence (On), or without the coexistence (Off) of classical and quantum
channels throughout the 55 hours. Moreover, we used the highest possible coexistence power
at -3 dBm which was limited due to equipment availability. The SKR was preserved during the
coexistence due to the ultra-low nonlinear effects in the HCF which are described in detail in
the previous chapter, Section 5.2. Furthermore, during the 55-hour period, the SKR was stable
which illustrates the polarisation stability of the HCF.
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Secret Key Rate (bps)
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Figure 6.17: Long term (55 hours) SKR monitoring for 4-user full mesh network while co-
existing with four classical channels at -3 dBm coexisting power. On: with classical channels
(coexistence), off: without classical channels (no coexistence), red space: the detectors were off
for cooling.

6.4.3 Summary

The coexistence of four entanglement-based quantum channels and 4 X 200 Gbps 16-QAM
classical channels was successfully demonstrated over an 11.1 km long HCF in a 3 and 4-user
quantum network. The classical and quantum channels operated in the C-band with a separation
of 1.6 nm. The SKR was preserved while coexisting with the classical channels over 55 hours
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CHAPTER

CONCLUSION

his thesis has advanced the application of commercial QKD systems for quantum-
Tsecured key exchange in optical networks. We introduced the concept of dynamic

QKD networking and demonstrated the concept in deployed fibre links in the city of
Bristol. The trusted-node-free network consists of four nodes and uses a software-defined
networking controller to provide dynamicity in switching and rerouting. We used commercial
QKD devices which employ the BB84 protocol and tested all possible link combinations. As
a result, we achieved a SKR of 1762 pbs and a QBER of 1.31% for the link with the lowest
optical loss (5.19 dB) and a SKR of 417 pbs and a QBER of 9.42% for the link with highest
optical loss (9.42 dB). Furthermore, the additional optical switch at each node did not affect
the QKD operation and was realised as a further optical loss. Such dynamicity provides resource

optimisation and faster and easier restoration of the QKD link in case of a physical attack.

We further integrated components to the network, such as multiplexers, filters, and de-
multiplexers, to demonstrate the coexistence of quantum and classical channels over deployed
fibre in a dynamic QKD network. By numerical calculation of nonlinear effects, we first deter-
mined the best and worst spectral location of the classical channels in terms of their impact
on the quantum channel performance. After that, we employed coexistence schemes over all
possible link combinations and highlighted the relevant results. For example, when coexisting
the quantum channel with one classical channel, we achieved a SKR of 689 pbs and a QBER
of 2.35% for the longest link (5.8 km). For the shortest link (0.5 km), we achieved a SKR of
1233 pbs and a QBER of 1.6%. We also coexisted the quantum channel with a different number
of classical channels using multi-hop configurations. When using two or more classical channels
at a high launch power (7 dBm), the QBER values exceed the threshold of 6%, causing the
SKR to be zero bps for all link combinations. This massive drop in the SKR is due to the noise
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leakage into the Bob DV-QKD from Raman scattering and other nonlinear effects.

Since the coexistence of quantum and classical channels is crucial for the field deployment
and broader adoption of QKD technologies, we explored the coexistence in advanced mediums
to provide a comprehensive view of different coexistence techniques. The mediums include a
1 km 7-core multicore fibre, a 2 km and 7.7 km hollow core fibres, and a 2.5 m of free space
enabled by a fibre-wireless-fibre terminal. For each medium, we tested different scenarios by
varying the classical channel launch power, the spectral spacing between quantum and classical
channels, and the filtering stages.

For the MCF fibre, we demonstrated the coexistence of 56 16-QAM carrier-grade classical optical
channels with a record-high coexistence transmission of 11.2 Tbps. We achieved a QBER of
3.7% and a SKR of 920 bps when launching the QKD channel over the central core. We also
tested the coexistence of two QKD systems with 56 classical channels, where one QKD system
(QKD1) is configured without classical channels in the central core. Meanwhile, the other QKD
system (QKD2) coexists in the same core as the classical channels. When the classical launch
power is increased from -22 dBm to -9 dBm, the QBER of the QKD1 is affected by the adjacent
cores with classical signal power and its QBER change from 2.6% to 5%. However, the QBER of
QKD2 is maintained relatively constant, with an average of 1.7%. Both QKD channels operated
successfully over the same MCF, supporting the simultaneous generation of secure keys.

For the HCF fibre, we demonstrated the coexistence in two different experiments. In the first
experiments, we demonstrated the coexistence of a quantum channel and 8 16-QAM carrier-
grade classical optical channels with a transmission capacity of 1.8 Tbps over a 2 km HCF. Two
different sceptical spacing between the quantum and classical channels were tested based on the
numerical calculation of nonlinear effects. With a classical coexistence power of 0 dBm, the SKR
was preserved in the HCF in the best-case scenario (1.6 nm spacing) and dropped by 10% in the
worst-case scenario (8 nm spacing). Using the same spacing and a classical coexistence power
of -24 dBm (250 times lower than the power used in HCF). For SMF, the SKR dropped by 73%
in the best-case scenario (1.6 nm spacing) and dropped to zero pbs in the worst-case scenario
(8 nm spacing). This significant difference in the QKD performance proves the advantage of
using HCF in quantum applications. In the second experiment, we demonstrated the coexistence
of a quantum channel and 25 10 Gb/s C+L band classical channels over 7.7 km HCF.

We also presented a bidirectional coexistence when including 10GbE key distillation channels.
We obtained SKR on the order of 100 bps for an aggregated classical power of 12 dBm of 25
classical channels. For the free-space experiment, we implemented FWF terminals to enable the
transmission of a quantum channel and 8 16-QAM carrier-grade classical optical channels over
2.5 m of free space. Similar to the first HCF experiment, we tested two different sceptical spacing
and found identical results where the QKD operated better with 1.6 nm spacing compared to
8.8 nm spacing. At a spectral spacing of 0.8 nm, the mean SKR drops by 13% from ~ 2300
bps to 2000 bps. For the spacing of 8.8 nm, the mean SKR drops by 45% from ~ 2300 bps to
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1250 bps. We also tested the SKR by increasing the link misalignment in the terminals. The SKR
decreases abruptly with increasing angular link misalignment and reaches zero bps when the
angular link misalignment is bigger than 0.025°. This behaviour is mainly due to the additional
fibre coupling losses induced by angular misalignment.

We explored the dynamicity concepts and demonstrated a coexistence scheme using HCF in
entanglement-based networks. We first implement an advanced architecture in a multi-protocol
6-user network using g-ROADM to provide flexibility in resource assignment and on-demand
allocating of entanglement resources for different network topologies. We demonstrated SKR
stability for all 15 links across 9 hours of operation with the highest SKR of 60 bps. We also
tested the effect of adding quantum channels to a user and experimentally demonstrated that,
unlike classical optical networks, additional quantum channels reduce the SKR from 1136 bps
(1 pair) to 262 bps (3 pairs) due to higher increase in the accidental rate compared to the
coincidence rate. We finally demonstrated the coexistence of four quantum channels and four
classical channels over 11.1 km HCF in a 4-user quantum network. We demonstrated SKR
stability for all six links across 55 hours of operation with the highest SKR of 10 bps. Additionally,
the SKR stayed contestant during the 55 hours operation with and without the coexistence with
the classical channels. These results further show the suitability of using HCF across different
quantum technologies.

7.1 Future Work

This thesis highlights the importance of enabling the dynamicity and the coexistence in quantum
networks. There are several possibilities where the research studies could be taken onto further
steps:

1. Showcase the dynamicity concept in bigger networks with multiple nodes and longer fibre
links. Such networks will also require the implementation of a central SDN architecture
to control the QKD SDN controller in each node providing a single integrated quantum
network.

2. Deploying a coexistence simulation tool for different coexistence mediums in optical
networks using the experimental coexistence data. The simulation tool will include a QKD
system model, a classical system model, and a coexistence medium model, which can be
modified based on the experimental implementation.

3. Further test the implementation of HCF in phase-based protocols like Twin-Field QKD.
Preliminary results indicate a slight but visible improvement in the phase noise level
exhibited by HC-NANF compared to SMF. This result is promising for the future deploy-
ment of HCF in the field and their exploitation for high-fidelity long-distance quantum

communications.
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4. Implement the coexistence schemes for more QKD protocols and integrate them with
cheaper and commercial optical equipment.
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