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Abstract

The level of sensitivity with which smartphone users perceive information influences
their privacy decisions. Information sensitivity is complex to understand due to the
multiple factors influencing it. Adding to this complexity is the intimate nature of
smartphone usage that produces personal information about various aspects of
users’ lives. Users’ perceive information differently and this plays an important role
in determining responses to privacy risk. The different levels of perceived sensitivity
in turn point out how users could be uniquely supported through information cues
that will enhance their privacy. However, several studies have tried to explain
information sensitivity and privacy decisions by focusing on single-factor analysis.
The current research adopts a different approach by exploring the influences of the
disclosure context (smartphone ecosystem), three critical factors (economic status,
location tracking, apps permission requests) and privacy attributes (privacy guardian,
pragmatist, and privacy unconcerned) for a more encompassing understanding of
how smartphone user-categories in the UK perceive information. The analysis of
multiple factors unearths deep complexities and provides nuanced understanding of
how information sensitivity varies across categories of smartphone users.
Understanding how user-categories perceive information enables tailored-
privacy. Tailored privacy moves from “one-size-fits-all” to tailoring support to users

and their context.

The present research applied the Struassian grounded theory to analyse the
qualitative interview data collected from 47 UK university graduates who are
smartphone users. The empirical research findings show that smartphone users can
be characterised into eight categories. However, the category a user belongs
depends on the influencing factor or the information (identity or financial) involved

and the privacy concern category of the user.

This study proposes a middle-range theory for understanding smartphone users’
perception of information sensitivity. Middle-range theories are testable
propositions resulting from in-depth focus on a specific subject matter by looking at
the attributes of individuals. The propositions shows that an effective privacy

support model for smartphone users should consider the varying levels of



information sensitivity. Therefore, the study argues that users who perceive
information as highly sensitive require privacy assurance to strengthen privacy,
whereas users who perceive information as less sensitive require appropriate risk
awareness to mitigate privacy risks. The proposition provides the insight that could

support tailored privacy for smartphone users.
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Chapter One

1. Research Introduction and Context

1.1 Introduction

Information privacy is a major concern for smartphone users because of the potential
loss of personal information (Cabalquinto and Hutchins, 2020; Mothersbaugh et al.,
2012). Potential losses include identity theft (Jibril et al., 2020) and loss of financial
information (Furini et al.,, 2019) which triggers information sensitivity. “Information
sensitivity is the level of privacy concern an individual feels for a type of data in a
specific situation” (Hong et al., 2019, p. 10).

Users perceive information differently and exploring the different perceptions provides
insight for tailored privacy (Knijnenburg, 2017). Understanding how to tailor privacy
support to different categories of smartphone users is important because more people
access the internet through smartphones (Ketelaar and van Balen, 2018; Pennekamp
et al.,, 2017). Tailored privacy adapts risk communication to match users’ level of
sensitivity in order to improve their privacy (Knijnenburg, 2017). For example,
information that highlights potential risks empowers users with low perception of
information sensitivity to appropriately mitigate privacy risk (Gates et al., 2014; Mousavi
et al., 2020). Privacy is a fundamental human right. However, in the big tech landscape,
companies are increasing efforts that minimise users’ privacy. For example, Google
was fined 50 million Euro under the General Data Protection Regulation (GDPR) for
Android sign-up procedure that made it impossible for users to give informed consent
to data collection (CNIL, 2019). Hence, users need effective privacy support (Kulyk et
al., 2019).

Privacy decision making is complex (Barth and de Jong, 2017). Adding to its complexity
is the intimate nature of smartphone usage which in turn influences how users perceive
information (Ketelaar and van Balen, 2018; Kim and Koohikamali, 2015). Information
sensitivity provides the basis for tailoring privacy support to users. This is because
perceived information sensitivity level reveal how users will protect personal
information. According to Mothersbaugh et al. (2012) users with greater information
sensitivity enacted more stringent protection over personal information. Several factors
such as location tracking (Cabalquinto and Hutchins, 2020) and app permission
requests (Degirmenci, 2020) influence users’ perception of information sensitivity and
privacy decisions in the smartphone context. Therefore, focusing on the critical factors
surrounding smartphone use data collection and privacy decisions help to elucidate

user responses. Data collection imposes privacy-decision making on users (Acquisti
14



and Grossklags, 2005). Usually, the decision to withhold or disclose personal
information is influenced by several factors based on underlying information sensitivity
(Beldad et al.,, 2011; Kokolakis, 2015; Mothersbaugh et al., 2012). The factors
influencing the privacy decisions of the smartphone user include: (1) context, (2)
information-type, (3) unauthorised collection of data, (4) convenience and benefits
of using the device, (5) location tracking, (6) app permission requests, and (7) users’
economic status. This decision process require support. However, factors differ in
terms of how critical they are to individuals’ privacy (Brough and Martin, 2020). Studies
reveal that location tracking (Ketelaar and van Balen, 2018; Kokkoris and Kamleitner,
2020), apps permission request (Balebako and Cranor, 2014; Kulyk et al., 2019) and
users' economic status (Rahmati et al., 2012; Sheehy-Skeffington and Rea, 2017) are
among the critical factors influencing user's privacy decision in the smartphone context.
The wide adoption of smartphones results in the massive production of personal data

about many aspects of users’ daily life (Berenguer et al., 2017).

Consequently, Perentis et al. (2017) argues that the ease with which these personal
data could be collected represents privacy threat and influences users’ perception of
information sensitivity. Moreover, information sensitivity influences privacy decision
making (Bansal et al., 2010b; Kokolakis, 2015). To deepen the understanding of this
phenomenon, the concept of bounded rationality (Simon, 1982) and Tavani’s (2008)

RALC (the Restricted Access/Limited Control theory) are explored.

One critical implication of privacy decision is that any information made public cannot
be made private again. Therefore, the importance of privacy has to do with the
consequences of not having privacy (Westin, 1970). That is why Sipior et al. (2014)
argues that future research must address the privacy concerns arising from smartphone

use.

This chapter introduces the research study. It continues with the research motivation
and contribution, that provides the various motivations of the study from literature.
Subsequently, the questions that the research seeks to address are presented.
Following this, the epistemology and ontology that underpins the study, including the
methodology is summarised. Then chapter the discusses the summary of results

revealed by each chapter. Finally, an outline of the thesis structure is presented.

15



1.2 Motivation and Contribution

One of the problems attributed to the rapid adoption of the smartphone is privacy
(Berenguer et al., 2017; Guinchard, 2020). Data collectors increase privacy concerns
surrounding the smartphone by taking advantage of improved smartphone technology
such as opportunistic sensing (Kulyk et al., 2019; Park et al., 2019) to collect users’
data. Concerns about privacy cause users to generalise suspicion to several apps and
inhibit warranted disclosure that could be welfare-enhancing or that contribute to the
overall digital economy (UK Government, 2017). For example, a nationwide survey
conducted by Pew Research centre in the U.S shows that 54% of mobile application
users decided not to install an app for requesting sensitive information, while 30% of
users uninstalled apps for collecting personal information they do not wish to share
(Boyles et al., 2012). Apps uninstallation due to privacy concern are prevalent in the
mobile app space (Kulyk et al., 2019). Apps developers can be nudged to protect user's
privacy and users can be supported in making privacy decisions (Acquisti et al., 2017,
Kulyk et al., 2019). Therefore, nuanced user-centric propositions that is informed by
how various user-categories perceive information sensitivity makes an important

contribution to tailored privacy for smartphone users.

Studies (Zhao et al.,, 2016) found that the literature emphasised a simplifying
assumption that all smartphone users are similar in privacy preferences. However, they
found another strand of studies that identified different usage characteristics among
smartphone users. These characteristics focused on apps usage such as the
download and installation of apps (Li et al., 2015), daily interactions with apps (Bhih et
al., 2016), average usage sessions in apps (Banovic et al., 2014) and in terms of how
app usage differs with the context (Do et al., 2011). In addition, Jones et al. (2015),
reveals the existence of three different kinds of smartphone user clusters (groups) in
terms of app re-visitation patterns. Jones et al. (2015) differentiated the user-clusters
based on their engagement time with the apps. They referred to them as (1) checkers,
(2) waiters, and (3) responsives. Similarly, Banovic et al. (2014) identified three types
of users based on duration and interaction type: glance (those who glance the lock
screen most of the time), review (users consuming content and providing quick input)
and engage (interactions often involving multiple applications). According to Church et
al. (2015), these characterisations confirm the existence of different user sub-groups.
Therefore, treating smartphone users as the same has led to a lack of reproducibility
and generalisability in smartphone studies (Zhao et al., 2016). This implies that the

preference of some categories of users may not be addressed by generalised privacy
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protection support. Therefore, understanding the privacy sensitivities of different
categories of users will inform a more relevant type of tailored privacy. Information
sensitivity reveals underlying privacy preferences because it predicts privacy decisions
(Kim and Koohikamali, 2015; Mothersbaugh et al., 2012). Information sensitivity in the
context of this study refers to the potential loss associated with the disclosure of
personal information due to perceived risk Bansal et al., 2016; Mothersbaugh et al.,
2012).

Smartphones have sensors, apps and other types of connections that enables the
collection of users’ data (Can and Demirbas, 2015; Guinchard, 2020). Data collection
in this context impose privacy decisions on users which exacerbates information
sensitivity (Cabalquinto and Hutchins, 2020; De Cristofaro et al., 2011). However, little
is known about how privacy-related attributes that indicates privacy dispositions, for
example, the privacy fundamentalist and pragmatist (Knijnenburg et al., 2017)
influence smartphone users’ perception of information sensitivity (Bansal et al., 2010b;
Cecere et al., 2015; Paine et al., 2007). The majority of studies in this area focuses
on the impact of personal disposition such as the Big 5 (Bansal et al., 2010b;
Mothersbaugh et al., 2012) and other non-privacy attributes such as demographics (Li
et al., 2015). A study of smartphone users across privacy-related attributes such as
this research can provide this missing insight. The foundation for this type of study is
found in Westin’s (1987) studies. Westin categorised general online users (the world
of desktop and large screen computers) into privacy fundamentalist, privacy pragmatist
and privacy unconcerned. Privacy fundamentalists are concerned about the accuracy
and uses of collected data. They support privacy rights as well as privacy-protecting
frameworks. Similarly, privacy pragmatists are willing to share personal information
with trusted parties in exchange for benefits, whereas privacy unconcerned individuals
are less protective of personal information. This categorisation is useful for
differentiating and studying the influence of critical factors on smartphone users.
Therefore, Westin (1987) categorisation along with the restricted access/limited control
theory (Tavani, 2008) and the concept of bounded rationality (Simon, 1982) will guide
this study. The restricted access/limited control (RALC) theory assumes that
individuals have limited control over personal information (Tavani, 2008). Using the
limited control, individuals can restrict access to the information over which privacy
zones of restrictions have been created. The concept of bounded rationality (Simon,
1982) refers to rationality constrained or “‘bounded” by

cognition, incomplete information, and finite amount of time. In the privacy context, it
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refers to how the bounds on rationality constrain a subject from fully understanding the

consequences of sharing personal information.

Previous studies (Mekovec et al., 2017) used Westin’s categorisation to study usage
differences of online devices for private and business activities. Mekovec et al. (2017)
conducted a quantitative survey and found significant differences in how the privacy
fundamentalist and privacy unconcerned conducted many activities such as
information searching online. Their study shows that Westin’s categorisation is useful
for interrogating user-categories regarding privacy related activities in varying context.
Since context (Bansal et al., 2016; Mothersbaugh et al., 2012) impacts users’ privacy
decisions, the smartphone context that imposes another layer of differentiation on
online users is an important context for applying the Westin’s categories to examine

the differences in perceived information sensitivity.

Previous studies present opportunities for investigating the different privacy concerns
of smartphone users and how to support their privacy decisions. For example, Gu et
al. (2017) and Kusyanti and Puspa, (2018) pointed out privacy concerns regarding app
downloads. The underpinning insight is that privacy concern differs with individuals’
attributes and context. However, it is unclear how critical factors influence varying
levels of information sensitivity among smartphone user-categories. The literature
suggests that smartphone users respond to different factors in different ways. For
example, some users perceive location tracking as a form of digital surveillance and
are highly concerned about sharing location information (Cabalquinto and Hutchins,
2020). This implies that studying users’ perception of information sensitivity should be

factor-specific across different categories of users.

The importance of investigating the influence of critical factors in this area have been
pointed out. Martinez-Perez et al. (2015) found that location privacy is important. A
violation of users' location privacy can reveal several other details, including who the
users are, where they go, and who they spend time with (Almuhimedi et al., 2015).
This is because the embedded GPS, Bluetooth, Wi-Fi, sensors and network
connectivity of the smartphone allow users movements to be captured through location
tracking (Guinchard, 2020; Ketelaar and van Balen, 2018). However, most studies on
the effect of location tracking in the smartphone context follows the generalist view of
users (Abbas et al.,, 2014; Almuhimedi et al., 2015). In other words, there are no

differentiation of user-categories in the studies.
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App permission request is another critical factor because app and the permission
request mechanism allow large-scale data collection (Kusyanti and Puspa, 2018).
Mobile apps are highly attractive due to their utility and convenience. However, apps
are the main sources of data breach in smartphones (Abubaker et al., 2018; Gotz et
al., 2017). The wide adoption of smartphones produces massive personal data
regarding many aspects of life at a very intimate level. To protect user's information,
smartphone operating systems (OS) rely substantially on the permission-based model
to enforce restrictions on the operations that each app can perform (Boateng et al.,
2019; Degirmenci, 2020). However, most users are unaware of the types of personal
information collected by apps when permission is granted (Kulyk et al., 2019). That is
why the GDPR (ICO, 2020), requires that data collectors enable users to give informed
consent when apps ask for permission. This calls for effective privacy support that
aligns with how users perceive information sensitivity. Like location tracking, app
permission requests should be understood in terms of how different user-categories

protect personal information from unwarranted access requests.

Users economic status is another critical factor influencing privacy decision making
(Acquisti et al., 2015; Carrascal et al., 2013; Sheehy-Skeffington and Rea, 2017).
However, the influence of economic status has not been given enough attention in the
smartphone context. Rahmati et al.(2012) investigated this influence in the
smartphone context and found that economic status is a strong determinant of
smartphone adoption as well as how apps are installed and used. Therefore, it is
important users economic status is explored to deepen the understanding of how
users perceive information sensitivity (Schudy and Utikal, 2017). Furthermore, the
literature suggests a connection between economic status and privacy decisions
(Acquisti and Grossklags, 2005; Carrascal et al.,, 2013). Acquisti et al. (2016)
reviewed several economic research studies on the value and regulation of
information. They found that individuals protect or disclose personal information based
on the economic value that they attach to personal information. The attached value
depends on context (disclosure environment) and conditions (user attributes) which
can either increase or decrease the value of privacy to the individual. Therefore, a
study that sheds light on the effect of individuals’ economic status on privacy decisions
in the smartphone context makes an original contribution. Doing this sheds light on

nuances surrounding privacy decisions.

Finally, Stuart et al. (2019) calls for group level analysis of privacy which locates
common group characteristics. Doing this simplifies tailored privacy. Stuart et al.

(2019) argues that information privacy is not adequately researched across different
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group attributes and so recommends that future research should consider the group
level analysis of information privacy. Therefore, a study that explores the varying
influences of the critical factors of location tracking, apps permission requests, and
economic status and that connects various group attributes such as the privacy
fundamentalist, privacy pragmatist and the privacy unconcerned contributes new
understanding. Moreover, these factors have not been combined in a single analysis

before in the smartphone context.

1.3 Research Aim

The aim of this research is to understand the differences in perceived information
sensitivity among smartphone users. Understanding how users perceive information
provides insight for tailored privacy. To achieve this, the following research questions

are addressed:

1.4 Research Questions

The study will answer the following research questions:

1. What are the critical factors that influence information sensitivity among

smartphone users?

2. What categories characterise privacy concerns among smartphone users whose

personal data is collected via mobile applications?

3. How do the identified critical factors influence the perception of information
sensitivity among smartphone users based on their characterised privacy

concern?

1.5 The Scope of study

This study focuses on the differences in perceived information sensitivity among UK
smartphone users who are university graduates, with particular attention to

understanding differentiated privacy support.

To enable the answering of the research questions, this researcher conducted a
qualitative study through face-to-face semi-structured interviews to collect data from
47 UK smartphone users who have at least a university first-degree. Studies (Da Veiga
and Ophoff, 2020) shows that UK citizens have very high level of privacy concern. The
UK has a population of 66.4 million citizens in 2018 with the gender demography
nearly balanced at 50.6% female and 49.4% male. However, only 42% of UK citizens

have at least a university first-degree (Office for National Statistics, 2019). Gender and
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education level are important factors affecting privacy concern as studies shows that
women are more concerned about privacy than men (Baruh et al., 2017). Also, the
level of education such as the possession of a university degree have been found to
increase individuals’ knowledge of privacy rights (Turow et al., 2008) which in turn
influences the perception of privacy risk and information sensitivity (Bartsch and
Dienlin, 2016). Therefore, university graduates are expected to perceive privacy risks
with higher level of information sensitivity compared to non-university graduates.
However, it is unclear how other factors may influence university graduates’
perception of privacy. This explains why this study investigates other factors such as

economic status, location tracking and app permission requests.

A large majority (78%) of the UK adult population (16+) use smartphones (Ofcom,
2018). This shows the important role the device plays in the digital economy and in
the lives of citizens. However, a major concern with using the device is privacy
(Cabalquinto and Hutchins, 2020). Privacy concerns results from discrepancy
between online users’ privacy expectation and the confidence users have about the
privacy protection practices of data collectors (Da Veiga and Ophoff, 2020). However,
the critical factors; economic status (Carrascal et al., 2013; Sheehy-Skeffington and
Rea, 2017), location tracking (Almuhimedi et al., 2015; Technology, 2017), and app
permission requests (Kulyk et al., 2019) identified through a structured literature
review moderates privacy concerns. Essentially, the research focused on
understanding the influences of the critical factors among three categories of users to

identify the differences in perceived information sensitivity.

The evidence suggests that privacy concern by citizens in the UK is higher compared
to other European countries such as France (RSA, 2019). More specifically, UK
citizens are more concerned about identity theft resulting in financial loss (RSA, 2019).
This suggests that results from privacy studies among UK citizens may not accurately
apply in other countries. Despite having a comparatively higher privacy concern,
studies shows that majority (63%) of UK citizens do not know their privacy rights under
the relevant regulations (Ashford, 2018). However, more recent information from the
UK Information Commissioner suggests that citizens are becoming more aware of
their privacy rights judging from the reported 15% increase in data protection
complaints in 2020 compared with 2019. Although the UK has its Data Protection
Act (DPA), the EU General Data Protection Regulation (GDPR) is discussed in

subsection 2.3.1 because the DPA implements the GDPR in national law.

11CO hails transformative year as average fine trebles (computerweekly.com)
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https://www.computerweekly.com/news/252486370/ICO-hails-transformative-year-as-average-fine-trebles

Table 1.1: Recent industry reports of data breach involving GDPR enforcement
actions in the UK

Recent Major Data Breaches in the UK

Date | Organisation Records Description Sanction
compromised

Oct | Experian Millions of UK Trading, Enforcement
2020 adults enriching and notice to
enhancing make
personal data changes
without
subjects’
knowledge

Nov | Ticketmaster 1.5 million UK Failing to £1.25m
2020 records protect users’
data from
security breach
by allowing
chatbot on
payment page

Oct | British Airways | 429,612 No adequate £ 20m

2020 security Reduced
protecting from £183m
customers data

Oct | Marriott 393m Failing to keep | £18.4

2020 customers data | reduced
secure from £99m

Sources: Computerweekly.com 234 and5

2|CO slams Experian over ‘invisible’ data processing (computerweekly.com)

3 Ticketmaster fined £1.25m by ICO for failing to protect customer data (computerweekly.com)
4 BA argues ICO data breach fine down to £20m (computerweekly.com)

5 |CO slashes Marriott breach fine to £18.4m (computerweekly.com)

22


https://www.computerweekly.com/news/252491155/ICO-slams-Experian-over-invisible-data-processing
https://www.computerweekly.com/news/252492047/Ticketmaster-fined-125m-by-ICO-for-failing-to-protect-customer-data
https://www.computerweekly.com/news/252490640/BA-argues-ICO-data-breach-fine-down-to-20m
https://www.computerweekly.com/news/252491374/ICO-slashes-Marriott-breach-fine-to-184m

1.6 Epistemological and Ontological Position

This section gives an overview of the research epistemology and ontology that informs
the choice of methods, procedures, and techniques that the researcher uses to
conduct this study. The detailed description of the research methodology is presented

in Chapter five.

The interpretivist epistemology is adopted for this study. This epistemology is
appropriate where explanation of a phenomenon is sought from multiple perspectives
of research participants. Since the interpretivist believes reality (ontology) is multiple
and relative (Crotty, 1998), it fits the present research that aims to understand
smartphone users’ perception of information sensitivity from three privacy concern
categories. These relative and multiple perspectives are impossible to understand
independently of the social players (Dudovskiy, 2016; Walsham, 1995), therefore

explanation grounded in participants’ discourse is made possible by interpretivism.

The research method adopted is the Straussian Grounded theory (GT) approach. GT
develop concepts from data to construct subjective meanings from research
participants’ views. This method fits the interpretivist epistemology as Corbin
acknowledges that grounded theory aligns with the relativist ontology saying; “I realise
there is no one ‘reality’ out there waiting to be discovered” (Strauss and Corbin, 1998,
p. 10). This implies that social reality regarding how the different categories of
smartphone users perceive information can be captured. Moreover, GT is suitable for
‘engaging a phenomenon from the perspective of those living it” (Corley, 2015, p. 1).
The study’s broad phenomenon which is privacy decisions is problematic and GT can
look systematically into data to generate patterns of behaviour that are problematic

for those involved (Tavakol et al. 2006). Therefore, GT is most suitable for this study.

Although other qualitative methods such the case study lend itself to a deep
understanding of a phenomenon, the case study is not used in this research mainly
because of the large number of respondents (47) involved in the present study.
Creswell (2017) recommends that multiple case studies should not exceed four or five
cases in total. The multiple number of respondents and the lack of a bounded system
(case) to characterise the respondents (Yin, 2014) make the case study unsuitable

for this study.
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The semi-structed interview is used to gain in depth understanding of participants’
perceptions regarding privacy concerns (Chirban, 1996; DiCicco-Bloom and Crabtree,
2006). The interview tool allows the subjective realities of the different participants to

be captured by the researcher.

1.7 Thesis Structure

This study comprises eight chapters, chapter one introduces the thesis. It expressed
the importance of understanding the different perceptions of information sensitivity
which provides insight for tailored privacy. Furthermore, the chapter motivates the
study and highlights the novel contributions that can emerge and finally presents an

overview of the research methodology

Chapter two reviews the literature on information privacy, information sensitivity and
smartphone use to gain insight into the conceptions of privacy and information
sensitivity. It explores the privacy standards of the General Data Protection Regulation
(GDPR) that is useful for understanding the conception of users’ privacy. The chapter
focuses on the literature that provides understanding of user interactions with the
smartphone to determine the critical factors influencing users’ perception of
information sensitivity. It initially adopts a broad outlook on the factors, but then
narrows down to the critical factors, by assessing seven different factors with a set of

justified selection criteria.

Chapter three continues the literature review by exploring the literature on
smartphone use data collection to gain insight into the various ways of collecting
smartphone-use data. This also provides the understanding of the privacy risks that
smartphone users face as a result of users’ data collection. It examines the ways
individuals respond to privacy risks posed by smartphone use data collection
methods. Before investigating how different user-categories perceive information
sensitivity, it is important to understand how users are currently characterised.
Therefore, the chapter explores the various characterisation of individuals to

understand how smartphone users can be characterised.

Chapter four explains the theoretical framework guiding the study. It explores four
privacy theories to determine the theoretical framework needed as a guide and
theoretical sensitivity for data collection and analysis. The chapter discussed
four common theories applied by IS researchers and then selects two - the Restricted
Access/Limited Control (RALC) and the Concept of Bounded Rationality.
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Chapter five explains the research methods applied in this study. The research applied
the Grounded Theory qualitative research method through a series of semi-structured
interviews to extract the perceptions of participants. This helps to unearth hidden
nuances surrounding the influences of the critical factors and privacy attributes.
Another important aspect explored in chapter five is the issue of philosophical
paradigms underpinning the research and the data collection as well as the analysis
process. These were identified, critigued and the selection of interpretivism was

justified.

Chapter six presents the results and findings of the empirical investigations which
were conducted through the iterative interview process of Grounded Theory. The
interviews provided data for the factors that influences how participants perceive
information sensitivity from three economic status groups and three privacy concern
categories. It provides participants’ profile in order to contextualise participants’
responses. Furthermore, this chapter explains the coding process leading to the
development of concepts and categories. The chapter also demonstrates how the

theoretical framework structured the analysis.

Chapter seven provides the discussion of the different perceptions of information
sensitivity from the empirical research data. It contextualises the emerged categories
from chapter six as the basis for the discussion. Then it elaborates the findings in
discussions structured around the critical factors investigated. It also explores how
differences in perceived information sensitivity enables tailored privacy following the
finding of how smartphone users can be characterised. Another important aspect of
the chapter is the theoretical examination of the findings through the lens of the
theoretical frameworks. Based on the analysis of the findings, the chapter presents

the middle range theory for supporting tailored privacy among smartphone users.

Lastly, chapter eight outlines answers to the research questions and provides a
summary of the research contributions and implications. Additionally, the limitations

of the study and directions for future research were provided.
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Chapter Two

2. Privacy and Information Sensitivity

2.1 Introduction

This chapter reviews studies that focused on privacy and information sensitivity
and/or users’ behaviour online including the smartphone context. The review aims to

answer the first research question, which is:

e What are the critical factors that influence information sensitivity among

smartphone users?

In order to achieve this aim, a structured survey of the literature was performed in
Scopus because of its large collection. The review followed the guidelines of Jalali
and Wohlin (2012). First, we defined the search plan (including backward
snowballing), the inclusion and exclusion criteria; next, we selected three search
strings for the literature search (perception AND information sensitivity OR user
responses AND smartphones, privacy risk AND user responses AND smartphones,
Information sensitivity AND mobile app OR mobile app use); finally, we analysed and
synthesised the literature. The search range was 2010 to 2020 which found 145
papers that were reduced to 52 after excluding papers that focuses on technical
solutions. The literature survey was used to develop an understanding of factors
influencing the perception of information sensitivity online. This understanding
informed the naming of seven factors influencing information sensitivity among
smartphone users. Additionally, we use these insights to develop a set of criteria for
selecting the critical factors influencing smartphone users’ perception of information
sensitivity. Therefore, the main issues discussed in this chapter are the concept and
dimensions of privacy, the concept of information sensitivity and the various factors

influencing it.
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2.2 The Concept of Privacy

Privacy is one of the most enduring social issues associated with information
technologies (Chuttur, 2009; Pavlou, 2011; Strickland and Hunt, 2005). The
continuous evolution in information and communication technology has aroused
interest in privacy research, bringing to light several conceptions of privacy. Warren
and Brandeis’s (1890) conceived privacy primarily as the right to be “left alone”.
According Beldad et al. (2011), this view of privacy is widely accepted. However, the
present realities of ICT challenges the practicality of being left alone. For example, it
is difficult for individuals who use pervasive communication technologies such as the
smartphone to be “left alone” because the connectedness of the device increases
the chances of collecting users’ data which in turn makes it more likely to be reached
by an actual person or "not to be left alone". This is the reason privacy is a big issue
surrounding the use of the smartphone and thus necessitates the understanding of

ways users could mitigate privacy risks.

Another conception of privacy is the notion of freedom from intrusion. In other words,
privacy is conceived as being free from certain kinds of intrusions such as others
possessing personal information about another person without consent (Panichas,
2014). This conception is similar to the concept of “being let alone”. The absence of
intrusion conforms with the expectations of privacy, because privacy is threatened or
diminished as a result of intrusion into individuals’ physical, psychological or
informational space. The various types of intrusions result in a lack of consensus
regarding the concept of privacy (Beldad et al., 2011). Moreover, the historical
conceptions of privacy are challenged by new technologies. For example, privacy is
the central concern regarding the use of the smartphone (Ketelaar and van Balen,
2018; Zhou et al., 2017). In other related areas, privacy concern is an important
consideration for adoption and growth: social networks (Choi, 2016a; Li et al., 2016),
e-commerce (Anic et al., 2019), m-commerce (Xiao et al., 2020), location sharing
services (Kokkoris and Kamleitner, 2020; Technology, 2017). Therefore, online users
face a dilemma: between enjoying the benefits accruing from sharing personal
information or reducing the risk to their privacy (Beldad, 2015; Knijnenburg, 2017).
This means that freedom from intrusion is difficult to attain where technologies make

it possible for personal information such as location to be intrusively accessed in
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ways that could compromise privacy. Hence, the conception of privacy as freedom
from intrusion is fundamentally challenged by technologies. However, the concept of
control over information dissemination and unauthorised access (Tavani and Moor,
2001) provides alternative conception of online privacy that addresses a wide range
of privacy concerns that arise in connection with computers and information
technology. Therefore, the restricted access and limited control conception of privacy
(RALC) makes it possible for online privacy to be managed. Moreover, "privacy is
not isolated freedom" (Simmel, 2007, p. 71). Hence, Fried (1984) criticises the notion
of relating privacy to secrecy and argues that a person has privacy when he can limit
the knowledge others possess about himself. Fried says that “privacy is not absence
of information about us in the mind of others, rather it is the control we have over
information about ourselves.” The right to control access to personal information is a
fundamental human right (Council of Europe, 2010) that individuals must have. For
example, Article 8 of The Human Rights Act,1998 guarantees the right to respect for

exercise of this right requires appropriate support.

According to Pavlou et al. (2011), advances in information technology have
expanded opportunities for technical solutions to privacy concerns. These
opportunities allow IS researchers to take a leading role in finding ways for practical
application of technological solutions to mitigate privacy concerns. Bartsch and
Dienlin (2016) and Zhou et al. (2017) argue that technology should give control over
personal information back to individuals who own it. Furthermore, Schwartz and
Solove (2011) argue that individuals and groups have the right to decide when, how,
and to what extent information about them should be collected. The collection and
unauthorised use of users’ personal information represents the main concerns of
smartphone users (Ketelaar and van Balen, 2018; Yasaka et al., 2020). For example,
users uninstall apps due to privacy concerns (Degirmenci, 2020) and if a large portion
of a population does not participate in using a public health intervention app due
to privacy concerns, such an intervention would have limited impact (Guinchard,
2020; Yasaka et al.,, 2020). Therefore, the understanding of a context-relevant

conception of privacy will support the formulation of the appropriate support for
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individuals. This explains why studies that seek to address how individuals could
maintain control over personal information is at the core of information system
discipline over the years (Pavlou, 2011). Thus far, this chapter has discussed
different conceptions of privacy. Chapter four discusses these theoretical
conceptions in more details. The following section looks at the different dimensions

of privacy to show the dimension that this research applies.

2.3 Dimensions of Privacy

Clark (1997) and DeCew (1997) classified privacy into four dimensions. These
dimensions are: (a) privacy of the person or physical privacy, which according to
Clark is concerned with the integrity of the person’s body. A violation of this
dimension of privacy includes blood transfusion without consent and compulsory
immunisation, (b) the privacy of personal behaviour such as sexual preferences and
religious practices, (c) the privacy of personal communications. A violation of this
dimension of privacy include surveillance or monitoring by others, (d) the privacy of
personal data or information. This is often referred to as information privacy or “the
right to selective disclosure” (Armando et al., 2015; Hirschprung et al., 2016). The
privacy of personal communication and privacy of personal information in Clark and
DeCew’s classification can be merged into one. This is because ICT allows personal
information to be communicated easily. Moreover, privacy breach arises when
personal information is communicated to unintended parties. We refer to the
combination of the privacy of personal communication and personal information as
primary dimensions of information privacy (Capistrano and Chen, 2015; Schwartz
and Solove, 2011). The secondary dimension includes inferences made from
individuals’ personal behaviour such as sexual preferences and religious practices.
In a sense, all the 4 dimensions of privacy (Clark, 1997; DeCew 1997) are related to
informational privacy because an inference from any of the dimensions, when
communicated becomes a concern of informational privacy. Therefore, the restricted
control over information privacy gives individuals the opportunity to prevent the

automatic transmission of their data to other individuals or groups (Tavani, 2007).

The discussion of information privacy is particularly important in the context of the

current research because of the magnitude of threat to information privacy from the
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avalanche of technological possibilities that makes it easy for breaches such as,
unauthorized data transfer, tracking, weakening of data security, and indirect or
intrusive data collection to take place (Abbas et al., 2011; Fawaz and Shin, 2014;
Strickland and Hunt, 2005). Since personal data have become an economic
commodity (Wilson and Valacich, 2012), those who collect often sell them for
marketing purposes without the consent of data subjects. There are also real
concerns that collected personal data may not be adequately protected and
unauthorised third parties might have access to them as many recent cases of data

breaches have shown (Hern and Pegg, 2018).

The current research focuses on information privacy, which encompasses the ability
to control the collection, use, and proliferation of information about oneself (Hui et
al., 2006; Pavlou, 2011; Preibusch, 2013). Information privacy generally reflects the
definition of privacy as informational self-determination (Westin, 1970). Beldad et al
(2011) points out that other definitions of privacy relate to physical or spatial
understanding of privacy, i.e., non-intrusion or seclusion aspects (Tavani, 2007). In
reality, as socio-technical developments continue to evolve, the relationships
between information, physicality, and expression are changing the meaning of
privacy and the possibilities of privacy intrusions (Dinev, 2014; Vasalou et al., 2015).
These situations make information privacy one of the most contested social issues
of the information age (Armando et al., 2015; Schwartz and Solove, 2011). Despite
the attack on information privacy by new technologies, information privacy remains
a fundamental human right (Council of Europe, 2010). This right includes the right to
control information about oneself. Therefore, it is comparable to the prima facie rights
of self-determination (Nissenbaum, 2004). Hence, the GDPR provides protection for
individuals’ privacy by defining the standards for protection and control over personal

information. These standards are examined next.

2.3.1 GDPR standards for privacy protection
The conception and protection of privacy are influenced by regulation (Solove, 2002;
Wachter, 2018). Therefore, attention is paid to the GDPR (General data protection

regulation), which is the data protection regulation in Europe since May 2018. This

regulation imposes new standards for protecting users’ privacy which in turn
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influence how users perceive information privacy risk. GDPR in article 5 articulates
seven key principles: lawfulness, fairness and transparency, purpose limitation, data
minimisation, accuracy, storage limitation, integrity and confidentiality (security), and
accountability (ICO, 2020). We shall discuss the relevant principles required for
individuals to have meaningful control over personal data. Those principles
emphasise the rights of individuals (smartphone users) to manage usage of their
data. Specifically, the lawfulness, fairness and transparency, purpose limitation, and

integrity and confidentiality (security) principles are discussed.

A. Lawfulness, fairness and transparency: The lawful bases for processing data
are set out in Article 6 of the GDPR. There must at least be one lawful basis
for processing personal data. For example, there must be subject’s consent,
or a contract, legal obligation to comply with the law, vital interest to protect
someone’s life, performing a task in the public interest, and for legitimate
interests. Transparency in handling users’ data has the advantage of building
trust. Trust changes users’ perceptions of intrusion which can impact on the
conception of privacy. To build trust, GDPR seeks to help users retain control
and oversight through ensuring that organisations show transparency in ways
that users are aware of data collection and processing (Bansal et al., 2010b;
ICO, 2020; Wachter, 2018).

B. Purpose limitation: Purpose limitation prescribes that personal data shall not
be used in any way incompatible with the initial purpose of the collection. This
purpose must be explicitly stated in privacy notices. Consequently, article 21
gives data subjects the right to object to data processing if the purpose of data
processing is unacceptable. However, the weakness in purpose limitation is
that users do not read privacy notices that states the purpose of collecting
data (Milne and Culnan, 2004; Schaub et al., 2017). As Wachter (2018)
argues, the GDPR seeks to improve this situation by stating that: “the
information to be provided to data subjects may be provided in combination
with standardised icons in order to give an easily, intelligible and clearly

legible overview of the intended processing” (Wachter, 2018, p. 446). This
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implies that short notices with icons are preferred over long privacy

statements.

C. Integrity and confidentiality (security): The integrity and confidentiality
principle — also known as the security principle ensures that appropriate
security measures are in place to protect individuals’ personal data. The
combination of data integrity (trustworthiness of data) and confidentiality
(protection from unauthorised access) results in data security. Data security is
needed for protecting the content of eavesdropped data from being easily
accessed. A fundamental tension exists between forces in data security:
individuals’ information privacy on the one hand, and cyber-attackers,
economic interest of companies and state surveillance on the other. The
realisation of this tension influences the conception of privacy in the
technological age. As individuals lose more control over privacy in this age, a
security failure would seriously compromise users’ privacy. Fortunately, the
rights-based approach of the GDPR aims to equip users with the necessary
tools to manage information privacy (Acquisti et al., 2017; 1CO, 2020;
Wachter, 2018).

Data security offers the ground for privacy assurance whereas perceived weakness
in data security heightens privacy concern (Mousavi et al., 2020). Privacy concern
trigger perceived information sensitivity (Amit et al., 2020; Milne et al., 2017).
Therefore, data should be collected in ways that align with the preferences of data
subjects, otherwise disclosures could be inhibited. The GDPR provides meaningful
standards for collection and protection of personal data by organisations. Personal
data is valuable for organisations because it supports product development and
customer service (Acquisti et al., 2013; Spiekermann et al., 2015). However,
organisations should understand the differences in perceived information sensitivity

of individuals in order to adopt strategies that can support privacy.

Previous studies (Morton and Sasse, 2014, Shih et al., 2015) reveal that requests for
data that meet individuals’ preferences reduce privacy concerns. Moreover, rewards

mitigate privacy concerns (Hallam and Zanella, 2017; Lee et al., 2015). Therefore,
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understanding individuals’ preferences can support the offering of appropriate

reward that mitigates information sensitivity.

The overall digital economy is enhanced when data is collected without intrusion (UK
Government, 2017). Firms and users benefit significantly from the firm’s ability to
learn so much about their customers (Abakouy et al., 2019; Spiekermann et al.,
2015). Datasets that differentiate market actors improve firms’ understanding of
customers and boost their ability to address specific target markets (Bhatnagar and
Ghose, 2004; Morton and Sasse, 2014). Therefore, Spiekermann et al. (2015)
suggests that firms should seek to understand customers without being intrusive.
Furthermore, by understanding customers’ behaviour in terms of differences in
perceived sensitivity to data request, firms can improve data collection, or re-design
privacy notices which can support user-oriented data collection (Acquisti et al., 2013;
Alessandro Acquisti et al., 2015; Garrison et al., 2012). The next section will examine

information sensitivity as a concept.

2.4 The Concept of Information Sensitivity

The concept of information sensitivity as an aspect of information privacy is growing
in importance. Bansal et al (2010b) and Mothersbaugh et al (2012) argues that
information sensitivity is one of the factors influencing individual’s willingness to
disclose personal information. This is because information sensitivity represents the
level of risk perception, hence it increases along with privacy concern. As perceived
sensitivity of information increases, users’ willingness to disclose information or
engage with apps decreases (Hong et al., 2019; Malheiros et al., 2013). Degirmenci
(2020) found that when sensitive information is requested, it results in the following:
(1) privacy concern significantly increases, (2) perceived control reduces, and (3)
users refuse to install or uninstall apps. These suggests that information sensitivity
triggers the negative effects of requesting for sensitive information. Sensitive
personal information includes user's name, address, phone number, national
insurance number and financial information (Hong et al., 2019; Martin-Consuegra et
al., 2015). However, the GDPR defines special category data that reveals subjects’
race, political opinions, genetics, religion, trade union membership and health status

as sensitive data requiring special protection. Therefore, perceived information
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sensitivity to the special category data is expected to be high as it reveals intimate

aspects of people’s lives.

The level of intimacy individuals associate with a particular type of information
determines the value placed on the information (Milne et al., 2017). This in turn
influences the potential loss envisaged and the level of information sensitivity
attached (Bansal et al., 2010b; Mothersbaugh et al., 2012). In other words, the
perception of information sensitivity derives from the intimacy attached to information
perceived as riskier to disclose because of potential losses (Bansal et al., 2016; Lwin
etal., 2007). Therefore, to accurately support disclosure, a user’s level of information
sensitivity should be ascertained (Knijnenburg, 2017). However, measuring
information sensitivity is problematic because of the difficulty in assigning categorical
measures to it. Therefore, the classification of information sensitivity as high and low
by Capistrano and Chen (2015) addresses this difficulty. However, the classification
does not account for the types of information that influences perceived information

sensitivity.

Information sensitivity as an information disclosure antecedent is context dependent
(Bansal et al., 2016; Lee et al., 2013;Mothersbaugh et al., 2012)). For example, users
are less sensitive to the disclosure of personal information on social network
platforms, than they are in the context of e-commerce transaction (Li et al., 2016;
Lee et al., 2013). This implies that data subjects’ perception is influenced by either
the level of intimacy associated with the information or the disclosure context.
Context-sensitivity of information explains why the smartphone context increases
users’ risk perception. For example, non-personal information like location
information attracts high sensitivity in the smartphone context due to allowing
intimate inferences about a smartphone user (Almuhimedi et al., 2015; Yasaka et al.,
2020). The advanced functionality of smartphones makes the device attractive for
data collection (Abdulazim et al., 2013; Can and Demirbas, 2015). Smartphone-use
data collection threatens users’ privacy through intrusions and malicious activities.
Users’ data can be captured by recording users’ activities and tracking movements
amongst others. The threats and vulnerabilities of the smartphone exacerbates the
perception of information sensitivity (Choi, 2016a; Sipior et al., 2014). Sipior et al.

(2014) named some risky behaviour of smartphone apps such as location tracking,

34



accessing contact list, identifying users or smartphone’s unique identifier, recording

in-app purchases, and sharing data with advertisers and analytics companies.

2.4.1 Factors Influencing the Perception of Information Sensitivity in
Smartphone Use

The present digital revolution and the drive towards personalisation of marketing
communication by businesses have increased the quest for individuals’ personal
information. Apart from the value of personal information as a resource for business
competitiveness (Abakouy et al., 2019; Spiekermann et al., 2015), the ubiquity of the
smartphone and malicious use of sensors have increased the ease with which data
collectors can access peoples’ personal information. Malicious use of sensors that
overrides users’ choice and consent nullifies the outcome of rational deliberation to
withhold information. The characteristics of the technology, according to Choi (2016)
creates the perception of vulnerability. These situations raise privacy concerns
among smartphone users (Almuhimedi et al., 2015; Balebako et al., 2011; Junglas
et al., 2008). The review of literature reveals 7 factors that influences information

sensitivity among smartphone users. These factors are:

1). Context- Context here refers to the different situations and platforms that requires
information disclosure by the smartphone user (Li et al., 2010), such as social media
platforms (Beldad, 2015; Kim, 2016) and m-commerce or e-commerce (Anic et al.,
2019; Martin-Consuegra et al., 2015). Generally, context influences information
sensitivity. People communicate through information sharing, by discriminating what
information to share, and with whom. In doing this, individuals vary information
sensitivity with the sharing context. For example, information considered too
sensitive to disclose in a gaming app might be shared with a friend in a dating app.
This suggests that when context changes, information sensitivity also changes
(Bansal et al., 2016; Mothersbaugh et al., 2012). The variability of sensitivity across
different context shows that context impacts on the value users attach to information
and defines the associated response to data requests (Acquisti, 2004a; Carrascal et
al., 2013; Cvrcek et al., 2006; Kokolakis, 2015).

2) Information type - Individuals attach varying degree of intimacy to different types

of personal information (Bansal et al., 2010b; Furini et al., 2019; Schwartz and
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Solove, 2011). Information types in this context includes emails, payment card
details, medical information, and others. Different types of information raise varying
levels of sensitivity (Milne et al., 2017). For example, the wide deployment of mobile
health apps such as fitness trackers, personal wellbeing and medical apps in the
ecosystem represents privacy concerns to users in terms of managing sensitive
information (Wagner et al., 2016). The information relating to health status are more

sensitive in nature and how they are handled is a potential cause of privacy concern.

3) Unauthorised collection of data - Smartphone users risk the unauthorised
collection of personal data (Kulyk et al., 2019; Milne et al., 2017). Data collectors use
various approaches to collect these data, which affect users’ responses by triggering
privacy concerns. For example, data can be collected by opportunistically using
smartphone and GPS sensors without user knowledge (Abbas et al., 2011; Wu et
al., 2013). Unauthorised collection and use of data violate trust and results in data
breaches. The concern about data breach influences information sensitivity more
profoundly in smartphone use than with personal computers because of the
numerous types of apps the smartphone user installs. The apps provide services that
uses several types of personal information such as health and wellbeing information.
Apps expose users to mobile malwares (Guinchard, 2020; Kulyk et al., 2019).
Malware is a malicious programme designed to use a device without the owner’s
consent. Users are expected to make decisions that impact the security of the device
and the privacy of personal information (Gates et al., 2014; Malheiros et al., 2013).
This decision-burden increase information sensitivity among users (Spiegel and
Silva, 2018).

4) Convenience and benefits of using the device - Smartphones provide users
with many benefits that enhances users’ daily lives (Sipior et al., 2014). For example,
smartphones allow the sharing of information related to the social life of users. Given
the ubiquitous connectivity of these devices, the privacy of users’ social life may be
threatened by data collection from social network sites (SNS) (Choi, 2016b; Rose,
2012). Maintaining privacy requires striking a balance between the many benefits of
using the smartphone and protecting the intimate information that the smartphone
can giveaway. Generally, the risk of privacy violations from data collection triggers a

range of responses, including information seeking, information withholding, and
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information fabrication (Beldad et al., 2011). Although a combination of
unawareness, short-term need fulfilment, and the discounting of long-term negative
consequences (Acquisti, 2004a) explains user responses, the smartphone’s intimacy
introduces another layer of complexity in terms of understanding user responses to
information requests (Ketelaar and van Balen, 2018).

5) Location tracking — Location tracking refers to the collection of users' location
information over time (Koohikamali et al., 2015). The problem with location tracking
is that it is perceived as digital surveillance (Amit et al., 2020; Kokkoris and
Kamleitner, 2020). Location tracking is a critical factor influencing the perception of
information sensitivity among smartphone users (Almuhimedi et al., 2015; Sipior et
al., 2014; Technology, 2017). This is because location tracking provides implicit
information and allows other types of privacy to be invaded. Implicit information is

information not provided by users directly but inferred from data (Wachter, 2018).

Several studies have determined why location tracking is critical in this context.
According to Ketelaar and van Balen (2018) the smartphone enables location
tracking because it is carried about. The increasing expansion of connectivity and
advances in smartphone technology that combines many different functionalities into
one device enables location tracking (Cecere et al., 2015; Ketelaar and van Balen,
2018). People are connected everywhere, meaning they can be followed everywhere

also.

Location tracking is used positively and negatively. The rise in the use of social media
applications that allow people to see where friends, family and nearby services are
located (Beldad, 2015; Thomas et al., 2013) gives smartphone users social benefits
as they share to be sociable (Beldad, 2015). On the other hand, location sharing
services is risky because it accumulates the history of places visited (Aloudat et al.,
2014; Thomas et al., 2013). This leads to concerns for profiling, unauthorised use
and disclosure of real-time information. According to Kostakos et al. (2011), these
could inhibit the acceptance of apps that depends on users’ location information for
functionality. The continuous tracking of users is referred to as “Uberveillance”
(Michael and Michael, 2010, p. 10) which is prevalent because of the drive for users’

real-time location data that provides information for real-time marketing and social
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media platforms like Facebook, Twitter and Instagram. This situation exposes users
to unsolicited surveillance and sharing of users' location information without their
consent (Almuhimedi et al., 2015; Kim, 2016). Dobson and Fisher (2003) warned
about the dangers of ‘geoslavery’, in which a person’s physical location is coercively

or surreptitiously monitored.

Surreptitious acquisition of users’ location is carried out in several ways. First,
through the mapping of Wi-Fi router location and harvesting Wi-Fi data (Wind et al.,
2016). Smartphone users conserve mobile data or maintain connection to the
internet through Wi-Fi connection when mobile data is exhausted. The harvesting of
Wi-Fi data through location tracking is worrisome. More worrying is that users are
presented with free public Wi-Fi and it is difficult to differentiate fraudulent ones from
the genuine (Cheng et al., 2013; Wind et al., 2016). Furthermore, Cheng et al.,
(2013) warned of the danger associated with surreptitious tracking as a smartphone
user can be identified through the unique MAC (media access control) address of
his/her device. However, users who want to avoid being tracked can turn off the Wi-
Fi of their devices. However, the precise location in modern smartphones can be
obtained through GPS which is even more accurate and computed on the client
(Korpilo et al., 2017). Alternatively, surreptitious tracking can be made a lot more
difficult by solutions that can randomise the MAC address frequently which most new
smartphones now allows. However, the challenge is that using such privacy
enhancing features requires some level of privacy-related knowledge, that the
average user may not have (Kokkoris and Kamleitner, 2020; Leith and Farrell, 2020).
This makes the issue of providing support for users' privacy decision important (Kulyk
et al., 2019).

Conversely, smartphone users sometimes consent to be tracked by friends and
family or share their location with friends on social networking apps for social
connection (Cheung, 2014; Fusco et al., 2012; Kostakos et al., 2011). However,
Aloudat et al. (2014) and Lee et al. (2013) revealed that some social network apps
misuse the shared location of users by selling them to advertisers for location specific
advertising. This implies that users are not aware that their data are being accessed
by third parties (Almuhimedi et al., 2015; Young and Quan-Haase, 2013). Location

information when misused has serious consequences for the user. According to
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Fawaz and Shin (2014) and Michael and Clarke (2013), the consequences include
security-related or financial losses. Also, an employee could be sanctioned by a
tracking employer. Finally, the concern for physical safety regarding location tracking
influences information sensitivity (Kostakos et al., 2011). Therefore, Ghazinour et al.

(2014) argue that finding ways to support individual’s location privacy is critical.

6) Mobile apps and apps permission requests- Apps are computer programs that
run on mobile devices such as smartphones and tablets (Kulyk et al., 2019).
Olmstead and Atkinson, (2015) argues that apps and apps permission requests are
at the centre of the smartphone privacy debate. This is because apps frequently
request access to sensitive data, such as location and contacts (Wang et al., 2017).
According to Wang et al. (2017) app permissions are the mechanism by which app
developers disclose how an app will interact with users’ device and personal

information.

One challenge with the permission model is the considerable number of decisions
that users are expected to make (Kulyk et al., 2019). For example, there were 235
distinct types of permissions sought across 41 different categories of apps on the
Google Play Store, ranging from social networking and finance/business to gaming.
Averagely, each app in the Play Store requires five permissions before a user installs
it, aside other run-time permission requests (Huebner et al., 2020). This is decision-
burden on users and they exacerbates the feelings of uncertainty. Therefore, users
should be supported to make more informed decisions regarding their privacy when
choosing to install or use smartphone apps (Kulyk et al., 2019; Spiegel and Silva,
2018). If users make wrong privacy decisions, it can compromise strong security
measures in the mobile systems. However, some operating systems such as Android
rely on users to understand the permissions that an app is requesting and to base
the installation and usage decision on the list of permissions that is presented (Kulyk
et al., 2019; Liu et al., 2016). This situation is problematic to users since they are
unable to estimate the risk of disclosure (Kulyk et al., 2019). Sipior et al. (2014) and
Wang et al. (2017) argue that app permission request is one of the critical factors
influencing privacy decision in this environment. For example, about 30% of app
users reversed earlier permission and uninstalled an app, because it accessed

personal data beyond the permission granted (Kusyanti and Puspa, 2018). This
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explains why users are more cautious with installing apps when better informed. For
example, when risk-score information is included in app permission, users avoided
apps with high-risk scores (Acquisti et al., 2017; Gates et al., 2014; Kulyk et al., 2019)

Improving privacy decisions by users involves taking into account factors that
influence a user’s sensitivity perception and decision making (Kim and Koohikamali,
2015; Markos et al., 2017). Also relevant is how risk is communicated.
Communicating risk to users accurately improves the choices that users make
(Hatamian et al., 2019; Gates et al., 2014; Van Wassenhove et al., 2012). Studies
reveal that permission descriptions are confusing or difficult to understand by many
users (Felt et al., 2012) as nearly all apps requesting permissions come with some
associated risk (Gates et al., 2014). In addition, Gates et al. (2014) developed risk
scores that indicate which apps presents lower-risk or high risks to users. Gates et
al. (2014) argue that if users prefer lower-risk apps, it will incentivize developers and
data collectors to follow the least-privilege principle and request only necessary
permissions. Most high-risk apps contain invasive advertisements (Martin-
Consuegra et al.,, 2015) and they ask for permissions that are not relevant to
functionality (Kulyk et al., 2019).

6a) Malicious practices in mobile app ecosystem - Recent research suggests an
increase in malicious practices within the apps space which further complicates
users’ ability to give appropriate permissions. Choi et al. (2015) and Rastogi et al.
(2016) report a malicious trend in the app market referred to as apps repackaging.
Through app repackaging, hackers repackage popular apps by adding or replacing
advert networks and malicious codes to the app before releasing it to the market.
Through this disguise, hackers collect the personal information of users.

However, app markets have taken some countermeasures to address these
malicious trends. These countermeasures include sandboxing and runtime
permissions. Sandboxing isolates apps from accessing critical resources in the
device. This is an additional layer of security to prevent apps from stealing data.
Unfortunately, sandboxing can be bypassed by apps colluding to execute composite
permissions which allows them to leak data. Although the Android OS checks if an

app is accessing a permission-protected resource through another app, some
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malicious apps can go undetected (Boateng et al., 2019). Similarly, runtime
permissions have not been successful in providing privacy assurance to users
(Huebner et al., 2020). The challenge with the runtime permission is that it is too
coarse-grained (ignoring specific details), and the user might not be aware of the full
implications when granting the permission (Degirmenci, 2020). Moreover, after
granting permission, there is no way to restrict a malicious app from stealing data.
The actual problem lies in the inability of users to correctly judge the acceptance of
permission, thus raising uncertainty. Uncertainty results in permission sensitivity
among some users (Degirmenci, 2020; Knijnenburg et al., 2017; Zhou et al., 2017).
This shows the need to provide tailored support to distinct users because of too many
permissions (Knijnenburg, 2017). Most repackaged apps ask for more permissions
compared with the original version. Therefore, it is possible to detect apps
repackaging by understanding various permissions (Rastogi et al., 2016). This is
possible when a discerning user can identify two or more apps that are similar. That
is why Rashidi et al. (2016) suggests that only expert users can make such savvy
comparison to detect a repackaged app and prevent personal information leakage.
This emphasises the critical influence of app permission request on smartphone
users. Generally, apps permission requests are intended to give users the ability to
restrict or allow how and what personal information is accessed (Degirmenci, 2020;
Olmstead and Atkinson, 2015). Therefore, studies should seek to understand how
permission request interacts with other factors such as diverse privacy attributes to
affect a user’s choice (Benton et al., 2013; Bhih et al., 2016).

7) Users’ economic status — Users’ economic status in our context refers to the
net-income of smartphone users (Office for National Statistics, 2017). Smartphones
have ubiquitous sensors that captures diverse personal information which can be
linked to reveal users’ economic status. For example, the smartphone captures
users’ purchases (Van Heerde et al., 2019). History of purchases reveals users’
income segment (Zorbas et al., 2020). Users could suffer economic, social and other
forms of discrimination through economic status profiling (Wachter, 2018). These
possibilities raise privacy concerns that in turn influences the perception of
information sensitivity. Therefore, economic status is an important factor influencing

peoples’ perception and use of technology (Goel et al., 2012; Kim and Koohikamali,
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2015). This includes the perception of information sensitivity among smartphone
users (Kim and Koohikamali, 2015; Rahmati et al., 2012). Similarly, Goel et al. (2012)
found that economic status influenced how frequently web pages were accessed.
Users of lower economic status accessed the web more than higher economic status
users. Furthermore, Rahmati et al. (2012) argue that lower economic status
individuals without access to other technologies used their iPod Touch more for
activities commonly executed on PCs. Therefore, studies have shown the link
between economic status and engagement with IT. In the smartphone context, low
economic status users are conscious of monetary losses and thus more careful with
monetary transactions compared to high economic status users (Magsamen-Conrad,
2014; Rahmati et al., 2012). This shows economic status as a distinguishing factor
in information related behaviour. Therefore, a study of individuals’ privacy behaviour
that neglects users’ economic status is missing valuable insights (Sheehy-
Skeffington and Rea, 2017; Wachter, 2018).

There is a relationship between economic status and privacy decision making
(Acquisti and Grossklags, 2005; Carrascal et al., 2013; Sheehy-Skeffington and Rea,
2017). For example, low economic status individuals focus on satisfying immediate
needs. Therefore, they are likely to make satisficing privacy choices to alleviate their
present situation (Sheehy-Skeffington and Rea, 2017; Simon, 1982). Understanding
the relationship between economic status and different smartphone user-categories
in terms of how their perception of information sensitivity varies has implications for
businesses, policy makers and researchers (Acquisti et al., 2013; Alessandro
Acquisti et al., 2015). According to Acquisti et al. (2015) when businesses understand
how individuals in various economic classes protect personal data, managers can
turn well segmented privacy-enhancing initiatives into a source of competitive
advantage. From this, managers can understand the triggers of privacy risk in order
to avoid it. In addition, it is important to policy makers because it will assist the
development of segmented support for individuals of different economic classes.
Furthermore, it will be possible for researchers to formulate more nuanced and
granular views of privacy protection and data sharing associated with economic
classes (Acquisti et al., 2013). In other words, understanding the nuances across

economic status contributes to better privacy support for users. A study that highlight
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important differences across users can influence interface designs (Jeong et al.,
2016). Moreover, exploring the relationship between economic status and
information disclosure in this context provides insight about privacy expectations of
smartphone users in the overall digital economy (Bélanger and Crossler, 2011; Bhih
et al., 2016; Gao et al., 2019). Understanding the influences of economic status is
very important to the digital economy (Abakouy et al., 2019; UK Government, 2017).
It shows varying sensitivity perceptions by pointing out the distinctive preferences of
users (Kim and Koohikamali, 2015; Sheehy-Skeffington and Rea, 2017).

2.5 The Critical Factors

Some factors are critical in this context because they either determine or compromise
other factors or have not been given sufficient attention. The structured literature
review shows that location tracking, app permission request and economic status are
the critical factors influencing users’ perception of information sensitivity in the
smartphone context. These factors strongly influence why and how users perceive
privacy risks. However, in selecting the critical factors, other factors are assessed by

applying the selection criteria.

2.5.1 Selection Criteria

To make the analysis of empirical data easier to understand, while still providing a
similar level of insight, only the critical factors are selected for investigation in the
empirical study. Each of the critical factors should fit at least two selection criteria.
The five selection criteria are carefully articulated and selected based on the
understanding accumulated from the structured literature review (see section 2.1).
The credibility of the resultant theoretical propositions is dependent on the credibility
of the factors from which it is derived (Inayat et al., 2015), therefore, the selection

criteria are justified below.

1. The factor can yield implicit information about the user. As mentioned
earlier, Implicit information is inferred information (Wachter, 2018). Implicit
information includes user persona segment, workplace, or nearby
shopping centre. A factor that leads to inferences about a user offer

grounds for profiling which can result in discrimination.
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2. The factor reflects and imposes the core characteristics of the
smartphone. Liu and Yu (2017) identified the smartphone characteristics
(running of applications) and connectivity (connection to internet) as the
critical factors influencing the use of the smartphone. These factors
influence the perceived usability and in turn allows the core characteristics
of the smartphone to directly impact users’ privacy (Zhang et al., 2010).

3. The factor allows users to restrict access and have limited control over
privacy. A factor that moderates the effects of perceived information
privacy risk is critical in any context (Yin et al., 2015). The restricted
access and limited control theory (RALC) indicate that users manage
privacy by restricting access and limiting control over information (Tavani,
2008; Tavani and Moor, 2001). Therefore, the mechanism that enforces
restrictions around smartphone users’ information privacy is critical
(Armando et al., 2015; H. Wang et al., 2017).

4. The factor is a major concern among smartphone users (Almuhimedi et
al., 2015; Amit et al., 2020; Boateng et al., 2019; Degirmenci, 2020).

5. The factor influences decision making but its influence on privacy decision
making is insufficiently investigated in the smartphone context. Schudy
and Utikal (2017) argue that more factors should be explored to provide

new insight about individuals’ privacy decision making.

Context: Context can yield implicit data, because contextual usage can be tracked,
and inferences made (Wachter, 2018; Yang et al.,, 2017). Contexts consist of
attributes such as physical location, computing environment, state of mind, cultural
setting, and many other features. However, location tracking is separated from
context because the challenges associated with context are with its distinct
components. Moreover, context here refers to various platforms and applications
(Mousavi et al., 2020; Yang et al., 2017). Context as a factor satisfies the first
criterion. However, context tracking is not a critical issue in smartphone usage like
location tracking (Kokkoris and Kamleitner, 2020; Yang et al., 2016) and permission

request (Boateng et al., 2019; Degirmenci, 2020).
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Information type: Users’ sensitivity vary with information-type which in turn
moderates information disclosure (Milne et al., 2017). This moderating effect allows
users to restrict access and have limited control over personal information.
Therefore, the factor of information-type satisfies the third selection criteria.
However, it does not satisfy any other criteria (first, second, fourth and fifth).

Unauthorised collection of data: Unauthorised collection of data is a major concern
for smartphone users and features prominently in literature (Amit et al., 2020; Kulyk
et al., 2019). Most unauthorised data collection is for the explicit information it yields
about a user (Gustarini et al., 2016). However, data collected this way can be applied
maliciously in ways difficult to determine (Wachter, 2018). A mechanism for
minimising this type of collection is apps permission request (Cabalquinto and
Hutchins, 2020; Liu et al., 2016). Therefore, app permission request is selected as a
critical factor because it helps to manage unauthorised collection of smartphones
use data. Hence, unauthorised collection of data satisfies only the fourth selection

criterion.

Convenience and benefits of using the device: The convenience of using the
smartphone make users perceive information as less sensitive (Lee et al., 2013;
Patriana Ch et al.,, 2015). It imposes the benefitting aspect of the device and
moderate privacy risk. In this sense, convenience and benefits fits the second
selection criteria, which relates to imposing the core characteristics of the
smartphone on users. However, the factor is not critical because it does not match

any other criteria very well.

Location Tracking: Location tracking is a major concern among smartphone users
as already discussed. It also yields implicit information as location tracking can
giveaway other types of information about the user (Amit et al., 2020; Technology,
2017). Additionally, it reflects and imposes the core characteristic of the device on
users. Therefore, location tracking fits three (first, second and fourth) selection

criteria. Hence, it is one of the three critical factors.
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App Permission Request: The phrasing of app permission influences privacy
decisions (Knijnenburg et al., 2017). Accepting wrong permission results in
unauthorised access and secondary use of data (Boateng et al., 2019; Degirmenci,
2020; H. Wang et al., 2017). Additionally, permission requests are a gateway to
users’ information and thus reflects the core characteristic of the smartphone.
Through the mechanism of app permission, users have potential control over privacy.
Additionally, app permission regulates contextual disclosure and context moderate
information-type sensitivity (Bansal et al., 2016; Mothersbaugh et al., 2012). Based
on the aspects mentioned here, app permission satisfies the second and third

selection criteria. Therefore, it is one of the three critical factors.

Users’ economic status: Economic status is a major influencer of individual
decision making which can help the understanding of users' privacy decisions
(Carrascal et al., 2013; Sheehy-Skeffington and Rea, 2017). Additionally, it offers
ground for profiling, discrimination, and inferential analytics (Gao et al., 2019).
Moreover, it has not been sufficiently researched in smartphone users’ privacy
decision making as our structured literature reveals. Therefore, users’ economic
status satisfies the first and fifth selection criteria. Hence, it is one of the critical

factors.

2.6 Conclusion

This chapter begins the review of literature for the research. It focuses on reviewing
the various conceptions of privacy and information sensitivity. In addition, it
discusses the factors influencing the perception of information sensitivity of
smartphone users. This review enabled the identification of the critical factors in this
area. The main objective of this review was to answer the first research question of
this study, that is, what are the critical factors that influence information sensitivity

among smartphone users?

The question sought to investigate and identify how the smartphone technology and
the ways users interact with it may condition information sensitivity through the
influential factors. Through this review, the different factors influencing information

sensitivity among smartphone users including the critical ones have been identified.
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These are context, information-type, unauthorised access, and the convenience and
benefits of using the device. However, the critical ones are location tracking, app

permission request and users’ economic status.

Finally, the selection criteria were pointed out to clarify the critical factors. The
influences of the critical factors will be investigated in the empirical study to determine
how smartphone users could be characterised based on differences in perceived
information sensitivity. The next chapter (chapter 3) continues the literature review

and focuses on the current characterisation of smartphone users.
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Chapter Three

3. Data Collection, Privacy Risks and User Categories

3.1 Introduction

This research aims to understand the differences in perceived information sensitivity
among smartphone users. Perception of information sensitivity is how users perceive
and respond to information privacy risks. Accordingly, this chapter draws from
information privacy literature to gain insight into the ways of collecting smartphone
use data with the view to understand the variety of privacy risks that smartphone
users face. Additionally, it examines the ways users respond to the risks posed by
data collection methods and explores the privacy characterisation of individuals to
determine how smartphone users can be characterised. Privacy decisions are
strongly influenced by the perception of sensitivity to information and privacy
requests (Knijnenburg et al., 2017). Information sensitivity determines how users
mitigate privacy risk, which is connected to the privacy attributes of different user-

categories.

Although there is abundant literature on individuals' responses to privacy risks, the
perspectives on privacy responses are generalised (Beldad et al., 2011). Thus,
nuanced understanding of how to support varying users in the smartphone context
is lacking (Knijnenburg et al., 2017). The present chapter overviews literature to
understand the connections between data collection methods, privacy risks and user
responses. This provides insights for empirical data analysis that points out how

user-categories differs in perceiving information sensitivity.

The chapter has six main sections, section 3.1 provides the introduction. Section 3.2
presents the various methods for collecting smartphone use data. Section 3.3
discusses the privacy implication of the data collection. Section 3.4 focuses on user
responses. Section 3.5 discusses user categorisations, and the final section 3.6

provides the conclusion of the chapter.
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3.2 Data Collection in the Smartphone Context

Smartphone users risk the unauthorised collection of personal data. Data collectors
have various options for collecting data, which triggers privacy concerns (Bouwman
et al., 2013; Cabalquinto and Hutchins, 2020). Smartphones allow the capturing and
storing of users’ personal information that could be collected by third parties. Several
sensors allow the collection of previously difficult-to-collect information, thus
threatening privacy in ways not previously considered (Cabalquinto and Hutchins,
2020; Wachter, 2018). Therefore, users risk the privacy of personal information
(Bouwman et al., 2013; Kulyk et al., 2019). The right to control and decide what
personal information is shared is minimised. To enable accurate understanding of
how users, perceive and respond to privacy risk, it is necessary to first identify the

data collection methods that potentially trigger privacy risks.

3.2.1 Automated and Surreptitious Collection

Automated user data collection refers to the continuous collection of data through
interactions with the embedded sensors once the app has been installed. Since
collection is automated, user consent is not required each time data are collected
(Koping et al., 2018; Korpilo et al., 2017). This situation challenges informational
privacy by making it difficult to protect personal data, because automated collection
may result in the unwarranted and surreptitious collection of personal data. This
situation results in users feeling vulnerable to privacy breach (Boateng et al., 2019).
Most automated and surreptitious smartphone use data collection are through apps
that users installed in the device. This type of data collection is the most popular
option, as it allows for large-scale data collection. Mobile apps are highly attractive

because of their utility and convenience.

3.2.2 Mobile Crowd Sourcing (MCS)

MCS is the use of mobile devices such as smartphones by data collectors in the
participatory sourcing of information. This approach exploits crowd wisdom and uses
individuals as sensors. In participatory sensing, users are directly involved in sensing
and reporting the action, for example, traffic situation in certain locations.

Smartphone users are able to choose what data to share with the crowdsourcing
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system and when to share it (Cai et al., 2018; Y. Wang et al., 2016). However, there
is risk about dishonest use of shared information by the holding party (Cai et al.,
2018). Unlike automated data collection, which is opportunistic and uses
smartphone sensors to capture data without informed consent, MCS depends on the
user’s choice and consent to share information. There is significant concern about
privacy when automated collection is used, however the mechanism of choice and
consent (Acquisti et al., 2017) allows users to moderate this concern in the MCS
scenario. In automatic sensing, the user is not aware of active apps (Wang et al.,
2016).

3.2.3 Web Survey Collection

Web survey collection is another approach for data collection wherein data are
gathered in the absence of face-to-face contact (Couper et al., 2018; Rendina and
Mustanski, 2018). Smartphones have been used in various studies and
interventions, as they allow researchers to readily connect with respondents. For
example, this option has been used to collect data from the users of a mobile
anesthesia calculator app (O’Reilly-Shah, 2017). Many survey platforms such as the
site SurveyMonkey are optimized for mobile devices, thus allowing data collectors to
reach many users. However, the effectiveness of web survey collection is influenced
by how intensively the data subject uses the device. Studies indicate that those who
use their devices more intensively are less likely to participate because of concerns

regarding privacy (Wenz et al., 2019).

3.3 Privacy Implications of Data Collection

As mentioned in 3.1 and 3.2, data collection influences how users perceive
information sensitivity in mobile applications. This in turn, conditions the privacy risk
perceptions of the subjects. The privacy risks related to smartphones have been
identified. Eckhoff and Wagner (2018) categorised five types of privacy risks which
are: privacy of location, privacy of behaviour and action, privacy of media, privacy of

the state of the body and mind, and privacy of social life.

3.3.1 Privacy Risks for Automated Collection
Automated data collection methods such as the opportunistic sensing for capturing

human mobility data to obtain insights on urban transportation systems (Alexander
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et al., 2015) triggers a range of privacy concerns among users. For instance, user
location privacy is at risk if mobility data are being captured (Wang et al., 2010, 2012).
The misuse of this location information may expose the user to physical harm. It also
raises concerns regarding the privacy of the state of body and mind, as demonstrated
by the monitoring, capturing, and reporting of the healthcare and psychological
conditions of smartphone users via apps (Cornet and Holden, 2018). The misuse of
this information may result in social segregation. Another concern is the concern for
the privacy of social life, which is related to the social interactions of users (Eckhoff
and Wagner, 2018), since SNS (social network sites) such as Facebook and
Instagram are mostly used on smartphones (Conti et al., 2012). A violation of this
privacy may lead to valuable information being shared, which could be used for
targeted advertisements, such as political advertisements based on the user’s

political views.

Most automated smartphone use data collection are executed through mobile apps.
Apps pose privacy risks regarding the leakage, manipulation, and loss of information
(Grundy et al., 2017; Zhang et al., 2018). Although permission requests from apps
allow users to regulate access to data and device resources (e.g., control over the
camera) and confidential information (e.g., access to the contacts list), apps still
present privacy risks. Studies suggest that most users are unaware of the data
collected by apps (Almuhimedi et al., 2015; Wang et al., 2016). Nevertheless, users
sometimes behave paradoxically by granting apps unwarranted permissions
because they are unaware of information collected by apps (Degirmenci, 2020).
Another possible explanation for this paradox is that smartphone users are unaware
that different types of information may be aggregated within an app family (Facebook

owns Instagram and shares data) to form a more precise profile of users.

Generally, because users are unaware of the extent of the data collected by apps
(Harari et al., 2016; Kulyk et al., 2019), apps potentially pose several privacy risks.
Privacy risks come with privacy concerns. These concerns, in turn, affect information
disclosure (Malheiros et al., 2013; Mothersbaugh et al., 2012).

3.3.2 Privacy Risks for Mobile Crowdsourcing (MCS)

MCS is a cost-effective and scalable way of gathering difficult-to-access data
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(Martinez-Balleste et al., 2013; Pournajaf et al., 2015). Because participation in MCS
is voluntary, users choose when and what to share. Therefore, the privacy concern
is minimal. However, the reported information could identify the reporter (e.g., reports
of traffic conditions could contain location and movement information). Such
scenarios present a privacy risk. However, anonymity and confidentiality could be
ways of addressing this risk. While anonymity preserves the individual's identity,
confidentiality preserves the disclosed content in the crowdsourcing system. Without
the effective use of anonymity and confidentiality, a breach of privacy could threaten
users’ social life and their privacy of behaviour and action. For example, the
information reported may be used to identify the reporter and threaten their social
relationships (Cato et al., 2016; Huckvale et al., 2015).

3.3.3 Privacy Risks for Web Survey Data Collection

Sensitive data may be collected through mobile web surveys. Therefore, users’
willingness to participate in surveys is influenced by their trust in the app's creator
(Rendina and Mustanski, 2018). For example, the user’s sexual orientation could be
requested. Therefore, privacy risks posed by this type of collection exposes
smartphone users who participate to possible embarrassment and discrimination.
Although anonymity and confidentiality could address this concern, the potential for

reidentification can threaten the privacy of behaviour and action (Cato et al., 2016).

3.4 User Responses to Privacy Risks

Generally, data collection triggers privacy risks and imposes privacy-decision making
on users. Users perceive risks based on their level of control during data collection
(Balebako and Cranor, 2014; Kulyk et al., 2019). Usually, the decision to withhold or
disclose personal information is informed by the evaluation of risks/benefits of
disclosure based on underlying preferences (Acquisti et al., 2015; Acquisti and
Grossklags, 2005). Users are offered free services or information by data collectors
in exchange for valuable information. Some of these “free” services include content
from third-party developers. Users therefore face the risk of inappropriate access and
the use of personal data by unknown third parties. This situation can create tension
between disclosing and withholding of information (Li et al., 2010). This section

identifies user responses from the literature to show how smartphone users can
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respond to privacy risks. Beldad et al. (2011) identified three main ways users
respond to privacy risks. These are: information seeking, the withholding of

information, and the fabrication of information.
3.4.1 Information Seeking

Information seeking refers to the search for relevant information that will resolve the
uncertainties surrounding information disclosure (Beldad et al., 2011; Mothersbaugh
et al., 2012). The following discusses two main reasons for information seeking:

Information seeking is one response to permission request in the smartphone context
(Boateng et al., 2019). For example, permission requests from apps are how
developers disclose how apps will interact with the device resources. Discerning
users may seek additional information to make informed choices. Although studies
suggest that most users do not read privacy notices (Garrison et al., 2012),
information seeking is one way for users to resolve disclosure tension and maximise
disclosure payoff. Information disclosure involves a trade-off between the perceived
Therefore, information seeking aims to obtain the relevant information to ensure
optimal decision making. For example, using a mobile app often requires sharing
personal information for an expected benefit. This involves making an informed
decision if the benefit is to be maximised. Therefore, through information seeking,
users gather information to engage in risk-benefit analyses, which allow them to
make choices that maximise the benefit payoff.

Information seeking addresses vulnerability. Vulnerability refers to the user’s
perception of insecurity to potential privacy risks. Smartphone users feel vulnerable
as they are unaware of unwarranted access to or unauthorised usage of their data
(Li et al., 2010; Wang et al., 2016). However, information seeking provides the
opportunity for users to develop trust in organisations as they come to know about
measures put in place to protect their personal information. Once trust and good
reputation have been established through information seeking, users are reassured

about informational privacy (Beldad et al., 2011; Capistrano and Chen, 2015).
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3.4.2 Withholding of Information

Information withholding refers to the user’s refusal to disclose the information
requested by data collectors (Beldad et al., 2011). Although the disclosure of certain
information is sometimes a condition for using apps (Martin et al., 2016), users do
withhold information. This section discusses three main reasons for withholding

information:

When information seeking fails to resolve uncertainty. When information seeking
fails to resolve uncertainty, information is withheld. As mentioned in 3.4.1,
information seeking aims to eliminate the discomfort related to the uncertainties
arising from the sharing of personal data. This is because disclosing personal
information produces feelings of vulnerability and uncertainty. These perceptions
introduce uncertainties related to information seeking. However, information seeking
does not always produce a positive outcome. Hence, when the outcome is
unsatisfactory, information may still be withheld (Beldad et al., 2011; Wang et al.,
2016).

Concerns about ubiquitous connectivity of smartphones. The ubiquitous
connectivity of smartphones is another reason users withhold information (Choi,
2016b; Markos et al., 2018), as smartphones allow for multiple connections. These
connections, which may include service provider networks, embedded sensors, Wi-
Fi, and third-party apps, expose the users to a wide audience. Therefore, the multiple
contexts in which data are potentially exchanged trigger privacy risks, resulting in the
refusal to disclose (Almuhimedi et al., 2015; Wachter, 2018).

Information is withheld if it is not fit-for-purpose. Information is withheld if it is
perceived as not fit-for-purpose. This happens if the perceived privacy risk has a
stronger influence than the perceived benefit of disclosure (Keith et al., 2013; Lin et
al., 2016). For example, the perceived risk from a new app may result in the
withholding of information from similar apps. However, some apps deny users full
functionality if the requested information is not provided. Thus, users are caught

between the desire to withhold information and using the full functionality of the app.
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Studies show that, in such situations, information is either withheld or fabricated
(Beldad et al., 2011).

3.4.3 Fabrication of Information

Users fabricate information to resolve the tension between refusal and the desire to
use an app. By fabricating information, users conceal personally identifiable
information. Some reasons users fabricate information have been identified in the
literature. Information is fabricated when perceived benefits and risks of disclosure
equalise. When users are unable to strike a balance between the perceived risks and
benefits of disclosure, they engage in pseudo-anonymity through fabrication to mask
their identity or to limit the data collector’s ability to identify them (Osatuyi et al., 2018;
Thory, 2016). Information fabrication minimises the privacy concerns of the user but
reduces the value of the disclosed information for the collector. Users also fabricate

information because of a lack of trust (Bansal et al., 2016; Beldad et al., 2011).

3.5 Smartphone Users’ Categories

To effectively address privacy concern surrounding the use of smartphones,
researchers have categorised users to understand their different interactions and
attributes. Categorising smartphone users enable better understanding of the various
ways users experience and respond to privacy threats (Malhotra et al., 2004; Son
and Kim, 2008). In order to analyse the complex relationships between privacy
influencing factors and user attributes, Son and Kim (2008) recommends the
development of relevant user-categories related to information privacy-protective
responses (IPPR) so that the outcomes of this complex relationship can be
systematically investigated. Furthermore, Son and Kim (2008) argues that patterns
emerging from such investigation brings clarity to why there are similarities or
differences between types of users and responses. For example, Son and Kim
(2008) identified six types of user responses - refusal, misrepresentation, removal,
negative word-of-mouth, complaining directly to online companies, and complaining
indirectly to third-party organisations. Similarly, Beldad et al. (2011) categorisation of
user responses discussed earlier (see section 3.4) resembles Son and Kim (2008)

user categories as they both reflect discomfort about inappropriate data collection.
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User responses are attributed to the diversity of users (Bhih et al., 2016). Therefore,
several types of smartphone users are recorded in the literature (Bhih et al., 2016;
Zhao et al., 2016). Falaki et al. (2010) suggests that categorising smartphone users
and tailoring privacy support along those lines addresses the error of one-size-fits-
all. Otherwise, generalised support will only be marginally useful or benefit a small

proportion of users.

3.5.1 Users Characterisation by App Usage and Demography

Falaki et al. (2010) characterised smartphone users into two dimensions according
to usage. These are, (1) user interactions and (2) application use. Falaki et al. (2010)
found that users differ by one or more characteristics stemming from the purpose of
usage. For example, some users are more inclined to gaming or social interaction.
According Dinev (2014) and Lee et al (2014) usage characteristics influence the
perception of information sensitivity and the willingness to disclose personal
information. Accordingly, Beldad (2015) notes that social network users are more
inclined to sharing personal information. However, the activity a user performs
determines the usage category (Gu et al., 2015; John et al., 2011). Since this could
change quickly depending on the situation, Zhao et al. (2016) argues many studies
on mobile application usage behaviour have only scratched the surface regarding
the kinds of user-categories. Saying that researchers “have not explored the
differences in application usage behaviour between groups of users” (2016, p. 499).
Without exploring these differences, the simplifying assumption that all smartphone
users should be supported the same way may continue (Bhih et al., 2016; Mekovec
et al., 2017; Zhao et al., 2016).

Other studies (Furini et al., 2020; Okamoto et al., 2017; Zhao et al., 2017) have
characterised smartphone app usage according to demographic attributes such as
gender, age, income and vocation. Zhao et al. (2017) found that photography apps
are much more used by female users than their male counterparts. Male users prefer
sports, cars, and news apps. Similarly, learning-related apps are used more
frequently by students than businesspeople who used travel and navigation apps
more often. Furthermore, age of users is another aspect of smartphone users’

characterisation (Bhih et al., 2016; Del Rosario et al., 2014). However, most studies
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characterised smartphone users according to attributes that are not privacy related.
Privacy attributes such as levels of privacy concern is directly related to disclosure
decision (Bansal et al., 2010a; Kokolakis, 2015). Confirming this, Pavlou (2011)
argues that there is consensus in literature that information privacy concerns reflect
information sensitivity. Therefore, relying on a characterisation scheme that is
informed by privacy attributes is better for the current study seeking to investigate

how and why users perceive information sensitivity differently.

3.5.2 Users Characterisation by Privacy Attributes

Understanding the differences in smartphone users’ perceived information sensitivity
requires the characterisation of users along privacy attributes (Mekovec et al., 2017,
Wisniewski et al., 2017). Including privacy concerns into the analysis that provides
insight for tailoring privacy support to users ensures that privacy sensitivities are
taking into account (Kumaraguru and Cranor, 2005; Zhuo et al., 2017). This is
important because the decision to share personal information is connected to how
users perceive privacy risks (Acquisti et al., 2017; Kulyk et al., 2019). Therefore,
Mekovec et al. (2017) stressed that researchers should focus on understanding
online users’ privacy concerns to improve personalised or segmented services.
Responding to this call, Wisniewski et al. (2017) characterised users on the Social
Network Sites (SNSs) into six based on their privacy management strategies. These
are, privacy maximisers, selective sharers, privacy balancers, self-censors, time
savers/consumers, and privacy minimalists. Also, Wisniewski et al. (2017)
characterised others according to privacy proficiencies on the SNSs, ranging from
novices to experts. These characterisations provide the opportunities for supporting
users’ privacy decisions regarding personal information management (Wisniewski et
al., 2017; Zhao et al., 2016).

Hann et al. (2007) characterised online users into three categories by using their
rankings of various benefits and concerns related to privacy. These categories are,
privacy guardians, information sellers, and convenience seekers. According to Hann
et al. (2007), privacy guardians are more sensitive to personal information than
information sellers who are willing to provide information in exchange for money.

Convenience seekers are willing to exchange information for convenience. However,
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privacy analysis that focus on perceived benefits or convenience alone is incomplete
because it justifies unwarranted collection and neglect the worrisome aspects of
collecting personal data (Martin et al., 2016; Pavlou, 2011).

According to Martin et al. (2016), context changes how different categories of people
perceive privacy concern. However, some categories maintain stable privacy
concern across contexts, and for others this differs. Privacy is context-driven and
influenced by complex perceptions that must be understood. This suggests that
understanding how different categories of people perceive privacy concern help
organisations respond to privacy concerns with appropriate policies, products, and

services.

3.5.3 Alan Westin’s privacy characterisation

Alan Westin conducted several privacy-related surveys covering general privacy,
consumer privacy, medical privacy, and other privacy-related areas between 1978
and 2004 to characterise people according to their privacy concern level
(Kumaraguru and Cranor, 2005). Westin characterised people into, privacy
fundamentalists, privacy pragmatists and privacy unconcerned. Privacy
fundamentalists value privacy highly and are very inclined to refusing information
disclosure. They want strong laws that secure and control how organisations use
peoples’ personal information. They feel their privacy have been eroded and are
strongly resistant to further disclosure of themselves. Conversely, privacy
unconcerned usually trust organisations, have no problem with disclosing personal
information. Privacy pragmatists normally weigh the benefits of disclosure and of the
various opportunities involved against the level of intrusiveness of the personal
information sought (Kumaraguru and Cranor, 2005). However, it is unclear how
context influences these categories.

Westin based his characterisation on respondents’ agreement with three statements:
“(2) consumers have lost all control over how personal information is collected and
used by companies; (2) most businesses handle the personal information they collect
about consumers in a proper and confidential way; and (3) existing laws and
organisational practices provide a reasonable level of protection for consumer

privacy today” (Kumaraguru and Cranor, 2005, p. 13)
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Westins characterisation represents an important scheme for characterising the
different levels of privacy concerns among online users (Kumaraguru and Cranor,
2005; Mekovec et al., 2017). Many privacy researchers have used Westin's
characterisation to compare their own survey results. (Ackerman et al., 1999;
Dolnicar and Jordaan, 2007; Milne and Bahl, 2010; Turow et al., 2009). Studies rely
on this characterisation because general privacy concern, as Westin's
characterisation is called, represents important personal factor that influence
individuals’ privacy protection behaviours. Whilst Westin’s categorisation require
revalidation across contexts, it is a good starting point for the research seeking to
understand differences in privacy decisions antecedent such as the perception of
information sensitivity. Moreover, the Westin’s privacy categories were developed
from a very wide survey study that implies good representation of the general public
(Kumaraguru and Cranor, 2005). Mekovec et al. (2017) and Wisniewski et al. (2017)
suggest that Westin’s categorisation can be extended into different contexts to study
individual’s privacy behaviour. More importantly, Westin’s categorisation is widely
accepted because it describes how individuals respond to privacy risks pertaining to

personal information (Mekovec et al., 2017; Wisniewski et al., 2017).

The factors that influences users’ willingness to disclose personal information have
different impacts across the Westin’s privacy concern categories (Jai and King,
2016). Jai and King (2016) found that the fundamentalist attribute determines how
individuals’ age influences the willingness to share personal information. For
example, younger people shared more personal information with the exception of
those who are fundamentalists. This shows that the fundamentalist factor is a privacy
protection factor and users in this category prefer to give express consent before

personal information can used (Mekovec et al., 2017).

Despite the wide acceptance of the Westin’s categorisation, it is criticised for being
“pejorative” in describing the privacy fundamentalist by The Electronic Privacy
Information Center (EPIC) (Center, 2002). The EPIC argues that the so-called
fundamentalists are reasonably concerned about privacy and so they should not be
portrayed as extremists. Responding to this, Hann et al. (2007) referred to the group

of people with behaviour similar to the privacy fundamentalists as “privacy
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guardians”, thus confirming the existence of the attribute. Therefore, the privacy

fundamentalists will be referred to as privacy guardians in the remainder of the thesis.

According to Mekovec et al. (2017) understanding the relationship between the
attributes of privacy guardians, privacy pragmatists, privacy unconcerned and online
privacy concerns expands the understanding of the way that attributes influence
behaviours differently. From Westin’s categorisation emerged the spectrum of
personal information protection beliefs, with the privacy guardians at one end of the
spectrum, the privacy unconcerned at the other, and the privacy pragmatists in the
middle (Kumaraguru and Cranor, 2005). However, Martin et al. (2016) argue that the
current state of privacy research fails to capture the full range and richness of the
factors that are important to people when they make privacy decisions along this
spectrum. Additionally, Acquisti et al. (2015) and Barhamgi et al. (2018) recommends
that privacy in the context of the present information age requires a balance between
privacy protection and information sharing. This validates the need to understand
how users perceive information sensitivity through the interaction of the critical

factors.

3.6 Conclusion

This chapter concludes the review of literature for the research that aims to
understand how different categories of smartphone users perceive information
sensitivity. To understand users’ information sensitivity in this context, various
insights must be linked. It is important to understand the various ways of collecting
data as well as the resultant privacy risks because smartphone use data collection
put users’ data at risk. Privacy risks determine user responses which differs across
privacy concern categories. Several categories characterise smartphone users.
However, a modified naming of Westin’s privacy categories provides the starting
point for the current research. The remainder of this thesis refers to the privacy
fundamentalist as the privacy guardian to avoid pejorative naming. User-categories
differ in how they perceive information. Therefore, characterising users sheds light
on how smartphone users perceive information sensitivity differently. Understanding
the differences in perceived information sensitivity provides the insight for tailored

privacy. The next chapter discusses the theoretical framework of the research.
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Chapter Four

4. Theoretical Framework

4.1 Introduction

Chapters 2 and 3 lays the foundation for understanding privacy and the factors
influencing the perception of information sensitivity in the smartphone context.
Understanding privacy and perceived information sensitivity contextually set the
scene for identifying which factors will be researched. While this background is
important, the theoretical framework is relevant for achieving the aim of the research.
Theories allow complex ideas to be linked. Therefore, the theoretical framework
applied in this research enables the complexities of users’ privacy decisions to be
structured (Osanloo and Grant, 2016). However, there are many theories that IS
researchers have employed to investigate individuals’ privacy decisions. Four
common ones are discussed to assess their fitness but two (restricted access/limited
control and the concept of bounded rationality) will constitute the theoretical

framework.

Rationality theories (Blau, 1997; Hodgson, 2012).
The control theory of privacy (Beardsley, 2017; Fried, 1968; Westin, 1970).
Restricted access/limited control- RALC (Tavani, 2007).

N

The concept of bounded rationality (Simon, 1982).

The chapter features five main sections. Section 4.1 provides the introduction and
lists the theories discussed. Section 4.2 discusses what is a theory. It expresses the
type of theory the current research will develop and how such theory is proposed.
Section 4.3 focuses on theoretical framework as a frame of reference for conducting
research studies. It points out how theories support research. Section 4.4 discusses
privacy theories and privacy decisions which is broken into four subsections focusing
on each privacy theory. The subsections assess each theory to determine its fithess

for the current research. The final section 4.5 provides the conclusion to the chapter.
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4.2 What Is a Theory

A theory is defined as "a statement of relations among concepts within a set of
boundary assumptions and constraints” (Bacharach, 1989, p. 496). This definition
will guide in proposing a middle-range theory as recommended by Hassan and Lowry
(2015). Middle-range theories are logically interconnected and contextual sets of
propositions resulting from in-depth specialisation in a specific subject matter. Since
the current research investigates nuances in privacy decisions of smartphone user-
categories, proposing a middle-range theory is justified. Moreover, this type of theory
differs from an all-inclusive effort to explain phenomena across a wider scope in a
grand theory such as the concept of bounded rationality and RALC. Middle range
theories are useful in explaining contextual phenomenon because they are focused
and do not obscure important nuances unlike the overreaching abstraction of grand
theories. However, middle range theories contain abstractions that are close to data,
thus allowing generalisations (Hassan and Lowry, 2015). A middle range-theory built
through the process of induction can be validated in a deductive study because
middle range theories suggest hypotheses that could be empirically tested (Corbin
and Strauss, 1990; Hassan and Lowry, 2015; Strauss and Corbin, 1998). However,
such a deductive testing is outside the scope of the current research. In addition,
middle range theories emanate from more nuanced levels of analysis by looking at
the attributes of individuals instead of interactions between the individuals. Hassan
and Lowry (2015) and Hassan et al. (2019) outlines how middle range theories can

be developed:

1. A focus on patterns found in data. To do this, the current research derives the
theory from empirical data.

2. Create intermediate concepts and propositions that operate between grand
theories and minor working hypotheses.

3. Develop and refine the concepts and propositions by focusing on the specific
phenomena regardless of whether the goal is to generalise to groups or to
describe individual characteristics. Doing this will allow the current research to
focus the propositions on the phenomenon of interest across smartphone user-

categories.
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4. Evaluate the originality and novelty of the concepts and propositions by
exploring alternatives to current ways of thinking about the concepts and the

emerging theory.

Theory plays important role in qualitative research (Hassan et al., 2019b). In the
current research, the theoretical framework will provide; (1) the basis to determine
when the right of privacy is invaded, (2) the basis to link the concepts identified in the
field study, (3) the basis for field entry to determine what data to collect and examine,
and (4) the structure of the outcomes of the research.

4.3 Theoretical Framework as a Frame of Reference for Conducting
Research Studies

Eisenhart (1991) defined a theoretical framework as “a structure that guides research
by relying on a formal theory constructed by using an established, coherent
explanation of certain phenomena and relationships” (1991, p. 205). Therefore,
Osanloo and Grant (2016) argue that theoretical framework serves as the foundation
of a study by guiding various aspects of the research. Since the current research
problem resides in the privacy and decision-making domain, four privacy and
decision-making theories will be considered to justify the selection of the most
appropriate ones. The appropriate theories must underpin the research topic and the
phenomenon studied. Theories are the researcher’s lens with which to make sense
of the empirical data as it is the needed frame of reference for conducting the
research (Li, 2012). Theories help to strengthen the research argument by making
the findings more acceptable (Osanloo and Grant, 2016).

Selecting the appropriate theoretical framework for a research requires a
consideration of the research ontology and epistemology because ontology and
epistemology intersect theory (Osanloo and Grant, 2016). Furthermore, Osanloo and
Grant (2016) suggests that the working knowledge of the theory is required to justify
and consider how the theory responds to the research aim and problem. As an
interpretivist researcher, my ontology and belief are informed by the interpretivist
philosophy (see chapter 5). The interpretivist researcher has a subjective ontology
and conceives reality as a product of social interaction from human actions and the

social context. This recognition according to Dudovskiy (2016) is a fundamental way
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of drawing meanings from the social world. Since theories systematically
interconnect ideas (Li, 2012), the theoretical framework is applied by this researcher
to draw meanings systematically from the social reality of research participants. Apart
from adding structure to a research study, a theoretical framework provides the
evidence for comparing research findings when interpreting new data (Osanloo and
Grant, 2016).

According to Osanloo and Grant (2016) IS scholars argue that over reliance on
theoretical framework in IS studies can hinder creative and innovative research. The
concerns pertain to the relationship between theory and empirical data in research.
To address these concerns, interpretivist researchers should not confirm or refute
theory as positivist studies do. Theoretical framework in interpretivist studies explains
relationships among concepts and on how a set of concepts are formed (Hassan and
Lowry, 2015; Osanloo and Grant, 2016). This explains why theories are used in
interpretivist studies to provide description of the phenomena of interest, to guide
analysis of constructs, and to explain how, why, and when things happen (Orlikowski
and Baroudi, 1991). Doing this enhances the depth of insight drawn from the
research phenomenon through critical probing and comparison with other related
phenomena (Dudovskiy, 2016; Silverman, 1998).

It is important to make explicit and theory-based description of the social issues
under investigation if the aim of enabling critical understanding of the phenomenon
will be realised (Corbetta, 2003; Li, 2012). Therefore, critical conceptualisations of
human action should be guided by relevant theories (Osanloo and Grant, 2016).
Moreover, theories support the explanation of human interactions and their context
through theoretical integration which is the final stage in grounded theory studies.
Theoretical integration relates the emerging theory, as an act of collaborative
research to other theories in the same or similar field (Urquhart et al. 2010). The
process of integrating theory requires uncovering the existing theory or theories
guiding the research through the nature of its discourse. Doing so evaluates the
novelty of the emerging theory as alternative theoretical strategies could be crafted

from the discourse of the study (Hassan et al., 2019a; Urquhart et al., 2009).

64



4.4 Privacy Theories and Privacy Decisions

Having examined the importance of the theoretical framework in a research study,
the following subsections looks at four common theories IS scholars have applied to
interpret users’ privacy decisions. Therefore, as mentioned in section 4.1, the
rationality theories (Blau, 1997; Hodgson, 2012), the control theory of privacy
(Beardsley, 2017; Fried, 1968; Westin, 1970), restricted access/limited control theory
(Tavani, 2007) and the concept of bounded rationality (Simon, 1982) will be
discussed and evaluated with regards to the context and phenomenon of the

research.

4.4.1 Rationality Theories and Privacy Decisions

The rational choice theory posits that individuals possess consistent preferences
between alternatives. Individuals therefore, choose the utility maximising option,
discount future events consistently, and act upon complete information or known
probability distributions for all possible events (Hodgson, 2012). Similarly, the privacy
calculus theory posits that individuals undertake a calculus (assessment) of the risks
and benefits of information disclosure to decide whether to disclose personal
information. In performing this calculus, individuals expect at least a balanced
outcome and are more likely to disclose personal information when the anticipated
benefit is greater (Fife and Orjuela, 2012). This concept assumes that individuals
expect economic value or social benefit for losing control of their personal information
(Lee et al., 2015).

Rationality theories such as the rational choice theory (Hodgson, 2012), the privacy
calculus (Fife and Orjuela, 2012), and the theory of planned behaviour (Ajzen, 1985)
assume that people manage their privacy through rational decision making or by
making choices that maximises utility. This process assume that individuals’
preferences are updated continuously with new information. Rational decision-
making process is a deliberative one in which individuals weigh costs and benefits
before making decisions that maximise manifest payoffs (Taneja et al., 2014). This
suggests that the maximisation of the payoff (mostly through rewards) and service

(real satisfaction) is the prime focus of rationality.
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There are several rationality theories, with each representing different ideology and
its own assumptions about decision making (March, 1978). Theories describing
rational decision-making processes have received contributions from disciplines
such as mathematics, economics, including areas such as finance, medicine,
military, and cybernetics (Oliveira, 2007). Most of these disciplines are areas that
focused on the notion of an objective ontology. Thus, it is not surprising that most
rationality theories are one-dimensional in explaining the decision process. The
underpinning norm makes rational decision-making theories axiomatic and follow
specific methodologies for selecting a course of action. Thus, rationality theories
assume that decision makers are well informed and will follow a predetermined
decision path such as investigating several possible alternatives from different
scenarios before making a choice (Hodgson, 2012; Taneja et al., 2014). Therefore,
rationality theories consist of rationalistic components indicating how decision
makers should decide. However, several psychological elements such as attitudes
and attributes influence the decision-making process. Therefore, the complex and
dynamic influence of psychological elements associated with decision-making

challenges the straight-line decision process of rational theories (Smith et al, 2010).

Applying rationality theories to privacy decisions suggests that individuals could act
logically and autonomously in deciding whether to share personal information and
keeping their interests in mind through a trade-off between risk and benefit. This
trade-off is known as privacy calculus (Hodgson, 2012). The decision process behind
this trade-off is thought be conscious and rational. However, rational theories are
criticised for making unrealistic assumptions about the rationality of decision-makers
(Knijnenburg et al., 2017). Rather than being rational, people’s privacy decisions are
influenced by various heuristics, such as the perception of sensitivity, privacy-setting
and interface of a device, and the phrasing of privacy requests (Acquisti et al., 2017).
Hence, privacy decisions follow complex and dynamic path that consists of evolving
series of interrelated choices. Therefore, data subjects and data collectors can play
a role in shaping the outcome of users' privacy decisions (Beldad et al., 2011; Beldad,
2015; Knijnenburg et al., 2017). This complex process differs from the traditional and
structured path assumed by rationality theories. In rational economic theory, for

example, the rational decision-making method consists of the following steps: (a) an
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analysis of the alternative, (b) evaluating the desirability of the alternative, and (c)
choosing the best alternative by combining both desirability and feasibility
(Rubinstein, 1998). However, Oliveira (2007) argues that people rarely adhere to
logical methods of choice, suggesting that complexities in privacy decisions does not
fit the assumption of rationality theories. Adding to the complexity is the fact that
peoples’ perception differs (Assemi et al., 2018), and the different ways of perceiving
privacy risks make standardised prescription of rational decisions inadequate.
Therefore, a more nuanced and tailored way of explaining privacy decisions is
required (Knijnenburg, 2017). This approach is important because individuals’
privacy decisions depend more on cognitions and perceptions than on rational

assessments (Taneja et al., 2014; Xu et al., 2011a).

Moreover, malicious practices such as presenting misleading information, may lead
an individual to act against their best interest. This suggests that the "best interest"
may not always be the outcome of a rational privacy decision process. The concept
of “privacy dark strategies” (Bosch et al., 2016) points to this possibility. This is a
practice in user-interface design that seeks to manipulate users into disclosing
personal information. “Privacy dark strategies” skew privacy decision making
because useful information that aids accurate decision making is withheld, thus
constraining rationality. The occurrence of these practices indicate that individuals

often do not have all the relevant information to support rational privacy decisions.

Without relevant information, privacy decisions’ uncertainties are created (Simon,
1982). An appropriate rational response to uncertainty is to make an informed guess
about uncertain future consequences and a guess about uncertain future
preferences through information seeking and evaluation. Information seeking and
evaluation supports informed decision-making process (Beldad et al., 2011;
Capistrano and Chen, 2015). However, the challenge with the smartphone small
screen size limits reading of lengthy privacy notices and in turn hinders adequate
information seeking response. This suggests that rational response in the
smartphone context is constrained. Conversely, Kusyanti and Puspa (2018) argue
that information seeking is possible through the smartphone interface by
continuously scrolling the screen, but most users avoid doing this because it is

cumbersome. In addition, malicious use of sensors that overrides users’ choice and
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consent can nullify the outcome of rational deliberation to withhold information. Thus,
smartphones make rational theories not applicable and consequently rational

theories do not sufficiently explain or guide the current research.

4.4.2 The Control Theory of Privacy and Privacy Decisions

According to Fried (1968), privacy is the control individuals have over personal
information. Similarly, Miller (1972, p. 25) agrees with this version of the control
theory by describing privacy as “the individual’s ability to control the circulation of
information relating to him”. Additionally, Westin (1970, p. 7) endorsed the control
theory by arguing that privacy is the “claim of individuals...to determine for
themselves when, how, and to what extent information about them is communicated
to others”. Therefore, the control envisaged by the control theorists seems to relate
to control over disclosure. In other words, individual could decide whether to disclose
personal information about oneself. Thus, the control theory suggests that privacy is
directly linked to one having control over information about oneself (Tavani, 2008).
This implies that the control a person has over information about themselves is
dependent on the ability to control access to a piece of information. Control could be
maintained through different levels of relationships. For example, a person’s friends
on Facebook have access to the personal information posted on a personal page as
the social network platform allow users to discriminate between friends and other
publics, even though the control over the information disclosed to Facebook may be
problematic. However, one of the control theory’s main postulation is in recognising

the role of individual’s choice in privacy theory (Anderson et al., 2017; Tavani, 2008).

The challenge with the assumption of the control theory is how impracticable it seems
for a person to disclose personal information and still retain the privacy of the
disclosed information. For example, if A discloses personal information to B, it
becomes impracticable for A to control how B uses the information. So, the control A
has is the choice to disclose or not to disclose. However, the mechanism of choice
and consent (Acquisti, 2004b; Acquisti and Grossklags, 2005) when not

circumvented by sensors could be effective in controlling access to information.

Whereas the control theory’s account of informational privacy extends rationality by

explaining what the individual can do with their choice, rational theories prescribe
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how the choice is made. In other words, rational theories indicate the process or
“how” to make a choice and control theory indicates “what” the decision maker could
do with his/her choice. A challenge with the control theory is that it does not clearly
specify how much control a person should have over information (Tavani, 2008). This
suggests that control must be total or absolute over one’s personal information for
one to have privacy. But ICT has changed such a conception of privacy (Anderson
et al., 2017). Apart from the amount and the speed with which personal information
can be collected and exchanged, the type of information that can be collected
through enabling technologies like the smartphone sensor has also changed
individuals’ ability to have privacy in the sense of the control theory (Crema et al.,
2017; Kulyk et al., 2019).

In the smartphone context, the ability of individuals to control their personal
information privacy is a challenge due to the leakiness and creepiness in the mobile
apps space. Leakiness and creepiness refers to the feelings that mobile apps could
access and leak personal information without explicit permission (Kulyk et al., 2019;
Shklovski et al., 2014). Therefore, the control theory is not sufficient to fully explain
or guide the current research that investigates how the privacy perceptions of
different categories of smartphone users are shaped by critical factors. Moreover, a
theoretical framework should enable the researcher to define and determine when
privacy is at risk or minimised, but this cannot be realised using the control theory
(Osanloo and Grant, 2016).

Privacy perception differs with types of information and context. Smartphone users
apply privacy control selectively over types of information across different context.
For example, privacy perception differs in social media and business apps (Armando
et al., 2015). Since the control theory does not clarify the varying privacy perceptions,
it does not capture the reality of the smartphone user (Armando et al., 2015; Kulyk
et al.,, 2019). To address the limitations of the control theory, Tavani (2007)
postulated the Restricted Access/Limited Control (RALC) theory of privacy.
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4.4.3 Restricted Access/Limited Control (RALC) and Privacy Decisions
The main insight from the RALC theory (Tavani 2007) is that a person has privacy if
his/her information is restricted from intrusion and unauthorised access by others.
RALC differentiates between privacy and the management of privacy. Restricted
access is required for one to have privacy. Privacy can be managed by allowing
individuals to limit the access others have to their personal information. This implies
that privacy can be managed by a permission model.

Like the control theory, the RALC indicates the role that individuals’ control plays in
privacy theory. However, unlike the control theory, RALC does not require individuals
to have absolute control over their personal information to have privacy. Rather, only
limited controls are needed to manage one’s privacy (Tavani, 2008). Therefore,
Tavani (2007) argues that privacy is preserved when access to information is
restricted to the right people or systems. To achieve this, people create “privacy
zone” as instrument of control that enables them to decide which information should
stay private. Similarly, the communication privacy management (CPM) theory
advocates boundary formation to guide the disclosure of personal information and to
determine the most effective privacy protection strategies (Petronio, 2002). Although,
“privacy zones” and privacy boundaries could be violated and personal information
are collected surreptitiously, the creation of privacy zone is nonetheless an effective

means of managing privacy.

The “privacy zone” and other constructs recommended by RALC provides useful
starting points for this search as the RALC have been widely used by IS researchers
(Beldad et al., 2011; Smith et al., 2011). An example of the “privacy zone” in the
smartphone context is where a mobile navigation app is allowed access to a user’'s
location data but not to contact information. However, such levels of access could
even be more selective. The selective granting of access to information explains the
notion of restricting and selective access that individuals use to manage privacy.
Hence, it is important to keep information that is rightly accessed in the context of
disclosure otherwise, the contextual integrity of the information is breached and the
intention of restricting access and limiting control would be defeated. In this sense,
Nissembaum (2004) theory of contextual integrity can be incorporated into the RALC.

Whereas Nissembaum emphasises context as determinant of restrictions, RALC
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emphasise the nature of information as the determinant of privacy protection (Tavani,
2008). The two concepts are compatible because the nature of information often
determine its contextual restrictions. For example, users of the new NHS COVID19
track and trace app have an expectation that health status information disclosed in
the app should remain strictly within the NHS which is the context of disclosure
(Guinchard, 2020).

The RALC advocates the implementation of privacy notices through its publicity
principle mechanism to aid the control of privacy. The publicity principle states that
‘rules and conditions governing private situations should be clear and known to the
persons affected by them” (Tavani, 2007, p. 32). Rules and conditions governing
privacy are often presented in form of privacy notices (Tavani, 2008). However,
studies (Angulo et al., 2012; Capistrano and Chen, 2015) shows that most
smartphone users do not read privacy notices, therefore, they are not well informed
about privacy options. To address this, Angulo et al. (2012) and Schaub et al. (2017)
advocates for more usable privacy notices to support informed privacy decisions in

the smartphone context.

Privacy notice provides information that should guide informed privacy decisions
(Schaub et al.,, 2017). Therefore, the RALC theory provides mechanisms for
exercising choice and consent which are important tools for managing privacy.
However, regarding the mechanisms of choice and consent, one might ask how the
RALC theory can provide insight regarding how different categories of people will
exercise choice and consent in a privacy preserving environment? Addressing this
guestion requires privacy concern analysis to differentiate perceived information
sensitivities by comparing the responses from different groups of people (Bansal et
al., 2016; Kumaraguru and Cranor, 2005). This explains why the empirical
investigation in chapter six looks at different groups of smartphone users. Doing this
could make the RALC more applicable and tailored to different user groups (Angulo
et al., 2012; Balebako et al., 2011). Therefore, it is possible for the RALC framework
to inform the design of a new kind of nuanced tailored privacy that respects different

individuals’ preferences.
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Although the RALC has important constructs that can guide this research, the RALC
alone cannot fully support the analysis and interpretation of data in the current
research. Moreover, even when people read privacy notices, cognitive limitation
constrains their understanding (Acquisti and Grossklags, 2005; Simon, 1982).
Several constraints known as bounds of rationality have been highlighted in the

concept of bounded rationality which will be considered.

4.4.4 The concept of bounded rationality and privacy decisions

Making a rational choice requires a “guess about uncertain future consequences ...”
(March, 1978, p. 587). However, the way rationality theory deals with this guess has
been organised into conceptions of bounded rationality. The concept of bounded
rationality refers to rationality constrained or “bounded” by cognition, incomplete
information, and time constraints. This concept features prominently in behavioural
economics and is concerned with how decisions are influenced by the process of
making them (Simon, 1982). In the privacy context, it refers to how the bounds of
rationality constrain a subject from fully understanding the consequences of sharing
valuable information in an irreversible trade-off (Acquisti et al., 2015; Acquisti and
Grossklags, 2005); irreversible because personal information made public can never

be made private again.

Incomplete information impedes privacy decision making by limiting a full
understanding of the disclosure risks, resulting in inaccurate evaluations. Such
situations create uncertainties, with complexities such as context dependencies
(environmental influence and timing) adding to them. Apart from this, individuals are
constrained by cognitive limitation which suggests that individuals are unable to
process and act optimally on large amounts of information (Acquisti et al., 2015).
Therefore, individuals who intend to make rational choices are “bound” to make
satisficing (rather than maximising or optimising) choices in complex situations
(Osatuyi et al.,, 2018). In the privacy context, individuals deal with cognitive
constraints by minimising the uncertainties related to disclosure. They reduce their
level of privacy concern by choosing what is “good enough” when the search for
alternatives will require more cognitive resources (Spiegel and Silva, 2018).

Furthermore, the notion of time constraints assumes that there is not enough time to
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gather and evaluate all the available information. As a result, privacy decisions are
made from incomplete information (Acquisti and Grossklags 2005) and thus deviates
from full rationality (Acquisti et al., 2015; Taneja et al., 2014).

The underlying argument cutting across the various bounds of rationality is that full
rationality is bound during privacy decision making. Therefore, bounded rationality
results in people sharing personal information without being fully aware of the risks
involved in the disclosure (Acquisti and Grossklags 2004). The notion of bounded
rationality captures the behaviour of most smartphone users as evidence shows that
users share personal information without realising how the information shared are
used (Almuhimedi et al., 2015; Ketelaar and van Balen, 2018). Moreover, users are
constrained by the presentation layer of the smartphone architecture and task
environment which further bound rationality (Jokinen, 2017). One may ask, how can
the problems arising from the “bounds” of rationality be resolved or minimised
effectively in order to support users’ privacy decision making in ways that are tailored
to user-characteristics and the decision-making context? In seeking to address this
problem, the current research includes the bounds of rationality in the analysis and
interpretation of empirical data. In doing this, evidence of the bounds of rationality in
the empirical data will be identified in order to seek for ways of minimising its impact.
Moreover, the empirical data is categorised along user privacy categories, so it is
possible to see how the bounds of rationality operates across the user-categories
from which nuanced solutions can be proposed. Therefore, the concept of bounded
rationality and RALC theories jointly provides the theorical framework in the current
research. Moreover, these theories are often used by information system and
interpretivist researchers (Pavlou, 2011). For example, Jens et al. (2014) applied
bounded rationality as a theoretical framework to explore how constraints posed by

the theory impact on decision making through an inductive and interpretivist study.

The relevant components of the chosen theories are highlighted in table 4.1 below.
These components provide theoretical sensitivity for the coding of empirical data as

well as helping to structure the empirical data analysis (see chapter six).
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Table 4.1 presents the relevant components of the selected theories

Bounded Rationality

Impact

Incomplete information

Limits awareness of privacy risks

Time constraints

Limits the reading of lengthy privacy
notices

Cogpnitive limitation

Limits the understanding of disclosure
implications

RALC

Impact

Publicity rule

Creates awareness of risk and benefits of
disclosure

Creation of privacy zones

Assigns levels of sensitivity to types of
information

Mechanism of choice and
consent

Enables selective access to personal
information

Figure 4.1 below illustrates the relationship between the chosen theories and how
they are applied in this research. It illustrates that when users are exposed to privacy
risks, the resultant privacy decisions they make is impacted by bounded rationality.
This in turn determines the privacy mitigation action. Privacy mitigation usually
results in applying constructs from the RALC. The arrows show the cause-and-effect

relationship. This connection is further explained in chapter seven where empirical

data have been integrated into the framework.
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Figure 4.1: lllustrates the relationships in the theoretical framework.

4.5 Conclusion

This chapter provides a detailed overview of the theoretical framework for this
research study. It presents a careful consideration of four privacy theories used in
Information Systems research with the intent to select the most suitable theoretical
framework for the study. A theoretical framework is important in the research
because it guides the structure of the empirical data analysis and provides a
foundation for knowledge construction throughout the thesis. The concept of
bounded rationality and RALC theories have been presented and justified as the
theoretical frameworks for this study. This is because they adequately explain and
provide the needed guide for data analysis and interpretation. The study uses the
mechanisms of choice and consent and the publicity principle of the RALC theory as
well as the three bounds of rationality in the concept of bounded rationality as key
components. These components inform the wording of interview questions, concept
development in the coding, analysis, and interpretation of empirical data.
Additionally, the chosen theories are consistent with the underlying assumption of
the research philosophy and the grounded theory method. The next chapter presents

the detailed methodology applied in this study

75



Chapter Five

5. Research Methodology

5.1 Introduction

The present research is an empirical study aimed at understanding the differences
in perceived information sensitivity among smartphone users. Understanding how
users perceive information provides insight for tailored privacy. In doing this,
philosophical approaches are evaluated with the research questions in mind. The
research questions are the interrogative elements that a researcher uses to
investigate the phenomenon of interest (Creswell, 2003). Hence, the appropriate
research methodology should be chosen, because methodology is the means of
acquiring knowledge about the world (Denzin and Lincoln, 2000). Accordingly, this
chapter discusses the methodology and the philosophical paradigms (how
knowledge is gained) that is used by IS and social science researchers. In addition,
the specific tools used for data collection are discussed. Finally, the approach which

the research and researcher will adopt is also explained and justified.

5.2 Philosophical Paradigms

This section discusses three main philosophical paradigms used in information
system research (Rahi, 2017). They are positivism, interpretivism and critical
research. Pragmatism is not discussed because it is the combination of the positivist
and interpretive paradigms. Moreover, pragmatism is closely linked to design science
that aims to develop new artefacts or technological solutions. (Rahi, 2017).
Paradigms are laws, theories and instruments of coherent and scientific research
(Anand et al., 2020). Paradigms are “a set of shared assumptions or ways of thinking
about some aspect of the world” (Oates 2006, p.282). In other words, paradigm
reflects a basic belief system that is informed by ontology and epistemology (Anand
et al., 2020). Philosophical paradigms prescribe the methodology for a scientific
inquiry (Guba and Lincoln, 1994; Oates, 2006).

Orlikowski and Baroudi (1991) argue that research paradigms should be employed
in information systems research to enrich understanding of behavioural information

systems phenomena. To achieve this goal, Orlikowski and Baroudi (1991)
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recommends the adoption of the interpretivist and the critical research paradigms by
behavioural information systems researchers. The IS researchers’ philosophical
approach articulates the sets of beliefs that is adopted towards the world and their
work (Anand et al., 2020). A paradigm reveals the researchers’ ontology (theory of
reality), epistemology (theory of knowledge) and methodology (theory of method).
According to Chua (1986), the following perspectives distinguish information system

researchers.

(i) Beliefs about the phenomenon or "object" of study. The belief about the
phenomenon or object of study is essentially ontological. That is, a
researcher may see the empirical world as objective and independent of
human actions or see it as subjective and existing only through the action of
humans that creates and recreates it. Additionally, social interactions can be
viewed as stable and orderly or as primarily dynamic and conflictual.
Regarding this research, the subjective ontology is most suitable because the
phenomenon under study is socially and subjectively created (Oates, 2006;
Orlikowski and Baroudi, 1991).

(ii) Beliefs about the notion of knowledge. This belief represents the
epistemological assumptions guiding a study, by which knowledge may be
constructed and evaluated. For example, the positivist researcher assumes
knowledge is valid only if its quantifiable (Orlikowski and Baroudi, 1991). Such
assumption prescribes appropriate research methods and techniques for
gathering valid empirical evidence. Hence, positivists believe that large-scale
sample surveys and controlled experiments are appropriate research
methods because they enable better generalisation. Regarding this research,
the qualitative approach is most suitable because it allows deep
understanding of subjective meaning of things to be unearthed (Orlikowski
and Baroudi, 1991).

(iii)Beliefs about the relationship between knowledge and the empirical

world. These beliefs are about the role of theory and the methodology that

allows the researcher to study the empirical world. The decision about theory
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and methodology is influenced by what researchers intend to achieve with a
research study. For example, some researchers seek to confirm theories as
the means of providing solutions to specialised problems. Others use theories
as a guide to understanding social relationships and attributes of individuals
(Orlikowski and Baroudi, 1991). Regarding this research, using theories as a
guide is most suitable because qualitative studies should not seek to confirm
theories. Rather, theories are used to induct new understanding about a

phenomenon in qualitative studies (Orlikowski and Baroudi, 1991).

A researcher’s position on these three sets of beliefs is the distinctive research
perspective or paradigm that an information system researcher adopts (Orlikowski
and Baroudi, 1991). Consequently, the paradigms in this chapter are discussed from
researchers’ beliefs on the ontology, epistemology and methodology of a research
(Davies et al., 2018). IS could be studied from the lenses of either the positivist,
interpretivist, critical research, or the pragmatist paradigm. However, the
phenomenon under study and the purpose of the research determines the paradigm
to adopt (Orlikowski and Baroudi, 1991). How information technology (IT) is
developed and used in the society is the main preoccupation of IS (Oates 2006). The
integral components of IT are people, procedures, data, software, and the hardware
used to collect and analyse digital information (Oates, 2006). However, the people
component of IT is what allows society to make sense of, and improve IT. Therefore,
studying human interaction with IT and how to improve privacy in the smartphone
context is the main purpose for this research. This is important because what is
known about IT is not only what is produced, but what is understood and reinforced
by humans through their action and interaction (Orlikowski and Baroudi, 1991).
Therefore, three behavioural science paradigms- positivism, interpretivism, and

critical research are considered (Chua 1986).

Positivist studies look at fixed relationships within the phenomena through structured
instruments that primarily test theories. Conversely, interpretive studies adopt a
nondeterministic view and seeks to explore the phenomena of interest without

imposing any predetermined understanding on it. Similarly, critical studies aim to
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explore in order to expose inherent structural problems. It critiques the status quo to
remove contradictions so that organisations and society can change (Guba and
Lincoln, 1994; Oates, 2006; Orlikowski and Baroudi, 1991). Critical studies are
usually concerned with evaluation, description and explanation of phenomenon
(Orlikowski and Baroudi, 1991). These paradigms will be discussed in more detail

and evaluated for fitness to the aim of this research.

5.2.1 Positivism
Ontologically, the positivist view of the nature of reality is objective, external and
independent of the social actors (Anand et al., 2020; Davies et al., 2018). According

to Lincoln & Guba (1985) positivism is premised on the following notions:

a) There is a single, tangible and fragmentable phenomenon of interest that is

uniquely described.

b) There is an independent relationship between the researcher and the object
of inquiry. Therefore, a demarcation between observation, reports and theory

is required.

c) Generalisations are not necessarily dependent on time and context, implying

that scientific concepts are precise with invariant meanings.

d) Cause and effect relationship in a research are one-directional and can be

identified and tested through hypothetic-deduction and analysis.

e) The inquiry is thought to be value-free. Implying that there are no influences
of human values in the research process and outcome. However, the idea of
a value-free research is contested in social sciences (Tsui, 2016). For
example, when a research is bereft of human values, it may become unethical
and thus cannot be classified as responsible research (Aicardi et al., 2018;
Stahl and Wright, 2018).

The positivist researcher uses quantification to generate knowledge about the
phenomena to produce measurable, tangible and objective results (Babbie, 2007;
Creswell, 2003). Creswell and Poth (2018) argues that positivists approach inquiry

this way because of their ontological viewpoint.
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Epistemologically, positivists’ (empiricists) use empirical and testable measurements
to verify or falsify hypotheses or theories through the hypothetic deductive approach
(Stahl 2007). The positivist researcher studies social reality by utilising conceptual
framework through the techniques of observation and measurement (Corbetta,
2003). Positivists consider reality as an objective construct produced by the direct

and one-dimensional relationship between the existing world and peoples’ attitudes.

Positivism might be workable in this research by enabling an investigation across a
large sample size through quantitative surveys. Doing this minimises contact with
respondents and thus researcher’s influence on respondents is reduced. Large scale
studies enhance credible generalisation (Guba and Lincoln, 1994). However,
positivism will not be adopted in this research as pointed out in the following

subsection.

5.2.1.1 Criticism of the positivist paradigm

The positivist paradigm is criticised for not understanding human actions (Doolin
1998) because it does not consider the multiple dimensions of influences in the social
context, such as culture and politics (Guba and Lincoln, 1994). Therefore, using this
paradigm could produce an incomplete picture of the IS phenomenon studied
(Orlikowski and Baroudi, 1991). The phenomenon under study is socially constructed
and influenced by the smartphone user’s perception and context. Perceptions
produces different interpretations based on underlying preferences (Furini et al.,
2020). Therefore, studying a socially constructed phenomenon that can produce
differing and subjective interpretations does not accurately fit positivism (Oates,
2006).

Throughout the 20" century, the positivist paradigm was continually revised in
attempts to overcome its criticisms. Post-positivism results from these criticisms and
recognises that we cannot be “positive” about the claim of knowledge when studying
the behaviour and actions of humans (Oates, 2006). This idea was advanced by
writers like Comte, Mill, Durkheim, and Newton (Dudovskiy, 2016). Despite the
revision, positivism remains deterministic and assumes that outcomes are
determined by causes. Thus, the problem studied by the positivist reflects the need

to investigate causes that influence outcomes by reducing ideas into discreet
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variables for numerical testing (Crotty 1998; Creswell 2003). The deterministic
approach means that positivist/postpositivist paradigm cannot be effectively applied
to human studies as it is applied to natural science (Dudovskiy, 2016; Ritchie et al.,
2014). This implies that research about people and society should be conducted
along alternative pathways to safeguard the intrinsic individuality of human beings
(Corbetta, 2003). This is why Dilthey (1883) draws a distinction between natural and
human sciences by arguing that knowledge takes the form of explanation (cause and
effect) in natural science, while in human science, knowledge comes through
comprehension (understanding). Accordingly, the current research seeks to

understand human actions.

To summarise, the critigue of positivism are as follows. First, experience is
considered as a valid source of knowledge in positivism. However, several important
concepts such as space, cause and time are not based on experience (Orlikowski
and Baroudi, 1991). Second, positivism assumes that all types of processes can be
perceived. This is not always possible as some variations of actions of individuals or
relationships between individuals can only be narrated by the actors (Dudovskiy,
2016). Corbetta (2003) emphasised this point by saying:

While observation is the most direct and immediate way of
studying openly manifested behaviours, the only way we can
explore motivations, attitudes, beliefs, feelings, perceptions

and expectations is by asking (Corbetta, 2003, p. 117).

Third, positivist studies generally rely on the status quo. In other words, research
findings in positivist studies are descriptive, thus they lack insight into in-depth issues
like interpretivist studies (Crowther and Lancaster, 2008; Dudovskiy, 2016).
However, the positivist/postpositivist paradigms are strong in developing predictive
models unlike interpretivism (Guba and Lincoln, 1994). The next subsection

evaluates interpretivism regarding its fitness for this research.

5.2.2 Interpretivism
The Interpretive paradigm is increasingly gaining acceptance in the field of IS
(Dudovskiy, 2016; Orlikowski and Baroudi, 1991). The main distinction between the

interpretivist and positivist paradigm is ontology. The interpretivist believes that
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reality is subjective and as a result, our knowledge of reality is a social product that
cannot be understood independent of the social actors (including the researchers)
that constructs and make sense of that reality (Dudovskiy, 2016; Hammersley, 1992).
Therefore, Burrell and Morgan (1979, p. 253) argue that reality is not only a fixed
object, but includes "... an emergent social process that is an extension of human
consciousness and subjective experience". Therefore, reality cannot be simply
observed, rather it can only be “interpreted”. That is why this researcher seeks to
explain the meanings that subjects ascribe to their own actions and interactions.
However, interpretive researchers share with the positivist the belief that interactions
with research participants should be structured to enable orderly transfer and
interpretation of meanings as they are formed (Dudovskiy, 2016). Meanings are
formed by several influential factors such as context, attributes and attitudes (Bansal
et al., 2016; Zhao et al., 2017). Therefore, interpretations of reality could change with
time as context and its components change. Hence, interpretive philosophy fits an
evolving social phenomenon. Interpretivism in IS research is concerned with
understanding the social context of an information system and the social process
from which it is developed and constructed by people (Oates 2006). This suggests
that people create and assign subjective and intersubjective meanings through
interactions with their world (Orlikowski and Baroudi, 1991). Therefore, interpretive
research rejects the objective description of events and situations, seeking instead a

subjective and shared perception of phenomena (Dudovskiy, 2016).

Generalising to a population is not the main goal of interpretivism (Oates, 2006).
Rather, the main aim is to obtain a deep understanding of the phenomena and such
understanding can be inferred into other contexts (Woo et al., 2017). Interpretive
researchers aim at understanding how and why research subjects interpret and
understand events and concepts that influences individuals’ behaviour (Kaplan and
Duchon, 1988).

Epistemologically, the interpretive researcher explores and studies people and the
contextual interactions that form the perception of their world through a social
process (Oates 2006). This " ... social process is not captured in hypothetical
deductions, covariances, and degrees of freedom. [Rather] understanding the social

process involves getting into the world of those generating it" (Rosen, 1991, p. 8).
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This implies that the researcher is immersed in the world of the participants (Oates,
2006; Orlikowski and Baroudi, 1991).

5.2.2.1 Criticism of interpretivist research

The criticisms of interpretive research include the following. First, critics say that
interpretive research outcome cannot be generalised because primary data from
interpretivist research are profoundly skewed by the personal views and values of
research participants (Davies et al.,, 2018; Hammersley, 1992). As a result, the
reliability and representativeness of data is weakened to some extent. To overcome
this, Orlikowski and Baroudi (1991) contend that the researcher should describe the
context of the sample sufficiently to enable other researchers decide if the research
findings could be applied to their context. According to Orlikowski and Baroudi
(1991), it is the reader of the research that should generalise and not the researcher.
However, data impacted with depth of personal viewpoints and values can provide
high level of validity because it tends to be trustworthy and honest (Dudovskiy, 2016).

Second, interpretivist research is criticised for the subjective nature of its approach
due to the level of researchers’ involvement. Critics say that such level of involvement
create room for researcher-bias (Orlikowski and Baroudi 1991). To overcome this
shortcoming, interpretive researchers should construct interpretations or
explanations that considers the way that subjective meanings are created and
sustained in a setting (Anand et al., 2020; Dudovskiy, 2016). In other words,
explanations are based on the context from which responses were generated. Such
explanations should result in objectivity by revealing causal relationships between
concepts, incidences, and context but not in the positivists' one-directional sense. In
doing this, interpretivist researchers posit circular and interacting models of causality
that provides insight about actors' perception of their social world (Orlikowski and
Baroudi 1991).

Third, critics argue that interpretivism fails to explain historical change and how a
social order is likely to change over time (Orlikowski and Baroudi 1991). Refuting
this criticism, Gibson (1987) argue that interpretivist research reveals underlying
connection between social realities that captures complex and time-dependent social

phenomenon. By revealing these underlying connections between phenomena, it is
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possible see how a social order may change over time (Dudovskiy, 2016; Oates,
2006).

Finally, positivists say interpretive research is largely anecdotal, biased and not
systematic (Oates 2006; Orlikowski and Baroudi 1991).

Despite these criticisms, this researcher will use the interpretive paradigm because
the paradigm fits the aim of the research. The research focuses on understanding
aspects of social reality from the perspectives of the actors that shapes it. This
explains why the research investigates the perceived information sensitivity of
different categories of users arising from smartphone-use data collection. This
investigation is better conducted by speaking to the people involved.

5.2.3 Critical Research

The main contrast with critical research and other paradigms is the evaluative
dimension of critical research (Chua, 1986; De Cleen et al., 2018). Unlike the
positivist or the interpretive research philosophies, the critical researcher seeks to
critically evaluate the social reality investigated. In doing this, critical studies expose
what it believes to be deep-seated, structural contradictions in the social systems,
and aiming to change the alienating and restrictive social conditions (Davies et al.,
2018; Myers and Avison, 2002). Whereas the earlier two focuses on predicting or
explaining the status quo, critical researchers believe that the existing and alienating
social systems are historically biased and thus seeks to advance grounds that
triggers the replacement of the current social systems with non-alienating structures

and norms (Davies et al., 2018; Falconer and Mackay, 1999).

Ontologically, critical researchers view reality as historically constituted by human
actions that can change when human beings understand the unfulfilling conditions
existing in any state of being (Anand et al., 2020; Chua, 1986). In addition, Anand et
al. (2020) argue that change in any state of existence is constrained by prevailing
systems of cultural, political, and economic domination that hinders peoples’
potentials. Therefore, the main goal of critical researchers is to arouse the awareness
of the social domination inherent in the social system under investigation in order to
empower people to change it (Orlikowski and Baroudi 1991). This implies that critical

research paradigm is the philosophy of empowerment and human emancipation in
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society. To achieve the goal of empowerment, critical researchers focus on studying
every aspect of society where conflict exist, irrespective of the elements that shapes
the conflict (Orlikowski and Baroudi 1991). Hence, critical research aims beyond
mere technological and managerial efficiency and control (Cecez-Kecmanovic 2001;
Oates 2006). Implying that technical solutions and management efficiency must be

driven by social change for the wholistic advancement of society.

Epistemologically, critical researchers believe that knowledge emanates from
historical practices (Orlikowski and Baroudi 1991). Therefore, the researchers
conduct long-term ethnographic and historical studies of structures and processes.
Critical researchers assume that the best way to understand a phenomenon is
through a historical analysis of "... what it has been, what it is becoming, and what it
is not" (Chua, 1986, p. 621) in order to reveal existing conditions and power
structures in society (Orlikowski and Baroudi 1991). Therefore, in practice, the critical
researcher does not only study and theorise, but is also active in effecting change in
the phenomena investigated. Thus, the critical researcher plays a critical role through
the research process to motivate change in the status quo (Orlikowski and Baroudi
1991). According to De Cleen et al. (2018), change is possible by creating

engagement that will transform various forms of domination and control.
5.2.3.1 Criticism of critical research

Critical research is criticised for lack of clear standard for conducting theoretical
evaluation. “What is acceptable theory or explanation is still debatable” (Chua 1986,
p.626). This is why critical researchers vary in the approaches used, thus making the
research outcome uncertain. This lack of consensus on research approach results
in developing research that is easily dismissed as unfair (Alvesson and Deetz, 2000).
Additionally, Alvesson and Deetz (2000) suggest that there is overemphasis on
conceptual work instead of strong emphasis on empirical work among critical
researchers. Orlikowski and Baroudi (1991) noted that critical researchers do not
critique their own work, thus they are not reflexive. The lack of reflection on their work
implies that they are less critical of their own concepts. This makes them

deterministic in their beliefs and assumptions (Orlikowski and Baroudi 1991).
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The critical research will not be used in this research because the research aim is
not to change the social status quo, but to understand difference in perceived
information sensitivity regarding smartphone use data collection. To achieve this aim,
this researcher seeks to uncover users’ perception of information sensitivity by
searching for a deep understanding of users’ privacy concerns. Therefore, the
interpretivist paradigm is chosen for this study. The next section provides the
rationale for this choice and Table 5.1 presents the comparison of the three

paradigms discussed above.

Table 5.1 Comparison of the three paradigms discussed.

Positivist Interpretivist Critical
Research
Ontology "Naive Realism"in  |Relativist: humans Historical

which reality is
supposed to exist and

produce and
reinforce the

realist: historical
accounts of

shaped by immutable social world human
natural laws. Testing through their constitute social
theories is the only action and reality in

way of obtaining true interaction. organisations,

reality.

and societies
are this are not
static

Epistemology

Rigorous empirical
testing verifies
hypothesis.

The social world is
understood from
participants’

Knowledge is
found in social
and historical

Universal laws are perspectives by actions.
searched for interpreting Critical
Explanations and actions. evaluations
predictions are Researchers generate and
tightly coupled and require prior evaluate
controlled. knowledge to aid knowledge of
the investigations social systems.
Relationship Universal laws Generative Generalisation
between governing the external mechanisms point to what is
theory and world can be found in social regular and
practice discovered science not cross-
phenomena sectional
should be seen as differences.
‘tendencies’ Every aspect
explaining the of social
past data but not relationship
completely can be
predicting future | generalised.
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situations.
Data
collection
must
depend on
theory to
prove or
disprove
the theory.
The role of Should completely To engage and Transforms
aresearcher be an objective interact with social relations
observer, and value- research by initiating
free approach participants and change that
thus perceptions of eliminates
both parties are social
changed. domination.

5.3 The Rationale of Adopting Interpretivism for this Research

Having discussed and evaluated the three paradigms in the previous sections, the
interpretivist paradigm is considered suitable for the current research. Interpretivism
is well aligned with the theoretical framework that will guide this research (see
chapter four subsections 4.4.3 and 4.4.4). For example, Jens et al. (2014) applied
bounded rationality to study how constraints posed by the theory impact on decision
making in an interpretivist study. Furthermore, the interpretive paradigm is
compatible with the research questions outlined in Chapter one. Interpretivism
answers ontological questions that view reality as socially construct by human beings
through their interactions with each other (Lincoln and Guba, 1994; Oates, 2006).
Hence the meanings ascribed to reality is socially constructed (Oates, 2006).
Therefore, meanings are captured from the social interaction that develops (Wilson,
1970). Consequently, in attempting to understand meanings in this research, the
interpretivist paradigm is considered useful. Current knowledge and beliefs about the
phenomena are explored from the perspectives of the participants. This approach

aligns with interpretive research (Dudovskiy, 2016; Wilson, 1970).

As already mentioned, the study seeks to investigate the influence of the critical
factors on the perception of information sensitivity among smartphone users based

on their characterised privacy concern categories. Other issues impacting on privacy
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decisions such as smartphone-use data collection and how this influences users’
disclosure are also explored. Research questions that aim to understand such
complex privacy decision-making process (Beldad et al., 2011) require interpretivism
that is designed for capturing complex and active social phenomenon that are context
and time dependent (Orlikowski and Baroudi, 1991). Applying the research questions
through the interpretivist lens allows this complex phenomenon to be interrogated for
relevant meanings (Bryman, 2007; Bryman and Bell, 2015). Moreover, the
perceptions and experiences of different categories of users and how they negotiate
through various influencing factors should be understood in order to answer the

research questions accurately.

Perceptions about a phenomenon is better revealed by the actors that perceives it
(Assemi et al., 2018; Xu et al., 2011a). Therefore, in the current research, knowledge
is formed based on findings from perceptions that are captured and analysed from
the empirical data as well as from extant literature. The empirical data is appropriately
gathered by using in-depth interviews to answer the research questions. Therefore,

an inductive research process is followed which is discussed next.

5.3.1 Research Approach

The research approach followed in this study is inductive qualitative research. This
approach allows the researcher to be immersed in data to develop an understanding
of the ways the phenomenon is socially constructed (Woo et al., 2017). Induction
enables accurate interpretation of participants’ social world by allowing alternative
explanation of issues. In this way and unlike deduction, the process of inducting
meanings from data is flexible (Jebb et al., 2017; Woo et al., 2017). Flexibility allows
the researcher to follow new leads emanating from data such as the process of
theoretical sampling in GT (Glaser and Strauss, 2009). Gioia et al. (2013) suggests
that inductive approach fits qualitative data collection by allowing an iterative data
collection that throws light on hidden aspects of the phenomena of interest. Woo et
al. (2017) recommends the following as best practices for conducting inductive

research:
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e Aclear purpose: the purpose of the research should be stated in the research
motivation and guided through the research questions. The purpose directs
the methodology and data gathering.

e Explore the data: the researcher should search through the data in all possible
ways to detect hidden phenomena that can lead to theory development.

e Flexibility in data analysis: the researcher can come up with novel ways data
can be viewed. In this way, the chances of finding surprising and intriguing
patterns in data is increased. Flexibility implies that a data set can be used
for multiple analytic purposes leading to further probing of the phenomenon
of interest in greater depth. Flexibility in data analysis is important because
patterns in the data are not always linear, so multiple insights can emerge
from a single pattern.

e Cross-validate findings: the researcher should cross-validate research

findings by comparing discoveries and patterns in the data with prior literature.

The choice of interpretivism and inductive research approach requires appropriate
methods for gathering knowledge (Bryman and Bell, 2015). Therefore, the next
section discusses the research methods used by interpretivist researchers in

capturing the social reality they investigate.

5.4 Research Methods

As discussed in the previous section, the choice of philosophical paradigm in a
research influences the choice of methods that the researcher uses to collect data
(Bryman and Bell, 2015; Creswell and Poth, 2018). Hence, the following sections will
discuss the options for obtaining data. The researcher’s choice of method is also
influenced by the kind of things studied such as the natural world or human subjects.
This research studies human subjects and explores perceptions towards information
sensitivity. As the interpretivist paradigm was considered suitable, the methods

compatible with the interpretivist paradigm will be considered.

IS researchers commonly use methods such as experiments, survey, design and
creation, case study, action research, ethnography, and grounded theory in their

studies (Denscombe 2003; Oates 2006). However, some of these methods are not
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relevant to the present study. For example, the interpretive design and creation
method is applicable to studies focusing on the development of IT product such as
an artefact (Oates 2006), and this is not the goal of the present study, therefore, it
will not be discussed. Additionally, the interpretive experiment method is not
appropriate for the nature of the present study. An experiment aims to prove or
disprove causality between variables in order to establish cause and effect
relationship (Bryman and Bell, 2015). The interpretive research methods discussed
are, ethnography, case studies, action research and grounded theory (Falconer and
Mackay, 1999; Oates, 2006). The most popular methods of primary data collection
in interpretivist studies are interviews and observations (Chirban, 1996; Jamshed,

2014), hence they are also discussed.

5.4.1 Ethnography

Ethnography is a method often used in socio-cultural studies that involves the
prolonged observation of a group, typically through participant observation (Bryman
and Bell, 2015). Usually, researchers gather data by being immersed in the culture
of the people or through separate interviews with members of the group (Creswell,
1998). According to Myer (1997), ethnography emanates from social and cultural
anthropology, hence ethnographers spend significant amount of time with research
participants to allow for immersion into the culture and lives of the people being
studied (Lewis, 1985). In doing this, researchers place the phenomena under study
in its cultural and social context (Myer, 1997). The main advantage of ethnography
is the first-hand collection of data. However, it is challenging for the extensive time
needed to collect data and the integration required may compromise the researcher’s
objectivity in the study (Bryman and Bell, 2015; Rosen, 1991). Studies conducted in
this way are written in a literary, storytelling approach which is not scientifically
inclined (Myers, 2009). Ethnography will not be used in the present study because
the phenomenon under study is not restricted to a socio-cultural site or a distinctive
social group. Furthermore, because “a good ethnography requires prolonged stay at
the research site” (Wolcott, 2008) to observe and interact with the research
participants, the constraints of time and finances to enable this stay makes

ethnography inappropriate for this study.
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5.4.2 Case Study

A case study is defined as:

An empirical inquiry that investigates a contemporary

phenomenon within its real-life context; when the boundaries

between phenomena and the context are not clearly evident,

and in which multiple sources of evidence are used. It is

particularly valuable in answering who, why and how questions

(Yin 1994, p.23).
Although a case study method can be gquantitative or qualitative (Seawright and
Gerring, 2008), the qualitative strand is discussed here. The qualitative case study
involves in-depth exploration of a bounded system known as a case (Yin, 2014). The
case is usually bound by time and space or other unique characteristics (Seawright
and Gerring, 2008; Yin, 2014). Several sources of data such as interviews, audio-
visual materials, documents, observation, and reports rich in context may be used to
explore the case (Creswell, 1998). Although purposeful sampling may be used to
show different perspectives in a case study, a case is usually selected because it is

unigue and requires in depth investigation.

A case study can be conducted either as a single or multiple case studies. The single
case focuses on a unigue context of investigation in the research (Denscombe 2003)
and looks in depth (Creswell 2007; Oates 2006), aiming to generalise outcomes to a
larger population (Yin, 2014). Conversely, in the multiple case studies, the
researcher focuses on several cases, usually not exceeding four or five cases for
investigation (Creswell and Poth, 2018). Case study research is suitable for both
theory building and theory testing because case studies produce rich descriptions as
they dig into the experiences of research subjects (Oates 2006). Although case
studies produce rich descriptions, it is weak in generalising to scale (Creswell 2007;
Oates 2006). In addition, getting access to case sites could be challenging (Recker,
2013).

Although case study seems to fit the aims of the current research as it could enable
the gathering of in-depth knowledge about the phenomenon investigated, it will not

be used because the number of respondents to be interviewed exceeds the
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recommended number of multiple cases. Moreover, the case study is criticised for
lack of rigour and reliability (Denscombe 2003; Oates 2006).

5.4.3 Action Research

Most action research studies are interpretive, but they can also be positivist or
conducted through critical research paradigm (Avison et al., 2017). Avison et al.
(2017) argue that action research is a practical problem-solving method aimed at
expanding scientific knowledge and the competencies of research participants.
Typically, participants are engaged through real life collaboration with the researcher.
In this process, feedback is immediate and cyclical, aiming to increase the
understanding of a social situation and the associated change processes. Action
research explores real life situations and thus challenges systemic limitations
involving researchers and research participants (Myers, 2009). This type of action
research is referred to as participatory action research that unifies theory and
practice (Avison et al., 2017).

Another variant of action research, though less popular is the action science. This
variation seeks to understand participants' behaviours as a basis for developing
theories using single and double loop learning process (Atkinson, 1994; Avison et
al., 2017). However, what differentiates both forms of action research from other
forms of social research is the real-life context it engages to stimulate participatory
change (Recker, 2013). This suggests that researchers’ involvement in the
organisation or community researched should create a shared perspective of the

problem and the change anticipated through the process.

Although action research can gain in-depth knowledge about a problem through the
researcher and participants’ collaboration (Bryman and Bell, 2015), the challenge of
submerging into the life of each participant (the smartphone users) due to the amount
of time doing this will require, makes this method unfit. Moreover, action research
requires researchers to conduct their study within the settings where the problem
occurs or where the change is targeted (Recker, 2013). There are no confined
communities or settings unique to smartphone users, therefore, this method is

unsuitable for the aim of this research.
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5.4.4 Grounded Theory

Grounded theory (GT) method requires the researcher’s close contact with research
participants. This enables interactions and interpretations to occur regarding the
phenomenon studied (Goulding, 2002). GT is attractive to IS researchers because
through it researchers can understand how individuals think and act in their
organisational and social contexts (Orlikowski and Baroudi, 1991; Urquhart et al.,
2009). This in turn can produce deep insight into information system phenomena
(Klein and Myers, 1999). GT is a qualitative research method aimed at developing
theory that is grounded in data through systematic gathering and analysis. According
to Charmaz (2003) and Hutchison et al. (2010) GT begins with inductive strategies
for collecting and analysing qualitative data. For example, iterative sampling and
analysis process. This process is a major difference between grounded theory and
other qualitative research methods. Such GT’s specific approach to theory
development recommends an interchanging process of collecting and analysing data
(Creswell, 2003, 1998). This process continues until data is saturated when no new
concept emerges from the data. From this process, GT can capture and interpret
complex social phenomenon (Charmaz 2003) as they are constructed (Charmaz
2003; Glaser and Strauss 1967; Goulding 1998). Therefore, GT is considered
appropriate for this study because privacy decision-making and the various
influences on the decision process are complex (Acquisti and Grossklags, 2005;
Beldad et al., 2011). More justification for the choice of GT is discussed in the next

subsection.

GT has been criticised for lack of rigour resulting from skewed interview techniques
that can introduce researcher’s bias (Timonen et al., 2018). In this research, the
interviews questions were structured objectively to avoid leading questions and
researcher bias (Turner, 2010). For example, this researcher asked the respondents
“do you have privacy concern when you use your smartphone?” as against leading
the respondents by asking, “tell me the privacy concerns you have when you use
your smartphone”. Additionally, transcribed texts were checked to ensure content
accuracy before beginning the analysis. These actions were to minimise the risks of
bias. Moreover, the conclusions drawn are grounded in actual data that follows the

systematic and rigorous process to discover the concepts that informed emerged
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categories. This systematic process is iterative (Alammar et al., 2019; Corbin and
Strauss, 1990) and follows the Straussian strand of GT. Table 5.2 summarises the

research methods discussed.

Table 5.2 summary of the research methods considered

Dimension | Grounded Ethnography Case Study Action
Theory Research
Focus Field data Cultural groups | Single or Empower
leads to theory | are described multiple cases | participants
development and interpreted | are deeply to change
studied status quo
Discipline | Sociology Cultural Sociology and | Political
origin anthropology political science,
sociology science sociology
Data Interviews Interviews and Several Ethnographic
collection | continues until | observation with | sources- engagement,
the data is additional interviews, interviews
saturated artefacts and observation,
towards theory | staying long in physical
the field (e.g., 6 | artefacts
months to a
year)
Data Through open, | Analyses, Describes by Themes
analysis axial and describes and identifying Assertions
selective interprets themes and/or
coding process making
assertions
Narrative | Theoretical Culture of a Case or cases | Iterative and
form postulation or group or an are described | cyclical
model individual is or explained
described

5.4.4.1 The Rationale of adopting grounded theory for this research

The choice of a research method should be guided by the aims and nature of the
research and the research questions (Bryman and Bell, 2015b; Crowther and
Lancaster, 2008). As mentioned in chapter one, this research aims to propose a
middle range theory grounded in data regarding smartphone users’ perception of
information sensitivity. Since GT enables researchers to explore and unearth hidden
perceptions, it is considered suitable for the research (Alammar et al., 2019; Corbin

and Strauss, 1990). Additionally, GT is adopted for the following reasons.
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First, the current research adopts the interpretive paradigm and for that reason, using
GT is possible. The relativist ontology and the epistemology underpinning GT allows
the researcher to accept the knowledge that is socially constructed and interpreted

by both researcher and participants (Corbin and Strauss, 1990; Dudovskiy, 2016).

Second, GT is an important method for studying complex social phenomenon such
as privacy decisions across different categories of people as undertaken by this
research (Corley, 2015). Moreover, by adopting GT, a researcher can identify
unigue concepts and incidences that sheds light on the differences between
categories of people (Glaser and Strauss 1967). The current research seeks to
explain the differences in perceived information sensitivity by categories of
smartphone users. In addition, Strauss (1998) recommends coding data by
“microanalysis” that involves detailed and painstaking “word-by-word”, line by line
analysis to code the meanings found in the words or “groups of words” (Strauss
1998, p. 68). The usefulness of “microanalysis” is the ability to unearth hidden
phenomenon as the data is revisited many times, looking and re-looking for
emerging codes. In doing this, other issues may emerge, resulting in further coding
and subsequent interviews (Corbin and Strauss, 1990; Corley, 2015). Therefore,
GT allows nuances between categories of users to be revealed. This is one way
that GT differs from other research methods through the systematic and inductive
processes for collecting and analysing data to build theories that explains data
(Belgrave and Seide, 2019). From this rigorous and systematic approach, GT
sheds light on areas that are relatively complex (Corley, 2015; Urquhart et al.,
2009). As discussed in section 5.7, the Straussian strand of GT will be used to
achieve the aims of this study. The choice of GT as the research method requires
the appropriate data collection method. The choice of data collection method
depends on the chosen research method (Pinsonneault and Kraemer 1993).
Therefore, the next section discusses the appropriate methods that are compatible
with GT.

5.5 Data Collection Methods
Since the current research adopts the grounded theory as the research method,
the sources of data that are compatible with GT and the research questions are

evaluated. Research questions influences the choice of data collection methods
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(Fry et al., 2017). However, no single method of collecting data has complete
advantage over others. Therefore, the choice of any data gathering method
depends on the aim of the study (Yin, 2014). According to Corbin and Strauss
(1990) the sources of data most used with GT are: observation, interviews and

document analysis.
5.5.1 Observation

Observation is the method of watching by paying attention in order to capture the
activities of interest to the researcher (Fry et al., 2017; Oates, 2006). Furthermore
Fry et al. (2017), argues that observation as a data collection method is the
systematic collection of data about different settings and groups to understand the
phenomena within its context. Since watching is involved, the researcher must be
a keen looker without interrupting the process of observation by asking questions
(Fry et al., 2017).

Although Jamshed (2014) suggests that people might reveal their experience
better by their actions rather than in speech, looking alone is unlikely to reveal
deep seated perceptions. Therefore, Fry et al. (2017) argues that observation is
better suited for collecting data on processes and not on why people respond to
situations. Observation method is used to gather quantitative and qualitative data
through the direct and participant observation techniques (Jamshed, 2014). In the
direct observation technique, the researcher is passive and neutral, thus, not
active in the phenomenon under study. However, the researcher can participate
in the phenomenon through the active participant observation process (Recker,
2013). Participant observation can be conducted by smelling, touching and hearing
the participants (Oates, 2006), thus making observation a commonly used
technique in clinical studies (Fry et al., 2017). However, observation as a data
collection method is time consuming, it requires very broad coverage to be
effective and is superficial (Fry et al., 2017; Recker, 2013). Therefore, this method
is not going to be adopted as the source of data in the current research.
Additionally, this method is not consistent with the aims of this study. To
understand the perceptions of smartphone users regarding specific critical factors

will require individuals telling their stories because perceptions cannot be
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accurately observed (Assemi et al., 2018; Xu et al., 2011a). Therefore, exploring

users’ experiences and views will require more than mere observation method.

5.5.2 Documents

Documents are available or existing data on paper and computer-mediated text,
including extra-text formats such as photographs, images, diagrams and graphs
(Rapley and Rees, 2018). Therefore, they are static containers of knowledge.
Although documents may be updated, they are unable to capture the quickly
changing dynamics surrounding individuals’ decision process (Ahmed et al., 2018;
Rapley and Rees, 2018) such as the complex privacy decision-making process.
Since collecting documents from libraries and websites for analytical work is quite
simple and cheap, some researchers forgo empirical work to use it (Oates, 2006).
However, the credibility of a document in terms of source and content may limit its
usage. Using an unreliable document can result in inaccurate interpretation of the

phenomenon under study (Oates 2006).

Although document collection could be used as primary data in GT (Strauss and
Corbin, 1998), concerning the aim of this research, document collection is not
chosen as the primary source of data. This is because the phenomenon studied
requires in-depth exploration to unearth contextual cues and hidden nuances
across different categories of users in ways that static documents may not

accurately allow (Rapley and Rees, 2018; Wnderlich, 2010)

5.5.3 Interview

According to Orlikowski and Baroudi (1991), the qualitative interview method is the
primary tool used by grounded theorist to collect data for studying empirical reality.
Researchers use interviews to discover non-linear concepts grounded in the data to
build theory (Wulnderlich, 2010). As GT is not a linear process, the iterative and
comparative process requires an interactive and interrogative method such as the
qualitative interview (Chun Tie et al., 2019; Winderlich, 2010).

Qualitative interviews are loosely structured to allow the interviewer and the
respondent explore issues and unearth new insights. These insights unfold complex
processes and provide descriptive data about people’s behaviour, attitudes and

perceptions (Wunderlich, 2010). Most qualitative research interviews are the semi-
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structured type (Mason, 2002). In contrast to the unstructured version, the semi-
structured interview allows the researcher to ask standard set of questions. Although
the questions are standardised, respondents can answer in different levels of depth
(DiCicco-Bloom and Crabtree, 2006; Wunderlich, 2010) and the researcher can
change the order of questions based on the flow of conversation (Denscombe 2003).
Furthermore, semi-structured interviews allow questions to be tailored towards
gathering responses that are relevant to the phenomenon studied (Denscombe,
2003). Such as the questions tailored to elicit the perceived information sensitivity of
respondents regarding the influences of location tracking, economic status and app
permission requests. This is because the researcher seeks to explore meanings and
perceptions about those factors. Therefore, the semi-structured interview is selected

for the current research.

Qualitative interviews generally allow the respondents to use words drawn from their
own concepts and experiences to provide rich perspectives. The rich diversity of
perspectives that interview produces make data gathered in an interview more
reliable than data gathered by a list of self-completed questionnaires or obtained
from static documents (Chun Tie et al., 2019; Orlikowski and Baroudi, 1991). Since
interviews can reveal diverse views on the phenomenon investigated, it will enable
the collection of different perceptions of smartphone users concerning personal

information disclosure.

Another type of qualitative interview is the focus group (Owen, 2001). Although
the focus group can be efficient, it is problematic because one or a few members
of the group can dominate the discussion. Issues such as gender bias and
technical expertise can influence domination (Denscombe 2003). Additionally, a
bandwagon effect could occur in a focus group (Owen, 2001). This is when some
members merely concur with a predominant view without expressing personal
opinions because of the public nature of the process (Chirban, 1996). This problem
makes it difficult for the researcher to discover the rich and diverse perspectives
required (Denscombe, 2003; Owen, 2001) To avoid this, the current researcher
prefers to conduct the one-to-one interviews to gather diverse perspectives on

privacy issues from smartphone users. Moreover, in a one-to-one situation, it is
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possible for an interviewer to know if participants are suitable for answering the
questions. Participants are freer to discuss the issues in detail and the interviewer
can clarify points (Jamshed, 2014; Orlikowski and Baroudi, 1991). Although the
one-on-one interview provides depth, it has been criticised for lack of diversity
compared to the focus group that enable interviewers to get a wider range of
experiences (Owen, 2001). To address this, a diverse range of respondents from
the academia and industry (marketers, advertisers and app developers) were
purposively selected for the research.

The researchers view regarding how social reality is constructed affects the choice
of a suitable methodology, including the tools used to collect data. The research aims
and the nature of the research questions contributes significantly to this decision. In
this research, the qualitative one-to-one and semi-structured interview is considered
the most appropriate method for collecting empirical data. This choice is influenced
by using the interpretivist paradigm and grounded theory in the study. The Research
of this nature requires rich data that will provide deep understanding of the socially
constructed phenomenon investigated. The following sub-section present how the

interviews are conducted in the study.

5.5.3.1 The interview gquestions and respondents

The questions prepared for the respondents are shown in Tables 5.3, 5.4 and 5.5
below. However, the semi-structured nature of the interviews gives the researcher
the flexibility of not always asking the questions verbatim or following the numerical
order presented in the table. The current researcher only rephrased the wordings of
the second question once with one respondent when clarification was sought. On
that occasion, the question was rephrased as: “have you ever had an experience of
privacy breach through your smartphone?”. Therefore, the extent of flexibility applied

during the interviews was very minor.
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Table 5.3: The semi-structured interview questions for the first round of interviews

First Round of Interviews

request, most apps ask for
specific access to users’
information required for
functionality. How willing are to
allow access to your personal
information such a location? And
why?

influence of
location tracking
on disclosure

S/N | Questions for smartphone Purpose of Alignment with
users guestion Literature/theory

1 Do you have privacy concerns To explore users | Users
when you use your smartphone | understanding of | understanding of
online? (then follow up privacy risks and | privacy risk may
questions) If yes, what are they? | the link to be bounded
If no, why? perception of (Acquisti and

information Grossklags,
sensitivity 2005; Simon,
1982)

2. What has been your experience | To explore the link | Privacy breach
with improper invasion of privacy | between previous | affects privacy
through your smartphone? privacy mitigation

experience and (Armando et al.,
perception of 2015; Park et al.,
information 2019)

sensitivity.

3 In general, would it be risky to To investigate the | Users differ and
give personal information link between risks | may perceive
through your smartphone? If perception and privacy differently
yes, what might be the users’ privacy (Dhawan et al.,
consequences? If no, why? concern category | 2014;

Knijnenburg,
2017)

4 What motivates you to disclose | To understand Immediate
your personal information via varying influences | gratification
your smartphone? of benefits of influences

. .. | using the rivacy trade off
_(Rese_archer_ to ask question B. if sma?tphone (pAcqui);ti, 2004a:
interviewee is totally blank_on Rochelandet and
question A). Eor example, is it Acquisti, 2011)
monetary or time saving benefit?

5 Through apps permission To explore the Location tracking

yields implicit
information
(Cabalquinto and
Hutchins, 2020;
Kokkoris and
Kamleitner, 2020)
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Through apps permission To explore the App access
request (APR), most apps ask effect of app users’ information
for specific access to users’ permission beyond
information required for request authorisation
functionality. Is there anything (Boateng et al.,
you want to tell me about apps 2019;
permission request? For Degirmenci,
example, does it affect you in 2020)
any way?
Does apps permission request To explore users | To help tailor
affect how you feel in terms of understanding of | RALC publicity
information sensitivity? If yes or | the risks posed by | rule (H. Tavani,
no how does it make you feel? app permission 2007; Tavani,
2008)

Table 5.4: The semi-structured interview questions for the second round of interviews

Second Round of Interviews

Questions for smartphone
users

Purpose of
guestion

Alignment with
Literature/theory

What issues are important to
you about your information
privacy online? Why are they
important?

To explore other
factors and the
situations that
influence
information
sensitivity

Information
sensitivity is situation
specific (Bansal et
al., 2016, 2010a;
Mothersbaugh et al.,
2012)

What kinds of information in
your smartphone or that may be
accessed through it are
particularly sensitive to you (for
example, information about
your activities, movements,
photos/videos or contacts etc.)?

To explore how
users perceive
various types of
information

Information
sensitivities vary with
information type
(Degirmenci, 2020;
Furini et al., 2019)
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Table 5.5: The semi-structured interview questions for the third round of interviews

Third Round of Interviews

Questions for smartphone Purpose of Alignment with
users guestion Literature/theory

1 How do you relate your income | To further explore | Economic status
status to your concern for the link between influences decision
personal information that may | user sensitivity making (Carrascal et
be accessed through your and economic al., 2013; Sheehy-
smartphone? status Skeffington and Rea,

2017)

2 What kinds of information in To confirm Theoretical sampling
your smartphone or that may concepts explores emerging
be accessed through it are emerging in the concepts to data
particularly sensitive to you? data regarding saturation (Alammar

types of sensitive | et al., 2019; Strauss
data and Corbin, 1998)

The questions asked during the second and third rounds of interviews are in addition
to the prior questions. The interview respondents in this study were selected through
a combination of convenience and purposive sampling methods which are
nonprobability in nature. Nonprobability sampling does not use random selection
methods, rather it is a sample selection method based on the purpose of the study.
It is useful for selecting a subset of people because of the relevant information they
can provide (Palinkas et al., 2015). In the current research, respondents are selected
to understand the differences in perceived information sensitivity regarding the

collection of personal information during smartphone use.

According to Palinkas et al. (2015), selecting in-depth interview respondents based
on purposive sampling aims to maximise the depth and richness of the data required
to address research questions. Thus, purposive sampling is suitable for selecting
subject experts. Subjects experts in the context of this research are people with
evident knowledge of privacy and the smartphone context because they work in
related fields. For example, two mobile app developers, two managers in mobile
advertising agencies and three academics in privacy related fields were among the

respondents. In general, the respondents were recruited from the staff and PhD

102



students at De Montfort University Leicester, Birmingham City University and others

from outside the universities.

Respondents were purposefully selected to ensure they have basic privacy-related
knowledge by ensuring that participants have a university degree. Turow et al. (2009)
investigating consumers’ understanding of privacy rules in the marketplace found
that respondents educational level correlates with basic knowledge of privacy.
Similarly, Surma et al. (2012) found that first degree level education exposes
students to basic privacy literacy. This suggests that respondents’ views are
indirectly influenced by basic knowledge of privacy. Tables 5.6 and 5.7 below
summarises the sources of data that are used in this research and their identity code.

For the rest of this research, respondents will be referred to by their identity code.

Table 5.6: Summary of the sources of data
Characteristics (47 participants)

Economic Status | Guardian | Pragmatist | Unconcerned | Income
group
total

High income 7 9 6 22

Middle income 6 3 5 14

Low income 5 3 3 11

18 15 14

Table 5.7 Characteristics of interviewees and labels

S/N | Participants label for Characteristics
economic status
factor

1 Hi-PG 01 - Hi-PG 07 | High Privacy guardian
income

2 Hi-PP 08 — Hi PP 16 | High Privacy pragmatist
income
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3 Hi -PU 17 — Hi-PU 22 | High Privacy unconcerned
income

4 Mi-PG 23 — Mi-PG 28 | Middle | Privacy guardian
income

5 Mi-PP29 — Mi-PP 31 | Middle | Privacy pragmatist
income

6 Mi-PU 32 — Mi-PU 36 | Middle | Privacy unconcerned
income

7 Li- PG 37 - Li-PG 41 | Low Privacy guardian
income

8 Li-PP 42 — Li-PP 44 | Low Privacy pragmatist
income

9 Li-PU 45 - Li-PU 47 | Low Privacy unconcerned
income

5.5.3.2 Interview protocol

To ensure the success of the research process, an interview protocol was
developed. Before conducting an interview, the interview fact sheet containing the
purpose of the interview is emailed to participants as well as asking for a date and
time for the interview. Participants are also required to give formal consent by
signing the consent declaration form that clearly states the interviewees’ rights
regarding their confidentiality and how data will be treated (see Appendix C).
Additionally, the researcher will ask participants for permission to record the
interviews on an audio digital recorder. A background information sheet is then

filled after which the interview will commence.

The pre-interview background information sheet is designed to capture income
status and Westin’s privacy concern category of the respondent. Respondents’
income status determined their assignment to either high, middle, or low economic
status group and disposable income indicated respondents’ income status (see
tables 5.4 and 5.5). According to the UK Office of National Statistics (2017),
disposable income is widely used to measure income. This is the money that is

available for spending and saving after direct taxes have been paid by
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individuals. The UK disposable income measure is used because it matches the
research setting. Hence economic status is categorised into 3; high (£25,001.00
and above) middle (£25,00.00 - £12,501.00) and low (£12,500.00 or less). A
similar approach was used by Acquisti and Grossklags (2005) when they collected
individuals’ economic data to understand the multiple factors affecting privacy
decision-making. Their study identified the lowest income group in the US as those
with disposable income below $15,000 a year. Furthermore, to categorise
respondents into the privacy concern categories, Westin’s original questions were
used to group respondents (Kumaraguru and Cranor, 2005). Respondents’
answers to the questions were analysed according to Westin’s analytical scheme
to group the respondents into one of the three privacy concern categories, that is,

privacy guardians, pragmatist and unconcerned (see Appendix C).

The interviews were conducted in three cycles to fill up gaps in the emerging
concepts during the analysis process. The first cycle was conducted between
06/2018 and 07/2018, the second cycle from 01/2019 to 02/20109 and the third
was between 09/2019 and 10/2019. The interview protocol ensured that
participants in this research should be confident that their information will be
protected and used as declared by the researcher. This researcher conducted a
pilot study to gain experience with the field work and to test whether the research

guestions were accessible and if the research aim could be achieved.

5.5.3.3 The Pilot study

According to Vogel and Draper-Rodi (2017) pilot studies are designed to test
methodologies and to assess the feasibility of initial ideas before launching into a
larger study. Pilot studies reduce the chance of abandoning studies at a later stage.
Through pilot studies, researchers can refine data collection tools and gain
experience with data analysis procedure. Therefore, researchers can produce more
credible outcomes due to improved analytical skills (Malmgvist et al., 2019; Vogel
and Draper-Rodi, 2017). Additionally, Malmqvist et al (2019) argues that pilot studies
are important parts of the research process which are often neglected.
Consequently, the current researcher conducted a pilot study to test the initial
interview questions among 7 smartphone users in De Montfort university Leicester,

UK. The results of the pilot study were used to revise and refine the research
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questions (see table 5.8 below). The ethical issues considered in this research are

discussed in the next sub-section.

Table 5.8: Examples of revised interview questions after the pilot study.

Initial Question Revised Version Reason for
the Revision
Do you have privacy | Do you have privacy Responses
concerns when you concerns when you use your | were a short
use your smartphone | smartphone online? (then yes or no.
online? follow up questions) If yes, Follow up
what are they? If no, why? questions
allowed
deeper
probing

What are the risks in
sharing information

In general, would it be risky
to give personal information

The question
was

totally blank.

through the through your smartphone? If | personalised
smartphone? yes, what might be the as most
consequences? If no, why? | respondents
thought that a
nonpersonal
view was
solicited.
What will motivate What motivates you to Most pilot
you to disclose disclose your personal respondents
personal information | information via your were unclear
via your smartphone? For example, is | about what
smartphone? it monetary or time saving motivation in
benefit? Follow question up | this context
is asked if interviewee is means.

5.5.3.4 Ethical Issues

The success of the research also depends on how the human subjects who are the
sources of data are treated. Participants’ privacy is an important issue, therefore,
confidentiality and anonymity should be considered in the research (Lindorff, 2010;
Page and Nyeboer, 2017). Moreover, De Montfort University’s regulations requires
a formal ethical approval before the research student engages in data collection
activities involving human subjects. Accordingly, the current researcher had received

the approval of the human research ethics committee (see Appendix A).
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The overriding principle of the 2015 guidelines for good research practice in DMU#°
is that there “must be no harm caused by the research investigation or the

dissemination of its results”.

Since this research does not pose any type of potential harm to participants, the
researcher informed the participants about the purpose and nature of the research.

Participants were accordingly asked to sign the consent form (see Appendix B).

Finally, to fulfil the objective of the ethical guidelines, the researcher was honest
with the participants regarding every clarification sought. Additionally, participants’
privacy was respected when posing the interview questions by not delving into
areas they did not want to elaborate on. In doing this, the researcher assured
participants of confidentiality and anonymity. Hence participants are represented

by anonymised codes in the data analysis.
5.6 The analysis Processes

To achieve the aims of this research as discussed in chapter one, the Interpretive
paradigm, the Straussian Grounded Theory, and semi structured interview were
used. The semi-structured interview is used to collect empirical data to answer the

second and third research questions.
5.6.1 Data Analysis: Grounded Theory

GT is a symbolic interactionism method (Heath and Cowley, 2004) that focuses on
the relationships among individuals within a society. Through GT, researchers look
at the exchange of meanings and how individuals make sense of their social worlds
as they actively shape it (Jensen et al., 2016). Strauss and Glaser introduced the
grounded theory method and suggested that a theory can be generated by applying

its systematic and qualitative analysis techniques (Charmaz 2006).

40 Available at:https://www.dmu.ac.uk/documents/research-documents/ethics-faculty-
procedures/ethics-and-governance-general-/dmu-guidelines-good-research-practice.pdf
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According to Glaser and Strauss (1967), GT systematically analyse data to achieve
the following: (1) enable behaviour to be explained and predicted, (2) to develop
theories, (3) allow researchers to understand and gain control of situations, and (4)
unearth different perspective on issues. This suggests that the theory that achieves
all these aims should fit the following criteria: (1) theoretical categories should
represent the data in relevant and understandable ways, (2) the core idea that
emerges should explain what happened, (3) the theory should be predictive, (4) able
to interpret what is happening, and (5) can be modified every time new data is
collected (Corbin and Strauss, 1990; Glaser and Strauss, 2009). When a systematic
discovery of theory from the data meets the above criteria, such theory is difficult to
refute. The methods of constant comparative analysis and theoretical sampling are
key characteristics of GT. They entail generating patterns and concepts from data,
which can result in further coding and analysis (Glaser and Strauss 1967). The next

sub-section discusses these characteristics.

5.6.1.1 Constant comparison

The constant comparison method generates theory systematically by combining
coding and data analyses concurrently (Glaser and Strauss 1967). The method
involves theoretical sampling that enables flexibility in generating theory by seeking
additional data based on the initial concepts developed in the analysis process. The
constant comparison stage is designed for: (I) comparing the coded concepts that
are applicable to each concept category, (2) integrating the emerging categories, (3)
determining the theory, and (4) writing the theory (Glaser and Strauss, 1967, p. 3).
The constant comparison stage allows the analyst to discover critical points in
respondents’ discourse that remains vague and requiring clarification from
respondents. Furthermore, constant comparison “is to stimulate thinking about
properties and dimensions and to direct theoretical sampling” (Strauss and Corbin,

1998, p. 78), that can lead to further interviews based on the emerging theory.

5.6.1.2 Theoretical sampling

Theoretical sampling refers to the cumulative process of data collection to generate
theory (Corbin and Strauss, 1990; Glaser and Strauss, 2009). In other words, the
decisions of what data should be collected is controlled by the emerging theory.

Concepts that have proven theoretical relevance to the emerging theory can be
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developed and revalidated by new data. The process helps the analyst to determine
further collection of data that enables the analyst to discover and fill gaps in the
emerging theory (Glaser and Strauss 1967). The technique of theoretical sampling
is applied during both the data collection and analysis processes (Glaser and Strauss
1967) and establishes a relationship between emergent concepts and categories
through their properties and dimensions leading to theory development (Strauss and
Corbin, 1990).

Given the aim of this research, the researcher used interviews as the data collection
instrument in order to draw in-depth understanding from the participants, who have
first-hand experience of how smartphone use data collection influences perception
of information sensitivity. For example, after the first and second rounds of interviews,
it was still unclear how and why economic status influenced the concern for personal
information that could be collected through the smartphone. Therefore, in the third
round of interviews, this researcher purposively looked for participants that belonged
to the high, middle and low economic status groups and specific questions about the
connection between their economic status and the concern for their personal
information that could be collected through the smartphone were asked (see table
5.5). Since theoretical sampling is purpose-specific, it is considered as a form of
purposive sampling (Strauss and Corbin,1990). Therefore, theoretical sampling
assists the researcher to choose the right people to interview during the data
collection process. Finally, theoretical sampling process is designed to stop at the
point of saturation when data no longer yield new concepts. This is the point where

concepts are getting repeated.

Two kinds of theories, substantive and formal can be developed from GT analytical
techniques. “Substantive theory is developed from a substantive area of sociological
inquiry, whereas a formal theory is developed for a formal area of sociological inquiry”
(Glaser and Strauss 1967, p.32). A substantive theory focuses the research on one
substantive (empirical) area. For example, the smartphone-use data collection and
comparing users’ perceptions within that single area. In contrast, a formal theory
focuses on more abstract or conceptual area of research by comparing different
substantive areas. The currents research develops a substantive theory because the

researcher focuses on a substantive area of inquiry, that is, the differences in
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perceived information sensitivity due to smartphone use data collection. In addition,
this research compares the perceived information sensitivity of users with different
privacy attributes. Therefore, the generation of a substantive theory through a
comparative analysis within the same area is possible (Glaser and Strauss,1967).
However, Glaser and Strauss disagreed on the best way to generate theory from

data. This divergence will be discussed in the next sub-section.
5.6.1.3 Glaserian vs. Straussian strands of GT

Although GT has undergone several iterations by other authors since its initial
conception, the most visible variation is between the conceptions of the two initiators:
Glaser and Strauss (Heath and Cowley 2004). The differences between the two

versions are discussed in this sub-section.

The two main strands of grounded theory are the Glaserian and Straussian strands
(Locke 1996). According to Locke (1996) there are no significant differences
between the Glaserian and Straussian strands in their main analytical procedures,
such as constant comparison and theoretical sampling explained earlier. The
divergence lies in the relationship between the researcher and the field of
investigation. Others have described the differences between the Glaserian and
Straussian strands as methodological rather than ontological or epistemological in
character (Alammar et al., 2019; Wolfswinkel et al., 2013). The Straussian strand
uses different analytic techniques. There are several differences between the two
originators. First, while the researcher is expected to have an active role in the
research process by becoming immersed in the data at a detailed level to allow
coding of concepts in the Straussian strand, such active role is not expected in the
Glaserian strand (Alammar et al., 2019).

The second difference lies in the conceptualisation process (Urquhart et al., 2009).
In the Straussian strand, conceptual labels representing a phenomenon is given to
each observation which is a unique occurrence in the data. Glaser argues that
developing every observation into a concept leads to over-conceptualisation and
recommends that the researcher should rather compare each incident (occurrence

of a social process) with other incidents (Alammar et al., 2019).
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The third difference between the two relates to the suggestion by Strauss about using
questions such as when, who, what and which. Glaser argues that doing this imposes
preconceived categories into data (Charmaz 2006). Rather, Glaser suggests a few

neutral questions like: What property or category does this incident indicate?”, “what

is this data a study of?

Fourth, the role of literature in the research process differs in the two strands.
Although there is consensus that the researcher needs background ideas about the
field, they disagree on the role literature should play (Heath and Cowley 2004). In
the Straussian strand, the researcher requires familiarity with literature relating to
the phenomenon under investigation as a basis for professional knowledge (Strauss
and Corbin, 1998). Similarly, Alammar et al. (2019) and Timonen et.al. (2018)
argues that literature provides guidance for the novice researcher. Conversely,
Glaser (1978) criticised the use of literature because it can bias the analyst when
interpreting data. Glaser (1978) argues that previous knowledge can direct the
researcher’'s focus. Thus, to be objective, Glaser (1978) recommends that the
researcher should suspend background knowledge about the phenomenon being
investigated (Timonen et al., 2018). Therefore, reality should be investigated and
analysed without preconceived notion (Glaser 1978). Literature should only be
explored after the theory has been developed (Timonen et al., 2018). Table 5.9
summarises the differences between the two strands.

Table 5.9: Summarises the main differences between Glaserian vs. Straussian
Approaches

Glaser & Strauss/ Glaser Strauss and Corbin

Researchers role | The researcher has no active | The researcher plays an
role in the research process. | active role and immersed
in data to guide
conceptualisation

Conceptualisation | Compares incidents rather Develops several concepts
process than developing several based on the occurrence

concepts. of phenomenon of interest.
Types of Use of neutral questions to Use of questions such as
questions guiding | discover relationships when, who, what and
research which to guides
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between incidents, property,
and categories.

development of concepts
and categories.

Data gathering

Interviews are not guided. It
follows preconceptions as
interviewees are thought to
be the experts who will
reveal the important issues.
Field notes, historical
documents, photos, news
articles and others can be
used to clarify concepts.

Interviews are
unstructured; observation
is also used to gather data.
The researcher interprets
data but can clarify with
participants.

Data analysis

Researcher continues to sort
memos until main concepts
becomes clear. Then the
theoretical connections
between concepts are
documented.

Researcher continues
analysis until data is
saturated

Use of Literature
and theory

The researcher is expected
to suspend background
knowledge about the
phenomenon being
investigated

Researcher requires
familiarity with extant
literature thus uses theory
to guide theory
development.

To conclude, this researcher chose the Straussian strand of GT to guide the
collection and analysis of data for the following reasons. First, this researcher lacked
enough previous knowledge about data collection in the context of the smartphone
and what critical factors could influence users’ privacy decisions. Therefore, the
Straussian approach fits such novice researcher, by allowing this research to begin
with exploring the literature in contrast to the Glaserian strand where the researcher
enters the domain directly through data collection and back to the literature at the

end of empirical data analysis.

Second, the ontology and epistemology underpinning the two strands are not
different, therefore, this researcher chose the Straussian strand because of the
robust methodological and analytical procedures (Heath and Cowley, 2004). The

analysis procedures make the Straussian strand more systematic than the Glaserian
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approach (Alammar et al., 2019; Urquhart et al., 2009). Accordingly, this researcher
actively deploys the following analytic procedures in the research.

5.6.1.4 Straussian GT procedures
The following section discusses the procedures that are applied within the Straussian
strand of GT. These are open and axial coding.

1.0pen coding:

According to Strauss and Corbin (1990, p.61) open coding is “the process of
breaking down, examining, comparing, conceptualising, and categorising data”.
Coding of data begins with the “conceptualisation process”. In this process of coding
as exemplified in chapter six, concepts are characterised by comparing incidents
(the empirical data that indicates the occurrence of a new concept or category),
sentences and paragraphs in the data. The researcher then labels or names the

phenomenon accurately (Corbin and Strauss 1990; Strauss and Corbin 1990).

In labelling concepts, questions such as: what is this? What does it represent? guides
the coding activity. Therefore, analysis in grounded theory is driven by “making of
comparisons” and “asking questions”. Hence, the literature refers to grounded theory
as the “the constant comparative method of analysis” (Glaser and Strauss 1967). In
addition, memo writing, where the researcher records thoughts, interpretations,
qguestions, and directions during the analysis which could lead to further data

collection is an important aspect (Strauss and Corbin 1998).

The next stage is “categorising”. In this stage the concepts that emerged are
compared with each other. Concepts that relate to the same phenomenon are
grouped together forming categories (Corbin and Strauss 1990; Strauss and Corbin
1990). This process is also guided by asking question such as: what are these
concepts about? Thus, making it easier to categorise. Furthermore, each category is
given a “name” that differentiates it from other categories. The researcher could form
the name, or a name could come from the literature or theory, or from the
respondents which is referred to as “in vivo” naming (names drawn verbatim from
respondents). Where the name comes from is not as important as the activity of

naming the categories (Strauss and Corbin 1990, 1998). Categorising of concepts
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reduces the number of units (Strauss and Corbin 1998). In addition, sub-categories
which relates to the main category are developed together. The linking of categories
with sub-categories is an important aspect of open coding. This is applied by
identifying similarities in properties and dimensions. Properties are the attributes or
characteristics that pertains to a category. Dimensions relate to the locations of
properties along a continuum (Strauss and Corbin 1990). In addition, the researcher
uses questions such as: how, where, and when to discover the properties of each

category that might also have sub-properties.
2.Axial coding:

Axial coding is defined as “a set of procedures for putting data back together in new
ways after open coding” (Corbin and Strauss, 1990, p. 96) To achieve this, the
researcher makes connections between categories and their sub-categories by
applying the paradigm model (a coding guide for making meaningful extraction from
data) that allows the analyst to think systematically about the data. The paradigm
model guides the researcher on a consistent path of inquiry from the causal
conditions to the consequences of the phenomenon (Corbin and Strauss 1990;
Strauss and Corbin 1990). Figure 5.1 illustrates the path of inquiry, leading from one

variable to another.

{A) Causal Conditions [— i (B) Phenomenon

(D) Intervening
(C) Context — > Conditions

(E) Actionsfinteraction - {F) Consequences

Figure 5.1: Paradigm Model in Axial Coding.

* Causal conditions: experience and happenings that bring about the

occurrence of a phenomenon.
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* Phenomenon: the happenings, situation, or experience or the set of actions
or interactions being managed.

* Context: the conditions under which the happenings/interactional strategies
are taken.

* Intervening conditions: the conditions impacting the happenings and
interaction strategies influencing the phenomenon.

* Action/Interaction: strategies for managing or responding to the
phenomenon under a specific set of conditions.

* Consequences: the resultant effects of actions and interactions

Axial coding develops data towards the last stage of coding, which is the selective
coding. According to Corbin and Strauss (1990, p.116) selective coding is “the
process of selecting the core category by systematically relating it to other
categories, validating those relationships, and filling in categories that need further

refinement and development”.

For example, this researcher identifies eleven unique concepts and two categories
in the open coding stage among high economic status respondents. During the axial
coding stage and by applying the paradigm model, one category emerged. This was
made possible by re-examining the two initial categories from which a more abstract
one that captures the whole story emerged (Strauss and Corbin 1990). The emerged
category is the core category, which is the central phenomenon. This technique is

applied to find the results presented in Chapter six.

Finally, implementing GT requires proficiency in the coding procedures (Strauss and
Corbin 1998). Figure 5.2 below shows the procedures that the Straussian strand of
GT recommends. Following this recommendation, the validation process which is
the last stage of GT is discussed in terms of how the current research applies the

process.

5.7 The Validation Process in Grounded Theory

The validation process of GT research points to the trustworthiness of the research
process (Strauss and Corbin 1990). Since GT approaches differs, the resultant
validation process of GT depends on the strand of GT a researcher adopts (Charmaz

2006). While the Straussian approach adopted in the current research has inherent
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validation process through its analytic techniqgues (See section 5.61.), other
researchers (Sikolia et al., 2013) argue that GT validation process should follow a

different process. However, the Straussian GT validation process applied in the

transferability, dependability, and confirmability of the research. Credibility is the
extent to which the data collected reflects the various aspects of the phenomenon.
Similarly, credibility is ensured in the current research through the process of
constant comparison (Strauss and Corbin 1990). In this process, the concepts
developed from the empirical data are continuously compared with the emerging
phenomenon and where gaps exist, other rounds of interviews are conducted until
the gaps are filled. This explains why the current research conducted 3 iterative
rounds of interviews ( See section 5.5.3.1). The process of iterative interview ensures
that empirical data accurately reflects the different realities of the phenomenon

because it allows this researcher to obtain clarification from respondents.

Dependability is another validation process applied in the current research. In doing
this, this researcher as a PhD student relied on the expertise of one of his supervisors
who is a qualitative researcher to validate and guide the research. Thus, ensuring
that the GT procedures are correctly followed.

Finally, confirmability in the validation process aims to make it possible for another
researcher to confirm the research findings when presented with the same data and
analytical technique. To enable confirmability, this researcher presented the
analysed verbatims in Chapter 6 and rich descriptions of participants, including the
coding process and how the theoretical propositions were developed ( See sections
6.1.1, 6.1.2 and 6.1.3). In addition, other theories have been used in Chapter 7 (see

section 7.6) to validate the research findings as recommended by Strauss (1998).
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Figure 5.2: The Grounded Theory process

Figure 5.2 illustrates the paths that researchers adopting the Straussian GT follow.
First, the research area to be investigated is determined and followed by literature
review to enhance theoretical sensitivity. Second, the research questions that
directs the investigation are constructed. Third, the field study is undertaken to
gather empirical data for the analytical process, and fourth the theory is integrated
to explain the phenomenon investigated based on the data. These techniques
have been discussed in section 5.6. One way that GT allows the collection of rich
empirical data is through the qualitative interview that is adopted in this research
(Turner, 2010). As previously mentioned, interviews provide in-depth information
about the experiences and perceptions of respondents on the phenomenon
studied (Dempsey et al., 2016; Turner, 2010). The researcher can use computer

software to support analysis of interview data. However, the software cannot
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replace the analytical skill of the researcher. The next section discusses the

importance of computer software in assisting data analysis.
5.8 Computer-Assisted Qualitative Data Analysis Software (CAQDAS)

Majority of qualitative researchers are faced with analysing large volume of data.
Therefore, Braun and Clarke (2013) and Woods et al. (2016) recommends the use

of Computer Assisted Qualitative Software (CAQDAS) in data analysis to save time.

Woods et al. (2016) identified three well-known CAQDAS and their distinguishing

features. These features partly influenced the choice of CAQDAS for this research.

e NVivo- Interface like Microsoft Outlook; advanced querying functions; and
powerful source data and coding organisation.

e MAXQDA- Interface is clean and intuitive; good use of colour for separating
project elements; and integrates qualitative analysis well with quantitative
analysis features.

e ATLAS ti- Advanced multimedia support; native PDF support with Google
earth embedded in it.

These CAQDAS facilitates data analysis process through their unique features by
increasing efficiency and enabling transparency of the process (Woods et al.,
2016). Furthermore, CAQDAS keep track of data and ongoing analysis as well as
supporting the accuracy of the process. The choice of CAQDAS amongst others,
depends on the kind of data a researcher is dealing with. For example, MAXQDA
will be a good choice for mixed-method research due to its ability to handle both

qualitative and quantitative data.

Another choice consideration is the cost of purchasing the software. Datatype and
cost influenced the choice of NVivol2 as a data analysis tool for this research.
This is because the researcher is dealing with text data which fits into NVivo. Also,
the research institution, De Montfort University (DMU) has a site licence for the
software that allows the researcher to use it at no cost. Moreover, NVivo has
“advanced querying functions and powerful source data and coding organisation”

(Woods et al., 2016). In other words, NVivo was chosen as a data analysis support
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tool due to its ability to deal with large volume of data, allowing the researcher to
channel time saved to the interpretation and creative dimensions of the work
(Woods et al., 2016).

5.8 Conclusion

This chapter has discussed three philosophical paradigms commonly used by
information systems researchers. These are, positivism, interpretivism and critical
research. Various research methodologies and the associated data collection tools
have been clarified in this chapter. The aim of this research which is to understand
the differences in perceived information sensitivity among smartphone users requires
the researcher to employ the interpretivist paradigm in the study. This is because
perception is socially constructed and can only be understood through the lens of the
paradigm that sees reality as a social construct (Dudovskiy, 2016; Oates, 2006).
Therefore, the grounded theory method that can gather this type of subjective data
is employed in the study. Regarding data collection tools, the semi-structured
interviews are used to collect data. Additionally, the chapter discussed the suitability
of the Straussian strand of GT as the appropriate option for the research and finally,
the chapter considered ethical issues bothering on the research to ensure the privacy
and confidentiality of research participants. The next chapter demonstrates how the
methodology described is implemented to obtain the results and findings of the

research.
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Chapter Six

6. Results and Findings

6.1 Introduction

This chapter presents the results and findings from analysis of the interview data
collected from smartphone users in the UK, using a grounded theory approach. The
analysis discusses how different categories of users perceive information based on
the influences of the three critical factors, which are: Users’ Economic Status,
Location Tracking and Apps Permission Requests. This analysis also incorporates
the varied responses from the privacy guardian (PG), privacy pragmatist (PP) and
the privacy unconcerned (PU) categories. There are a number of similarities across
categories, but perception of information sensitivity is significantly moderated by
users’ economic status. Perception of information sensitivity decreases with users’

economic status except among the PGs.

The chapter features five main sections, the first section 6.1 provides the
introduction which includes participant profiles, data analysis process and building
of the theoretical proposition. The second section 6.2 presents the results on
economic status from income groups in the three privacy categories. The third
section 6.3 discusses the concern surrounding location tracking from the three
privacy concern categories. The fourth section 6.4 focuses on the privacy concern
caused by app permission request among the privacy categories. Sections 6.2, 6.3
and 6.4 are further structured by themes from the theoretical framework. Concepts
that are influenced by the same theme are grouped together for further discussion

in chapter seven. The final section 6.5 provides the conclusion of the chapter.

6.1.1 Participants Description

The UK residents interviewed were 47 participants comprising PhD students (20),
academics (9), app developers (2), digital marketing practitioners (6) and self-
employed individuals (10). The participants included 16 female and 31 males.

Majority of them are young and older Millennials in the 25-39 age bracket and a few
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Gen X (45-54 age bracket), with only one Boomer (55 +). Participants came from
diverse ethnic backgrounds. Their nationalities include 7 Africans, 32 British, 4 Arabs
and 4 Polish. These participants reflect the ethnic diversity of the UK population and
majority have not explicitly suffered privacy breach before except 3 respondents.
They all have at least a university degree. Additionally, participants were chosen if

they satisfy the following conditions:

e Use a smartphone
e Earnincome

e Willing and able to participate

Explicit privacy knowledge was not a factor in choosing participants, instead
educational qualification replaced privacy knowledge. Additionally, Westin's privacy
concern classification was used to categorise participants into privacy guardians,
privacy pragmatist and privacy unconcerned and salary range was used to group
participants into economic status - high, middle, and low income. In qualitative
research, it is good practice to provide rich background information about
participants in order to enable readers determine how to generalise the research
findings (Creswell, 2003; Orlikowski and Baroudi, 1991). Therefore, the background
questions prepared for participants are presented before the analysis (see table 6.1

below).
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Table 6.1:Background questions prepared for interview participants

Gender 1 Male 4 Female

Experience with online privacy violations?

e | have experienced privacy violation
before

e« Someone close to me has experienced
privacy violation before

e | have not experienced privacy violation
before

Others, please specify

Is your mobile phone a smartphone? Yes/No

For the purpose of this study, economic status
has been grouped into disposable-income
groups. Which group will you say you belong to?

Q Upper (Above £25,001.00)
O Middle (£25,00.00- £12,501.00)
Q Low (£12,500.00 or less)
o

Don’t earn income

What is the last grade in school you completed?
a “Not a High School grad”

a “High School grad”

a “College (Trade or Business)”

a “University Grad and beyond”

Questions Desired Information
Age Range (25-44) _ (45-54) (50+) To determine
Ethnicity demography

To determine
experience of data
breach

To determine they
have a smartphone

To determine their
economic status

To determine literacy
level
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6.1.2 The Coding Process

The interview attempts to identify the level of privacy concern that underpin
participants’ desire to protect economic status, location information and concerns
arising from app permission requests. Therefore, concerns expressed or inferred by
respondents were coded and labelled as concepts. In line with Interpretive studies,
the meanings that participants assign to concepts determined which theoretical
theme is relevant to each section (Orlikowski and Baroudi, 1991). Interpretivist
studies are not premised on a fixed relationship between theory and data like
positivist studies. This explains why the theoretical themes will not be applied
uniformly across the sections. In guiding the analysis, the theoretical themes help
“to understand the intersubjective meanings embedded in social life . . . [in order] to
explain why people act the way they do” (Gibbons, 1987, p. 3). Figure 6.1 illustrates
the framing of the analysis by showing that privacy concern reveals information
sensitivity which in turn influences the nature of privacy mitigation (G. Bansal et al.,
2016; H. J. Smith et al., 2011; Smith et al., 1996).

Information Privacy

Privacy concern sensitivity mitigation

Figure 6.1. Framing of the inquiry and relationship between concepts
6.1.3 Building of the Theoretical Proposition

The research was conducted by following the guidelines of the Straussian strand of
grounded theory as described in chapter five specifically subsection 5.7.1. Following
the theoretical sampling method, two more interviews were conducted after the first
to gradually saturate the data. Figure 6.2 exemplifies the iterative process of GT and
how successive interviews produced concepts from high income participants. It
illustrates data saturation by showing how concepts emerging from the successive
interviews were reoccurring. The same process was followed for all the other factors.
Gaps in the data were filled by successive interviews. This process allowed the
emerging propositions to be verified retrospectively with participants which serve to

assess the robustness.
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Figure 6.2: lllustrates the iterative process of GT leading to data saturation

6.2 The Influence of Economic Status from the High-Income Group

This section applies the overall coding process of the research, particularly it
investigates the influence of high economic status on users’ sensitivity to information.
The expressed and inferred concerns relating to the protection of economic status
and financial information are the types of concepts coded in this section. Two
categories have emerged. They are concern for identity and concern for safety of
finances. The subcategories are the different dimensions across the distinct income
groups. The distinct influences of economic status are revealed by examining the
dimensional differences in the concepts across the 3 privacy categories (privacy
guardians, privacy pragmatist and privacy unconcerned). For example, concern for
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safety of finances is a concern to all the privacy concern categories. However,
differences in high or low respondents perceive sensitive information across the 3
privacy concern categories are compared. By comparing the concepts, it was
possible to unearth nuanced differences across the concepts and categories. One
category of respondents may perceive “concern for safety of finances” as highly
sensitive and another perceived it as less sensitive. Table 6.2 below presents the

main points of the coding in this section.

Table 6.2: Summarises how varying privacy categories perceive information
differently in this section.

Factor Open and Axial coding Induction
Category Subcategory (Selective
(Types of (Dimensions across PG, | coding)
concern) PP and PU)

Users HI-PG: Perceive identity Implications

Economic information as highly of perceiving

Status sensitive information

from High : — . as highly or

Income HI-PP: Perceive identity less sensitive

information as highly
sensitive (except
moderated by benefits)

Group

Concern for

identity HI-PU: Perceive identity

information as highly
sensitive (except
moderated by lack of
agency)

HI-PG: Perceive financial
information as highly

Concern for safety sensitive

of finances

HI-PP: Perceive financial
information as highly
sensitive

HI-PU: Perceive financial
information as highly
sensitive (except
moderated by benefits)
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6.2.1. The Impact of Incomplete Information and Cognitive Limitation

One of the main concerns when using the smartphone is with apps capturing
purchases that most respondents across the 3 privacy categories fear will enable
companies to profile them. These sets of concerns represent the impact of
incomplete information and cognitive limitation as respondents do not have full
information about how the collected information will be used. The concepts relating
to profiling emerged when this researcher asked: “Do you have privacy concerns
when you use your smartphone online?” This respondent replied:

“One of my worries is with apps collecting information on things |

buy and knowing where | buy them from. | am concerned because

they are able to monitor what | buy and could easily create a
profile of my income and other things”. HI-PG 01

Also, another HI-PG 02 said: “/ don’t use store apps to collect points from purchases
| think it's a way of collecting my information and guessing into my finances”. This
phenomenon was confirmed again when another HI-PG 03 said: “If they know your
financial worth, they will flood you with targeted advertisements. | am not comfortable
with this”.

The concern for status profiling is strong among high-income privacy guardians.
This concept emphasised the importance such individuals place on preserving their

relative social or professional position from being a public knowledge.

The concern for status profiling was also found among the HI-PP. This emerged when
this respondent said:

“When businesses or those who collect our data can build a true

profile of the person, they have succeeded in putting us into a

market segment. This is a concern to me if its exact and exploits
me or discriminates against me”. HI-PP 08

In addition, this concern was revealed when another HI-PP 09 said: “I am slightly
concerned with giving out descriptive information about myself”. On the other hand,
other HI-PP revealed contrasting views. This came out when this HI-PP 11 said: “my
smartphone can tell lot about me, however the benefit to me is more, so | don'’t bother

much about things like being profiled”.
From these example statements, the concern for status profiling also exists among
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some high-income privacy pragmatists, but the benefits of using the smartphone
seem to moderate the effect in some cases. Therefore, this concern is not strong
among the HI-PP like among the HI-PG group.

High-income privacy unconcerned (HI-PU) also perceive status profiling as a privacy
concern due to lack of agency. For example, this respondent gave some reasons for

this concern:

“Information about my status allows data collectors to predict who
| am. Such classification can affect my transactions negatively
through price discrimination. But | don’t worry so much about
privacy because there is not much, | can do about it”. HI-PU 17

Another respondent made connections between status profiling and identity theft.
“When your status is known, and it is of interest to them [data collectors], your
information becomes a target for marketing or fraud. One’s complete identity
becomes the next target.” HI-PU 18. From this respondent’s discourse, it is shown

that status profiling is perceived by HI-PU as a step towards identity theft.

The concern for security of identity has been revealed among the 3 privacy
categories of high-income smartphone users. This emerged when the researcher
asked: “what has been your experience with an improper invasion of privacy through

your smartphone phone?”. This respondent replied:

“I have been so lucky that | haven't had people hack my phone
but my main concern in this regard is how | can use the
smartphone and not have to worry about my identity been
hacked because | am aware the phone knows so much about
me”. HI-PG 04

Furthermore, the following respondents said: “keeping my identity safe is my greatest
worry”. HI-PG 05

“Identity theft still remains one of my main concern with using he
smartphone. The phone carries a lot about me, and it is my wallet
also. It is scary to think of this. If my phone is hacked, they can
almost get everything about me, so that’s my main worry.” HI-PG
07

In addition, high-income privacy pragmatist (HI-PP) are concerned about security of
identity, but it is moderated by benefits. As an example, these respondents said:
“I have privacy concerns when | use my smartphone online. |

am sure that people are gathering personal information of mine
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and using it for reasons that | do not understand. But I think it’s
a give and take situation”. HI-PP 09

“Identity and behaviour are the key information at risk. Although
I am concerned about that, | do not think there is a lot | can do
about it. [...] so, I will disclose if necessary”. HI-PP 10

The phrase: “...1 am sure that people are gathering personal information of mine and
using it for reasons that | don't understand...” clearly shows the impact of incomplete
information and/or cognitive limitation to understand privacy notice that provides the

information about how personal information collected will be used.

Similarly, HI-PU worry about the security of identity. For example, this emerged
clearly when this respondent said: “when | am using my phone on the internet, | am
scared that somebody can access my profile and also see what | am writing or saying
and get to know my identity.” HI-PU 19

Other HI-PU feel there is nothing they can do to protect their identity due to invasive
technologies, suggesting the lack of agency. This was clear when one respondent
said:

“l have concern, but | don't overly think about it, | tend to think
that there is not much | can do about it, technologies have
made this so easy, so | don't want to be worried all the time”.
HI-PU20

These concepts concern for profiling, concern for identity and a lack of agency
emphasised the importance of either protecting or the inability to protect user-identity
in the minds of high-income smartphone users across the 3 privacy categories. The
varying level of concerns across the different participants indicate how economic
status may be a factor shaping the perception regarding identifying information.
These emerged concepts are useful and provides the basis for another round of
interviews that seeks to unearth how respondents connect these privacy concerns

with their economic status.

The emerged concepts are grouped under the concern for identity category. HI-PG,
HI-PP and HI-PU participants share similarity in perceiving identity information as
highly sensitive except in some cases - some HI-PP are influenced by benefits,

whereas HI-PU are affected by lack of agency.
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6.2.2 Creation of Privacy Zone among High-Income Groups

Privacy zone is defined as the mechanism of building selective boundaries of control
that enables individuals to decide which information should stay private (see section
4.4.3). The group of concepts that shows how respondents discriminate between
types of information by creating distinctive sensitivity towards specific information
suggests the creation of privacy zone. These types of phenomena were revealed
among the high-income respondents by continuing the analysis process and using a
constant comparative method. This includes the concern for safety of finances.
This emerged when the researcher asked: “what kinds of information in your
smartphone or that may be accessed through it are particularly sensitive to you?”.
They replied:

“Financial information. For example, it is much easier to access

through your phone because it has become a wallet. If someone

gets a hold of my credit card through my phone, then that's a
financial risk”. HI-PG 02

This concept emerged again among the HI-PG when they said: “my smartphone
could easily be my identifier; | don’t want this connected in any way to my monetary

transactions”. HI-PG 07.

Also, most HI-PP are of the view that: “most hacking target personal details to access
people’s finances, so this possibility bothers me a lot” HI-PP 15. Another respondent
confirms that: “my financial transactions are the riskiest information even though | buy
things through my smartphone, | am very concerned” HI-PP 13. Additionally, HI-PU
respondents mentioned the safety of finances as a concern with transacting through
the smartphone. HI-PU 21 said: “although | don’t bother much about online privacy, |
am bothered about my card details being stolen”. To confirm that this was not an

isolated view, another respondent said:

“Privacy concerns are here to stay with us. So, to keep
worrying over it, is to be too concerned because technologies
and businesses have taken over our privacy. The one thing |
bother a bit about is my financial information and how to
secure them.” HI-PU 22

These excerpts describe what high income respondents perceive will be affected if
their data is stolen or wrongly used. They are grouped under the concept label

concern for safety of finances. This was the label the researcher chose to describe
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the information. In addition, the perceived worth of a company influences high-
income users’ willingness to disclose their personal information for fear of financial
scam. This concept emerged emphatically among HI-PG when asked if it would be
risky to give personal information through your smartphone? they said, “Yes, I feel it’s
a lot riskier with merchants who are not strong financially. Reputation is also an issue,
so, | prefer to deal with famous apps owned by financially strong businesses”. HI-PG

05. Furthermore, “I feel they are safer as they have a name to protect” HI-PG 06.

High-income privacy pragmatist (HI-PP) also feel that the reputation or perceived

worth of an app publisher is a key factor affecting disclosure. HI-PP 12 said:

“‘when making payment online using my smartphone, | always
prefer PayPal because it is big organisation. So, for me,
whatever happens to the money, | will get it back.” HI-PP 14

Confirming this point of view, another HI-PP16 adds that: “I trust big corporations with
my personal information more than those nameless ones who have nothing much to

lose in terms of public image”.

The concept of perceived worth was de-emphasised among HI-PU when they said:
“The value or benefit that | receive by using the app is the main consideration for me.
But | think the general app market can be quite risky because you never know which
app can leak your data”HI-PU 22. In addition, a related concept which the researcher

named popularity emerged:

“The willingness to use certain apps by giving your financial
information depends on its popularity and how much they have
been dependable over time and the level of complaints people
have made about it. So, | check reviews before | do anything
like buying from an app.” HI-PU 20

These concepts: concern for safety of finances, perceived worth and popularity
(among HI-PU) have been grouped under the concern for safety of finances category
because they share similarity in properties and dimensions. Like the concern for
identity factors, HI-PG, HI-PP and HI-PU participants perceive this category as highly

sensitive except in some cases - some HI-PU concerns are influenced by rewards.

These emergent concepts from the high-income smartphone users; status profiling,
concern for security of identity, lack of agency, concern for safety of finance,

perceived worth and popularity, have been compared with each other by asking
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questions such as: What is this? What does it represent? The questions guided the
categorisation of the concepts into two groups: status profiling and concern for
security of identity and lack of agency are grouped under the concern for identity
category and concern for safety of finance, perceived worth and popularity are
grouped under the concern for safety of finances category based on similarities in
properties and dimensions. From the first interview, the researcher obtained these
first categories that guided further data collection process by applying theoretical
sampling and constant comparison methods. From the second and third rounds of
interviews, other concepts have been revealed. Awareness in the minds of high-
income users is another concept. This concept emerged when the researcher asked:
“‘How do you relate your income status to your concern for personal information that

may be accessed through your smartphone?” This respondent replied:

“l am aware that | have a lot at stake financially and so | must
remain safe online especially through my smartphone.
Because my phone’s unique ID and other information can
identify me. Then the fact that | don't feel like my phone is very
secure is the reason | try to avoid having sensitive information
on my phone.” HI-PG 02.

Apart from the HI-PG, this concept emerged also from the HI-PP respondents’

speech. For example, “.... | have concerns about giving my details because of what
they can do with it...”. In applying the constant comparison technique, this researcher
compared the concept of awareness with the concepts of concern for status
profiling and concern for identity that emerged from the first interviews. The
comparison reveals that high-income respondents have an awareness of the
financial worth of their personal information. Therefore, a high level of privacy concern
is attached to it. Additionally, “Security issues constitute another problem for
smartphone users.” Furthermore, some people had unpleasant experiences that
affected trust in mobile apps. This awareness made them to create privacy zone
around financial information and were cautious with sharing personal information with
genuine requests. They said “I heard news regarding people’s accounts accessed
and moneys stolen. So, obviously this affects the confidence to disclose personal

information.” HI-PP12

Similarly, awareness about real and perceived data breaches is a hinderance for
engaging with mobile apps among the HI-PU. This was revealed when they said ‘I

got experienced. | became aware that the app is not secure, so | avoided it.” And
131



says in a different place: “I prefer buying from eBay using my phone, because |
usually receive discount offers, making it cheaper online than buying directly from
the shops.” HI-PU 17.

These concepts emphasise the importance of awareness in the minds of high-income
smartphone users about financial information. The concept is grouped under the
concern for safety of finances category as the perception of awareness in this context

relates to potential monetary loss if a user suffers privacy breach.
6.2.3 Influence of Time Constraints among High Income Group

Confidence and trust are products of adequate processing of relevant information
(Dinev and Hart, 2006; Xu et al., 2011b). When respondents say they lack confidence,
it suggests the of lack adequate time to process relevant information. Therefore, this
type of phenomenon is attributed to constraints of time. The concept of confidence
was uncovered from different respondents across the HI-PG and HI-PP privacy

categories. This was clear when this HI-PG said:

“The main issue is time to read the privacy notices. Not knowing
the disclosure terms cause the fear of using the smartphone to
buy anything because it has a vast amount of my personal
information that can give away a lot of things that have
economic value to me. | really need more confidence to use it”
HI-PG 06

The phrase: “...The main issue is time to read the privacy notices...” raises the issue
of finite amount of time. Suggesting that without this limitation, information seeking
response should take place. This shows that high information sensitivity could lead
to information seeking response. Conversely, HI-PP respondents said “...when
people do not have the time to read this long notice and obviously, they are not
confident to disclose personal information.” HI-PP 12 And “/ am not really confident
using these apps; | really don’t know what information of mine they are taking but |
still need to use the apps anyway.” HI-PP 14. This highlights the necessity of putting
a strategy in place that will reassure pragmatist users of privacy through short notices.
Since “need for confidence” shares similarity with “awareness”in its properties and

dimensions, they are grouped in the same concern for safety of finances category.

This researcher categorised all the concepts that share properties into one category.

These categories are concern for identity category and concern for safety of finances
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category. The concern for identity category has the role of identity-protection concept.
This phenomenon has a considerable influence on individuals’ decision to provide

their personal information through the smartphone and to engage with apps.

Concern for identity factors raise the perceived sensitivity for identifying information
that reveals economic status, whereas concern for safety of finances raises users’
perceived sensitivity for financial information. This is because financial information
signposts a user's economic status. However, the phenomena differ from one privacy
concern category to another. The HI-PG category think that identity can be easily
stolen and are overly sensitive and suspicious about it. Therefore, HI-PG perceive
identity information as highly sensitive. Likewise, HI-PP participants perceive identity
information as highly sensitive except when their sensitivity is influenced by benefits.
Under such influence, HI-PP could trade identity information for perceived benefits
unlike the HI-PG. Additionally, HI-PU participants perceive identity information as

highly sensitive except when influenced by lack of agency.

The concern for safety of finances category includes the concerns of individuals about
the potential misuse of personal information to fraudulently access their money. HI-
PG like the HI-PP participants perceive financial information as highly sensitive.
However, HI-PU also perceive financial information as highly sensitive except when
sensitivity is influenced by benefits such as rewards. To illustrate the differences and
similarities in the cause/consequence paths leading to the differences in perceived
information sensitivity among the different categories of users, table 6.3 below present
the concepts from the open coding stage among the high-income respondents.

Table 6.3: Emerged concepts from the open coding stage from the HI-income
perspective.

HI-PG HI-PP HI-PU

Status profiling

Status profiling

Status profiling

Security of identity

Security of identity

Security of identity

Concern for safety of

Concern for safety of

Concern for safety of

finances finances finances
Awareness Awareness Awareness
Confidence Reputation Popularity
Perceived worth Benefits Lack of agency
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The next stages of analysis are the axial and selective coding to discover the core
category that encompasses the identified categories. To do this, the researcher put
back data together to make connections between categories in the axial coding
process. This happens through a paradigm model which is a coding guide — see 5.3
and figure 5.1 — that makes the analysis process stronger. From the open coding
stage, two categories emerged: the concern for identity factors and concern for safety

of finances categories.

The two categories which are concern for identity and concern for safety of finances
categories have similarities which led the researcher to apply the paradigm model to
connect them together. For example, let us review what has been said by some
respondents about concern for identity category that influences the perception of
information sensitivity. This respondent said, privacy is one of the main concerns of
users when using the smartphone online: “I am concerned because they are able to
monitor what | buy and could easily create a profile of my income and other things
HI-PG 017, which suggests that privacy and security of identity constitutes
problematic issues for high-income smartphone users. Table 6.4 below illustrates the
nodes/themes developed through the open/axial/selective analytic procedure.

Table 6.4: The nodes/themes developed through the open/axial/selective analytic
process from HI respondents

Open codes/nodes

Axial codes/nodes

Selective
code/node

Status profiling:

“l am concerned because
they are able to monitor what
| buy and could easily create

a profile of my income and

other things.”
Security of identity:
‘keeping my identity safe is
my greatest worry”
Lack of agency:

“l have concern, but | don't
overly think about it, | tend to
think that there is not much |

can do about it...”

HI concern for identity
factors category

Concern for safety of
finances:
“Financial information. For
example, it is much easier to
access through your phone

HI concern for safety of
finances factors
category

HI privacy concern
for safety of
finances and

identifying
information
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because it has become a
wallet”
Perceived worth:

“I prefer to deal with famous
apps owned by financially
strong businesses.”
Popularity:

»  “The willingness to use
certain apps by giving your
financial information depends
on its popularity and how
much they have been
dependable over time...”
Confidence:

“l am not really confident
using these apps; | really
don’t know what information
of mine they are taking...”
“...when people’s do not have
the time to read this long
notice obviously, they are not
confident to disclose personal
information
Reputation:

» “...I feel they are safer as
they have a name to protect.”
Awareness:

“.... ' have concerns about
giving my details because of
what they can do with it...”
Benefits:

. | really don’t know what
information of mine they are
taking but I still need to use the
apps anyway”.

“

Through applying the paradigm model, the researcher can induce that the central
theme in this situation is privacy concern. This results in the concern for safety of
finances. The respondent says that “Financial information, for example, is much
easier to access through the smartphone. So, | personally try to avoid some apps
before someone gets a hold of my credit card through my phone”. The respondent
adds that the extent of awareness is another trigger of privacy concern because
being aware of data breach creates the perception of data-insecurity. This emerged
when they said: “/ am aware that | have a lot at stake financially and so | must remain

safe online especially through my smartphone. Because my phone’s unique ID and
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other information can identify me...” Therefore, concern for safety of finances
category connects to concern for identity factors’ category. Consequently, the core
category is - concern for safety of finances and concern for identity factors, resulting
in perceiving information as highly sensitive among high-income participants. The

next subsection will continue the analysis among the middle-income users.

6.3 The Influence of Economic Status from the Middle-Income Group

The earlier section discussed the implementation of grounded theory within the high-
income smartphone users across the 3-privacy concern categories. This section
discusses the results from the middle-income respondents. The coding process
described in subsection 6.2.1 is followed among the middle-income (MI) group. Table

6.5 below shows the main points from the coding in this section.

MI-PU: Perceive
identity information
as less sensitive

Concern for safety
of finances

MI-PG: Perceive
financial information
with higher
sensitivity

MI-PP: Perceive
financial
information as
highly sensitive
(fabricates
information)

Factor Open and Axial coding Induction
Category Subcategory (Selective
(Types of (Dimensions coding)
concern) across PG, PP and
PU)
Users MI-PG: Perceive Implications of
Economic Concem for |denfuty mformgt.lon perceiving
f?;a:;us identity as highly sensitive iqformation as
Middle MI-PP: Perceive highly or less
Income identity information | Sensitive
Group as highly sensitive. | (discussed in

chapter seven and
eight)
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MI-PU: Perceive
financial information
as less sensitive
(influenced by
benefits)

Incentives MI-PU: Perceive
information as less
sensitive

(Uses experience to
receive benefits)

6.3.1 Creation of Privacy Zone among Middle Income Group

The concepts in this subsection shows how participants create privacy zones by
discriminating between types of apps and personal information. These concepts were
revealed when the researcher asked all respondents this question: “Do you have

privacy concerns when you use your smartphone online?” one MI-PG replied:

“Initially, | had great concern about giving my details to even
some useful apps but when | regularly started using lots of apps,
especially the more popular ones, | got the experience with how
not to give my real details. | became aware also if the apps were
secure or not by using some tools like ZAP [Zscaler
Application Profiler]. So, before | completed a transaction, |
would check if the app is secure or not and recently, | installed
an app | had not seen before, but | checked that it was a bit
secure not to leak my device or financial information to 3™
parties.” MI-PG 23

”

The careful examination of the above text revealed several concepts. “Experience
in using the device is an important influencer of the perception of information
sensitivity. This concept was revealed when the respondent said: “... | got the
experience with how not to give my real details” thus suggesting that users who
perceive information as highly sensitive are likely to mitigate privacy risk through
information fabrication. In addition, the perceived worth of a company influences
middle-income users’ perception of information sensitivity because of the concern for
financial fraud. Like HI-PG, this concept emerged among MI-PG when asked if it
would be risky to give personal information through your smartphone? they said, “It
is safer to deal with financially strong business because | feel they have better

information security systems” MI-PG 24 and, “bigger companies come under more

137



regulatory scrutiny about data handling, so | feel they are comparatively more
secured” MI-PG 28.

Other concepts were revealed from respondents’ speech. These concepts show the
concerns that middle-income privacy guardians have towards their privacy, when they
said, “...but I checked that it was a bit secure not to leak my device or financial
information to 3" parties.” and added “...| became aware if the app was secure or
not by using some tools like ZAP...”, MI-PG 23, suggesting a higher concern for safety
of finances. Some MI-PG respondents’ data were stolen before as they said: “my
details were stolen, and some money was taken from my card which was saved in
the smartphone” MI-PG 25, so they are not confident with buying through the
smartphone. However, product offer and discounts are attractive incentives to the Ml-
PG. They said: “experience is important because | don’t always give truthful
information” MI-PG 27. And another said: “I prefer buying online which | do more
often with my smartphone because its handy and some apps have cheap offers”

MI-PG 26. Therefore, incentives as a concept emerged from this statement.

Similarly, the concept of experience was uncovered among MI-PP respondents which
affects their judgement. This came out when they said: “I use my phone regularly and
| can say | have valuable experience to judge when to disclose personal information.
One will have to disclose this information at some point if we must use the
smartphone” MI-PP 29. Also, MI-PP 31 adds that lack of experience with the
smartphone and apps settings is another problem because users should know how
to block or allow collection of personal information by apps. This emerged when they

said,

“this is important because the user who does not know the kind of
app, he is going to deal with can lose vital information. | think
familiarity with the device and apps should guide the user. For me, it
depends on what | want to do with the apps” MI-PP 31.

A set of strategies could be set in place to support this issue, by emphasising the
importance of experience in the minds of users and enabling them to protect their
information through the device and apps settings. Otherwise, data collectors could
take users’ personal information without giving anything in return. However, they said
based on experience, “some apps are trustworthy, and users are re-assured about

their information privacy. This provides comfort to disclose relevant information” MI-
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PP 23. Conversely, experience is not used to protect personal information among the
MI-PU. They said, “I have experience with my phone and apps settings, but | don’t
bother about blocking the background operations of apps.” MI-PU 32 Another said:
‘I use lots of apps for their convenience and benefits such as buying through my
smartphone” MI-PU 34.

Additionally, stereotyping about apps emerged when they said: “there are apps you
should trust and some that you should not because they just look fraudulent” MI-PU
33. Among the MI-PU, use experience to create stereotypes. Therefore, stereotyping
replaces experience as information protecting concept. From continuing the analysis
process as explained in chapter five, several concepts have emerged from the
respondents’ discourse, namely: experience, perceived worth, awareness,
stereotyping, higher concern for safety of finances, benefits, and lack of

experience.

The phenomena differ from one privacy concern category to another. For example,
MI-PG use experience to protect personal information because they perceive
information as highly sensitive. Conversely, MI-PP and MI-PU use experience to
receive benefits, because they perceive information as less sensitive compared to
MI-PG. Also, some MI-PU use stereotyping to judge apps instead of experience. To
illustrate these differences, table 6.6 below present emerged concepts from the open
coding stage among the middle-income respondents.

Table 6.6. Emerged concepts from the open coding stage from the MI-income
perspective

MI-PG MI-PP MI-PU
Experience Experience Stereotyping
Perceived worth Lack of experience Benefits
Awareness

High concern for safety of
finances

In the next stage of axial coding, this researcher categorises all the concepts that
have similar properties into one category. These categories are concern for identity
and concern for safety of finances. Concern for identity factors support the protection
of identifying information that could reveal users’ economic status, whereas concern
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for safety of finances show how users directly protect financial information. Financial

information signposts a user's economic status.

The concern for identity factors category covers the role of experience,
stereotyping, and lack of experience and the concern for safety of finances
category encompasses the concepts of higher concern for safety of finances,
Perceived worth and awareness. Another category, incentives which shows how
benefits influences the other categories was uncovered. This phenomenon influences
people to withhold or disclose personal information through the smartphone. Some
users are more aware of potential risks that restrains truthful disclosure whereas
others are inclined to the benefits of disclosure that makes their life easier. Table 6.7
below summarises the emerged codes and categories from the open, axial, and

selective coding analytic procedure among the MI respondents.

Table 6.7: The nodes/themes developed through the open/axial/selective analytic
process from MI respondents.

Open codes/nodes Axial codes/nodes Selective
code/node
Experience: MI concern for identity Higher concern for
“‘when | reqularly started factors category safety of financial
using_lots of apps, information and
especially the more concern for identity
popular ones, | got the factors are
experience with how not to moderated by
give my real details.” benefits of using the

“...I can say | have
valuable experience which
| use to judge when to
disclose personal
information”
Stereotyping:
“there are apps you should
trust and some that you
should not because they
just look fraudulent”
Lack of experience:

” the user who does not
know the kind of app he is
going to deal with can lose
vital information”

device.
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Higher concern for
safety of finances:
“sometimes the risk
involved in disclosing
personal information may
be negligible, as long as
my identity and other
valuable is not stolen”
“Can we really protect our
personal information? |
strongly doubt it. When
big organisations fail to do
so?”
Awareness:
‘my identity is very
important to me, if my
transaction is  known
without knowing who is
behind, | am comfortable”
“my identity is important,
but the risk is
overexaggerated”
Perceived worth:

“It is safer to deal with
financially strong business”
‘bigger companies come
under more regulatory
scrutiny about data
handling”

MI concern for safety of
finances factors
category

Benefits:

“l look out for any benefit
in the request such
discounts and rewards that
gives me money
somehow”.

“I have bought products
that | realized | didn’t”

Incentives

The next stages of analyses are the axial and selective coding to discover the core
category that include all the other categories found. From validating and filling the
gaps between categories to find an all-encompassing category, the emerged
category from the axial coding stage are middle-income-users’ privacy concerns
for identity factors category, safety of finances factors category, and
incentives. In the selective coding process, the core category that emerged is -

higher concern for safety of financial information and concern for identity factors are
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moderated by benefits of using the device. The next subsection will continue the

analysis among the low-income users.

6.4 The Influence of Economic Status from the Low-Income Group

The earlier sub-sections 6.2.1 and 6.2.2 discussed the implementation of grounded
theory within the high- and middle-income participants across the 3-privacy concern
categories. This sub-section implements the GT procedures within low-income (LI)
group across their 3 privacy categories. This helps to discover the concepts that
reveals the influence of low-income status on how distinct participants perceive

information. Table 6.8 shows the coding process and previews emerged concepts.

Table 6.8 showing the coding process and previews emerged concepts.

Factor Open and Axial coding Induction
(Selective
Category Subcategory coding)
(Types of (Dimensions across
concern) PG, PP and PU)
Users LI-PG: Perceive Implications of
Economic identity information perceiving
Status as highly sensitive information as
from Low | Low concern for_ LI-PP: Perceive highly or less
Income security of identity identity information sensitive
Group category as less sensitive (discussed in
(moderated by chapter seven)
benefits)

LI-PU: Perceive
identity information
as less sensitive
(moderated by lack
of agency)

LI-PG: Perceive
financial information
as less sensitive

Low perception of

financial ‘
risk category LI-PP: Perceive

financial information
as highly sensitive
(fabricates
information)

LI-PU: Perceive
financial information
as less sensitive
(lack of agency)
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Like high-income and middle-income respondents, low-income respondents
expressed concern about apps (store reward cards/apps) capturing purchases which
could profile them, as profiling may lead to price discrimination and identity theft.
This was explicit when the researcher asked: “Do you have privacy concerns when

you use your smartphone online?” this respondent replied:

“l am concerned about the recording of the things | buy. This
gives away my spending pattern and obviously my income
status. This information could be linked to other data to infer
my identity”. LI-PG 37

6.4.1 The impact of incomplete information and cognitive limitation

The underlying reasons for the type of concerns raised by LI-PG 37 above reflects
the impact of incomplete information and cognitive limitation. This results from not
having complete information and/or understanding of how the collected information

will be used. Furthermore, LI-PG 38 said:

“I am concerned about collecting store or reward points as this
creates my purchase profile which can be used to guess my
identity when they combine it with other information such as my
name and phone number used to create the account”. LI-PG
38

This phenomenon was confirmed when another LI-PG 41 said: “the type of things that
| purchase, and the frequency of purchases could reveal my financial worth. | am not
comfortable about this”. The concern for status profiling is equally strong among LI-
PG. These concepts emphasised the importance LI-PG participants place on
preserving identity, relative social and financial status from being exploited for

marketing.

The concern for status profiling was also found among the LI-PP. However, the
concern seems to be moderated by perceived benefit. This emerged when the
respondent said:

“l use store cards and apps. Although | am concerned that my

expenditures and preferences are recorded, the extra

bonuses | receive makes up for me. / don’t have anything to
hide.” LI-PP 42

Similarly, another LI-PP 44 said: “I am not too concerned with giving my information

in shopping reward apps like Nectar [a store reward app] which | use”. And “I could
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receive discounts up to 20% so, in such instance, | will give my details. They usually
ask for name, email, and phone number.” LI-PP 43. Furthermore, these respondents
said: “most people provide their information because they think nothing will happen
to their profile and identity or that we most times do not really bother about what we
cannot control” LI-PU45 and “I don’t think my personal information is worth much to
them” LI-PU 47.

Another phenomenon, weak concern for security of identity which shares
similarity with status profiling has been uncovered by these respondents’ discourse.
From these discourses, low-income participants perceive as less sensitive the

information that enables status profiling.

Other low-income respondents confirmed that concern for security of identity has
weak effect across all low-income groups. For example, when the researcher asked
what is the information that is most sensitive to them and that may be collected
through the smartphone? This LI-PG 35 said: “It is my card details. Next to it is my
identity. However, | use my identity details to receive discount when | have to”. In
addition, the weak concern for security of identity was clear when they said:
“Sometimes the risk involved in disclosing personal information may be negligible” LI-

PP 43. Also, “can we really protect our personal information?” LI-PP 44.

The above concepts revealed how different low-income participants perceive
information regarding security of identity. The concepts also reflect how incomplete
information and cognitive limitation allow some respondents to perceive information
as less sensitive compared to respondents in higher income groups. For example,
they said: “most people provide their information because they think nothing will

happen to their profile and identity...” LI-PU45.

The various concepts are grouped under the low concern for security of identity
category. In continuing the analysis, some respondents say they are unable to protect
personal information. They said: “can we really protect our personal information when
big organisations fail to do so?” LI-PU 44. From this respondent’s discourse, it is
revealed that status profiling and identifying information are perceived by LI-PU

respondents as unprotectable due to lack of agency.

Other phenomena have been uncovered among the low-income groups when they

answered the question: “would it be risky to give personal information through your
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smartphone? Two phenomena emerged: low concern for safety of financial
information and low value for personal information which were grouped under the
low perception of financial risk category because they share similarities in its
properties and dimensions. Both phenomena were clear when LI-PG 37 said: “there
is not much they can get from me, so | don’t bother much about financial information”.
The same phenomena cut across LI-PP and LI-PU. This was explicit when this

respondent said:

“There are always risk with everything we do in life, so it’s not
different when | have to use my financial information for
transactions through the smartphone. We just have to live
with the risk” LI-PP 43

And when they said:

‘one cannot refuse disclosure of financial information all the
time and be able to purchase, so we must take the risk and
expect nothing will go wrong” LI-PU 44.

From these statements, the reason for the lower concern for financial risk is the
feeling of lack of agency about the protection of financial information: “we just have
to live with the risk” LI-PP 43. However, a first-hand experience of financial data
breach results in high concern for financial information. This came out clearly when
this respondent said: “...I mind what | do with my card details on the device as my
card details were stolen before”. The respondent further explained that: “/ am now
very protective of my financial information” LI-PP 42. This type of perception stands
out from the rest LI-PP respondents.

These emergent phenomena, concern for status profiling, weak concern for security
of identity, lower value for personal information, lower concern for financial
information and lack of agency have been compared with each other by asking the
guestions: What is this? What does it represent? Therefore, phenomena that share
properties have been grouped into the same category. Two categories are
characterised: low concern for identity factors and low perception of financial risk
factors. Status profiling, weak concern for security of identity and lack of agency
towards identity protection are grouped under the low concern for identity category,
whereas low value for personal information and low concern for financial
information and lack of agency towards financial information are grouped under
the low perception of financial risk factors category.
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From the first interview, the researcher obtained some initial concepts that guided
further data collection. In the subsequent interviews, other concepts were revealed
such as higher influence of rewards. This emerged when the researcher asked:
“‘what other factors will influence you to disclose personal information through your
smartphone?” and this respondent replied:

“If there are benefits in the request such as discounts and rewards that gives me
some money somehow, | may give” LI-PG 38.

And ‘1 have bought products that | realised / didn’t even need because of discount
offers” LI-PG 41.

The above excerpts suggest that low-income privacy guardians (LI-PG) behave
differently to high-income (HI-PG) and middle-income guardians (MI-PG) about the
influence of rewards. In addition, the phenomenon of low value for personal
information was confirmed when some LI-PP and LI-PU gave the reasons for the
higher influence of rewards when they said: “I have nothing to hide personally, so one
may not be too bothered” LI-PU 47, because “I don’t think my personal information is
worth much to them” LI-PU 45.

The phenomenon of higher influence of rewards is grouped under the low
perception of financial risk category because it shares similarities in its properties and

dimensions with other factors in the category.

At this point, the researcher began the axial coding of the emerged categories from
the low-income respondents. Two categories emerged: the low concern for identity

factors and low perception of financial risk categories.

The low concern for identity factors and low perception of financial risk categories
have similarities hence the researcher applied the paradigm model to connect them.
Connecting them requires reviewing what was said. For example, “If there are
benefits in the request such as discounts and rewards that gives me some money
somehow, | may give” (LI-PG 38), which shows that incentive is a major moderator

of privacy concern among low-income participants.

Applying the paradigm model revealed the central phenomenon that privacy
concern is moderated by perceived benefits and lack of agency. This suggests
that a set of strategies could be formulated to challenge this issue, by pointing users
to the risks involved in giving away personal information and empowering them to

overcome lack of agency. Otherwise, such users could be exploited, as they said: “/
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have bought products that | realised | didn’t even need because of discount offers”
LI-PG 41.

To focus the analysis, concepts were sorted into subcategories in table 6.9 to show
how concepts emerged from the different participants. It illustrates that all low-income
privacy categories have similar results. This shows that privacy attributes have weak
effect among them.

Table 6.9. Emerged concepts from the open coding stage from the LI-income
categories.

LI-PG LI-PP LI-PU
Higher influence of | Higher influence of rewards Higher influence of
rewards rewards
Weak concern for Weak concern for security Weak concern for
security of identity of identity security of identity
Low concern for Low concern for safety of | Low concern for safety of
safety of financial financial information financial information
information
Low value for Low value for personal low value for personal
personal information information
information
Status profiling Status profiling Lack of agency
Perceived benefit Perceived benefit

To illustrate the analysis, the codes developed throughout the open, axial, and
selective coding analytic procedure among the LI respondents are presented in table
6.10 below.
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Table 6.10: Presents the codes/nodes from the open, axial, and selective coding
procedure from LI respondents.

Open codes/nodes Axial codes/nodes Selective
code/node
Status profiling (weak): Reduced concern for Perceived benefits
“if my transactions are identity and lack of agency
known | am comfortable,” are moderators of
Lack of agency towards privacy concerns
identity protection: among low-income
“Can we really protect our users.

personal information? |
strongly doubt it. When big
organisations fail to do
so?”

Weak concern for
identity:
“sometimes the risk
involved in disclosing
personal information may
be negligible,”

‘my identity is important,
but the risk is
overexaggerated.”

Lower concern for Lower perception of
financial Information: financial risk
» “I do not have much at
stake financially, so | am
not really bothered...,”

b “there is not much they
can get from me, so | don’t
bother much about
financial information,”

Lack of agency towards
financial Information:
“There are always risk with
everything we do in life, so
it’s not different when |
have to use my financial
information for
transactions through the
smartphone or anywhere
online. We just have to live
with the risk”

Lower value for personal
Information:

e “/ have nothing to hide
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personally, so one may not
be too bothered”

” | don’t think my personal
information is worth much
to them.”

Higher influence of
benefits:

“I look out for any benefit
in the request such
discounts and rewards that
gives me money
somehow”

“l have bought products
that | realised | didn’t even
need because of discount
offers”

“I will disclose if they offer
any thing with monetary

rewards”

The next stage of analysis is the axial and selective coding to discover the core
category. From validating and filling the gaps between categories, the emerged
categories from axial coding are the reduced concern for identity, lower perception of
financial risk. However, the core category from the selective coding process is
perceived benefits and lack of agency are moderators of privacy concerns among
low-income users. The overall results across all categories shows that privacy
guardians perceive information with as highly sensitive whereas privacy pragmatist

and privacy unconcerned users perceive information as less sensitive.
6.5 The Influence of Location Tracking From the 3 Privacy Categories

The earlier sub-sections discussed the implementation of grounded theory based on
the influence of economic status on the perception of information sensitivity across
privacy concern categories. In this subsection, figure 6.3 illustrates the coding
processes in this section and the next (section 6.6). It illustrates that text are coded
into concepts when respondents mention or imply the effect of location tracking (LT)
or app permission request (APR). In addition, if the same concept emerges across
the user-categories (PG, PP and PU), the emerging concept is compared across the
user-categories. This help to find the influence of location tracking from the privacy
categories. Additionally, the concepts that are influenced by constructs from the

theoretical framework are grouped together for further discussion (see section 7.6).

149



Mention of LT
and APR

|
Influences of LT Code Concept
and APR "
-h-h""-n..\_ B e \
~al — \
Implied LT and / \
APR Effiect Vi N
i Ay
s '\\
Found Found Found
with with with
PG PP PU

Differences
Compared

Figure 6.3 illustrates the coding processes for Location Tracking and App
Permission Request.

6.5.1 The influence of bounded rationality regarding location tracking

The following concepts reflect the impact of bounded rationality due to its suboptimal
decision outcome (Simon, 1982). Location tracking as shown in the following analysis
causes varying perceptions of vulnerability. Vulnerable users are most likely to make
suboptimal privacy decisions which reflects the outcome of cognitive limitation and

incomplete information (Jens et al., 2014; March, 1978).

The effect of location tracking on the perception of information sensitivity among the
PG came out from respondents’ discourse when they answered this question “Do you
have privacy concerns when you use your smartphone online?” two phenomena
emerged: perception of vulnerability and user-profiling. Both phenomena were

clear when this respondent said:

“Yes, | have privacy concerns when | use my smartphone
online. Location tracking is a huge concern because from there you
can track secondary information about the person. For example, if
you go to the same place every day, they can know that is the place
you work or where your home is or where your friends are, even
where your kids go to school without ever sharing that
information.” PG 07
150



The Straussian procedures were applied as discussed in chapter five. From
examining the text above, some concepts were revealed concerning location tracking.
The privacy risks triggered by location tracking is perceived to affect most aspects of
users lives, resulting in “user-profiling” which is a prominent issue influencing PG
users’ perception of information sensitivity and engaging with smartphone app. This

concept emerged explicitly from the above statement when this respondent said,

“...if you go to the same place every day, they can know that's the
place you work or where your home is or where your friends are,
even where your kids go to school without ever sharing that
information”. PG 07

Besides this one, further concepts such as feeling “vulnerable” emerged from the
respondent’s discourse. These concepts show the PG’s concerns toward their
Privacy, when they said, “Just imagine there is a virtual person following you
everywhere you go” PG 03 and added “This is really a frightening prospect”.
Furthermore, the perception of being “vulnerable” to location tracking is
discomforting to most PGs which made them deny apps access to their location data.

This respondent said,
“When your camera app request for your location, they want to
add that information to your photo, when you share the photo, you

share the information about where that photo was taken, so |
denied the app access to my location.” PG 04

Some PG respondents gave the reason for feeling vulnerable. They said: “a harmless
capturing of location data today could leave vulnerabilities open tomorrow” PG 23.
There are concerns about the “future use of data.” “There is an inherent risk of

moving from fitness programmes to surveillance” PG 25.

Similarly, the phenomenon of “perception of vulnerability” and “user-profiling”
emerged amongst privacy pragmatist (PP). These concepts were clear when they
said, “I will usually disable the location permission after downloading the app and
enable it when | need to use the app for navigation, to avoid apps capturing all my
Journeys” PP 08. Another PP gave the reason as concern for physical safety; “this
makes me feel exposed everywhere because personal data had been stolen from my

device before” PP 10. Similarly, another PP said, “My identity was used in a bank
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transaction without me knowing, so | am suspicious of exposing any information
relating to myself, because one can be vulnerable without knowing” PP 16. Therefore,
a first-hand experience of data breach affected these respondents’ perception of
vulnerability. Additionally, the convenience that comes with using the smartphone
for mapping is a strong factor affecting the disclosure of location information among
the PP and PU when they said: “| need the app to provide direction for me” PP15 and
one PU respondent added “It is really convenient to use apps like Waze and Google
maps for direction” PU 17. Conversely, PG respondents did not mention the

convenience aspect of using navigation apps.
6.5.2 Creation of privacy zone regarding location tracking

The following concepts show the situations influencing the creation of privacy zones
around location information across the distinctive privacy categories. They were
revealed through concepts such as appropriateness, geo-profiling (segmentation
based on places of frequent visit), and intrusiveness which emerged when the
researcher asked respondents this question: are there any situations that could make
you share your location information online through your smartphone? Some PG
respondents replied:
“Yes, there is but, it has to be appropriate. There have been

instances where | needed a map to show me location or
proximity so then | had to share my location.” PG 23

“I will share my location information if it’s an emergency. But it is
not a thing | really like to do because, tracking my location
continuously can give me away as a frequent visitor of a specific
pub and that kind of profiling can be used maliciously.” PG 24

“I am not a fan of having location tracking on, on my phone. Because | do not want to
be followed. For this reason, | don't have Facebook app installed on my phone.” PG
06

“I will give my location data if, for example, | am using GPS app for navigation. After,
I will switch it off.” PG 40.

The concepts above showed that PG respondents differentiated location tracking
from location information requests. They said, “/ am not a fan of having location
tracking on, on my phone. Because | do not want to be followed...” PG 06, however,

others feel that location information request should be appropriate when they said,
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“...Yes, there is [privacy concern] but, it [location request] must be proper...so then |
had to share my location”, and PG 09 added “why should apps that are not providing

location related service want my location information?”.

On the other hand, convenience moderates the effect of location tracking among the
PP and PU. This was explicit when they said, “the convenience and benefits of using
fitness and mapping apps makes up for the creepiness of tracking me since | don’t
have anything to hide” PP 29. Also, PU 32 added other benefits to location tracking,
“location tracking can be beneficial as it can be an alibi [digital evidence of location]
to prove one’s innocence when it matters. Having a history of my movement has

obvious benefits”.

Several concepts have emerged from the PG, PP and PU respondents about the
effects of location tracking, namely: perception of vulnerability, user-profiling,
convenience, appropriateness, geo-profiling (segmentation based on places of
frequent visit), intrusiveness (unwelcome following), physical safety and future use of
data. Table 6.11 below present the emerged concepts from the open coding stage

acCross respondents.

Table 6.11: Emerged concepts on location tracking from the open coding stage.

Privacy guardian (PG) Privacy pragmatists Privacy unconcerned
(PP) (PU
Perception of Perception of Convenience
vulnerability vulnerability
User-profiling User-profiling Alibi (digital evidence of
location)
Future use of data Convenience

Appropriateness

Geo-profiling
(segmentation based on
places of frequent visit)

Intrusiveness

The next step of axial coding that categorises all the concepts that share the same

properties into one category. The categories that emerged are personal factors,

situational factors, and profiling factors. The personal category comprises the
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concepts of perception of vulnerability, physical safety, convenience, and future use
of data. These phenomena are significant influencers of users’ perception of
information sensitivity and they equally influence engagement with smartphone apps.
However, the effects of the phenomena vary from one privacy concern category to
the other. For example, PG users considers location tracking as frightening and thus,
are mindful of the future use of the data, while PP users are more pragmatic by
managing the effect through disabling and enabling access to location data. However,
the effects are strongly moderated by the convenience of using location tracking apps

among PU users.

The situational factors category shows how individuals judge the proper timing of
location tracking and how intrusive it could be when it is perceived as inappropriate.
Unlike the situational category, profiling factors category has the role of user-profiling
concept which raise privacy concerns beyond specific contexts when individuals are
geo-profiled (segmentation based on places of frequent visit). Table 6.12 below
presents the codes regarding the influence of location tracking from the open, axial,

and selective coding analytic procedure.

Table 6.12: Shows the nodes/themes developed through the open/axial/selective
analytic process about the influence of location tracking.

Open codes/nodes Axial codes/nodes Selective
code/node
Perception of Personal Factors Varying personal,
vulnerability: situational, and
“Just imagine there is a profiling concerns
virtual person following regarding location
you everywhere you go” tracking.

“My identity was used in
a bank transaction
without me knowing, so |
am suspicious of
exposing any information
relating to me, because
one can be vulnerable
without knowing”
Physical safety:
“...this makes me feel
exposed everywhere”
Convenience:

“It is really convenient to
use apps like Waze and
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Google maps for
direction”

Future use of data:
“There is an inherent risk
of moving from fitness
programmes to
surveillance.”

Appropriateness:
“Yes, there is but, it has
to be appropriate. There

have been instances
where | needed a map to

show me location or
proximity so then | had to

share my location”

“‘why should apps that
are not providing location
related service want my
location information?”
Intrusiveness:
‘I am not a fan of having
location tracking on, on my
phone. Because | don't
want to be followed”

Situational Factors

User-profiling:
“Location tracking is a
huge concern because

from there you can track
secondary information
about the person”

Geo-profiling
(segmentation based
on places of frequent

visit):

“‘Sharing my location
information is not a thing |
really like to do because,
tracking my location
continuously can give me
away as a frequent visitor
of a specific pub and that
kind of profiling can be
used maliciously.”

Profiling Factors
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The next step of analysis is the selective coding to discover the core category that
encompasses all the other identified categories. The emerged categories from the
axial coding stage — are personal factors, situational factors, and profiling factors,
while the emerged core category, is the “varying personal, situational and profiling
concerns regarding location tracking.” The next subsection presents the analysis

about apps permission request across the 3 privacy concern categories.

6.6. The influence of apps permission requests from the 3 privacy categories
The earlier section discussed the implementation of grounded theory among different
categories of smartphone users based on the influence of location tracking on the
perception of information sensitivity. Similarly, this section presents the effect of app

permission request (APR) on users’ perception of information sensitivity.

6.6.1 The influence of bounded rationality regarding app permission
request

The analysis shows that app permission request makes PG participants perceive
information as highly sensitive by raising uncertainties regarding permission requests.
Permission uncertainty results from incomplete information and cognitive limitation.
Therefore, the consequences of wrong disclosure and the autonomy of decision
making are major concerns. These phenomena emerged when the researcher asked
respondents: “does apps permission request affect how you feel in terms of
information sensitivity? If yes or no how does it make you feel? This respondent said:
“What is most important to me is keeping my autonomy and

making sure that the decision | make whether | want to share
something or not is right”. PG 25

This respondent’s statement explains the concept of decision-making autonomy
explicitly, “my autonomy is also about making sure that it's my decision to share what
| want to share and not to be unduly influenced through quick nudges. This is

particularly important”. PG 27

The consequences of wrong disclosure and the pressure to make the right decision
is a huge burden (decision burden). When they said: “...those requests call me to
make a huge decision that can have profound consequences if it goes wrong” PG 26.
Apps permission request contend with users’ decision-making autonomy when the

goal of the request is not known as they said, “/ usually think that the user should
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determine what should be shared” PG 28. And then “I think it's the task of the
developers and providers to explain why they need certain data” PG 37. This is
because, “that will make the user have much better feeling for what they are actually
sharing” PG 41.

From the words of one respondent, the present situation gives data collectors a lot of
leverage. “At the moment, most providers are of the view that the more we collect,
the better. So, let us just collect as much as possible” PG 38. According to PG 39,
apps permission requests should be fit-for-purpose:

“Again, if | can see that it is something that they don’t need I will
often restrict apps. Yes, | am wiling to disclose personal
information, but | need to be able to see the use-case for the data
that | am sharing” PG 39.

App permissions make PG participants perceive information as highly sensitive when
the request is unjustified. The analysis shows that unjustified request increases PGs
disclosure uncertainty. Uncertainty results from not fully understanding the
consequences of accepting permission request, which in turn shows bounded
rationality by constraining the full understanding of accepting the request (see chapter
4, subsection 4.4.4). Further interviews to saturate data and the constant comparative
method revealed more phenomena that reflects the influence of bounded rationality
such as unjustified request by apps that causes lack of trust. These came
out when respondents were asked: “through apps permission request, most apps ask
for specific access to users’ information needed for functionality. Are you willing to

allow access to your personal information? And why? This respondent said:

“I don’t trust most app requests because they request authorisation
for stuff they don't need, so | have been constantly thinking about
that myself[...] However, | am aware that many apps do invade my
privacy and take the information they do not need”. PG 26

According to PG 24, “It is one reason | do not have lots of apps to avoid giving away
too much information in the background”. The above discourse reveals apps-
avoidance as one consequence of unjustified request. Andlack of trust
when another respondent said:

‘I am not confident that apps do not access my information beyond

the permissions granted. Because most request do not match
functionality, they [the requests] don’t add up”. PG 41
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To address lack of trust in data request, they said, “/ will want to know more
specifically, what kind of information they [apps] are collecting without having to read
some detailed information” PP 43. From this statement emerged the quest for specific

and concise explanation of each app request.

6.6.2 The influence of RALC constructs of choice and consent

The exercise of choice and consent in a data request environment reduces the
perception of information sensitivity. This is because when users can exercise
choices, they feel empowered to protect privacy. Although the perception of control
may not be a reality, it does influence the perception of information sensitivity as the
following analysis shows. The concepts that emerged from the discourse amongst
the PP and PU participants shows the connection between perception of control and
the perception of information sensitivity regarding app permissions. For example,
while PG feel uncomfortable with handling apps permission requests, PP and PU are
happy with the requests. PP 29 said, “I am quite happy when | see the request...”
and added “...because that gives me the choice to say no. Some apps now have
runtime requests that ask for access when you need to use certain services. So, that
choice is something that gives me a sense of control.” PP 31. The concept of
perception of control therefore emerged from the above statement. In addition, the
phenomenon came out among PU. One respondent said, “/ appreciate when the apps
ask for my permission before using my location information by default. | feel a kind of
comfortable with this practice” PU 32. And to confirm that perception of control was
not an isolated opinion, another respondent said:

“But | appreciate they [apps] ask and not doing it [accessing user
information] without asking me. However, when the apps want to
access my contact, that is going to be a problem. | don't want
somebody having a list of my contacts because an app has stolen
my contacts before.” PU 36.

Besides this one, another concept emerged from the respondent’s speech. These
concepts show PU selective concerns toward certain information which can be
problematic when they said, “...my emails are very sensitive to me” PU45 and “...I

don’t want apps to access my photos, they are very personal to me.” PU 47

The selective concerns revealed by some PU above (PU 45 and PU 47) which

contrasts with the emerging pattern of perception of control among PU could be
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explained by their gender characteristics. Both respondents are female, and studies
(Baruh et al., 2017) shows that women are more concerned about privacy than men.

The above concepts emphasised the influence of apps permission requests on
different smartphone users’ perceived information sensitivity. These concepts are
consequence of wrong disclosure, decision-making autonomy, decision burden,
perception of control, unjustified request, apps-avoidance, lack of trust, quest for
specific and concise explanation, and selective/problematic concerns. The table 6.13
below present example concepts from the open coding stage.

Table 6.13: Emerged concepts from the open coding stage from apps permission
request.

Privacy guardians

Privacy pragmatists

Privacy unconcerned

(PG) (PP) (PU)
Consequence of wrong Sense of control Perception of control
disclosure
Decision-making Quest for specific and Selective/problematic
autonomy concise explanation concerns

Decision burden

Unjustified request

Apps-avoidance

Lack of trust

The next stage of axial coding, the researcher categorises all the concepts that share
the same properties into one category. These categories are concerns factors and
control factors. Concerns factors category has the concepts of decision burden,
consequence of wrong disclosure, decision-making autonomy, unjustified request,
lack of trust, apps-avoidance, and selective/problematic concerns. This phenomenon
plays a significant role in shaping different users’ perception of information sensitivity
towards apps permission requests. However, the phenomena have different impacts
across the privacy guardians and the privacy unconcerned. For example, the concern
factors make PG participants perceive information as highly sensitive, whereas the
control factors make PP and PU participants to perceive information as less sensitive

except request to access contact list, emails, and photos.

The control factors comprise the perception of control and quest for specific and

concise explanation concepts. These phenomena represent the comfort the PP and
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PU users perceive and what is needed to sustain it. The impact of the phenomena is
seen only among the privacy pragmatic and privacy unconcerned users. Table 6.14
below illustrates the codes and the themes that emerged from the open, axial, and
selective coding analytic procedure.

Table 6.14: lllustrates the codes/nodes from the open, axial, and selective coding
process about apps requests

Open codes/nodes Axial Selective
codes/nodes code/node
Consequence of wrong disclosure: Concerns Concerns and
“...making sure that the decision | make factors perception of
whether | want to share something or not category control
is right.” regard!ng' app
Decision-making autonomy: permission
“My autonomy is also about making sure requests

that it's my decision to share what | want
to share and not to be unduly influenced
through quick nudges. This is particularly
important.”
Decision burden:

“...those requests call me to make a huge
decision that can have profound
consequences if it goes wrong.”

Unjustified request:

« “...most request do not match
functionality, they [the requests] don’t add
up”

Apps-avoidance:

« ‘It is one reason | do not have lots of
apps to avoid giving away too much
information in the background.”
Lack of trust:

“l am not confident that apps do not
access my information beyond the
permissions granted”
Selective/problematic concerns:
“...when the apps want to access my
contact, that's going to be a problem.
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Perception of control: Control

“I appreciate when the apps ask for my factors
permission before using my location category
information by default. | feel a kind of

comfortable with this practice”
Quest for specific and concise
explanation:
“I will want to know more specifically,
what kind of information they [apps] are
collecting without having to read some
detailed information”

The axial and selective coding is the final stage of analysis to discover the core
category that can encompass the other two categories. It validates and fills the gaps
between the categories. From this, the core category that emerged is concerns and

perception of control regarding app permission requests.
6.7 Conclusion

The differences in individuals’ perception of information sensitivity are better revealed
by the analysis of factors that influences how different categories of users perceive
information. This chapter has presented the implementation of the grounded theory
method discussed in chapter five to reveal how economic status, location tracking
and app permission request influence different users’ perception of information
sensitivity. The theoretical framework helped to structure the chapter by guiding the
understanding of the concepts. Various concepts and categories have been revealed.
The next chapter will interpret and discuss the findings of the data analysis in more

detail.
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Chapter Seven

7. Discussion of Varying Perceptions of Information Sensitivity

7.1 Introduction

The aim of this research is to understand the differences in perceived information
sensitivity among smartphone users. Doing this provides insight that enables tailored
privacy. Consistent with the aim, this chapter provides the discussion of the varying
perceptions and categories arrived at from the data analysis in chapter six. In order to
understand the context from which the categories were derived, a contextualisation

section will initiate the discussion of each category.

The chapter features eight main sections, section 7.1 provides the introduction.
Section 7.2 presents the contextualisation and discussion regarding users’ economic
status that reveals how users’ economic status and varying privacy categories shape
the perception of information. Section 7.3 contextualise and discusses findings from
the factor of location tracking which also shows how location tracking influences
varying categories of users to perceive information differently. Section 7.4 focuses on
findings regarding app permission request and explains how and why varying privacy
categories perceive information due to the influence of permission request. Section
7.5 discusses the influence of bounded rationality and restricted access and limited
control theory (RALC) theories. Section 7.6 examine users’ sensitivity perceptions
through bounded rationality and RALC and provides theoretical explanation of the
findings. Section 7.7 presents the middle-range theory for understanding smartphone
users’ perception of information sensitivity. Finally, section 7.8 presents the

conclusion to the chapter.

7.2 The influence of economic status

The emerged categories are concern for identity and concern for safety of finances.
These show how and why users’ economic status influences information sensitivity
perception across the privacy concern categories - privacy guardian (PG), privacy
pragmatist (PP) and privacy unconcerned (PU) and their economic status (high,

middle, and low).
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7.2.1 Concern for identity

The data analysis shows that the concern for identity cuts across most participants
irrespective of their privacy concern category. However, the concern is moderated by
economic status (income level) and privacy concern categories. The literature shows
that concern for identity is a source of distress for online users (Jibril et al., 2020;
Wang et al., 2017; Zaeem et al., 2017). However, it is unclear how this concern varies
among users. The varying levels of sensitivity across the privacy guardians (PG),
privacy pragmatist (PP) and privacy unconcerned as well as users’ income status is

summarised in table 7.1 below.

Table 7.1 A summary of findings regarding Concern for Identity from 3 perspectives.

High income group | Middle income Low income
Privacy High sensitivity from | High sensitivity. High sensitivity. LI-
Guardian a strong desire to Uses fabrication to | PG are not
(PG) protect social and mitigate risks motivated by
professional status purchase rewards
Privacy Lesser sensitivity Sensitivity is Low sensitivity.
Pragmatist compared with PG. moderated by Reduced by
(PP) Some PP sensitivity information search | rewards from
are reduced by to mitigate risk purchases
benefits
Privacy Lesser degree of Reduced Low sensitivity due
Unconcerned | sensitivity compared | sensitivity. to lack of agency
(PU) with the PG & Moderated by lack | & perceived low
moderated by lack of | of agency & worth of personal
agency convenience of data
using the
smartphone

7.2.1.1. Concern for identity among privacy guardians (HI-PG, MI-PG and LI-PG)

The concern for identity cause PG to perceive information as highly sensitive because
they are less influenced by rewards offers from data collectors. Most HI-PG
respondents relate their concern for identity with the concern for status profiling. This
respondent said:

“What is most important to me is keeping my identity and making

sure that my profile is not created in a way that can reveal who | am
and what | have....” HI-PG 01.
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The phrase: “... who | am and what | have...” seems to refer to the users’ economic
status. Thus, suggesting that economic status is a salient influencer of users’
perception of information sensitivity. The high perception of information sensitivity
among HI-PGs can also be explained by the interplay between users’ economic
status, privacy attribute and the smartphone context. For example, they said: “The
smartphone knows many things about me, so | think if users unknowingly give away
more information, it can be used to create their profile, and this will affect their
privacy.” HI-PG 07. Therefore, HI-PG feel that the smartphone already captures a lot
of information about its users. As mentioned, (see chapter 2 sub-section 2.5.1) the
influence of users’ economic status has not been sufficiently studied in the
smartphone context. If HI-PGs are relating the perception of information sensitivity to
the capability of the smartphone, then it confirms the importance of investigating the

influence of economic status and privacy attributes in the smartphone context.

The literature (Wachter, 2018) confirms that individuals suffer losses such as
discrimination from status profiling. An example is the notorious Amazon.com price
discrimination of customers profiled on estimated financial worth. This resulted in
selling products at higher prices to high economic status customers (Hinz et al.,
2011). Therefore, HI-PGs concern can be interpreted to mean that high economic
status increases concern for status profiling. Confirming this, another HI-PG
respondent explained why HI-PG users are concerned about status profiling. They
said HI-PG have more at stake because of their high economic worth. Therefore,

they are inclined to protect their profile:

“Personal data is attractive to marketers and others primarily
because it can give them marketing edge. The more this data
can accurately describe real people and behaviours, the more
important it is. So, | do not want to be described in great
details. | try to conceal information that are very personal to
me.” HI-PG 02.

Another reason HI-PGs perceive identity information with high sensitivity is that
information could be wrongly used outside the context of disclosure as they do not
have full understanding of the disclosure terms. This has a bounded rationality
connotation (Simon 1967). HI-PGs say that a leak of identifying information could
affect the security of their person and finances, given the possibility of being tracked

by the smartphone. This perception makes HI-PG users worry about providing
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identifying information. The following respondents said: “users’ identity must be
secured if there will be confidence to transact freely over the smartphone.” HI-PG
6 and HI-PG 3 added:

“Unfortunately, as we see the value of personal information

increasing because of personalised marketing and services,

the concern for our identity will remain the main issue. More so

that personal financial worth is involved here. This makes it
scary” HI-PG 3.

Consequently, the concern for safety of identity has a considerable influence on why
HI-PG perceive information with high sensitivity. Although not specifically referring to
high economic status users, Solove (2003) contention seems to explain high
economic status user's high sensitivity perception towards identity information. Solove
(2003) argue that the system of collection, dissemination, and use of personal
information shapes what he calls “architectures of vulnerability," where people are
vulnerable to significant harm such as identity theft which is one of the most rapidly
growing types of criminal activity (Solove, 2003). This shows that the concern for
identity has been a concern to privacy, but we are now beginning to see how these
impacts on distinct categories of users. Surprisingly, middle income privacy guardians
(MI-PGs) are likely to show higher levels of information sensitivity regarding the
concern for identity when compared with HI-PGs. This is inferred as MI-PGs did not
only express this concern, but they also used PET (privacy enhancing technology) or
said that they falsify their information to mitigate privacy risks. This was revealed when

this respondent said:

“I have high concern about giving my details to even some useful
apps but when | regularly started using lots of apps, especially the
more popular ones, | got the experience with how not to give my
real details. | became more experienced. Also, | try to verify if the
apps were secure or not by using some tools like ZAP [Zscaler
Application Profiler].” MI-PG 23

The above statement reveals that MI-PG creates pseudo-identity to preserve their
privacy. Linking MI-PG possibly higher level of information sensitivity to the
information falsification response seems to suggest that sensitivity levels can reveal
users’ tendency for information falsification. However, such proposition should be

tested. Similar responses were revealed by LI-PG respondents who expressed high
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levels of sensitivity through their suspicion of rewards and other incentives offered
by data collectors for identity information:
“I am concerned about collecting store or reward points as this
creates my purchase profile which can be used to guess my identity
when they combine it with other information such as my name and

phone number, even date of birth used to create the account” LI-PG
37

“...using the smartphone comes with some worries. Such as the concern of identity

theft but some truthful assurance from trusted parties can help” LI-PG 40

The data analysis shows that despite belonging to different economic status groups
(income group), almost all PG respondents share high levels of perceived information
sensitivity regarding identity information. This means that PG respondents are aware
of the privacy risks regarding users’ identity in the smartphone context and will require
privacy-assured disclosures that are strong and specific enough to mitigate
unwarranted disclosure. Privacy-assured disclosure help users reduce the amount of
personal data that may be collected by apps (Mousavi et al., 2020). For example,
privacy-assurance mechanisms could be applied to increase users’ personal control
by showing privacy customisation options in smartphone settings (such as disabling
location history) or proxy controls through concise privacy statement and assurance
seal (Schaub et al., 2017; Zhou et al., 2017).

7.2.1.2 Concern for identity among privacy pragmatist (HI-PP, MI-PP and LI-PP)

Regarding the concern for identity, data analysis shows that privacy pragmatist (PP)
of different economic status (HI-PP, MI-PP and LI-PP) perceive identity information
as less sensitive compared with the privacy guardians. For example, HI-PP
acknowledged that they were slightly concerned about giving their identity when
prompted by mobile apps. They said: “/ am slightly concerned with giving out
descriptive information about myself.” HI-PP 08. Descriptive information refers to
identity information such as users’ name, email address, phone number and even
addresses. In other instances, concern is reduced by the benefits of using the
smartphone. For example, HI-PP 15 said: “my smartphone can tell lot about me,
however the benefit for me is more, so | don’t bother much about things like being
profiled”. Such responses typify the privacy pragmatist in the literature (see 3.2.3) who
will normally weigh the benefits of disclosure against the level of intrusion. This means
that HI-PP could be supported with a good use-case for data request.
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Like the HI-PP, MI-PP respondents perceived identity information as less sensitive
compared with the MI-PG group. Unlike the HI-PP, MI-PP respondents provided
insight on how information sensitivity can be moderated by information-seeking
response to mitigate risk. For example, “I will look at the relevant information to judge
when to disclose personal information. One will have to disclose this information at
some point if we must use the smartphone” MI-PP 29. And “some apps are
trustworthy; users are re-assured about their information privacy. This provides

comfort to disclose relevant information” MI-PP 30.

The re-assurance referred to by these respondents suggests that relevant information
should be provided to enable the right judgement regarding when to disclose identity
information. This explains the relevance of the Publicity Principle in RALC theory (see
4.4.3) which proposes that information relevant to disclosure should be known to
individuals that could be affected by information handling (Tavani 2008). Furthermore,
the data analysis shows that LI-PP participants perceive identity information as less
sensitive compared with LI-PG because they are influenced by purchase rewards
through the smartphone. For example, “/ am not too concerned with giving my
information in shopping reward apps like Nectar [point and reward app] which | use.”
LI-PP 42.

LI-PP needs better understanding of the privacy risks involved with trading off identity
information otherwise, they could be exploited by data collectors. The plausible reason
for the stronger influence of monetary reward among LI-PP is related to how they
value identity information (Doherty and Tajuddin, 2018; Group, 2020; Huberman et al.,
2005). This is confirmed as they said: “...the extra bonuses | receive makes up for

me. | don’t have anything to hide.”

Overall, high-income status has a weaker impact on how HI-PP perceive identity
information due to higher influence of rewards. Acceptance of rewards is a privacy
decisions weakness that could be exploited (Carrascal et al., 2013; March 1978). To
address this, effective privacy support should be designed to strengthen weaknesses
in users’ preferences. A segmented privacy support that provides pragmatist with
better understanding is possible. For example, request should balance benefit and
rewards with “privacy facts” that list the types of information and resource the app can

access. However, the effectiveness of this mechanism will depend on app
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trustworthiness. Studies show that most apps access more information than the
request granted (Degirmenci, 2020; Kulyk et al., 2019).

7.2.1.3 Concern for identity among privacy unconcerned (HI-PU, MI-PU and LI-
PU)

The data analysis shows that HI-PU participants perceived identity information as less
sensitive compared with HI-PG users. Like LI-PU, HI-PU participants have privacy
concerns but expressed lack of agency. For example, this respondent said: “/ have
concern, but | don't overly think about it, | tend to think that there is not much | can do
about it....” HI-PU17. This statement clearly shows that the presumption of being
unconcerned about privacy can be changed by the information disclosure context. A
plausible reason for this is that smartphones introduce vulnerability which imposes the
concern for privacy of identity information on PU users. The vulnerability from
smartphone use confirms the literature that context of information impacts on the
perception of information sensitivity and thus influences privacy decision-making (see
2.4.1). This means that HI-PU needs support to protect identity and thus overcome

lack of agency.

Looking at the middle-income group, the data analysis reveals that MI-PU smartphone
users, like HI-PU users perceive identity information as less sensitive. This is because
their perceived information sensitivity is moderated by the convenience of using the
smartphone (see table 7.1). MI-PU users like others in the PU category trade short
term benefits for privacy protection. This means that they are affected more by
immediate gratification because they lack complete information regarding the
consequences of unwarranted disclosure. This seems to suggest that the theorised
bounds of rationality (see 4.4.4.) do not have the same effect across all categories of
smartphone users. Therefore, understanding the varying effects of bounded rationality
have significant implications for how different categories of users are supported. This

will be discussed further in section 7.6.

The data analysis shows that low-income PU participants (LI-PU) equally expressed
low sensitivity towards identity information due to lack of agency arising from
perceived low worth of personal information. For instance, these LI-PU respondents
said: “most people provide their information because they think nothing will happen to
their profile and identity or that we most times do not really bother about what you

cannot control” LI-PU 45 and “I don’t think my personal information is worth much to
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them [data collectors] LI-PU 47. Therefore, LI-PU do not differ much from MI-PU in
terms of expressing lack of agency. However, the difference is the reasons for the lack
of agency. Whereas most MI-PU are influenced by convenience, LI-PU are influenced
by low valuation of their personal information which can be explained by their low-
income status. Personal data are like money, the net worth of people influences how
much value they attach to it. Therefore, it is not surprising that low income users value

rewards more than personal data (Group, 2020).

The PU (privacy unconcerned) participants from the 3 income groups (high, middle,
and low) all expressed lack of agency as the reason for low sensitivity towards identity
information. This suggests that perceived inability to protect personal information (lack
of agency) can be associated with a user’s privacy attribute rather than income status.
However, the PG and PP willingness to protect identity information seems to be
associated with the interplay of a user’s privacy attribute and income status. Table 7.1
illustrates this trend. It can be inferred that users need distinct types of support towards
privacy-preserving decisions (Morton and Sasse, 2014; Semanjski and Gautama,
2016). Our data analysis has shown through the varying perceptions of information
sensitivity that users of the PU categories require empowerment to take the right

action.

Based on the differences in perceived information sensitivity towards identity
information, our analysis shows that smartphone users can be characterised into two
groups. They are, (1) users that perceive identity information as highly sensitive, who
are high-income PG, middle-income PG, and low-income PG, (2) users that perceive
identity information as less sensitive who are high-income PP, PU, middle-income PP
and PU, low-income PP and PU.

7.2.2 Concern for safety of finances

Regarding concern for safety of finances, the analysis of empirical data shows that
participants differ in their expressed levels of information sensitivity across income
and privacy concern groups. Table 7.2 below summarises the differences in perceived

information sensitivity and why it differs.

169



Table 7.2: A summary of the analysis regarding the Concern for the Safety of finances.

High income group | Middle income Low income
Privacy High sensitivity as Higher sensitivity | Lower sensitivity
Guardians smartphone could be | through the fear | reduced by high
(PG) an identifier and of financial fraud. | influence of
wallet (ecosystem) rewards
Privacy High sensitivity and | High sensitivity Low sensitivity.
Pragmatist considers financial moderated by Decreased by
(PP) info as riskiest. information expression of lack
search to of agency
mitigate risk
Privacy High sensitivity due | Lower sensitivity. | Low sensitivity due
Unconcerned to concerns about Moderated by to lack of agency
(PU) the smartphone convenience of and benefits of
ecosystem using the using the
smartphone smartphone

The summary contained in table 7.2 above were revealed from the participants’
responses in the interviews with them. The following sections discuss the contents of

the table in more details.

7.2.2.1. Concern for safety of finances among privacy guardians (HI-PG, MI-PG
and LI-PG)

HI-PG expressed high level of perceived information sensitivity towards the concern
for safety of financial information because they related the privacy of financial
information to the safety of their finances. For example, HI-PG participants mentioned
that the smartphone could be an identifier and a wallet. An identifier because
smartphones have device IDs that distinguishes every device, and this can be
accessed by an app. The device can also function as a money wallet by enabling
payments. Therefore, HI-PGs seem extremely concerned about the combination of
these utilities that could be exploited by malicious apps to steal financial information.
For example, they said:

“l am aware that | have a lot at stake financially and so |
must remain safe online especially through my
smartphone. Because my phone’s unique ID and other
information can identify me. Then the fact that | don't feel
like my phone is very secure is the reason | try to avoid
having sensitive information in my phone.” HI-PG 02.
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“...the privacy of my smartphone goes with the security of my bank cards” HI-PG 07.
Another respondent said, “Financial information for example, is much easier to access

through your phone because it has [smartphone] become a wallet” HI-PG 04.

The above responses suggest that the economic status of HI-PGs exacerbates their
perceived sensitivity to financial information in the smartphone context because of the
unique utilities of the device. In other words, perceived information sensitivity of high-

income PGs is increased by the smartphone’s vulnerabilities (see 7.2.1.1).

As shown in section 6.3.2, perception of information sensitivity is equally high among
MI-PGs due to the concern for leakage of financial information. Surprisingly, MI-PGs
seems to have higher level of information sensitivity compared to their HI-PG
colleagues. This means that MI-PG will need less nudging to protect financial
information because they are already sensitised towards information protection.
However, this does not imply that they deserve less privacy. The differences in
perceived information sensitivity shows the type of privacy support that different user-
categories require. Moreover, tailoring privacy implies that user-categories are

supported in ways that matches how they perceive information.

Regarding LI-PG responses to the concern for safety of finances, data analysis shows
that they perceive financial information as less sensitive due to the stronger influence
of rewards compared with HI-PG and MI-PG. The level of sensitivity expressed by LI-
PG means that low economic status reduces high privacy concern because the

privacy guardian is expected to be extremely concerned about informational privacy.

7.2.2.2 Concern for safety of finances among privacy pragmatist of all income
groups (HI-PP, MI-PP and LI-PP)

The analysis of data shows that HI-PP respondents perceive financial information as
highly sensitive like the HI-PG. This is because they consider financial information at
risk through apps. This was revealed from the participants’ responses in section 6.3.1
and table 7.2 summarises their discourse. However, to aid the interpretation, the
following example statements are represented below.

‘most hacking attempt at our personal details is to access people’s
finances, so this possibility bothers me a lot. | mind what | do with
my card details on the device” HI-PP 13.

“my financial transactions are the riskiest information even though |
buy things through my smartphone.” HI-PP 14.

171



The privacy pragmatist is expected to perceive financial information as less sensitive
than the privacy guardian. This unexpected trend captures Martin et al. (2016)
argument that the current state of privacy research does not capture the full range and
richness of the factors that are important to people when they make privacy decisions
(See section 3.2.3). This explains the analysis of multiple factors in the current

research.

The MI-PP participants’ responses to the concern for safety of finances, the data
analysis shows they perceive financial information as highly sensitivity. However, their
high sensitivity is moderated by information search to mitigate privacy risk. MI-PP
engage in information seeking to mitigate risk and obtain privacy-assurance (Beldad
et. al, 2011). “Some apps may be trustworthy, and users are re-assured about their

information privacy. This provides comfort to disclose relevant information” MI-PP 23.

This means that MI-PP can be supported by concise information towards informed
privacy decisions. Although MI-PP participants perceive financial information as
highly sensitive like MI-PG, they differ in their preferred mechanism for risks
mitigation. Whereas MI-PP participants use information seeking, MI-PG are likely
to use PET to mitigate privacy risks (see table 7.2). This makes the case for user-
tailored privacy support as recommended by Knijnenburg (2017). This will be

discussed further in sections 7.3, 7.4 and 7.5.

The LI-PP participants responses towards the concern for safety of finances shows
that most LI-PP respondents perceive financial information as less sensitive
compared with MI-PG. However, this trend is not surprising because as mentioned
in 7.1.1.3, LI-PU participants expressed similar perception towards the concern for

identity information.

7.2.2.3 Concern for safety of finances among privacy unconcerned from all
income groups (HI-PU, MI-PU and LI-PU)

The data analysis shows that HI-PU like HI-PG and HI-PP participants perceive
financial information as highly sensitive due to concerns about the smartphone
ecosystem. The way HI-PU perceive financial information is different from how they

perceive identity information. This high level of perceived information sensitivity
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towards financial information reveals the influence of the high economic status on

different types of information.

Regarding the safety of finances, the data analysis shows that MI-PU perceive
financial information as less sensitive compared with HI-PU. MI-PU participants’
perception is moderated by the convenience of using the smartphone and in turn
raises PU trustful attribute (Kumaraguru and Cranor, 2005). For example, ‘there are
apps you may trust and some that you should not because they just look fraudulent.”
MI-PU 34. This suggest that the PU attribute is more influential among the lower
economic group. In other words, as economic status decreases, the trusting nature of
PU participants seems clearer. This is confirmed when this LI-PU respondent said:
“one cannot refuse disclosure of financial information all the time and be able to
purchase [using the smartphone], so we must take the risk and expect nothing will go
wrong” LI-PU 45.

Based on the analyses regarding differences in perceived information sensitivity
towards financial information, smartphone users are characterised into two more
groups. These groups are, (1) users that perceive financial information as highly
sensitive and they are the high-income PG, PP and PU, middle-income PG and PP,
(2) users that perceive financial information as less sensitive and they are middle-

income PU, low-income PG, PP and PU.

Overall, linking the data analysis (chapter 6) with sections 7.1.1 and 7.1.2, it can be
concluded that users’ economic status influences two main types of concerns among
smartphone users. This confirms Milne et al. (2017) assertion that identity and
financial information are sensitive information for online users. So far, smartphone
users have been characterised into four groups. However, these groups are further
discussed broadly as the high and low information sensitivity perception groups.

7.3 Further Discussion of Main Finding Regarding Economic Status

Finding la: The critical factor of economic status exacerbates the perception of
information sensitivity of high- and middle-income smartphone users in the
three privacy categories (PG, PP and PU) regarding identity and financial

information. This also applies to low-income PG.

Low economic status has been found as a cause of poor decision making by

influencing individuals to trade-off long-term privacy benefits for short-term rewards
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(Sheehy-Skeffington and Rea, 2017). However, this research shows that high, middle,
and low economic status smartphone users who are privacy guardians, perceive
identity and financial information as highly sensitive and as such, are not likely to

trade-off privacy for short term rewards.

The literature suggests that economic status influence how users value privacy in
different contexts (Acquisti et al., 2013; Carrascal et al., 2013; Sheehy-Skeffington
and Rea, 2017). Our findings extend literature by showing how different users value
privacy in the smartphone context. We deepen the analysis by accounting for privacy
attitude and economic status. Therefore, the research produced more nuanced insight
by considering other privacy-influential factors. In doing this, we contribute to methods
of analysis in the way dimensional differences across concepts were revealed from
income groups and privacy categories (PG, PP and PU). Combining the critical factor
of economic status with the privacy categories allowed the nuanced differences in
users’ sensitivity perception to be revealed through the analysis of multiple factors
(Bélanger and Crossler, 2011). The analysis produced the nuances in how and why
users’ perceived information sensitivity differs. Otherwise, privacy support targeted at
smartphone users could assume that all users are the same (Acquisti et al., 2017,
Urban and Hoofnagle, 2014). The data analysis confirms that privacy attributes have
much influence on users’ privacy decisions. For example, regarding the concern for
identity information, one low-economic status participant who is a PG said: “the type
of things that | purchase, and the frequency of purchase could reveal my financial
worth. | am not comfortable about this” LI-PG 25 and another low economic status
participant who is a PU said: “/ don’t think my personal information is worth much to
them” LI-PU 36. This seems to suggest that economic status has a stronger influence
if users are less concerned about privacy and a weaker influence if users have high
privacy concern. This explains why the critical factor of economic status exacerbates
the perception of information sensitivity of high- and middle-income smartphone users
in the three privacy categories (PG, PP and PU) including the low-income PG

regarding identity and financial information.

Another possible reason for the high sensitivity towards information is the social
context of information disclosure. A recent study (Da Veiga and Ophoff, 2020) shows
that individuals’ information privacy expectation in the UK is very high. High privacy

expectation results in high privacy concern when confidence about regulatory
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protection is weak (Anic et al., 2019). Our study confirms that UK residents who face
similar privacy risks as citizens have high privacy concerns and thus extends Da Veiga
and Ophoff (2020) study by showing other factors such as users’ economic status

responsible for varying privacy concerns across different categories of residents.

Another possible reason for the high perception of information sensitivity among the
groups in our analysis is the timing of the empirical study. The empirical study was
conducted soon after the General Data Protection Regulation (GDPR) was
introduced. The GDPR provides the framework for protecting personal data of EU
citizens. Its introduction could have raised the issue of protecting personal information
in the minds of individuals. However, all the participants did not perceive information
as highly sensitive. Therefore, we argue that economic status and privacy concern

categories contributed to the nuances.

Finding 1b: Low-economic status PP and PU perceive identity and financial
information as less sensitive, mainly because of perceived benefit and lack of

agency.

The earlier finding (1a) reveals the predominant insight regarding economic status,
whereas the sub-finding discussed in this section reveals the type of data to which the

predominant insight relates including the underlying causes of the finding.

Low-economic status PP and PU perceive identity and financial information as less
sensitive compared with high economic status users. However, one low-economic
status PP perceive financial information as highly sensitive because of first-hand
experience of data breach. Apart from this exception, the influence of economic status
and privacy attribute seem to be the same on all low-economic status participants.
However, the concern for data breach cuts across other respondents despite not
having a first-hand experience of data breach. Only 3 out of the 47 respondents have
experienced data breach directly (see subsection 6.1.1). What seems to be the
difference as revealed by this respondent (LI-PP 42) is that an experience of data
breach could produce a strong impact on perceived information sensitivity. Most data
breach in this context happen through malicious apps (Shklovski et al., 2014). As
mentioned in Chapter 2 (see section 2.4.1) the prevalence of malicious apps and
unauthorised collection of data are factors influencing the perception of information
sensitivity by increasing the risk of disclosure (Kulyk et al., 2019). Increased risks will

result in cautious decisions such as withholding or fabrication of information.
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Another important aspect of this sub-finding is that it extends the literature on
immediate gratification. Immediate gratification refers to the tendency to value present
benefits more than future risks (Kokolakis, 2015). However, the category of users that
prefers immediate gratification and the types of information that users would giveaway
for immediate gratification is unclear. As Kokolakis (2015, p.1) said: “we call for
synthetic studies [...] that take into account the diversity of personal information and
the diversity of privacy concerns”. Therefore, our findings show that low-economic
status PP and PU are more likely to be influenced by immediate gratification regarding

identity and financial information than other categories of users.

Linking this finding which is enabled by Westin’s characterisation with Hann et al.,
(2007) ranking of online users, we can conclude that low-economic PP and PU are
convenience seekers, who are willing to exchange information for convenience (Hann
et al., 2007). However, the danger here is the justifying of unwarranted collection of
such users’ personal information by offering conveniences. Doing this will neglect the
worrisome aspects of personal information collection. However, our analysis shows
that low-economic PP and PU participants expressed some level of perceived
sensitivity which should not be neglected. Therefore, this finding has implication for
how organisation’s privacy policy is designed. As discussed in chapter two,
specifically section 2.3, privacy is a fundamental human right protected by regulations,
for example, the GDPR. However, the burden of understanding when, what and with
who to share personal information or raising complaints if privacy right is violated rest
on individuals. This burden can be reduced through meaningful support. To achieve
this, Martin et al. (2016) argues that understanding how different categories perceive
privacy concern should be considered. This helps organisations respond with right
policies, products, and services. Moreover, perception of information sensitivity shows
users desire to mitigate privacy risks in order to function effectively in digital
environments (Kim and Koohikamali, 2015; Markos et al., 2017; Noain-Sanchez,
2016). This implies that all the different levels of information sensitivity are saying
something about users’ desire for privacy protection. Table 7.3 below summarises the

main findings and contributions about economic status.
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Table 7.3: Summary of main findings and contributions to literature from this section

Literature

Finding

Contribution

Implication

Low economic
status results
in
undervaluing

Low-economic
status PGs are not
likely to trade off
privacy for short

Applying economic
status directly to
privacy decisions in
the smartphone

Economic-status
is a critical factor
that can reveal
how distinct

privacy by term rewards. context. categories of
trading off users (PG, PP
long term and PU) can be
consequences Economic status has | Supported
for short term a stronger influence | towards user-
rewards if users are less tailored privacy.
(Sheehy- concerned about
Skeffington privacy and a weaker
and Rea, influence if users
2017). have high privacy

concern.
Immediate low-economic Segmenting the Draws attention

gratification is
the tendency
to value
present
benefits more
than future
risks (Acquisti
and
Grossklags,
2005;
Kokolakis,
2015).

status PP and PU
are more likely to
be influenced by
immediate
gratification
regarding identity
and financial
information than
other categories of
users.

generalised
assumption
regarding how
immediate
gratification applies.

E.g., LI-PP and PU
affected by
immediate
gratification.

Conversely, HI-PG,
PP, PU and MI-PG,
PP are less likely to
be affected

to the most
vulnerable users
that require
institutional
protection with
proper policies,
products, and
services.

7.4 The Influence of Location Tracking

This section interprets the categories that emerged from the perspectives of the three
privacy categories (PG, PP and PU) regarding the influence of location tracking on
how users perceive information. The emerged categories are the varying personal,
situational, and profiling concerns regarding location tracking. Personal concerns
relate to users’ perception of vulnerability about location tracking. However, this
perception is moderated by the convenience of using the smartphone among PP and

PU. Situational concerns relate to how users judge the appropriateness of location
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tracking and profiling concerns relate to the inference that could be made from location
tracking to other areas of privacy through implicit data.

How the core category functions are illustrated in Figure 7.1 below. The topmost node
represents the different categories that emerged from data analysis in chapter six.
The categories explain different phenomena across the various groups (PG, PP and
PU) as the second row of rectangular nodes indicates. The direction of arrows shows
direct line of influence. For example, the arrows pointing from personal factors
category (PP and PU) through convenience and benefits to location tracking indicates
that PP and PU patrticipants are influenced by the convenience and benefits of using
the smartphone. The bottom set of rectangular nodes indicates how privacy concern

regarding location tracking influences PG and PP/PU perception of information

sensitivity.
Different Personal,
Situational and
Profiling Concemns
-
/ o
Situational Personal Factors
Profiling Factors Factors Category Personal Factors Category (PP and
Category (PG} (PG) Category (PG) PU)
[
Convenience
Inference into other types of and benefit
privacy factors
Perception of Location
Tracking
v
PG: PP & PU:
High Perception of ‘ | Privacy Concern Level Lower Perception of
Information Information
Sensitivity Sensitivity

Figure 7.1: lllustrates how the categories provide different insights regarding distinct
users.
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Regarding PGs, the data analysis shows that location tracking has a strong
influence on how participants perceive location information. Although there are
several reasons for the high sensitivity perception, the majority fall under one basic
cause. These reasons are captured as the strong concern about inferring other
aspects of privacy from location information. In other words, location information is
a source of implicit data. Implicit data refers to inferred data (Dobson and Fisher,
2003; Guinchard, 2020). According to this respondent, “Location tracking is a huge
concern because from there you can track secondary information about the person”
PG 07. This came out more explicitly when another respondent said:

“...if you go to the same place every day, they can know

that's the place you work or where your home is or where

your friends are, even where your kids go to school without
ever sharing that information.” PG 01.

This suggests that the critical nature of an influencing factor like location tracking
can shape privacy concern and the corresponding information sensitivity
perception. Moreover, the literature points out that PGs typically show high concern
for their personal information (Kumaraguru and Cranor, 2005). However, this does
not explain whether other factors can either heighten or lessen this concern.
Therefore, our analysis suggests that the interaction between the PG’s high privacy
concern and the critical nature of location tracking in the smartphone context seems
to explain why PGs perceive location information as highly sensitive. High perceived
sensitivity confirms the implicit information that location tracking provides. For
example:

“When your camera app request for your location [location

information], they want to add that information to your photo,

when you share the photo, you share the information about

where that photo was taken, so | denied the app access to
my location” PG 04

This response and other similar ones confirm the criticality of location tracking. The
fact that the smartphone is carried about by users strengthens the criticality of
location tracking and show why this factor exacerbates PG users’ sensitivity
perception. This explains why PGs see location tracking as a form of digital

surveillance (Amit et al., 2020; Kokkoris and Kamleitner, 2020) and thus they feel
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vulnerable; “Just imagine there is a virtual person following you everywhere you

go” [...] “This is really a frightening prospect” PG23.

Since most PGs expressed higher perception of sensitivity towards location
tracking, they are less likely to disclose location information. However, a few PGs
expressed less sensitivity towards location information by emphasising the benefits
attached to disclosure: “...there have been instances where | needed a map to show
me location or proximity so then | had to share my location” PG 23. However,
benefits and convenience weighs little in terms of influencing how PGs perceive
location information. Therefore, we can induce that location tracking make PGs

perceive location information as highly sensitive except in a few cases.

Regarding the influence of location tracking among PP and PU participants, several
reasons were found in the data analysis as influencers of perceived information
sensitivity (see 6.3.4). However, the majority fall within the convenience and benefits
derived from using the smartphone (see figure 7.1). When compared to PGs, PP and
PU patrticipants perceive information as less sensitive because they are more benefits-

inclined than risk averse. Examples of responses regarding perceived sensitivity are:

“I will usually disable the location permission after downloading the app and enable it
when | need to use the app for navigation, to avoid apps capturing all my journeys”
PPO8.

“this [location] tracking makes me feel exposed everywhere” PP10. Other examples
regarding convenience and benefits are:

‘the convenience and benefits of using fitness and mapping apps makes up for the
creepiness of tracking me since | don’t have anything to hide” PP 29

“I need the app to provide direction for me” PP15
“It is really convenient to use apps like Waze and Google maps for direction” PU 17.

“location tracking can be beneficial as it can be an alibi [digital evidence of location] to
prove one’s innocence when it matters. Having a history of my movement has obvious
benefits” PU 32

The above statements and many others suggest that most PP and PU respondents

have higher consideration for convenience and benefits surrounding the use of the

smartphone, hence they have lower sensitivity. This means that PU are not

unconcerned about personal information as the Westins privacy index suggests

(Kumaraguru and Cranor, 2005). However, our analysis confirms the literature that
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PU concern is low compared to other groups when other factors (e.g., high economic
status) are not considered. Their level of concern and sensitivity depend on the type
of information, benefit, or conveniences at stake. Highlighting the areas of PP and PU
participants’ sensitivity is important otherwise the worrisome aspects could be

neglected.

Based on our findings regarding differences in perceived information sensitivity
towards location tracking, we characterise smartphone users into two additional
groups. These groups are, (1) users that perceive location information as highly
sensitive and they are the privacy guardians and (2) users that perceive location
information as less sensitive and they are the privacy pragmatists and privacy
unconcerned. The next section discusses the main finding from the data analysis
regarding PG, PP and PU.

7.4.1 Further Discussion of the Findings Regarding Location Tracking

Finding 2: The critical factor of location tracking heightens the perception of
information sensitivity among PG users because of personal, situational, and
profiling concerns. Conversely, PP and PU users perceive information as less

sensitive due to a higher influence of personal concerns.

As lllustrated in figure 7.3, location tracking expose users to privacy risks that
influences how information is perceived. However, sensitivity perception varies by
user’'s privacy concern category which in turn is affected by bounded rationality.
Consequently, a user’s privacy decision will be strongly influenced by their perception
of information sensitivity, resulting in either restricting or allowing access to location

information.

Location tracking have been found as a concern for smartphone users in earlier
studies (Almuhimedi et al., 2015; Amit et al., 2020; Kokkoris and Kamleitner, 2020).
Hence Ghazinour et al. (2014) argues that supporting individuals’ location privacy is
critical. Doing this requires an understanding of how location tracking influences
different categories of users (Kokkoris and Kamleitner, 2020). Our finding makes this

contribution.

Our finding confirms the literature that location tracking triggers privacy concern

because of surveillance issues (Almuhimedi et al., 2015; Amit et al., 2020; Kokkoris

and Kamleitner, 2020). What differentiates our finding from earlier literature is that it
181



provides nuances on how different categories of users perceive information and lays
the foundation for a more accurate privacy support. Accurate privacy support requires
the understanding of varying levels of perceived information sensitivity. In providing
this insight, we show that PGs perceive location information as highly sensitive
because of the critical nature of location tracking in this context. Most PG participants
point out location tracking as a profiling concern factors. This is because a user’s
social life can be inferred from location tracking. For example, “Sharing my location
information is not a thing | really like to do because, tracking my location continuously
can give me away as a frequent visitor of a specific pub....” PG 24. This type of reason
can be distinguished from the types expressed by most PP and PU. The analysis
shows that PP and PU perceptions are influenced by the conveniences and benefits
associated with smartphone use. Whilst not offering an exhaustive list of information
sensitivity influencers, participants across the privacy categories pointed to the
personal, situational, and profiling concerns (see details in table 6.7). These concerns

are influencers of users’ perception of information sensitivity.

The high perception of information sensitivity among PGs is not surprising. Westin’s
privacy characterisation (Kumaraguru and Cranor, 2005) and Hann et al. (2007)
privacy ranking had indicated that PGs are highly concerned about personal
information. However, our finding extends the information privacy literature in another
area. Specifically, the study by Bansal et al. (2016) who argue that information
sensitivity is situation-specific but did not say which situation. Therefore, we found
situations such as the proper use-case for navigation that reduces perceived
information sensitivity of location tracking. For instance, one PG mentioned that: “/ will
give my location data if, for example, | am using GPS app for navigation. Afterwards,
I will disable it.” PG 40. This shows a situation that shapes perceived information
sensitivity. Therefore, specific situations should be accounted for when analysing

perceptions of information sensitivity.

Privacy pragmatists and privacy unconcerned users’ low sensitivity perception
regarding access to their location information have been attributed to the greater effect
of convenience and benefits. In addition, a lack of agency based on the realisation
that most apps collect location information without users’ consent as mentioned in
chapter 2 explains this perception. This interpretation agrees with Acquisti (2004a, p.

3)“...that sophisticated privacy advocates might realise that protecting themselves
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from any possible privacy intrusion is unrealistic”. Therefore, they may not adopt a
strict privacy protection strategy since they doubt it will eventually pay-off. Therefore,
short term benefits may be preferred as this PP participant said: “...the convenience
and benefits of using fitness and mapping apps makes up for the creepiness of
tracking me since | don’t have anything to hide” PP 29. However, the long-term effect
of not protecting such privacy-critical information could be costly, leading to potential

losses in the smartphone context.

In concluding this section, prior research (Bansal et al., 2016; Markos et al., 2017,
Milne et al., 2017) argues that information sensitivity predicts information disclosure
(see Chapter 3). However, information sensitivity will be more predictive and thus
valuable if it distinguishes the varying impact of privacy influencing factors. For
example, location tracking and its situational influencers as our finding shows.
Awareness of such nuances should be incorporated in theoretical and empirical works
on privacy, as well as into privacy policy making. Table 7.4 provides the summary of

main findings and contributions regarding location tracking.

Table 7.4: Summary of main findings and contributions regarding location tracking

Literature Finding Contribution Implication

Location tracking | Location tracking | Nuanced Supports user-

is a concern for | heightens the understanding of tailored privacy

smartphone perception of the varying protection.

users in earlier information influence of

studies sensitivity among | location tracking in

(Almuhimedi et PG users the smartphone

al., 2015; Amit et | Conversely, PP context.

al., 2020; and PU users

Kokkoris and have lower

Kamleitner, perception of

2020). information

Information Finds specific Highlighting some | Supplies the

sensitivity is situations specific situations | nuanced

situation-specific | influencing that should be differentiation

but did not say information accounted for and the reasons

which situations | sensitivity when analysing for the distinct

(Bansal et al., regarding location | perceptions of levels of

2016) tracking information perceived

sensitivity. sensitivity across

the categories of
users
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E.g., proper use-
case for
navigation can
reduce perceived
sensitivity of
location tracking

and thus lays the
foundation for a
more exact
privacy support

The value of
information
sensitivity is the

We found that
location tracking
contributes to

Enhanced value of
information
sensitivity by

Such nuances
should be
incorporated in

predictability of information distinguishing the theoretical and
information sensitivity in varying impact of empirical works
disclosure varying ways location tracking on privacy, as
(Bansal et al., based on users’ well as informing
2016; Markos et | privacy concern privacy policy
al., 2017; Milne category. making

et al., 2017)

7.5 The Influence of App Permission Request

The earlier section raised the issues regarding location tracking. This section
interprets the categories that emerged from the perspectives of the three privacy
categories (PG, PP and PU) regarding app permission request. The interpretations
draw from the data analysis in section 6.3.5. The categories that emerged are privacy
concerns and perception of control. These are influencers of varying sensitivity
perceptions to app permission request. How the core category functions is illustrated
in figure 7.2 below. The topmost rectangular node indicates the influencing factor. The
next node (circular) indicates the combined effect of the categories. Next, the two
rectangular nodes pointing (using arrows) through consequences of wrong disclosure
and perceived control nodes indicates that concern and control perceptions operate
differently across PG, PP and PU. The bottom row of nodes shows the different levels

of information sensitivity.
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Figure 7.2: lllustrates the core category and varying influence of App permission

request.

Regarding PGs, the categories in figure 7.2 shows that PGs perceive information as
highly sensitive because they are more mindful of the consequences of wrong
disclosure. So, they want to make autonomous disclosure without disguised
interference (see table 6.9). They are particularly distrustful of apps that make
unjustified request and will avoid those types of apps. Explaining the high sensitivity,
some respondents said:

‘those requests call me to make a huge decision that can have profound
consequences if it goes wrong” PG 26.

“What is most important to me is keeping my autonomy and making sure that the
decision | make whether | want to share something or not is right”. PG25
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“my autonomy is also about making sure that it's my decision to share what | want
to share and not to be unduly influenced through quick nudges. This is particularly
important” PG 27

Some participants are using the word autonomy to mean privacy because as
Alfino (2001, p. 7) argues “...privacy protects a “fundamental interest” one has in

“being able to lead a rational, autonomous life (see section 4.4.2).

Unjustified request plays a role in raising how PGs perceive information. This is
exemplified by the following statements: “/ think it’s the task of the developers and
providers to explain why they need certain data” PG 37. So that PGs can be assured
because: “that will make the user have a much better feeling for what they are actually
sharing” PG 41. In addition, another respondent said: “At the moment, most providers
are of the view that the more we collect, the better. So, let us just collect as much as
possible” PG 38. Linking the findings in section 6.3.5 to that of this section, it can be
concluded that app permission requests heighten PGs perception of information
sensitivity because of the prevalence of malicious and unjustified requests. As
discussed in detail in section 7.7 below, PG’s desire to limit access to their personal

information could be a factor to this finding.

PP and PU participants show similarities in perceiving app permissions with less
sensitivity. Most PPs and PUs perceive app permission request with less sensitivity
because they perceive app permission as a form of control over personal information.
However, they require short justification of each request. Explaining why they perceive
app permission with less sensitivity, this respondent said: “...because that gives me
the choice to say no. Some apps how have runtime requests that ask for access when
you need to use certain services” PP 31. Another participant added, “But | appreciate
they [apps] ask and not doing it [accessing user information] without asking me...” PU
36. Furthermore, they provided explanation for the perception of control: “/ am quite
happy when | see the request...” PP29. “.... So, that choice is something that gives

me a sense of control.” PP 31.

Unlike PP, some PU participants perceive certain types of information as highly
sensitivity, “...However, when apps want to access my contact, that's going to be a
problem. | don't want somebody having a list of my contacts.” PU 36. The creation of

privacy zones could be a factor to these types of responses because people
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create “privacy zone” as instrument of control over information that should remain

private or over how much of it should be shared.

Linking the findings in section 6.5.5 and table 6.9 to the interpretations in this section,
it can be concluded that app permission request triggers low perception of information
sensitivity among PP and PU users by influencing the perception of control over
access to personal information except over contact list and photos. The respondents
that expressed these exceptions are women. This suggests that a respondent’s

gender could influence the creation of varying privacy zones.

On the basis of our findings regarding app permission request, we characterise
smartphone users into additional two groups. They are, (1) users whose perceived
information sensitivity is heightened by app permission requests - privacy guardians
and (2) users who perceive apps permission request as a source of control over
information requests thus perceiving app permission request with less sensitivity and
they are the privacy pragmatists and privacy unconcerned. The next section further

discusses the main finding.
7.5.1 Further Discussion of the Findings Regarding App Permission Request

Privacy guardians (PG) perceive app permission requests with high information
sensitivity because they are concerned about malicious and unjustified requests.
Conversely, privacy pragmatist (PP) and privacy unconcerned (PU) users perceive it
with less sensitivity as it gives them a false perception of control over their personal

information except over contact list and photos.

Earlier studies (Bansal et al., 2010a; Milne et al., 2017; Schwartz and Solove, 2011)
point out that information sensitivity varies by types of personal information. However,
this research extends the literature by showing that perception of information
sensitivity regarding app permission request varies by categories of smartphone users

and in some cases by types of personal information.

As seen in Figure 7.2, data analysis shows that apps permission request expose users

to privacy risks. Consequently, a user’s privacy decision will be strongly influenced by

their risk perception and the value of the information that is requested by an app. This

explains why PG users are more sensitive to personal information than PP and PU

because PGs typically have high privacy risk perception. However, the value users

attach to information is sometimes influenced by demographic characteristics such as
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gender (see sub-section 6.6.2). Apps behaviour for requesting access to sensitive

information contributes to users’ information sensitivity.

A recent study (Furini et al., 2020) shows the typical types of app request that users
are sensitive to. They include requests for location data, personal contacts, and
photos. However, why users’ perceived information sensitivity to app requests differs
is unclear. Therefore, we extend this literature by providing further explanation why
and how smartphone users’ information sensitivity level differs by linking privacy
attributes and contextual factors. Furthermore, the connection between context and
information sensitivity is not new. Some researchers (Bansal et al., 2016; Milne et al.,
2017; Mothersbaugh et al.,, 2012) have argued that information sensitivity is
contextual. Therefore, our finding confirms this literature in the smartphone context
and extends it by showing the type of users with varying levels of information
sensitivity. For example, PGs believes that they have lost too much privacy already,
therefore, they are uncomfortable with the decision-making burden under the
uncertainties imposed by apps permission request. They said: “...those requests call
me to make a huge decision that can have profound consequences if it goes wrong”
PG26. Whereas most PPs are: “... quite happy when [they] see the request...” PP 29.

This is “...because that gives [them] the choice to say no, as

some apps now have runtime requests that ask for access

when you need to use certain services. So, that choice is
something that gives me a sense of control.” PP 31

Similarly, PU “... appreciate [the permissions]. However, when the apps want to
access [...] contact list, that's going to be a problem... because an app has stolen my
contacts before...” PU 36. However, the phrase “...when the apps want to access [...]
contact list, that's going to be a problem...” seems to suggest that PUs perceive
contact information as more sensitive. When this statement was compared with other
PUs, it was discovered that such exceptions are because of negative experience of
data breach. This was “...because an app has stolen my contacts before” PU36. This
suggests that experiences of data breach influences how each privacy category
perceive information and thus explains the few outliers. However, this does not mean
that users’ perception cannot be characterised according to privacy concern
categories. Generally, PU participants are willing to exchange information for
convenience. This attitude can be attributed to lack of knowledge about privacy risks

as confirmed by Furini et al. (2020). This also explains why several PU participants
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expressed lack of agency. A counter measure is better risk communication as studies
(Gates et al., 2014; Hatamian et al., 2019; Van Wassenhove et al., 2012) have found

that better risk communication results in better risk mitigation.

Studies have shown that advertised and implemented app behaviour do not match
(Alazab et al., 2020; Olukoya et al., 2020). This suggests that malicious apps make
disguised request to access users’ resources. The knowledge of these practices
exacerbates privacy concern. Our analysis found that PGs are more sensitive to these
practices. Therefore, enhancing permission requests through better textual or
symbolic description can reduce the perceived sensitivity of PGs towards app
permissions (Olukoya et al., 2020). Therefore, developing tailored-permission
requests that provides privacy assurances to different categories as Knijnenburg,
(2017) advocates could be a counter measure. Our study deepens the privacy
perception study by contributing the basis for applying nuanced app permission
requests. We advance the conversation from a general app request model to a more
segmented, users-tailored model that should support every user's privacy (see
subsection 7.2.1.3).

In conclusion to this section, we argue that because “no one method fits all”, a user-
tailored app model is important. Moreover Martin et al. (2016) argues that
understanding how different categories of people perceive privacy concern will lead
to developing the right privacy policies, products, and services. Highlighting the
nuanced sensitivity perceptions reveal users’ specific expectations for privacy assured
disclosures which informs the development of a user-tailored- app permission
requests (Pavlou, 2011; Xu et al.,, 201l1la). Table 7.5 below summarises this

discussion.
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Table 7.5: summary of findings and contribution regarding apps permission request

Literature Finding Contribution Implication

Perception of Apps behaviour for Applied perception | Tailored-app

information requesting access to | of information permission

sensitivity influence sensitive information | sensitivity to requests

user responses and | contributes to users’ | understand the

are contextually high perception. influence app

driven. (Bansal et al., permission request

2016; Milne et al., on distinct

2017; Mothersbaugh categories of users

et al., 2012)

Advertised and imple | PG Users are Specific Advances

mented app suspicious of understanding of the

behaviour does not | permission requests. | how user groups conversation

match (Alazab et al., | PP and PU users, vary in responses | from a

2020; Olukoya et al., | feels it gives control general app

2020). over personal request

information model to a

more
segmented,
users-
tailored app
permission
request
model

Publicity rule creates
awareness of risk
and benefits of
disclosure leading to
creation of privacy
zones (Tavani, 2008)

Insights on users’
perception of
information
sensitivity to inform
the creation of
privacy zones around
more sensitive
information

Proposition for
using differences in
perceived
information
sensitivity towards
APR to improve
users’ privacy

Privacy zone
help users
discriminate
disclosures

7.6 The Influence of Bounded Rationality and RALC Theories on the Perception
of Information Sensitivity

This section aims to better understand the perception of information sensitivity through

the lenses of the theoretical framework. In addition, Grounded Theory is typically

about seeking deeper explanation of phenomenon and models can be useful tools

(Braun and Clarke, 2013). The model presented below (figure 7.3) is the result of the

study which seeks to understand how critical factors influence smartphone users’

perception of information sensitivity based on their privacy concern categories. Doing
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this provides the insight on how and why different users respond to privacy risks, to
enable nuanced privacy decisions support.

Bounded
Rationality
{constraints)

. i Perception
Privacy Risk '2?:‘2‘:‘;5 of .| Privacy Risk
Exposure & Pi.l Information Mitigation
Sensitivity
|
Drivers l
Influencers
T T Restricted
Access/Limited
. Concern for safety of Control
Economic Status » Finances & identity
factors
— Publicity
Personal, Situational & Rule
Location Tracking — Profiling concern
Factors
App Permission Concemn & Control A Mfri:,']‘ess
Request e Factors ssurance

Figure 7.3 Integrated theoretical framework and research findings

The constructs of the model are drawn from the literature review and the empirical
data analysis. This helps to provide theoretical explanation of the findings towards
developing a middle range theory. Middle range theories are testable propositions
about the phenomenon investigated. Regarding the drivers of privacy risk in the
model, other research have found location tracking (Almuhimedi et al., 2015;
Guinchard, 2020; Kokkoris and Kamleitner, 2020), economic status (Huberman et al.,
2005; Sheehy-Skeffington and Rea, 2017) and app permission request (Taylor and
Martinovic, 2016; Wang et al., 2017) as influencers of privacy decisions. However, our
research justified the criticality of these factors in the smartphone context (see chapter
2). Strauss (1998) recommends theoretical integration and validation as the last
stages of GT (see section 5.9 and figure 5.2). So, the bounded rationality and
restricted access and limited control (RALC) theories as revealed in Chapter 4, will be
discussed in terms of how the theories explains the findings or how the findings depart

from its constructs, thus seeking to advance theory. As our analysis found, bounded
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rationality shapes information sensitivity and RALC provides mechanisms for
countermeasure. The connection between the two theories as figure 7.3 illustrates is
that one side represents privacy decision making challenges (bounds of rationality),

and the other side (RALC) represents countermeasures.

Given earlier discussions (see sections 7.3, 7.4, and 7.5) the model drawn from the
empirical findings confirms that the critical factors drive privacy risk. For example,
economic status increases or decreases the value users place on personal
information. This value shapes privacy concerns which in turn influence how
information is perceived. Furthermore, our analysis shows that users’ perception of
information sensitivity is affected jointly by users’ privacy concern category (PG, PP
and PU) and bounded rationality as illustrated in the integrated model (figure 7.3).
Bounded rationality imposes bounds or challenges on user's ability to make optimal
privacy decisions. The bounds on rationality exacerbate or lessen sensitivity
perception based on a user's privacy concern category. Sensitivity perception decides
privacy mitigation, resulting in restricting access to personal information. The RALC
provides mitigation in form of the publicity rule mechanism. Understanding varying
sensitivity levels underpins how privacy support is appropriately applied to users
through risk awareness and privacy assurance information. This has been explained
in sub-sections 7.2.1.3 and 7.6.1.

The principal theme connecting the main findings relating to the factors of economic
status, location tracking and app permission request (see sections 7.3, 7.4, and 7.5)
shows that perception of information sensitivity is highest among privacy guardians
and lower among privacy pragmatist and privacy unconcerned users except in few
cases (see section 6.2.3.1). These exceptions depend on users’ income status and
the type of information involved. For example, the findings regarding the factor of
economic status shows that the perception of information sensitivity is highest among
the high- and middle-income smartphone users across the three privacy categories
(PG, PP and PU) regarding identity and financial information. However, when it comes
to the low-income users, only PGs have high sensitivity towards identity and financial
information. Conversely, low-economic status PP and PU users perceive information
as less sensitive. This means that there are differences in perceived sensitivity based
on both income and privacy concern categories. Although earlier literature (Hann et

al., 2007; Kumaraguru and Cranor, 2005) have characterised people into three
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categories based on their levels of privacy concern, our findings show that smartphone
users can be characterised into eight groups based on differences in perceived
information sensitivity to the critical factors investigated. These groups have been
pointed out under the discussion of each critical factor (see sections 7.2.1.3, 7.2.2.3,
7.4 and 7.5).

7.6.1 Understanding user sensitivity perceptions through bounded
rationality and RALC

The relevant components of the concept of bounded rationality are shown in chapter
4. These are, (1) Incomplete information, (2) time constraints, and (3) cognitive
limitation. These components help to understand the high perception of information
sensitivity among smartphone users. For example, when PGs with high level of
privacy concern do not have full understanding of the disclosure and do not have
enough time and cognitive ability to process and understand how information is used,
uncertainties are created. Uncertainties about how personal information will be
handled results in perceiving information as highly sensitive (Kim and Koohikamali,
2015; Mothersbaugh et al., 2012). However, similar uncertainty due to incomplete
information about the risks involved in disclosing personal information explain why PU
users perceive information as less sensitive. This is because when they do not
perceive disclosure risks due to incomplete information, they make unwarranted
disclosure (Kumaraguru and Cranor, 2005). Studies shows that when effective risk
communication takes place, individuals such as PUs adopt better risk mitigation.
Therefore, Acquisti et al. (2017) recommends nudging individuals towards informed
disclosure. Our findings extend the study by Acquisti (2017) by showing how users
can be nudged differently by understanding their levels of information sensitivity.
Smartphone users with high sensitivity perceptions such as privacy guardians and
other high-economic status users as well as low sensitivity users should be supported
with relevant risk communication (subsection 7.2.1.3) to avoid unwarranted
disclosures. Furthermore, users’ levels of information sensitivity can be linked to
users’ responses; information seeking, withholding of information, and fabrication of

information (see section 3.5).

Users with high perception of information sensitivity (PGs) are more likely to mitigate
privacy risk through information seeking (see section 6.2.1.3). However, they could

withhold or fabricate information when unable to verify the need for disclosure (see
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section 6.2.2.1). For example, being able to make independent judgement whether to
disclose is important: They said: “my autonomy is also about making sure that it's my
decision to share what | want to share and not to be unduly influenced through quick
nudges. This is particularly important” PG 27. Therefore, data collectors should nudge
users by applying the choice and consent part of RALC. Doing this aligns data
collection to users’ preferences. This creates an equilibrium in interest between users
and data collectors. This is important because Individuals can receive help from
personalisation of products and services, whereas collectors can boost their ability to
address specific target markets or customers (Acquisti et al., 2016; Anderson et al.,
2017). Therefore, users should be nudged differently to ensure privacy for the different
levels of information sensitivity. This has been explained in section 7.6, 7.2.1.1 and
7.5.1. In this regard, the “publicity rule” emphasised by RALC captures the use of
nudges which addresses some of the constraints imposed by bounded rationality. The
publicity rule creates awareness of risk and benefits of disclosure (Tavani, 2008).
However, our data analysis suggests that the publicity rule should be more applicable
by tailoring towards the sensitivity perceptions of different users. In this way, the
awareness of risks can empower users to create diverse types of privacy zones. This
explains why some users for example, perceive financial information as more sensitive
than other types of information as shown by the privacy zone created around financial
information (see section 7.3.1). Our data analysis extends the RALC theory by
suggesting ways of making it more applicable to this context (figure 7.3 illustrates this

extension).

7.7 The Middle-Range Theory for Understanding Smartphone Users’
Perception of Information Sensitivity

As stated in chapter one, the overall aim of this research is to understand smartphone
users’ perception of information sensitivity from three privacy concern categories.
Doing this provides insight for tailored privacy. Tailored privacy supports users
differently by using relevant risk communication. Propositions showing the differences
in perceived information sensitivity provides this understanding. Having theoretically
examined the principal finding of the research, this section articulates the resulting
middle range theory that emerged from the data analysis. As mentioned in Chapter 4
(section 4.2) middle range theories stem from more nuanced analysis of individuals’
attributes which differs from analysing the interactions between individuals. To

achieve this, this researcher applied Hassan and Lowry (2015) and Hassan et al.
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(2019) framework for developing middle range theory. Table 7.6 below presents the

summary of the framework guiding the formulation of the theory.

Table 7.6: Summarises Hassan and Lowry, (2015) and Hassan et al., (2019)
guidelines and the application

Hassan and Lowry,
(2015) and Hassan et al.,
(2019) Framework
Guideline

How it is Applied

A focus on solving a
problem or addressing a
question within a limited
domain

A focus on formulating effective privacy-support for
smartphone users. Thus, investigated 3 critical and
contextualised factors influencing information
sensitivity in smartphone use.

Create intermediate
concepts and propositions
that operate between
grand theories and minor
working hypotheses

Developed middle range theory as testable
propositions for understanding varying levels of
information sensitivity across user-categories

Develop and refine the
concepts and

propositions by focusing on
the specific phenomena

Developed GT analysis concepts (open, axial, and
selective coding) focusing on extracting users’
perception of information sensitivity inferred from the
discomforts and concerns expressed.

Evaluate the originality and
novelty of the

propositions by comparing
with the literature.

Studies on information sensitivity in the general
online context: Bansal et al., (2010), Mothersbaugh
(2012), Capistrano and Chen (2015), Markos et al.,
(2017), Mekovec et al., (2017).

Studies that show smartphone users differs by
other constructs apart from information
sensitivity. Application usage and demography:
Zhao et al., (2016) Okamoto et al., (2017), Welke et
al., (2016) Falaki et al. (2010), Dinev (2014), Bhih et
al., (2016), Mohadisdudis and Ali, (2014) and
Security perception towards notifications: Ndibwile et
al., (2018).

Studies that focused on user's perception of
information sensitivity in smartphone context:
App permission request Furini et al., (2019).
However, we investigated app permission request,
economic status, location tracking. Thus, our
propositions differ by accounting for the three critical
factors.
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The following propositions aim to answer the third research question which is:

How do the identified critical factors influence the perception of information sensitivity

among smartphone users based on their characterised privacy concern?

Proposition 1: Smartphone users’ privacy concern category and economic status

influence how they perceive types of information.

Proposition 2: Users belonging to all three privacy concern categories with high-and-
middle economic-status perceive financial information as highly sensitive. The

exception is the middle economic-status privacy unconcerned.

Propositions 3: Users that perceive financial information as less sensitive are middle-

income privacy unconcerned and low-income users from the three privacy categories.

Propositions 4: Privacy guardians of all economic status and privacy pragmatist of

high economic status perceive identity information as highly sensitive.

Propositions 5: Privacy pragmatists and privacy unconcerned of high, middle, and

low economic status perceive identity information as less sensitive.

Proposition 6: Location tracking makes privacy guardians perceive location
information as highly sensitive, except when location tracking is considered

appropriate.

Proposition 7: Privacy pragmatist and privacy unconcerned users perceive location

information as less sensitive due to the benefits of using the smartphone.

Proposition 8: App permission requests triggers higher information sensitivity
perception among privacy guardians compared to privacy pragmatist and privacy

unconcerned users when the request is perceived unjustified.

Proposition 9: Apps permission requests influences a false perception of control
among privacy pragmatists and privacy unconcerned users and in turn produces a

weaker effect of information sensitivity.

The propositions relating to economic status, location tracking and app permission
request from the three privacy concern categories shows that smartphone users can
be characterised into eight categories based on how and why users perceive different

types of information. The above propositions suggest that an effective privacy support
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model for smartphone users should consider the nuances underpinning perceived

information sensitivity.
7.8 Conclusion

The interpretation and discussion of findings in this chapter build on the empirical data
analysis in chapter 6 and review of existing literature in Chapters 2 and 3, as well as
the theoretical framework in chapter 4. The findings were structured under three broad
categories, namely: (1) the influences of economic status from the three-income status
and privacy categories, (2) the influence of location tracking from the three privacy
categories, and (3) the influence of apps permission request from the three privacy
categories. The privacy categories are privacy guardians (PG), privacy pragmatist

(PP) and the privacy unconcerned (PU).

The discussion in this chapter explains how users perceive information as either highly
or less sensitive by pointing out the influences of the critical factors within the
smartphone context. Other studies have focused on explaining individuals’ motivation
to protect personal information from unauthorised access and collection. The current
study focuses on group level analysis, thus exploring the complexities between
privacy attributes and privacy-critical factors in the smartphone context. Applying this
analytical approach enabled the contribution of nuanced understanding regarding how
the perception of information sensitivity differs across the eight characterised
categories. Doing this points out how to accurately provide privacy support for different
groups of smartphone users. When data collectors take the varying sensitivity

perceptions into account, privacy in the smartphone context should be enhanced.

Finally, the chapter examined the influences of the concept of bounded rationality and
RALC theory on users’ perception of information sensitivity and uses insight from the
empirical findings to develop the testable propositions. The next and concluding
chapter presents the overall summary of the grounded theory research study,

research contributions, limitations of the study, recommendations for future research.
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Chapter Eight

8. Research Conclusion and Future Research

The aim of this research is to understand the differences in perceived information
sensitivity among smartphone users. This is important because it shows the nuances
required for implementing tailored privacy. Tailored privacy supports individuals by

using the information that will enhance privacy.

Information sensitivity is an influencer and predictor of privacy decisions. However,
privacy decision making is complex to understand due to its context-dependency and
multi-factor influences. Without accurate understanding of the contextual influences,
providing the required support for smartphone users will be problematic. This makes
the understanding of how user-categories perceive information useful for tailored-
privacy support. To enhance user privacy in the smartphone context, data collectors
should respect users’ privacy through tailored privacy support. Tailored privacy

support is effective when risk is communicated alongside data request.

Studying all the possible factors influencing how users perceive information is a
challenge. For example, the current research identified seven factors. However, three
are assessed in Chapter 2 as critical factors, economic status, location tracking, and
apps permission requests. Furthermore, the diversity of users’ information sensitivity
perceptions requires nuanced understanding across previously characterised user-
categories as starting points. To initially understand the varying levels of sensitivity,
the widely accepted Westin’s privacy category was applied to characterise
smartphone users into three categories. Additionally, participants were grouped by
income levels. The income groups help to reveal the influence of economic status on
users’ perception. Doing this is based on the understanding that smartphone users
differ, and the varying levels of information sensitivity perceptions help to tailor privacy

support more accurately.

Tailoring privacy support is a countermeasure to the assumption of the one-method-
fits-all approach. However, a tailoring approach should be informed by the views of
smartphone users and by understanding the relationship between critical factors and
user's privacy concern categories. Examining this relationship reveals the nuances in
how information is perceived differently. Two critical factors (location tracking and app

permission request) reflect the peculiarities of the context. Therefore, examining the
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relationship accounts for the influence of the smartphone context and thus
contextualises our findings. It is expected that knowledge from analysis of multiple
factors will lead to a better understanding of how information sensitivity is distinctly
influenced and how it should be correctly studied in this context. Against this
background, this research proposes a middle range theory with the intent to support

the formulation of tailored privacy for smartphone users.

This chapter provides the conclusion to the research. It highlights the contribution
made and points out areas for future research. It begins (section 8.1) by presenting
how the research questions were addressed in the study. Following this, the research
contribution and its implications are discussed (see section 8.2). Subsequently, the
limitations of the study are outlined in section 8.3. which also provided the directions
for future research in sub-section 8.3.1 with emphasis on testing the propositions in a
further quantitative study for enhancement. However, the quantitative testing is
outside the scope of the current research. Finally, section 8.4 provides the closing

remark to the research.
8.1 Answers to Research Questions
The study is conducted to answer the following research questions:

Question 1: What are the critical factors that influence information sensitivity among
smartphone users?

This question is addressed in Chapter 2. It is revealed that economic status, location
tracking and app permission requests are critical factors influencing how and why
users perceive privacy risks and thus influencing how they perceive information as
highly or less sensitive. The critical factors were justified on the basis that they yield
implicit information about the user. Implicit information is information not explicitly
disclosed but are inferred. In addition, some critical factors (location tracking and app
permission request) allow the core characteristics of the smartphone ecosystem to
directly affect users’ privacy. Furthermore, another critical factor (economic status)
influences decision making generally but has not been studied among smartphone
users. Moreover, when a critical factor such as permission request is accepted by
users, it allows direct access to users’ information and in some cases, apps access

data outside the permission granted.
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Question 2: What categories characterise privacy concerns among smartphone

users whose personal data is collected via mobile applications?

Our data analysis shows that smartphone users can be characterised into eight

groups based on differences in perceived information sensitivity from the influences

of users’ economic status, location tracking and app permission requests. The

guestion was fully addressed in chapters six and seven through insights obtained from

the data analysis. The characterisations of smartphone users from our analysis are

presented below:

1.

Users that perceive identity information as highly sensitive are high-income,
middle-income, and low-income privacy guardians.

Users that perceive identity information as less sensitive are high-income privacy
pragmatists, privacy unconcerned, middle-income privacy pragmatists and
privacy unconcerned, low-income privacy pragmatists and privacy unconcerned.
Users that perceive financial information as highly sensitive are high-income
privacy guardians, privacy pragmatists and privacy unconcerned, middle-income
privacy guardians and privacy pragmatists.

Users that perceive financial information as less sensitive are middle-income
privacy unconcerned, low-income privacy guardians, privacy pragmatists, and
privacy unconcerned.

Users that perceive location information as highly sensitive are privacy
guardians.

Users that perceive location information as less sensitive are privacy
pragmatists and privacy unconcerned.

Users whose perceived information sensitivity is heightened by app permission
requests are privacy guardians.

Users who perceive apps permission request as a source of control over
information requests thus perceiving app permission request with less

sensitivity are privacy pragmatists and privacy unconcerned.

This finding is like Furini et al. (2019) who argues that smartphone users’ response to

app permission can be grouped into high and low sensitivity perceptions. However,

we extend Furini et al. (2019) study by accounting for other factors such as economic
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status and location tracking. Users economic status and privacy attributes intricately

underpinned our categorisation.

Question 3: How do the identified critical factors influence the perception of
information sensitivity among smartphone users based on their characterised privacy

concern?

This research found that the critical factors (economic status, location tracking and
app permission request) influence varying levels of information sensitivity across the
characterised privacy categories. Regarding economic status, it was shown that the
three privacy concern categories from high, middle, and low economic status perceive
identity and financial information differently. Users perceive information as either
highly sensitive or less sensitive. The details have been discussed in chapters six and
seven. However, section 7.8 presents the summary that answers this research

guestion.

Location tracking was addressed by showing that privacy guardians perceive location
information as highly sensitive because of personal, situational, and profiling
concerns. On the other hand, privacy pragmatists and privacy unconcerned users
perceive location information as less sensitive due to higher influence of benefits and
the convenience of using the smartphone. This was pointed out in chapter 7 (see
Section 7.4).

Regarding app permission requests, it was found that privacy guardians perceive
permission requests with high sensitivity because of concerns over malicious and
unjustified requests. On the other hand, the privacy pragmatists and privacy
unconcerned users perceive the request with less sensitivity because of a false
perception of control that the permission requests triggers in them. This was

addressed in chapter 7 (see Section 7.5).

Overall, the synthesis of the findings regarding the critical factors as mentioned above
informed the theoretical propositions for understanding smartphone users’ perception

of information sensitivity in chapter 7 (see Section 7.7).
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8.2 Research Contributions and Implications

This research has made theoretical and practical contributions to knowledge. Chapter
7 presented detailed discussions and tables that shows the emergent contributions.
However, the key contributions to knowledge are summarised below. The theoretical

contributions are:

1. One key contribution of this research is the eight new characterisations of
smartphone users that shows differences in perceived information sensitivity.
This is the first study as far this researcher knows, that points out this level of
nuances relating to this important predictor of privacy decision making.
Additionally, the study shows the underpinning reasons for each level of

perceived information sensitivity.

2. This thesis contributes the understanding that smartphone users’ economic
status influence privacy concern to determine how different user-categories
perceive information as highly or less sensitive. This contribution has been
made in addressing research questions 2 and 3 above. This result shows that
integrating users’ economic status in studying the influences of privacy
attributes on privacy decisions is important. The understanding of how
economic status influences privacy decision making in the smartphone context
was limited in the literature. The analysis of economic factor reveals four
characterisations of smartphone users based on differences in perceived
information sensitivity. Providing this understanding sheds light on the
complexities surrounding privacy decisions. Moreover, studies that
investigated the influence of users’ economic status on privacy decisions are

limited in privacy literature.

3. Another key contribution is the understanding that location tracking influences
varying perception of information sensitivity among privacy guardians, privacy
pragmatists and privacy unconcerned smartphone users. This is depicted in
figure 7-1, which shows that location tracking makes privacy guardians to
perceive location information as highly sensitive mainly because location
information yields implicit information. On the other hand, location tracking
makes pragmatists and privacy unconcerned users to perceive location
information as less sensitive because they focus on the benefits of using the

smartphone. The analysis of location tracking as a factor produced two
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additional characterisations of smartphone users. This result is confirmed in
table 7.4 which provides more details about this contribution.

. This thesis contributes to a better understanding of the varying perceptions of
information sensitivity regarding app permission requests from the
perspectives of privacy guardians, privacy pragmatists and privacy
unconcerned smartphone users. This result is revealed by addressing
research question 3. This contribution confirms Furini et al. (2019) arguing that
permission request triggers high and low perception of information sensitivity
among smartphone users. However, our research extends Furini et al.(2019)
study by showing not just how, but why permission request influences
perception of information sensitivity among different categories of users. The
inclusion of app permission request in our analysis produced two more
characterisations of smartphone users. Thus, providing more nuanced

understanding of the influence of app permission request.

. A key contribution of this thesis is the middle range theory for understanding
smartphone users’ perception of information sensitivity (see Section 7.7). In
developing the propositions, the researcher applied the recommendation by
Hassan and Lowry (2015) and Hassan et al. (2019). The middle range theory
provides insight into the nuances surrounding how and why the three critical
factors and the privacy concern categories influence users’ perception of
information sensitivity. This insight informed the characterisation of users into
eight groups according to information sensitivity perceptions. This lays the
foundation for tailored privacy that supports users based on the information
cues that matches how information is perceived. Doing this enhance users’
privacy in the smartphone context. Such understanding helps to avoid
developing privacy support on the wrong premise - that all users perceive

information the same way.
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8.2.1 Practical contributions and the implications for practitioners

1. On the practical level, our findings shows how organisation’s privacy policy
could be designed. For example, linking Westin's characterisation with the
influence of economic status, the nuances of users’ worrisome collection of
personal information have been revealed. The understanding of how different
categories of users perceive privacy concern should be considered when
designing privacy policies. In other words, using the insight this research
provides, organisations can respond with right policies, products, and services
to users’ perception of information sensitivity.

2. This is the first study as far this researcher knows that clearly shows how
smartphone users differs in terms of their responses to the concern for
financial and identity information. Our findings provides the understanding of
why and how the perceived information sensitivity varies between identity and
financial information. This means that organisations can understand how to
anticipate and respond differently based on both user categories and
information types. This finding has important implication for practice because
it considers the diversity of personal information and the diversity of privacy
concerns. For example, the concern for safety of identity influences why high-
income privacy guardians perceive information with high sensitivity.
Confirming Solove (2003) contention, our findings further shows that the
system of collection, dissemination, and use of personal information creates
the “architectures of vulnerability," due to potential losses from identity
theft. Additionally, this study reveals how distinct categories of users perceive
vulnerability to identity theft and which categories of users are more likely to
embrace PET (privacy enhancing technology) as a means of mitigating

privacy risks ( See section 7.2.1.1).

3. This research also makes practical contribution by showing how smartphone
users who are privacy guardians could be accurately supported. Despite
belonging to different economic status groups (income group), most privacy
guardians perceive identity information as highly sensitive. Our findings shows
that they require strong privacy-assurances that are specific enough to mitigate
unwarranted disclosure. This study confirms that privacy-assurance
mechanisms could be applied to increase privacy guardians’ control of
personal information by showing privacy customisation options in smartphone
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settings. For example, the disabling of location history tracking and proxy
control mechanisms contained in concise privacy statements and the use of

assurance seals (See section 7.2.1.1).

4. This research confirms that malicious apps make disguised request to access
users’ resources. Such practices exacerbates privacy concern. However, our
analysis found that PGs are more sensitive to these practices. Therefore,
enhancing permission requests through better textual or symbolic description
can reduce the perceived sensitivity of PGs towards app permissions.
Furthermore, this study shows that developing tailored-permission requests
that provides privacy assurances to different categories as Knijnenburg (2017)
advocates could a counter measure to PGs high privacy concern. In
highlighting this practical solution, our study deepens the privacy perception
study by contributing the basis for applying nuanced app permission requests.
Doing this advances the conversation from a general app request model to a
more segmented, user-tailored model that should support every user's privacy

(see subsection 7.2.1.3).

5. Finally, this research enhanced the RALC theory, making the publicity rule
more applicable to smartphone users (see Section 7.6). This demonstrates
how to tailor privacy communication by considering different levels of
information sensitivity. Moreover, Mothersbaugh et al. (2012) argues that
failure to account for information sensitivity affects the result of many research
studies. Furthermore, how the three critical factors and the Westin’s three
privacy concern categories were integrated in a single qualitative analysis
shows creativity in the application of Grounded Theory. In the analysis process
shown in Chapter 6, the researcher compared various concepts and categories
by identifying cues which point out differentiating levels of information
sensitivity perceptions. This research is the first, as far as the researcher
knows, to use Grounded Theory as a research method and methodology for
comparing the influence of the critical factors across the Westins’ three privacy

concern categories.

To summarise our contributions, this research shows that privacy
unconcerned users require empowerment to take the right action when they

are presented with effective risk communication that combines information
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request with user-education on how to disable access to information. Similarly,
we expressed how privacy guardians and privacy pragmatists can be
supported with succinct justification for information requests. Through the
analysis of multiple factors in this research, nuances that could improve privacy
mitigation practices were revealed. A privacy support model developed without
a holistic understanding of the varying influences of the critical factors from the
distinct categories of users to whom the model will be applied could be based

on assumptions.

Additionally, as the research shows the nuances in users’ perception of
information sensitivity, it has implication for predicting users’ responses to
privacy risks. This is because a value of understanding perception of
information sensitivity is the predictability of privacy decisions (Furini et al.,
2019; Mothersbaugh et al., 2012).

Studies shows that perception of information sensitivity is context dependent
(Bansal et al.,, 2016; Knijnenburg and Kobsa, 2013) and high sensitivity
perceptions are underlying obstacles to the uptake of mobile applications
(Guinchard, 2020; Kokkoris and Kamleitner, 2020; Kulyk et al., 2019). Although
the uptake of some apps like the UK COVID19 Track and Trace app could be
government-mandated, users still require tailored support to encourage its use.
Therefore, the type of understanding provided by this research can be applied

to support uptake and usage of useful apps.

Finally, as shown in table 7.6, most studies on information sensitivity focused
broadly on internet users without particular attention to the smartphone
context. Therefore, our research draws attention to the smartphone context
and extends the understanding of contextual and economic status influence on
privacy; it points out the relationship between the critical factors and
characterised privacy attributes — thus providing incentive for more research

around these factors.

8.3 Limitations of Research

The research is subject to some limitations, that future research should take into

consideration. The following are the limitations reflected on:
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1. The exclusion of privacy-related knowledge as an explicit factor in the
analysis
Studies show that individuals’ level of privacy-related knowledge influence the
perception of information sensitivity (Bartsch and Dienlin, 2016). Although basic
privacy literacy is indirectly integrated in the analysis, the current study is limited to
an analysis of three explicit critical factors, excluding privacy-related knowledge.
However, this limitation is moderated by the sampling techniques (convenience and
purposive sampling) that purposefully selected only participants that have at least a
first-degree education. Studies (Surma et al., 2012; Turow et al., 2008) show that
graduate level education provides basic privacy literacy (see section 5.11). Despite
this sampling approach, it cannot be completely ruled out that a relevant factor may
have been excluded. Therefore, this research cannot be generalised to the 60% of

the UK population that do not have a university or basic privacy knowledge.

2. The limitations imposed by methodology

Conducting the research through Nonprobability convenience and purposive
sampling techniques implies that the research sample may not be an all-
encompassing representation of the distinct categories of smartphone users.
Arguably, probability sampling is unfitting for qualitative studies because it lends itself
to statistical computations. Furthermore, the research applied the grounded theory
approach that allows participants to be chosen through the theoretical sampling
method. However, the size of the chosen sample for each privacy concern category
is quite small compared with sample sizes in quantitative research. To offset this
limitation, Hassan and Lowry (2015) and Hassan et al. (2019) argues that middle
range theorist should seek further deductive testing in a quantitative study. Moreover,

gualitative research does not try to be formally representative.
3. Limitation of generalisability

The empirical study participants were all university graduates. Studies show that
possessing a university degree increases individuals’ privacy risk perception
(Bartsch and Dienlin, 2016; Turow et al., 2008). Therefore, the generalisability of this

research findings is limited only to similar populations.
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4. Limitations regarding "tailored privacy"

Presently, there are no clear incentives for companies who build apps to provide
tailored privacy support for users. This scenario limits the implementation of tailored
privacy in the smartphone ecosystem. However, when companies understand the
corporate and reputational benefits that they can derive from being “socially and
privacy” responsible, then positioning themselves as privacy champions may

enhance corporate image.
8.3.1 Future Research

The factors influencing the perception of information sensitivity are complex.
Therefore, researcher envisions several other extensions of the current work.
Importantly, the middle range theory for enabling the formulation of tailored privacy
support should be tested in a wider quantitative study. Doing this will enhance validity
and applicability by combining the strengths of both qualitative and quantitative
studies (Kaplan and Duchon, 1988; Venkatesh et al., 2013). Moreover, middle range
theories are tentative propositions that should be deductively tested (Corbin and
Strauss, 1990; Hassan et al., 2019b; Hassan and Lowry, 2015). To further enhance
the propositions, future study should integrate privacy-related knowledge as an
explicit factor in the analysis as well as including non-university graduates as research
participants. Additionally, even the implementation of a tailored privacy described in
Chapter 7 (see Section 7.2.1.3) is still limited; a true test of the benefits would be
confirmed in studies where experimental and control groups representing each
category of users are observed. Future work should implement a tailored privacy
support in such a study. Additionally, studies that points out incentives for companies
who build apps to implement tailored privacy are required.

8.4 Closing Remark

Smartphone users cannot be accurately supported without understanding the privacy-
related categories that characterise users whose personal information are at risk.
Since users perceive and respond to privacy risks differently, a clear understanding
of the varying levels of perceived information sensitivity is also needed. However, prior
studies have addressed information sensitivity by showing the high and low levels of
sensitivity perceptions online but did not fully explain why the levels varies in the

smartphone context. Additionally, prior studies addressed the necessity of
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understanding the context-dependencies of information sensitivity without explaining
how economic-status and other critical-factors shape information sensitivity among
smartphone users. Therefore, devoting attention to unearth these nuances provides

the foundation for tailored privacy support in the smartphone context.

This research was conducted as an interpretivist Grounded Theory study. This
approach was chosen as it allows the gaining of in-depth understanding of perceived
information sensitivity. Particularly when exploring how and why different categories
of smartphone users perceive privacy risks. The researcher had to rely on an intuitive
and self-learning process to analyse the empirical data when extant literature did not
provide fitting example. However, the prescribed systematic procedures of the
Straussian strand of Grounded Theory have been followed to categorise the
developing concepts up to the point of summarising them into core categories. The
core categories expressed the phenomenon regarding the critical factors and their
influences across the characterised privacy categories. At the end, the researcher
acquired valuable expertise through the analysis process and developed the testable

theoretical propositions that could inform further studies.
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APPENDIX B: SAMPLE CONSENT FORM

Issue Respondent's
initials

| have read the information presented in the information
letter about the study "Differences in Perceived
Information Sensitivity During Smartphones Use Among
UK University Graduates.”

| have had the opportunity to ask any questions related to
this study, and received satisfactory answers to my
guestions, and any additional details | wanted.

| am also aware that excerpts from the interview may be
included in publications to come from this research.
Quotations will be kept anonymous.

| give permission for the interview to be recorded using
audio recording equipment.

| understand that relevant sections of the data collected
during the study may be looked at by individuals from De
Montfort University. | give permission for these individuals
to have access to my responses

With full knowledge of all foregoing, | agree to participate in this study.

| agree to being contacted again by the researchers if my responses give rise to
interesting findings or cross references.

No 4
Yes

If yes, my preferred method of being contacted is:

Telephone: ...
Email: o
O Nl
Participant Consent
Name taken by
Participant Signature
Signature
Date Date
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Appendix C: Westin’s Original Interview Questions and the Analysis Guide

Westin’s Original Questions
12 a. Consumers have lost all control over how personal information is collected
and used by companies.

« Strongly Disagree

e Somewhat Disagree

e Somewhat Agree

o Strongly Agree

12 b. Most businesses handle the personal information they collect about
consumers in a proper and confidential way.

« Strongly Disagree

e Somewhat Disagree

e Somewhat Agree

o Strongly Agree

12 c. Existing laws and organizational practices provide a reasonable level of
protection for consumer privacy today.

« Strongly Disagree

e Somewhat Disagree

e Somewhat Agree

o Strongly Agree

Westin’s Index Analysis Guide
Westin used the following definitions for classifying the public into three
categories:

1. Privacy Fundamentalists are respondents who agreed (strongly or
somewhat) with the first statement (12a) and disagreed (strongly or
somewhat) with the second (12b) and third statements (12c — 3).

2. Privacy Unconcerned are those respondents who disagreed with the
first statement (12a) and agreed with the second (12b) and third
statements (12c).

3. All other respondents were categorised into Privacy Pragmatists.
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