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Abstract

Blockchain offers unprecedented opportunities for innovation in financial transactions. A whole new world of opportunities for banking,
lending, insurance, money transfer, investments, and stock markets awaits. However, the potential for wide-scale adoption of blockchain is
hindered with cybersecurity and privacy issues. We provide an overview of the risks and security requirements and give an outlook for future
research that could be helpful in solving some of the challenges. We also present an approach for policy specification and verification of
financial transactions based on smart contracts.
c⃝ 2020 The Korean Institute of Communications and Information Sciences (KICS). Publishing services by Elsevier B.V. This is an open access

article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
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1. Introduction

Digital transformation is an ongoing trend in all economies
and financial systems. According to Huawei & Oxford Eco-
nomics report, “Digital Spillover: Measuring the true impact
of the digital economy” [1], in 2017, 15.5% ($12 trillion)
of the global economy was reported as digital and by 2025
this is estimated to be 25% ($23 trillion). Digital economies
are expected to be more competitive; with high return on
investment, environmentally balanced and socially accessible
and inclusive, digital economies are expected to offer new
transformative opportunities. The future of digital economy
particularly with the intense regional and global competition
will depend on their understanding, readiness, and presence of
robust infrastructure.

Digital economies comprise of tangible digital assets and
non-tangible digital assets and their related infrastructure. The
intangible (data, knowledge, software, IPRs, digital coins, and
tokens, etc.) investment share in some countries has reached as
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high as 15% of the GDP and the growth rate of this segment
of the digital economy is on the rise [2].

A consensus has emerged among national regulators and
global standard setting bodies that blockchain technology
brings to the society and economy tremendous new oppor-
tunities. However, uncontrolled use of blockchain technology
threatens to accelerate socio-economic problems, especially
money laundering, fraud, cybercrime, and market instabil-
ity. Blockchain proposes to utilize the disruptive cryptocur-
rency application potential to not only neutralize its negative
possibilities but also positive potential of these innovations.

Wideband mobile Internet brought by 5G technology needs
to be complemented with mobile digital payment solutions.
Blockchain is an enabling technology towards closing this gap.
Recently, various hardware cryptocurrency wallet providers
and smart phone manufacturers have released hardware wallets
for mobile phones. This advancement suggests that there will
be a significant amount of blockchain transactions conducted
over 5G networks. A recent study [3] has surveyed the in-
terplay between blockchain and cyber security and pointed
out that the most security-focused blockchain applications are
about IoT, data storage and sharing, network security, user
privacy and Internet access. All these application areas are
also expected to be drivers in the adoption of blockchain
technology in 5G networks.
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Various security issues for realizing blockchain in 5G net-
works include, software vulnerabilities [4] of mobile phone
applications and operating systems, hacking attacks to hot-
wallets to deposit value in the blockchain, and the insuf-
ficient enforcement of security policies on the blockchain
transactions. Security policy enforcement on the blockchain
is particularly challenging in mobile network environments
because of the mobility of end user devices and the multiple-
domain nature of mobile networks. Additionally, since the
public blockchain is a distributed ledger accessible by every-
one, access control becomes an important issue in controlling
the permissible operations on the blockchain.

Recently, blockchain applications for cyber-security in the
mobile edge network have been of interest to researchers.
In [5] authors present a blockchain based Mobile Edge Com-
puting (MEC) architecture. In [6] the authors present an IoT
framework named “EdgeChain”, which is based on blockchain
and smart contracts. This line of work is interesting but it is not
competing with our presented methodology. Our methodology
can be used in such frameworks for the specification and
verification of policies for smart contracts. We are not aware
of such a previous work in this area.

In this paper, we investigate the security issues of
blockchain based transactions in 5G networks, particularly
in the mobile edge. We propose a methodology for policy
specification and verification of transactions based on smart
contracts in next generation mobile networks. Our method-
ology is different from existing work that it is based on
formal logic and supports formal verification of smart contract
policies.

The rest of the paper is organized as follows. Section 2
discusses some of the security threats and risks of blockchain.
Section 3 discusses compliance to security standards through
security policy specification and verification. Section 4
presents the proposed methodology for smart contracts pol-
icy specification and verification. Finally, in the conclusion
we will analyze the methodology and give further research
directions.

2. Security threats and risks for 5G enabled blockchains

Some risks associated with blockchain platforms and tech-
nologies include the following:

• Money laundering as a result of the high level of
anonymity which makes it difficult for regulators to
identify individuals who use the protocol for illicit value
transfers. Some cryptocurrencies can be used for money
laundering purposes, which pose a challenge to enforce
financial sanctions.

• Tax evasion may be a consequent side effect of
anonymity. In their effort to deal with the global phe-
nomenon of cryptocurrencies, many countries introduced
various taxation schemes for cryptocurrencies.

• Risks for monetary and financial stability, including the
potential loss of control of the amount of currency in cir-
culation, which risks inflation — a problem that will in-
tensify with the increase in the size of the cryptocurrency
market, as well as with the increase of credit-generation
within the economy with the use of cryptocurrencies.

• Growing mistrust in fiat currencies more generally. There
are many similarities between fiat currencies and cryp-
tocurrencies. First, crypto currency is a digital represen-
tation of value that can be traded online and has at least
some of the generally recognized functions of money; it
operates as a store of value, a medium of exchange, and
as a unit of account, but does not have a legal tender
status in any legal order. Accordingly, the widespread
use of cryptocurrencies together with the new set of
problems associated with them could rebound to upset
general confidence in conventional currencies.

The new intermediaries of the cryptocurrency environment
pose potentially a great risk for consumers, financial insti-
tutions and the government as well. Trading platforms and
exchanges of cryptocurrencies to fiat currencies, digital wallet
service providers, payment systems and pricing indices, and
other clearinghouses for cryptocurrency transactions replace
the traditional, very often national, financial intermediaries like
central and commercial banks. The new intermediaries are
exposed to new problems like for example the risk of hacking.

There are many cyptocurrency hacking incidents as of the
time of writing, with the biggest loss of around 500 million
USD in a single incident (Coincheck) [7]. The latest hacking
incident in 2019 was against Binance, the extent of the loss
surpassing 40 million USD in assets, with an additional 4
billion USD loss to the market. These incidents mostly arise
from insufficient enforcement of security policies and use of
hot wallets (wallets connected to the Internet) to store user
crypto assets.

3. Achieving compliance to security standards

3.1. Existing security standards and compliance of security
policies

One of the most important areas to explore in the com-
pliance and standards domain is to explore how the security
standards in the financial sector can be applied to blockchain
based financial transactions in 5G networks. The main goal
of these standards is to protect customer data from possible
compromise and threats. For example, in the financial sector,
any business entity that is involved in accepting, processing,
and storing payment card information, is required to comply
with Payment Card Industry-Data Security Standard (PCI-
DSS). In addition, for general purpose software, organizations
can employ the Common Criteria for Information Technology
Security Evaluation (abbreviated as Common Criteria or CC-
ISO/IEC 15408) for computer security certification. For policy
compliance checking and verification, an approach based on
automated tools is valuable to test business blockchain appli-
cation and cryptocurrency application. It is possible to address
this issue within a broad area of formality; from very informal,
such as scenario based testing, up to very formal approaches
which is based on mathematical approaches to prove the
security aspects of software.

In this paper we will present a more formal approach which
also supports automation. Additionally, all of these standards
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Fig. 1. Security requirements process.

and approaches require structured policy document formats
for interoperability and analysis. Therefore, a security policy
specification and verification framework for smart contracts,
that builds upon structured policy statements and supports for-
mal verification, would be an important enabler for achieving
compliance to security standards.

3.2. Security requirements process for smart contracts

Defining security requirements for smart contracts is nec-
essary to address security risks and also an important part
of risk resolution. From the standards compliance perspec-
tive, security requirements are compulsory in many standards
such as ISO 27001 control item 14.1.1 (Information security
requirements analysis and specification) [8]. Security policies
are also defined within the security requirements process.

In Fig. 1, we provide an overview of the security require-
ments process. Some assets in the blockchain environment to
be considered within the security requirements process are:
Distributed ledgers, information assets, business rules, services
and functions, source code, intellectual property, encryption
keys, information about people and their competencies, ac-
count information and funds associated with accounts and
transaction logs.

In this regard we identify some examples of critical security
requirements for blockchain for financial transactions in 5G
networks as follows:
Functional security requirements:
FR-1 Identity management
FR-2 Access control
FR-3 Compliance checking of smart contracts
Non-functional security requirements:
NFR-1 Data protection
NFR-2 Mobility and location based access
NFR-3. Structured policy specification

4. Our methodology: Policy compliance checking and
verification for smart contracts

For each transaction conducted by a smart contract, it
is necessary to check for consistency analysis for a single
policy and between policies through formal analysis. Formal

Fig. 2. Overall approach for policy compliance checking and verification
for smart contracts in 5G networks.

modeling and analysis of policies for smart contracts, requires
a formal model and language for smart contract policies.

A security policy for a smart contract in our context is
composed of agents (users and smart contracts), events and
objects of the system; it aims at defining permitted and pro-
hibited actions. When defining security policy rules, there are
two classes of constraints:

1. The constraints that must be satisfied by users and smart
contracts when they perform actions on objects.

2. The constraints that must be satisfied by users and smart
contracts when they interact with other users and smart
contracts (e.g., responsibility, delegation, hierarchical
authority).

The complete proposed flow for the formalization and
verification of smart contract policies in the 5G network en-
vironment is presented in Fig. 2. In the proposed flow, first
the network and service configurations are obtained from
the 5G network through network and service discovery. The
configuration files, smart contract specification and security
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policy specification are input to a formal specification gen-
erator, which generates the formal authorization terms and
constraints. The formal specification is then input to the formal
verifier which generates a policy compliance report.

In the following sub-sections we introduce some example
policy statements and explain how these statements can be
formally specified and verified for compliance. The formal-
ization and verification approach is based on the FPM-RBAC
model [9]. Therefore, we start with a brief reminder of how
security policy rules are specified in this model.

4.1. Formal security policy rules in FPM-RBAC

Security policy rules in FPM-RBAC are defined through
an authorization term structure, which is the basis of formal
specification.

The set of authorization terms in FPM-RBAC is defined as
follows: AT = {(as, ao, act, co, fo): as ∈ AS, ao ∈ AO, act ∈

ACT, (co, fo) ∈ C}. Here, AS is the set of authorization subjects
who may conduct actions on authorization objects. AO is
the set of authorization objects, or equivalently, resources
that authorization subjects conduct actions upon. A service
definition is essentially a subset of resources. ACT denotes the
set of actions which may be conducted by a smart contract,
such as read, write, deposit or withdraw. A constraint defines
the conditions which must be satisfied to execute an action
by the smart contract. C defines the set of constraints on the
execution of the smart contract in the mobile network, where
C = {(co, fo): co ∈ PL, fo ∈ AL}. The generic conditions,
such as service access, domain and user group membership,
mobile network access, are specified in predicate logic (PL).
The location and time based policy constraints are defined
through the location formula (fo) construct which are specified
in ambient logic [10] (AL).

4.2. A scenario using smart contracts in 5G networks

We now define a fictitious scenario where a user has access
to her crypto-wallet from within multiple wireless networks
in her home, in the smart city and at work. This scenario is
compliant with the 5G network architecture, where multiple
wireless network access technologies will be integrated on a
cloud based infrastructure and service based computing.

The user Alice has different requirements for accessing her
crypto-wallet from different locations while she is mobile.

• At home she has a 5G mobile network connection. Dur-
ing her time at home, she needs to take care of her elderly
mother and small children, therefore she has a shared
crypto wallet accessible by the day-caring professional
to make necessary spending under her control.

• Around the smart city, she uses her mobile phone to make
payments from her daily crypto-wallet for services such
as transportation, healthcare and other daily transactions.

• At work she has access to the her investment crypto-
wallet where she deposits and sells various crypto-tokens
for long term investment and transfers the necessary
amount to her other two wallets.

This scenario is built on a multi-domain mobile network
architecture, and will be made possible with the seamless con-
nectivity provided by 5G technology. However, the financial
transactions on the crypto-assets by smart contracts need to be
subject to access control and the operations should be verified
in conjunction with a specified policy. Particularly verification
is necessary since the transactions on the blockchain are
immutable once they are recorded on the blockchain.

4.3. Example security policy statements

For converged network architecture of 5th generation mo-
bile networks, the smart contract structured policy specifica-
tions need to support location and time based policies as well
as service access policies. Below we present some examples
to such policy rules.
R1 (Location based access policy): “Alice is allowed to deposit
crypto-assets into the shared crypto-wallet only from Alice’s
home network profile”
R2 (Service based access policy) “Daycarer is allowed to
spend crypto-assets only on healthcare services for family
members”
R3 (Time based access policy): “The withdrawal requests on
Alice’s investment wallet may only take place in business days
and hours (e.g. Mon–Fri, 08.00–17.00)”

4.4. Formalization of security policy statements

In this section, we present the formalization of mobility,
location and time based service access policies presented in
the previous section. For the formalization, we use the FPM-
RBAC formal authorization terms. The mobility, location and
time based constraint formulas in this model are specified
through ambient logic, which is a formal modal logic capable
of specifying mobility based on locations and time. In this
modal logic, three constructs are of particular interest: Parallel
(|), Somewhere ( ), and Sometime (⋄). The parallel construct
specifies two entities in the same location. The somewhere
construct specifies any entity within a location. The sometime
construct specifies the execution of the process to satisfy a
temporal constraint during its execution. Together these con-
structs present a powerful formalism to specify policies for
smart contracts executing within various 5G network domains.
The formal security policy statements for the policy rules in
the previous section are as follows:
R1: (as = Alice, ao = Shared Wallet, sa = + deposit, co =

ActiveDomainUser (as, Home Profile), fo = Alice Apartment
[as[]] ∧ 5Gmobile Internet[ as []| ao[]])
R2: (as = Daycarer, ao = Shared Wallet, sa = + withdraw,
co = ActiveDomainUser (as, Home Profile) ∧ ServiceUser
(as,Healthcare), UserGroup (user 1, familymember), fo = Al-
ice Apartment [as[]|user 1[]] ∧ 5Gmobile Internet[ as []|
ao[]])
R3: (as = *, ao = Investment Wallet, sa = +withdraw, co
= ActiveDomainUser (as, Business Profile), Allowed Times
(Business Hours), fo = as[]|ao[] ∧ ⋄ allowed times)
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4.5. Verification of security policy statements

In our proposed approach, the verification of security policy
statements is achieved through model checking. The formal
specification, which is the output of the formal specification
generator, consists of a formal process specification and a
formal policy specification. The formal process specification
represents the state of the network and service configuration
and the smart contract specification. The formal policy spec-
ification consists of the formalized security policy statements
introduced in the previous section.

To check whether a policy statement is satisfied in a given
state of the services and network configuration, the satisfaction
relation (| =), which is essentially a structured congruence
relation, needs to be computed. This is achieved by the model
checker. The model checker checks whether P | = A (process
P satisfies formula A). The formal process specification is
represented as P and the constraints in the formalized policy
statements are represented as A. When all policy rules are
satisfied within the process specification P, we can conclude
that the smart contract execution within a given service and
network configuration is compliant with the policy. The model
checker has been implemented in Java language. The spatial
logic statements are verified inside the Ambient Calculus
model checker. The temporal logic statements are converted to
NuSMV temporal model checker statements and subsequently
verified using the NuSMV model checker.

5. Conclusion

In this paper, we present an approach for policy compliance
checking and verification for smart contracts in 5G networks.
Our approach builds on formal specification languages and

structured policy specifications which are verified through a
model checker. Our work complements existing studies in the
area of blockchain for 5G networks.
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