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Energy and security are becoming increasingly important in the design of fu-
ture wireless communication systems. This thesis focuses on these two main aspects
of wireless networks and studies their tradeoffs with other performance metrics such
as throughput and delay.

The first part of the thesis deals with the energy aspect of wireless networks
in which we present several novel joint physical network layer techniques and ei-
ther evaluate their energy efficiency or study the energy/delay/throughput trade-
offs. First, we study the energy/delay tradeoffs for the problem of reliable packet
transmission over a wireless time-varying fading link and also investigate the effect
of having Channel State Information on the resulting tradeoff. Then, we extend
the model to a single-hop multicast time varying wireless network. We address en-
ergy/delay /throughput tradeoffs by considering the problem of streaming a real time
file with fixed delay and energy constraints where the objective is to maximize the

number of packets received by the destinations. Again, the effect of having Channel



State Information is studied. Also, the effect of using Random Network Coding as
a transmission scheme is studied and compared to traditional transmission schemes
such as simple ARQ. Next, we consider the effect of cooperation on the energy effi-
ciency of wireless transmissions in which we propose several joint physical-network
layer cooperation techniques. Also, the effect of Random Network Coding is in-
vestigated in the context of cooperation in which Random Network Coding based
cooperation techniques are investigated and compared to cooperation techniques
that rely on simple ARQ solely or combined with superposition Alamouti space-
time codes. We then consider the particular case of cellular systems in which we
design rate allocation technique that minimizes the consumption energy in a Macro
cell. This technique takes into account sleep mode configuration of current base
stations.

In the second part of the thesis, we focus on security and in particular on
privacy. We also study the tradeoff between securing wireless transmissions and the
energy/delay overhead due to security by considering the problem of information
exchange among adjacent wireless node in the presence of an eavesdropper. The
nodes are required to exchange their information while keeping it secret from the
eavesdropper. The nodes can choose to transmit either through public channel
or though more costly private channels. We express the cost of using the private
channels in terms of the extra energy or delay required to transmit through the
private channel. We then minimize the security cost subject to a target security
level. Also, this part presents a deterministic Network Coding based transmission

scheme and investigates its effect on the achieved performance.



Last, we introduce the problem of minimum energy scheduling of a group of
base stations and compare this problem to the standard minimum length scheduling
problem. We also discuss the complications and the challenges associated with

solving the minimum energy scheduling problem.
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Chapter 1
Introduction
1.1 The importance of Energy Efficiency in Wireless Networks and

Energy/ Delay/ Throughput Tradeoffs

Energy efficiency has tremendously become a crucial parameter in designing
communications systems especially wireless systems. The necessity of energy ef-
ficient communication systems stems from the increasing cost of energy and the
concern to reduce the global C'O, emissions to combat climate change. However,
most communications systems were initially designed to be optimal in terms of other
performance metrics such as throughput, reliability and delay. Thus, they are not
optimal in terms of energy efficiency. For example to ensure Quality of Service
(QoS) requirements for real time applications, the problem was to find the maxi-
mum throughput given strict delay requirement without considering minimizing the
energy consumed.

Thus, there are numerous performance tradeoffs that arise and will be ad-
dressed in this thesis. Some of these tradeoffs: 1) what is the minimum energy
consumed given certain delay constraints or rate requirements? 2) What is the
achievable throughput given certain energy/delay constraints? 3) Given that the

information should be transmitted reliably (with no errors) to the corresponding



destinations, how long will it take to transmit the information and how much en-
ergy will it consume? The choice of selecting which tradeoff to study depends on the
target application on the upper layers. For example, the first and second tradeoffs
are interesting for real time applications while the third tradeoff is suitable for non
real time applications that require reliable transmission such as file transfers.

Also, this thesis studies energy efficiency in wireless multicast systems. Due
to the varying nature of the wireless channel, different receivers will have different
channel qualities, and hence the performance of transmission will be different among
users. Thus, whenever a transmitter is multicasting packets to multiple receivers
in energy/delay constrained system, there is a tradeoff between ensuring reliable
packet delivery to all receivers and the number of packets that can so be delivered.
Thus, one should find the transmission scheme that maximizes the number of pack-
ets transmitted with target energy/delay constraints while also it ensures that an

acceptable number of receivers would receive each packet.

1.2 Security Challenges in Wireless Networks and the Security/ En-

ergy Tradeoffs

Another crucial aspect of wireless networks is security. Security is challenging
in wireless networks due to the wireless multicast property i.e. wireless signals are
broadcasted over the air, and hence any user that is in the communication range
of the transmitter can receive the signal. This property achieves energy savings

since the transmitter can transmit the information once to all receivers instead of



transmitting the information multiple times to each user; however, this feature is
a security bottleneck since the transmitted signals can be easily intercepted by an
attacker who is within the communication range of the transmitter, which makes
information ”privacy” harder to attain. Hence, this thesis focuses on the privacy
aspect of security.

An important issue that is not yet well addressed is the tradeoff between energy
and security. This tradeoff is due to the following: In order to ensure the privacy of
information, complex modulation (such as spread spectrum), coding and encryption
schemes are used, which usually increases transmission rate and hence require more
energy. However, most of the current designed wireless secure systems do not take
into consideration this energy overhead due to secure transmissions. On the other
hand, it is known that [1] it is most energy efficient to transmit with lowest feasible
rate and hence designing energy efficient systems may result in higher delays which
might increase the eavesdropper chances to acquire the information and thus affect
the level of security achieved.

Although some of these tradeoffs and the energy/delay/throughput tradeoffs
mentioned in the previous section have been addressed in prior work, this thesis
presents novel joint physical and network layer techniques for wireless transmissions
and studies their effect on the different stated tradeoffs. These techniques are mainly
based on Network Coding, cooperation, and sleep mode methods which are used in

particular in cellular systems.



1.3 Network Coding

Network Coding, as proposed by Ahlswede el al [2], is an alternative com-
munication concept which has proved to achieve high improvements in terms of
throughput and energy efficiency in wireless networks, especially in multicasting [3]
[4], and thus it is important to examine its effect on the network performance and
to incorporate it in the design of secure/ energy efficient systems.

The idea of Network Coding is that unlike traditional routing where the node
forwards the packets as they are received by the original sender, the node forms a
new packet that is a linear combination of a group of packets and sends the new
packet to the intended destination. The group of packets may belong to different
flows (Inter-session Network Coding) or to the same flow (Intra-session Network
Coding). After the destination receives enough linearly independent combination of
the packets, it recovers the original packets by solving the system of linear equations.
There are two types of Network Coding. The first type is Deterministic Network
Coding in which the coefficients of all the linear combinations received by the des-
tination are deterministic and determined prior to transmission. The other type
is Random Network Coding in which the coefficients are randomly selected from a
uniform distribution over the symbols’ alphabet. Hence, Random Network Coding
can be widely used in distributed settings since the nodes do not need centralized
coordination to determine the coefficients of the linear combinations.

Network Coding is also promising for security consideration and is simple to

implement since each transmitted packet is a linear combination of the original



packets. Hence, it is not straightforward for an intercepting eavesdropper to recover
the original packets especially for the case of Deterministic Network Coding. Thus,
its use results in a form of scrambling that makes it difficult for the eavesdropper to
decode.

In this thesis, we investigate the effect of using Network Coding on the en-
ergy/delay/throughput tradeoffs mentioned in part 1.1. We also study the effect of

using Network Coding on the security/energy/delay tradeoffs discussed in part 1.2.

1.4 Network Cooperation Techniques

It is interesting to investigate the effect of cooperation techniques on the de-
sign of energy efficient systems especially in the context of wireless multicast as
cooperation has proven to achieve performance improvements in wireless networks
[5], [6], [7]. Cooperation can be achieved by adding relays that have better chan-
nels qualities with the destinations than the source node and hence can assist the
source in transmitting the information to the target destinations. Another form of
cooperation is user cooperation. User cooperation works whenever a source node is
multicasting packets to multiple destinations, the destinations that first receive the
data successfully from the source can assist the source in transmitting the data to
the remaining destinations. This form of cooperation is motivated by the fact that
some destinations may have better channel quality than the source node due to the
nature of wireless channels. Hence, this method is anticipated to decrease the total

energy consumed in the network to deliver the required data.



Relay cooperation is expensive since new resources (i.e. the relays) are added
to the network. In user cooperation, on the other hand, no extra resources are
added, and hence it is less expensive than relay cooperation. However, obtaining
better performance is not always guaranteed in user cooperation since the users that
act as relays may not always have better channel quality than the source with the
remaining users. Hence, it is essential to study the cases in which user cooperation
can achieve performance improvement than when no cooperation is used and design
techniques that decide whether the source or the users should transmit based on the
channel quality between the nodes in the network.

In this work, we consider joint physical and network layer cooperation tech-
niques in wireless settings and evaluate their energy efficiency. We present a Random
Network Coding based cooperation scheme and study the benefits of using Network
Coding in achieving energy reductions. Also, we consider cooperative techniques
that include using both Network Coding at the network layer and/or Alamouti

space-time codes at the physical layer.

1.5 Sleep Mode Techniques

In cellular networks, the energy consumed by base stations accounts for a
significant percentage of the total consumed energy. Hence, there have been several
attempts to design energy efficient base stations by using advanced technologies for
the RF power amplifier, the baseband processing circuits, and the cooling systems.

Furthermore, system-level algorithms have been designed to reduce the power of



base stations when no users are active in the network. The base station’s power is
reduced by using either “Micro” sleep mode or “Deep” sleep mode. In “Micro” sleep
mode, only some of the components of the base station are turned off, and hence the
base station can be turned on again relatively quickly (in the order of microseconds).
In “Deep” sleep mode, however, most of the base station components are turned off,
and hence a long time is needed for the base station to be turned on. The “Micro”
sleep mode is beneficial in the case of “bursty traffic” where the base station can
adapt its power efficiently based on the cell traffic on a micro-time scale, while the
“Deep” sleep mode is more useful in situations when traffic displays longer-term
activity or inactivity patterns.

In this thesis, we consider ”Micro” sleep mode. First, we present a rate allo-
cation algorithm that takes into account the sleep mode feature of the base station
to minimize the consumed energy in a Macro cell. Then, we consider a network
composed of several cells and present the problem of scheduling the base stations in

order to minimize the total consumed energy in the network.

1.6 Thesis Outline

This thesis is organized as follows. In the first problem, we consider transmis-
sion over a wireless link in which packets are transmitted from source to a destination
over time varying Rayleigh fading wireless link, and the source has knowledge about
the Channel State Information (channel statistics). We address the tradeoff between

the energy consumed and the delay spent to deliver each packet successfully by in-



vestigating two problems: In the first problem, we assume that each packet has a
delay constraint and minimize the energy spent to successfully deliver each packet.
In the second problem, we assume that each packet has a finite energy budget and
minimize the time spent to deliver the packet successfully. Rate control and power
control techniques are investigated respectively to obtain the minimum energy and
delay values.

The second problem similarly addresses tradeoffs between energy and other
performance metrics. We consider the problem of finding the optimal power policy
of multicasting a group of packets by a transmitter to a set of receivers in a single
hop network over independent time varying channels, where the packets should
be delivered within a delay constraint and with a limited amount of energy. The
objective is to maximize the multicast throughput. We investigate the effect of using
Random Network Coding (RNC) on the achieved throughput.

The third problem also investigates the effect of Random Network Coding
on the performance of wireless transmissions in particular on energy efficiency but
now in simple cooperative networks. We consider different cooperative strategies for
packets transmission in a simple wireless fading network where the channel statistics
do not change over time. We then find the optimal power values that minimize
the transmission energy consumed per successfully delivered packet. We consider
both cases when simple Automatic Repeat Request (ARQ) and Random Network
Coding (RNC) are used as transmission schemes. Some techniques considered also
incorporate Alamouti space-time codes at the physical layer.

The fourth problem investigates energy efficient sleep mode based techniques



for wireless networks but in particular for cellular networks. We consider the down-
link scenario in a Macro cell in which the base station should satisfy its users’
demands within a strict delay constraint. We assume that the consumed power of
the base station is a linear function of the transmission power, and that the base
station can go to “Micro” sleep mode when there are no active users. We start by
considering the simple case when there is only one active user. Then, we consider
the case when multiple users are active in the cell. In this case, we consider both
time division multiplexing and frequency division multiplexing. For each case, we
find the optimal rate value the base station should use to each active user in order
to minimize the overall consumed energy.

The fifth problem deals with the second aspect of this thesis which is ensuring
secure wireless transmissions in the presence of an eavesdropper. It also studies the
tradeoff between achieving a certain security level and the energy/delay costs due to
security. In the first part, we start by considering the single link case where a file is
residing at a source node and should be delivered to the intended receiver. Then, we
consider the case where the file is distributed among multiple nodes, and the nodes
are required to exchange their packets until all they receive the file successfully.
In either cases, the nodes can chose to transmit through public channels in which
the eavesdropper has access to or through private channels that are not accessible
for the eavesdropper. We define two security cost: the extra energy spent and the
extra delay incurred due to using the private channels. The objective is then to
minimize each of the security costs respectively subject to a certain security level.

The parameters of the security level are the maximum number of packets that the



eavesdropper is allowed to receive, and the upper bound on the probability that
the number of packets the eavesdropper receives is greater than or equal to the
maximum value.

In the last part, we extend the fourth problem for the case when multiple cells
are present in the network and introduce the problem of scheduling the base stations
to minimize the consumed energy in the network. We compare the problem to a
previous work that considers a similar scheduling problem but where the objective
is to minimize the emptying time of the network. However due to time limitation,

the problem is not fully developed and it is interesting to consider it for future work.
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Chapter 2
Energy/Delay Tradeoffs in Data Transmission over a Time Varying
Wireless Link

2.1 Overview

The primary focus of this chapter is to investigate the effect of Channel State
Information (CSI) on the design of energy efficient transmission schemes over time
varying wireless channels. Designing energy efficient wireless systems must cope
with the time varying property of the wireless channel. Furthermore, it is necessary
to also meet quality of service requirement of applications such as delay.

We consider two related questions: (i) Given CSI what is the minimum energy
spent to deliver a certain amount of data while maintaining Quality of Service
requirements such as delay? (ii) What is the minimum delay that can be achieved
given a certain energy budget?

The availability of CSI can be of considerable help in addressing these two
questions. In [8], a distributed protocol is developed for energy efficient transmission
in wireless sensor networks. The protocol uses CSI at the sensor nodes, and selects
the users with the best channel state for transmission. In [9], dynamic control
algorithms are developed. These algorithms minimize energy in a time varying

wireless network by varying transmission rates. Also, techniques that maximize the

11



stable throughput subject to power constraints have been considered. Similar to
the approach in [9], stochastic control methods are used in [10] to minimize energy
of data transmission but with a deadline constraints in a time varying wireless
transmission. A flow based model of the system is considered and a continuous
time system is used to model the evolution of the channel characteristics. Then, a
transmission policy is developed to obtain energy efficient transmission for a packet

arrivals system.

The problem of energy efficient delay constraint data transmission over time
varying wireless channels has been further addressed in [11], [12], [13], and [14]. In
[11], dynamic programming is used to find an optimal energy allocation strategy in a
wireless fading channel for two problems: the first is to maximize throughput given
an energy constraint; the second is to minimize energy given a minimum acceptable
throughput. In both cases, strict delay constraints are imposed on transmission.
Again, a flow based model is used for data transmission, and it is assumed that CSI
is available at the transmitter. In [12], data transmission over a block fading channel
is considered, and it is assumed that data arrive to according to a stochastic process
and then are stored in bits in a buffer. Then, the transmission rate and power are
dynamically adjusted based on CSI in order to regulate the average transmission
power and the average buffer delay. Perfect CSI is assumed to be available at
the transmitter and the receiver. In [13], delay constrained data transmission over
block fading channel is considered and CSI is used to find the optimal power value

that meets the target QoS and the energy cost. QoS in this case is measured

12



in terms of the outage probability. Further, the problem of power allocation to
maximize throughput subject to an average power constraint and a delay constraint

is considered in [14]. Both cases of full and partial CSI are considered.

In this chapter, we consider a discrete time system in which packets are trans-
mitted from source to a destination over a time varying Rayleigh-fading wireless
link, where the source has knowledge about partial Channel State Information i.e.
not actual channel state but rather only channel statistics. We address the tradeoff
between the energy consumed and the delay achieved to deliver each packet suc-
cessfully by investigating two problems: In the first problem, we assume that each
packet must meet a delay constraint and we minimize the energy spent to success-
fully deliver each packet. In the second problem, we assume that each packet has a
finite energy budget and minimize the time spent to deliver the packet successfully.
Rate control and power control techniques are investigated respectively to obtain
the optimal energy and delay values. Each of the problems is formulated as a Con-
strained Markov Decision Problem, and a Linear Programming method is provided

to obtain the optimal solution.

2.2 System Model

Consider a wireless link with a single source and a destination. Time is slotted.
In each time slot, the source can transmit a packet to the destination. We assume
that the channel between the source and the destination is slow Rayleigh fading

where the channel characteristics do not change within one time slot, and the fading

13



coefficient h;, at time slot k is a complex, zero-mean Gaussian random variable with
variance s;. We consider the case when the variance s is time varying and is
modeled as a two-state Markov chain that changes between a high value sy and a
low value sy.

Using a discrete-time Markov chain to model flat fading channels has been
widely studied (e.g. see [15]-[17]). Also, recent measurements done in [18] show
that a two state Markov chain is suitable to model the wireless channel in many
applications.

It is also assumed that additive white Gaussian noise (AWGN) of variance Ny
is present at the destination and that the transmitted packet is received successfully
by the destination in the &k time slot with probability p.

Note that the probability p, of packet successful reception by the destination
at time slot k is dependent on the channel quality as well as on the selected power
value P and the selected rate value r, and these are related according to the SNR

model:

pr = P(SNR(P) > 0(r)) (2.1)
where SNR is the Signal to Noise Ratio at the receiver and is given by:

2
P
SNR(P) = % (2.2)
0

where 6(r) is the required threshold at the destination. Note that §(r) is an increas-
ing function of the selected rate value r. In this work, we will assume that the rate
and the threshold are related by Shannon’s formula i.e.

r = logs(1 + 6) hence 0(r) =2" — 1
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Although this is somewhat an approximation, it offers valid insight into the
problem and is widely used. It is desirable to use different () if the modulation
and coding schemes are specified.

Since the fading coefficient is Rayleigh distributed, it can be shown that the
probability of success p;. is given by:

—(2"-1)Ny

pr=e kP (2.3)

Based on the above expression, a good quality channel corresponds to the case
when the variance s, has high value, and a bad quality channel corresponds to the
case when the variance s; has low value.

We assume that the the source uses simple Automatic Repeat Request (ARQ)
to transmit each packet reliably. Also in each time slot &, the source knows whether

the channel has good or bad quality and transmits following one of two cases:

1. Power Control: In each time slot k, the transmitter transmits with a power

value P; € {Py, P, ..., P,} (assuming without loss of generality that the power
value P is zero) with a probability ¢;q(k) or ¢;p(k) if the channel has good or
bad quality respectively while keeping the transmission rate fixed. In this case,
energy is defined as the expected total energy spent to successfully deliver
a packet. The delay is defined as the expected total number of time slots

successfully needed deliver a packet.

2. Rate Control: In each time slot k, the transmitter transmits with a rate r;, €

{ri,ra, ;rp} (r; > 0,4 =1,2,...,n) with a probability ¢;c(k) or ¢;p(k) when
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the channel has good or bad quality respectively while keeping the transmission
power value fixed at P.
In this problem, it is assumed that the transmission rate r, the packet size M,

and the time slot duration 7" are related as follows:

(2.4)

T =

M
T

Hence, the rate value can be controlled in either one of the following two ways:

e The packet size is kept fixed at M bits while the time slot duration T;
is varied according to the selected rate value r;. In this case, the energy
metric is defined as the expected total energy spent to successfully deliver
a packet; the delay is defined as the expected total time (in seconds) to

successfully deliver a packet.

e The time slot duration is kept fixed at T seconds while the packet size M;
is varied according to the selected rate r;. In this case, the total energy
spent to transmit a packet is independent of the rate value (since the
power value P and the time slot duration T are fixed), the energy metric
is defined as the expected energy per bit spent to successfully deliver a
packet; the delay is defined as the expected total number of time slots

needed to successfully deliver a packet.

For the case of power control, let p;; and p;g to be the probabilities of success when
the channel has good or bad quality respectively, when power value P; is selected.

Similarly for the case of rate control, let p;; and p;p be the probabilities of success
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Figure 2.1: Markov Chain Model of the Probability of Success.

when the channel has good and bad quality respectively, when the rate value r; is
selected (i = 1,2,...,n). Also, let p;(k) be the probability of success at time slot k
when power P; or rate r; is selected. Since the variance s; of the Rayleigh fading
distribution of the channel evolves according to a Markov chain, the probability
of success p;(k) will also evolve according to a Markov chain. Figure 1 shows this
Markov chain (g,b > 0),

The objective is to find the optimum probabilities ¢i; (k) and ¢/z(k) of trans-
mission powers P; and transmission rates r; (i = 1,2,..,n) respectively for the
following two problems: In the first problem, we minimize the energy spent to suc-
cessfully deliver a packet to the destination, subject to a delay constraint (i.e. the
expected time spent to deliver the packet successfully shouldn’t exceed a certain
value K). In the second problem, we minimize the delay (time spent to successfully
deliver the packet) while the energy spent should not exceed a certain value E. We

will later show that the optimal probabilities can be independent of the time slot k,

i.e. the ¢j(k) = ¢jy and ¢j5(k) = 5.
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2.3 Energy/Delay Minimization with Power Control

2.3.1 Problem Formulation

Let the random variable y; be an indicator whether the packet has failed or not
to be received successfully by the destination in time slot k. It takes the following

values:

0, with probability ., q;(k)p:(k)

1, otherwise
\

where ¢;(k) € {qic(k), ¢ip(k)} and pi(k) € {pic, pip}
Also, let the random variable W, indicate whether the packet has not been
received successfully by the destination up to time slot k. W}, is defined in terms of

yi as follows:

Wo =1 (2.6)
Wi = Wi_1 ey (2.7)

where e is the binary AND operation
Next, let the random variable x; be the energy spent in each time slot k. Note
that:

x = P, TWy_1 with probability q;(k) (2.8)

Hence, the energy spent to deliver the packet successfully is given by:

§(qic(k), qip(k)) = Zﬂﬂk (2.9)
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Also, the number of time slots spent to deliver the packet is given by:

D(gic(k), ain(k)) = > Wi (2.10)

Thus, the energy minimization problem with power control is formulated as follows:

Ming,qw).q.800 E € (i (k), @i (k)]

Subject to:
E[D(qic(k), gin(k))] < K (2.11)

Similarly, the delay minimization problem can be formulated as follows:

Ming,.k).q,50 E[D(Gia(k), ¢is(k))]

Subject to:

El¢(qic(k), qis(k))] < E (2.12)

These are Constrained Markov Decision Problems.

2.3.2 Solution

2.3.2.1 MDP Model

Constrained Markov Decision Problems (CMDP) constitute a mathematical
framework for dynamically optimizing constrained systems that evolve as a Markov
process.

In general, a constrained MDP is composed of:

e The state space S

e The action space A
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e For each state z € S, the set of actions A(x) pertaining to x.

e The transition probabilities P,,, from state x to state y (x,y € S) when action

a € A(z) is taken.

e The immediate cost values ¢(z,a) (which are used in the objective cost func-

tion) starting from state x and using action a € A(z).

e The immediate cost values dj(z,a), j = 1,2,...,m (which are used in the

constraint cost functions where m is the number of constraints)

e The class of possible policies U. In general, a policy u € U is a sequence
u = (uq,us,...) where each entry wuy specifies to any history of length k the
probability that the action 7 taken at time slot k is action a € A(sg); where

Sy is the current state at time slot & i.e.

uk(a|hk) = P(T’k = CL|hk), a € A(Sk)

The history hy at time k is the sequence of previous states and actions up to
the current state s, i.e. hy = (s1,71,, Sk—1,Tk_1, Sk). One special class of policies is
the class of stationary policies Ug. In a stationary policy us, the probability uy(a|hy)
that the action 7, taken at time slot k is a € A(sg) if the state s; at time k has
value x is the same in all time slots and independent of the history h; and, hence,
is given by u,(a).

Now, using a policy v and starting from an initial state distribution [, the

objective cost function (known as the total cost criterion) is defined as:
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C(B,u) = > _p_y Eflc(sk, mi)] where:

e The pair (sg,7x) corresponds to the values of the state and the action taken

at time k.

e Ej[.] corresponds to the expectation over the policy u given that the initial

distribution is .

The cost functions related to the constraints are defined similarly as follows:
D;i(B,u) =3 02y Byldi(sk,m)], 5 =1,2,...,m

For a real vector (Vi,...,V,,,), the Constrained Markov Decision Problem (CMDP)

with total cost criterion can be stated as:

Find a policy u € U that minimizes C(3, u) subject to D;(5,u) < V;, j =1,2,...,m.

Now, we define the MDP pertaining to our problem.

e The state space S is the following finite set:
5 ={(0,G),(0,B),(1,G), (1, B)}
where states (1, G) and (0, G) correspond respectively to the destination hav-
ing received the packet successfully or not, when channel quality is good. Simi-
larly, states (1, B) and (0, B) indicate respectively whether the destination has

received the packet successfully or not when channel quality is bad.

e The action space is composed of the set A = {1,2,...,n}
where the action a = i (i = 1,2,...,n) corresponds to the case when the

transmitter decides to transmit with power P;.
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Also, we define the action sets pertaining to every state as follows:
A(0,G) = A(0,B) ={0,1,...,n}

A(l,G)=A(1,B)=¢

The transition probabilities between any two states in S for the case when

action taken is a = ¢ are shown in figure 4.3.

The immediate costs ¢(x, a) correspond to the energy spent in each time slot
and they are given by: follows:

c((0,G),i) =¢((0,B),i) = PT,i=1,2,...,n.

Note that the immediate costs ¢(x, a) are used as part of the objective function
in the energy minimization problem, and as part of the constraint function for

the delay minimization problem.

The immediate costs d(z,a) correspond to an additional time slot spent to
deliver the packet successfully.

d((0,G),i) =d((0,B),i)=1,1=1,2,...,n.

Note that the immediate costs d(x, a) are used as part of the constraint func-
tion for the energy minimization problem, and as part of the objective function

for the delay minimization problem.

For this problem, each policy u € U is defined as follows: the source transmits
with power value P; with probability ¢;z(k) when the current state is (0, B),
and transmits with probability ¢;c(k) in time slot &k if the current state is

(0,G).
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Figure 2.2: Transition Probabilities when the action a=i.

In the following, the conditions under which a stationary policy is an optimal so-
lution for solving a CMDP are presented. Also, the Linear Programming approach

that finds the optimal stationary policy is provided.

2.3.2.2 Linear Programming Approach

In [19], the authors show that stationary policies are optimal for solving CMDP

with the total cost criterion under two conditions:
e The immediate costs ¢(x,a) and d;(z,a) (j = 1,2,...,m) are non negative.

e The MDP has the transient property i.e. for any initial state distribution
and for any policy u € U, the state space S can be decomposed into two sets

S" and M where:
— Every state z € S’ is transient i.e. the expected time to stay in state x
is finite.
— Every state y € M is absorbing i.e. any state x € S’ is not reachable
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once reaching any state y € M.

Under these two conditions, the Constrained Markov Decision Problem (CMDP) is
equivalent to solving the following linear program:
Miny(e.a) D nes D aca() €& @)p(T; a)
Subject to:
> ves Doaca() i@ a)p(x,a) < Vj, j=1,2,....m
5 s Taent P> 0)0:() = PrasI(@ € ) = Bla) Vo € S
p(z,a) > 0Vr € S,a € Ax)

where:
e [3(z) is the initial distribution of the state x
e 0,(.) is the delta function centered at state x.

e p(x,a) is the occupation measure i.e. the total expected time spent in state x

when action a is chosen.

Also, according to [19], the stationary policy that minimizes the original
CMDP is defined as follows: the probability wu,(a) of choosing action a € A(sy)
if the current state s is x € S is given by:

(@) = pla,a)( Y pla,a)) (2.13)
a€A(z)

In our problem, the MDP (which is composed of finite state space and finite
action space) has non negative immediate costs (since the costs are energy and

delay costs). As for the transient property, the MDP is not transient if we allow
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the class of policies U to include all possible policies, since in this case there exist
some policies in which the MDP is not transient. An example of such policies is the
policy of always not transmitting with probability one. In this case, the packet will
never be received successfully by the destination, and hence the state space can not
be decomposed into transient states and absorbing states (states (1,G) and (1, B)
are not reachable starting from states (0, G) and (0, B)). One possible approach is
to restrict the class of policies U to include only stationary policies but excluding
the stationary policy of always not transmitting with probability 1). In this case,
the optimal policy for the CMDP is stationary and the linear programming method
finds the optimal solution. Including only stationary policies in the class of possible
policies is somewhat restrictive and hence it is desirable to alter the class of policies
U to include non-stationary policies as well. However, in order to guarantee that
the MDP is transient we define each policy u € U as follows: The source transmits
with power value P, with probability ¢;5(k) when the current state is (0, B), and

transmits with probability ¢;¢(k) in time slot k if the current state is (0, G) where:

e 0<qg <1

e 0<qr<1,1=23,...n

The first condition states that the source doesn’t transmit (i.e. with power P, = 0)
with probability strictly less than one. Note that this mathematical restriction
makes perfect sense from the practical point of view since the packet would never
be received successfully. Under these conditions, the MDP is transient because for
any policy u € U, states (0, G) and (0, B) are transient and states (1, B) or (1, G) are
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absorbing . Hence, the stationary policy is optimal for the CMDP and the Linear
Programming method finds the optimal solution. The importance of the second
approach is that it shows that there exist a stationary policy that is optimal to the
problem even if the class of possible policies is expanded to include non stationary
policies.
For the MDP pertaining to the energy minimization problem, we get the following
linear program:
LP1:
Minp(0,6).0).0((0.8),i).i=1.2,..n 21 BT (p((0, @), 8) + p((0, B), 7))
Subject to:
S p((0,G),) + p((0, B),i) < K
> i1 (0, G),4)(1 = Poaio.a) + p((0, B),i)(—Po.pioa) = 80,G)
> iy P((0,G), 1) (= Pocio,m) + p((0, B),i)(1 — Popyi.5) = 8(0, B)
p((0,G),i) >0 p((0,B),i) >0, Vi€ {1,2,...,n}
Similarly, for this MDP we get the following linear program:
LP2:
Miny((0,6).0),p((0.8).0),i=12,..m 22i=1 P((0, G), 1) + p((0, B), 1)
Subject to:
S, BT (p((0,G).i) + pl(0, B),i)) < E
> iz P((0,G), ) (1 = Pogyioa) + p((0, B),i)(—Po,no.e) = B8(0,G)
22im1 P(0, G), i) (=Pocyio.m) + p((0, B),0)(1 = Popyio.n) = 50, B)
p((0,G),i) >0 p((0,B),i) >0, Vi € {1,2,....,n}
Using the simplex method, each of the above linear programs can be solved. If the
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problem is feasible, the optimal values of p((0,G), %) and p((0, B),7) (1 =1,2,...,n)
are used according to equation 2.13 to find the values of the probabilities w(,q)(%)
and w(o,p)(7), and hence the probabilities ¢j, and ¢/ (1 = 1,2,...,n) are obtained
(since u(o,) (1) = @i and u(,p) (i) = ¢j5)-

The simplex method is an iterative procedure that initially selects a feasible
solution to the linear program and tries to improve the solution in every step until
the optimal solution is reached. Due to the iterative nature of the simplex method,
it is not straightforward to find expression for the optimal policy (i.e. the optimal

probabilities of selecting power values) and hence the optimal policy will be obtained

through numerical computation.

2.4 Energy/Delay Minimization with Rate Control

2.4.1 Rate Control via Varying the Packet Size

2.4.1.1 Problem Formulation

Here, the transmitter is varying the transmission rate by varying the packet

size. For a given rate value r;, the corresponding packet size M; is:

where T is the time slot duration.
The random variables y; and W), are defined in the same way as in part 2.3.1.

Let the random variable z; be the size of the packet sent at time slot k. It is given
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2, = 1 TWy_1 with probability q;(k) (2.15)
where ¢;(k) is the probability of selecting rate value r; at time slot k.
Next, let the random variable v be the energy per bit spent in each time slot k;
given by:

P
Vi = —'Wk,1 (216)

2

Hence, the energy per bit spent to deliver the packet successfully is given by the

following expression:
§(qic(k), qip(k)) = ka (2.17)
k=1

Also, the number of time slots spent to deliver the packet successfully is given by:
D(gia(k), qin(k)) = > Wi (2.18)
k=1

Hence, the energy minimization problem in this case is formulated as:

Miing,1),45 0 E€(gic(k), g:n (k)]

Subject to:
E[D(qic(k), gin(k))] < K (2.19)

Similarly, the delay minimization problem can be formulated in this case as:

Ming,(k),q5 0 E[D(dic(k), ¢in(K))]

Subject to:

El&(qia(k), aip(k))] < E (2.20)

Both problems are formulated as Constrained Markov Decision Problems (CMDP)

as follows.
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2.4.1.2 Solution

First, we define the MDP arising from this problem.

e The state space is again the same set S (defined in part 2.3.1), where S =

{(0,G),(0,B),(1,G), (1, B)}

e The action space is again composed of the set A = {1,2,...,n} Where the
action a = i (i = 1,2,...,n) corresponds to the case when the transmitter
decides to transmit with rate r; (i.e. the packet size used is M; bits). Also,
we define the action sets pertaining to every state:

A(0,G) = A(0,B) ={0,1,2,....,n}

A(1,G) = A(1,B) = ¢

e Transition probabilities between any two states in S for the case when action
taken is a = i are the same as for the case of power control and are shown in
Figure 4.3.

The only difference is that in this case p;g corresponds to the probability
of success when rate r; is selected for transmission and the channel has good
quality and p;g corresponds to the probability of success when rate r; is selected

when the channel has a bad quality.

e The immediate costs c(z,a) correspond to the energy per bit spent in every
time slot and they are defined as follows:

¢((0,G), i) = e((0, B),i) = 2L

e In this problem, immediate costs d(x, a) correspond to an additional time slot
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spent to deliver the packet.

d((0,G),i) =d((0,B),i) =1,i=1,2,...n

e For this problem, we define each policy u € U as follows: each policy u is a
sequence (uy, usg, ...) where the entry uy, assigns at time slot k the probabilities
dic(k) (0 < qic(k) < 1) and ¢;5(k) (0 < ¢;g(k) < 1) for selecting each rate r;

when the current state is (0, G) and (0, B) respectively.

For this MDP, the immediate costs are nonnegative since they correspond to
energy and delay costs. Also, the MDP is transient since for any policy u, states
(0,G) and (0, B) are transient and states (1,G) and (1, B) are absorbing. This is
because all rate values are strictly positive and hence under any policy there is a
positive probability of moving from states (0,G) and (0, B) to states (1,G) and
(1, B). Hence, there exist a stationary policy that is optimal for solving the CMDP,
and hence the linear programming approach can be used to find the minimizing
stationary policy.

Hence, the linear program for the energy minimization problem in this case is:

LP3:

Miinp((0,6),),0((0,8),i),i=12,.m i1 37 (P((0, @), 7) + p((0, B), 7))
Subject to:
> ey p(0,G),0) + p((0, B),i) < K
Y1 p((0,G), 1) (1 = Pogioe) + p((0, B),i)(—=Po,pyio,a) = 8(0,G)

> iz P((0,G),0) (= Po.gyio.m)) + p((0, B),i)(1 — Posi.) = B0, B)
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p((0,G),i) >0 p((0,B),i) > 0,Vi € {1,2,...,n}
Similarly, the linear program corresponding to the delay minimization problem in
this case is:
LP4 .
Minp((0,6),0),p((0.8).0),i=12,m 22i-1 P((0, G), 1) + p((0, B), 1)
Subject to:
>y 4 P((0,G), i) +p((0, B),i) < E
> i1 P((0,G), ) (1 = Pogyie) + p((0, B), i) (—Fo,pjio.e) = B0,G)
i1 P((0, G), i) (=Poi.s) + p((0, B),i)(1 = Po,p)io,s) = 50, B)
p((0,G),i) >0 p((0,B),i) > 0,Vi € {1,2,...,n}
The linear programs LP3 and LP4 can be solved using the Simplex method, and

hence the optimum solution (using equation 2.13) can be obtained.

2.4.2 Rate Control via Varying the Time Slot Duration

2.4.2.1 Problem Formulation

Here, the transmitter is varying the transmission rate by varying the time slot

duration. For a given rate value r;, the corresponding time slot duration 7; is:
T, =— (2.21)

where M is the packet size. To formulate the minimization problems for this case,
the following variables are defined.

The random variables y; and W) are defined in the same way as in part 2.3.1

Let the random variable [ be the duration (in seconds) of the time slot k (based on
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the selected rate r; at time slot k, i = 1,2, ...,n).
It is given by:

l = T;Wy_1 with probability q;(k) (2.22)
where ¢;(k) is the probability of selecting rate value r; at time slot k.
Next, we define the random variable a be the energy spent in each time slot k, that
is:

ar = PT;W)._1 with probability q;(k) (2.23)

Hence, the energy per packet spent to deliver the packet successfully is given by:

§(qic(k), gip(k)) = Z ay (2.24)

Also, the delay (i.e. the total duration in seconds to deliver the packet successfully)
is given by:
D(gic(k), qin(k)) = Yl (2.25)
k=1
Hence, the energy minimization problem in this case is formulated as:

Minqz'c(k)vqu(]f)E[g(in(k>’ qu(k'))]

Subject to:
E[D(gic(k), aip(k))] < K (2.26)

Similarly, the delay minimization problem can be formulated as follows:

Minqzc(k),qis(k)E[D(QiG(k)7 d4iB (k))]

Subject to:

El¢(qic(k), qis(k))] < E (2.27)
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These problems are also formulated as Constrained Markov Decision Processes

(CMDP) as follows.

2.4.2.2 Solution

First, we define the MDP pertaining for this problem.

e The state space is again the set:

S = {(0’ G)? (07 B)v (17G)7 (17 B)}

e The action space is again composed of the set A = {1,...,n}
Where the action a = ¢ (i = 1,2,...,n) corresponds to the case when the
transmitter decides to transmit with rate r; (i.e. the time slot duration is T;).
Also, we define the action sets pertaining to every state as follows:
A(0,G) = A(0,B) ={0,1,...,n}

A(l,G)=A(1,B)=¢
e Transition probabilities between any two states S for the case when action

taken is a = ¢ are the same as for the case of power control are shown in figure

2.

e The immediate costs c(z, a) corresponding to the energy spent to transmit the
packet in every time slot and they are defined as follows:
c((0,G),i) = ¢((0,B),i) = PT;,i=1,2,...,n.

Where T; corresponds to the time slot duration when rate r; is used.

e In this problem, immediate costs d(x, a) corresponding to the duration of the
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current time slot (in seconds)

d((0,G),i) = d((0,B),i) =T}, i =1,2,...,n.

e For this problem, we define each policy u € U as follows: each policy u is a
sequence (uy, us, ...) where the entry uy, assigns at time slot k the probabilities
dgic(k) (0 < gig(k) < 1) and ¢;p(k) (0 < ¢;(k) < 1) to select each rate r;

when the current state is (0, G) and (0, B) respectively.

This MDP also satisfies the conditions stated in [19], and hence the Linear Pro-
gramming approach will be used to find a minimizing stationary policy.
Thus, the linear program for the energy minimization problem in this case is:
LP5:
Miny(0.6).)0((0.8).)i=1.2...n 2 iz PTi(p((0,G),4) + p((0, B), 7))
Subject to:
S Tp((0,G), ) + p((0, B, i) < K
> izt P((0,G), 1) (1 = Pogi.e) + p((0, B),i)(—Po,p)i0.e) = B(0,G)
> iy p((0,G), 1) (=Poio,p)) + p((0, B),)(1 = Po,p)io,p) = (0, B)
p((0,G),i) >0 p((0,B),i) > 0,Vi € {1,2,...,n}
Similarly, the linear program corresponding to the delay minimization problem in

this case is:

LP6 :

Min((0,6).4),0((0,8).i.)i=1.2,...n 2 ieq Ti(p((0, G), 1) + p((0, B), 7))

Subject to:

2o PTi(p((0, G), ) + p((0, B), 1)) < E
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> iz P((0,G), 1) (1 = Pogyioa) + p((0, B),i)(—Fo,n)o.e) = B(0,G)

> iy p((0,G), 1) (=Poio,p)) + p((0, B),i)(1 = Po,p)io,p) = 50, B)
p((0,G),i) >0 p((0,B),i) >0Vie{1,2,..,n}

Both LP5 and LP6 can be solved using the Simplex method, and hence the

optimum solution can be obtained (using equation 2.13).

2.5 Numerical Results

2.5.1 FEnergy Minimization with Power Control

In order to investigate the effect of the availability of the Channel State Infor-
mation on the minimum energy consumed to deliver the packet successfully when
the channel is time varying, we compute the minimum energy consumed when the
channel is time varying and modeled by two state Markov chain as described in the
system model. We also compute the minimum energy obtained for the case when
the channel is modeled to be time invariant and has an average quality compared to
the quality of the time varying channel i.e. the value of the variance of the fading
coefficient for the time invariant channel s. is constant and equal to the average

value of the variance under the Markovian channel model i.e.

2.28
g+bs g+bSL ( )

The time invariant channel is a special case of the time varying channel (since the
probability of success is the same over all time slots, the channel can be modeled

by a Markov chain composed of one absorbing state). Hence, the proposed method
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for the time varying channel (based on the Constrained Markov Decision Problems)
can still be used.

In this part, it is assumed in the following that power control is binary i.e. the
source can transmit with power P or remain silent. (i.e. n = 2)

The following values for the power and the parameters of the time varying channel
are considered:

P = 100mW, T = 10msec, s, = 20, s;, = 11, g = 0.2, b = 0.8, Ny = 1W,
r = 1bits/sec and assuming the starting state is (0, G).

Based on the above parameters values, the probabilities of success when transmitting
with power P when the channel has good and bad quality respectively are: pg =
0.6065, pp = 0.4029.

For the time invariant channel, the probability of packet successful reception is:
p = 0.4436.

Table 2.1 shows the optimal probabilities ¢z and ¢p of transmitting with power
P when the channel has good and bad quality for the cases when the channel is
time varying, and the optimal probability ¢ of transmitting with power P when
the channel is time invariant. Figure 4.2 shows the minimum energy consumed (in
millijoules) to deliver the packet successfully when the channel is time varying and
when the channel is time invariant for different values of the maximum allowable
delay (i.e. maximum value of expected number of time slots). For a delay constraint
value of one time slot, the minimum energy has zero value because the problem is
infeasible (i.e. the packet cannot be delivered successfully with the available delay

constraint).
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Table 2.1: The probabilities gg, g, and ¢ for different values of the maximum

allowable delay

Time Varying | Time Invariant

Max Delay qc qB q

2 1.0000 | 0.8445 0.9007
3 1.0000 | 0.2341 0.7948
4 1.0000 | 0.0306 0.7112
5 0.9244 | 0.0000 0.6436
6 0.8936 | 0.0000 0.5876
7 0.8582 | 0.0000 0.5407

Based on the results, we observe that the minimum energy decreases as the
value of the maximum allowable delay increases in the case when the channel is time
varying. This is because as more time slots are available to transmit the packet
successfully, there is a higher chance for the transmitter to exploit the time varying
property of the channel by transmitting with high probability when the channel has
good quality and with low probability when the channel has bad quality, this results
in reducing the energy consumed which is lower than the energy consumed when
the channel is time invariant, and this shows the performance improvement gained
by using the Channel State Information. The values of probabilities of transmitting
ga and gp with power P in table 2.1 verify this analysis. As for the time invariant
channel, the decrease in the optimal probability of transmitting with power P is just

due to the fact that as the value of the delay constraint increases, the transmitter
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Figure 2.3: Minimum Energy Consumed vs Maximum Allowable Delay

can decrease the probability of transmitting with power P. However, this decrease
does not have an effect on the minimum energy consumed.

Hence, based on the above values we can can reduce the minimum energy
spent by 35% to 51% (depending on the target delay constraint) by knowing the
Channel State Information of the time varying channel than the minimum energy
spent for the case when the channel is modeled to be time invariant, which shows

the advantage of using CSI when the channel is modeled as time varying.

2.5.2 FEnergy Minimization with Rate Control

The objective of this part are two. The first is to investigate the effect of the
availability of the Channel State Information on the optimal rate values and on the
minimum energy consumed to deliver the packet successfully when the channel is
time varying. The second is to find out whether rate control by varying the packet

size or rate control by varying the time slot duration achieve better performance.
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Hence in order to make fair comparison, we compute the minimum energy consumed
per bit and the delay is computed in seconds. Again, we consider both cases when
the channel is time varying and time invariant. We assume in the following that
rate control policy is binary i.e. the source can select the value of the rate between
two values r; and r,.

We consider the following values for the rates, power and the parameters of the
channel: ry = bbits/sec, ro = Thits/sec, P = 0.1W, g = 0.2, b = 0.8, s; = 300,
s9 = 200, Ny = 1W For the rate control problem by varying the packet size, we
compute the minimum energy obtained for each of the following values of the time
slot duration: T'=1, 5, and 10 milliseconds.

For the rate control problem by varying the time slot duration, we compute the min-
imum energy obtained for each of the following values of the packet size: M =5, 10
and 20 bits.

As for the starting state, we consider both cases when each of the states (0, G) and
(0, B) is the starting state respectively.

Based on the results, we find that for the case of rate control by varying the time
slot duration, the selected packet size value affects whether the problem is feasible
or not. Similarly for the case of rate control by varying the packet size, the selected
time slot duration affects whether the problem is feasible or not. This is because
the values of the packet size and time slot duration directly affects the value of
the delay but not the value of the energy per bit (it is rather determined by the
selected rate value). However, once the problem is feasible, the optimum policy is
deterministic and the transmitter decides to transmit with rate value r; = 5 bits/sec
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with probability one for the case when the channel has good quality and decides to
transmit with rate value 5 = 7 bits/sec when the channel has bad quality. As for
the time invariant channel, the optimal rate value is 5 bits/sec.

Finally, table 2.4 shows the minimum energy spent per bit for the time invariant

channel and for the time varying channel for both cases when the starting state is

(0,G) and (0, B) respectively.

Table 2.2: The value of the packet size used versus the minimum value of the delay

constraint at which the problem becomes feasible

M (bits) Min Delay Min Delay

(Time Varying Channel) | (Time Invariant Channel)

5 2 2
10 3 3
15 4 4

Table 2.3: The value of the time slot duration used versus the minimum value of

the delay constraint at which the problem becomes feasible

T (msec) Min Delay Min Delay

(Time Varying Channel) | (Time Invariant Channel)

1 2 2
5 6 6
10 12 12
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The values in table 2.4 show the effect of the starting state on the value of the mini-

Table 2.4: Minimum Energy Consumed per bit in MilliJoules

Minimum Energy

Time Invariant 0.5685 millijoules

Time Varying/Starting state (0,G) | 0.3143 millijoules

Time Varying/Starting state (0,B) | 0.9163 millijoules

mum energy obtained, and hence in order to reduce the energy spent the transmitter

should always start transmitting when the channel has good quality.

2.6 Summary

In this chapter, we have considered the problems of minimizing energy and
delay spent to successfully deliver each packet over a time varying wireless link. We
have assumed the availability of Channel State Information at the transmitter side.
The problems are formulated as Constrained Markov Decision Problems, and a Lin-
ear Programming approach is provided to obtain the optimum solution. The results
show the advantage of using Channel State Information; however, this advantage
in some cases is dependent on the initial state conditions. Although the method
is applied only over a simple wireless link, it provides a new modeling approach in

optimizing performance metrics such as energy and delay for time varying wireless
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transmissions and it leads to exact solutions.
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Chapter 3
Energy Constrained Real Time Wireless Multicasting

3.1 Overview

Similar to the previous chapter, this chapter addresses the tradeoff between
energy and other important performance metrics which are throughput and delay
but for a single-hop multicast network. In this chapter, we consider the problem
of transmitting a file composed of a finite number of packets under energy and
delay constraints over erasure channels. We are interested in finding the maximum
throughput that can be achieved under such constraints in multicasting the packets
by a transmitter to multiple receivers over independent time varying channels in
a single hop network. This problem is motivated by the challenge of delivering
real time applications that usually have strict delay constraints through wireless
devices that are energy limited. Also, this problem captures the challenge in wireless
multicast between reliable packet delivery to all receivers and the number of packets
that can be so delivered within the specified energy and delay constraints.

Also in this chapter, we investigate the effect of using Random Network Cod-
ing (RNC) on the achieved performance. It is anticipated that RNC might result
in performance improvement due to the following: Using traditional simple ARQ),
the transmitter keeps transmitting each packet until it is received by every receiver.

Thus, the number of packets delivered to every receiver will degrade considerably
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if there is only a small number of receivers with significantly worse channel than
the other receivers in the system. With RNC, however, users with better channel
quality can receive sooner enough linear combinations of the group of the trans-
mitted packets to decode them, even if some receivers in the multicast session are
experiencing poor channel quality.

The problem of optimizing data throughput under energy and delay constraints
is considered in [20] and [21], but only for a unicast session. In [22], rate and power
control techniques are considered for multiple multicast sessions to maximize the av-
erage throughput at every receiver, but without strict energy and delay constraints.
In [23], the problem of power control is considered for a multicast session where
a strict delay constraint is imposed on every packet, and dynamic programming
is used to find the optimum power policy that maximizes the number of received
packets by every receiver within the required deadline. However, none of the above
approaches have considered the use of RNC and its effect on the achieved through-
put. The advantages of RNC in multicasting have been amply demonstrated in [5],

6], and [7].

3.2 System Model

Consider a transmitter multicasting T packets to M receivers over a wireless
single hop network. Time is slotted. The transmitter is required to deliver the T
packets in N time slots and consuming no more than E units of energy. In addition,

perfect channel feedback is assumed which means that acknowledgements from the
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receivers are guaranteed to reach the transmitter instantaneously and error-free.
Also, the channel between the transmitter and each receiver is modeled as an erasure
channel where the probability of successful reception for receiver i in time slot k is
given by p;. We consider the case when the probability of successful reception is
time varying and is modeled by a two state Markov chain. In this model, the channel
changes between a good state and a bad state. Figure 3.1 shows the channel model

where:

pic is the probability of successful reception for receiver ¢ when the channel is

in the good state.

e p;p is the probability of successful reception for receiver ¢ when the channel is

in the bad state.

e ); is the transition probability of the channel at receiver ¢ from the good to

the bad state.

e g, is the transition probability of the channel at receiver ¢ from the bad to the

good state.

Figure 3.1: Markovian Channel Model
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We also consider for comparison the case when the probability of successful
reception for every receiver p; is constant in time and is given by the average value

of p;rx under the Markovian model. The value of p; is:

9

b
i —Di 3.1
g+pr+ DiB (3.1)

g+b

bi =

In this study, the power control policy is binary, which means that in every
time slot the transmitter decides on transmitting the packet with maximum power
P or not transmitting at all.

The two transmission schemes that will be considered are simple ARQ and
RNC.

The objective is to find the optimal power control policy that maximizes the
total number of packets successfully received by all the receivers, while satisfying the
energy and delay constraints imposed on the T packets. However, the interdepen-
dence of the transmission times and energy usage from packet to packet, while the
constraint applies only globally to the entire set of T packets, renders the problem
truly formidable. Thus, we provide a suboptimal approach in which we distribute
the global constraints among all individual packets for ARQ or groups of L packets
for RNC. The details are described for the cases of ARQ and RNC in the following

section.
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3.3 Proposed Approach

3.3.1 ARQ Case

3.3.1.1 Problem Formulation

To simplify the problem, we translate the energy and delay constraints for the
T packets into constraints for every delivered packet, and then solve the optimization
problem for each packet individually. We realize that this is not optimal but it does
simplify the otherwise formidably complex scheduling problem. In this approach,
the transmitter should deliver the current packet t in /V; time slots and F; amount

of energy. The value of N, is given by :
. [N,
where:
o N.=N — 22;11 ny is the remaining number of time slots.
e 1y is the number of time slots consumed by the k* packet.

e T, =T — (t — 1) is the remaining number of packets in the system.

Similarly, E} is given by:
E,
E, = ’7——‘ (3.3)

where:
o F.=F — 22;11 e is the remaining amount of energy.

e ¢; is the amount of energy consumed by the k' packet.
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o T, =T — (t —1) is the remaining number of packets in the system.

Thus, the problem can be reduced to the problem of finding the optimum
power control policy that maximizes the number of receivers who receive every
packet individually. We start by solving the problem for the first packet. Then,
the problem will be repeated for each of the T packets where the energy and delay
constraints will be updated according to equations 3.2 and 3.3 respectively.

Since the energy expenditure for every packet t (1 <t < T) is constrained by
the value of F; and the maximum number of time slots required to deliver packet t
by N, the problem is formulated as an optimization problem where the transmitter
should decide on the optimal sequence of actions (whether to transmit with maxi-
mum power P or not, in every time slot) in order to maximize the expected number
of receivers who receive the packet t within the time constraint of N, time slots.

In this model, the energy expenditure during each time slot k£ (1 < k < Ny) is

modeled by a variable wu; such that:

e u; = 1, if the sender is transmitting with maximum power P

e u;, =0, otherwise

In every time slot k, the variable Wy, = (w1, wag,...,wpx) is a random vector where
every entry w;, is a binary random variable that indicates whether receiver i (1 <
i < M) sent an acknowledgement during time slot k. Each entry w;; takes values

as follows.

L] Ifukzl,
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— wy, = 1, if acknowledgement is received (with probability p;x)

— wy, =0, otherwise (with probability 1 — py)
® Ifuk:O, wik:()

Also, we define the variable X;= (z1x,%ox,...,Z k) to be another random vector
where every entry x;; is a binary random variable that indicates whether receiver i
sends an acknowledgement up to and including time slot k. The variable z;; takes
the following assignment:

Tik = Ti(k—1) D Wik
where @ is the logical binary ”"or” operation.

Since the channel between the transmitter and each receiver ¢ is modeled as
a two state Markov chain, we define the variable Y, to be a random vector where

every entry y;, takes the following values:

e y;. = 1, if the channel between the transmitter and receiver ¢ is in the good

state

e y;. = 0, if the channel between the transmitter and receiver ¢ is in the bad

state

The objective is to find the optimum energy allocation (ujf,...,uy,) that maximizes
the expected number of receivers who receive packet t up to time slot NV;.

In other words, the problem is described by:
M

Maxm,ttz,m,uNtE [ Zi:l(xi]vt)}

Subject to:
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N,
Zk;1 up < By
where F; is the value of the maximum allowable energy to spend per packet ¢.

This problem can be solved using standard dynamic programming as follows.

3.3.1.2 Solution

The objective function (which is the maximum expected number of receivers
who receive packet t successfully within /N, time slots under maximum energy con-
sumed is F}) is a function of the stochastic vector Xy,. It is also dependent on the
channel state Y (1 < k < N;). Thus, we define 7, = (X, Y:) to be a vector in
{0, 1}*M where the first M entries correspond to the entries of X} and the remaining
M entries corresponds to the entries of Y;. Note that Z;,2,,...,Zy, forms a Markov
chain since both X and Y}, are Markov chains. Also, Z;,25,...,Zy, is a Markov
chain that depends on chosen value of the variable u, in time slot k. Then, the
evolution of Z;, i = 1, ..., N, is a Markov decision process, where each state S is a
distinct vector in {0,1}? (M is the number of receivers) and each state S has the
form of SyS5;...52_1 where for 0 < ¢ < M — 1, S; is the entry bit that has value
equal to one if receiver i received the packet successfully and zero otherwise, and
for M <1i <2M — 1, S; is the entry bit that has value equal to one if the channel
between the transmitter and receiver i is in the good state and zero otherwise. The

ransition probanillities , Irom (0] ollowing € action ug are given by:
transiti babilities P2, from S to S’ following the acti iven b

o Ifu,=0,

P =TI (S = S T2, (S = 0,8, = 1)(1 — by)
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HI(S;=1,8 =0)(1—g,)
HI(S;=0,8 = 0)b;

+1(S; = 1,5, = 1)gi]

o Tfu,=1,
Plg = [T, [1(Si = 0,8/ = 0)(1 — p) + 1(Si = 0,5/ = 1)pur
+I1(S; =1,5.=1)]
T (S = 0,80 = 1)1~ b) + (5, = 1.5, = 0)(1 - g
HI1(S;=0,8 = 0)b; + I(S; = 1,5 = 1)g,]
where [(.) is the indicator function.

Note that the value of p;;, depends on whether the channel between the trans-
mitter and receiver i is in the good or bad state. Thus, the value of p;;. is obtained

as follows:
o If S, py =0, then py. = pip
o If S, py =1, then py = pig

Also, areward R(S, S’) is associated with every transition from S to S’ in every
time slot. The reward is the number of receivers who receive the packet successfully
in the current time slot; that is:

R(S,8") =M1 1(S;=0,8 =1)

The objective is to maximize the expected sum of rewards up to time slot V;.
The expected sum of rewards is the expected number of receivers who successfully
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receive the packet up to time slot N;. The problem is to find the optimum energy
allocation uj within IV, time slots subject to a constraint of maximum spent energy
FE; to maximize the expected number of receivers that receive packet t successfully.

It can be solved using dynamic programming.

The principle of dynamic programming says that if we consider the problem of
finding the optimum energy allocation w;, within NV, time slots subject to a constraint
of maximum spent energy is F; to maximize the expected number of receivers who
successfully receive the packet, then the sub problem must be solved of finding the
optimum energy allocation within k time slots to maximize the expected number of
receivers who successfully receive the packet subject to a constraint that the total

energy spent is w, where 1 < k< N, and 1 < w < E,.

Let Ji(S,w) be the expected sum of rewards (expected number of receivers
who receive packet t successfully) starting from time slot k and from state S and let

the value of remaining energy be w; then Ji (S, w) is defined recursively as follows:

o [fw=0,

Je(S,0) = Ji_1(S,0) = 0

o Ifk=N,+1

In,41(S,w) =0, VS, w

o [fw>0k<N,+1,

Jk(S, U}) = Maxuk ZallS’ ngl(Jk+1(Sl, w — Uk) + R(S, S/))
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where Jy(70000..0”, E) is the objective function since the system starts from
the state where none of the receivers have the packet at time slot 0 and having F

units of energy.

As with all discrete optimization problems, here too, the issue of complexity
needs to be dealt with. Typically, heuristics are developed that are less complex or
the action space is restricted and the complete optimization within the restricted
set is carried out. Additionally, there are methods to convert the discrete problem
to continuous formulations and convexify the optimization problem. The literature
is replete with such techniques (see e.g. [25], [26] and [27]). However, such a line of

investigation is outside the scope of this work.

3.3.2 RNC Case

3.3.2.1 Problem Formulation

In this case, the constraint is simplified by translating the energy and delay
constraints for the group of the T packets into constraints for every sub-group of L
packets (L is the coding parameter) and therefore solve the optimization problem
for the current t*" batch of L packets, the delay constraints for the current t* group

of L packets will be:

v ] ”

where:

o N.=N — 22;11 ny is the remaining number of time slots.
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e 1y is the number of time slots consumed by the k™ group of L packets.

o 1, =T—L-(t—1) is the remaining number of packets in the system
and the corresponding energy constraint is:

B = [5 ) Lw (3.5)

where:

e F,=F — 22;11 ey 1s the remaining amount of energy.

e ¢; is the amount of energy consumed by the k' group of L packets.

o 1, =T—L-(t—1) is the remaining number of packets in the system.

As in the case of ARQ, the energy expenditure during each time slot k is modeled

by a variable uy such that:

e u; =1, if the sender is transmitting with maximum power P

e u, =0, otherwise

Since RNC is considered in this case, each receiver ¢ should keep a matrix that stores
the coefficients of every received coded packet. Let the variable W) be a random
vector where every entry w;;, is a random variable which stores the current value of
the rank of the matrix of receiver i. The random variable wy, € {0,1,2, ..., L} where
L is the number of coded packets. As we know from RNC, to successfully decode
all L packets in a batch, the rank of the matrix of the coefficients of the successfully
received packets must reach the value of L.
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However, the number of linearly independent coded packets received by the
receivers are correlated since the source is transmitting in every time slot the same
random linear combinations to all the receivers.

Hence, in order to track the evolution of the number of linearly independent
packets received by every receiver, we need to track the correlations between them.
This is achieved by also tracking the number of linearly independent packets received
by every subgroup of the receivers; however, the number of variables that we need
to track is exponential function of the number of receivers. Hence from now on, we
will restrict our analysis here to the case of two receivers.

For the case of two receiver, we will define the vector Wy = (wig, wak, wi2k)
where the entries wy; and wqy, be the number of linearly independent packets received
by receivers 1 and 2 respectively up to time slot k. Also, the entry w;gy, is the number
of linearly independent packets that are received by both receivers.

At every time slot k, we define the variable X} = (21, z2;) is a random vector
where every entry z;, is a random variable that indicates if receiver i (i = 1,2)
successfully decodes the #*" group of L coded packets during time slot k. Each entry

x;; takes the following assignment:

L4 J}ikzl, 1fwlk:L

e 1;. =0, otherwise

Also, as in the case of ARQ, we define the variable Y}, to be a random vector

where every entry vy, (i = 1,2) takes the following values:
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e y;. = 1, if the channel between the transmitter and receiver ¢ is in the good

state

e y;. = 0, if the channel between the transmitter and receiver ¢ is in the bad

state

The objective is to find the optimum energy allocation (uf,..,u},) that maxi-
mizes the number of receivers who are able to decode the current delivered L packets
up to time slot N;. In other words, the problem is formulated as follows:

Maxu1,u27---,uwt E[Z?:1 (zin,)]

Subject to:
Ziv;1 up < By

where E, is the value of the maximum allowable energy to spend by the ¢! batch of
L coded packets.

This problem can also be solved using standard dynamic programming.

3.3.2.2  Solution

As in the case of ARQ), the objective function(which is the maximum expected
number of receivers who successfully decode the t*" group of L coded packets success-
fully within N, time slots under maximum energy consumed is F;) is a function of
the stochastic vector Wy,. It is also dependent on the channel state Y3 (1 < k < Ny).
Thus, we also define Z, = (W}, Y3) to be a vector in {0, 1}°. Note that Z;,2s,...,Zx,

forms a Markov chain since both W and Y are Markov chains. Also, Z1,75,...,2n,
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is a Markov chain that depends on the chosen value for the variable u; in time slot
k. Then, the evolution of Z;, 1 = 1, ..., N; is a Markov decision process where each
state S is a distinct vector in {0, 1}° and each state S has the form of S5 ...S5 where
S1, Sy and S3 are the number of linearly independent packets received by receivers
1, 2 and by both of them respectively. Sy and S5 indicates if the channel between
the transmitter and receivers 1 and 2 respectively is in the good state.

The expressions for the transition probabilities Pg%, from S to S’, following the

action uy, are found in Appendix 3.4.

The reward function R(S,S’) is the number of receivers who can successfully
decode the L coded packets in the current time slot. It is defined as follows.

R(S,8) =37 I(Si=L—-1,8 =1L).

The objective is to maximize the expected sum of rewards up to time slot N;.
The expected sum of rewards is the expected number of receivers who successfully
decode the L coded packets up to time slot N,. The problem of optimum energy
allocation uj within N, time slots subject to a constraint of maximum energy spent
is F; to maximize the expected number of receivers who successfully decode the L
coded packets can be solved using dynamic programming and following the same

solution that is presented in the case of ARQ.

3.3.3 Numerical Evaluation

In this section, we illustrate the performance of the power control policy for

both ARQ and RNC. The evaluation criteria are the expected number of packets
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received by each receiver. For the evaluation, we use T=6 packets, E=12 units,
N=18 time slots and M=2 receivers. For RNC, we chose the coding parameter
L=2,4 and 6 respectively. The alphabet size is chosen to be q =997. The evaluation
is done for the cases when the channel between the transmitter and each receiver
is modeled by the Markovian channel model as well as by time invariant channel

model respectively. The parameters chosen for the Markovian channel model are:

For receiver 1: p1g = 0.8, p1g = 0.4, by = 0.2, gt = 0.8

For receiver 2: po = 0.5, pog = 0.2, by = 0.4, go = 0.5

The corresponding probability of successful reception of the packet in the case
of the time-invariant channel for receiver 1 is p;=0.72 and for receiver 2 is p,=0.37
according to equation 3.1.

Figures 3.2 and 3.3 plot the expected number of packets received per time slot
as a function of the coding parameter L for receivers 1 and 2 respectively. We assume
that L=1 corresponds to the case when the transmitter is using ARQ. As shown, the
expected number of packets received by receiver 1 increases as the coding parameter
L increases; however for receiver 2, that has worse channel quality than receiver 1,
the expected number of packets successfully received per time slot decreases as the
coding parameter L increases.

Also, for both receivers 1 and 2, the performance is better when the channel is
time varying than when it is constant. This is because the transmitter can exploit
the statistics of the time varying channel and transmit more frequently when the

channel has good quality.
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This is a remarkable illustration that RNC combat the effect of fading more

successfully than ARQ for good channels but not for poor channels.

3.4 Summary

In this chapter, we have used dynamic programming to maximize the multicast
throughput in a finite delay constraint and within an energy budget over a time
varying channel. We have modeled the time varying channel as a two state markov
chain where the channel switches between a good quality state and a bad quality
state. We have considered two transmission schemes: ARQ and RNC. Our results
show that the performance of the transmission schemes is dependent on the channel
quality for every receiver. We have only considered single hop multicasting, and we
simplified the constraint application. However, the solution is rigorous and exact
and introduces the physical layer aspects of fading and channel variation (as it
should) to the constrained multicast problem. It can serve as a spring board for

extending it to multiple sources and more general multihop topologies.

3.5 Appendix: Transition Probabilities for the Markov Chain Model

considered in section 3.2.2

e From state (i, 7, k,[,m) to state (4, j,k, p,q)

1<i<L,1<j<L,1<k<min(i,j),0<Il,m,pqg<1)

P iiema = Pan(1 = p)(1 = p2) + (1 — pr)pow~F)

e From state (i, 7, k,[,m) to state (i + 1,7, k,p, q)
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Pl ki)t gkpa) = Pap(1(1 = p2) (1 —u'=") 4+ pipo(e! — uF)u")

From state (i, 7, k,l,m) to state (i,7 + 1,k, p,q)

P(li,j,k,l,m),(i,j—i—l,kz,p,q) = pgp(p2(1 — p1)(1 — W™ % + prpa(u’ — uF)u=")

From state (i, 7, k,l,m) to state (i + 1,7+ 1,k +1,p,q)

P(li,j,k,l,m),(i+1,j+1,k+1,p,q) = pgp(papr (1 — v’ + ) — uF)u™")

From state (i, L, k,l,m) to state (i, L, k,p, q)

Pl

(i,L k0, m),(i, L k,p,q) Per((1 = p1) + pru'=")

From state (i, L, k,l,m) to state (i + 1, L,k + 1,p,q)

P(li,L,k,l,m),(i+1,L,k+l,p,q) = pgr(p1(L — kyu=*))

From state (L, j, k, [, m) to state (L, j, k, p,q)

P(lL,j,k,l,m),(L,j,k,p,q) = Pgb((l - PZ) + pZUj_L)

From state (L, j, k,l,m) to state (L,j + 1,k,p, q)

P(lL,j,k,z,m),(L,j+1,k,p,q) = Pgb(p2(1 - (Uj + L — k)U_L))

From state (L, j, k,l,m) to state (L,j + 1,k + 1,p,q)

P(lLJﬁk,l,m),(L,j+1,k+1,p,q) = pgy(p2(L — k)u™")

From state (L, L, k,l,m) to state (L, L, k,p, q)

1 _
PLLetm) (L L) = Pab

The probabilities pg, p1, and p, are given by the following expressions:
+I(l=1,p=0)+(1—g2)I(m=0,g=0)by+ I(m=0,qg=1)(1—by)
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+I(m=1,g=1)by+I(m=1,q
m=I1(1=1)pc+I(l=0)ps

p2 = I(m = 1)pag + I(m = 0)pap
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Chapter 4
The Effect of Cooperation and Network Coding on the Energy
Efficiency of Wireless Transmissions

4.1 Overview

The objective of this chapter is to present different physical and network layer
cooperative techniques for wireless fading transmissions and to evaluate their energy
efficiency. Both user and relay cooperation are captured by considering two models
for wireless transmissions. The first model considers transmissions over a wireless
link, and a relay is used to assist the source node to deliver its data to the destination
node. The second model considers multicast transmissions in which the source
node is multicasting its data to two destinations. In this case, user cooperation
is utilized i.e. the destination node that first receives the data successfully can
assist the source in transmitting the data to the remaining destination. To evaluate
the energy efficiency of each transmission scheme, the minimum energy will be
computed by finding the optimal transmission powers. Then, the tradeoff between
energy efficiency and the maximum stable throughput is studied by using the optimal
transmission powers resulting from minimizing energy to compute the maximum
stable throughput.

Early work has considered cooperation at the physical layer. One of the main
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techniques used in physical layer cooperation is the use of Space-time codes and in
particular Alamouti code [28]. Some of the cooperative algorithms that use Alam-
outi code are studied in [29] and [30]. Then, due to the growing importance of
energy efficiency, there has been recently much attention in finding which coopera-
tive schemes are energy efficient. In [34], a wireless fading network consisting of a
single source, a single destination and N relays is considered, and it is shown the
tradeoff between decreasing the overhead of obtaining the Channel State Informa-
tion (CSI) by using less relays and decreasing the energy consumption. In [35],
energy efficient cooperative scheme is proposed in a wireless sensor network where
the cooperating nodes employ Alamouti codes, and it is shown show that under
certain distance ranges between the nodes, the energy of the cooperative scheme is
reduced compared to non cooperative schemes.

Also, this chapter investigates the effect of using Random Network Coding
on the energy efficiency of cooperative transmission. In [36] and [37], it is shown
that cooperation using Network Coding increases the maximum stable throughput.
More recent work has considered cooperative techniques that use Alamouti codes
combined with Network Coding such as in [38] and [39] and evaluates their perfor-
mance in terms of outage probability. However, there is no work that evaluates the
use of Alamouti codes and Network Coding in terms of energy efficiency, which will

be considered in this chapter.
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4.2 Relay Cooperation in Single Link Wireless Transmission

4.2.1 System Model

Consider a wireless network as shown in figure 4.1. Packets arrive at the
source according to a Bernoulli process with rate A\. Each packet is composed of N
symbols (N is fixed for all packets). Time is slotted; each time slot corresponds to
the transmission duration of a single packet. The nodes cannot send and receive at
the same time. The channels between each pair of nodes are independent Rayleigh
fading with constant fading level during each slot; however, the value of the fading
level changes from one time slot to another. We denote by h;; the gain of channel ¢
at every time slot ¢. The channel gains are independent Rayleigh distributed with

pdf given by:

2h _»?
Fua(h) = —e = (4.1)
hy
/’ N
% N

Figure 4.1: Schematic diagram that shows the system model

It is assumed that the network nodes do not have full Channel State Informa-

tion instead they have only knowledge of the channels’ statistics. It is also assumed
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that AWGN noise is present at each receiver. The packet erasure model is used
i.e. the packet is received successfully with a probability; otherwise it is discarded.
Due to the assumption of flat fading in each time slot, all the symbols of the packet
are subject to the same level of fading (i.e. the value of the channel gain is the
same during the transmission of all symbols), and hence the probability of success-
ful transmission is given by the probability that the Signal to Noise Ratio (SNR)
of the received symbols exceeds the threshold ~ required at the receiving node and
hence it is given by:

Psuccess = P(SNR > 7) (42)

.The threshold ~ depends on communication parameters such as the transmission
rate, the target error probability, the modulation and coding scheme, etc. Although
we could track the dependence of v on these parameters, we choose for simplicity to
consider a value of v that may encompass all of these parameters. We denote by p;
the probability of packet successful transmission on channel i. These probabilities
are constant in every time slot ¢. It is assumed that channel 3 has better quality
than channel 1, and hence the probability p; has higher value than the probability

p3. The source S can use either:

e Simple Automatic Repeat Request (ARQ)

e Random Network Coding (RNC) .i.e. in every time slot, the transmitter selects
randomly L coefficients from u-ary alphabet (where u is the alphabet size) and
forms random linear combination of a group of L packets in its buffer and keeps

transmitting random linear combinations of the same group of L packets in
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every time slot. Once the destination receives L linearly independent random

combinations, it sends an acknowledgement to the source.

Acknowledgements from the receivers are assumed to reach the transmitter instan-
taneously and error-free. At the relay, the Store and Forward Protocol is used
i.e. the relay forwards a packet to the destination after it decodes it successfully.
Also, the source and the relay transmit with powers P; and P, respectively where
P, € [0, Poz]. To transmit the data, one of the following cooperation protocols are

used.

4.2.1.1 Plain Relaying (PR) using ARQ

The source transmits each packet using ARQ until either the destination or
the relay receives the packet. If the destination receives the packet successfully,
transmission is completed and the source starts transmitting the next packet. If
the relay successfully receives the packet before the destination, the relay transmits
the packet using ARQ to the destination until the destination receives the packet

successfully. Using this scheme, the received SNR values are given by:

e From the source to the destination:

h 2
SNRgp = ] P (4.3)
No
e From the source to the relay:
e
SNRgr = P (4.4)
No

67



e From the relay to the destination:

h 2
SNRpp = [Pzt P, (4.5)
N,

Based on the above expressions, the SN R variables are exponentially distributed

s1P1 s2P

with means N A

and % respectively, and hence the probabilities of success

are given by:

e From the source to the destination:

—vNg

pp=esh (4.6)
e From the source to the relay:
—vNg
py = e 2P (4.7)
e From the relay to the destination:
—vNg
p3 = e 3 (4.8)

4.2.1.2 Relaying with Alamouti Coding (AC) using ARQ

The first stage of this protocol is similar to Plain Relaying i.e. the source
transmits the packet using ARQ until either the destination or the relay receives
the packet. If the relay receives the packet successfully before the destination, it
forms an encoded packet by applying Alamouti Coding to every pair of consecutive
symbols of the original packet.

After the relay forms the encoded packet, both source and relay transmit in the
next time slot where the source transmits the original packet, and the relay transmits
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the encoded packet until the destination receives the packet successfully. In this case,
perfect synchronization is assumed between the source and the relay. Although both
the sender and the relay transmit simultaneously, they do not interfere with each
other. This is because Alamouti Coding constructs a packet that is orthogonal
to the original packet. Assuming channel estimation is performed at the receiver,
the decoding process of the transmitted signals using Alamouti Coding is similar
to Maximum Ratio Combining (MRC) as shown in [28]. Hence, the SNR at the

destination in the cooperation phase is:

_ |h1t|2P1 + |h3t|2p2

SNRac N
0

(4.9)

Based on the above expression, SN Rc has a hypoexponential distribution with

mean % + %. The probability psc is then given by:

_ Nov _ Nov
Pisie Pasz — Pysze Fisi
Pac = (410)
Pys3 — Pysy

The expressions for the Signal to Noise Ratios SN Rgp and SN Rsr and the probabil-

ities of success p; and py are as shown in equations 4.3, 4.4, 4.6, and 4.7 respectively.

4.2.1.3 Plain Relaying with Random Network Coding

In this case, the source transmits random linear combinations of every group of
L packets until either the destination or the relay successfully decodes the L packets.
If the destination decodes successfully the L packets before the relay, transmission is
successful and the source starts transmitting the next group of L packets. If the relay

successfully decodes the L packets before the destination, it starts transmitting the
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L packets to the destination using RNC until the destination successfully decodes
the L packets. The destination uses the previously successfully received random
linear combinations directly from the source along with the new ones generated by
the relay to perform its decoding. Using this scheme, the received SNR expressions
and the expressions for the probabilities of success are identical to the case of Plain

Relaying using ARQ but this time they apply to the coded packets.

4.2.1.4 Relaying using Alamouti Coding using Pseudo Random Net-
work Coding

Under Alamouti Coding, in the cooperation phase, the relay transmits the
Alamouti coded version of the packet transmitted by the source. So using Alamouti
Coding in conventional Random Network Coding is not feasible because the source
and the relaying node select independently different random linear combination in
every time slot. Hence in order to be able to use Alamouti Coding with Random
Network Coding, we assume that: the source starts transmitting random linear
combinations of every group of L. packets until either the relay or the destination
decodes the L packets successfully. If the relay decodes the L packets before the
destination, in every subsequent time slot the source forms a new random linear
combination and sends the coefficients of the formed linear combination to the relay
in order to form the same linear combination. Then, the relay forms the Alamouti
coded version of the linear coded packet, and subsequently the source and the relay

transmit simultaneously to the destination. This process is repeated in every time
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slot until the destination node decodes the L packets successfully. Again, perfect
synchronization between the source and the relay is assumed. The SN R values and

the success probabilities are again given by equations 4.3, 4.4, 4.9, 4.6, 4.7 and 4.10.

4.2.2 Energy Cost Functions

The distance between the nodes is considered sufficiently large to make the
transmission energy the major contributor to the total energy consumed. Thus,
the cost is defined as the expected transmission energy consumed per successfully
transmitted packet. The cost expressions for each cooperation protocol are obtained

as follows:

4.2.2.1 Plain Relaying(PR) using (ARQ)

In this case, the energy cost Capq(PR) is given by:
Carg(PR) = El€arq(PR)] (4.11)

where {arg(PR) is the energy spent per packet using Plain Relaying with ARQ,

which is given by:

PTsp+ PTrp, Tsr <Tsp
€arg(PR) = (4.12)

P Tsp, otherwise
where Tsr, Tsp, and Trp are the number of time slots needed for the successful
transmission of the current delivered packet from source to relay, from source to des-
tination, and from relay to destination respectively. Based on our assumption, the

random variables Tsp, Tsgr, and Trp are geometrically distributed with parameters
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p1, p2 and p3 respectively. Hence,

El€aro(PR)]
= PI‘(TSR < TSD) X (Pl X E[TSR|TSR < TSD] + Py X E[TRD])
—|—PI‘(T53 > TSD) X (Pl X E[TSD|TSR > TSD]) (413)
The probability Pr(Tsg > Tsp) is given by:

P1

Pr(Tgr > T = 4.14
(Tsr > Tsp) —(—p)1—p) (4.14)
Thus, we obtain the probability P(Tsg < Tsp) as:
PI"(TSR < TS’D) =1- P(TSR > TSD) (415)
The expected value E[Tsp|Tsr > Tsp] is then:
1 p2(1 —p1)
ElTsp|Ter > T — =
LoolTon = Tsol = = = p) (1= )
p2(1 —p1)
_ 4.16
0= (1) (426)
Also, the expected value E[Tsg|Tsr < Tsp) is similarly derived as:
I—p1 p (I—=pi)(1—pa)
ETsp|Tsp < T = - —
LoulTsn < Tsol = = = T - p) (- )

—P
(1= (1 =p)(1—p2))?
Since Tgrp follows a geometric distribution with parameter ps, its expected value
E(Tgp) is given by:

ElTan) = — (4.18)
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4.2.2.2 Relaying with Alamouti Coding (AC) using ARQ

The cost is similarly given by:
Carq(AC) = E[§arq(AC)] (4.19)

where {4rg(AC) is the energy spent per packet using Relaying with ARQ and AC,

which is given by:

PTsgp + (P + P2)Tsrp, Tsr < Tsp
Earg(AC) = (4.20)

P Tsp, otherwise
where Tgrp is the number of time slots needed for the successful transmission of
the current delivered packet simultaneously from the source and the relay using

Alamouti Coding to the destination. Tsgrp follows a geometric distribution with

parameter psc. Hence,

E[€arq(AC)]
= Pr(Tsg > Tsp) x P x E[Tsp|Tsr > Tsp)
—f-PI‘(TSR < TSD) X (Pl X E[TSR|TSR < TSD]

H(P+ Py) % E[TSRD]) (4.21)

The quantities PI(TSR > TSD), PI‘(TSR < TSD); E[TSRlTSR < jigp}7 and E[T3D|TSR >
Tsp| are given by equations 4.14, 4.15, 4.16, and 4.17. Since Tsgp is geometrically
distributed, we have:

1
E[Tspp] = — (4.22)
Pac
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4.2.2.3 Plain Relaying with RNC
Again, the cost is given by:
Crnc(PR) = E[¢gnc(PR)] (4.23)

where {grne(PR) is the energy spent per successfully delivered packet using Plain

Relaying with RNC and is given by:

P\Tsr + PYTgrp

7 , Tsr <Tsp
Erno(PR) = (4.24)
P Tsp .
7 otherwise

where Tsr, Tsp, and Trp are the number of time slots needed for the successful
transmission of the current L packets from the source to the relay, from the source
to the destination, and from the relay to the destination respectively. The random
variable Trp depends on the random variable Np which is the number of linearly
independent packets received by the destination from source S transmission. Hence,

Ey + Es

CRNC(PR) - I (4-25)
where
E = PI‘(TSR < TSD) X
L-1
<ZPI(ND = H‘TSR < TSD) X

n=0
(P, x E[Tsg|Tsr < Tsp] + Py x E[Trp|Np = n])) (4.26)
Eg = PI‘(TSR > TSD) X P1 X E[TSDlTSR > TSD] (427)

In the case of RNC, Tsr and Tsp are correlated since source S transmits the same
random linear combinations to both destinations, and hence the joint distribution
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function of Tsgr and Tsp is dependent on Ng and Np, the number of linearly in-
dependent packets received by the relay and the destination respectively from the
source S. Thus, the derivation of probabilities and expected values become com-
plicated. Hence, these computations are done through a Markov chain model that
keeps track of the number of linearly independent coded packets received by the re-
lay and the destination as well as the linearly independent packets received by both
of them. The Markov chain is composed of the triplet (Li(k), Lo(k), L.(k)) where
Lyi(k), La(k), L.(k) are the number of linearly independent packets received by the
relay, by the destination, and by both the relay and the destination respectively at
time k. (0 < Ly(k), Lo(k), L.(k) < L)

The transition probabilities for the Markov chain are presented in Appendix

4.5. The computation proceeds as follows:

e Computing Pr(Tsg < Tsp) and E[Tsg|Tsr < Tsp] : When Tsg < Tsp, the
relay receives L linearly independent coded packets before the destination.
This corresponds to first time passage from state (0,0,0) to any state in set
Q={(L,j,k) where 0 < j < L and 0 < k < j } before the first time passage
to any one of the states in set R={ (i, L, k) where 0 <i < L and 0 < k < i}.

Now, the probability P(Tsg < Tsp) is computed as follows:

PI"(TSR < TSD)

- Z Pr(Tsr < Tsp|Tsp = 1) x Pr(Tsp = i)
i=2

co i—1

= 2D Joali) x fon(i) (4.28)

i=2 j=1

where fyo(j) is the probability of first passage from state 0 to either one of
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the states in the set Q at time j and fyr(7) is the probability of first passage
from state 0 to either one of the states in the set R at time ¢. The expected

value E[Tsr|Tsr < Tsp] is computed as follows:

ETsr|Tsr < Tsp)

= ZE[TSR’TSR <] x Pr(Tsp = 1)
=0

0o -1
= D) jfeeli) x for(i) (4.29)
i=2 j=1
The expected values E[Tsp|Tsrg > Tsp| and E[Trp] can be computed in a similar
way.

In order to obtain analytic expressions, we consider the special case when
the alphabet size wu is infinite, and when the probabilities of success p; and py are
equal to p. Given that the destination received successfully ¢ linearly independent
packets from the source, the probability that the newly received coded packet is
linearly independent from the previously received linearly independent packets is
1 — u~%. Hence as u goes to infinity, the probability becomes one, and the packet
is linearly independent from the previously received packets. Thus, the number of
packets received successfully by the relay and the destination are independent. The

analytic expressions for the probabilities and expected values in this case are listed

in Appendix 4.6.
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4.2.2.4 Relaying using Alamouti Coding with Pseudo Random Net-
work Coding

In this case, the cost is given by:

Crne(AC) = El¢rnc(AC)] (4.30)

where Epne(AC) is the energy spent per successfully delivered packet using Alam-

outi Coding with pseudo RNC. It is given by:

P Tsp+ (P + P2)Tskp

7 , Tsr <Tsp
Erne(AC) = (4.31)
PTsp .
7 otherwise

where Tsrp is the number of time slots needed for the successful transmission of
the current L packets from the simultaneous transmission of the source and the
relay (using Alamouti Coding with pseudo RNC) to the destination. The random
variable Tsrp depends on the random variable Np which is the number of linearly
independent packets received by the destination from source S transmission prior to

the cooperation phase. Hence,

Ey + By

Crne(PR) = 7 (4.32)
where
E = PI(TSR < TSD) X
L—1
<ZP1"(ND = n|TSR < TSD) X
<P1 x E[Tsp|Tsr < Tsp] + (Pr + Py) x
E[Tsnp| Np = n])) (4.33)
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E2 = PI‘(TSR Z TSD) X P1 X E[TSDlTSR Z TSD] (434)

Note that we do not distinguish between the energy needed to transmit the "pay-
load” bits versus the "overhead” bits in each packet. The evaluation of these terms
is similar to the one described in part 4.2.2.3. As in Plain relaying with RNC, when
the alphabet size u goes to infinity and when the probabilities p;, ps, and p3 are
equal to p, the expressions for the cost functions terms have the expressions defined

in Appendix 4.6.

4.2.3 Cost Optimization

The objective is now to find the optimal power values P} and Pj for each of
the cooperation strategies that minimize their corresponding cost and the conditions
i.e.(channel characteristics, transmission scheme,etc) which performs better. Since
the cost functions have complicated structures and in the case of RNC do not have
closed form expression, numerical global optimization is performed. This is achieved
by choosing closely spaced power values over the interval [0, P,,..]. Then for every
pair of values for the powers P; and P, the cost function for every cooperation
scheme is computed based on the method presented in part 4.2.2. Finally, the power
values which correspond to the lowest cost are selected. Based on the optimal power
values, the maximum stable throughput achieved at the source for every cooperative

protocol will be computed in the following section.
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4.2.4 Stable Throughput Computation

We know [40] that for a single link system stability corresponds to:
As < fbs (4.35)

where A is the arrival rate of the source and pu, is the service rate. The service
rate is given by the reciprocal of the expected completion time of the successful
transmission of the current delivered packet when ARQ is used and is given by the
ratio of the Network Coding parameter L over the completion time of the successful
transmission of the current delivered L packets when RNC is used. The completion

time for each of the three cooperation schemes is derived as follows:

4.2.4.1 Plain Relaying with ARQ

In this case, The completion time Tpr arg of successful delivery of a packet is

given by:

Tsg+Trp, Tsr <Tsp
TpraARQ = (4.36)

Tsp, otherwise

Hence, the expected completion time E[Tpg arg) is given by:

E[Trr Arq)
= PI‘(TSR < TSD) X <E[TSR|TSR < TSD] + E[TRD]>

+Pr(Tsr > Tsp) x E[Tsp|Tsr > Tsp|

where the values of the above quantities are given by equations 4.14, 4.15, 4.16,

4.17, and 4.18.
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4.2.4.2 Relaying with Alamouti Coding using ARQ

In this case, the completion time T4 arg of successful delivery of a packet is

given by:

Tsr +Tsrp, Tsr <Tsp
Tprarg = (4.37)

Tsp, otherwise

The expected completion time E[T4c arg] is given by:

E[Tsc,arq]
= Pr(Tsg < Tsp) x <E[TSR\TSR < Tsp] + E[TSRD]>

+PI‘(TSR > TSD) X E[TSD’TSR > TSD] (438)

The values of the above quantities are evaluated by equations 4.14, 4.15, 4.16, and

4.17, and 4.22.

4.2.4.3 Plain Relaying with Random Network Coding

Using the first Markov chain model used in the energy cost function for Plain
Routing under Random Network Coding, the expected completion time E[Tpg rnc|
of the successful delivery of the L coded packets is computed as the expected number
of transitions before entering any of the absorbing states starting from state (0,0,0).
The absorbing states correspond to completion of successful decoding of L packets.
The expected completion time can be computed using a similar method for the case

of relaying using Alamouti Coding with pseudo RNC.
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4.2.5 Numerical Results

In this section, we present some numerical results that illustrate the effect
of the channel conditions on the performance of each of the cooperation protocols
described above.

Since there are three different channels in the network and to limit the number
of variables in the analysis, we vary the channel quality between the source and the
destination while fixing the quality of the remaining channels. Thus, the variance
s of the Rayleigh fading distribution between the source and the destination is
varied between 40 and 50 dB (the higher the value, the better the channel quality)
while the variances s, and s3 of the other two Rayleigh fading distributions are kept
fixed at 50 dB. The optimal cost for each cooperation protocol is computed for
every considered value of s;. These optimal costs are shown in figure 4.2. Also,
the optimal power values obtained are used to compute the service rate for every
cooperation protocol. The results are shown in figure 4.3.

In order to verify the validity of the analytic results, we simulate the process
of packet loss. The simulation is performed through a Matlab program. For every
value of the variance s; of the Rayleigh fading distribution between the source
and the destination, the program takes as an input the optimal power values Py
and Pj obtained from the numerical global optimization performed in section 4.2
and substitutes the power values in equations 4.6, 4.7, 4.8 and 4.10 to compute
the probabilities pq, ps, p3 and pac respectively. Then, the program computes the

energy spent per packet for each of the four cooperation protocols using the following
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procedure:

In the case of ARQ, two Bernoulli random variables with success probabilities
p1 and po respectively are generated. If both of the two generated random numbers
are zero, another two Bernoulli numbers are generated and the process repeats until
one of the random numbers is one. Also, the program counts the number of time
slots the source spends to deliver the packet to either the relay or the destination by
counting the number of time the two Bernoulli numbers are zero. In the case when
the first number is zero and the second number is one, a new Bernoulli number is
generated with success probability ps in the case of plain relaying and psc in the
case of Alamouti coding. If its value is zero, another Bernoulli random number is
generated and the process repeats until the value of the random number is one.
Finally, the value of the energy spent to deliver the packet successfully is computed
for the case of plain relaying according to equation 4.13 and for the case of relaying
with Alamouti coding according to equation 4.21.

In the case of RNC, a vector of L random numbers is generated from a discrete
uniform random distribution with maximum w. The L random numbers correspond
to the random coefficients of the coded packet. As in the case of ARQ, two Bernoulli
random numbers with success probabilities p; and py are generated. In case both
numbers are zero, another two Bernoulli numbers are generated and the process
repeats until either one of the random numbers is one. If the first random number
is one, the vector of L random numbers is stored in a matrix Mp provided it is
linear independent from the vectors previously stored in the matrix. Otherwise if

the second random number is one, the vector of L random numbers is stored in
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a matrix Mg provided that it is linear independent from the vectors stored in the
matrix. The whole process is repeated until the number of vectors stored in matrix
Mp or in matrix Mg is L. During this process, the number of time slots that that
source spends to deliver the packet to either the relay or the destination is obtained
by counting the number of times a new vector of L random numbers is generated. In
case the number of vectors stored in matrix Mg is L, a new Bernoulli number (with
success probabilities p3 and psc in cases of plain relaying and Alamouti Coding
respectively) and a new vector of L uniformly distributed numbers are generated.
This process is repeated until the value of the Bernoulli number is one. In this case,
the vector is stored in matrix Mp if it is linear independent from the vectors stored
in matrix Mp. The process repeats until the number of vectors in matrix Mp is L.
During this process, the program obtains the number of time slots that the relay
spends to deliver the packet to the destination by counting the number of times
a new vector of L random numbers is generated. Finally, the value of the energy
spent per successfully delivered packet is computed according to equations 4.25
and equation 4.32 for the cases of plain relaying and Alamouti Coding respectively.
The simulation is repeated 100000 times for each cooperation protocol; and the
corresponding average energy per successfully delivered packet is computed. The

average energy is computed as:
Eog=— > E; (4.39)

where N, is the number of simulations, FE; is the energy consumed per success-

fully delivered packet during the " simulation, and E,,, is the average energy per
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Figure 4.2: Optimal cost for each cooperation scheme as a function of the variance

successfully delivered packet over all the simulations. Also in each simulation, the
completion time 7; (to deliver each packet in the case of ARQ, or to deliver the

group of L packets in case of RNC) during the i'* step is computed leading to:
1 &
Toog = — T; 4.40
g Ns ZZI ( )

The average service rate is then the the reciprocal of the average completion time
Thwg in the case of ARQ, and the ratio of the number of linearly coded packets L
over the average completion time 7,,, in the case of RNC. These are shown in
figures 4.2 and 4.3

Figures 4.2 and 4.3 first show that using Alamouti Coding with ARQ achieves
higher service rate and consumes less energy per successfully transmitted packet
compared to the case of ARQ with Plain Relaying; this is because under Alamouti
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Figure 4.3: Service rate for each cooperation scheme as a function of the variance

Coding in the cooperation phase, the probability that the destination receives the
packet successfully (from the simultaneous transmission of the source and the relay)
is higher than the case of Plain Relaying with ARQ. Also, figures 4.2 and 4.3 show
that as the Network Coding parameter L increases, the service rate increases and
RNC becomes more energy efficient. This is because when the relay receives the
packet successfully from the source’s transmission under ARQ), it starts transmit-
ting the packet again to the destination, while in the case of RNC even though
the destination may not have successfully decoded the L packets (while the relay
has successfully decoded the L packets), it may have successfully received linearly
independent packets from the source, and thus the relay need not retransmit the

L packets again but only sufficient additional random linear combinations of the
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currently delivered L packets until the destination. Thus, the total number of time
slots required for successful delivered packet decreases, and the performance of RNC
becomes better than ARQ combined with Alamouti Coding. Also, more energy re-
duction is observed under Alamouti Coding used with RNC'. Finally, figures 3 and
4 show that simulation results confirm the results of the theoretical results. Similar

conclusions can be drawn for different values used for the system parameters.

4.3 User Cooperation in a Simple Wireless Multicast Network

4.3.1 System Model

Consider source S multicasting packets to two destinations D; and D, as
shown in figure 4.4. Time is slotted, and it is assumed that packets are always
available at the source. The channels between the source and each destination D;
(1 = 1,2) are independent Rayleigh fading with fading coefficient h; (i = 1,2), and
between both destinations are also Rayleigh fading with coefficient h;; (4,5 = 1,2
and j # i). The fading coefficient h; is Rayleigh distributed with parameter s; i.e.
the pdf of h; is given by:

Jny = —e =i (4.41)

Similarly, h;; is Rayleigh distributed with parameter s;; (i,7 = 1,2 and j #
i). Further, each of the channels is slowly fading i.e. the channel characteristics
do not change within the duration of a time slot and AWGN noise is present at
each destination D; . Hence, the packet erasure model is appropriate; namely, the
probability of successful transmission is given by the probability that the Signal to
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Figure 4.4: Schematic diagram that shows the system model

Noise Ratio (SNR) exceeds the threshold « required at the destination and it is
given by:

Psuccess = P(SNR Z 7) (442)

The Signal to Noise Ratio (SNR;) at destination D; is given by:

|hi|*P

No

(4.43)

where P is the value of the power used by the transmitting node.

We denote by p; (i = 1,2) the probability of successful transmission by source
S to destinations D;, and by p;; the probability of successful transmission from
destination D; to Destination D; (i = 1,2 and j # ).

In every time slot, source S can either:

e Multicast a single packet to both destinations using simple Automatic Repeat

Request (ARQ)

e Multicast a group of L packets using Random Network Coding (RNC).
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Also, each of the nodes can transmit with power P € [0, P,,,.] where P, is
the maximum allowable power for transmission. We define P, to be the transmission

power value of source S and P; be the transmission power value of destination D;.

4.3.2 Transmission Strategies

To transmit the packets reliably from the source to both destinations D; and

Ds. We consider the following transmission protocols.

4.3.2.1 Plain Relaying Using ARQ

The source transmits each packet until either of destinations D; or Dy receive
the packet. If both destinations receive the packet at the same time slot, transmis-
sion is successful, and the source starts transmitting the next packet. If only one
of the destinations receive the packet successfully, this destination transmits the
packet using ARQ to the remaining destination. Using this scheme, the received

SNR values are given by:

e From the source to destination D,

SNRlzthg (4.44)
No
e From the source to destination D,
_ hef?
SNRy; = P, (4.45)
No

e From destination D; to destination D; (i,j € {1,2}, i # j)

gl
SNR;; = “2LP, (4.46)
0
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where Nj is the power spectral density of the AWGN at both destinations D; and

Ds.

4.3.2.2 Relaying with Alamouti Coding (AC) using ARQ

The source transmits the packet using ARQ until either of the destinations
receives the packet. If both destinations receive the packet at the same time slot,
transmission is successful, and the source starts transmitting a new packet. If only
one of the destinations receive the packet successfully, it forms an encoded packet
by applying Alamouti Coding to every pair of consecutive symbols of the original
packet. Then, both the source and this destination transmit in the next time slot
where the source transmits the original packet, and the destination transmits the
encoded packet until the remaining destination receives the packet successfully.
The received Signal to Noise at destinations D; and D, when the source is transmit-
ting in the non cooperative phase are the same as the expressions given by equations
and

During the cooperation phase, the Signal to Noise ratio at destination D is:

_ ‘hl|2ps + ‘h21’2p2

SNR 4.47
a0 - (447
The Signal to Noise ratio at destination D5 in the cooperation phase is:
ho|? Py + |his|? P
SNRuc = (ol Py & sl Py (4.48)

No
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4.3.2.3 Plain Relaying with Random Network Coding

In this case, the source transmits random linear combinations of every group
of L packets (L is determined prior to transmission) until either of the destinations
decode the L packets. If both destinations decode successfully the L packets at
the same time slot, transmission is successful and the source starts transmitting
the next group of L packets. If only one of the destinations successfully decode
the L packets, it starts transmitting the L packets to the remaining destination
using RNC until the remaining destination successfully decodes the L packets. The
remaining destination retains the coded packets that were received successfully from
the source’s transmissions.

The received SNR expressions are identical to the case of Plain Relaying using ARQ

but this time they apply to the coded packets.

4.3.2.4 Relaying using Alamouti Coding with Pseudo Random Ran-
dom Network Coding

Similar to the case of wireless unicast transmission, we will propose a scheme
that combine Alamouti Coding with Random Network Coding. The scheme works as
follows: The source starts transmitting random linear combinations of every group
of L packets until one of the destinations decode the L packets successfully. If both
destinations decode the L packets in the same time slot, transmission is successful,
and the source starts transmitting the next group of L packets. If only one of the

destinations decodes successfully the L packets, in every subsequent time slot the
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source forms a new random linear combination and sends the coefficients to this
destination node in order to form the same linear combination. Then, the destina-
tion forms the Alamouti coded version of the packet, and subsequently the source
and the transmitting destination node transmit simultaneously to the remaining
destination. This process is repeated until the remaining destination decodes the L
packets successfully. In this case, the SNR expressions are the same as in the case

of relaying using Alamouti Coding with ARQ.

4.3.2.5 No Cooperation

The source keeps transmitting until both destinations receive the data. (i.e.
the individual packet in the case of ARQ or all L packets in the case of RNC).
This case is used as baseline comparison and to assess under what conditions user
cooperation achieve performance improvement.

The following section defines the energy cost used to evaluate each of the cooperation
protocols. It also presents the method of minimizing the energy cost for each of the

considered protocols.

4.3.3 Cost Functions

The cost associated with each cooperation/transmission scheme pair is defined

as follows:
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4.3.3.1 No Cooperation Using ARQ

Using ARQ), the cost is defined as the expected energy spent per successfully
delivered packet.

For the case of no cooperation with ARQ), the cost is:

Carq(NC) = E[€arq(NC)] (4.49)

where £apg(NC) is the energy spent per successfully delivered packet using ARQ

when no coding is used. It is given by:

SARQ(NC) - PsTma:v (450)

where T}, is the time required for successful transmission of the current delivered

packet using ARQ to both destinations and is given, in turn, by

Tonae = maz(Ty, Ty) (4.51)

where 7T; is the number of time slots for source S to successfully transmit the current
delivered packet to destination D;. Using ARQ, 7T; is a random variable that follows
a geometric distribution with parameter p; i.e. T; ~ geom(p;)

Hence,

Cuno(NC) = B[P, Tinus] = PE[Tinas) (4.52)

4.3.3.2 Plain Relaying with ARQ

In this case, the cost is:

Carg(PR) = El€arq(PR)] (4.53)
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where £apg(PR) is the energy spent per successfully delivered packet using ARQ
with Strategy 2. It is given by:
PTy+ PiTie, Th <71

gARQ(PR) = 9 PSTQ + P2T21, T2 < T1 (454)

PT, T, =T,

where

e T;; is the number of time slots needed for the successful transmission of the

current delivered packet from destination D; to destination D, (i,j = 1,2 and
j#i).
e T is the number of time slots needed for successful transmission to both des-

tinations knowing that both destinations receive the packet at the same time

slot.

Hence,
El€arq(PR)]
= PT(Tl < Tg) X (PS X E[T1|T1 < TQ] —f-Pl X E[Tn])
+PT’(TQ < Tl) X (PS X E[TQ’TQ < Tﬂ + Py x E[Tgl])

+PT(T1 = Tg) X Ps X E[T’Tl = Tg] (455)

4.3.3.3 Relaying with Alamouti Coding (AC) using ARQ

In this section, the cost is:

Carg(AC) = Elarq(AC)] (4.56)
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where £apg(AC) is the energy spent per successfully delivered packet using ARQ
with Strategy 2. It is given by:
Py + PiTa2, Th <7

gARQ(AC) = PT5 + P2T521, Ty < T (457)

P.T, T,=T

\

where Ty;; is the number of time slots needed for the successful transmission of
the current delivered packet from the simultaneous transmission and destination D;
(using Alamouti coding) to destination D; (i,j = 1,2 and j # 7).

Hence,

El€arq(AC)]
= Pr(Ty <Ty) x (P, x E[Ty|T, < Ty] + Pi x E[T,12))
+Pr(Ty < Ty) x (P, x E[Ty|Ty < Th] + Py x E[Ty21))
+Pr(Ty =Ty) x P, x E[T|Ty =Ty (4.58)

The analytic expressions for the probabilities and expected values terms in the above

cost functions are presented in Appendix 4.7.

4.3.3.4 No Cooperation using RNC

The cost is:

Crne(NC) = El€rne(NC)) (4.59)

where Egne(NC) is the energy spent per packet using RNC when no cooperation.

It is given by:

PsTmam
L

Erne(NC) = (4.60)
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where T}, is the time required for successful transmission of the current delivered

L packets using RNC to both destinations. Hence,

PSE [Tmam]

Crne(NC) = 7 (4.61)
4.3.3.5 Plain Relaying with RNC
The cost is:
Crnc(PR) = E[¢rnc(PR)) (4.62)

where {gne(PR) is the energy spent per packet using RNC when plain relaying is

used. It is given by:

(
P17 + PT;
1+L1 12(”)’ T, < T,
trve(PR) = § Dl2 +§2T21(n), T, <T, (4.63)
PT
st T, =T
L L ) 2 1

where

e T;;(n) is the number of time slots needed for the successful transmission of the
current L packets from destination D; to destination D; (i = 1,2 and j # i)
knowing that destination D; has received n linearly independent combinations

of the L packets from source S, where 0 < n < L.

e T'is the number of time slots needed for successful transmission of the current
L packets to both destinations if both destinations successfully decode the L
packets in the same time slot. (i.e. they receive successfully the L' linearly

independent combination in the same slot).
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Hence, the cost is given by:

Ei+Ey+ E
CﬁNc(PfD:=-—Lf—fif——§ (4.64)
where
L—-1
B = Pr(T) <T) x (ZPT(NQ = n|Th < T)
n=0

ngmmﬂ<m+axEmmm>
L—1

By = Pr(Ty<T)) x (ZP’/’(Nl = n|Ty <T7)
n=0

x(gxmmn<m+&xEmmm>

E3 = PT(leTQ)XPSXE[T|T1:TQ]

As explained in the problem of relay cooperation over a single link, 77 and T, are
correlated since source S transmits the same random linear combinations to both
destinations,and hence the joint distribution function of T} and 75 is dependent on
N; and N, the number of linearly independent packets received by destinations D,
and Dy respectively. Thus similar to the approach in part 4.2.3, the computation
of each of these probabilities and expected values is done through a Markov chain
model that keeps track of the number of linearly independent coded packets received
by every destination as well as the linearly independent packets received by both of

them.

4.3.4 Cost Optimization

After obtaining the expressions of the cost functions as described in the preced-
ing section the different transmission protocols, the objective is to find the optimum
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power values Py, P;, and P; for each of the protocols that minimize their correspond-
ing cost and to find under what conditions(channel characteristics, transmission
scheme) each performs better. However, since the cost functions have complicated
structures and in the case of RNC do not have closed form expression, the same
method of optimization is performed as in the problem of relay cooperation over
a single link i.e. optimization is performed by generating dense vectors of power
values over the interval [0, Pmaz]|. Then for every power value, the cost function
for each protocol is computed. Finally, the power values which correspond to the

lowest cost are selected.

4.3.5 Numerical Results

In this section, we will investigate the effect of the channel conditions on each of
the cooperation protocols. Hence, the channel qualities between the destinations D,
and Dy are varied simultaneously while fixing the quality of the remaining channels.
The channel qualities between the destinations D; and D, are varied by varying
simultaneously the values of the variances sj5 and s9; for the Rayleigh distribution
of the channel between destination D; to destination D, and the channel between
destination Dy to D;. The values of the variances are varied between 40 and 50
dB while the variance values of the Rayleigh distribution of the channel between
the source and destinations D; and Dj (corresponding to the channels between the
source and the destinations Dy and Ds) are kept fixed at 45 dB, and the minimum

energy for each cooperation protocol is computed for every considered value of s19
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and s91. Then, the optimal costs for every transmission scheme as a function of the
value of the variances are computed and are shown in figure 4.5. Also similar to the
relay cooperation case, the optimal power values obtained are used to compute the
service rate for every protocol. The results are shown in figure 4.6.

Figures 4.5 and 4.6 show as in the previous problem using Alamouti Coding
with ARQ achieves higher service rate and consumes less energy per successfully
transmitted packet compared to the other strategies. As the channel quality between
the destinations becomes higher and as the Network Coding parameter L increases,
the service rate increases and using RNC becomes more energy efficient even than
the case when ARQ is used with Alamouti Coding. Also in the case of wireless
multicast, for certain values of the coding parameter L, Random Network Coding
combined with Alamouti coding achieves the best performance. The results were
always verified by the simulation setup similar to the one described in section 4.2;

however, the simulation curves are removed for the clarity of the figure.

4.4 Summary

We have considered several joint physical /network layer cooperative schemes
that use either Automatic Repeat Request(ARQ) or Random Network Coding(RNC).
For each of the proposed protocols, we have obtained the energy needed for success-
ful packet delivery and the optimum power values that minimize that energy. Based
on the optimal power values, we have obtained the stable throughput achieved at the

source. We find that for certain values of the Network Coding parameter L, coop-
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Figure 4.5: Optimal cost for each cooperation scheme as a function of s15/s9;

eration using RNC combined with Alamouti Coding achieves the best performance

among the considered cooperation protocols.

4.5 Appendix: Transition Probabilities for the Markov Chain Model

considered in section 4.2

e From state (i, 7, k) to state (i, j, k)
(1<i<L,1<j<L,1<k<min(i,j))
Piijry gk = (L=p1)(1 = pa) + (1 = p1)pa? =" + (1 — po)pru'="

e From state (i, j, k) to state (i + 1,7, k)

(w )

Pl gy i1k = P1(1 = pa) (1 = u'=F) + pipa~'g
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Of 812/821

e From state (i, 7, k) to state (i,7 + 1, k)

. ik
P jmyijiip =21 —p1)(1 —w/ ™) + pipa(ui =)

u

e From state (i, 7, k) to state (i + 1,5 + 1,k + 1)

Pl j k) +1,+1k4+1) = pap1(1 — (Ui +u! — Uk)qu)
e From state (i, L, k) to state (i, L, k)

Pirg Lk =1
e From state (L, j, k) to state (L, j, k)

Pw g = (L= ps) + psu/ ="
e From state (L, j, k) to state (L, j + 1, k)

100



P gk Ltk = p3(1— (W + L —k)u™")
e From state (L, j, k) to state (L,j + 1,k + 1)
P jwyLj+1k+1) = p3(L — k)yu™*F

e From state (L, L, k) to state (L, L, k)

Porow,rox =1

4.6 Appendix: Analytic Expressions for the cost for a special case of

plain relaying using RNC

For the case when the alphabet size u is infinite and when the probabilities of

success p1, p2 and p3 are equal to p, we get the following expressions:

PY[TSR = Z] = PI"[TSD = Z]

= (L Z_ 1) (1—p)y~t*ipt

E[TRD|ND = TL]

o0

i .
— : 1— i—L4+14n,_L-—n
> i ( I_1_ n)( p) p

=L

Pr[Tsr > Tsp)

= 2 i (L j_ 1) (L Z_ 1) (1 —p)yrom2iezpt

7=t
PI[ND = 7L|TSR < TSD]

S (), oy

i=L
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ETsr|Tsr < Tsp)

> ii(pﬂ P

i=L+1 j=L

The expected value E[Tspp|Np = n| has the same expression as the above equation

with p replaced by pac.

ETsp|Tsr > Tsp)

CES ) oo

i=L j=L
4.7 Appendix: Analytic Expressions for the Probabilities and Ex-
pected Values Terms in the ARQ Cost functions Presented in

section 4.3

1
E[Ty] = —
P12
1
E[Ty] = —
D21
1
E[Tsl2] =
Ps12
1
E[T521] —
Ps21
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b2
1 —(1—=pi)(1—p2)

PT(T1<T2):1_

B P
L —(1=p1)(1—p2)

P’/’(TQ <T1) =1

Ejcond]]
ENT < T) = Pl < Ty)
Ejcond?2]
BT < W = 5rp 75
Pip2
Pr(Ty =Ty) =
=0 = T = )
1-— 1-—
E[T|T, = To] = ( p1)( p2)

1—(1—p)(1—po)

1 — P2 P2 (1 =p)(A —p2)
p1 prl—(1—=p1)(1—p2)
p2(1 = p1)*(1 = po)?
(1—=(1—=p)(1—p2))?
pa(1 —p1)(1 — p2)
(1= =p)(1—p2))

Eicondl] =

103



L—p1 m (I —p)(1 —p2)

FErcond2| = —
[ ] b2 p21—(1—p1)(1—p2)

pi(1 = p1)*(1 = po)?
(1= (1 =p)(1—p2))?

p1(1—p1)(1 —p2)
(1= (1 =p)(1—p2))
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Chapter 5
Optimal Rate Allocation for Minimization of the Consumed Energy

of Base Stations with Sleep Mode

This chapter deals with another technique used to reduce the consumed en-
ergy in particular in cellular systems. This technique is based on exploiting the
sleep mode feature of current base stations. During sleep mode, the base station is
allowed to reduce its power when no users are active in the cell, which may result
in considerable energy savings.

In addition, the value of the transmission rate affects energy efficiency. When
base stations are required to be in the "ON” mode, it has been shown (see [1]) that
transmitting at the lowest acceptable rate is most energy efficient. However, this
may not be the case when base stations are allowed to switch to a sleep mode. The
reason is that although the base station will consume more energy by transmitting
at higher rates, it will satisfy the users’ demands in a shorter time, and hence it can
stay in the sleep mode for a longer period of time. Hence, it is not clear what rate
values should be used in conjunction with sleep modes.

Furthermore, when multiple users are active in the cell, it is anticipated that
the base station scheduling technique will affect the sleep mode duration of the base
station as well as the energy efficiency of the system. Prior work has focused on

the effect of the scheduling method on networks throughput. In [41] and [42], it
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has been proven that Time Division Multiplexing (TDM) achieves capacity when
transmitting over fading channels. In [43] and [44], it has been proven that TDM
achieves the best downlink system throughput for the case when users have bursty
traffic. In [45], rate and power control algorithms are used in the downlink of CDMA
network to maximize the system throughput. In [46] and [47], power control is used
to minimze the transmission energy in a CDMA cell, and it is shown that time
division scheduling is most energy efficient. However, none of these methods have
considered the case when the base station is allowed to reduce its power when no
users are active in the network.

We consider in this chapter the downlink scenario in a Macro cell in which
the base station should satisfy its users’ demands within a strict delay constraint.
We assume that the consumed power of the base station is a linear function of the
transmission power, and that the base station can go to “Micro” sleep mode when
there are no active users. We start by considering the simple case when there is
only one active user. Then, we consider the case when multiple users are active in
the cell. In this case, we consider both time division multiplexing and frequency
division multiplexing. For each case, we find the optimal rate value the base station
should use to each active user in order to minimize the overall consumed energy.
Although there is a prior work [48] that considers the uplink problem and has a very
similar formulation for the case of time division, this work provides a formulation
for the frequency division case (which is to our knowledge not yet provided). Also,
we provide a comparison between the performance of time division and frequency
division scheduling.

106



5.1 Single User

5.1.1 Problem Formulation

We consider a Macro cell in which there is only one active user. The user
has a demand of B bits to be delivered within T seconds. In the active mode,
the consumed power Pg of the base station is a linear function of the transmission
power Pr. Measurements done in [49] on various base station models show that a
linear function of the transmission power is a good approximation to the consumed
power. Also, it is assumed that the base station can reduce its consumed power and
switch to a sleep mode when the user is not active. Hence, the consumed power Py
at the base station follows a piecewise linear model and is given by the following

expression:

Pe = (5.1)

AP-PT—i_-P07 O<PT§Pmaz
\

where the values of the linear model parameters Ap and F, depend on the base
station type, P4 is the maximum transmission power, and the parameter s is the
consumed power value when the base station is in the sleep mode (s < Fp). The
received power Pg at the user follows the path-loss power model. Also, it is assumed
that the value of the channel gain H between the base station and the user is known
at the base station

Hence, the received power value is given by:

Pp = A|H|*Pr|d|™ (5.2)
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where « is the path-loss exponent, d is the distance from the user to the base station,
and A is a constant which accounts for system losses. Further, it is assumed that
there is a receiver noise of power spectral density Ng.

The base station transmits to the user over a bandwidth of W Hz at a rate of
R bits/sec. It is assumed that the achievable rate and the transmission power Pr

are related through Shannon’s capacity formula, and hence we have:

A|H|?Pr|d|~®
=Wl 1+ —-— .
R=W og( + NV (5.3)
The energy spent by the base station is given by:
E=((ApPr+ Py)t+s(1—7))T (5.4)

where 7 is the fraction of time the base station is in the active mode and given by:

T=— (5.5)

Combining (5.3), (5.4), and (5.5), we have:

RIW _
B(R) - (AP% + PO) g + S(T _ g) (5.6)
where
(@) = 2L 57

The objective is to find the optimal rate value that minimizes the consumed energy.
Note that since 0 < 7 < 1, we have R > % Also, since 0 < Pr < P, and by using

(5.3), we obtain:

A[H|2 Py d|
0<R<Wiog1
SRS 09( N
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Hence, the objective can be stated as:

mingE(R)

B A|HP2 Pz ld| ™
1. =< R<W 1
s.t T_R_ log<+ N W

5.1.2 Solution

It can be easily seen that the energy E(R) given in (5.6) is a convex function
of R (since it is differentiable, it suffices to show that the second derivative with
respect to R is nonnegative for every value of R in the constraint set), and the
constraints are only bound constraints. Hence, any local minimizer is a global
minimizer. However, the function is nonlinear in R. Hence, the optimal value
is obtained by numerical nonlinear optimization methods. We use the so-called-
standard “Interior Point” method to solve it. The “Interior Point” method is of
interest because of its polynomial complexity, and it provides solution to a wide
range of nonlinear optimization problems.

The details of the ”Interior Point” method can be found in [50]. The complete

proof of the convexity of F(R) is shown in appendix 5.4.

5.1.3 Numerical Results

To evaluate the rate control algorithm, the following values of the parameters
for the Macro base station considered in [51] are used: Py, = 20W, W = 10MHz

The values of the user’s demand and the delay constraint are: T' = 10sec and
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B = 15Mbits

The values of the path-loss model parameters are taken from 3GPP simulation
scenarios and are given by: A = 0.03, o = 3.76. Without loss of generality, the value
of the channel gain H is: H = 1.

The values of the receiver’s noise used are: Ng = 8.1875 x 107"*W/MHz. In
addition to the thermal noise, external interference of value I = 1.77 x 10~ "W is
added in order the base station operates in its typical range of transmitted rate.

In order to investigate the effect of system parameters (such as the distance
of the user, the values of the parameters of the power model used, etc), we compute
the minimum energy consumed using the rate control algorithm for the following
two cases:

Case 1: The value of the sleep mode power value s is varied between 0.1F,
and Py while the values of Ap and P, are kept fixed at: Ap =5 and Py = 118.7 [?].

The minimum energy is computed for each value of s. Also, the minimum
energy value is compared to the energy spent using the non-optimal rate allocation
method that uses the lowest feasible rate to deliver the required load to the user.
In the non-optimal rate allocation method, the energy is computed by substituting
the value of the lowest feasible rate in (5.6). Figure 5.1(a) plots the optimal rate
value obtained versus the value of the sleep mode power value used for the cases
when the distance between the user and the base station is given by: d =50, 100
and 150 meters respectively. Figure 5.1(b) plots the gain of using the optimal rate

allocation algorithm over the ”"Lowest Feasible Rate” allocation algorithm versus
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the sleep mode power value. The gain is defined as:

EnergyNonoptimal

EnergyOptimal

(5.9)

Gain =

Case 2: The value of Ap is varied from 1 to 5 while the value of P, is varied
from 0 to 119. Both values are varied in steps of one. For every value of F,, the value
of s is kept fixed at 0.4F), and the minimum energy is computed for every pair of
values of Ap and P,. Figures 5.2(a) and 5.2(b) plot the minimum energy consumed
(in Joules) and the optimal rate (in bits/sec) respectively versus the different values
of the pair (Ap, Fy). In this case, the value of the distance of the user from the base
station used is: d = 50m.

Figure 5.1(a) shows that as the distance between the user and the base station
increases, the gain of the optimal rate allocation method decreases. This is because
as the distance between the user and the base station increases, the optimal rate
decreases and this is shown in figure 5.1(b). Also, Figure 5.1(a) and figure 5.1(b)
show that the gain of using the optimal rate allocation decreases as the sleep mode
power value increases until it reaches unity for the case when the value of the sleep
mode power is equal to the power when the base station is active (i.e. s = ). The
reason the gain decreases is that the optimal rate decreases with increasing sleep
mode power value as shown in figure 5.1(b) until the optimal rate value is equal to
the lowest feasible rate. This agrees with the previous studies that prove that for
the case when there is no sleep mode, the optimal rate to minimize energy is the
lowest feasible rate.

Furthermore, figure 5.2(a) shows that the minimum energy decreases slightly
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with decreasing the value of the parameter Ap and decreases considerably with
decreasing the value of the parameter P,. Also, figure 5.2(b) shows that for low
values of P, the base station transmits with lowest rate; however, as the value of F,
increases, the base station transmits with higher rate and hence tries to maximize
the duration of the sleep mode. Similar conclusions are drawn when considering

other values of system parameters.
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(a) Optimal Rate Value (b) The gain of the rate allocation method

Figure 5.1: The optimal rate values and the gain of the optimal rate allocation

versus the sleep mode power value s
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Minimum Energy {J)
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(a) Minimum Energy Consumed (b) Optimal Rate Value

Figure 5.2: The minimum energy consumed and the optimal rate values respectively

versus the base station parameters Ap and Py

5.2 Multiple Users

5.2.1 System Model

Now, we consider the case when multiple users are active in the Macro cell.
Let M be the number of users in the cell. Each user ¢ is located at a distance d;
meters from the base station and has a demand of B; bits. The base station should
satisfy the demands of every user within time 7" seconds. Also, the base station
transmits to each user with power value P;7. The consumed power FPx by the base
station follows the same piecewise linear model as in the preceding section. Also,
the received power at each user follows the path-loss model as before. Further, it is
assumed that the value H; of the channel gain between the base station and user @
is known at the base station. Also, there is receiver noise of power spectral density
Ng.

The base station uses one of the following:
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e Time Division, where it transmits using the total bandwidth W with rate R;
to user u; during a fraction 7; of the time duration 7', and the rate value R; is

varied by varying P;p.

e Frequency division, where it allocates to each user u; a bandwidth w; of the
total bandwidth W and delivers to each user ¢ load with rate R; during the
time duration of 7" seconds, and the rate value R; is varied by varying the

bandwidth value w;.

5.2.2 Time Division Scheduling

H.2.2.1 Problem Formulation

Let 7; be the fraction of time that the base station is transmitting to user i;

we have:
B
i = o7 5.10
SR (5.10)
Thus, the fraction of time the base station is active is given by:
M
T=Y 7 (5.11)
i=1

Hence, the energy spent by the base station is given by:

E = (Z(APRT+PO 7 + s(1 Z ) (5.12)

i=1 i=1

Also, by substituting in (5.12) the value of the time fractions 7; and the power Py

) (5.13)

as given by (5.3) and (5.10), we obtain:

M 2% _1 M
E(RhaRM):Z (APW—'—PO) —|—S<T Z

=1

| =
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However, and the rate values Ry, ..., Ry, are constrained by:

M B . o
> im1 Ig} <lsince0<> 7,7 <1

Since 0 < Py < Ppa, and by (5.3), we obtain the following constraint on R;:

A|Hi|2pmam|di‘_a
0< R, <WI 1
s his 09( TN

Also, the rate value R; is constrained by: R; > %

Hence, the objective can be stated as:

mz’nRh”RME(Rl, ey RM)

A|Hi|2pma:c|di|_a .
< R < Wiog| 1 Vi=12 ..M
S8 S Og( + Nl !

5.2.2.2  Solution

(5.14)

Similar to the single user case, it can be shown that the energy function

E(Ry, .., Ry) described in (5.13) is convex. Also, the constraints are either bound

constraints or convex functions of R;. Hence, any local minimizer for the problem is

a global minimizer. But since the objective function and some of the constraints are

nonlinear, numerical nonlinear optimization methods such as the standard “Interior

Point” method will be used to obtain the optimal solution.

The proof of the convexity of the objective function as well as for the constraint

functions are presented in appendix 5.4.
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5.2.3 Frequency Division Scheduling

5.2.3.1 Problem Formulation

Again, let 7; to be the fraction of time the base station is serving user . It is

given by:
B;
i = 5.15
=R (5.15)
The fraction of time the base station is active is given by:
T =MaT1<i<MT; (516)

The rate R; depends on the bandwidth w; and the transmission power value
P, assigned to user i; we assume the dependence that corresponds to the Shannon’s

formula, that is:

(5.17)

A|H, 2 Pyr|d|

NRwi
The rate R; depends on the bandwidth w; while the value of the transmission
power P;r stays fixed.

Combining (5.15) and (5.17), we obtain:

B;
w;log (1 + A|H;|2Pyr|d|—@ > T

(5.18)

T; =

NR’LUZ'

Thus, the energy spent to satisfy the users’ demands is given by:
M
E =) (ApPr+ Po)ri+s(1—7)T (5.19)
=1

By substituting the value of 7; (given by (5.18)) in (5.19), we obtain:

B;

AP;p|d|—«
NRU)i

M
E =Y (ApPyr+ Py) +s(1—7)T (5.20)
i=1

wilog<1 +
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The bandwidth value w; assigned to user ¢ is constrained by:

Npw;

AlHi|?Pyr|d]— Bi Bi
w;log (1 + —T> > =, since R; > =
Also, the total assigned bandwidth should not exceed W i.e.
Zﬁ‘il w; < W

Hence, the objective can be stated as:

My, .y, B (W1, ..y W)

M
s.t. Zwi —W <0
i=1
i AlH;|* Prp|d|~ .
— —w;l 1 <0Wi=1,2,....M
T w 09( + N, < 0V2

5.2.3.2 Solution

From (5.16), it follows that the fraction of time the base station is active is
the maximum of the fractions of time the base station is serving each of its users.
Hence, the energy function E(wj,...,wys) described in (5.20) is not differentiable.

In order to solve the minimization problem, we rewrite it as:

My, wpy (W1, .., War)

M
: B;
= MMy, ,..wpp Z ((ApPzT + PQ) Al 2P| + 8(1 — ma:vlngMTj)T)
i=1 U)JOg(]_ + Tzwz>
= minwL.‘wM Z ((ApPzT + Po) A|Z}Ii|2PiT|d|_a + 8(1 + minlSjSM (—Tj))T>
i=1 wilog(l + W)

M
= MMy .0y, MANI< <M Z ((APPiT + Ry)

i=1

w;log (1 + —AlH"ffP

3
RW;

B; T.|d|*°‘> + (1 — Tj)T>

(5.21)
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But we have that

M
B;
Ej(wh ,UJM) = z; ((AP'P’LT + PO)wlog<1 n A‘Hi‘2PiT‘d|7a> + 5(1 - Tj)T)
= t NRw;
M
B,
= > _((ArPr+R) PPy
i=1 ( wilog<1 + —A‘H”Nigiw >
B.
+s(1 — JAP. = )T) (5.22)
w]-log<1 + ﬁ)
Hence,
MM,y B (W1, ooy War) = MM << (M, oy, B (W1, ..o war) (5.23)

It can be shown that the function E;(ws,...,wys) is a convex function of the band-
width values wy,...,wy;. Also, both constraint functions of the optimization problem
in (5.21) are convex. Hence according to (5.23), the solution to the minimization
problem is obtained as the minimum value of the minima of M convex functions.
That is, the minimum value of E(wy, ...,wys) is found by minimizing each of the M
functions Ej(wy, ...,wy) (1 < j < M) and then selecting the minimum value of the
function with the lowest value among the minima of the M convex functions. The
proof of the convexity of Ej(wy,...,wy) and of the constraints of the optimization

problem in (5.21) are presented in appendix 5.4.

5.2.4 Numerical Results

In this part, we investigate the performance of the rate allocation method for
both cases of time division scheduling and frequency division scheduling.

The same values of the parameters of the base station and the power con-
sumption model used in section 5.1 are used here as well. To keep things simple, we
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assume that there are two users in the cell.

The values considered for the distances of users 1 and 2 from the base station
are: d; = 100m and dy = 50m. The values of the channel gains between the base
station and the users are chosen to be: H; = Hy = 1. As for users’ loads, we
consider both cases when B; is kept fixed at 10 and 40 Mbits respectively while user
2 load is varied between 10 to 40 Mbits in steps of 10 Mbits. Also, we consider three
cases of the sleep mode power value s: in the first case we let s = 0.4F,, and in the
second case when s = Py (i.e. there is no sleep mode). For the case of frequency
division, the transmission powers assigned to the users are: Py = Popr = %.

Then, for both cases of time division scheduling and frequency division schedul-
ing, the minimum energy is computed for the different values of the user load com-
binations B; and Bs, and for both cases when there is sleep mode and when there
is no sleep mode. Figure 5.4 and figure 5.3 show the optimal rate values of users 1
and 2 respectively for both cases of time division scheduling and frequency division
scheduling. In the case of frequency division, the optimal rate values are obtained
by substituting the optimal bandwidth values in (5.17).

To evaluate the energy savings achieved by using a lower sleep mode power
value, we compute the gain which is defined as the ratio of the minimum energy
consumed when there is no sleep mode to the minimum energy consumed when there
is sleep mode. This gain is computed for both cases of time division scheduling and
frequency division scheduling. Figures 5.5 and 5.6 show the gain achieved when
time division scheduling and frequency division scheduling are used respectively.

Also to investigate whether time division scheduling or frequency division
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scheduling is more energy efficient, the optimal power values P*(1) and P*(2) for
both users 1 and 2 obtained from the case of time division (computed by substi-
tuting the optimal rate values in (5.3)) are used to compute the minimum energy
consumed for the case of frequency division. However, the sum of the optimal power
values may exceed the value of the maximum power allowed. This is because in the
case of time division, the power value of each user should not exceed P,,.., while
in the case of frequency division the sum of power values of both users should not
exceed P,,... Hence, the optimal power values are normalized so that their sum

does not exceed P,,,,. The normalized power values P! for each user i are given by:

.-
, Po:P*i

PP + P2) (5.24)

where 1 = 1,2

Then, we compute the gain which is defined as the ratio of the minimum
energy consumed when frequency division scheduling is used to the minimum energy
consumed when time division scheduling is used. We consider the case when the
power is reduced during sleep mode (s = 0.4F). Figure 5.7 plots the gain versus
the different values of users loads combinations.

Figure 5.5 and figure 5.6 show that the gain of reducing the power during sleep
mode, increases as the users’ loads decreases. This is because when there is no sleep
mode, the optimal rate values that the base station uses are the lowest feasible rates;
however when there is sleep mode, the base station transmits at higher rates. This
is verified in figure 5.4 and figure 5.3. Hence, as the load decreases, the base station

completes transmitting the loads faster, and hence it can stay in the sleep mode for
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a longer time, which results in energy savings.

Figure 5.7 shows that using time division scheduling is always more energy
efficient than using frequency division scheduling. This is because when using time
division scheduling the base station uses the full bandwidth to transmit to each
user, and hence the base station can transmit with much higher rates than the case
of frequency division, which allows the base station to finish delivering both users’
loads faster. Thus when using time division scheduling, the base station can stay
in sleep mode for a longer period of time, which results in energy savings. Also due
to the higher rates used in time division scheduling, figure 5.7 shows that the gain
achieved by time division scheduling over frequency division scheduling increases as
the users’ loads increases. The values of the optimal rates displayed in figure 5.4
and figure 5.3 verify this analysis.

In order to compare the performances of time division scheduling and fre-
quency division scheduling, the minimum energy is computed for both cases when
the number of active users in the cell are 2,4, 6, 8 and 10 respectively. In each case,
each user has a load of size 5 Mbits, and the users loads should be delivered in a
duration 7" of 10 sec. Also, the value of the distance d; of user i from the base

station is given by (5.25), namely,

where M is the number of users. The gain of time division scheduling over frequency
division scheduling for the different number of active users is plotted in figure 5.8.

Figure 5.8 shows that the energy efficiency of time division scheduling com-
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pared to frequency division increases as the number of users increases. This is
because as the number of users increases, the optimal rates of frequency division
scheduling decreases and becomes considerably lower than the rates used in time
division scheduling. Hence, the sleep mode duration of the base station when us-
ing frequency division scheduling becomes considerably shorter than the sleep mode
duration using time division scheduling, which results in more energy savings when

time division scheduling is used.

7
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Figure 5.3: Optimal Rate Value for User 1
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Figure 5.5: The gain of time division scheduling
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Figure 5.6: The gain of frequency division scheduling
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Figure 5.7: The gain of time division scheduling over frequency division scheduling.
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Figure 5.8: The gain of time division scheduling over frequency division scheduling.
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5.3 Summary

In this chapter, we have addressed rate allocation problems to minimize the
consumed energy of a Macro base station. The rate allocation problem takes into
account the linear model of the consumed power as a function of the transmission
power, and the reduced sleep mode power value used by the base station when no
users are active in the cell. Also, we have considered time division and frequency
division scheduling methods to satisfy the users’ demands. For each scheduling
method, the rate allocation problem is formulated as a nonlinear convex optimiza-
tion problem. This chapter constitutes a natural extension of the rate allocation
techniques previously considered for cellular networks. However while the previous
rate allocation techniques take into account the transmission power of the base sta-
tions, the rate allocation problem considered in this chapter takes into account the
total consumed power of the base station and the sleep mode capability of the mod-
ern base stations. Also, it considers consumed energy as the performance metric. It
remains of interest to extend the rate allocation problem to the case when multiple
base stations can serve the users and to incorporate into the problem the fading

nature of the wireless channel.
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5.4 Appendix: Proof of the Convexity of the Energy Functions

5.4.1 Single User Case

For the case of a single user, the second derivative of the energy function F

given by (5.6) with respect to the rate R is given by:

OPE  aB((R*n(2)? + 2w? — 2Rwin(2))2%/* — 2w?) 2B
— T + 55 (P — 5) (5.26)

where In(.) is the natural logarithm.

Since Py > s, we have that 22 (P, — s) > 0. Also, the denominator R*w?p(d)
is positive since R is positive. Hence, it remains to check the sign of the function
N(R) = (R%In(2)? + 2w? — 2Rwin(2))2/* — 2w?. Since the function N(R) is zero
when R is zero, it suffices to show that N(R) is increasing function of R, in order
to prove that N(R) is positive. By computing the derivative of N(R) with respect

to R, we obtain:

ON

wos = (In(2)’R* 4 2win(2)(In(2) — 1)R + 2w*(1 — In(2)))28/*  (5.27)

Since the exponential function 2%/* is positive, there remains to check the sign
the quadratic function: In(2)?R? + 2win(2)(In(2) — 1)R + 2w*(1 — In(2)). The

discriminant A of the quadratic function is given by:
A = (4In(2)* — 4in(2)*>)w? <0 (5.28)

Hence, since the discriminant is negative, the roots of the quadratic equation are
complex, which implies that for real values of R, the function is either positive or
negative. By selecting R = 0, the value of the quadratic function at R is equal to
2w?(1 — In(2)), and, hence, positive.
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5.4.2 Multiple Users

5.4.2.1 Time Division Case

By arranging the terms of the energy function given by (5.13), we have:

M B
E(Ry,...,Ry) = Z ((a () + PO)E - SE> +sT (5.29)

=1

In this expression, each i term of the summation is a convex function of R;. This
can be verified since the second derivative of each term ¢ with respect to R; has the
same expression as in (5.26). The only difference is that the term is a function of R;
instead of R. Hence, the hessian Hg of the energy function is an M x M diagonal
matrix, where each entry Hg(i,4) is nonnegative. Hence, the function is convex. As
for the constraint function, the hessian matrix H¢ is also a diagonal matrix where
each entry H¢(4,1) is given by:

2B;

(5.30)

In the above expression, H¢(i,1) is positive since the rate R; is positive, and hence

the constraint is convex.

5.4.2.2 Frequency Division Case

We start by proving that the function L(w;) = wilog(l + —A|H‘2Piﬂd‘_a> Is

Npw;
concave. The second derivative of L(w;) is given by:

%L L A\HPPiT|d|—a(NRw,-) (5.31)
ow?  (Ngw;)2(A|H|2Py|d|=* + Ngw;)? '

7

327% is negative since all of the parameters and the variables

The second derivative
in (5.31) are positive. Hence L(w;) is concave.
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A|H|2P;pld|—
w;log (1—}—7‘ ‘Néai ‘

showing that under appropriate conditions the inverse of a concave function is con-

We then show that the function G(w;) = L > is convex by
vex. Let f(z) be a concave function of z, and let g(z) = ﬁ The second derivative

of g(z) with respect to z is given by:

09 —TL(f(x)? +2f(x)(4)?

= o (5.32)

The first term in the numerator in (5.32) is positive since % is negative; however,

the sign of the second term depends on whether the value of f(z) is positive or

negative. If the value of f(x) is positive for all values of z, the second term of the

numerator is positive, and 273 is positive. Hence in this case, g(z) is convex.

A|H|?Pyp|d|~
Npw;

The function L(w;) = w¢l0g<1 + ) is concave (as proved earlier).

Also, L(w;) is positive for all positive values of w;. This is because for positive values
of w;, the argument of the logarithm function is always greater than one, and thus

the value of L(w;) for any positive value w; is positive.

Hence, the function G(w;) = L is convex.

A|H|? Pjp|d| =
NR’LU,L‘

w;log <1+

In the function E;(wy, ws, ..., war) (described by (5.22)), each term ¢ in the sum

1

AlH|2P;p|d|—
Npw;

and, hence, is con-

is a positive multiple of the function G(w;) =
w;log (1+

vex function of w;. Thus, the hessian matrix Hp of the function Ej(wy,ws, ..., wp)

is a M x M diagonal matrix, where each entry Hg(i,7) (i # j) is given by:

0?G(w;
Hy(i,i) = (ApPr + PO)Bi% (5.33)
Also, the entry Hg(j,7) is given by:
. 0?G(w;
Hg(j,§) = (ApPjr + Py — s)Bj—au(ﬂﬂ) (5.34)

J
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Since the function G(w;) is convex, each entry Hpg(i,7) is positive and hence the
function E;(wy, ws, ...,wyr) is convex. Furthermore, the first constraint function in
the optimization problem in (5.14) is a convex function of the bandwidth values wy,

Wa,..,wys since it is a linear function of wy, ws,...,wys. Also, the second constraint

9% L(w;)

function is convex since its second derivative with respect to w; is given by —=—
7

and L(w;) is concave.
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Chapter 6
Secure Distributed Information Exchange

6.1 Introduction

This chapter considers the problem of information exchange under secrecy
requirements in wireless systems. Usually, most security techniques achieve the re-
quired level of security at the expense of extra consumed energy or higher delays.
Thus, it is important to study the tradeoff between achieving the security require-
ment and the energy and delay costs. The overall problem combines the issues of
communication complexity, security, and energy/delay performance cost.

More specifically, this work considers a wireless system in which it is required
to deliver securely a file composed of a finite number of packets. First, the single
link case is considered where the file is residing at one source node and must be
delivered to one intended receiver over a wireless link. Then, the case where the file
is distributed among multiple nodes is considered, where the nodes are required to
exchange their portions of the file until all nodes possess the entire file. In either case,
the nodes can chose to transmit through public channels to which an eavesdropper
may have direct access or through private secure channels that are not accessible to
the eavesdropper. It is understood that the costs in the private channel are higher.
Two security costs are defined: the extra energy spent and the extra delay incurred

for using the private channel. The objective is to minimize each of the security costs
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respectively subject to a certain security requirement. The security requirement
is that the probability that the number of packets the eavesdropper is allowed to
receive must not exceed a specific threshold.

There have been earlier attempts to address the above tradeoffs. In [52], the
problem of information exchange between two nodes in the presence of an eaves-
dropper is considered. The channels between each pair of nodes are considered to
be error free. Then, the authors minimize the security cost of the data exchange by
computing the minimum number of bits that should be transmitted over the private
channel. The same problem in [53] is considered; however, the channels are assumed
to be noisy. Then, it is shown that the minimum number of bits that should be
exchanged over the private channel are fewer in the case when the channels are
noisy than when the channels are error free. These works follow on the pioneering
communication complexity work of A. Yao [54].

This work considers a more complex version of the problem. It also employs
Network Coding and examines its effects on achieving more secure and efficient
systems. Network Coding, [2], has previously proved to achieve throughput perfor-
mance improvements, and mostly in multicast networks. It is however also promis-
ing for security considerations and is simple to implement where each transmitted
packet is a linear combination of the original packets. Note that here we will NOT
consider random linear coding. Thus, the use of Network Coding results in a form
of scrambling that makes it difficult for the eavesdropper to decode. Network Cod-
ing security was initially studied using Information Theoric notions as in [55]-[60].

For each of the considered problems, the maximum achievable capacity to achieve
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secure transmission using Network Coding is computed. However, Information The-
ory considers a strict notion of security and demands that information should be
delivered securely in a way that any potential eavesdropper does not obtain any
information about the secure message. In [61], the problem of secure transmission
against wiretapping in a multihop network is considered. The definition of secu-
rity is relaxed where the eavesdropper is allowed to receive a part of the message,
and the tradeoff between the security level and the cost incurred due to security
is investigated. Two Network Coding-based heuristics are proposed that construct
coded subgraphs with low network cost and high security level. It was shown that
Network Coding achieves lower costs than traditional routing.

Our approach is different than the work in [61] in that we do not consider
flow-based models and Random Network Coding as was done in [61]. Also, the
network costs and other system parameters were just defined as constants while in
our work the network costs are related to physical layer parameters such as channel

fading parameters and transmission power.

6.2 Single Link Case

6.2.1 System Model

Consider transmissions over a wireless link in which the source S is required
to deliver a file of M packets to destination D in the presence of an eavesdropper E.
Each packet is composed of a finite number of symbols belonging to an alphabet A

of finite field size F'. Time is slotted with slot duration equal to p seconds, and in
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each time slot the source can transmit a packet. Also in every time slot, the source
S can chose to transmit through a private channel, which the eavesdropper does not
have access to, or over a public channel that is accessible to the eavesdropper.

In every time slot, the private and public channels between source S and
destination D are independent slow Rayleigh Fading (i.e. the values of the fading
coefficients do not change within one time slot). Also, the channel between source
S and eavesdropper E is slow Rayleigh fading and independent of the private and
public channel between source S and the destination. Further, all channels are
independent across time slots. We denote by hprivate. 0 and hpypic,p the values of
the fading coefficients for the private channel and the public channel respectively
between source S and destination D and by hg be the value of the fading coefficient
between source S and the eavesdropper E. It is assumed that the channels’ statistics
are time-invariant (i.e. the distributions of the fading coefficients do not change from
one time slot to another). Also, AWGN noise of variance N is present at each node
and at the eavesdropper.

Each node can receive the transmitted packet if the received Signal to Noise
(SNR) ratio exceeds a threshold. Due to fading, this is a random event. We define
Vprivate,p aNd Ypupiic,p t0 be the required threshold values at destination D, when
source S is transmitting through the private and public channels respectively, and
vg to be the required threshold at eavesdropper E. The Signal to Noise Ratio is

given by:
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_ PP

SNR(P) =
0

(6.1)

where h is the value of the fading coefficient and P is the transmission power.

The reason that the thresholds at destination D are different when the source
is transmitting through the public channel or the private channel is that the SNR
threshold is an increasing function of the rate, and in order to use the private channel,
the source S must use appropriate, usually more complex modulation coding and
encryption schemes, to guarantee the privacy and thus the transmission rate must
increase if the protected packet is to "fit” using one time slot. Hence, the threshold
must increase.

The assumed fading structure permits the use of a packet-erasure channel
model. Let pprivate,p be the probability of successful packet reception by destination
D when the source is transmitting over the private channel, and let ppuuic,p and
pe be the probabilities of successful packet reception by the destination and the
eavesdropper respectively when the source is transmitting over the public channel.
Since the fading coefficients are Rayleigh distributed, the probabilities of success are

given by:

— Vprivate,DNO
PprivateD = € ——5 (62)
O-private,D
_ ’Ypublic,DN 0
Ppublic,D = € Q—P (6-3)
qublz’c,D
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where 07 ate D> Oopiic.p> a0d 07 are the variances of the fading coefficients hprivare, 0,
Rpublic,p, and hg respectively.

It is required that the source deliver the file to the destination while keeping it
secret from the eavesdropper. The secrecy requirement is that the probability that
the eavesdropper receives successfully n or more packets is less than a target value

A (where 0 <n < M).

To transmit the packet reliably we assume that the source can use either:
e Simple Automatic Repeat Request (ARQ), or

e Deterministic Network Coding (DNC), where in each time slot, the source
forms M linearly independent combinations of the M packets and then uses

simple AR() to transmit each linear combination reliably to the destination.

Instant error-free acknowledgements are assumed in all cases as is usually
assumed in similar investigations.

The objective is to find the optimal (i.e. minimum) number of packets that the
source should transmit through the private channel in order to minimize an appro-

priate cost subject to the secrecy requirement. Two types of costs are considered:
e The extra energy spent to transmit through the private channel

e The extra delay required to transmit through the private channel
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In what follows, the problem is explained in detail for both cases when simple

ARQ and Deterministic Network Coding (DNC) are used respectively.

6.2.2 Problem Formulation

6.2.2.1 ARQ Case

Let the random variables T}, iyate and Thypiic be the number of time slots spent
to deliver a packet successfully though the private channel and the public channel
respectively from the source to destination. Since the channels are time invariant and
independent, the random variables T}jpqte and Tpypc are geometrically distributed
with probabilities pprivate,p and ppusiic,p respectively.

Let Pr(E|Tyuic = k) be the probability that eavesdropper E receives a par-
ticular, lets call it ”current”, packet successfully from the public channel given that
destination D receives the packet successfully at time slot k. This reception may
occur in any one or more of the k slots. This probability is given by the following
expression:

k
Pr(E|Tyuie = k) =Y _(1—pg)"'pp =1—(1—pp)* (6.5)
t=1

Then, the probability that eavesdropper F receives the packet successfully is given
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p(E) = Z PT(E’Tpublic = k)PT(Tpublic = k)
k=1

= (1 - (1 - pE)k)(l - ppublic,D)kilppublic,D
>
k=1

8

Ppu ic,
public,D (1 _pE)k(l _ppublic,D)k

NE

k—1
- (1 - ppublic,D) ppublic,D -

k 1 - Ppublic,D

Il
—_
£
Il

1
( - pE)ppublic,D

- 1
1 —(1—pg)(1 — ppublic.n)

(6.6)

Also, let the random variables Mp and Mg be the numbers of packets received suc-
cessfully by destination D and eavesdropper E respectively over the public channel.
Since the channels are independent and time invariant, the conditional probability
the the eavesdropper receives ¢ packets given that the destination has received suc-
cessfully m packets is binomially distributed with m number of trials and probability

of success p(E). Hence, it is given by the following expression:
: m m—i i
Pr(ity = ilatp = m) = ("7 )1 = BN 0(E) (6.7)

Then, the probability that the eavesdropper receives n or more packets given that

the destination receives m (m > n) packets over the public channel is given by:

m

Pr(Mp >n|Mp=m)=>" (

i=n

”?) (1 - p(E))"p(E) (6.8)

]

This probability can be rewritten as:
Pr(Mg >n|Mp=m) = 1—Pr(Mg<n-—1|Mp=m)

= S (Masmre )

- 1
=0

In general, the cumulative distribution function of a binomially distributed random
variable Z with number of trials n and success probability p can be expressed in
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terms of the regularized incomplete beta function (see [62]). The regularized incom-

plete beta function I,(a,b) is defined as:

B(z,a,b)

I.(a,b) = “Bla.b)

(6.10)

where B(z,a,b) is the incomplete beta function and B(a, b) is the beta function as

follows:

B(z,a,b) = /w N1 — ) tat (6.11)
B(a,b) = /115“—1(1 — )P tdt (6.12)

Then, the relationship between the cumulative distribution function of the random

variable Z and the regularized incomplete beta function (see [?]) is given by:
Pr(Z<k)=IL_,n—kk+1) (6.13)
Using equation (6.13), we obtain:
Pr(Mg <n—1|Mp =m)=L_p,m(m—n+1,n) (6.14)
Pr(Mg >n|Mp =m)=1—I_yg(m—n+1,n) (6.15)
Hence,

Pr(Mg >n|Mp=m) = 1—Pr(Mg<n-—1/Mp=m)
fol_p(E) tm—n(l _ t)n—l dt

Jo tm (L —t)ntdt

(6.16)

Also, we define &pypiic and Eprivate to be the energy spent to deliver a packet success-

fully through the public channel and the private channel respectively.
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Since Tprivate 18 geometrically distributed, the expected number of time slots and the

expected energy spent to deliver a packet over the private channel are given by:

1 1
E[Tprivate] = = <6 17)

; N
Pprivate,D e W—E’DPO

2
Uprivate,D
Pu

e~ ﬁ/pri'uate,DNO
P

E[Eprivate] = Ppux E[Tprivate] = (6.18)

2
U;m"ivate,D

Similarly, the expected number of time slots and the expected energy spent to deliver

a packet over the public channel are given by:

1 1
E[Tpublic] - Doublic.D - " Vpubiic.0No (619)
pubiac, 0-2public,DP

Pu

e Ypublic, D No
O—2public,DP

E[fpublic = P,u X E[Tpublic] = (620)

Given that the source transmits m packets over the public channel, the extra delay

required to deliver the remaining M — m packets over the private channel is given

by:
CYDelay (m) - (M - m) (E[Tprivate] - E[Tpublic])
1 1
= (M —m) Fiei (6.21)
e~ Yprivate, DIVO e~ Vpublic,DNO
Jprivate, DIVO Jpublic,DNO
Up'rivate,DP O-qublzc,DP
The function e,lg is increasing in a when both x and a are positive. Hence in order
x
for the security cost to be positive, we need to have that 225vete220 ig oreater than
private,D
’Ypublic,DNO
o2public,D °

The extra energy spent by the source to deliver the remaining M — m packets over
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the private channel is given by:

Chnergy(m) = (M —m)(El&privare] = Elpusiic])

Pu Pu
- <M o m> (6_ Yprivate,bNo _ Ypublic,p No > (6'22>
o P ngublic,DP

private,D

Based on equations 6.21 and 6.22, the energy cost is a multiple of the delay cost.
Hence, it suffices to study any one of them.

The objective is to find m*, the optimal number of packets the source should
transmit through the public channel, in order to minimize each of the security costs
Chpelay and Cgpergy subject to the probability that the eavesdropper receives n or
more packets is less than A. The problems can be stated as follows:

(P1) Min,Cpelay(m)

Subject to:
Pr(Mg > n|Mp =m) <\
(P2) Min,Crgnergy(m)
Subject to:
Pr(Mg > n|Mp =m) <\
In order to solve these problems, we will first prove the following lemma:

Lemma 5.1:

1. The probability Pr(Mg > n|Mp =m) < X is increasing function of m

2. The security costs Cpeey and Cgpergy are decreasing functions of m

3. The optimal solution to both problems is m* = m, where m, is the
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highest integer (0 < m, < M) that satisfies:

Pr(Mg > n|my) < A (6.23)

Proof of 1:

Let m; and my be two integers such that m; < msy.

Let X be binomially distributed random variable with number of trials m,
and success probability p.

Let Y be binomially distributed random variable with number of trials ms and
success probability p.

Then, the probability Pr(X > n) is given by:
Pr(X>n)=1-Pr(X <n-1) (6.24)
Hence, using equation (6.13), we obtain:
Pr(X<n—-1)=1_,(m —n+1,n) (6.25)
Pr(X>n)=1—-1_,(m —n+1,n) (6.26)
Similarly, we get the following expression for the random variable Y:
Pr(Y >n)=1—-1L_y(my—n+1,n) (6.27)

The regularized incomplete beta function I,(a,b) has the following property [?]:

r%(1 —2)°

I.(a+1,b) = I,(a,b) — W

(6.28)

By iteratively applying equation (6.28), it can be shown that for any integer k > 0,

the quantity I, (a,b) has the following property:

Al i
L(a+k,b) = L( § ") (6.29)
B “~ (a+1i)B(a+1,0b) '
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Using equation (6.29), the probability Pr[Y > n] in equation (6.27) can be rewritten
as:

Pr(Y>n) = 1—-1L_,(ma—n+1,n)=1—-10L_,(me—mi+m; —n+1,n)

mo—mi1—1

(1 _ p)ml —n+1+ipn

= 1—[1,p(m1—n+1,n)—|— Z

i=0
Hence using equation (6.26), we obtain:
mo—mi1—1 _ ;
1 _ mi1—n+1+i,.n
Pr(Y >n)=Pr(X >n)+ Y. L-p) P (6.31)

—~  (mi—n+1+i)B(mi—n+1+in)
In equation (6.31), each term in the summation is positive, which results in the
probability Pr(Y > n) being greater than the probability Pr(X > n). Since the
probability Pr(Mg|Mp = m) is binomially distributed with number of trials m,
Pr(Mg > n|Mp = m) increases with m, which is the number of packets transmitted
through the public channel.

Proof of 2: The derivatives of cost functions Cpejay and Cpgpergy (given by
equations (6.21) and (6.22)) are both -1, and hence Cpejqy and Cgperqy are decreasing
functions of m.

Proof of 3: The optimal solution to both problems is m* = m, where m, is

the highest integer that satisfies:

This is because any value of m higher than m, is not feasible since it will violate
the security level constraint in the minimization problems P1 and P2. Also, any
value less than m is not optimal because the security costs are decreasing function
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of m, and hence the value of the security costs will be higher than the value of the
security costs Cpeiay(my) and Crpergy(ma).
And this completes the proof of the lemma.

Since the probability Pr(Mg > n|Mp = m) is non-linear in m, the optimal
number of packets m* is found by searching iteratively over the range of values of
m i.e. start from m = 0 and increase the value of m each time the probability
Pr(Mg > n|Mp = m) is less than or equal A until the probability exceeds A. The
optimal value of m* will be the value of m obtained from the iterative method minus

one.

6.2.2.2 DNC Case

In this case, the source S constructs a system of M linearly independent
combinations of the M packets such that the eavesdropper can not recover the
value of any of the M packets except if it receives successfully all M linearly coded
packets.

In what follows, the conditions under which a linear system of equations sat-
isfies the above property are presented, and a method is provided to construct a
linear system satisfying this property.

Conditions

Consider n linear independent equations in m variables xi, ..., Z,,, (n < m) of the
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form:

a1y + a2 + ... + ATy = by
A91%1 + A22%2 + ... + A2 Ty, = bg
(6.33)

Ap1T1 + oo + ... + A Tm = by,

Since n < m, this system has infinitely many solutions. In order for the value of

any variable x; not to be recoverable, the following conditions must be satisfied:

(a) For any equation with non zero coefficient of the variable z;, the
coefficient vector of the remaining variables must not be the all-

zero vector.

(b) For all equations with non-zero coefficient of the variable z;, the co-
efficients vectors of the remaining variables must be linearly inde-

pendent.

In what follows, the stated conditions are proved to be necessary and sufficient.

Proof of Sufficiency: In any equation with non-zero coefficient of the vari-
able z;, the coefficients vector of the remaining variables is not the all zeros vector
(according to condition a). Hence, it is not possible to recover the value of the
variable z; from that equation. Also since in all equations with non-zero coefficients
of the variable z;, the coefficient vectors of the remaining variables are linearly in-
dependent (according to condition b), performing elementary row operations on the
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equations with non-zero coefficients of the variable x; cannot convert all the coeffi-
cients of the remaining variables to zero. Hence the value of the variable x; cannot
not be recovered.

Proof of Necessity: Assume there exists a linear system that satisfies the
desired property (i.e. it is not possible to recover the value of any variable from any
subset of equations) but does not satisfy the above conditions. Hence in this linear
system, there exist either some equations with non-zero coefficient of a variable z;
in which the coefficient vectors of the remaining variables are the all-zero vector or
there exist some equations in which the coefficient vectors of the remaining variables
are linearly dependent. In either case, the value of the variable x; can be recovered,
which is a contradiction.

The following part presents a simple method of constructing a linear network
code that satisfies these properties.

Method of Construction
In order to obtain a linear network code of m variables where the first m—1 equations

satisfy the above property, we proceed as follows:

e Construct the first equation composed of any two variables with non-zero

coeflicients.

e Construct each subsequent equation using two variables with non-zero coeffi-
cients as follows: one variable has been used in a previous equation and one

variable has not been used.

e Repeat step 2 until m — 1 equations have been constructed.
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e Construct the m™ equation composed of any one of the variables.
The above method satisfies condition (a) since each of the first m—1 equations
is constructed of two variables with non-zero coefficients. Also in every equa-
tion, a new variable with a non-zero coefficient is introduced. Hence, the first
m — 1 equations are linearly independent, and for all equations with non-zero
coefficient of any variable x;, the coefficient vectors are linearly independent.
Thus, the value of none of the variables will be recovered from the first m — 1
equations. Furthermore, the m* equation is linearly independent of the first
m — 1 equations. This is because each of the first m — 1 equation contains
at least an additional variable than the m!* equation. Hence, all of the m

equations are linearly independent.

Example

Consider a linear system of five equations in five unknowns is constructed as follows:

T1+xTy = by
T +x3 = by
Tot+x4 = by
T3+ x5 = by
ry = bs (6.34)

Hence, the eavesdropper can recover the value of all the packets only if it receives
successfully the 5 linearly coded packets. Otherwise, it can not recover the value of
any of the z;’s from the b;’s.

Thus, the probability that the eavesdropper receives n or more packets given that
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the destination receives successfully m packets through the public channel is:

0, 0<m<M-1
Pr(Mg > n|Mp =m) = (6.35)
p(EYM, m=M
where p(F) is the probability that the eavesdropper receives a packet successfully
and is given by equation (6.6).

Given that the source transmits m coded packets over the public channel, the
extra time and the extra energy spent by the source to deliver the remaining M —m
coded packets over the private channel are given by equations (6.21) and (6.22)
respectively.

The objective is then to find m* the optimal number of packets the source
should transmit through the public channel in order to minimize each of the security
costs Cpelay and Cppergy subject to the probability that the eavesdropper receives n
or more packets is less than \. These problems can be stated as follows:

(P3) Min,Cpelay(m)

Subject to:
Pr(Mg >n|Mp=m) <\

(P4) Min,Cgnergy(m)

Subject to:
Pr(Mg >n|Mp =m) <\

It was shown in the case of ARQ), that the security costs Cperay and Crpergy
are decreasing in m. Hence, the optimal solution is m* = M if Pr(Mg > n|Mp =
M) < \; otherwise the optimal solution is m* = M — 1. This is because when
Pr(Mg > n|Mp = M) < X, any value m’ < M will incur security cost higher
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than the cost incurred when M packets are transmitted through the public channel.
Also for the case when Pr(Mgp > n|Mp = M) > A, any value m' < M — 1
used will incur security cost higher than the cost incurred when M — 1 packets are
transmitted through the public channel. Also, any value m < M —1 is feasible since
Pr(Mg > n|Mp = m) =0 for any m < M — 1, which proves the optimality of the

proposed solution.

6.2.3 Numerical Results

In this part, we compare the performance of the secure transmission using
ARQ to the case when Deterministic Network Coding (DNC) is used. Also, we
investigate the effect of the security level parameters n and A on the minimum
security cost.

The following values for the system parameters are used:

P=2W,M =17 Ny=04dB, 02 = 9 dB, v = 10 dB, o2

private,D

= 10 dB,
Yprivate,D = 13 dB, 0-12mblz'c,D =10 dB, Ypublic,D = 10 dB.
Since the energy cost is a constant multiple of the delay cost, we will consider only in

this section the delay cost and compute the minimum delay for the following cases:

e The value of the security level parameter n is varied between 0 and 7. Two

values of A are considered respectively: A\ = 0.04,0.5.

e The value of the security level parameter n is kept fixed at 3 while the value

of X\ is varied between 0.01 and 0.1 in steps of 0.01.

e The value of the security level parameter n is kept fixed at 3 while the value
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Figure 6.1: Security cost as a function of the security level parameter n

of X is varied between 0.1 and 1 in steps of 0.1.

For each case, the minimum security cost and the optimal number of packets that
should be transmitted through the public channel are shown in figures 6.1, 6.2, 6.3,
6.4, 6.5 and 6.6.

Figures 6.1 and 6.2 show that as the security level parameters n and X in-
creases, the optimal number of packets that the source transmits through the public
channel increases and hence the security cost decreases. Also for any value of the
security level parameters n and A, the security cost, when using Network Coding,
is considerably lower than when using ARQ. This is because due to the structure
of the network coded packets, the receiver can not decode any of the packets unless
it receives successfully the M coded packets. Hence the probability that the eaves-

dropper decodes successfully n or more packets when the source transmits all of the
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Figure 6.3: Security cost as a function of the security level parameter lambda (0.01 <

A<0.1)
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Figure 6.5: Optimal cost for every strategy/transmission scheme pair (0.1 < X <1)
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Figure 6.6: Optimal number of packets m as a function of the security level parameter

lambda (0.1 <A <1)

M network coded packets is considerably lower than the the case when ARQ is used.
Also for any security level parameter n, the transmitter can at most send one packet
over the private channel when using DNC and even send no packets through the
private channel when the value of X is high, which results in considerable security
costs savings when using DNC compared to ARQ.

Figures 6.3, 6.4, 6.5 and 6.6 investigate further the effect of the security level
parameter A on the security cost. Figures 6.3 and 6.4 show that when the security
level parameter A is very low, the source can transmit very few packets through the
public channel when ARQ is used, and thus the security cost when using ARQ is
much higher than when using Network Coding.

For the case when the values of A increases as in figures 6.5 and 6.6, the source

can transmit more packets through the public channel when ARQ is used, but there

154



is a still security cost gap between ARQ and Network Coding, and hence Network
Coding still outperforms ARQ.

Similar conclusions can be drawn for different values of the system parameters.

6.3 Multiple Nodes Case

6.3.1 System Model

Now, we consider the more general case in which the file is distributed among
several nodes in a wireless network. We consider a wireless network composed of
a set of K nodes that we designate as G, and an eavesdropper E. It is required
that a file X of M packets belonging to an alphabet A with a finite field size F'
be delivered to all K nodes. Initially, each node i (1 < i < K) has a distinct
subset X; of the M packets and all the M packets are available somewhere in the
network i.e (J, <i<x Xi = X. In the general case, some of the nodes may possess
common packets amongst themselves. There are two ways to deal with this issue.
The first one is to find the best node that should transmit each common packet,
which may not be easy, especially for the case when the number of nodes that have
the same packet is large. The other approach is to assume a rather pessimistic
procedure in that many of the packets may be redundantly transmitted. Namely,
it is not assumed that each node knows what packets of the file the other nodes
possess. Hence, it must transmit everything it has, and thus multiple transmissions
of the same packet are possible, which results to the benefit of the eavesdropper.

In order to simplify the problem, we assume the simpler case in which the packets
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available at each node are distinct from the packets available at other nodes i.e.
X:NX; = 0 Vi,j . Also, relaying is not assumed, because if nodes are allowed
to transmit packets that are successfully received from other nodes’ transmissions,
the problem of having common packets among the nodes to transmit will again
arise. Furthermore, a fully connected network is assumed in which the K nodes
share private broadcast channels amongst each other and public broadcast channels
amongst each other and with the eavesdropper. Time is slotted where each time slot
is of duration p seconds, and in each time slot a node can transmit a packet to the
remaining nodes. In every time slot k, the private and public channels between each
pair of nodes ¢ and 7 (1 < i,j < K) or between any node ¢ and the eavesdropper
E are independent slow Rayleigh Fading (i.e. the value of the fading coefficients do
not change within one time slot). We denote by hprivate,ij and Apuici; the values of
the fading coefficients for the private channel and the public channel respectively
between nodes ¢ and j, and by h;g be the value of the fading coefficient between
each node 7 and the eavesdropper E. Also, AWGN noise of variance Ny is present
at each node and at the eavesdropper.

Furthermore in every time slot, one of the nodes transmits to the remaining
nodes with power value P, and decides if it should transmit through the public
channels or the private channels.

Due to fading, each node can successfully receive the transmitted packet with
a certain probability. This probability is the probability that the received Signal to
Noise Ratio (SNR) at the receiving node exceeds its required threshold. Let Yprivate i
and Ypusiic; be the required threshold at node ¢ when transmission occurs through
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the private and public channels respectively. Also, we define v to be the required
threshold at eavesdropper E.

Also, let pprivate,i; and ppusiic,i; be the probability of packet successful reception
by node j when node ¢ is transmitting through the private and public channels
respectively. Also, let p;r be the probability of successful reception by eavesdropper
E when node 7 is transmitting.

Once a node receives a new transmitted packet, it sends an acknowledgment
(ACK) packet. Acknowledgements are received by all nodes instantaneously and
error free.

As in the single-source single-destination case, the nodes will use either simple
ARQ or deterministic linear Network Coding (DNC) respectively to deliver the
packets reliably to the remaining nodes.

It is required that the nodes exchange their packets while keeping the file
secret from the eavesdropper. The secrecy requirement is that the probability that
the eavesdropper successfully receives n or more packets of the file is less than a
target value A (0 <n < M,0< A <1).

Since in this case the file is distributed among the nodes in the network, it
is more complicated to find the number of packets that each node should transmit
through the public channel to solve the security minimization problem. Instead,
we consider finding which nodes should transmit through the public channels and
through the private channels respectively in order to minimize the security cost
subject to the secrecy requirement. Similarly to the single-source case, two costs are

defined which are the extra energy spent to transmit through the private channel
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and the extra delay required to transmit through the private channel.

6.3.2 Problem Formulation

6.3.2.1 ARQ Case

In order to formulate the security minimization problem, it is necessary to

define a number of variables as follows:

e Let S be the set of nodes transmitting through the public channel, and let

N, = [9]
e Let n; be the number of packets available at node i i.e. n; = |X|]
e Let Y; be the set of integers such that Y; = {t,1 <t < n,}

o Let ¢ : S — Yy, be a bijection on the indices of the nodes in S. It is defined
as follows:

#(i) = j if node 7 has the j lowest index value in S

e Let R = (ry,rq,...,7n,) be a vector such that R € vazl Yy-1(5)-
where [] denotes Cartesian product, and vector R represents the number of
the packets that the eavesdropper receives successfully from each node in S
where entry r; corresponds to the number of packets that the eavesdropper

receives successfully from node ¢~1(5).

e Let x be the set of vectors such that x = {R s.t. Zjvzl r; =n}

where r; is the j entry of the vector R.
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e Let M;r be a random variable that represents the number of of packets that

the eavesdropper receives successfully from node ¢ transmission.

e Let w; be the security cost of node ¢ if it’s transmitting through the private
channel. Depending whether delay or energy costs are considered, cost w; is

given by either:

— Delay cost: It is given by:

w; = mi(E[Tprivate,i] - E[Tpublic,i]) (636>

where Tprivate,i and Tpupiic; are the number of time slots spent by node ¢
to deliver the current packet to the remaining nodes through the private
and public channels respectively. The random variable Ty jyate; can be

written as:

Tprivate,i = maxlgng,j;éiTpmate,ij (6-37)
where the random variable T)yqzc,i; is the number of time slots spent by
node 7 to deliver the current packet to node j. Since the channels are time

invariant and independent, the random variable T, jyqze,i; 15 geometrically

distributed with probability of success pprivate,ij-
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Then, the probability Pr(Tyrivate; < k) is given by:

Pr(Tyivate; < k) = Pr(mazi<j<k jzilprivateij < k)

=K
= H Pr(Tprivate,ij < k)
J=1j#i
=K k
t—1
= H (1 - pprivate,ij) Pprivate,ij
Jj=1,j#i t=

—_

= (]- - (1 - ppm'vate,ij)k)
j=1j#i
K

= 1+ Z H —](xj)(l_pprivate,ij)k

Xe{0,1}K j=1,j#i

(6.38)

where I(.) is the indicator function, z; is the j entry of the binary vector

X. Also, the fifth line of equation (6.38) is obtained by expanding the

product term of the forth line. The probability Pr(T,upic: < k) can be

derived similarly as equation 6.38 and thus has the following expression:

K
Pr(Tpusies < k) =1+ > [ —1(2)1 = ppustics)”  (6.39)

Xe{0,1}K j=1,j#i
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Hence, the expected value E[Tivate:] s given by:

hE

E[Tprivate,i] Pr(Tprwate 7 Z k)

b
Il
—

I
WE

1 _PT private,; < k_ 1))

k=1 (
00 j=K
= Z (1 (1 - pprivate,ij)k_l))
k=1 j= 1]751
K

k—1
= H pprivateﬂj)

k=1 Xe{0,1}X j=1,j#i

B HJK:L#Z‘ —1(z;)
= Z . (6.40)

K
Xe{0,1}% ~ Hj:l,j;éi(l - pp'ri'uate,z’j)

The expected value E[T,upic,i| can be similarly derived and has the fol-

lowing expression:

HKz j i_I<5U')
E[Tpublz‘c,i] - Z Ig LiZ ! (641)
Xe{0,1}K L - Hj:l,j;éi(l - ppublic,z’j)

— Energy cost: It is given by:

Ww; = mi(E[é-private,i] - E[&public,i}) (642)

where &private; and Epupiici are the energy spent by node 7 to deliver a
packet through the private and public channel respectively. Thus, we

have the following expressions:

E[fpm’vate,i] = E[P,UTprivate,i]

= P,ME[Tprivate,i] (643)

E[fpublic,i] = E[P/'LTpublic,i]
= PUE[Tuic] (6.44)
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where E[T,rivates] and E[T,upici] are given by equations 6.40 and 6.41

respectively.

To compute the probability that the number Mg of packets that the eavesdropper
receives successfully is exactly n packets, we proceed by considering all possible
combinations of the number of packets that the eavesdropper can receive successfully
from the nodes in S such that the total number of packets is n i.e. by considering
all the vectors in y. Then since the channels among the nodes are independent, the
probability that number of packets received from the nodes in S is n is computed by
multiplying the probabilities that eavesdropper receives r; packets from node ¢~(5)
(1 < j < Nj). Hence, we obtain the following:

Pr(Mp=n) =Y []Pr(Mi = rsw) (6.45)

Rey ieS

Similarly to equation (6.7), the probability Pr(M;r = r4(;) is computed as:

Pr(Mig = r¢@)) = ( )(1 — pi(E)) e p,(E) W (6.46)

To(i)
where p;(F) is the probability that the eavesdropper F receives the packet trans-
mitted by node i given that it has been received successfully by all the remaining
nodes.

To derive p;(E), we proceed as follows.

The probability that node i successfully transmits the packet to all of the other
nodes at time slot k£ through the public channel is the probability that the nodes

receive the packet successfully up to time slot & minus the probability that they
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receive the packet successfully up to time slot k — 1:
PT(Tpublic,i - k) - Pr(TpubliC,i < k) - PT<Tpublic,i < k — 1) (647)

By substituting the value of Pr(T,upic; < k) from equation 6.39, we get the follow-
ing:

PT(Tpublzcz—k Z H :Uj 1 pp’u,bl’LClj Z H x] 1 ppublzczj)kil

Xe{0,1}K j=1,j#i Xe{0,1} K j=1,j7#i

(6.48)
Given that node 7 successfully delivers the packet to the remaining nodes in exactly
k time slots, the eavesdropper can receive the packet at any of the k time slots, and
hence the conditional probability that the eavesdropper receives the packet knowing
that node 7 successfully delivers the packet to the remaining nodes in exactly &k time

slots is given by:

k
(E| public,i — k) - Z 1— sz sz
t=1
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Thus, the probability p;(E) is given by:

pz(E) - Z PT(E|Tpublic,z’ - k) X PT<Tpublic,i - k)
k=1

_ Z(l — (1 —pip)k ( Z H ppublic,ij)k

Xe{0,1}K j=1,j#i

> 1 —I(Ij)(l—ppublic,ij)k_l)

Xe{0,1}K j=1,j#i

_ Z Hjl‘(:l,jyéi —1(2;)(1 — Ppubtic,ij) B Z Hf:l,j;éi —1I(;)

K K
Xe{0,1}K 1 - Hj:l,j;éi(l - ppublic,ij) Xe{0,1}K 1 - Hj:l,j;éi(l - ppublic,ij)

K
S [Tz =1 (2) (1 = Ppustics) (1 — pir)
K
Xe{0,1}5 1— Hj:Lj;éi(l — Ppublic,ij) (1 — pir)

K
I Z g Lj#i (@;)( piE) (6.50)
xeomyre L= T 2i(L = Ppusticis) (1 = pir)

Then, the probability that the eavesdropper receives n or more packets given that

the nodes in S transmit through the public channel is given by:

Ntotal

Pr(Mg >n) = ZPT Mg =1t) (6.51)

where 1.4 is the total number of packets available at the nodes in S i.e. Ny =
D jes M

Then, the total security cost Scostarg is computed by adding the security costs of
all the nodes transmitting through the private channel. Hence,

Scostarg = Z wy (6.52)
leG\S

where G'\ S is the complement of S in G.
The optimization problem becomes:

(P5) MinSGPart(G) SCOStARQ
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Subject to:
Pr(Mg >n) <A

where Part(G) is the partition set of G i.e. the set of all possible subsets of G

6.3.2.2 DNC Case

To formulate the problem for this case, we define the following:

Let n; be the number of packets available at node 1.

Let S be the set of nodes transmitting all their packets through the public

channel.

Let S’ be the set of subsets of S such that every subset V of S must satisfy:

Zjev ng > n

Let M;r be a random variable that represents the number of of packets that

the eavesdropper receives successfully from node .

As was discussed in the single-link case, the network-coded packets are constructed
such that the eavesdropper can not decode any of the packets except if the eaves-
dropper receives successfully all the network coded packets from the transmitting
node. Hence, the probability that the eavesdropper receives n or more packets, given
that the nodes in S are transmitting through the public channel, is computed by
considering all the possible subset of nodes such that the sum of their transmitted

packets is greater than or equal to n and thus the probability is given by:

Pr(Mp >n)=>_ [[Pr(Mz =n)) (6.53)

Ves jev
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The probability that the eavesdropper decodes successfully the n; packets from node
7 is given by:

Pr(Mjg = n;) = p;(E)™ (6.54)

where p;(E) is the probability that the eavesdropper E receives successfully the
packet transmitted by node j, given that it has been received successfully by all the
remaining nodes. The probability p;(£) has the same expression as that in equation
(6.50).

In the case of DNC, each node has to transmit at most one packet through the
private channel. Hence, the security cost of node i transmitting through the private

channel is given by:

e Delay cost:

w; = E[Tprivate,i] - E[Tpublic,i] (655)

e Energy cost:

w; = E[gprivate,i] - E[épublic,i] (656)

where the expressions E[Tprivatei]s E[Tpubticils Elprivatei)s E&pubiici] are the same
given by equations 6.40, 6.41, 6.43, and 6.44 respectively.
Then, the total security cost Scostpye is computed by adding the security costs of

all the nodes transmitting through the private channel. Hence,

SCOStDNC = Z wy (657)
leG\S

The optimization problem becomes:
(P6) Minsepartc)Scostpne
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Subject to:

Pr(Mg >n) <A

6.3.3 Solution

For both cases of ARQ and DNC, the expression of the probability Pr[Mg > n|
in equations (6.51) and (6.53) is dependent on S and is quite complicated. Hence,
in order to find the optimal set of nodes that solves the minimization problem, it is
necessary to consider all possible subsets of the set of nodes G which of course has
exponential computational complexity.

In order to simplify the analysis, we analyze the following special case in which there

is a lot of symmetry.

6.3.4 Special Case

All nodes have the same public channel quality amongst each other and with
the eavesdropper, but not necessarily the same private channel quality amongst each
other. Also, we assume that the nodes have equal number of packets. Let I be the
number of packets available at each node.

We denote by ¢% the variance of the channel between each node and the

eavesdropper, v the SNR threshold at the eavesdropper, o2 the variance of the

public
channel between each pair of nodes, and 7,y the SNR threshold at each node

when receiving through the public channel.

Thus for any node transmitting through the public channel, the probability
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p(F) that the eavesdropper receives successfully a packet is the same irrespective of

which node is transmitting and can be derived as in equation (6.50).

6.3.4.1 ARQ Case

Similar to equation (6.8), the probability that the eavesdropper receives n
or more packets given that the number of packets M, transmitted through the
public channel is m, is given by:

Pr(Mg > n|Myupic = m) = Z (m) (1—p(E)" 'p(E)" (6.58)

—~\i
The security cost w; of node ¢ if it’s transmitting through the private channel is
given by equations (6.36) and (6.42).
In this case, the solution to the optimization problem P5 is given by the following

proposition.

Proposition:

e The optimal number of nodes K* that should transmit through the private
channel is given by:
K* =K — | My y;./T] where M. is the maximum number of packets that

can be transmitted through the public channel. Also, M}, ;. is the highest

integer that satisfies.

Pr(Mg > n|Mpuic = M) < A (6.59)

public

e The optimal set of nodes that should transmit through the private channel are
the nodes that have the lowest security cost w;.
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Proof:

Based on equation (6.52), the security cost is additive (it is the sum of the
security costs of each node transmitting through the private channel). Hence, the
cost decreases as the number of nodes transmitting through the private channel
decreases. Also, the cost decreases as the individual security costs of the nodes
transmitting through the private channel are lower.

However, the number of nodes that should transmit through the private channel is
lower bounded by:

K=K - ;ublic

where K*

public 18 the maximum number of nodes that can transmit through the public

channel. Since the public channel among the nodes are identical and each node has

I packets, can be expressed as:

*

public
M*

* _ public

Kpublic - |. I J

where M*

subtic 18 the maximum number of packets that can be transmitted through

the public channel. Also, the probability that the eavesdropper receives n or more
packets in equation (6.58) has the same expression as equation (6.7), and it is shown
in section 6.2 that this probability is an increasing function of the number of packets

that can be transmitted through the public channel. Hence, M}, ;.

is the highest

integer that satisfies:

PT’(ME Z n|Mpublic =M ) <A (660)

public/ =

The value of M*

sublic Can be calculated using the same iterative method proposed in

part 6.2.2.
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6.3.4.2 DNC Case

In this case, the probability that the eavesdropper receives successfully the I

coded packets transmitted by node ¢ through the public channel is given by:
Pr(M;g =1) = p(E)! (6.61)

The probability that eavesdropper receives n or more packets given that k nodes

are transmitting through the public channel is given by:

Prdte = n) = Y () (0= plE)) - p(E)"” (6.62)

where t is the lowest integer such that t1 > n
In this case, the solution to the optimization problem P6 is given by the following
proposition.

Proposition:

e The optimal number of nodes K* that should transmit through the public
channel is the highest integer that satisfies:

e The optimal set of nodes that should transmit through the private channel are

the nodes that have the lowest security cost w;.

Proof:
Based on equation (6.57), the security cost is additive (it is the sum of the
nonnegative security costs of each node transmitting through the private channel).

Hence, the cost decreases as the number of nodes transmitting through the private
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channel decreases. Also, the cost decreases as the individual security costs of the
nodes transmitting through the private channel are lower. However, the number of
nodes that should transmit through the private channel is lower bounded by G — K*
where K* is the maximum number of nodes that should transmit through the public
channel. Also, it can be easily shown (based on equation (6.62)) that the probability
that the eavesdropper receives n or more packets through the public channel is an
increasing function of k, that is the number of nodes that transmit through the
public channel (since the cost has similar expression as equation 6.8 which has been
proven in section 6.2 to be increasing). Hence, the maximum number of nodes K*
that should transmit through the public channel is the highest integer that satisfies:
Pr(Mg >n) <A

The value of K* can be found using the same iterative technique explained in part

6.2.2.

6.3.5 Numerical Results

In this part, we compare for the distributed case the performance of the secure
transmission using ARQ to the case when Deterministic Network Coding is used.
Also in this part, we consider the symmetric case in which the nodes have same
public channel quality among each others and with the eavesdropper, and that the
nodes have equal number of packets. Furthermore, we consider that the nodes have
the same private channel quality among each others.

As for the values, we consider 7 nodes in the network where each node has 3
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Figure 6.7: Optimal number of nodes as a function of the security level parameter n.

packets. As for the other system’s parameters, we consider the following values:

P =1W, Ny = 0dB, 0% = 9 dB, vz = 10 dB, 02,0 = 10 dB, Yprivare = 13

rivate

dB, o2

public

= 10 dB, Ypupic = 7 dB.

For both ARQ and Network Coding, the optimal number of nodes that should
transmit through the public channel, and the minimum delay cost is computed for
the case when the security parameter n is varied between 1 and 10 packets. Two
values of A are considered respectively: A = 0.04,0.8.

The optimal number of nodes and the minimum security cost for each case are
shown in figures 6.7 and 6.8 respectively.

Figure 6.7 shows that for both cases of ARQ and Network Coding, the optimal
number of nodes that transmit through the public channel increases as the security

parameter n increases. Also for both considered values of A, the optimal number
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Figure 6.8: Security cost as a function of the security level parameter n.

of nodes is higher for the case of Network Coding than the case of ARQ. This is
because in the case of Network Coding, the eavesdropper should decode all the
packets transmitted by each node. This consequently decreases the probability
that the eavesdropper receives the target number of packets, and hence for high
values of A all the nodes can transmit using Network Coding through the public
channel. Also, figure 6.8 shows for both considered values of A, the security cost
using Network Coding is lower than the case of ARQ. There are two main reasons
for that. The first one is that the number of nodes that should transmit through
the public channel is higher for the case of Network Coding than ARQ as shown in
figure 6.7. The second reason is that each node needs to transmit only one packet
through the private channel in the case of Network Coding while in the case of ARQ

each node has to transmit all its packets through the private channel, which again
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emphasizes the gains achieved by using Network Coding for secure transmissions.

Similar conclusions can be drawn for different values of the systems parameters.

6.4 Summary

We considered the issue of secure transmissions in a wireless fading network in
which a file is required to be delivered while keeping it secure from an eavesdropper.
Two transmissions schemes were proposed: the first was based on simple ARQ
while the second was based on deterministic Network Coding. The results show the
tradeoff between achieving a certain security level and the cost incurred to achieve a
required level of security. Also, the results show that Network Coding considerably
reduces the security cost compared to the case when simple ARQ is used. Overall,
this work constitutes a modest but important step towards resolving any important
problem of wireless networking that combines security issues with performance costs

and distributed operation.
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Chapter 7
Minimum Energy Scheduling of Base Stations with Sleep Modes

7.1 Overview

This chapter extends the problem of minimizing the consumed energy in a
Macro cell discussed in chapter five to the case of a network of multiple cells. The
case of multiple cells is of a higher complexity due to the following: The received rate
at each user is affected by the interference caused by other base stations transmitting
simultaneously with the base station serving that user. Hence, the problem in this
case will be transformed to a scheduling problem which should select the groups of
base stations to be activated simultaneously in order to minimize the total consumed
energy in the network. Also similar to the single cell case, we assume that each base
station reduces its power and switches to Micro sleep mode when it completes serving
the users in its cell, and hence it is anticipated that the sleep mode power values of
the base stations will affect the optimal activation groups and the minimum energy
consumed in the network.

The problem of scheduling multiple transmitters and its complexity has been
extensively studied in the past (see e.g. [63]-[66]) where the optimal solution is
usually found for special cases of the general scheduling problem, but most of these
works minimize the time required to serve the users. The work in [67] considers

a very similar model to the one that we consider in this chapter. However, the
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objective in [67] is to minimize the emptying time of the network i.e. the total time
needed to serve all the users in the network, and hence it does not take the energy
consumed into consideration. Also in [67], the conditions that make particular
scheduling techniques optimal (such as the optimality of time division) are presented.
Hence, the interesting question that arises: Is the optimal solution to the minimum
energy problem the same as for the minimum time problem? If not, under what
conditions are the optimal solutions the same?

Thus in this chapter, we will first present the minimum time scheduling prob-
lem studied in [67] . Based on the minimum time problem, we will then formulate
the problem of minimum energy scheduling of base stations. Due to time limitations,
the problem of minimum energy scheduling is not fully developed and is interesting

to pursue for future work.

7.2  Minimum Time Scheduling Problem

The problem studied in [67] considers a wireless network composed of N
transmitter-receiver pairs. Each transmitter is required to deliver the requested
data to its receiver, and it is assumed that the data is available at each of the trans-
mitters. It is also assumed that rate at each receiver depends on which group of
transmitter-receiver pairs are activated simultaneously. Two models of the rate are
considered: the first one assumes the rate to be a function of the Signal to Interfer-
ence Noise Ratio (SINR). The second model is a special case of the first model, and

it assumes that the rate depends on the cardinality of the activation group. It is
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then required to find the optimal activation groups and the optimal activation time
of each group that minimize the time required the receivers’ demands. In order to
formulate the problem, the following lemma is used:

Lemma 7.1: There exists an optimal schedule such that, before reaching the end
of the time duration of a group, none of the link queues in the group is empty.
The full proof of the lemma can be found in [67].

Using this lemma, the problem has a linear programming formulation as follows:

TS > 0 (71)

where S is an activation group, 7s is the activation duration of group S, H is the
set of all possible activation groups, B; is the demand of receiver 7, r;s is the rate
at receiver ¢ when group S is activated.

In general, the cardinality of the activation group set H is exponential in the
number of transmitter-receiver pairs and hence it is complex to solve the linear
program. Thus in [67], the authors present the conditions under which some of the
basic scheduling strategies are optimal. The scheduling strategies considered are:
the first strategy is time division (i.e. each of the links is activated solely) while the
second strategy is when all links are activated simultaneously. Here, we will present
the condition under which time division is optimal through the following theorem.
Theorem 7.1: For any group S € H, the sum of the ratios between the members’
rates in S and their respective rates of being served individually, is at most 1, that
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is,

YT (7.2)

i€S

7.3 Single User Cells

7.3.1 System Model

We consider a cellular network K composed of N cells. In each cell i, base
station station 7 is required to deliver B; bits to a user ¢. It is assumed that the
queue at each base station is saturated. Also, base station ¢ is transmitting with
power value P;r to user i. The consumed power P,c by base station ¢ is a linear
function of the transmission power P;p. Also, it is assumed that the base station
can reduce its consumed power and switch to macro sleep mode during the time it
is deactivated and not delivering the load to user ¢. Hence, the consumed power
P, at base station ¢ follows a piecewise linear model and is given by the following

expression:

Pic = (7.3)

NipPir + Py, 0< Pp < Py

\

where the values of the linear model parameters A\;p and P,y depend on the base
station type, P, is the maximum transmission power, and the parameter s; is the
consumed power value when base station ¢ is in the sleep mode (s; < Py). The

received power F;;r at user j from base station ¢ follows the pathloss power model
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given by:

Pijr = APr|di| ™ (7.4)

where « is the pathloss exponent, d;; is the distance from user j to base station 1,
and A is a constant which accounts for system losses. Also, AWGN is present at
each user with power spectral density Ng.

In order to deliver the target load to each user, it is required to find which
group of base stations should be activated simultaneously, and the time duration
that the group should be activated in order to minimize the total consumed energy
of the network.

The problem formulation is explained in the following section.

7.3.2 Problem Formulation

In order to formulate the problem, we define the following entities.
Let S be the current activated set of base stations and let H be the set of all possible
activation sets. It is assumed that the rate r;g of each base station ¢ € S follows the
SINR model i.e.

ris = Wlog(1 4+ SINR;s) (7.5)

where W is the transmission bandwidth value (in Hz) and SIN R;g is the signal to
interference noise ratio from base station ¢ to user ¢ when group S is activated. It

is given by:
APyr|di;| "Gy
> respri AL |dri| ~*Gri + Nr

SINR;s = (7.6)
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where Gj; is the channel gain between base station k& and user ¢ and Ng is the
variance of the receiver’s noise. It is assumed that the values of the channel gains
are known at each base station.
Let 75 be the duration of time group S is activated. The energy spent during the
activation period of group S is:
Es = (Z(AiPPiT + Pio) + Z 8§)Ts (7.7)
i€S JEK\S
Define the quantity eg such that:
es = Z(AiPHT + Pio) + Z Sj (7.8)
€S JjEK\S
In order to formulate the energy minimization problem, we will formulate a lemma
similar to lemma 7.1 (which is used in [67]). The lemma states the following:
Lemma 7.2: There exists an optimal schedule such that before reaching the end
of the time duration of a group, none of the base stations has completed delivering
the load to the designated user.

The proof of the lemma is similar to the proof of lemma 7.1 and is as follows:
Assume the opposite. Then, there exist a group S with activation period 7 and a
cell 7 such that base station ¢ has completed delivering the load to user i. Let ' be
the completion time of delivery of user i load. Consider spitting the time duration
T into two time durations such that the first is of period ¢’ and group S is activated

while the second is of period 7 — t' such that group S\ i is activated.
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Then, the energy minimization problem has the following LP formulation:

min E esTy

SeH
S-t-zriSTS :B,L Vi = 1,2,...,N

Since the linear program depends on the piecewise power model parameters
and the users load, it is anticipated that the optimal schedule will also depend on
these values. In the following theorem, we derive the conditions (as was done for the
minimum length scheduling problem in [67]) in which time division is the optimal
solution.

Theorem 7.2: Time division is optimal if and only if the following condition is

satisfied:

€iTis

<1 (7.10)

ies

For all S € H where ¢; is the total consumed power when base station ¢ is activated.

The proof follows the same argument done [67], the only difference is that

the vector of costs of the basic variables will be (eq, ey, ..., ex) where e; is the total
consumed power when base station ¢ is transmitting.

Assuming that the consumed power at each base station i is greater than one,

we can easily see based on theorems 7.1 and 7.2 that when time division is optimal

for the minimum energy problem, it is also optimal for the minimum time problem.
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7.4 Multiple Users Cells

7.4.1 System Model

We consider a cellular network K composed of N cells. Each cell 7 is composed
of base station ¢ and M; users. Base station ¢ is required to deliver B;; bits to user
Jj (1 <j < M;). Also, base station i can transmit with power P;r and assigns
transmission power value P;;r to user j (such that Zj\ﬁl Pijr = Prr). It is assumed
that the power values are integers. As in section 7.3, the consumed power P,c by
base station ¢ is a linear function of the transmission power P;r and is given by
equation 7.3. The received power P at user j from base station i follows the

pathloss power model given by:
Pyjr = APyp|d;;| ™ (7.11)

where « is the pathloss exponent, d;; is the distance from user j to base station 1,
and A is a constant which accounts for system losses. Also, AWGN is present at
each user with power spectral density Ng.

In order to deliver the target load to each user, it is required to find which group
of base stations should be activated simultaneously, the power values that each base
station assigns to each user, and the time duration that the group with a specific
power assignment should be activated in order to minimize the total consumed

energy of the network.

182



7.4.2 Problem Formulation

In order to formulate the problem, we define the following variables:

Let S be the activated group of base stations and let H be the the set of all
possible activation groups.

Let m; be a power assignment vector of base station ¢ to its M; users. Let ¥,
be the set of all possible power assignment vectors of base station i.

Let mg be the vector of power assignment vectors of the base stations in the
activation set S and let Wg be the set of all possible power assignment vectors of
activation group S.

Let Uy be the set of all possible power assignment vectors of all possible
activation groups i.e.

Uy = USeH B

The received rate at user j (1 < j < M;) of base station ¢ when group S is

activated with power assignment 7g follows the SINR criterion and is given by:
Tisns) = Wlog(1 + SINRj(s xg)) (7.12)

where the SINR at user j of base station ¢ when group S is activated with power

assignment g is given by the following expression:

APjjr|di;|~*Gy
> keswri ALk |di| = *Grj + Ng

SINRj(5rq) = (7.13)

where G;; is the channel gain between base station ¢ and user j and d;; is the
distance between base station ¢ and user j.

let 7(5,r¢) be the activation duration of group S with power assignment vector
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mg. The energy spent during the activation time of group S with power assignment
vector mg is independent of mg and is given by equation 7.7.

Thus and using the same argument as lemma 7.2, the energy minimization
problem has the following LP formulation:

min E €sT(S,ms)

(S,TFS)EHX\IIH

s.t. Z Ti(S,ms)T(S,mg) — BZ Vi = 1, 2, ceey N

(S;ms)EHX Y
T(s;ms) = 0 (7.14)

where the couple (S, mg) corresponds to a particular activation set and a particular
power assignment of the base stations in set S and eg is given by equation 7.8.
This problem is of high complexity because the number of possible power allocations
that base station ¢ can assign to its M; users is exponential in the number of users.
Also, the number of possible groups of base stations that can be activated together
is exponential in the number of base stations.

In order to reduce the complexity of the problem, one possibility is to restrict
the power allocation policies that each base station can use to distribute its power

on its users. These policies are:

e Equal Power Policy: In which each base station serves its users simultaneously

and divide its transmission power equally among its users.

e Distance-Based Policy: In which each base station serves its users simultane-

ously; however unlike the equal power policy, each base station assigns higher

power value to the user with the lower distance. Hence under this policy, base
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station ¢ assigns power value to user j according to the following method.
First, the indices of the users are arranged in ascending order of their distance
where the new index ¢ corresponds to the user with the t** lowest distance.

Then, the power assigned to user ¢ by base station ¢ is:

div Pir

PitT - M,
Zt:l dit

(7.15)
where t' = M; —t

Hence under each of the presented policies, the complexity of the problem will be
only exponential in the number of base stations, and the problem will be formulated

as in 7.9.

7.5 Summary

In this chapter, we have formulated the minimum energy scheduling problem
in a wireless network first for the case when a user is present in each cell and then
for the general case when multiple users are present in each cell. Following the steps
done in [67], both problems were formulated as linear programs, and the complexity
of the number of variables of each problem is demonstrated. It remains interesting to
design efficient techniques to solve the linear programs associated with the minimum

energy problems.
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Chapter 8
Conclusion

8.1 Summary of Contributions

The main contributions of this thesis are the proposed novel joint physical-
network layer techniques, evaluating their performance while taking energy into con-
sideration and studying the tradeoff between energy and other performance metrics
such as throughput and delay. In the second chapter, we considered discrete time
packetized transmissions over a wireless link and studied the tradeoff between en-
ergy and delay. We considered the time varying nature of the wireless channel by
representing the channel by the markov chain model. Also, we proposed rate and
power control techniques respectively where the transmitter changed its rate/power
based on Channel State Information, and we showed the performance gain achieved
by using Channel State Information compared to the case when the transmitter
knows the average channel quality. These results are presented in [68].

In the third chapter, we studied the tradeoff between throughput, energy, and
delay but for a single hop multicast network. We considered the problem of stream-
ing a real-time file with finite energy and delay constraints while the objective was
to maximize the number of packets received by the receivers. Also as in chapter
two, markov chain model was used to represent the time variations of the wireless

channel. Moreover, we studied the effect of using Random Network Coding as a
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transmission method on the achieved performance. Our results showed that Ran-
dom Network Coding benefited receivers with good channel quality while it harmed
receivers with bad channel quality. Also, this chapter reinforced the findings of
chapter two of the importance of having Channel State Information. The results
are presented in [69].

In chapter four, we focused on the effect of cooperation on the energy efficiency
of wireless transmissions, and we proposed several joint physical-network coopera-
tive techniques. Some of these techniques incorporated Random Network Coding
at the network layer and/or Alamouti space-time codes at the physical layer. We
considered two system models: the first was the simple relay network while the sec-
ond was the simple multicast network, and we evaluated the cooperative protocols
by computing the minimum energy required per successfully delivered packet. We
then studied the tradeoff between the minimum energy consumed and the maximum
stable throughput achieved. We showed that Random Network Coding can achieve
performance gains compared to Alamouti-only-based cooperation techniques. Fur-
ther, we showed that techniques that combined both Random Network Coding and
Alamouti codes can achieve the best performance. The results are shown in [70] and
[71].

In chapter five, we switched to studying techniques for energy efficient cellular
systems, and in particular we considered a downlink scenario and we proposed a rate
allocation method to minimize the energy consumed in a Macro cell. This method
takes into account the ”Micro” sleep mode feature of current base stations. We pro-

posed both time division scheduling and frequency division scheduling. Although
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there is an earlier work that considered the uplink scenario and that considered a
similar problem formulation for the case of time division, our frequency division for-
mulation and the comparison between the time and frequency scheduling techniques
were not considered earlier. The results are presented in [72].

Another main contributions of this thesis are investigating the effect of us-
ing of Network Coding on securing wireless transmissions and studying the tradeoff
between security and energy/delay. In chapter six, we considered the problem of
distributed information exchange of a file among a group of adjacent wireless nodes
in the presence of an eavesdropper and with the choice of the nodes transmitting
through public channels or more expensive private channels. We addressed the
tradeoff between security and energy/delay by expressing the cost of using the pri-
vate channel by energy/delay costs, and we minimized the total security cost while
achieving the required level of security. We proposed a deterministic Network Cod-
ing transmission strategy and showed the vast performance gains achieved by using
Network Coding. The results are presented in [73]

Last, we introduced the problem of minimum energy scheduling for a cellular
network of several cells. Similar to chapter four, the scheduling technique assumed
that the base stations had ”"Micro” sleep mode. We compared the minimum energy
scheduling problem to a previous work that the considered a similar scheduling
problem but minimized the time required to serve the users. Also, we extended the
model considered in the previous work by considering several users in each cell, and

we showed the additional complexity associated with this case.
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8.2 Future Work

There are several ideas that are associated with the problems considered in
this thesis and are beneficial to pursue in the future. The first issue is fairness.
In chapter three, we considered the problem of maximizing the total number of
packets received by all receivers under energy and delay constraints; however, we
did not offer any guarantees on the minimum number of packets that each receiver
should receive. In chapter six, we minimized the total energy /delay security costs by
selecting which nodes should transmit through the private channel; however, we did
not consider individual energy constraints on the nodes. In other words, nodes that
transmit through private channels consume more energy than nodes that transmit
through public channel. Hence, it is essential to rethink these problem while taking
fairness into account.

For the distributed exchange problem discussed in chapter six, the nodes were
assumed to be transmitting with fixed power. Hence, one could incorporate power
control techniques and investigate their effect on the security cost. Also for the
general case of multiple nodes, it is of interest to develop heuristics that are close
to optimal and that allow the file to be delivered successfully to all the nodes in the
network without special symmetry assumptions and without the restriction that the
parts of the file residing at each node are distinct.

As pointed out in chapter seven, the problem of minimum energy scheduling
was introduced but not fully addressed. It remains important to design efficient

heuristics that reduce the complexity the problem and are close to optimality. Fur-
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ther, it is again essential to consider fairness in this problem. Our model minimizes
the energy consumed in the network while did not put constraints on the time each
user is served.

Also, some of the problems considered in this thesis were based on simple single
hop networks as we were more focused on assessing the performance of the different
proposed physical-network layer techniques. Thus, it is beneficial to consider these

problems, as a next step, in more general multihop networks.
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