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Abstract. A number of recent works have constructed cryptographic
protocols with flavors of adaptive security by having a randomly-chosen
anonymous committee run at each round. Since most of these protocols
are stateful, transferring secret states from past committees to future,
but still unknown, committees is a crucial challenge. Previous works
have tackled this problem with approaches tailor-made for their specific
setting, which mostly rely on using a blockchain to orchestrate auxil-
iary committees that aid in the state hand-over process. In this work,
we look at this challenge as an important problem on its own and ini-
tiate the study of Encryption to the Future (EtF) as a cryptographic
primitive. First, we define a notion of an EtF scheme where time is de-
termined with respect to an underlying blockchain and a lottery selects
parties to receive a secret message at some point in the future. While
this notion seems overly restrictive, we establish two important facts: 1. if
used to encrypt towards parties selected in the “far future”, EtF implies
witness encryption for NP over a blockchain; 2. if used to encrypt only
towards parties selected in the “near future”, EtF is not only sufficient
for transferring state among committees as required by previous works,
but also captures previous tailor-made solutions. To corroborate these
results, we provide a novel construction of EtF based on witness encryp-
tion over commitments (¢c(WE), which we instantiate from a number of
standard assumptions via a construction based on generic cryptographic
primitives. Finally, we show how to use “near future” EtF to obtain “far
future” EtF with a protocol based on an auxiliary committee whose com-
munication complexity is independent of the length of plaintext messages
being sent to the future.

* Work done in part while the author was affiliated to Aarhus University.
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1 Introduction

Most cryptographic protocols assume that parties’ identities are publicly known.
This is a natural requirement, since standard secure channels are identified by a
sender and a receiver. However, this status quo also makes it easy for adaptive (or
proactive) adversaries to readily identify which parties are executing a protocol
and decide on an optimal corruption strategy. In more practical terms, a party
with a known identity (e.g. IP address) is at risk of being attacked.

A recent line of work [BGG'20,GHK*21,GHM™21] has investigated means
for avoiding adaptive (or proactive) corruptions by having different randomly
chosen committees of anonymous parties execute each round of a protocol. The
rationale is that parties whose identities are unknown cannot be purposefully
corrupted. Hence, having each round of a protocol executed by a fresh anonymous
committee makes the protocol resilient to such powerful adversaries. However,
this raises a new issue:

How can past committees efficiently transfer secret states to future
yet-to-be-assigned anonymous commiltees?

1.1 Motivation: Role Assignment

The task of sending secret messages to a committee member that will be elected
in the future can be abstracted as role assignment, a notion first introduced
in [BGG120] and further developed in [GHK™21]. This task consists of sending
a message to an abstract role R at a given point in the future. A role is just a
bit-string describing an abstract role, such as R =“party number j in round sl
of the protocol I'”. Behind the scenes, there is a mechanism that samples the
identity of a random party P; and associates this machine to the role R. Such
a mechanism allows anyone to send a message m to R and have m arrive at P,
chosen at some point in the future to act as R. A crucial point is: no one should
know the identity of P; even though P; learns that it is chosen to act as R.

The approaches proposed in [BGGT20,GHK*21,GHM™21] for realizing
role assignment all use an underlying Proof-of-Stake (PoS) blockchain (e.g.
[DGKR18]). On a blockchain, a concrete way to implement role assignment is
to sample a fresh key pair (skg, pkg) for a public key encryption scheme, post
(R, pkg) on the blockchain and somehow send skg to a random P; without leak-
ing the identity of this party to anyone. Once (R, pkg) is known, every party has
a target-anonymous channel to P; and is able to encrypt under pkg and post
the ciphertext on the blockchain. Notice that using time-lock puzzles (or similar
notions) is not sufficient for achieving this notion, since only the party or parties
elected for a role should receive a secret message encrypted for that role, while
time-lock puzzles allow any party to recover the message if they invest enough
computing time.

A shortcoming of the approaches of [BGGT20,GHK™21,GHM™21] is that,
besides an underlying blockchain, they require an auxiliary committee to aid in
generating (skgr, pkg) and selecting P;. In the case of [BGG20], the auxiliary



committee performs cheap operations but can adversarially influence the prob-
ability distribution with which P; is chosen. In the case of [GHKT21,GHM™21],
the auxiliary committee cannot bias this probability distribution but must per-
form very expensive operations (using Mix-Nets or FHE; see also Section 1.3).
Moreover, these approaches have another caveat: they can only be used to select
P; to act as R according to a probability distribution already known at the time
the auxiliary committee outputs (R, pkg). Hence, they only allow sending mes-
sages to future committees that have been recently elected. Later we explicitly
consider this weaker setting—where we want to communicate with a “near-
future” committee (i.e., whose distribution is known)—and dub it “Encryption
to the Current Winner*” (ECW).

In this paper we further investigate solutions to the role-assignment prob-
lem®. Taking a step back from specific solutions to this problem, we strive to
obtain non-interactive solutions to encrypting to a future role with IND-CPA
security without the aid of an auxiliary committee. We improve on solutions re-
lying on interaction with an auxiliary committee and shed light on the hardness
of achieving a fully non-interactive solution. We also discuss how to extend our
approach to IND-CCA2 security and how to allow winners of a role to authen-
ticate themselves when sending a message, achieving both goals using standard
assumptions.

1.2 Owur Contributions

We look at the issue of sending messages to future roles as a problem on its
own and introduce the Encryption to the Future (EtF) primitive as a central
tool to solve it. Apart from defining this primitive and showing constructions
based on previous works, we propose constructions based on new insights and
investigate limits of EtF in different scenarios. Our general constructions for EtF
work by lifting a weaker primitive, namely encryption for the aforementioned

4 The word “winner” here refers to the party who is selected to perform a role according
to the underlying lottery of the PoS blockchain (see remainder of introduction).

® The family of protocols we consider actually has two role-related aspects to solve.
The first—and the focus of this paper—is the aforementioned role assignment (RA)
which deals with the sending of messages to parties selected to perform future roles of
a protocol while hiding the identities of such parties. The other aspect is role execution
(RX) which focuses on the execution of the specific protocol that runs on top of the
RA mechanism, i.e., what messages are sent to which roles and what specification
the protocol implements. In [GHK™21] the so-called You Only Speak Once (YOSO)
model is introduced for studying RX. In the YOSO model the protocol execution
is between abstract roles which can each speak only once. Later these can then be
mapped to physical machines using an RA mechanism. The work of [GHK"21] shows
that given RA in a synchronous model, any well-formed ideal functionality can be
implemented in the YOSO model with security against malicious adaptive corruption
of a minority of machines. Concretely, [GHK'21] gives an ideal functionality for RA
and shows that a YOSO protocol for abstract roles can be compiled into the RA-
hybrid model to give a protocol secure against adaptive attacks.



“near-future” setting, or ECW. Before providing further details, we summarize
our contributions as follows:

— A definition for the notion of Encryption to the Future (EtF) in terms of an
underlying blockchain and an associated lottery scheme that selects parties
in the future to receive messages for a role. We study the strength of EtF
as a primitive and prove that a non-interactive EtF scheme allowing for
encryption towards parties selected at arbitrary points in the future implies
a flavor of witness encryption for NP over a blockchain (referred to as BWE).

— A novel construction of Encryption to the Current Winner (ECW), i.e. EtF
where the receiver of a message is determined by the current state of the
blockchain, which can be instantiated without auxiliary committees from
standard assumptions via a construction based on generic primitives.

— A transformation from ECW to EtF through an auxiliary committee holding
a small state, i.e., with communication complexity independent of plaintext
size |m/| (in contrast to [BGGT20,GHK21,GHM*21] where a committee’s
state grows with |m]).

— An application of ECW as a central primitive for realizing role assignment
in protocols that require it (e.g. [BGG'20,GHK™21,GHM™21]).

Our EtF notion arguably provides a useful abstraction for the problem of
transferring secret states to secret committees. Our ECW construction is the first
primitive to realize role assignment without the need for an auxiliary committee.
Moreover, building on new insights from our EtF notion and constructions, we
show the first protocol for obtaining role assignment with no constraints on when
parties are chosen to act as the role. While our protocol uses auxiliary commit-
tees, it improves on previous work by only requiring a communication complexity
independent of the plaintext length. We elaborate on our results, discussing the
intuition behind the notion of EtF, its constructions and its fundamental limits.
We also invite the reader to use Fig. 1 as reference for the discussion below.

Encryption to the Future (EtF)—Section 3. As in previous works
[BGG120,GHK*21,GHM*21], an EtF scheme is defined with respect to an un-
derlying PoS blockchain. We naturally use core features of the PoS setting to de-
fine what “future” means. The vast majority of PoS blockchains (e.g. [DGKR18])
associates a slot number to each block and uses a lottery for selecting parties
to generate blocks according to a stake distribution (i.e. the probability a party
is selected is proportional to the stake the party controls). Thus, in EtF, we
let a message be encrypted towards a party that is selected by the underly-
ing blockchain’s lottery scheme at a given future slot. We can generalize this
and let the lottery select parties for multiple roles associated to each slot (so
that committees consisting of multiple parties can be elected at a single point
in time). We note that the goal of defining EtF with respect to an underlying
blockchain is to construct it without having to assume very strong primitives
such as (extractable) witness encryption for NPS. Moreover, it is necessary to

5 While one might define EtF in more general settings, namely without a blockchain, it
is unclear how to obtain interesting instantiations, that is from standard primitives.



provide a non-interactive EtF scheme with a means to publicly verify whether
a given party has won the lottery to perform a certain role. Since this lottery
predicate’s output must hold for all parties, we need a consensus mechanism
that allows for all parties to agree on lottery parameters/outputs while allowing
for third parties to verify this result. An important point of our EtF definition
is that it does not impose any constraints on the underlying blockchain’s lottery
scheme (e.g. it is not required to be anonymous) or on the slot when a party
is supposed to be chosen to receive a message sent to a given role (i.e. party
selection for a given role may happen w.r.t. a future stake distribution).

Relation to “Blockchain Witness Encryption” (BWE)—Section 8. In order to
study how hard it is to realize EtF, we show that EtF implies a version of witness
encryption [GGSW13] over a blockchain (similar to that of [GKM™20] but with-
out relying on committees). The crux of the proof: if we can encrypt a message
towards a role assigned to a party only at an arbitrary point in the future, then
we can easily construct a witness encryption scheme exploiting EtF and a smart
contract on the EtF’s underlying blockchain. We also prove the opposite direction
(BWE implies EtF), showing that the notions are similar from a feasibility stand-
point. This shows another crucial point: to implement non-interactive EtF, we
would plausibly need strong assumptions (e.g., full-blown WE). This follows by
observing that existing constructions of WE over blockchains (e.g., [GKM™20])
are interactive in the sense that they rely on a committee that holds all en-
crypted messages in secret shared form and periodically re-share them. On the
other hand, in the interactive setting, we show a construction of EtF with im-
proved communication complexity that is independent from the size (or amount)
of EtF encrypted messages: the committee only needs to hold an IBE master
secret key (secret shared) and compute secret keys for specific identities. We
note that the goal of constructing BWE from EtF is not to provide a concrete
instantiation based on existing blockchains but rather to provide evidence that
EtF is hard to construct from standard assumptions. The underlying blockchain
protocol and lottery we use are standard Proof-of-Stake based blockchains with
a VRF-based lottery and smart contracts. The only non-realistic assumption we
make is that the stake is distributed in arbitrarily (i.e. it is all locked inside
one smart contract) which is an assumption on how the blockchain is operated
rather than on how it is constructed or why it is secure.

Encryption to the Current Winner (ECW)—Section 3. By the previous result
we know that, unless we turn to strong assumptions, we may not construct a
fully non-interactive EtF (i.e., without auxiliary committees); therefore, we look
for efficient ways to construct EtF under standard assumptions while minimizing
interaction. As a first step towards such a construction, we define the notion of
Encryption to a Current Winner (ECW), which is a restricted version of EtF
where messages can only be encrypted towards parties selected for a role whose
lottery parameters are available for the current slot, the one in which we encrypt
(this is as in previous constructions [BGG120,GHK*21,GHM*21]). Unrestricted
EtF, on the other hand, allows for encrypting a message toward lottery winners



that will be determined at any arbitrary point in the future, including parties
who only join the protocol execution far in the future (after the ciphertext has
been generated).

Constructing ECW (non-interactively)—Section 5. We show that it is possible
to construct a fully non-interactive ECW scheme from standard assumptions.
Our construction relies on a milder flavor of witness encryption, which we call
Witness Encryption over Commitments (cWE) and define it in Section 4. This
primitive is significantly more restricted than full-fledged WE (see also discus-
sion in Remark 2), but still powerful enough: we show in Section 5.1 that ECW
can be constructed in a black-box manner from ¢WE, which in turn can be
constructed from oblivious transfer and garbled circuits (Section 4.2). This con-
struction improves over the previous results [BGGT20,GHK ™21, GHM™21] since
it does not rely on auxiliary committees.

Instantiating YOSO MPC using ECW—Section 6. The notion of ECW is more
restricted than EtF, but it can still be useful in applications. We show how to
use it as a building block for the YOSO MPC protocol of [GHK™21]. Here,
each of the rounds in an MPC protocol is executed by a different committee.
This same committee will simultaneously transfer its secret state to the next
(near-future) committee, which in turn remains anonymous until it transfers its
own secret state to the next committee, and so on. This setting clearly matches
what ECW offers as a primitive, but it also introduces a few more requirements:
1. ECW ciphertexts must be non-malleable, i.e. we need an IND-CCA secure
ECW scheme; 2. Only one party is selected for each role; 3. A party is selected
for a role at random with probability proportional to its relative stake on the
underlying PoS blockchain; 4. Parties selected for roles remain anonymous until
they choose to reveal themselves; 5. A party selected for a role must be able
to authenticate messages on behalf of the role, i.e. publicly proving that it was
selected for a certain role and that it is the author of a message. We show that
all of these properties can be obtained departing from an IND-CPA secure ECW
scheme instantiated over a natural PoS blockchain (e.g. [DGKR18]). First, we
observe that VRF-based lottery schemes implemented in many PoS blockchains
are sufficient to achieve properties 1, 2 and 3. We then observe that natural block
authentication mechanisms used in such PoS blockchains can be used to obtain
property 4. Finally, we show that standard techniques can be used to obtain an
IND-CCA secure ECW scheme from an IND-CPA secure ECW scheme.

Constructing EtF from ECW (interactively)—Section 7. Since we argued the im-
plausibility of constructing EtF non-interactively from standard assumptions, we
study how to transform an ECW scheme into an unrestricted EtF scheme when
given access to an auxiliary committee but with “low communication” (and still
from standard assumptions). We explain what we mean by “low communication”
by an example of its opposite: in previous works ([BGGT20,GHK"21,GHM*21])
successive committees were required to store and reshare secret shares of every
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Fig. 1. Dependency diagram for primitives in this work. Legend: primitives wrapped
in circles are introduced in this work; A — B: “We can construct B from A”; A --+ B:
“A is a special case of B”.
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message to be sent to a party selected in the future. That is, their communi-
cation complexity grows both with the number and the amount and length of
the encrypted messages. In contrast, our solution has communication complexity
independent of the plaintext length. How our transformation from ECW to EtF
works: we associate each role in the future to a unique identity of an Identity
Based Encryption scheme (IBE); to encrypt a message towards a role we apply
the encryption of the IBE scheme. When, at any point in the future, a party
for that role is selected, a committee generates and delivers the corresponding
secret key for that role/identity. To realize the latter step, we apply YOSO MPC
instantiated from ECW as shown in Section 6. In contrast to previous schemes,
our auxiliary committee only needs to hold shares of the IBE’s master secret
key and so it performs communication/computation dependent on the security
parameter but not on the length/amount of messages encrypted to the future.

1.3 Previous Works

We compare previous works related to our notions of EtF and ECW (encryption

to future and current winner, respectively) in Fig. 2
Encryption to the Current Winner (ECW). We recall that ECW is an easier

setting than EtF: both the stake distribution and the randomness extracted
from the blockchain are static and known at the time of encryption. This means
that all of the parameters except the secret key of the lottery winner are available
to the encryption algorithm. We now survey works that solved this problem and
compare them to our solutions:

— “Can a Blockchain Keep a Secret?” (CaBKaS) [BGGT20]. The work
of [BGGT20] addresses the setting where a dynamically changing committee
(over a public blockchain) maintains a secret. The main challenge in order
for the committee to securely reshare its secret can be summarized as: how
to select a small committee from a large population of parties so that every-
one can send secure messages to the committee members without knowing
who they are? The solution of [BGG'20] is to select the “secret-holding”
committee by having another committee, a “nominating committee”, that



Type Scheme Communication | Committee? | Interaction?
CaBKaS [BGGT20] o) yes yes
RPIR [GHM*21] O(1) yes yes
ECW [cWE (MS-NISC) (Sec. 4.2) O(N) no no*
c¢WE (GC+OT) (Sec. 4.2) O(N) no no*
IBE (Sec. 7) O(1) yes yes
EtF WEB [GKM20] o(M) yes yes
Full-fledged WE O(1) no no

Fig. 2. The column “Committee?” indicates whether a committee is required. The col-
umn “Communication” refers to the communication complexity in terms of the number
of all parties N, and the number of plaintexts (called deposited secrets in [GKM™20])
M of a given fixed length. We denote by an asterisk non-interactive solutions that
require sending a first reusable message during the initial step.

nominates members of the former (while the members of the nominating
committee are self-nominated).
One can see the nominating committee as a tool providing the ECW func-
tionality. A major caveat in such a solution, however, is that to guarantee an
honest majority in the committees, [BGG'20] can only tolerate up to 1/4 as
the fraction of corrupted parties. This is because corrupted nominators can
always select corrupted parties, whereas honest nominators may select cor-
rupted parties by chance. We can improve this through our non-interactive
ECW: we can remove the nominating committee and just let the current com-
mittee ECW-encrypt their secret shares to the roles of the next committee.
— “Random-Index PIR” (RPIR) [GHM™21]. The recent work of [GHM™21]
defines a new flavour of Private Information Retrieval (PIR) called Random-
index PIR (or RPIR) that allows each committee to perform the nomination
task by themselves. While RPIR improves on [BGG'20] (not requiring a
nominating committee and tolerating up to 1/2 of corrupted parties), its
constructions are inefficient, either based on Mix-Nets or Fully Homomorphic
Encryption (FHE). The construction based on Mix-Nets uses k shufflers,
where k is the security parameter, and has an impractical communication
complexity of O(nk?), where n is the number of public keys that each shuf-
fler broadcasts. The FHE-based construction gives a total communication
complexity of O(k%) where O(k) is the length of an FHE decryption share.

WE over commitments (¢cWE). Benhamouda and Lin [BL20] defined a type of
witness encryption, called “Witness Encryption for NIZK of Commitments”. In
their setting, parties first commit to their private inputs once and for all. Later,
an encryptor can produce a ciphertext so that any party with a committed in-
put that satisfies the relation (specified at encryption time) can decrypt. More
accurately, who can decrypt is any party with a NIZK showing that the com-
mitted input satisfies the relation. The authors construct this primitive based on
standard assumptions in asymmetric bilinear groups.



In our work, we generalize the encryption notion in [BL20], formalize it
as cWE and finally use it to construct ECW. While the original construction
of [BL20] fits the definition of cWE, we observe it is an overkill for our appli-
cation. Specifically our setting does not require NIZKs to be involved in en-
cryption/decryption. We instead give more efficient instantiations based on two-
party Multi-Sender Non-Interactive Secure Computation (MS-NISC) protocols
and Oblivious Transfer plus Garbled Circuits.

Encryption to the Future (EtF'). The general notion of EtF is significantly harder
to realize than ECW (as we show in Section 8). Below we discuss natural ideas to
obtain EtF. They can be seen as illustrating two extremes where our approach
(Section 7) lies in the middle.

— Non-Interactive—Using Witness Encryption [GGSW13]: One trivial ap-
proach to realize EtF is to use full-fledged general Witness Encryp-
tion [GGSW13] (WE) for the arithmetic relation R being the lottery pred-
icate such that the party who holds a winning secret key sk can de-
crypt the ciphertext. However, constructing a general witness encryption
scheme [GGSW13] which we can instantiate reliably is still an open problem.
Existing constructions rely on very strong assumptions such as multilinear
maps, indistinguishability obfuscation or other complexity theoretical con-
jectures [BIOW20]. The challenges in applying this straightforward solution
are not surprising given our result showing that EtF implies a flavor of WE.

— Interactive—Multiple Committees and Continuous Executions of ECW: A
simple way to achieve an interactive version of EtF is to first encrypt secret
shares of a message towards members of a committee that then re-share their
secrets towards members of a future anonymous committee via an invocation
of ECW (in our instantiations or those in [BGG'20] and [GHM™21]). This
is essentially the solution proposed in CaBKaS [BGG™20] where committees
interact in order to carry a secret (on the blockchain) into the future. Notice
that, for a fixed security parameter and corruption ratio, the communica-
tion complexity of the protocol executed by the committee in this solution
depends on the plaintext message length. On the other hand, for a fixed
security parameter and corruption ratio, the communication complexity of
our committee-based transformation from ECW to EtF is constant.

Other works. Using blockchains in order to construct non-interactive primi-
tives with game-based security has been previously considered in [GG17]. Other
approaches for transferring secret state to future committees have been pro-
posed in [GKM™20], although anonymity is not a concern in this setting. On
the other hand, using anonymity to overcome adaptive corruption has been pro-
posed in [GGJT15], although this work considers anonymous channels among a
fixed set of parties.
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2 Preliminaries

Notation. For any positive integer n, [n] denotes the set {1,...,n}. We use A

to denote the security parameter. We write a & S to denote that a is sampled
according to distribution S, or uniformly randomly if S is a set. We write A(x;r)
to denote the output of algorithm A given an input x and a random tape 7.

2.1 Proof-of-Stake (PoS) Blockchains

In this work we rely on PoS-based blockchain protocols. In such a protocol, each
participant is associated with some stake in the system. A process called leader
election encapsulates a lottery mechanism that ensures (of all eligible parties)
each party succeeds in generating the next block with probability proportional
to its stake in the system. In order to formally argue about executions of such
protocols, we depart from the framework presented in [GG17] which, in turn,
builds on the analysis done in [GKL15] and [PSs17]. We invite the reader to re-
visit the abstraction used in [GG17]. We present a summary of the framework in
Appendix A.1 and discuss below the main properties we will use in the remainder
of this paper. Moreover, we note that in [GG17] it is proven that there exist
PoS blockchain protocols with the properties described below, e.g. Ouroboros
Praos [DGKR18].

Blockchain Structure. A genesis block By = {(Sig.pk,,auxy,stake;),...,
(Sig.pk,,, auxy, stake, ), aux} associates each party P; to a signature scheme pub-
lic key Sig.pk;, an amount of stake stake; and auxiliary information aux; (i.e. any
other relevant information required by the blockchain protocol, such as verifiable
random function public keys). A blockchain B relative to a genesis block By is
a sequence of blocks By, ..., B, associated with a strictly increasing sequence
of slots sly, ..., sl such that B; = (sl;, H(B;—1),d, aux)). Here, sl; indicates the
time slot that B; occupies, H(B;_1) is a collision resistant hash of the previ-
ous block, d is data and aux is auxiliary information required by the blockchain
protocol (e.g. a proof that the block is valid for slot sl;). We denote by B/’ the
chain (sequence of blocks) B where the last ¢ blocks have been removed and if
¢ > |B| then BI* = ¢. Also, if By is a prefix of By we write B; < Bs. Each party
participating in the protocol has public identity P; and most messages will be a
transaction of the following form: m = (P;, P}, q, aux) where P; transfers q coins
to P; along with some optional, auxiliary information aux.

Blockchain Setup and Key Knowledge. As in [DGKRI18], we assume
that the genesis block is generated by an initialization functionality FinT
that registers all parties’ keys. Moreover, we assume that primitives speci-
fied in separate functionalities in [DGKR18] as incorporated into Finit. FiniT
is executed by the environment Z as defined below and is parameterized
by a stake distribution associating each party P; to an initial stake stake;.

11



Upon being activated by P; for the first time, JFyyT generates a signature
key pair Sig.sk;, Sig.pk;, auxiliary information aux; and a lottery witness skp, ;,
which will be defined as part of the lottery predicate in Section 2.1, sending
(Sig.sk;, Sig.pk;, aux;, sk, ;, stake;) to P; as response. After all parties have ac-
tivated FiniT, it responds to requests for a genesis block by providing By =
{(Sig.pky, auxy, stake;), ..., (Sig.pk,,, aux,, stake,, ), aux}, where aux is generated
according to the underlying blockchain consensus protocol.

Since FiniT generates keys for all parties, we capture the fact that even cor-
rupted parties have registered public keys and auxiliary information such that
they know the corresponding secret keys. Moreover, when our EtF' construc-
tions are used as part of more complex protocols, a simulator executing the FtF
and its underlying blockchain with the adversary will be able to predict which
ciphertexts can be decrypted by the adversary by simulating FiyT and learning
these keys. This fact will be important when arguing the security of protocols
that use our notion of EtF.

Evolving Blockchains. In order to define an EtF scheme, some concept of
future needs to be established. In particular we want to make sure that the initial
chain B has “correctly” evolved into the final chain B. Otherwise, the adversary
can easily simulate a blockchain where it wins a future lottery and finds itself with
the ability to decrypt. Fortunately, the Distinguishable Forking property provides
just that (see Appendix A.1 and [GG17] for more details). A sufficiently long
chain in an honest execution can be distinguished from a fork generated by the
adversary by looking at the combined amount of stake proven in such a sequence
of blocks. We encapsulate this property in a predicate called evolved(-, -). First,
let I'V = (UpdateStateV, GetRecords, Broadcast) be a blockchain protocol with
validity predicate V' and where the («, 8, ¢1, {2)-distinguishable forking property
holds. And let B < GetRecords(1*,st) and B < GetRecords(1*, st).

Definition 1 (Evolved Predicate). An evolved predicate is a polynomial time
function evolved that takes as input blockchains B and B

evolved(B, B) € {0,1}
It outputs 1 iff B = B or the following holds (i) V(B) = V(B) = 1; (i) B

and B are consistent i.e. B[* < B where k is the common prefiz parameter; (i)

Let 0" = |B| — |B| then it holds that £ > {1 + {5 and u-stakefrac(B, ¢’ — (1) > .

Blockchain Lotteries. Earlier we mentioned the concept of leader election in
PoS-based blockchain protocols. In this kind of lottery any party can win the
right to become a slot leader with a probability proportional to its relative stake
in the system. Usually, the lottery winner wins the right to propose a new block
for the chain, introduce new randomness to the system or become a part of a
committee that carries out some computation. In our encryption scheme we take
advantage of this inherent lottery mechanism.
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Independent Lotteries. In some applications it is useful to conduct multiple
independent lotteries for the same slot sl. Therefore we associate each slot with
a set of roles Ry, ..., R,. Depending on the lottery mechanism, each pair (sl, R;)
may yield zero, one or multiple winners. Often, a party can locally compute if it,
in fact, is the lottery winner for a given role and the evaluation procedure may
equip the party with a proof for others to verify. The below definition details
what it means for a party to win a lottery.

Definition 2 (Lottery Predicate). A lottery predicate is a polynomial time
function lottery that takes as input a blockchain B, a slot sl, a role R and a
lottery witness sk ; and outputs 1 if and only if the party owning sk ; won the
lottery for the role R in slot sl with respect to the blockchain B.
Formally, we write

lottery(B,sl, R, sky, ;) € {0,1}

It is natural to establish the set of lottery winning keys Wg ¢ r for parameters
(B, sl,R). This is the set of eligible keys satisfying the lottery predicate.

2.2 Commitment Schemes
We recall the syntax for a commitment scheme C = (Setup, Commit) below:

— Setup(1*) — ck outputs a commitment key. The commitment key ck defines
a message space S, and a randomizer space S;..

— Commit(ck,s; p) — cm outputs a commitment given as input a message s €
Sy, and randomness p € S,..

We require a commitment scheme to satisfy the standard properties of binding
and hiding. It is binding if no efficient adversary can come up with two pairs
(s,p), (s, p') such that s # s’ and Commit(ck,s; p) = Commit(ck,s’; p’) for ck «
Setup(1?). The scheme is hiding if for any two s,s’ € S,,, no efficient adversary
can distinguish between a commitment of s and one of s'.

Extractability. In our construction of ECW from ¢WE (Section 5.1), we require
our commitments to satisfy an additional property which allows to extract mes-
sage and randomness of a commitment. In particular we assume that our setup
outputs both a commitment key and a trapdoor td and that there exists an algo-
rithm Ext such that Ext(td,cm) outputs (s, p) such that cm = Commit(ck,s; p).
We remark we can generically obtain this property by attaching to the commit-
ment a NIZK argument of knowledge that shows knowledge of opening, i.e., for
the relation R°P™(cm;; (s, p)) <= cm; = Commit(ck,s; p).

2.3 Oblivious Transfer

A 2-round oblivious transfer (OT) protocol between a receiver R and a sender
S consists of three polynomial-time algorithms ot = (I, IS+, 11§y ):
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Choose. On input (receive,sid, b) from R , where b € {0, 1}, if no messages of the
form (receive,sid, b) is stored, store (receive,sid,b) and send (receive,sid)
to S.

Transfer. On input (send,sid,z°,2') from S, with z° 2! € {0,1}*, if no mes-
sages of the form (send, sid,xo,xl) is stored and a message of the form
(receive,sid, b) is present, send (sent,sid, z°) to R.

Fig. 3. The ideal functionality For for oblivious transfer

m® « 15 (b;rf). In the first round, the receiver R on input b € {0,1} and
random tape 7 € {0, 1}p"lyo‘) generates the OT first message m®.

mS « 5+ (mT, (2%, 2');7%). In the second round, the sender S on input
(20, 21), where z! € {0, 1}P°Y ™) for [ € {0, 1}, generates the second message
m*® using random tape 7% € {0, 1}Po(N),

x < I8 (m®,b,r). R computes the output z = II§(m®, b, rft).

We require an OT protocol to securely implement the ideal functionality Fot
given in Fig. 3 in the presence of malicious adversaries.

2.4 Garbled Circuit

We recall the definition of garbling schemes formalized by Bellare et al.
in [BHR12].

Definition 3 (Garbling Scheme). Let C = {Cy}ren be a polynomial-size cir-
cuit class. A garbled circuit scheme GC for C consists of four polynomial-time
algorithms GC = (Garble, Encode, Eval, Decode):

(C,e,d) + Garble(1*,C): On input a boolean circuit C € Cy, outputs (C,e,d),
where C is a garbled circuit, e is encoding information, and d is decoding
information.

X < Encode(e,z): On input e and x, where x is a suitable input for C, outputs
a garbled input X .

Y = Eval(C, X): On input (C,X) as above, outputs a garbled output Y.

y < Decode(d,Y): On input (d,Y) as above, outputs a plain output y.

For our construction, we are interested in garbling schemes with the following
properties.

Correctness. For any security parameter A € N, for any circuit C' € C,, for
(C,e,d) < Garble(1*,C), and for all suitable input x:

Decode(d, Eval(C, Encode(e, x))) = C(x)
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Authenticity. For all circuits C : {0,1}"™ — {0,1}, inputs = € {0,1}", where
n = poly()), and for all PPT adversaries A,

b Y # Eval(C, X) A (C,e,d) « Garble(1*,C)
r R : .
Decode(d,Y) # 1 X = Encode(e,x); Y + A(C,z,C, X)

~

~) 0

2.5 (Threshold) Identity Based Encryption

In an IBE scheme, users can encrypt simply with respect to an identity (rather
than a public key). Given a master secret key, an IBE can generate secret keys
that allows to open to specific identities. In our construction of EtF (Section 7.1)
we rely on a threshold variant of IBE (TIBE) where no single party in the sys-
tem holds the master secret key. Instead, parties in a committee hold a partial
master secret key msk;. Like other threshold protocols, threshold IBE can be
generically obtained by “lifting” an IBE through a secret sharing with homo-
morphic properties (see for example [Nie03]).

Threshold IBE. A TIBE system consists of the following algorithms.

IITige.Setup(1*, n, k) — (sp, vk, m_ék) : It outputs some public system parame-
ters sp (including mpk), verification key vk, and vector of master secret key
shares msk = (msky, ..., msky,) for n with threshold k. We assume that all
algorithms takes sp as input implicitly.

ITt\ge.ShareKG(i, msk;, ID) — 6 = (i, é) : It outputs a private key share 6 = (i, é)
for ID given a share of the master secret key.

IT7\ge.ShareVerify(vk, ID,0) — 0/1 : It takes as input the verification key vk, an
identity ID, and a share of master secret key €, and outputs 0 or 1.

II115e.Combine(vk, ID, 5) — skip : It combines the shares § = (01,...,60k) to pro-
duce a private key skip or L.

IT1ige.Enc(ID,m) — ct : It encrypts message m for identity ID and outputs a
ciphertext ct.

ITtige.Dec(ID, skip, ct) — m : It decrypts the ciphertext ct given a private key
skip for identity ID.

Correctness. A TIBE scheme Il1igg should satisfy two correctness properties:

1. For any identity ID, if § = IITge.ShareKG(7, msk;, ID) for msk; € mgk,
then IItge.ShareVerify(vk, ID,0) = 1.

2. For any ID, if § = {61,...,0;} where 6; = IITjge.ShareKG(i, msk;, ID),

and skip = II1ige.Combine(vk, 1D, 8), then for any m € M and ct =
HT|BE.EI’1C(|D, m) we have HT|BE.Dec(ID, Sk|D,Ct) =m.

Structural Property: TIBE as IBE + Secret Sharing. We model threshold IBE
in a modular manner from IBE and assume it to have a certain structural prop-
erty: that it can be described as an IBE “lifted” through a homomorphic secret-
sharing [BGI"18,BBH06,Nie03]. TIBE constructions can often be described as
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such. We assume this structural property to present our proofs for EtF mod-
ularly, but we remark our results do not depend on it and they hold for an
arbitrary TIBE. For lack of space we defer the reader to Appendix A.2 for de-
tails.

Assume a secure IBE (the non-threshold variant of TIBE). We can trans-
form it into a threshold IBE using homomorphic secret sharing algorithms
(Share, EvalShare, Combine). A homomorphic secret sharing scheme is a secret
sharing scheme with an extra property: given a shared secret, it allows to com-
pute a share of a function of the secret on it. The correctness of the homomorphic
scheme requires that running y; < EvalShare(msk;, f) on msk; output of Share
and then running Combine on (a large enough set of) the y;-s produces the same
output as f(msk). We also require that Combine can reconstruct msk from a large
enough set of the msk;-s. For security we assume we can simulate the shares not
available to the adversaries (if the adversary holds at most T' = k shares). For
the resulting TIBE’s security we assume that, for an adversary holding at most T’
shares, we can simulate: master secret key shares not held by the adversary (msk
shares simulation) and shares of the id-specific keys (key-generation simulation)
for the same shares. We finally assume we can verify that each of the id-specific
key shares are authenticated (robustness) and that shares of the master secret
key can be reshared (proactive resharing).

3 Modelling EtF

In this section, we present a model for encryption to the future winner of a
lottery. In order to argue about a notion of future, we use the blocks of an
underlying blockchain ledger and their relative positions in the chain to specify
points in time. Intuitively, our notion allows for creating ciphertexts that can
only be decrypted by a party that is selected to perform a certain role R at a
future slot sl according to a lottery scheme associated with a blockchain protocol.
The winner of the lottery at a point in the future with respect to a blockchain
state B is determined by the lottery predicate defined in Section 2.1, i.e. the
winner is the holder of a lottery secret key sk such that Iottery(]j’:,sl, R,sk) =
1. However, notice that the winner might only be determined by a blockchain
state produced in the future as a result of the blockchain protocol execution.
This makes it necessary for the ciphertext to encode an initial state B of the
blockchain that allows for verifying that a future state B (presented at the time of
decryption) has indeed been produced as a result of correct protocol execution.
This requirement is captured by the evolving blockchain predicate defined in
Section 2.1, i.e. evolved(B, B) = 1 iff B is obtained as a future state of executing
the blockchain protocol departing from B.

Definition 4 (Encryption to the Future). A pair of PPT algorithms & =
(Enc, Dec) in the context of a blockchain I'V is an EtF-scheme with evolved
predicate evolved and a lottery predicate lottery. The algorithms work as follows.
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Encryption. ct < Enc(B,sl,R,m) takes as input an initial blockchain B, a slot
sl, a role R and a message m. It outputs a ciphertext ct - an encryption to
the future.

Decryption. m/ L + Dec(]:))7ct7sk) takes as input a blockchain state B, a ci-
phertext ct and a secret key sk and outputs the original message m or L.

An EtF must satisfy the following properties:

Correctness. An EtF-scheme is said to be correct if for honest parties i and j,
there exists a negligible function p such that for all sk, sl, R, m:

view « EXECT'(A4, Z,1%)
B = GetRecords(view;)
Pr | B = GetRecords(view,)
ct + Enc(B,sl,R,m)
evolved(B,B) = 1

lottery(B,sl,R,sk) = 0

. -1 <
V Dec(B, ct,sk) = m L= u)

Security. We establish a game between a challenger C and an adversary A.
In Section 2.1 we describe how A and Z execute a blockchain protocol. In
addition, we now let the adversary interact with the challenger in a game
Game'}i‘&j%‘?? described in Algorithm 1. The game can be summarized as
follows:

1. A executes the blockchain protocol I" together with Z and at some round
r chooses a blockchain B, a role R for the slot sl and two messages mg
and m; and sends it all to C.

2. C chooses a random bit b and encrypts the message m;, with the param-
eters it received and sends ct to A.

3. A continues to execute the blockchain until some round 7 where the
blockchain B is obtained and A outputs a bit .

If the adversary is a lottery winner for the challenge role R in slot sl, the
game outputs a random bit. If the adversary is not a lottery winner for the
challenge role R in slot sl, the game outputs b@b’. The reason for outputting
a random guess in the game when the challenge role is corrupted is as follows.
Normally the output of the IND-CPA game is b & b’ and we require it to be
1 with probability 1/2. This models that the guess b is independent of b.
This, of course, cannot be the case when the challenge role is corrupted. We
therefore output a random guess in these cases. After this, any bias of the
output away from 1/2 still comes from b’ being dependent on b.

Definition 5 (IND-CPA Secure EtF). An EtF-scheme £ = (Enc, Dec) in the
context of a blockchain protocol I' executed by PPT machines A and Z is said
to be IND-CPA secure if, for any A and Z, there exists a negligible function u
such that for A € N:

|2 Pr[Game Py SR = 1] — 1] < ()
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Algorithm 1 Gamewaj%ﬁé

view” « EXECT (A4, Z,1%) > A executes I' with Z until round r
(B,sl, R, mg, m1) < A(view’y) > A outputs challenge parameters
b {0,1}
ct + Enc(B,sl, R, mp)
st < A(view’y, ct) > A receives challenge ct
view” = EXEC{jier (A, Z, 1) > Execute from view” until round 7
(B, b') « A(view'y, st)
if evolved(B,B) = 1 then > B is a valid evolution of B
if ski; ¢ Wg 4 r then > A does not win role R
return b ® b’
end if
end if

return b < {0,1}

Remark 1 (On the requirement of Proof-of-Stake for EtF). The EtF notion re-
quires the guarantee that an honest chain should be verifiable without interaction
with the network (i.e. verified by the EtF ciphertext). While this is possible for
Proof-of-Stake (PoS) blockchains, in a Proof-of-Work (PoW) blockchain the ad-
versary can always simulate a chain where it generates all blocks. In general we
require a blockchain in order to model time (via block height) for EtF.

3.1 ECW as a Special Case of EtF

In this section we focus on a special class of EtF. We call schemes in this class
ECW schemes. ECW is particularly interesting since the underlying lottery is
always conducted with respect to the current blockchain state. This has the
following consequences

1. B = B means that evolved(B, B) = 1 is trivially true.
2. The winner of role R in slot sl is already defined in B.

It is easy to see that this kind of EtF scheme is simpler to realize since there
is no need for checking if the blockchain has “correctly” evolved. Furthermore,
all lottery parameters like stake distribution and randomness extracted from the
blockchain are static. Thus, an adversary has no way to move stake between
accounts in order to increase its chance of winning the lottery.

Note that, when using an ECW scheme, the lottery winner is already decided at
encryption time. In other words, there is no delay and the moment a ciphertext
is produced the receiver is chosen.

4 Witness Encryption over Commitments (cWE)

Here, we describe witness encryption over commitments that is a relaxed notion
of witness encryption. In witness encryption parties encrypt to a public input for
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some NP statement. In cWE we have two phases: first parties provide a (honestly
generated) commitment cm of their private input s. Later, anybody can encrypt
to a public input for an NP statement which also guarantees correct opening
of the commitment. Importantly, in applications, the first message in our model
can be reused for many different invocations.

Remark 2 (Comparing cWE and WE). We observe that ¢cWE is weaker than
standard WE because of its deterministic flavor. In standard WE we encrypt
without having any “pointer” to an alleged witness, but in c¢WE it requires the
witness to be implicitly known at encryption time through the commitment (to
which it is bound). That is why—as for the weak flavors of witness encryption in
[BL20]—we believe it would be misleading to just talk about WE. This is true
in particular since we show ¢cWE can be constructed from standard assumptions
such as oblivious transfer and garbled circuits (Section 4.2), whereas construc-
tions of WE from standard assumptions are still an open problem or require
strong primitives like indistinguishability obfuscation. Finally we stress a dif-
ference with the trivial “interactive” WE proposed in [GGSW13] (Section 1.3):
cWE is still non-interactive after producing a once-and-for-all reusable commit-
ment.

4.1 Definition

The type of relations we consider are of the following form: a statement x =
(em,C,y) and a witness w = (s, p) are in the relation (i.e., (x,w) € R) iff “cm
commits to some secret value s using randomness p, and C(s) = y”. Here, C is
a circuit in some circuit class C and y is the expected output of the function.
Formally, we define witness encryption over commitments as follows:

Definition 6 (Witness encryption over commitments). Let
C = (Setup, Commit) be a non-interactive commitment scheme. A c¢WE-
scheme for witness encryption over commitments with circuit class C and
commitment scheme C consists of a pair of algorithms I.we = (Enc, Dec):

Encryption phase. ct «+ Enc(ck,x,m) on input a commitment key ck, a state-
ment x = (cm, C,y) such that C € C, and a message m € {0,1}*, generates
a ciphertext ct.

Decryption phase. m/L + Dec(ck,ct,w) on input a commitment key ck, a
ciphertext ct, and a witness w, returns a message m or L.

A ¢WE should satisfy correctness and semantic security as defined below.

(Perfect) Correctness. An honest prover with a statement x = (cm, C, y) and
witness w = (s, p) such that cm = Commit(ck,s; p) and C(s) = y can always
decrypt with overwhelming probability. More precisely, a cWE with circuit
class C and commitment scheme C has perfect correctness if for all A € N,
C € C, ck € Range(C.Setup), s € S, randomness p € S,, commitment
cm + C.Commit(ck, s; p), and bit message m € {0,1}*, it holds that

Pr [ct +— Enc(ck, (cm,C, C(s)),m); m' < Dec(ck,ct, (s,p)) : m=m'] =1
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(Weak) Semantic Security. Intuitively, encrypting with respect to a false
statement (with honest commitment) produces indistinguishable ciphertexts.
Formally, there exists a negligible function g such that for all A € N, all
auxiliary strings aux and all PPT adversaries A:

ck « C.Setup(1?)

(st,s, p, C,y, mg, my) < A(ck, aux)
2-Pr cm « C.Commit(ck,s; p);b < {0,1} + Alst.ct) =b| — 1] < p(})
ct « Enc(ck, (cm, C,y), mp)

ct:= Lif C(s) =y, C & C or [mg| # [ma]

To show the construction of ECW from ¢cWE, we need a stronger notion of
semantic security where the adversary additionally gets to see ciphertexts of the
challenge message under true statements with unknown to A witnesses. Below
we formalize this property and show that weak semantic security together with
hiding of the commitment imply strong semantic security.

Strong Semantic Security. Informally, this property states that encrypting
a message m with respect to a false statement x = (cm, C,y) produces indistin-
guishable ciphertexts to an adversary A who knows the commitment opening,
even if A gets to see encryptions of m under other (possibly true) statements
x; = (em;, Cyy) but with unknown commitment opening. Formally, there exists
a negligible function p such that for all A € N, all auxiliary strings aux and all
PPT adversaries A:

i ck « C.Setup(1?)
(st,s, p, C,y,mg, my) AO“’“‘(‘)(ck7 aux)
cm « C.Commit(ck,s; p); b & {0,1}
2-Pr ct < Enc(ck,x = (cm, C,y), myp) -
VYem; € Q : ct; + Enc(ck,x; = (cm;, Cy), my)

ct := {Ct} U {Cti}ie[\g\]
ct:=1ifC(s)=yor C&C

where Ocom(+) is a commitment oracle parametrized by ck and defined as fol-
lows: on input s;, computes and returns cm; « C.Commit(ck,s;; p;) for some
randomness p;, and stores cm; in Q.

Lemma 1. Let C = (Setup, Commit) be a non-interactive commitment scheme.
Let Ilowe be a witness encryption over commitments for some circuit class C
over commitment scheme C. If Il.we has weak semantic security, and C has
hiding property, then Il.we has strong semantic security.

Proof. Assume A is a PPT adversary against strong semantic security. We con-
struct an efficient adversary B that breaks weak semantic security of IT.wg with
non-negligible advantage.
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First, B runs A with the commitment key ck received from the challenger.
B then simulates the oracle Ocopy for A in the natural way. Namely, for any
input s;, it outputs cm; « C.Commit(ck,s;; p;) for some randomness p; € S,,
and stores cm; in Q. Upon receiving a tuple (st,s, p, C,y, mg, m1) from A, B
forwards the tuple to the challenger. Upon receiving the challenge ciphertext
ct (for the encryption of my) from the challenger, B generates a ciphertext ct;

for each commitment cm; € Q. To do so, B selects ¢ & {0,1} and computes
ct; < Enc(ck, (ecm;, C,y), m.) for any cm; € Q. Next, B checks whether C(s) # v,
and if so forwards ct := {ct} U {ct;};c[ o) to A. Otherwise, B outputs a random

guess b’ & {0,1} for the bit b. Finally, upon receiving a guess b’ from A, B
forwards b’ to the challenger. It is easy to see that if ¢ = b, then B is perfectly
simulating strong semantic security game for A.

To prove the lemma, we define |Q| + 2 hybrid distributions such that the
first hybrid corresponds to the strong semantic security and the last hybrid cor-
responds to the above game simulated by B. We conclude the proof by showing
that an adversary with non-negligible advantage in the first hybrid implies the
existence of an efficient adversary with non-negligible advantage in the last hy-
brid.

Hybrid 0. This is the strong semantic security game. Namely,

1. The adversary A receives the commitment key ck, where ck «— C.Setup(1*).

2. A adaptively makes commitment queries for messages s;, and for each re-
ceives cm; +— C.Commit(ck, s;; p;).

3. After some number of queries listed in Q, A outputs a tuple
(st,s, p,C,y, mg,my) for which C(s) # y. The challenger samples a random

bit b & {0, 1}, generates encryptions of m; via ct < Enc(ck, (cm, C,y), ms),
and ct; < Enc(ck, (cm;, C,y),my) for all cm; € Q, and sends ct := {ct} U
{cti}ieqq) to A as the challenge ciphertext.

4. Eventually, A outputs a guess b’ for the bit b.

Hybrids k& = 1,...,|Q|. Same as the previous hybrid, except the first k ci-
phertexts {ct;};c are computed with respect to cm; being a commitment of s.
Namely,

1. Identical to Hybrid 0.
2. Identical to Hybrid 0.

3. The challenger samples a random bit b & {0,1}, generates encryptions of
my, via ct < Enc(ck, (cm, C,y), my), and ct; < Enc(ck, (cm;, C,y),myp) (i =
1,...,]Q]) computed as before, except in the first k ciphertexts {ct;};c[,
the commitment cm; is computed as cm; + C.Commit(ck,s; p;) for some
randomness p; € S,.

4. Identical to Hybrid 0.

Hybrid k = |Q| 4+ 1. Same as the previous hybrid, except the ciphertexts

{cti}icjg) are encryptions of m, for a uniformly random c & {0,1}. Namely,

1. Identical to Hybrid |Q).
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2. Identical to Hybrid |Q)|.

3. The challenger samples random bits b & {0,1} and ¢ & {0,1}, and generates
encryptions of m; and m. respectively via ct < Enc(ck, (cm, C,y), mp), and
ct; < Enc(ck, (cm;, Cy),m.) (i =1,...,]Q]).

4. Identical to Hybrid |Q].

For k = 0,...,]|Q] + 1, denote by adv; the advantage of A in guessing the bit
b in Hybrid 7. It is easy to see that for any 0 < ¢ < |Q|, we have |adv; —
adv;11]| < negl(\), where negl()\) is some negligible function. This is because
the distributions D; and D;;1 respectively defined by the hybrids ¢ and i + 1
only differ in their (¢ + 1)-th ciphertext, which is the encryption of mj; under
a commitment of s;; for D; and encryption of m; under a commitment of s
for D;41. Thus, the difference |adv; — adv;11]| is exactly equal to the adversary’s
advantage in the hiding experiment. By the hiding property of the commitment
scheme, it thus follows that this difference is negligible.

Furthermore, observe that in the last hybrid, ¢ = b with probability 1/2 and
hence we have that with probability at least 1/2, the two distributions Djg
and D|g|41 are identical. This, together with the fact that Dy and D|g| have a
negligible difference imply that having an efficient adversary with non-negligible
advantage e against hybrid 0 results in a non-negligible advantage /2 against
hybrid |Q] + 1. This completes the proof of the lemma. O

4.2 Constructions of cWE

From Multi-Sender 2P-NISC [AMPR14]|. A ¢WE scheme can be con-
structed from protocols for Multi-Sender (reusable) Non-Interactive Secure Com-
putation (MS-NISC) [AMPR14]. In such protocols, there is a receiver R with
input & who first broadcasts an encoding of its input, and then later every sender
S; with input y; can send a single message to R that conveys only f(z,y;). This
is done while preserving privacy of inputs and correctness of output. The ideal
functionality of MS-NISC as presented in [AMPR14] is depicted in Fig. 4.

In Fig. 5, we show how to construct cWE by having black-box access to
Fms-nisc- The main idea is that a party acts as a receiver and sends the first
message in MS-NISC containing its witness w in order to provide a “commitment”
to that witness. Later on, any other party can use this “commitment” to create
a cWE ciphertext by sending an encryption of the message and acting as the
sender of the MS-NISC to provide a second message that allows for evaluating a
function f(w,y) that outputs a decryption key iff the witness w satisfies a given
relation. Note that the ideal functionalities used in the construction are stated
for clarity and is not compatible with our game-based notion of security for cWE.
By assuming a concrete secure realization of the above functionalities, one can
argue about security using the corresponding simulator and use that to extract
witnesses from commitments and make the proof go through.

We observe that the above construction actually yields a stronger notion
of cWE where the statement x is private which is not a requirement in our
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Assume f(L,) = f(,1) = L.

— Initialize a list, L, of pairs of strings.
— Upon receiving a message (input, z) from R, store x and continue.
1. Upon receiving message (input,y) from S;, insert the pair (S;,y) into
L. If R is corrupted send (S;, f(z,y)) to the adversary. Otherwise, send
(messageReceived, S;) to R.
2. Upon receiving a message getOutputs from R, send {(S:, f(z,4))}(s:,v)eL
to R.

Fig. 4. MS-NISC Functionality Fms-nisc

Initialization: Initialize Fus-nisc by instantiating a list L of pairs of strings.
Commit: R proceeds as follows:

— Commits to its witness w by calling Fus-nisc on input (input,w).
Encryption: S proceeds as follows:

— Generates a key k of length |m| and encrypts the message m as ct < k®dm.

— Calls Fus-nisc on input (x, k) and sends ct directly to R.
Decryption: R receives (messageReceived, S) from Fus-nisc and ct from S
and proceeds as follows:

— Calls Fus-nisc on input getOutputs.

— Upon receiving k from Fus-nisc, outputs m < k @ ct.

Fig. 5. Construction of cWE based on MS-NISC

setting. This asymmetry between sender and receiver privacy was also observed
by others [JKO13] and it opens the door for efficient constructions using oblivious
transfer (OT) and privacy-free garbled circuits as described in [ZRE15].

cWE using Garbled Circuits and Oblivious Transfer. Instead of relying
on the full MS-NISC functionality in a black-box way, we now do a careful anal-
ysis resulting in a protocol which uses only the properties of MS-NISC needed
to obtain a protocol that satisfies the definition of cWE.

We observe that the correctness property in the definition of cWE only re-
quires that a correctly generated ciphertext can be decrypted by the decryption
algorithm. Thus, we expect the second message of MS-NISC functionality to be
generated correctly. In particular, when looking into the internals of the protocol
in [AMPR14], we observe that we can construct cWE from a MS-NISC protocol
without the precautions against a malicious sender S. However, we still want to
make sure that we preserve authenticity of the underlying garbled circuit scheme.
This property guarantees that no garbled output can be constructed different
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from what is dictated by the function and its inputs. In other words, the only
thing a malicious receiver can do with the garbled circuit is Evaluate it on the
committed input. Finally, we observe that privacy of input is not a requirement
for the sender. Thus, we can consider variants of garbled circuit schemes without
privacy guarantees.

Privacy-free Garbled Circuits. One of the most efficient GC schemes in terms
of communication is the scheme by [ZRE15] based on a technique called half-
gates. Using their technique in the privacy-free setting results in garbled circuits
containing one ciphertext for each AND gate and no ciphertexts for XOR gates.

cWE from privacy-free GC' and OT. We now present an efficient construction
of cWE using only a privacy-free garbled circuit and oblivious transfer.

Let GC = (Garble, Encode, Eval, Decode, Verify) be a garbled circuit with cor-
rectness and authenticity, and IloT = (HgT, HgT, HgT) be an oblivious transfer
protocol that realizes Fot. We consider two parties E and D that respectively
play the role of the encryptor and the decryptor in an execution of the cWE
scheme. The construction of ITowe = (Enc, Dec) with commitment Hg‘T for cir-
cuit class C is given in Fig. 6.

Theorem 1. Let C be a class of circuits. Let Ilot be an OT protocol that realizes
Fot and GC be a correct and authentic garbling scheme. The cWE scheme Il.wg
for C in Fig. 6 is correct and semantically secure as defined in Definition 6.

Proof. (Correctness). Follows directly from the correctness property of the
ot and GC.

(Semantic Security). Assume that A is a PPT adversary against semantic se-
curity of ITowe such that, for adversarially chosen values (s, p, C,y, mo, m1), given
an encryption of my under statement x = (cm, C,y), where cm = Commit(s; p)
and y # C(s), A can guess the bit b with non-negligible advantage. We first
observe that by the construction of ITowe, A can guess b correctly only by dis-
tinguishing the correct label k! from random. Informally, given that C(s) # v,
there are only two possible cases in which A can distinguish &' from random:
either by the ability to gain knowledge about invalid labels kjl-fsj that do not
correspond to A’s committed value, or by the ability to gain knowledge about
k' directly. We show that a successful adversary in the first case can be used to
break the sender security of IIoT whereas a successful adversary in the second
case can be exploited to break the authenticity of GC.

In order to formally prove semantic security, we first define the experiment
Expits}')\b in Algorithm 2. We define b’ as the output of Expils,}\b. Note that Expiﬁ}\b
corresponds to the semantic security experiment of IT.we in Definition 6, except
that b is fixed.

To prove the theorem, let us assume by contradiction that there is an adver-
sary A that breaks the semantic security of IIowe. That is, for a non-negligible
function €, we have

Pr[1 < Expx] — Pr[l « Exp%y]| > €(N)
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Primitives: A correct and authentic garbling scheme GC =
(Garble, Encode, Eval, Decode), and a 2-round OT Ilot = (II&, 118+, IIST).
Commit: D with secret s € {0,1}" plays the role of the receiver in n instances
of ITot and computes (cm,w) as follows:

— Select pff & {0,1}*, and compute mf < I (s;; p¥F) for j € [n].
— Define cm = {m1'},c(n, and w = (s, {p5*}je(n))- Note that w can be seen as an
opening of cm.

Common inputs: A security parameter A, a circuit C' € C, a commitment key
ck, and a statement x = (cm, C,y).

Encryption.: E plays the role of the sender in n instances of IloT and computes
a ciphertext ct = (ct1, ctz) as follows:

1. Let Cx be a circuit that realizes the following relation R on x: R(x =
(ecm, C,y), (s,d)) = 1 iff (s,d) opens cm and C(s) = y. Compute (C,e,d)
Garble(1*, Cy), where e := {k?, k}};c(n), and d := (k°, k') € {0, 1}2™.

2. For j € [n], select p;q & {0,1}*, and compute mf = HgT(k?,k;,mf;pf).

3. Compute ct; = k' @ m and cty = (C, {mf}je[n]).

4. Send ct = (cty,ct2) to D.

Decryption: Given ct = (ct1,ct2) and w = (s, {pf'},c[n)), D proceeds as follows:

1. Parse ctz as (C, {m} };epn))-
2. Execute k;’ = I8y (m3,s;, pi*) for j € [n], and Y = Eval(C, {k:;J Yiem))-
3. Compute m =Y @ ct;.

Fig. 6. cWE based on GC and OT

We now use a standard hybrid argument and define several games, where the
first is Expiﬁ}?, the last is Expils’;l, and the intermediate hybrids are defined as
follows:

Hybrid 0 is defined as Expiﬁ}\o.

Hybrid 1 is the same as Hybrid 0, except that the messages {mf}je[n] are
computed by the OT simulator i.e., as {m?} ;e = Sim(1*, {mf}jcm).
Hybrid 2 is the same as Hybrid 1, except that ct; is defined as ct; := k' @ m;.
Hybrid 3 is defined as Expiﬁ}\l.

By assumption, A must distinguish some pair of adjacent intermediate hy-
brids. That is, for some 7 € {0, 1,2}, we must have

. . 1
Pr{l  Hybridly y — Pr[L « Hybrid’{}]| > 2e(3)

We now analyze all three cases:

— 4 = 0. Notice that the only difference between Hybrid 0 and Hybrid 1 is
that in the former, the sender’s message {mJS }iepm) is computed by a real
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Algorithm 2 Expy

(st,s,p, C,y,mo, ma) < A(1%)

p=pill..|lpn; cm = {m[}jcin), where mf* < I (s;; p;) Vi € [n].

x:= (cm, C,y); (C,e,d) « Garble(1*, Cx) where e := {k9, k] }jc(n), and d := (K%, k).
$ )

pi —{0,1}%; mj = ISy (K7, k;j,mj'; pf) (V) € [n]).

ct; = k1 @ myp and cty = (C, {mf}je[n]); ct:= (Ctl,Ctz).

ct:=Lif C(s) =y or C &C or |mo| # |ma|

b+ A(st, ct)

sender (World 0), whereas in the latter, it is computed by the simulator
(World 1). Assuming that A can distinguish hybrids 0 and 1, we construct
an adversary B against sender security of IIor that distinguishes the two
worlds with the same probability. B works as follows:

1. B invokes A(1*) and obtains (s, p, C,y, mq,m1).

2. If Img| # |m1| or C(s) = y, B aborts; otherwise, it parses p = p1|| ... ||pn
and defines cm = {mf};cp,, where mf « 115 (s;;p5) for j € [n].
Let x = (cm, C,y). As an environment controlling the OT execution, B

provides the input of sender and receiver to the OT challenger as follows:

e computes a garbling of circuit Cy (as defined in Fig. 6) by (C, e, d) +
Garble(1*, Cy) and sends the input keys to the OT challenger as the
sender’s input.

e sends s to the OT challenger as the receiver’s choice bits.

3. The OT challenger computes the sender’s message {mf }iem) either by
invoking a real sender (World 0), or by invoking the simulator (World
1), and sends it to B.

4. Bparses d = (k' k'), and forwards ct := (cty, ctz) to the cWE adversary
A, where ct; = k' @ mg and cty = (C, {m}jepn))-

It is clear that B has the same advantage in breaking sender security of IIoT
as A in distinguishing the two hybrids.

— 4 = 1. The only difference in Hybrid 1 and Hybrid 2 is in how we
generate ct; (that is ct; := k' @ m;_; in Hybrid i). To argue indistin-
guishability of the two hybrids, it suffices to show that k! is indistinguish-
able from random. To achieve this, we observe that because in both hy-
brids, the sender’s message {m}g }jeln) is computed by the simulator i.e., as
{m}iem < Sim(1*, {m};c(n)), A cannot distinguish &' from random by
the ability of knowing invalid labels. Thus, the only way A can distinguish
k! from random should be by directly forging an output key k! for the gar-
bled circuit C. It is therefore straightforward to use a successful adversary
that distinguishes the two hybrids with non-negligible advantage to break
the authenticity of the underlying garbling scheme.

— ¢ = 2. This is handled identically to ¢ = 0, except that in this case ct; :=
k' ® m, encrypts m; instead of my.
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We conclude the proof by this observation that in any of the three cases, we
reach a contradiction and thus our assumption of the existence of A against the
semantic security of IT.wg cannot be true. O

Remark 3. The commitment scheme in IT.wg is the receiver’s algorithm of IloT
and therefore by UC-security of IIgT, it satisfies both extractability and hiding
property. Using Lemma 1 and weak semantic security shown in Theorem 1, one
can then conclude that IT.we also achieves strong semantic security.

5 Construction of ECW

Here we show a novel construction of ECW from cWE. We then show alternative
constructions through instantiations from previous work.

5.1 ECW from cWE

In this section we realize the notion of ECW from ¢cWE. We define our scheme
with respect to a set of parties P = {Py,..., P,} executing a blockchain protocol
I' as described in Section 2.1, i.e. each party P; has access to the blockchain
ledger and is associated to a tuple (Sig.pk;,aux;,st;) registered in the genesis
block for which it has corresponding secret keys (Sig.sk;, sk, ;). Our construction
uses as a main building block a witness encryption scheme over commitments
Iowe = (Encowe, Decowe); we assume the commitments to be extractable. The
class of circuits C of II.we includes the lottery predicate lottery(B,sl, R, sk ;).
We let each party publish an initial commitment of its witness. This way we can
do without any interaction for encryption/decryption through a one-time setup
where parties publish the commitments over which all following encryptions are
done. We construct our ECW scheme ITgcw as follows:

System Parameters: We assume that a commitment key Setup(1*) — ck is
contained in the genesis block By of the underlying blockchain.
Setup Phase: All parties P; € P proceed as follows:
1. Compute a commitment cm; < Commit(ck,sky ;; p;) to sk ; using ran-
domness p;. We abuse the notation and define P,’s secret key as sky, ;||p;-
2. Compute a signature o; < Sigg;, &, (CM;)-
3. Publish (cm;, 0;) on the blockchain by executing Broadcast(1*, (cm;, a;)).
Encryption Enc(B,sl,R,m): Construct a circuit C' that encodes the predicate
lottery(B, sl, R, sk, ;), where B, sl and R are hardcoded and sk, ; is the witness.
Let Psetup be the set of parties with non-zero relative stake and a valid setup
message (cm;,o;) published in the common prefix B/* (if P; has published
more than one valid (cm;,0;), only the latest one is considered). For every
P, € Psetup, compute ct; < Encewe(ck,x; = (cm;, C,1),m). Output ct =
(B, sl, R, {Cti}PiGPSctup) .
Decryption Dec(B,ct,sk): Given sk := skp||[p; such that cm; =
Commit(ck, sky, ;; p;) and lottery(B,sl, R, sk, ;) = 1 for parameters B, sl, R from
ct, output m <— Deccwe(ck, ct;, (skg i, p;)). Otherwise, output L.
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Theorem 2. Let C = (Setup, Commit) be a non-interactive extractable commit-
ment scheme and Howe = (Encowe, Decowe) be a strong semantically secure cWE
over C for a circuit class C encoding the lottery predicate lottery(B,sl, R, sky, ;)
as defined in Section 4. Let I' be a blockchain protocol as defined in Section 2.1.
Hecw is an IND-CPA-secure ECW scheme as per Definition 5.

Proof. Assume by contradiction that there exists an adversary Agcw with non-
negligible advantage in GameN; §% in the ECW setting as described in Section
3.1. We construct an adversary Aqweg with black-box access to Agcw that has
non-negligible advantage in breaking strong semantic security of IT.we as defined
above. We assume (w.lo.g.) that Agcw only corrupts one party P,”. Acwe
proceeds as follows:

1. Upon receiving the commitment key ck from the challenge, A.wg proceeds
as follows:

(a) Acwe acts as the environment Z orchestrating the execution of the
blockchain protocol I' towards Agcw, placing the commitment key ck
in the genesis block. Acwg acts exactly as Z in Game'}iﬁ"%ﬁé.

(b) Acwe simulates honest parties P, executing the setup phase and pub-
lishing a valid (cmp,o0p) on the blockchain. To simulate cmy, for each
honest party, Acwe calls the oracle Ogom on some random input sky, 5
and sets cmy, to be Ocon’s output.

(c) At some point, Agcw outputs challenge parameters B, sl, R, mg, m; from
its view of the blockchain. A.wg constructs a circuit C that encodes the
predicate lottery(B,sl, R, sk, ;), where B, sl and R are hardcoded and
skr; is the witness.

(d) Finally, if there exists a valid setup message (cm,,o,) published in
the common prefix Bl* by P, (i.e. the corrupted party P, is in
Psetup), Acwe extracts skr o, p, from cm, using the extractability of
the commitment scheme C and outputs (st,skz g, pa,C,1,mg,m1) to
the challenger. Otherwise, Acwe outputs (st,skp k, pr, C, 1, mg,m1) to
the challenger, where skp ,pr are chosen at random and such that

C(SkL,k) 75 1.

2. Upon receiving ciphertexts ct = {ct} U {cty}p,eps.,,, from the challenger,
if P, € Psetup, then ct = ct, was computed w.r.t. P,’s commitment cm,
and ctp computed w.r.t. the honest party’s commitment cm;,. Otherwise, if
only honest parties are in Pgetup, Acwe forwards the ECW ciphertexts ct =
{cth} P, ePseruy 10 AEcw. Acwe continues the execution of I" with Agcw from
the round where it stopped when Agcw outputted challenge parameters
B,sl,R, mg, m;.

3. Upon receiving a guess b’ from Agcw, Acwe forwards b’ to the challenger.

First, notice that Agcw has the same access to the underlying blockchain pro-

tocol I' (and to the system parameters in the genesis block) as in Game'l'lf?é{_rczp:é.

7 In reality there will be more than one corrupted party; the main argument underlying
our proof holds regardless.
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In case Agcw provided a valid setup message, it receives ct containing a cWE
ciphertext ct, generated with respect to its commitment cm, and the circuit
encoding the lottery predicate lottery(B,sl,R,sky ;), where B, sl and R pro-
vided by Agcw are hardwired. Moreover, ct contains ciphertexts ct;, for each
cmy, encrypting the same my as in ct,. Hence, ct is distributed exactly as in
Game'l'ifa"C;Ag. If Agcw has non-negligible advantage in Game'}lﬂ:%"é, it is able
to distinguish whether ct, contains mg or m; with non-negligible advantage
even though it does not have skz, , and cm, <— Commit(ck,skz q; po) such that
lottery(B,sl, R, skr, o) = 1, d.e. it does not have sk , such that C(skg ,) = 1.
This means that, by forwarding guess b’ from Agcw, Acwe in the cWE seman-
tic security game has the same advantage as Agcw in Game'l'lﬁ"(:;é. In case
it did not provide a valid setup message, Agcw only sees ct = {ctr}p, cPs.ru,
with ct;, being an encryption of my; with respect to the commitments cmy, for
which it does not know the opening. Hence, ct is again distributed exactly as
in Game'l'ifa"%ﬁé with probability 1. In this case, by an analogous argument as
before, the advantage of the adversary A.weg must be the same as the advantage
of the adversary Apcw in Game 3 §%.

Since we assume that Agcw has a non-negligible advantage, Awe will also
obtain a non-negligible advantage and thus break the ¢c/W E scheme we assume

is secure. Hence, ITgcw is an IND-CPA-secure ECW scheme. a

5.2 Other Instantiations

ECW from target anonymous channels [GHM" 21,BGG™T 20]. As mentioned be-
fore, another approach to construct ECW can be based on a recent line of work
that aims to design secure-MPC protocols where parties should remain anony-
mous until they speak [GHM*21,BGGT20,GHK™21]. The baseline of these re-
sults is to establish a communication channel to random parties, while preserving
their anonymity. It is quite clear that such anonymous channels can be used to
realize our definition of ECW for the underlying lottery predicate that defines
to whom the anonymous channel is established. Namely, to encrypt m to a role
R at a slot sl with respect to a blockchain state B, create a target anonymous
channel to (R,sl) over B by using the above approaches and send m via this
channel. Depending on the lottery predicate that specifies which random party
the channel is created for, a recipient with the secret key who wins this lottery
can retrieve m. To include some concrete examples, the work of Benhamouda
et al. [BGGT20] proposed the idea of using a “nomination” process, where a
nominating committee chooses a number of random parties P, look up their
public keys, and publish a re-randomization of their key. This allows everyone
to send messages to P while keeping their anonymity. The work of [BGG™20]
answered this question differently by delegating the nomination task to the previ-
ous committees without requiring a nominating committee. That is, the previous
committee runs a secure-MPC protocol to choose a random subset of public keys,
and broadcasts the rerandomization of the keys. To have a MPC protocol that
scales well with the total number of parties, they define a new flavour of private
information retrieval (PIR) called random-index PIR (or RPIR) and show how
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each committee—playing the role of the RPIR client—can select the next com-
mittee with the complexity only proportional to the size of the committee. There
are two constructions of RPIR proposed in [GHM™21], one based on Mix-Nets
and the other based on FHE. Since the purpose of the constructions described
is to establish a target-anonymous channel to a random party, one can consider
them as examples of a stronger notion of ECW with anonymity and a specific
lottery predicate that selects a single random party from the entire population
as the winner.

ECW from [DS15]. Derler and Slamanig [DS15] (DS) constructed a variant of
WE for a restricted class of algebraic languages. In particular, a user can conduct
a Groth-Sahai (GS) proof for the satisfiability of some pairing-product equations
(PPEs). Such a proof contains commitments to the witness using randomness
only known by this user. The proof can be used by anyone to encrypt a message
resulting in a ciphertext which can only be decrypted by knowing this random-
ness. More formally, they consider a type of WE associated with a proof system
IT = (Setup, Prove, Verify) consisting of two rounds. In the first round, a recipient
computes and broadcasts 7 < Prove(crs, x,w). Later, a user can verify the proof
and encrypt a message m under (x, ) if Verify(crs,x,7) = 1. We note that the
proof 7 does not betray the user conducting the proof and therefore it can use
an anonymous broadcast channel to communicate the proof to the encrypting
party in order to obtain anonymous ECW. Moreover, although GS proofs may
look to support only a restricted class of statements based on PPEs, they are
expressive enough to cover all the statements arising in pairing-based cryptog-
raphy. This indicates the applicability of this construction for any VRF-based
lottery where the VRF is algebraic and encodable as a set of PPEs. Further
details are provided in Appendix B. This interactive ECW just described yields
an improvement in communication complexity at the cost of having an extra
round of interaction.

From Signatures of Knowledge. Besides the above instantiations, we point out
a (potentially more inefficient) abstract construction from zero-knowledge sig-
natures of knowledge (SoK) [CLO06] (roughly, a non-malleable non-interactive
zero-knowledge proof). This is similar in spirit to the previous instantiation and
can be seen as a generalization. Assume each party has a (potentially ephemeral)
public key. At the time the lottery winner has been decided, the winners can
post a SoK showing knowledge of the secret key corresponding to their pk and
that their key is a winner of the lottery. To encrypt, one would first verify the
SoK and then encrypt with respect to the corresponding public key.

6 YOSO Multiparty Computation from ECW

In this section we show how ECW can be used as the crucial ingredient in setting
up a YOSO MPC. So far we have only focused on IND-CPA secure ECW, which
falls short of role assignment in the sense of [GHK™21]. In general role assignment
requires the following properties which are not provided by ECW (or EtF):
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1. Multiple parties must be able to send messages to the same role (in most
applications this requires IND-CCA).

2. Parties must authenticate messages on behalf of a role they executed in the
past (authentication from the past)

3. A party assigned to a given role must stay covert until the role is executed.

We will define a number of properties needed for EtF to realize applications such
as role assignment. We start by looking at CCA security for an EtF scheme. We
then introduce the notion of Authentication from the Past (AfP) and definition
of unforgeability and privacy guarantees. Finally, we introduce the notion of
YOSO-friendly blockchains that have inbuilt lotteries with properties that are
needed to conduct YOSO MPC and corresponding EtF and AfP schemes.

6.1 IND-CCA EtF

In this section we define what it means for an EtF to be IND-CCA secure.
This security property is useful in many applications where more encryptions
are done towards the same slot and role. As in the definition of IND-CPA, we
establish a game between a challenger C and an adversary A. We introduce a
decryption oracle, Ogr, which on input ct returns the decryption of ciphertext.
Furthermore, the Ogr maintains a list of ciphertext queries Qgir. Algorithm 3
shows the details of the game.

Algorithm 3 Game%\fa:%c’éz

view” « EXECT (A%=F 2 1) > A executes I' with Z until round r
(B, sl, R, mg, m1) + AEF (view?) > A outputs challenge parameters
b {0,1}
ct + Enc(B,sl, R, ms)
st « AEF (viewy, ct) > A receives challenge ct
view” + EXECgieWT’F) (A%eF Z 1Y) > Execute from view” until round 7
(B, 1) < A%EF (view’, st)
if evolved(B,B) = 1 then > B is a valid evolution of B
if skf’j ¢ WB,R,sl Act ¢ Qg then > A does not win role R
return b ® b’
end if
end if

return g < {0,1}

Definition 7 (IND-CCA2 Secure EtF). Formally, an EtF-scheme € is said to
be IND-CCA2 secure in the context of a blockchain protocol I' executed by PPT
machines A and Z if there exists a negligible function p such that for A € N:

2 Pr [Game 368 = 1) 1] < u()
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To add IND-CCA2 security to an IND-CPA secure EtF scheme (as defined
in Definition 5) we can use standard transformations such as [F0O99,Sah99]. In
the transformation based on [Sah99] we could add to the setup of the blockchain
a CRS for a simulation-sound extractable NIZK. When encrypting m to a role
R the sender will send along a proof of knowledge of the plaintext m. We get
the challenge ciphertext from the IND-CPA game and use the ZK property
to simulate the NIZK proof. We can use the extraction trapdoor of the proof
system to simulate the CCA decryption oracles by simulation soundness. When
the IND-CCA2 adversary makes a guess, we make the same guess. The details
of the construction and proof follow using standard techniques and are omitted.
On the other hand, the popular transformation of [FO99] allows for simulating
CCA decryption oracles by observing the adversary’s queries to a random oracle,
which should not be an issue since an EtF scheme is likely already running on
top of a blockchain which is secure in the random oracle model. We leave the
construction of concretely efficient IND-CCA2 EtF as future work.

6.2 Authentication from the Past (AfP)

When the winner of a role R; sends a message m to a future role Ry then it
is typically also needed that Ry can be sure that the message m came from
a party P which, indeed, won the role R;. Most PoS blockchains deployed in
practice have a lottery where a certificate can be released proving that P won
the role Ry. In order to formalize this concept, we introduce an AfP scheme with
a corresponding EUF-CMA game representing the authentication property.

Definition 8 (Authentication from the Past). A pair of PPT algorithms
U = (Sign, Verify) is a scheme for authenticating messages as a winner of a
lottery in the past in the context of blockchain I' with lottery predicate lottery.

Authenticate. o < AfP.Sign(B,sl,R,sk,m) takes as input a blockchain B, a
slot sl, a role R, a secret key sk, and a message m. It outputs a signature o
that authenticates the message m.

Verify. {0,1} « AfP Verify(B, sl,R, 0, m) uses the blockchain B to ensure that
o is a signature on m produced by the secret key winning the lottery for slot
sl and role R.

Furthermore, an AfP-scheme has the following properties:

Correctness. An AfP-scheme is said to be correct if for honest parties i and
j, there exists a negligible function p such that for all sk,sl, R, m:

view  EXEC'(A, 2,1%)
B = GetRecords(view;)
B = GetRecords(view;)
o + AfP.Sign(B,sl, R, sk, m)

lottery(B, sl, R, sk) = 0
V lottery(B,sl,R,sk) = 0 =11 < pN)
V AfP.Verify(B,sl,R,0,m) =1

In other words, an AfP on a message from an honest party with a view
of the blockchain B can attest to the fact that the sender won the role R
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in slot sl. If another party, with blockchain B agrees, then the verification
algorithm will output 1.

Security. We here describe the game detailed in Algorithm j representing the
security of an AfP scheme. The algorithm represents a standard EUF-CMA
game where the adversary has access to a signing oracle Opsp which it can
query with a slot sl, a role R and a message m; and obtain AfP signatures
o; = AfP.Sign(B, sl, R, sk, m;) where sk; € Wg g r i.e. lottery(B,sl, R, sk;) =
1. The oracle maintains the list of queries Qasp.

Formally, an AfP-scheme U is said to be EUF-CMA secure in the context of
a blockchain protocol I' executed by PPT machines A and Z if there exists
a negligible function p such that for A € N:

Pr [Gamef Sf = 1] < u()

Algorithm 4 Game%ﬁ:gﬂf

view «+— EXECT'(4, Z,1%) > A executes I" with Z

(B,sl,R,m’,0") « A (view 1)

if (m' € Qam) V (sk*; € Wa.r) then > AP won or queried illegal m’
return 0

end if

view” « EXEC@ieWr,F) (A, Z,1) > Execute from view” until round 7

B < GetRecords(view!)
if evolved(B,B) = 1 then
if AfP.Verify(B,sl,R,0’,m’) = 1 then > A successfully forged an AfP
return 1
end if
end if
return 0

General AfP. In general we can add authentication to a message as follows.
Recall that P; wins R if lottery(B,sl,R, sk ;) = 1. Here, R(x = (B,sl,R),w) =
lottery(x,w) is an NP relation where all parties know x but only the winner
knows a witness w such that R(x,w) = 1. We can therefore use a signature
of knowledge (SoK) [CL06] to sign m under the knowledge of skz, ; such that
lottery(B,sl, R, sk, ;) = 1. This will attest that the message m was sent by a
winner of the lottery for R. In Section 6.4, we show more efficient construction
of AfP by exploring the structure of PoS-based blockchains with VRF lotteries.

6.3 AfP Privacy

Just EUF-CMA security is not sufficient for an AfP mechanism to be YOSO
friendly. It must also preserve the privacy guarantees of the lottery predicate,
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guaranteeing that the adversary does not gain any undue advantage in predicting
when a party is selected to perform a role after it uses AfP to authenticate a
message. To appreciate this fact, we consider the case where instead of creating a
signature of knowledge of skz, ; on message m we simply use a regular EUF-CMA
secure signature scheme to sign the message concatenated with sky, ;, revealing
the signature public key, the resulting signature and sky, ; itself as a means of
authentication. By definition, this will still constitute an existentially unforgeable
AfP but will also reveal whether the party who owns sky, ; is the winner when
future lotteries are conducted. The specific privacy property we seek is that an
adversary, observing AfP tags from honest parties, cannot use this information
to enhance its chances in predicting the winners of lotteries for roles for which an
AfP tag has not been published. On the other hand, the identity of a party who
won the lottery for a given role is not kept private when it publishes an AfP tag
on behalf of this role, which is not an issue in a YOSO-setting since corruption
after-the-fact is futile. Specifically, we allow an AfP tag to be linked to the
identity of the party who generated it. Note, that this kind of privacy is different
from notions like k-anonymity since the success of the adversary in guessing
lottery winners with high accuracy depends on the stake distribution. The stake
distribution is public in most PoS-settings and, thus, a privacy definition must
take into account this inherent leakage.

Definition 9 (AfP Privacy.). An AfP scheme U with corresponding lottery
predicate lottery is private if a PPT adversary A is unable to distinguish between
the scenarios defined in Algorithm 5 and Algorithm 6 with more than negligible
probability in the security parameter.

Scenario 0 (b=0). In this scenario (Algorithm 5), A is first running the
blockchain I' together with the environment Z. At round r, A is allowed to
interact with the oracle Oasp (see Definition 8). The adversary then continues
the execution until round T where it outputs a bit b'.

Scenario 1 (b=1). This scenario (Algorithm 6) is identical to scenario 0 but
instead of interacting with Oasp, the adversary interacts with a simulator Sim.

Algorithm 5 b =0 Algorithm 6 b=1
view” «— EXECI' (A4, Z,1%) view” «— EXEC; (A, Z,1%)
AOAff’ (view’y) As'm_(viewTA)
view” < EXEC{ier 7 (A, Z,1%) view” < EXEC{ier 7 (A, Z,1%)
return b’ « A (view’;) return b’ « AS™(view’,)

We let Game?ﬁ?g denote the game where a coin-flip decides whether the
adversary is executed in scenario 0 or scenario 1. We say that the adversary wins
the game (i.e. Game?{i’}sg =1)4f b’ = b. Finally, an AfP scheme U is called
private in the context of the blockchain I' executed together with environment Z
if the following holds for a negligible function u.

2 Pr [Gamef TRy = 1]~ 1) < u()
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6.4 More Efficient AfP based on VRF

VRF-based Lottery. This section introduces a specific lottery mechanism
which will be the underlying lottery predicate for the AfP described in the next
section. The backbone of the lottery is a VRF scheme VRF as described in
[DGKR18]. This VRF has the properties of simulatability and unpredictability
under malicious key generation which will become useful when arguing about se-
curity of the AfP. The VRF scheme is a tuple (VRF.Gen, VRF.Prove, VRF .Verify)
where VRF.Gen(1") outputs a pair of keys (VRF.pk, VRF.sk). The VRF.Prove
takes as input a value z and outputs a pair (y,n) < VRF.Proveyre sk(x) which
is the output value y and the correctness certificate w. The verification is then
done by evaluating VRF.Verifyyge i (7, y,7) which outputs 1 iff 7 attests to the
correctness of y as the output of the VRF evaluated on x with key VRF.sk.

We recall the blockchain setup described in Section 2.1 where each party
P; is represented by a pair (Sig.sk;,skr ;) associated with public data
(Sig.pk;, aux;, stake;). Let aux; contain a VRF public key VRF.pk; as described
above and let the lottery secret key be sky, ; = (Sig.pk;, VRF.sk;).

Finally, we introduce a function param(B,sl). This function outputs a tuple
({Sig.pk;, VRF.pk;, stake; };c[n), 7, ¢) associated with the specific blockchain B
and slot sl. Beyond obtaining the public information (Sig.pk,, VRF.pk;, stake;)
the function also returns a nonce, 7, as well as a public function ¢(-) which on
input stake; computes the threshold for winning the lottery.

The lottery predicate based on the VRF is described in Algorithm 7.

Algorithm 7 lottery,ge(B,sl, R, sk, ;)
({Sig.pk;, VRFL ;,stake; }ic[n), 0, ) < param(B,sl)
(Sig.pk;, VRF.sk;) < skr,;
(y,m) < VRF.Provey, . (sl||R][|n)
if y < ¢(stake;) then
if VRF.VerinykL)j (sl||R||n, y, ) = then
return 1
end if
end if
return 0

VRF-based AfP. With the VRF-based lottery lotteryyge in place, we are now
ready to introduce the VRF-based AfP. We first note that our general approach
of applying a SoK for the knowledge of a secret key still applies. However, using
the structure of the lottery, and in particular the VRF, allows for a much more
efficient AfP which has applications in most PoS settings as well.

The AfP scheme uses a NIZKPoK which has a setup executed as a part
of the blockchain setup such that the CRS is in the genesis block.
The algorithms for the scheme are m < NIZKPoK.Prove(crs,x,w) and
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{0,1} < NIZKPoK Verify(crs, x, ).

Protocol IIpsp The VRF-based AfP protocol Ilagp is described below.

Authenticate. o < ITap.Sign(B,sl, S, skz ;j,m) To authenticate a message, m,
a party first checks that lotteryyge(B,sl,S,sky, ;) = 1. It then obtains the
output and certificate (y,mvrr) < VRFrf.Proveyrr sk, ; (sl||R[|n). Finally, it
produces mnizkpok — NIZKPoK.Prove{osic | Sig.VerifySig.pkj (osig,m) = 1}
which is a NIZK-PoK of a signature produced under Sig.sk;.

It then outputs a tuple oap < (Sig.pkj7y77rVRF,7TN|ZKpoK)

Verify. {0,1} + HAfP.Vel'ify(B, sl, S, 0, m) To verify an AfP tag the verifier ob-
tains parameters from the blockchain ({Sig.pk;, VRF.pk;, stake; }ic[n], 1, ) <
param(B, sl). It then parses the tag as oap (Sig.pkj, Y, TVRF; TNIZKPoK ) and
gets the VRF verification key VRF.pk; for the party that the AfP points to.
It then checks the following

1. Makes sure that VRF.Verifyyge o\ (sllIR[In, y, mvrr) = 1 i.e. the VRF out-
put was correctly generated under lottery key of party P;.
2. Checks that NIZKPoK.Verify(mnizkpok s (Sig.pkj,m)) = 1 which verifies
the proof of signature knowledge.
3. And y < ¢(stake;) which makes sure that the lottery was conducted
correctly with the stake of P;.
If all checks go through, the algorithm outputs 1. Otherwise, it outputs O.

Theorem 3. Let VRF be the VRF scheme described in [DGKR18] with a secure
NIZK-PoK scheme NIZKPoK. The protocol Ilap (described above) running in
the context of a blockchain protocol I with underlying lottery lotteryyge (Algo-
rithm 7) is an AfP scheme according to Definition 8.

Proof. (Sketch) Assume that an adversary A obtains a non-negligible advantage
in Game%?j:gt/lzj. In other words, A is able to forge an AfP tag with noticeable

probability. We claim that such an adversary can do at least one of two things:

1. Tt can forge a signature under (Sig.sk;, thus violating the EUf~-CMA security
of the signature scheme.

2. It can produce a convincing proof mnizkpok Of knowledge of a signature pro-
duced with a signature secret key where the corresponding lottery secret
key did not win the lottery. Since we assume that only P; knows the pair
(Sig.sk;,skz ), such a convincing proof must violate the soundness of the
NIZKPoK scheme.

3. It can forge a VRF certificate such that the VRF.Verify algorithm accepts
a certificate myrr under a different ¢y # y when evaluated with the VRF
public key VRF.pk of the adversary and thus convinces the authenticator.
This violates the simulator of the simulatable VRF introduced in [DGKR18].

Since we assume that NIZKPoK is a secure NIZK-PoK scheme and VRF a secure
scheme based on the functionality in [DGKR18], we conclude that ITagp is secure
with respect to Definition 8.
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AfP Privacy. This simple AfP mechanism for a VRF-based lottery predicate
does not only satisfy the existential unforgeability definition of an AfP. It has
AfP privacy.

Theorem 4. The AfP protocol Ilasp described above with underlying lottery
predicate lotteryyge running in the context of blockchain I' has AfP privacy.

Proof (Sketch).

We use the notation Dy and D, for the distribution of outputs when the adver-
sary is put in scenario 0 and scenario 1, respectively. Our aim is to show the
existence of a simulator such that Dy and D; are computational indistinguish-
able.

ceey

Ho This hybrid is identical to H; but we use the simulator of the NIZKPoK
scheme to simulate the proof of signature knowledge that convinces. Due to
the security of the NIZKPoK scheme Hy and H; are indistinguishable to the
PPT adversary A.

Hs The difference from Hs is that instead of invoking the VRF scheme VRF we
are using the simulatability of the construction to output valid proofs.

Hy This hybrid does not need access to any lottery winning secret keys and
thus can be completely simulated by Sim. It is still necessary to observe the
distribution of the stake to correctly simulate the output of the oracle Oagp.

Assume that an adversary can distinguish Dy and D; with non-negligible prob-
ability p. It implies that there exists an 7 € {1,2,3} such that H; and H;;; can
be distinguished with non-negligible probability at least p/3. This contradicts
the indistinguishability of hybrids. Thus, we conclude that the distributions Dy
and D; are computationally indistinguishable due to the simulator Sim obtained
through the sequence of hybrids above.

6.5 Round and Committee Based YOSO Protocols

Having IND-CCA2 ECW and an EUF-CMA secure and Private AfP, we can
establish a round-based YOSO model, where there is a number of rounds r =
1,2,... and where for each round there are n roles R, ;. We call the role R, ;
“party 4 in round r”. We fix a round length L and associate role R, ; to slot sl =
L -r. This L has to be long enough that in each round the parties executing the
roles can decrypt ciphertexts sent to them, execute the steps of the role, compute
encryptions to the roles in the next round and post these to the blockchain in
time for these to be available to the committee of round r+1 before slot (r+1)- L.
Picking such an L depends crucially on the underlying blockchain and network,
and we will here simply assume that it can be done for the blockchain at hand.

Using this setup, the roles R;; of round r can use ECW and AfP with the
aforementioned properties to send secret authenticated messages to the roles
Ry41,; in round r + 1. They find their ciphertexts on the blockchain before slot
r- L, decrypt using ECW, compute their outgoing messages, encrypt using ECW,
authenticate using AfP, and post the ciphertexts and AfP tags on the blockchain.
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Honest Majority. In round based YOSO MPC it is critical that we can as-
sume some fraction of honesty in each committee R, 1,...,R; . We discuss here
assumptions needed on the lottery for this to hold and how to guarantee it.
Assume an adversary that can corrupt parties identified by sk and a lottery as-
signing parties to roles R, ;. We map the corruption status of parties to roles as
follows:

1. If a role R, ; is won by a corrupted party or by several parties, call the role
MavLIcious. Even if R, ; is won by two honest parties, they will both execute
the role and send outgoing messages, which might violate security.

2. If a role R,.; is won by exactly one honest party, call it HONEST.

3. If a role R;.; is not won by any party, call it CRASHED. These roles will not
be executed and are therefore equivalent to a crashed party.

Note that because we assume corrupted parties know their lottery witness
skr,; in our model, we can, in poly-time, extract those witnesses and compute the
corruption status of roles. This will be crucial in our reductions. Imagine that a
role could be won by an honest party but also by a corrupted party which stays
completely silent but decrypts messages sent to the role. If we are not aware
of the corrupted party winning the role, we might send a simulated ciphertext
to the apparently honest role. The corrupted party also having won the role
would be able to detect this. Since any role won by an honest party could also
be corrupted by a silent malicious party, simulation would become impossible.

In order to realize YOSO MPC, we will need committees where a majority of
the roles are honest according to the description above. We capture this require-
ment in the definition below and argue how it can be achieved in Appendix C.1.

Definition 10 (Honest Committee Friendly). We call a blockchain I" hon-
est committee friendly if there exist n and H and T such that H > T s.t. we can
define a sequence of roles Ry ; forr =1,...,poly(A) andi=1,...,n for a slotsl,
and that for all r it holds that except with negligible probability there are at least
H honest roles in Ry 1,...,Ry, and at most T" malicious roles. Furthermore, if
an honest party executing R;1,...,Ry sends a message at sl,., it is guaranteed
to appear on the blockchain before slot sl 1.

We are now ready to capture the above discussion using a definition.

Definition 11 (YOSO Friendly Blockchain). Let I' be a blockchain with
a lottery predicate lottery(B,sl,, R, ;,skr ;) and let €& = (Enc,Dec) and U =
(Sign, Verify) be an EtF and AfP for lottery(B,sl., R, ;,skg ;), respectively. We
call (I',E,U) YOSO MPC friendly if the following holds:

1. &€ is an IND-CCAZ2 secure EtF (Definition 7).
2. U is a secure and private AfP (Definition 8 and Definition 9).
3. I is honest committee friendly (Definition 10).

We will later assume a YOSO friendly blockchain, and we argued above that
the existence of a YOSO friendly blockchain is a plausible assumption without
having given formal proofs of this. It is interesting future work to prove that
a concrete blockchain is a YOSO friendly blockchain in a given communication
model. We omit this as our focus is on constructing flavours of EtF.
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7 Construction of EtF from ECW and Threshold-IBE

The key intuition about our construction is as follows: we use IBE to encrypt
messages to an arbitrary future (R, slg,¢) pair. When the winners of the role in slot
slgg are assigned, we let them obtain an ID-specific key for (R,slg,) from the
IBE key-generation algorithm using ECW as a channel. Notice that this key-
generation happens in the present while the encryption could have happened
at any earlier time. We generate the key for (R,slg,t) in a threshold manner by
assuming that, throughout the blockchain execution, a set of committee members
each holds a share of the master secret key msk;.

7.1 Construction

We now describe our construction. We assume an encryption to the current
winner ITecw = (Encecw, Dececw) and a threshold IBE scheme ITtige. In the
setup stage we assume a dealer acting honestly by which we can assign master
secret key shares of the TIBE.

Parameters: We assume that the genesis block By of the underlying blockchain
contains all the parameters for ITgcw.

Setup Phase: Parties run the setup stage for the IIgcw. The dealer produces
(mpk, msk = (msky, ..., msky)) from TIBE setup with threshold k. Then it
chooses n random parties and gives a distinct msk; to each. All learn mpk.

Blockchain Execution: The blockchain execution we assume is as in Sec-
tion 3. We additionally require that party ¢ holding a master secret key

share msk; broadcasts ct?;’iR) +— EncECW(B,sI,R,skl(‘sLR))7 whenever the win-

ner of role R in slot sl is defined in the blockchain B, where sk25|’R) —
IT1ige. IDKeygen(msk;, (sl, R)).

Encryption Enc(B,sl,R,m): Each party generates ct; « IITige.Enc(mpk,ID =
(sl,R),m). Output ct = (B,s|,R, {ct;} p,).

Decryption Dec(B, ct,sk): Party ¢ outputs L if it does not have sky, ; such
that lottery(B,sl,R,skr ;) = 1 for parameters B,sl,R from ct. Otherwise, it

retrieves enough (above threshold) valid ciphertexts ct?'s‘l’]é) from the current

state of the blockchain and decrypts each through Ilgcw obtaining sk{SI’R).

It then computes sk gr) ¢ II1ige-Combine(mpk, (sk{sl’R))j). It finally outputs
m <— HT|BE.DeC(Sk(S|’R), Ct).

Resharing. We can ensure that the master secret key is proactively reshared
by modifying each party so that msk;-s are reshared and reconstructed in the
evolution of the blockchain.

Correctness. Correctness of the construction follows from the correctness of the
underlying IBE and the fact that a winning role will be able to decrypt the
id-specific key by the correctness of the ECW scheme.
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7.2 Security and Proof Intuition
In the following we assume some of the extensions discussed in Section 6.

Theorem 5 (informal). Let I'V be a YOSO MPC friendly blockchain, ITtigg
be a robust secure threshold IBE as in Section 2.5 with threshold n/2, and ITecw
a secure IND-CCA2 ECW. The construction in Section 7.1 is a secure EtF.

At the high level we show security in two steps. We first show the security
of our construction for a simplified non-threshold setting with a standard IBE
instead of a threshold one with key-sharing. In other words we do not temporarily
consider the real case where there is a committee of parties holding a share
of the master secret key, but we assume the execution uses a “key provider”
oracle holding the master secret key of the IBE scheme. In particular, we define
the behavior of oracle Olr:sﬁ’(m“der as follows: given in input a blockchain B and
a slot sl (such that the latest slot of B is sl), it broadcasts a ciphertext for
the winner® of the slot computed as ct;k < Encecw (B, sl, R, sky) where skq <«
IBE.Keygen(msk, (sl, R)).

As a second step in the proof we show that, in the threshold-setting (where
the master secret key is actually shared), one can obtain an adversary with a
comparable advantage in the threshold-setting from an adversary in the non-
threshold setting. Intuitively, we can do this because of the low amount of stake
the adversary is controlling and the security of threshold-IBE.

Finally, our proof considers the case of an adversary with static corruptions,
but we point out it can be straightforwardly compiled to a full round and com-
mittee YOSO setting as described in Section 6.

Proof. We proceed in two steps: first we consider an idealized case where there
is no threshold committee; we then show we can prove security of our threshold
construction from this setting.

1. The non-threshold case. The simplified setting we will now show
security for is in Fig. 7. A point on the view of the adversary: we recall that,
at any given point in time, a valid blockchain execution contains ciphertexts
ctsk, encrypting slot-specific secret keys for the winner of the slot sl in the chain.
In the non-threshold setting, they correspond to the output of the key-provider
oracle (in the actual construction, there are more ciphertexts, each containing a
share of the key).

Now assume an adversary AR st for the EtF security experiment control-
ling at most an « fraction of the stake with non-negligible success probability in
the EtF security experiment. We first to construct an adversary Ajpg for IBE
security using ALthresh - Adversary Arpg works as follows:

— On receiving the IBE public parameters from the IBE challenger, it in-
jects into blockchain genesis block the IBE’s master public. The adversary
A%"{}hres}‘ declares a corrupted set of parties Sco,r and then Aigg runs an

8 This is actually a vector, one for each winner in the slot. For clarity of discussion we
just consider the case for one winner. The general case follows straightforwardly.
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The non-threshold setting we consider is the same as that in Section 7.1 with the
following exceptions:

— At the beginning of the run of the blockchain, there is no sharing of the master
secret key of the IBE scheme.

— We let the honest parties run exactly as in the other construction, with the
exception that they validate and messages related to the shares of the master
secret keys, as well as of the secret keys for specific slots.

— We change the way we encapsulate the secret-key for a certain slot. While
in Section 7.1 we require committee members to each broadcast a ciphertext
containing a share of the secret-key for slot sl, here we instead replace that
stage with the execution of the following oracle @< Provider,

msk

Oi—sirovidcr(B’ Sl) .
e sky < IBE.Keygen(msk, (sl, R))
o ct « Encecw(B,sl, R, sky)

e Broadcast ctSf

Fig. 7. Hybrid non-threshold setting for proof of security

execution of the blockchain with A% ! where Ajgg simulates the honest
parties. In this execution Argg acts as key-provider oracle, which it emulates
as follows. We distinguish two cases depending on whether the winner of the
slot is a corrupted party or an honest one”. On query (B, sl):

e if a corrupted party has won the role for slot sl (i.e. winners(B,sl,R) N
Secorr 7 0) then invoke the IBE challenger oracle on identity sl obtaining
skg and broadcast ctSf <— Encecw (B, sl, R, sks).

e if a corrupted party has not won the role for slot sl then broadcast the
encryption of a dummy plaintext ct® < Encecw (B, sl, R, 0) where 0 is a
string of zeros of the appropriate length.

The intuitive reason for separating the two cases is that we want to query
the same slots that ALt wing and no more. In particular we do not
want to query the challenge slot sI* (defined next). Notice, in fact, that
only the slots for which the adversary has a corrupted winner will be asked
to the IBE key-generation oracle. At the end of this stage, AXEesE will
return (B, sl*, R, mg, m1) and Ajgg will forward ((sl*, R), mg, m1) to the IBE
challenger.

After receiving a ciphertext ct* from the IBE challenger, Ajgg forwards it to
A%‘;‘}hmh. Then Aigg simulates the execution of the blockchain as described
above. At the end of the execution A% thresh outputs a guessing bit b* which
Aigg forwards to the IBE challenger.

9 Notice that we can check this for both types of parties as discussed in Section 2.1.
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We claim that the advantage of Aipg in the IBE experiment is negligibly
close to that of AR thresh in the EtF non-threshold experiment (the one without
threshold sharing). With that goal in mind, we first show that the inputs we
feed to ARGEesh and the blockchain execution emulated by Apg is indistin-
guishable from that in the EtF experiment. Notice that the only difference in
the distributions is in the ciphertexts for the non-corrupted winners. If we could
distinguish between the two cases, then we could break security of the ECW
scheme. Therefore the views of AR Ehresh in the two cases is indistinguishable.
Finally, we lower-bound the success probability of A;gg. Intuitively, we can ob-
serve that two adversaries return the same experiment bit. The only aspect that
could impair Argg’s success probability compared to A%Ot}hmh’s is the possibil-
ity of having asked the IBE key-generation oracle for the challenge slot sI*. We
observe this does not affect the success probability of Ajgg. Formal details are
in Section 7.2.

2. Security of threshold construction from non-threshold case. The
argument above had a simplified setting where we abstracted out all the thresh-
old aspects of the protocol. This includes the committee holding shares of the
master secret key and dealing shares of the slot-specific secret key. We now prove
security for the actual threshold scenario (Section 7.1) building an adversary for
our actual (threshold) construction using the adversary for the non-threshold
construction (Fig. 7).

The threshold adversary A%‘;;Sh needs to emulate the setting for the other
adversary where there is a single ciphertexts containing the slot-specific secret
key (instead of several containing their shares). It works as follows. First, it
corrupts the same parties as AR ETh and executes a blockchain as A% Ehresh
does and broadcasting the same messages it does, with one exception which
we now describe. The views of two adversaries (threshold vs non-threshold)
differ in only one respect—and so do the two respective blockchains execu-
tions. The view of the threshold execution contains ciphertexts of this type
for each winning slot sl (we use bracket notation for shares for readability):

((Ctgon [j])jgzs.  (ctser [j])jesmr> These contain the shares for the slot-specific
slot sl. The view for the non-threshold execution instead contains a single cipher-
text with slot-specific secret key. For a honest slot not corrupted by the adversary,

we denote it by 6t:0n, otherwise we denote it by ct;, . During the blockchain ex-

. . . hon , ~ cor
ecution AR Hresh will expect to see some ciphertext (ct,  /cty ) whenever a

slot is won, which corresponds to a query of (’)rlfq'srf(rwider. The threshold adversary
k-provider,

Athresh can emulate this as follows. For every query to O L

— if the slot is won by a honest party, then broadcast 6t§.°“ + Encecw (B, sl, 6)
for a vector of zeros of the appropriate length.

— if the slot is won by a corrupted party, then its view will contain (ctg™ [5]) ;¢ (-
It can then decrypt them, combine the obtained shares into a slot key skg
and broadcast Et;or + Encecw (B, sl, sky)
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After receiving challenge messages from AR st adversary ARTeh simply

forwards them to its challenger, then continues the execution as above. Finally

it outputs the same output guess as A%‘;‘}hr“h.

We now claim that a successful non-threshold adversary AL Hresh for the
construction in Fig. 7 would allow A%{I?Sh to have a similar advantage (up to
negligible additive factors). We proceed by a standard hybrid argument. We
define the first hybrid Hy as the output of running the A%I{I%Sh adversary as just
described. The “terminal” hybrid Hg is defined as the output of running the

Ano-thresh g dversary. The intermediate hybrids are as follows.

— Hy: like Hp except that we change one step in how AMresh emulates

Ok—provider

sk . Specifically, for the case of the honest parties, we now run

(sk'iD)ie[n] + Simyg(mpk, (msk;);es..,.,sl) to simulate the shares of the honest
parties. This simulator exists by key-generation simulation of the threshold
IBE scheme. We can then combine all shares to obtain a slot-specific key,
encrypt it through ECW and then broadcast the encryption ftzon. We have
that Hy =~ H; because of the security of ECW, since otherwise we would be
able to distinguish encryptions of zeros from encryptions of the (combination
of) the simulated slot-specific key shares.

— Hsy: as previous item but now, instead of the actual secret shares, we give
Athresh produced by Simpmsk, the simulator from master secret key shares sim-
ulation of the threshold IBE scheme. H; ~ Hs follows by the same property.

— Haj: like the previous hybrid, but now we replace the blockchain execution

from Hy with one where we do not use the shares to produce &zon and ¢ty .

Instead we move to a blockchain execution as in Fig. 7 with the difference

that Ol;'sirowder has a master secret key computed as follows. Let msk be the

master secret key obtained by combining the (simulated) shares msk;. Then

we just run (’)::Sirwider with this master secret key every time we need to
provide a ciphertext for a new winning slot. We have H; ~ H3 by definition
of (’)fn'i"m‘ier, by correctness of the underlying homomorphic secret sharing
scheme and the simulation of key-generation evaluations of IBE.

— Hy: as before but we now define msk not as the combination of the shares,
but as the output of Simps on the master public key and the corruption
set. H3 ~ H, follows by simulation of the master secret-key property of the

threshold IBE.

— Hj: Like previous item but now we do not use the key-generation simu-
lator and instead apply the key-generation of the IBE before providing a
ciphertext. Hy ~ Hs again follows by the key-generation simulation of the
threshold IBE scheme. Also this is the same as Hg by construction.

Bounding the Advantage of Ajgg in Proof of Theorem 5. Here we
formally claim that the advantage of Aigg in the IBE experiment is negligibly
close to that of ARGEresh in the EtF non-threshold experiment:
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Pr [WinIBE] > Pr [-QryClgSlot A WinEtFHyb]
= (1 — Pr [QryClgSlot | WinEtFHyb]) - Pr [WinEtFHyb]
~ (1 = Pr[Seorr Nwinners(sl™) # 0 | WinEtFHyb]) - Pr [WinEtFHyb]
= Pr [WinEtFHyb]

Above the QryClgSlot is the event where Ajpg queries the challenge slot in the
IBE experiment; WinIBE is the event where A;gg wins in the IBE experiment;
WinEtFHyb is the event where A% ! wins in the EtF experiment against the
non-threshold hybrid model (Fig. 7). The first inequality follows by construction
of Aigg. The following ones follow from elementary probability theory and from
observing that A;gg could query the challenge slot only if that was among the
corrupted set (but this does not occur condition on the success of AL thresh fy
the definition of EtF security). O

8 Blockchain WE versus EtF

In this section we show that an account-based PoS blockchain with sufficiently
expressive smart contracts and an EtF scheme for this blockchain implies a
notion of witness encryption on blockchains, and vice versa. The construction of
EtF from BWE is completely straightforward and natural: encrypt to the witness
which is the secret key winning the lottery. The construction of BWE from EtF
is also straightforward but slightly contrived: it requires that we can restrict the
lottery such that only some accounts can win a given role and that the decryptor
has access to a constant fraction of the stake on the blockchain and are willing
to bind them for the decryption operation. The reason why we still prove the
result is that it establishes a connection at the feasibility level. For sufficiently
expressive blockchains the techniques allowing to construct EtF and BWE are
the same. To get EtF from simpler techniques than those we need for BWE we
need to do it in the context of very simple blockchains. In addition, the techniques
allowing to get EtF without getting BWE should be such that they prevent the
blockchain from having an expressive smart contract layer added. This seems like
a very small loophole, so we believe that the result shows that there is essentially
no assumptions or techniques which allow to construct EtF which do not also
allow to construct BWE. Since BWE superficially looks stronger than EtF the
equivalence helps better justify the strong assumptions for constructing EtF.

Definition 12 (Blockchain Witness Encryption). Consider PPT algo-
rithms (Gen, Enc, Dec) in the context of a blockchain I'V is an BWE-scheme
with evolved predicate evolved and a lottery predicate lottery working as follows:

Setup. (pv,td) < Gen() generates a public value pv and an extraction trapdoor
td. Initially pv is put on B.

Encryption. ct < Enc(B, W, m) takes as input a blockchain B, including the
public value, a PPT function W, the witness recogniser, and a message m.
It outputs a ciphertext ct, a blockchain witness encryption.
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Decryption. m/L « Dec(B, ct,w) in input a blockchain state B, including the
a public value pv, a ciphertert ct a witness w, it outputs a message m or L.

Correctness. An BWE-scheme is correct if for honest parties ¢ and j, PPT
function W, and witness w such that W (w) = 1 the following holds with over-
whelming probability: if party ¢ runs ct < Enc(B, W, m) and party j starts
running Dec(B,ct,w) in B evolved from B, then eventually Dec(B, ct,w)
outputs m.

Security. We establish a game between a challenger C and an adversary A. In
section 2.1 we described how A and Z execute a blockchain protocol. In
addition, we now let the adversary interact with the challenger in a game
Game'}f‘_ﬂ'%’é which can be summarized as follows.

1. (pv,td) < Gen() and put pv on the blockchain.

2. A executes the blockchain protocol I" together with Z and at some round
r chooses a blockchain B, a function W and two messages mo and mq
and sends it all to C.

3. C chooses a random bit b and encrypts the message my, with the param-
eters it received and sends ct to A.

4. A continues to execute the blockchain until some round 7 where the
blockchain B is obtained and the A outputs a bit b’.

The adversary wins the game if it succeeds in guessing b with probability
notably greater than one half without W (Extract(td, B, ct, W)) = 1.

EtF from BWE. We first show the trivial direction of getting EtF from BWE.
Let ITgwe = (Gengwe, Encgwe, Decgwe) be an BWE scheme. Recall that one wins
the lottery if lottery(B,sl,R,sk) = 1. We construct a EtF scheme. To encrypt,
let W be the function W (w) = lottery(B, sl,R,w) and output Encgwe (B, W, m).
If winning the lottery for (sl, R) then let w be the secret key winning the lottery
and output Dec(B, ct,w). The proof is straightforward.

BWE from EtF. We now show how to construct BWE from EtF. Let
(Enceer, Deceir) be an EtF scheme. Assume a blockchain with Turing complete
smart contracts which can be programmed to send, receive, and reject stake. As-
sume furthermore that if a constant fraction of the stake is moved to an account
then within a polynomial number of slots it will begin winning the lottery with
constant probability.

We assume that the contract C' of an account is hardcoded into the account
when created and cannot be changed. We also need to assume that the blockchain
reaches all slot numbers such that there is an independent chance to win at
all slot numbers. We also need that only polynomially many slot numbers are
reached in polynomial time. We need that the lottery can be filtered such that
only certain accounts can win a given role. We need that the filtering can depend
on the smart contract put on the account when the account was created.

The construction needs a notion of labelled simulation-sound NIZK proof of
knowledge. For such a scheme there is a label connected to a proof and a proof
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of instance x and label L cannot be mauled into a proof of instance x and label

L' # L. This can generically be constructed from an unlabelled scheme simply

by letting the label be part of the instance. Let pv of the BWE scheme be the

CRS of the NIZK and let td be the extraction trapdoor of the BWE scheme.
To encrypt proceed as follows.

1. Create a fresh account vk with a smart contract F and with no stake on it.
Program E with W hard-coded and such that F is willing to receive calls of
the form (TRANSFER, 7, f, F') from any other smart contract D. If D has f
stake available and 7 is a proof of knowledge of w such that W (w) = 1 and
with label F', then accept a transfer of f stake from D and send them to F.

2. Let filter be the filter which only accepts accounts which have no stake ini-
tially and which have smart contracts C' of the form that it will only accept
stake from the account vk created by the encryptor above.

3. Use Encg to encrypt to roles E at slots 2° +j for i = 1,...,x and j =
1,..., k. Use the filter filter.

To decrypt create a new account F' with a contract accepted by filter. Then
use w to transfer stake to F' via F. Note that I is allowed to win the lotteries
used in the EtF encryptions. No matter when the decryption is performed, the
slots of the blockchain will eventually reach the next slot of the form 27 as at
most polynomially many slots were reached already. After this comes  slots in
a row to which the encryptor encrypted using EtF. Each of these is won with a
constant probability. Therefore the probability of not decrypting is negligible.
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Supplementary Material

A Further Preliminaries

A.1 Proof-of-Stake (PoS) Blockchains

In this section, we give an overview of the framework from [GG17] for arguing
about PoS blockchain protocol security.

Blockchain Protocol Execution. Let the blockchain protocol I'V' =
(UpdateStateV, GetRecords, Broadcast) be guarded by a validity predicate V. The
algorithms can be described as follows:

— UpdateState(1?) — bst where bst is the local state of the blockchain along
with metadata.

— GetRecords(1*, bst) — B outputs the longest sequence B of valid blocks (wrt.
V).

— Broadcast(1*,m) Broadcast the message m over the network to all parties
executing the blockchain protocol.

An execution of a blockchain protocol I'V proceeds by participants running
the algorithm UpdateState" to get the latest blockchain state, GetRecords to ex-
tract the ledger data structure from a state and Broadcast to distribute messages
which are added to the blockchain if accepted by V. An execution is orchestrated
by an environment Z which classifies parties as either honest or corrupt. All hon-
est parties executes I’ V(1>‘) with empty local state bst and all corrupted parties
are controlled by the adversary A who also controls network including delivery
of messages between all parties.

— In each round all honest parties receive a message m from Z and potentially
receive incoming network messages delivered by A. The honest parties may
do computation, broadcast messages and/or update their local states.

— A is responsible for delivering all messages sent by honest parties to all other
parties. A cannot modify messages from honest parties but may delay and
reorder messages on the network.

— At any point Z can communicate with adversary A or use GetRecords to
retrieve a view of the local state of any party participating in the protocol.

The result is a random variable EXECT" (A, Z,1*) denoting the joint view
of all parties (i.e. all inputs, random coins and messages received) in the above
execution. Note that the joint view of all parties fully determines the execution.

We define the view of the adversary as viewA(EXECFV (A, Z,1%)) and the view of

2
the party P; as viewp, (EXEC (A, Z,1%)). If it is clear from the context which
execution the argument is referring to, then we just write view;. We assume
that it is possible to take a snapshot i.e. a view of the protocol after the first
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r rounds have been executed. We denote that by view" < EXECIV(A, Z,17).
Furthermore, we can resume the execution departing from this view and continue
until round 7 resulting in the full view including round 7 denoted by view” <

EXECh e ) (A, Z,1%).

We let the function stake; = stake(B,:) take as input a local blockchain B
and a party P; and output a number representing the stake of party P; wrt. to
blockchain B. Let the sum of stake controlled by the adversary be stake4(B),
the total stake held by all parties stakeiotal(B) and the adversaries relative stake
is stake-ratio4(B). We also consider the PoS-fraction u-stakefrac(B,¢) as the
amount of unique stake whose proof is provided in the last £ mined blocks. More

precisely, let M be the index i corresponding to miners P; of the last ¢ blocks

in B then
> e Stake(B, )
stakeiotal

u-stakefrac(B, ¢) =

A note on corruption. For simplicity in the above execution we restrict the
environment to only allow static corruption while the execution described in
[PSs17] supports adaptive corruption with erasures.

A note on admissible environments. [PSs17] specifies a set of restrictions on A
and Z such that only compliant executions are considered and argues that certain
security properties holds with overwhelming probability for these executions. An
example of such a restriction is that A should deliver network messages to honest
parties within A rounds.

Blockchain Properties. We recall that running a protocol IV with ap-
propriate restrictions on A and Z will yield certain compliant executions
Exec’” (A, Z,1*) where some security properties will hold with overwhelming
probability. An array of prior works, including [GKL15,PSs17], have converged
towards a few security properties that characterizes blockchain protocols. These
include Common Prefix or Chain Consistency, Chain Quality and Chain Growth.
From these basic properties, a number of stronger properties were derived in
[GG17]. Among them, is the Distinguishable Forking property which will be the
main requirement when introducing the EtF scheme.

Definition 13 (Common Prefix). Let « € N be the common prefix parameter.
The chains By, Ba possessed by two honest parties Py and Py in slots sl; < slo
satisfy Bg“ < Bs.

Definition 14 (Chain Growth). Let 7 € (0,1], s € N and let By, Bs be as
above with the additional restriction that sly +s < sla. Then len(By) —len(B;1) >
Ts where T is the speed coefficient.

Definition 15 (Chain Quality). Let 4 € (0,1] and k € N. Consider any set
of comsecutive blocks of length at least k from an honest party’s chain B1. The
ratio of adversarial blocks in the set is 1 — p where p is the quality coefficient.
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Stake Contribution Property. At a high level, the sufficient stake contribution
property states that after sufficiently many rounds, the total amount of proof-of-
stake in mining the £ most recent blocks is at least S fraction of the total stake
in the system.

Definition 16 (Sufficient Stake Contribution). Let suf-stake-contr be the
predicate such that suf—stake—contrz(view75) = 1 iff for any round r > £, and
any party i in view that is honest at round r with blockchain B, we have
u-stakefrac(B, ¢) > 3. A blockchain protocol I' has (B(-), lo(-))-sufficient stake
contribution property with adversary A in environment Z, if there is a negligible
function negl(-) such that for any A € N, £ > £y, it holds that

Pr | suf-stake-contr’ (view, B(\)) = 1 | view < EXEC’'(4, Z, 1A)] >1 - negl())

Bounded Forking Property. Roughly speaking, the bounded forking property
requires that no efficient adversary can create a sufficiently long fork so that its
total amount of proof of stake is higher than a certain threshold. In more detail,
it states that for property parameters a;, ¢, {2, the proof-of-stake fraction in the
last ¢5 blocks in any adversarially created fork of length at least ¢; + ¢5 should
not be more than «a.

Definition 17 (Bounded Stake Forking). Let bd-stake-fork be the predicate
such that bd-stake-fork“2) (view, a) = 1 iff for any round r > 7, and any pair
of parties 1,7 in view such that i is honest at round r with blockchain B and j
is corrupt in round 7 with blockchain B, if there exists ¢! > {1 + U such that
B/Y < B and for all { < ¢', BI* £ B, then u-stakefrac(B, ¢’ — (1) < a.

A blockchain protocol I has (a(-), £1(+), £2(+))-bounded stake forking property with
adversary A in environment Z, if there exists negligible functions negl(-) and ()
such that for any A € N, £ > £1(\), £ > €5(N\), it holds that

Pr [bd—stake—fork(é’i) (view, a(A) + 3(N\)) = 1| view EXECT (4, Z, 1’\)] > 1—megl())
Definition 18 (Distinguishable Forking). A blockchain protocol I' satisfies
(a(*), B(+),£1(-), £2(+))-distinguishable forking property with adversary A in envi-
ronment Z, if there exists negligible functions negl(-), 6(-) such that for every

A €N, L > L1(N), > ly(N) it holds that

a(A) +6(A) < B(A) A
Pr suf-stake-contr’(view, B(\)) =

n LA |view < EXECT(A, Z,1*)| > 1—negl())
bd-stake-fork“:*) (view, a(\) + (X)) = 1

A.2 (Threshold) Identity Based Encryption

We recall the definition of an identity-based encryption (IBE) scheme [BFO1].
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IBE An IBE scheme II|gg consists of the following algorithms:

Setup(1*). The setup algorithm takes as input a security parameter A and re-
turns a master key msk together with some publicly known system parame-
ters sp including a master public key mpk, message space M and ciphertext
space C. We assume that all algorithms takes sp as input implicitly.

IDKeygen(msk, ID). The identity key-generation algorithm takes as input msk
and an identity ID € {0, 1}*, and returns a decryption key skip for ID.

Enc(ID,m). The encryption algorithm takes as input an identity string ID €
{0,1}* and m € M. It returns a ciphertext ct € C.

Dec(ct, skip). The decryption algorithm takes as input ¢t € C and a decryption
key skip. It returns m € M.

Correctness. An IBE scheme IIjgg should satisfy the standard correctness
property, namely for skip < IDKeygen(msk,ID) and for any m € M, we
must have:

Dec(Enc(ID, m), skip) = m.

where (mpk, msk) < Setup(1*)

Security. We use adaptive-identity security [BF01]. After the challenger runs
the setup algorithm, the adversary has access to an oracle Ong that on
input any id, returns sk;q. A may query the oracle on arbitrary identities of
its choice even before selecting the messages mg, m;. More formally, we say
that IIgg is secure if any PPT adversary A4 has only negligibly greater than
1/2 probability of correctly guessing the bit b in the following game:

1. The challenger runs Setup and outputs sp to A.
2. A may query the oracle Onek that on any input id returns skq.
3. A outputs a target identity id* and two equal-size messages mg, m; € M.
4. The challenger selects a random bit b and outputs ¢* < Enc(id*, my) to
A.
5. A may continue to query Opns on any input id # id*.
6. A outputs b'.
where O (ID) outputs IDKeygen(msk, ID).

Constructing TIBE from IBE and Homomorphic Secret Shar-
ing. Assume a secure IBE = (Setup,|DKeygen, Enc,Dec). We can trans-
form it into a threshold IBE using homomorphic secret sharing algorithms
(Share, EvalShare, Combine). A homomorphic secret sharing scheme is a secret
sharing scheme with an extra property: given a shared secret, it allows to com-
pute a share of a function of the secret on it. It has the following syntax (which
we specialize for the IBE setting):

— Share(msk, k,n) — (msky, ..., msk,) shares the secret.

— EvalShare(msk;, f) — y; obtains a share for f(msk) where f is a function.
— Combine((y;)ier) — y* where T is a set with size above threshold.
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We assume all the algorithms above take as input the master public-key for

simplicity. The correctness of the homomorphic scheme requires that running

y; < EvalShare(msk;, f) on msk; output of Share and then running Combine on

(a large enough set of) the y;-s produces the same output as f(msk). We also

require that Combine can reconstruct msk from a large enough set of the msk;-s.
The construction for threshold IBE is now straightforward:

— at setup time, we produce shares msky, ..., msk, of the master secret key
using the Share algorithm on the master secret key output of Setup.

— encryption is syntactically and functionally the same in both cases.

— to produce a partial secret-key for a certain id, we just run sk;D —
EvalShare(msk;, IBE.IDKeygen(mpk, -, ID)).

— for decryption, given enough shares for an ID ID, we run on them algorithm
Combine to obtain skjp; we then simply run IBE.Dec.

Threshold IBE security. If the homomorphic secret sharing supports up to a
threshold k, then we obtain analogous properties for the threshold IBE construc-
tion. In particular the threshold IBE satisfies the following simulation proper-

ties for any n and threshold k& supported by the homomorphic secret sharing

scheme!©,

Master secret-key share simulation. For any PPT adversary A there exists a
simulator Simpg such that the following two distributions are indistinguishable.

{(mpk, (msk;)ies....) :(mpk, msk) < IBE.Setup(1*);
Secorr  A(mpk); (msk;);en < Share(msk, n, k)} ~
{(mpk, (msk;)ics....) :(mpk, msk) < IBE.Setup(1*);
Seorr 4= A(Mpk); (Mski)ic 5o, <= Simmsk (MPk, Scorr, 1, k) }

Key-generation simulation. For any PPT adversary there exists a simulator
Simy such that the following two distributions are indistinguishable.

{(mpk, (sk'iD),»e[n]) :(mpk, msk) < IBE.Setup(1*);
Secorr < A(mpk); (msk;);en < Share(msk, n, k);
ID «+ A(mpk, (msk;);cs.... );
sk!® < EvalShare(msk;, ID) for i € [n]} ~
{(mpk, (sk'iD),»e[n]) :(mpk, msk) « IBE.Setup(1*);
Secorr < A(mpk); (msk;);en < Share(msk, n, k);
ID = A(mpk, (Msk;)ic Seor );
(SkliD)ie[n] A Simkg(mpkv (msk;)ieSeor» ID) }

10 The security of this type of construction is proven for example in [Nie03] to which
we defer the reader for details.
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Robustness of TIBE. We assume a robust threshold IBE scheme, where we can
verify that each of the ID-specific shares are authenticated, i.e. they have been
produced by a party with the related master secret key share. This property
can be obtained by assuming an underlying secret sharing scheme which is itself
robust. This in turn can be obtained by attaching a NIZK or a homomorphic
signature to the share.

TIBE with Proactive Secret Sharing. We assume our TIBE to allow for the
shares of the master secret keys to be reshared among the committee members
which evolve through time. With this goal in mind we can consider a proactive
secret sharing scheme which includes a handover (each committee member can
reshare its share) and reconstruction stage (committee members in a new epoch
can reconstruct their secret from the output of the handover). We can directly
extend a TIBE with such syntax. The resulting scheme should provide the same
simulation properties as the ones described above for the non proactive case.

A.3 Smooth Projective Hash Function (SPHF)

Let Lipar be a NP language, parametrized by a language parameter lpar, and
Rapar € Xipar be its corresponding relation. A Smooth projective hash func-
tions (SPHF's, [CS02]) for Lipar is a cryptographic primitive with this prop-
erty that given lpar and a statement x, one can compute a hash of x in
two different ways: either by using a projection key hp and (x,w) € Ripar as
pH < projhash(lpar;hp,x,w), or by using a hashing key hk and x € Xypa as
H < hash(1par; hk, x).

Definition 19. A SPHF for {Lipar}tipar s a tuple of PPT algorithms
(setup, hashkg, projkg, hash, projhash), which are defined as follows:

setup(1*): Takes in a security parameter A and generates the global parameters
pp together with the language parameters lpar. We assume that all algo-
rithms have access to pp.

hashkg(lpar): Takes in a language parameter lpar and outputs a hashing key
hk.

projkg(lpar; hk,x): Takes in a hashing key hk, lpar, and a statement x and
outputs a projection key hp, possibly depending on x.

hash(1par; hk,x): Takes in a hashing key hk, lpar, and a statement x and out-
puts a hash value H.

projhash(lpar;hp,x,w): Takes in a projection key hp, lpar, a statement x, and
a witness w for x € Lipar and outputs a hash value pH.

A SPHF has to fulfill two properties:

Correctness. For all x € Lip.; and their corresponding witnesses w, we have
that hash(1par;hk, x) = projhash(1lpar;hp, x,w).

Smoothness. For any lpar and any x ¢ Lipar, the hash value hash(1par; hk, x)
is indistinguishable from a random element in the set of hash values.
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B ECW from [DS15]

While general constructions of witness encryption
(WE) [GGH13a,GGH*13b,GLW14] are impractical, Derler and Slamanig [DS15]
puts forward a notion inspired by the standard definition of WE, but weakened
by having one extra round. A standard WE scheme consists of two algorithms
Enc and Dec (ignoring the setup phase), wherein a user, in a single flow, can
encrypt a message m under a specific statement x and produce a ciphertext ct. A
recipient of ct is then able to recover the message if they know a witness w which
certifies the truth of x. The weakened variant of WE in [DS15] is associated
with a proof system IT = (Setup,Prove, Verify) and consists of two rounds:
in the first round, a recipient computes and broadcasts m <+ Prove(crs, x,w).
Later, a user can verify the proof and encrypts a message m under (x,m) if
Verify(crs, x,m) = 1.

In this section, we show how to realize ECW from [DS15] and provide addi-
tional details on their constructions for the sake of completeness.

ECW with respect to Groth-Sahai NIZK Proofs. Groth-Sahai (GS)
proofs work by using dual-mode commitments that are homomorphic with re-
spect to group operations and consist of two setup algorithms. If the commitment
parameters are generated by the first algorithm, one obtains perfectly binding
commitments. In contrast, the second algorithm generates the parameters in a
way that leads to perfectly hiding commitments. The GS protocol aims at con-
vincing a verifier that a set of equations are satisfied by the values inside the
commitments. The prover gives to the verifier a proof containing commitments
to the witness together with some additional group elements. Given such a proof
and based on the linearity of GS commitments, one can encrypt a message with
respect to the commitments used within the proof using a smooth projective hash
function (SPHF) for linear languages (see Appendix A.3).

Let us give more details. The commitment parameters in the perfectly binding
mode ! are group elements [U1], [Us], [Us] € G x G x G? defined as follows:

(U] = (], [0],[1]) [Uz] = ([0], [m2], [1])
Us] = 73 - [Ur] + 74 - [Ua] = ([Tu73], [T274], [T3 + 74])

$ . .
where 71, 79, T3, T4 < Zg4. Setting these parameters, a commitment to a message
m € G is by choosing 71,729,713 & Z4 and computing

cm,, = ([0], [0], [m]) + r1Uy + roUs + r3Us
= ([r1(r1 + 7373)], [T2(r2 + 7a73)], [m + 11 + 7o + 73(73 + T4)]).
Now let 1par = ([Uy], [Us], [Us]) and define
Lipar = {([m],cmy,)|3(71,72,73) € Zg s emy, = ([0], 0], [m])+r1U1+r2Us+r3Us}
11 Here we only focus on the perfectly binding mode. All the explanations can also be

applied to the perfectly hiding mode in a straightforward manner.
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It is not hard to see that L.y is a linear language and therefore a SPHF for
it can be constructed as follows:

setup(1*): Run the bilinear group generation algorithm and let pp be the bilinear
group description. Also, set the language parameters 1par = ([Ui], [U2], [Us])
as defined above.

hashkg(1lpar): Choose aq, s, as & Z3 and return hk = (a1, az, a3).

projkg(1lpar; hk,x): Parse 1par as ([Uy],[Us], [Us]) and hk as (a1, a2, a3). Return
hp = (v1,72,73) € G, where

1 = ai[n] + [as]; Y2 = ag[m] + [as]

v3 = a1[T173] + ao[TaTa] + g3 + T4

hash(1par; hk, x): Parse the statement x as ([m],cm,, = ([u], [v], [e])), and hk as
(a1, @2, a3). Return H computed as H = [u] - a1 + [v] - ag + ([e] — [m]) - as.

projhash(lpar; hp, x,w): Parse hp as (y1,72,73) and w as (rq1,r2,73). Return pH
computed as pH = y171 + Y272 + Y373.

We refer the reader to [DS15] for the security proof of the above SPHF.

Equipped with this construction, one can now construct an ECW by encod-
ing the lottery statement into vectors of commitments satisfying pairing-product
equations (PPEs). In more details, the construction works as follows. All re-
ceivers who have sky, ; such that lottery(B,sl,R,skz, ;) = 1 publish a GS proof ;
that they have such secret key skr ;. The encrypting party encodes the lottery
predicate into a set of pairing-product equations (PPEs) and encrypts the mes-
sage under each of these GS proofs using the SPHF scheme described above. We
note that this construction can be used for any type of algebraic lottery that
can be represented as a set of pairing product equation (e.g., algebraic VRF-
based lotteries). Moreover, while this can be seen as a weaker variant of ECW
where the (claimed) winners are required to send a proof of winning the lottery
in advance and thus requires an extra round of communication, it results in a
construction with significant improvement on the ciphertext size published by
the encrypting party, i.e., only linear in the number of winners receiving the
message.

C Further Details on YOSO MPC

C.1 Extended Lotteries

So far the probability of winning a role can depend on the slot sl, the role R,
and the lottery witness sky, ;. The dependence can be arbitrarily complex. We
sometimes need to assume that the lottery shows some level of structure to be
able to ensure that a given set of roles has enough honest machines winning
them.
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Smooth Lotteries. First we define that a lottery has individual winning prob-
abilities if for a given sl and a given account sk there exist a probability p such
that it holds for all R that Pr[lottery(B,sl,R,sky ;) = 1] &~ p. This is the case for
most PoS lotteries as the probability of winning depends only on the stake that
skz,; has in a given slot.

We will also need to assume independence of winning events. It is useless
for the sake of using, e.g., the law of large numbers if in a given slot either all
honest parties win a role or none win a role. We typically needed that except
with negligible probability some large enough fraction wins roles.

We require that for all sl and all (R;,skp;) and (Rj,skp;) #
(R,skr; it holds that Pr[lottery(B,sl,R;,skr ;) = 1]lottery(B,sl,R;,skz ;)] ~
Prllottery(B,sl,R;,sky ;) = 1]. We extend this to n-independence where the
probability of an account winning a role does not depend on the outcome of
n — 1 other lotteries in the same slot.

We call a lottery with individual winning probabilities and n-independence
an n-smooth lottery. For an n-smooth lottery we can compute the probability
that a set of up to n roles are won by honest parties directly from the individual
winning probabilities of the slot.

Hardness Adjustment. We will sometimes need to assume that the hardness
of the lottery can be adjusted. This can in principle be captured in the current
formalism lottery(B,sl,R,skz, ;) as we could have some roles be harder to win.
This would however ruin individual winning probabilities so we prefer an explicit
notation for it. We assume a new parameter hard € [0, 1] which can be used to
control hardness of the lottery. For simplicity assume that hard € [0,1]. We
require that

Pr[3sk (lottery(B, sl, R, sky, ;, hard) = 1)] ~ hard .

A more realistic model would have to assume that the probability can be con-
trolled to be in some interval, e.g., [hard/2, 2hard], but nothing essential is lost
in assuming the simplistic model in this work where the focus is on EtF and
not intricacies of the lotteries themselves. Scaling of hardness is typically easy
to construct as most PoS lotteries give each party a pseudo-random number and
say that the party won if the number is below some threshold. One can use
hard to adjust the threshold. We assume that adjusting the hardness maintains
n-smoothness.

Filtering. Another possible extension is having an extra parameter filter which
is a PPT predicate filtering the lottery. Given an account sk ; we assume it
can be computed in PPT from the information on B and the public parame-
ters pkL’i associated to sk, ;. In particular, filter does not need sk, ; to be effi-
ciently computable. We require that filter(B, sk, ;) outputs T or L. We require
from the lottery that if filter(B, sk ;) = L then lottery(B,sl, R, sky, ;,filter) =
0. If filter(B,sky;) = T, then we require that lottery(B,sl, R,sky, ;, filter) =
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lottery(B, sl, R, sk, ;). Since the filter can be computed in PPT given the
blockchain it is typically trivial to augment existing lotteries with a filter. We can
simply let the lottery predicate include a check of the filter. We could again cap-
ture this in the existing formalism simply by letting lottery(B,sl, R, skz, ;) ignore
the filtered winners, but this would again ruin individual winning probabilities
of the underlying mechanism.

Honest Majority. When realizing YOSO MPC, we must show that a lottery
selects parties for roles in such a way that achieve honest majority among roles,
according to the corruption statuses defined in Section 6.5. For simplicity of the
discussion we assume an n-smooth lottery, where we can control the hardness.
Assume that we set the hardness such that a given role is won with probability
¢. It is easy to see that when we have n-smoothness then if there is probability ¢
that a role is won, then there is about probability ¢? that it is won twice, giving
a MALICIOUS role. Clearly there is probability 1 — ¢ that it is not won, giving a
CRASHED role. The expression ¢ + 1 — ¢ has a minimum of 75%, so 75% of all
roles will be malicious or crashed even if we start with perfect honesty. We can
therefore never expect to get honest majority. The trick is to design protocols
which can tolerate many crashed parties as long as there are more honest parties
than corrupted parties among the non-crashed parties.

Assume a lottery where a unique winner is honest with probability % +e In
that case the probability that a role is won by a single honest winner is ¢(3 + €).
The probability that the role is won more than once is about ¢/(1 — ¢) by
an application of a geometric series. The probability that it is won by a single
corrupted party is qb(% —¢€). To have more honest parties than corrupted parties
in expectation we therefore need that ¢(3 +¢€) > ¢/(1 — ¢) + ¢(3 — €), which
solves to ¢ > 1 —2¢e. By picking ¢ = 1—2¢e+ 9 for a positive constant we get that
the expected number of honest parties is h = ¢( % + ¢)n and that the expected
number of corrupted parties is t = (¢/(1 — ¢) + ¢(3 —€))n and that h —t > 2yn
for a positive constant ~y.

By setting H = h—~n and using a Chernoff bound and n-smoothness we can
pick n large enough to ensure that there are more than H honest parties except
with negligible probability. By setting T" = t 4+ yn and picking n large enough
we can similarly ensure that there are less that T' corrupted parties except with
negligible probability. Note that H > T. Hence, we can satisfy Definition 10 of
Section 6.5.
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