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Persistent Homologies 
topological analysis of reconstructions 
and their neural net projections
with and without an adversarial attack

PH0: entropy of 0th order homology 
(connected components)

PH1: entropy of 1th order homology 
(holes)

There is potential for attack detection 
but more research needed.
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VQ-VAE part 

of OpenAI
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Conclusion
VQ-VAE saves 4x 
bandwidth for the 
same accuracy, 
equal robustness
to attacks, and has 
the possibility of full 
accuracy for the 
same bandwidth 
due to its generative 
nature
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Use generative models 
for compression!

[1] W. Williams et al., “Hierarchical quantized autoencoders,” in Intern.
Conf. on Neural Information Processing Systems (NIPS), 2020.
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