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Abstract 

 

Blockchain has disrupted the architecture of financial transactions more than any other 

innovation in the last decade. The tokenisation of real-life assets is explored in many corners 

of the capital markets, including the securitisation market. Howbeit, European Law, may not 

be sufficiently equipped to shelter the particularities of Distributed Ledger Technology (DLT). 

This paper constitutes a qualitative legal analysis of securitisation on blockchain in the Capital 

Markets Union. The primary question assesses European law's proclivity to accommodate 

securitisation on a blockchain. The focus lies herein firmly on disclosure requirements and 

continuous data reporting because DLT may streamline conventional channels. Potential 

implementations of blockchain precede the legal discussion as they lead to contrasting 

observations. Benefits and challenges for issuers, investors and regulators are displayed in an 

attempt to underline the utility of implementing blockchain. 

In summary, the paper studies the implementation, the impact, and the level of 

harmonisation with the existing law of securitisation on a blockchain. The amalgam of 

securitisation and DLT is relatively new, resulting in the scarcity of legal documents to consult. 

Hence, most observations are derived through deductive reasoning by juxtaposing existing law 

and the singularities of blockchain. The Securitisation Regulation, Markets in Financial 

Instruments Directive, Prospectus Regulation, Anti-Money Laundering Directive, Central 

Security Depository Regulation and DLT Pilot Regime constitute the foundation of this 

analysis. In terms of implementation, the paper recognises permissioned blockchains and 

tokens as most suitable to comply with legal provisions. Furthermore, the paper observes that 

European securitisation law does not obstruct the use of blockchain as a data reporting tool for 

private securitisation, whereas some legal barriers are identified for public offerings. Other 

legal issues emanate from general questions relating to the issuance, trading, and settlement of 

tokenised securities.  

Enhanced risk monitoring and standardisation are expected advantages of 

implementing DLT as a data layer for securitisation. Apart from legal issues, the nascency of 

DLT and interoperability with traditional software are considered significant challenges for 

large-scale adoption. Thus, the most vital catalyst may be trusting the integrity of the 

technology. 

              

              Keywords: Securitisation, Distributed Ledger Technology, Blockchain, European 

Regulation, Security Tokens 
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1. Introduction  

Over the past decade, no innovation has stirred up the traditional architecture of 

finance more than Distributed Ledger Technology (DLT). Once debated among innovators and 

crypto evangelists, Blockchain and Bitcoin have become global buzzwords that reached even 

the most conservative media outlet. It all started in 2009 when Bitcoin was released by a group 

or individual pseudonymously referred to as Satoshi Nakamoto (BlockstreetHQ Team, 2018). 

To this day, Nakamoto has become a vibrant synonym of financial freedom antagonising the 

traditional idea of centralised money issuance. Nakamoto, compared to Prometheus by some, 

gave humanity the fire to shape its own money. The narrative of decentralised money grew in 

a particularly fertile soil because the Global Financial Crisis of 2008 showed the world the 

system’s shortcomings, and people simply lost trust in financial institutions, including central 

banks.  

Securitisation catalysed the crisis by adding massive leverage and speculation to a 

housing bubble which originated from a low-interest rate environment and utterly reckless 

underwriting standards (European Parliament, 2015). This was additionally exacerbated by 

misaligned incentives between originators and investors and erroneous risk models (European 

Parliament, 2015). While it may require some financial literacy to see the role of securitisation 

in the big picture, it requires less cognitive effort to understand that former practices were 

inherently flawed. The European Union recognised the necessity to reform the securitisation 

market and raised capital requirements and disclosure obligations. In 2017, all these obligations 

converged into one homogenous legal source, i.e. the Securitisation Regulation (SECR). 

Nonetheless, the bad stigma of securitisation left permanent stains on the Capital 

Markets Union. The volume of US securitisation has tripled since 2007, while European 

securitisation declined nearly 73% from its pre-crisis level (Janse & Strauch, 2021). Healthy 

securitisation is an important channel to diversify risk, boost loan origination and create 

liquidity (European Commission, 2015). Hence, there are reasonable arguments for reviving 

the practice in Europe. This led to the assumption that DLT might be suitable to replace 

conventional data delivery channels of the securitisation process. This paper argues that the 

idiosyncratic characteristics of DLT, i.e. transparency, audibility and immutability, have the 

potential to disentangle the complex, almost enigmatic structures of securitisation by leaving a 

fully traceable digital trail of transactions. This should be possible through the process of 

tokenisation, i.e. the representation of “ownership and/or other rights” as a token on a 

blockchain (Wandmacher & Wegmann, 2020). In the case of securitisation, the token 
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represents a fraction of a pool of cashflow generating assets with a certain maturity and a 

specific interest rate.  

Furthermore, DLT offers the benefit of programmability, which creates a level of 

automation that may not have been possible with legacy software (Wandmacher & Wegmann, 

2020). The paper attempts to expose how this facility may enhance the securitisation process 

and regulatory compliance on multiple accounts. At first impression, the traditional structuring 

process of securitisation, i.e. the packaging of receivables into tranches, may be simplified 

through blockchain technology. Additionally, legal and contractual provisions may be enforced 

through smart contracts that execute automatically when their conditions are met.  

The central part, however, consists of assessing the disposition of European regulation 

to accommodate securitisation on a blockchain. This implies illustrating how DLT may be 

implemented and why this leads to contrasting legal examinations. For instance, public and 

private securitisations are not subject to the same legal requirements. Hence, different 

conditions apply to the implementation of blockchain as well. 

In terms of structure, the paper dedicates a fair amount of energy to explaining the 

technical elements of securitisation and DLT. Securitisation itself is a complex financial 

transaction involving multiple entities who each bear their share of obligations. DLT, on the 

other hand, is equally sophisticated and adds a terminological predicament. Therefore, the 

paper starts by giving a concise introduction to securitisation, followed by a resume of legal 

provisions that arise during the offering, trading and settlements of the securities.  

The second Title commits to explaining the benefits of securitisation, which should 

illustrate that robust securitisation has considerable macro and microeconomic advantages.  

A particular focus resides on the detrimental consequences of careless securitisation, 

which fuelled the 2008 Financial Crisis. Chapter 2.4. provides a chronological overview of the 

factors leading to the crisis and emphasises the negative impact of securitisation. This should 

delineate the importance of a stringent legal framework based on adequate information 

disclosure that prevents the recurrence of pre-crisis practices.  

The third Title introduces DLT, the different types of blockchains, the utility of smart 

contracts and the actual securitisation transaction on a blockchain. Hence, the first chapters of 

the second Title are very technical and may require extensive reading for blockchain novices. 

Nonetheless, they should be regarded as non-exhaustive descriptions of the technology. 

Moreover, specific DLT-related disclosure requirements are identified, which may not be 

neglected in the offering document of the securities. The Title finishes with the benefits and 

challenges of implementing DLT. 
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Tokenised financial instruments are subject to the entire plethora of Union legislation 

according to the DLT Pilot regime (Regulation 2022/858, Article 2). The ruling is 

constitutional for this paper because it paths the ground to discuss the application of existing 

law and DLT. The legal study bifurcates into two branches. Title 4 focuses solely on the SECR 

and its supplementing technical standards regulations. Title 5, on the other hand, examines 

multiple legal documents that relate to the issuance, trading, settlement and custody of 

tokenised financial instruments. These texts contain, while not exclusively, provisions that 

apply to securitisation undertakings such as anti-money laundering, know-your-customer, 

information disclosure and specific regulation for DLT market infrastructures. Disclosure 

requirements constitute a recurring element of this paper and therefore comprise a significant 

proportion of this dissertation. They are vital for the initial offering of a security and 

compulsory during the life of a structured product. Thus, the paper assigns great curiosity to 

the symbiosis of blockchain and disclosure.  

Last, Title 6 states a general outline of the findings of this paper. It renders a summary 

of the main observations regarding the implementation, the impact and the legal questions 

orbiting securitisation on blockchain.  

The conclusion summarises the essence of this paper and articulates personal 

inclinations.  

2. The Securitisation of Assets  

2.1. Introduction to Securitisation 

Securitisation refers to the process of pooling fixed-income assets in a legal entity to 

create a security. The securities are placed in tranches with various risk levels and sold to 

investors who receive cash payments corresponding to the yield they generate. 

Many types of cash flow-generating assets can be securitised, but in practice, they are 

primarily loans made of mortgages or other types of receivables like credit card debt.  

Securitisation is mainly known for its infamous role in the 2007 subprime crisis. 

However, the process started already in 1970 in the United States when the Government 

National Mortgage Association, called Ginnie Mae, sold the first residential mortgage-backed 

securities (RMBS) (Kaplan, 2014). As the name suggests, those securities were backed by a 

pool of residential mortgages and guaranteed by the government. The first private securitisation 

was an RMBS issued by the Bank of America in 1977 (Kaplan, 2014). European Banks began 

securitising loans in the 1980s (Kaplan, 2014). 
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Modern securitisation has come a long way from its origins in the seventies, as almost 

every income-generating asset can be securitised. An exotic illustration would be the revenue 

generated from David Bowie’s albums or movie royalties from the James Bond franchise 

(Kothari, 2006). 

Two types of securitisations exist: true sale and synthetic. True sale securitisation refers 

to the effective transfer of receivables from an originator to a different legal structure, i.e. a 

special purpose vehicle (SPV) (Delivorias, 2016). Synthetic securitisation, however, is the 

process of buying credit protection from an investor for a portfolio of loans (Delivorias, 2016). 

The main difference is that true sale securitisation entails the legal transfer of property, whereas 

synthetic securitisation only allows the transfer of credit risk from a pool of exposures 

(Delivorias, 2016). 

This distinction is established because only legislation of true sale securitisation will be 

analysed and compared to tokenisation in this paper.  

Securitisation is an essential tool for capital markets as it allows to diversify risk among 

other entities and free capital that was initially destined to cover those risks (European 

Commission, 2015). 

Consequently, entities like banks can make additional loans with the new capital, which 

ultimately benefits economic growth (European Commission, 2015). 

This simplified picture of securitisation will now be complemented by a detailed 

description of the process as well as the expected benefits and criticism.  

2.2. The Life Cycle of Securitised Instruments 

2.2.1. The Process of Securitisation 

There are three essential elements to the process of securitisation, i.e. income-

generating assets, an originator who owns the claims and pools them in an SPV and investors 

who purchase those assets and thus have a claim on the cash flow of the assets (European 

Commission, 2015). 

The receivables can be mortgage loans, student debt, toll roads or even music royalties, 

as illustrated before. The vital point is that they are homogeneous and pooled in a vehicle which 

purchases them. This SPV or securitisation special purpose entity (SSPE) is a legal entity 

(company/trust/fund) and serves exclusively to acquire the legal and beneficial interests in the 

receivables. The purpose of this transaction is to create a bankruptcy remote orphan structure 

which cuts any affiliation with the originator of the loans (Killourhy, 2018). This type of 

transfer is called true sale and is governed by the purchase agreement between the seller of the 
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receivables, i.e. the originator and the SPV. This agreement assures future investors of the 

securitised assets that any bankruptcy of the originator has no incidence on insolvency 

procedures (Killourhy, 2018). Specifically, this means that investors are protected from any 

future claims from creditors of the originator on the securitised assets.  

First, the originator sells the receivables to the SPV, which issues notes or certificates 

representing the investor’s beneficial interest in the pool of revenues (Kothari, 2006). As assets 

back those notes in the pool, they are called asset-backed securities (ABS) (Delivorias, 2016). 

If, however, the collateral of the pool is constituted by mortgage loans, they are referred to as 

mortgage-backed securities (MBS) (Delivorias, 2016). 

Hence, the owner of the security receives periodic payment corresponding to the 

principal plus interest. In the case of an MBS, those payments are derived from an underlying 

mortgage loan. An asset servicer manages the collection of principal and interest from the 

initial borrower called the obligor. He is usually unaware that his debt was repackaged with 

other loans and sold to a third party (PwC Luxembourg, 2020). 

The servicer’s job is regularly outsourced to third parties, especially if the institution 

holds non-performing loans (NPLs) that bear a high risk of default (PwC Luxembourg, 2020). 

Talking about risk ultimately leads to another crucial entity of the securitisation ecosystem, i.e. 

credit rating agencies. Rating agencies analyse the underlying assets of a securitisation position 

to determine the credit risk and consequently give it a grade. A classic MBS pool can hold over 

1000 mortgage loans, making the assessment of the actual risk troublesome and costly (Araj, 

2021). The impact of credit rating agencies in the financial crisis of 2008 will be explained at 

length in Chapter 2.4. The question about transparency and due diligence is a recurring 

leitmotiv throughout this paper and therefore needs comprehensive attention.  

The issuance of asset-backed securities entails the structuring of the exposures. The 

receivables in the pool are put into tranches that each reflect a different credit risk (PwC 

Luxembourg, 2020). On top of the pyramid are the senior tranches, which have a low risk of 

default. They are protected from credit losses because they have priority on the income of the 

portfolio, whereas the lower tranches need to absorb losses in case of default (PwC 

Luxembourg, 2020). At the bottom of the structure is the first-loss tranche, which absorbs the 

first losses and is usually held by the originator of the securitisation. This payment sequence is 

instinctively referred to as a waterfall (PwC Luxembourg, 2020).  

As the risk is more significant for lower tranches, their respective returns are higher. 

Tranching allows the originator to offer exposures with various risk levels and returns which 

is interesting for conservative investors as well as for those seeking high yields. According to 
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a report from PwC Luxembourg (2020), the most common investors in securitised assets are 

pension funds, family offices, insurance funds and investment banks. 

2.2.2. Legal Provisions for Offering and Trading 

The first question an originator should ask himself is to whom the offering is intended, 

i.e. retail or professional clients. Indeed, retail offerings require the publication of a prospectus, 

whereas offerings to professional clients are considered private placements and therefore 

impose the draft of a private placement memorandum (PPM) (Euronext, n.d.).  

In addition, issuing structured products to retail clients requires publishing a key 

information document, KID (Shearman and Sterling, 2018). This requirement stems from the 

PRIIPs Regulation, which stands for packaged retail investment products and insurance-based 

investment products (Shearman and Sterling, 2018).  

The prospectus, the KID and the PPM need to contain material information about the 

offering, such as risks and investor rights. However, the prospectus is subject to ongoing 

disclosure requirements and is more expensive to set up than a PPM (Norton Rose Fulbright, 

n.d.). Therefore, it is evident that securitised products are more accessible to professional 

clients than to retail investors. This fact is additionally confirmed in the securitisation 

regulation, which limits offerings to retail clients in Article 3 (Regulation 2017/2402). 

Article 3, paragraph 1 points (a) and (b) specify that retail clients must perform a 

suitability test per MiFID II. If the retail client is eligible to invest, paragraph 2 of the same 

article limits the client’s exposure to 10% of his portfolio (Regulation 2017/2402). This entry 

barrier for securitised products is reasonable because asset-backed securities are inherently 

complex, and their risk is difficult to assess. However, as professional investors are assumed 

to know the risks of their purchases, regulators do not insist on publishing a prospectus. This 

philosophy is carved into the Prospectus Regulation, which states in Article 1, paragraph 4 

point (a) that public offerings to qualified investors are exempt from prospectus publication 

(Regulation 2017/1129). 

Another choice that issuers bear consists of choosing the trading venue they want the 

securities distributed on. Asset-backed securities can be traded on different types of trading 

venues which are defined in the Markets in Financial Instruments Directive (MiFID II). They 

might trade on a regulated market (RM), a multilateral trading facility (MTF) or an organised 

trading facility (OTF). 

Nevertheless, depending on the type of venue, different disclosure requirements must 

be satisfied. For instance, the Prospectus Regulation stipulates in its title that issuers of 
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securities need to draft a prospectus when offering on a regulated market (Regulation 

2017/1129). However, this requirement does not apply to MTFs or OTFs, making it less 

difficult to offer in these markets (PwC Luxembourg, 2020). Despite the obligation to publish 

a prospectus, offering on a regulated market brings advantages like the “European Passport for 

Issuers” (PLC Global Counsel, 2004). The passport attempts to harmonise European financial 

regulation and allows holders to offer their security on any regulated European market once 

the prospectus has been validated by one Member State (CSSF, 2020). By opening up new 

markets, the offering gets more exposure which ultimately brings in more capital and increases 

liquidity. In practice, big exchanges often operate both a regulated market and an MTF to 

satisfy all demands. For instance, the Luxembourgish Stock Exchange (LuxSE) offers a 

regulated exchange and a multilateral trading facility. Professional segments exist for both 

venues, which are exclusively reserved for qualified investors (Luxembourg Stock Exchange, 

n.d.-a). Offering on a regulated market needs prior publication of a prospectus, approved by 

the national supervisory authority, and grants the issuer the European passport to list securities 

on other RMs (Luxembourg Stock Exchange, n.d.-b). On the other hand, the professional 

segment of an MTF seems better suited for offering asset-backed securities because it does not 

require a prospectus or a KID.  

In summary, issuers of structured products are more inclined to offer to qualified 

investors because they do not need to disclose as much information. Hence, their choice of 

trading venue would likely be the professional segment of an MTF. Nonetheless, if they seek 

retail exposure and a European passport, issuers must comply with the conditions attached to 

regulated markets, i.e. Prospectus Regulation and PRIIPs Regulation.  

2.2.3. The Settlement of Asset-Backed Securities 

Traditional securities are settled by accredited institutions called Central Security 

Depositories (CSDs), which perform a variety of tasks. According to the European 

Commission’s website on CSDs, their primary task is to register and safeguard securities and 

settle transactions after clearing them (European Commission, 2016). In the case of an asset-

backed security, the special purpose vehicle registers the securities with a registrar/transfer 

agent (Wandmacher & Wegmann, 2020), who in turn informs the CSD about the securities. 

The transfer agent and registrar are, most of the time, the same entity (Thomson Reuters, n.d.). 

The transfer agent issues certificates in book-entry form1, and the registrar maintains the 

 
1 Securities whose ownership is recorded in an electronic account instead of a physical certificate. 
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transfer records in a database (Chen, 2020a). They also assure that investors receive periodic 

dividends or interest payments (Chen, 2020a). 

After receiving notification from the registrar/transfer agent about the issuance of 

certificates, the CSD opens a security account for the respective investor. Ultimately, the 

custodian is the effective holder of the securities, and his intervention assures the transfer of 

ownership, i.e. the settlement (Abesamis, 2019).  

In practice, the process from trading to settlement goes as follows. First, buying and 

selling interests get matched on an exchange. The broker of the seller informs the CSD about 

the trade, which will then operate as a central counterparty to both parties (Wandmacher & 

Wegmann, 2020). This service is called central counterparty clearing (CCP) and allows to 

reduce credit and counterparty risk (Clearstream, 2020). In order to execute the clearing 

function, the CSD takes sufficient collateral from the seller and buyer (Bloomenthal, 2020). 

Once the CCP clears the trade, the delivery versus payment (DvP) process is initiated (Twin, 

2020). Hence, the buyer receives the security, and the seller receives the cash equivalent. This 

settlement happens on the European payment network called TARGET2-Securities (T2S) 

which is used by 19 CSDs from 20 countries (European Central Bank, 2022). According to the 

CSD Regulation, the settlement date of transferable securities (including securitised debt) shall 

not exceed two business days after the trades were matched (Regulation 909/2014, Article 5).  

A short comparison with DLT may be useful to visualise the differences between both 

types of settlements and how DLT may make existing entities obsolete.  

DLT introduced a new way of transferring and safeguarding information. By means of 

tokens, any form of value can be represented and sent nearly instantly from A to B. This transfer 

and subsequent custody of tokens take place on the blockchain, which is a distributed database. 

Distributed means that multiple entities maintain the network at multiple places and not by a 

centralised authority (Frankefield, 2021a). 

This description of Distributed Ledger Technology (DLT) only establishes a 

comparison with the traditional settlement process. The exact functioning of DLT and 

blockchain will be thoroughly explained in Section 3.1.2..  

In conclusion, the settlement of asset-backed securities does not diverge from the norm 

and is settled like every other type of security. To this day, custodians operating a security 

settlement system are indispensable for the smooth functioning of capital markets. They are 

significant because they provide a cardinal element to any form of trade, i.e. trust. Two entities 

wishing to enter a trade need the know their counterpart will uphold the deal independently of 
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the products they exchange. The CSD being the temporary counterpart to each body, both 

entities trust the soundness of the trade.  

DLT, on the other hand, partially eliminates the need for a trusted intermediary because 

the system automatically verifies if both actors are eligible to interact. Additionally,  

securities are settled intraday. 

            How will European regulators reconcile the intrinsic nature of blockchain with the 

existing framework of Central Security Depositories? This is discussed in Chapter 5.2. 

2.3. The Benefits of Securitisation  

Securitisation has many benefits for the economy and capital markets. From a 

macroeconomic perspective, it allows banks to redistribute risk among other entities and 

increase the amount of available capital (European Commission, 2015). By selling the loans to 

an SPV, originators ultimately transfer the risks of those exposures to other entities that can 

carry them better (European Commission, 2015). Consequently, they reduce their balance sheet 

of those assets and are allowed to give new loans. To understand this process, one must know 

that banks have capital requirements which define the percentage of liquid assets they must 

hold before giving new loans (Chen, 2020b). Thus, removing illiquid assets from bank balance 

sheets increases loan origination and liquidity, boosting economic growth. In fact, according 

to a sheet from the European Commission (2015), “bank lending accounts for 75-80% of the 

total funding of the economy”. 

To conclude this point, originators can refinance their loans by recycling old income 

streams and deploying this capital for loan origination or other means.  

Securitisation not only enables the conversion of long-term capital into short-term 

funding but also allows the reduction of the cost of funding (Jobst, 2020). Imagine a company 

with a steady cash flow but an overall low credit rating and seeking to raise funds (Jobst, 2020). 

This company could securitise its AAA-rated income streams and raise money at a lower cost 

than issuing BBB-rated corporate debt. This is because the credit risk for lenders is much lower 

for safe debt than for risky debt, reducing the interest rate a borrower must pay. In addition, 

securitisation allows companies who have trouble funding themselves to access capital markets. 

Moreover, securitisation also offers considerable benefits for investors.  

The first one is direct exposure to assets they would usually not have, like student debt 

or airport slots. This allows for portfolio diversification and, ultimately, more efficient risk 

management (PwC Luxembourg, 2020). Investors can get access to tailored interest rates, 

which are structured to their exact risk appetite.  
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In addition, they might get higher returns from structured products than from other 

investments with the same risk level and maturity (PwC Luxembourg, 2020).  

In conclusion, securitisation is a vital medium to diversify risk among entities and 

create market liquidity. Banks can initiate more loans by reducing their balance sheet, and 

companies can raise funds at a lower cost. On the other side, investors may benefit from 

exposure to exotic assets that offer better returns and customised interest rates or maturities.  

These benefits should highlight that securitisation is an important financial transaction 

which should be promoted and optimised by regulators. While having numerous advantages, 

one might not forget the impact of securitisation in the 2007-2008 subprime crisis and the 

devastating consequences for individuals and banks.  

2.4. The Risks of Securitisation  

In the years leading to the crisis, securitisation was a flourishing practice in the US and 

Europe. According to a report from the European Banking Authority, the volume of European 

securitisation peaked at EUR 2 trillion in 2008 (European Banking Authority, 2014). To 

understand the impact of securitisation, one must comprehend the environment that led to the 

financial crisis. 

The crisis emerged in the United States and swiftly expanded to Europe and Asia. 

Multiple factors coexisted and led to the Great Recession of 2007-2009, the worst global 

economic decline since the Great Depression of 1929 (The Investopedia Team, 2022). 

First, the US housing market was booming due to the low-interest rates created by the 

Federal Reserve, which wanted to make housing affordable for the poor (European Parliament, 

2015). Thus, mortgage rates decreased and the property which has been appreciating year on 

year since the 1930s, added a speculative nature to the market (European Parliament, 2015). 

This ultimately led to loose underwriting standards because banks and real estate agencies 

speculated that houses would constantly appreciate, reducing the borrowers’ payment risk 

(European Parliament, 2015). This phenomenon was exacerbated by refinancing practices that 

allowed homeowners to increase their leverage, i.e. the amount of debt they use to finance 

assets. Debtors could refinance their mortgage loans, i.e. change their mortgage rate with tools 

like cash-out refinancing. This allows owners to take equity out of their property and convert 

it into credit (Wichter, 2022). Consequently, the size of the mortgage and the interest rate 

increased as well because the amount of credit used for the respective property grew (Wichter, 

2022).  
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All these developments led to a US housing bubble which showed early cracks in 2006 

when demand for new houses declined and foreclosures accumulated (European Parliament, 

2015). Housing prices were falling, and adjustable mortgage rates were rising, which made it 

difficult for borrowers to refinance their loans. Subprime mortgage loans, recklessly given by 

institutions, were hit the hardest by the economic turmoil.  

Before 2008, lending practices in the US were partially characterised by extreme 

negligence and self-serving interests. An illustration of this is so-called ninja loans, which refer 

to loans given to individuals without checking their income, job, or assets (Kagan, 2020). These 

under-collateralised loans, sometimes called teaser loans, contained adjustable interest rates, 

starting low to taunt borrowers (Leavitt, 2022). Once the honeymoon phase was over, the real 

mortgage rate kicked in, making it challenging for borrowers to repay. Reckless underwriting 

standards constitute an essential element of the crisis. However, the question arises of why 

credit institutions would accept to give out loans at such a high credit risk. The answer is 

securitisation.  

Securitisation allows lending institutions to give out loans and sell them on the 

secondary market. This led to a model called originate to distribute, which describes the 

principle that institutions give out loans with the intention to bundle them with other loans and 

sell them to investors (European Central Bank, 2007). Thus, credit institutions could give out 

risky loans because they knew they would sell them to third parties, speculating on repackaging 

and selling them. There are apparent advantages of securitisation for originators, investors, and 

the economy itself but the originate-to-distribute model ultimately led to adverse effects 

because the incentives of the originator and the investor were not aligned (European Parliament, 

2015). While repackaging subprime loans, originators had strong motivations to create an 

opaque product where investors could not fully evaluate the risk they were taking on. By 

creating vast pools of exposures and rewrapping them again, originators could easily 

camouflage those products’ credit risk, making it extremely difficult for investors to evaluate 

them. Lenders did not have to live with the consequences of the risky assets, so they were 

inclined to give out more loans despite the high risk of default from the borrowers.  

The largest chunk of securitised exposures were mortgages, i.e. mortgage-backed 

securities or MBS. Their credit quality ranged from AAA to CCC. The low-quality mortgages 

were packaged into so-called collateralised debt obligations (CDOs) and sold to institutional 

investors like investment banks.  

Moreover, it was not only negligent due diligence standards of underwriting and opaque 

products that intensified the financial crisis. Internal and external risk assessment models 
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played a significant role as well. According to Steven L. Schwarcz (2009), the mathematical 

models used to predict future cash flows of the assets were erroneous and purely based on 

assumptions and historical data instead of facts. He explicitly illustrates this by claiming that 

the models did not account for the depreciation of homes and thus could not accurately measure 

risk. 

However, not only internal risk assessment model was inaccurate, but also the services 

provided by external credit rating agencies (CRA) like Moody’s, Fitch Ratings and Standard 

& Poors. These agencies assess the risk of financial products and give them a credit rating 

which ultimately defines the value and yield of the product. Based on these ratings, the assets 

were tranched and put in segments that reflect their risk profile. 

As it turns out, credit rating agencies had massive incentives to grant overly favourable 

ratings to keep their customers from going to the concurrence. The 2007-2008 crisis created a 

considerable controversy around the big three credit rating agencies because they were accused 

of misrepresenting the risks of MBSs and CDOs (Council on Foreign Relations, 2015). To 

illustrate their impact, one might look at the volume of downgraded AAA mortgage-backed 

securities. Moody’s alone downgraded 83% of its MBSs after 2008, a volume of USD 869 

billion, and they generated more revenue in 2006 from rating structured products than their 

combined revenue from 2001 to 2006 (Council on Foreign Relations, 2015). Furthermore, 75% 

of structured products were rated AAA, but 70% of CDOs defaulted (Krantz, 2013). 

Considering those numbers, it is not unreasonable to suspect a conflict of interest which forced 

the big three to give out good ratings in order to keep customers. Additionally, rating structured 

products are way more profitable than conventional bonds due to their complexity. 

One of the main reasons for those misaligned incentives is the issuer pays model 

compared to the subscriber pays model (Council on Foreign Relations, 2015). In the issuer 

pays model, the originator of the security pays the rating agency instead of the investor. 

Consequently, an issuer could pressure the agency for a better rating by threatening to go to 

the concurrence. This leads to practices like ratings shopping, where originators simple switch 

between providers to get the best rating and CRAs are incentivised to comply with the demands. 

By doing so, the rationale behind credit rating agencies, i.e. providing market stability and 

investors’ protection, gets substituted for profit.  

However, it needs to be said that applying adequate due diligence is particularly hard 

for investors in structured products. Imagine how burdensome it is to quantify the risk of a 

thousand loans in a pool. Therefore, investors relied heavily on credit rating agencies because 

of lacking disclosures and complex products (Krantz, 2013). 
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On a side note, it is necessary to highlight that the shortcomings mentioned above 

mainly occurred in the US since complex structures like CDOs were not common in Europe. 

In addition, European originators retained more risk of securitisation on their balance sheet, 

which limited originate to distribution practices (European Commission, 2015). This difference 

explains why European AAA-rated products only defaulted 0,1% of the time, whereas US 

AAA-rated securities defaulted 16% of the cases (European Commission, 2015). 

However, the stigma of securitisation is less considerable in the US than in Europe. 

According to a recent article from Janse & Strauch (2021), US securitisation in 2008 was 25% 

bigger than the European one. Nevertheless, in 2020, the gap was 94%, demonstrating Europe’s 

failure to re-establish a competitive market in securitisation. The same article states that the 

disparity between both economies might be due to the unharmonised regulatory landscape of 

securitisation in the EU Member States and the restrictive regimes the EU applied after the 

crisis. Since securitisation is an important channel to raise funding and diversify risk, European 

regulators should foster growth in this sector while still guaranteeing financial stability.  

To sum it up, securitisation had an undisputable effect on the Great Recession. Low-

interest rates boosted mortgage loan origination, and rising house prices led to a bubble. Driven 

by speculation of endlessly appreciating houses, credit institutions gave out loans to people 

with no creditworthiness, hoping the appreciating property would compensate for the payment 

risk. To free their balance sheet and give out more credit, institutions bundled the loans together 

and sold them to investors like pension funds, insurance funds or investment banks.  

However, demand for new houses was plummeting, and prices fell too. Adjustable 

interest rates were skyrocketing, and borrowers were defaulting on their mortgage loans. As 

these pooled loans constituted the underlying asset generating cash flow, the structured 

products ultimately became worthless.  

In the end, the crisis originated from an amalgam of unbalanced monetary policy in the 

form of low-interest rates, reckless underwriting standards for mortgages, the speculative 

bubble that resulted from both, the securitisation of those risky loans and finally, the 

questionable market practices of credit rating agencies. The decline in housing prices would 

not have had devastating effects on the world economy if banks did not speculate on these 

loans in the capital markets.  

The next Chapter illustrates how the European regulators address the different issues of 

securitisation.  
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2.5. European Securitisation Legislation  

In 2014, the European Commission announced its mission to bring back soundly 

structured securitisation to the Capital Markets Union (CMU). They realised how vital 

securitisation is for diversifying risk among entities and providing funding for the economy.  

In order to do so, the EU Parliament and Council introduced Regulation 2017/2402, 

“laying down a general framework for securitisation and creating a specific framework for 

simple, transparent and standardised securitisation”.  

The regulation, also called STS Regulation, creates the first uniform framework for 

securitisation by amending multiple directives and regulations concerning investment funds 

and capital requirements. The amended law in question is the Undertakings for Collective 

Investment in Transferable Securities Directive (UCITS), the Alternative Investment Fund 

Managers Directive (AIFMD) and the Solvency II Regulation. Thus, Regulation 2017/2402 

integrated elements from the aforementioned texts and reconciled them into one framework.  

The first notable observation and essential point for this paper is the definition of 

securitisation. According to Regulation 2017/2402, securitisation is “a transaction or scheme, 

whereby the credit risk associated with an exposure, or a pool of exposures is tranched, having 

all of the following characteristics: 

(a) payments in the transaction or scheme are dependent upon the performance of the 

exposure or of the pool of exposures; 

(b) the subordination of tranches determines the distribution of losses during the ongoing 

life of the transaction or scheme;  

(c) the transaction or scheme does not create exposures which possess all of the 

characteristics listed in Article 147(8) of Regulation (EU) No 575/2013”.  

The two key elements of this definition are the type of risk that is securitised, i.e. credit 

risk and the condition that this risk is allocated among different tranches that each bear a 

different level of loss. This definition perfectly integrates into the idea of the waterfall structure, 

where the junior tranches bear the most risk and receive the highest yield but are subordinated 

to absorb the first losses. The higher senior tranches are the first to benefit from the cash flows 

of the assets and the last to suffer losses.  

The two first points (a) and (b) are not new because they stem from Article 4 (61) of 

the Capital Requirements Regulation 575/2013 (DLA Piper, 2020). Point (c) of this definition 

refuses to qualify a specialised lending transaction as securitisation if it is deemed to “finance 

or operate a physical asset” (Regulation 575/2013).  
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After all, the first two points are elementary for the definition as they impose active 

requirements in contrast to point (c), which is a passive omission. Thus, if an originator 

exclusively securitises credit risk, has a subordinated waterfall structure and does not infringe 

point (c), his transaction is considered a securitisation and underlies the provisions of chapter 

2 applicable to all securitisation. Those general provisions relating to transparency, risk 

retention, due diligence and credit granting will be analysed in detail in Title 4 and applied to 

securitisation on a blockchain.  

Besides the general provisions, the securitisation regulation also establishes a specific 

regime which stands for simple, transparent and standardised securitisation. The framework 

reflects a more risk-sensitive product that fulfils numerous conditions to get the label.  

As the name already gives away, the conditions relate to simplicity, transparency, and 

standardisation. Consequently, the philosophy of the regulators was most certainly to make 

securitisation safe and attractive again.  

According to PwC Luxembourg (2020), investors can profit from lower capital 

requirements when acquiring STS products because they can better evaluate their risk. Chapter 

4.3.2. will focus on how DLT might enhance STS securitisation and its documentation.  

Regulation 2017/2402 is the central legislative piece which will constitute the basis for 

the discussion in Title 4. This paper is built on the assumption that the regulation effectively 

governs every security token offering, which falls under the aforementioned definition of 

securitisation. Therefore, this paper tries to clarify how suitable the STS Regulation is to 

accommodate DLT and if blockchain might add value to the regulation of securitisation.  

Assuming securitised assets will be represented as tokens running on a blockchain, 

there are general questions that concern every tokenised financial instrument. These questions 

relate to intrinsic particularities of how tokens are created, exchanged, and kept.  

Therefore, the chapter succeeding securitisation on blockchain addresses general issues 

like AML/CFT compliance during issuance and transfer, the custody of tokens and who is 

liable in case of losses. The regulatory ground for this discussion will be the 5th Anti-Money 

Laundering Directive (AMLD5), the second Markets in Financial Instruments Directive 

(MiFID II), the new DLT Pilot Regime, the Prospectus Regulation, and the Central Security 

Depository Regulation (CSDR)  

The following Chapter will clarify DLT and how it can be used to tokenise assets. 

3. The Tokenisation of Assets  
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3.1. Distributed Ledger Technology and Blockchain  

Before rushing into an extensive analysis of tokenisation, explaining the terminology 

and the respective concepts is fundamental. In the spirit of clarity, the technological elements 

regarding DLT will be deliberately articulated in layman’s terms to avoid misleading the reader 

from the subject at hand, being the accommodation of the European legal framework of 

securitisation on a blockchain and its implementation.  

Therefore, the following Section should not be considered as an exhaustive outline of 

the technology but rather as a brief introduction guiding the reader through the essentials.  

3.1.1. A Brief Introduction  

DLT is a distributed database using cryptography to store information. Distributed 

means that the information is stored on many servers and that all these computers can send 

information to each other (ALJB, 2020). Blockchain is one specific type of distributed ledger 

introduced in 2008 by a group or individual under the pseudonym of Satoshi Nakamoto 

(BlockstreetHQ Team, 2018). The words “DLT” and “blockchain” are used interchangeably in 

this paper because blockchain is the only type of DLT that is currently under regulatory scrutiny. 

The concept of a distributed ledger is astonishingly old. The first application stems from 

the Roman Empire, which maintained a banking infrastructure which allowed people to make 

cross-regional transactions via paper checks (BlockstreetHQTeam, 2018). Moreover, the first 

concrete idea of a blockchain originated in 1991 when two researchers2 wrote a paper called 

“How to Time-Stamp a Digital Document” (BlockstreetHQTeam, 2018). Yet, Satoshi 

Nakamoto’s release of the Bitcoin blockchain kickstarted the industry. By creating a “peer-to-

peer electronic cash system”, Nakamoto created a decentralised network which does not rely 

on a trusted third party to mediate in case of malicious behaviour (Nakamoto, 2008). Peer-to-

peer refers to the fact that entities interact without a central intermediary. In 2015, the most 

considerable advancement in blockchain technology occurred. The Ethereum Foundation 

released a programmable blockchain which allows for building decentralised applications on 

top of the blockchain (Ethereum Foundation, n.d.). Whereas Bitcoin is just a simple payment 

network that registers bilateral transactions, Ethereum is a complex decentralised platform 

allowing its users to build apps on top of it. The Ethereum Foundation (n.d.) describes 

Ethereum as “general purpose blockchain”. The programmability is assured via smart contracts, 

which are automated computer programs that execute predefined conditions (IBM, n.d.). Smart 

 
2 Stuart Haber and Wakefield Scott Stornetta 
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contracts allow the creation of tokens which are tradable “representations of value” (ALJB, 

2020). Tokens are “entries in a register” managed by a smart contract that is attributed to a 

specific address (Capital Markets and Technology Association, 2021). Thus, one might 

visualise a blockchain as a spreadsheet where each address, i.e. the public key, contains a 

specific number of tokens.  

The terms “token” and “coin” are often used interchangeably, but they are technically 

not the same (Kumar, 2022). Coins are native to a blockchain, whereas tokens are deployed on 

a blockchain via smart contracts. For example, Ether is the native coin of Ethereum, but USDT 

is a token created on the Ethereum blockchain. The developers of Ethereum have constructed 

different token standards with specific functions and compatibility requirements. The ERC-20 

is the most famous one and allows to deploy fungible tokens on the Ethereum blockchain3. At 

this point of discussion, it is sufficient to know that different standards are essentially not 

compatible with each other. This might result in issues which will be addressed later. 

This paper recognises that the new vocabulary surrounding blockchain poses challenges 

for novices. The next Section attempts to elucidate to the reader the precise functioning of a 

blockchain and its characteristics.  

3.1.2. The Mechanisms of Distributed Ledger Technology 

The first blockchains like Bitcoin are public, distributed and decentralised, which 

means that the transaction data is visible to everyone, and no centralised entity can tamper with 

the information. Because the ledger is open, everybody can consult it and audit it. 

Decentralisation refers to the idea of who has the power in the system, whereas distribution 

refers to the location of the power (Poenitzsch, 2019). The difference is crucial because not 

every blockchain is decentralised. For instance, private blockchains may be distributed but not 

decentralised because the operator of the chain remains in full control of the nodes, i.e. the 

computers who validate and register transactions. Due to their merits, private blockchains are 

explored later in this paper.  

The name blockchain is perfectly suited to visualise how transactions are added and 

stored in the network. As the name suggests, information is chained together in a string of 

blocks. However, the ex-ante process adds complexity to the technology. Imagine Alice wants 

to send Bob some Bitcoin. To do so, both need a digital identity in the network, which allows 

them to get authenticated. This is done through a pair of cryptographic keys, i.e. a public key 

 
3 Fungible means that the tokens all have the same properties and can thus be exchanged for each other 

(Ethereum Foundation, 2022a). 
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representing the user's address and a private key used for authentication and signature of his/her 

transactions (Blockchain, 2022). To interact on the blockchain, a user needs to create a wallet 

which contains his/her tokens, the public key (your address) and the private key necessary to 

authenticate and sign transactions (Euromoney Learning, n.d.). Both keys are generated 

through a cryptographic algorithm, considering that the private key gets generated first, and 

the public key is subsequently derived from the private one (Blockchain, 2022). This system 

provides considerable safety features because the encryption does not allow recalculating the 

private key from the public one or vice versa (Blockchain, 2022). In addition, users benefit 

from pseudonymity because they do not interact with their name but through an alphanumerical 

code, i.e. their public key. The importance of the private key cannot be stressed enough because 

holding the key is equivalent to being the owner of the funds. This raises many questions 

regarding custody and liability, which will be addressed in Chapter 5.2.. 

To understand the nature of DLT, it is necessary to reemphasise that the network is 

distributed among multiple participants (nodes) whom each keep a record of the transactions.  

Every node contains a full copy of the ledger and can send information to other nodes 

without prior authorisation by an intermediary (ALJB, 2020). After authenticating Alice & Bob 

via public and private keys, the question arises of how the nodes can communicate and agree 

to add their transaction to the chain. How will the nodes in the network coordinate to avoid 

double-spending, i.e. executing the same transaction twice? (OpenNode Team, 2021). The 

developer(s) of Bitcoin found a solution by integrating a consensus algorithm called Proof of 

Work (PoW). PoW refers to the process where computers in the network need to solve complex 

mathematical puzzles, and the first to solve it gets a reward (Bitcoin in our example) 

(Frankefield, 2021b). This process, called mining, shows the nodes that the right amount of 

effort was effectuated to add a new block to the chain. Another important element of blockchain 

is that each block contains a record of the previous block. This record is called a hash and 

corresponds to the result miners must find to add a block to the chain (OpenNode Team, 2021). 

Because the network requests from the nodes to find the hash to validate a transaction, they 

assume the transaction is valid once the hash has been found. Every node validates the mining 

result independently before sending its conclusion to other participants. Once full consent is 

reached by all the computers, a new transaction is added, and the ledger gets updated 

(OpenNode Team, 2021). 

To modify data, 51% of the nodes in the network need to coordinate and agree on the 

new state of the blockchain (Ethereum Foundation, n.d.) This creates a secure network, where 
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hackers would need to compromise most of the computers, which is practically impossible 

(Stoltzfus, 2022).  

The fact that miners need to spend a substantial amount of computational power to add 

a new block and consequently get rewarded for it creates security for the network. Thus, the 

high cost of mining disincentives malicious actions like hacks. However, PoW blockchains 

require extreme amounts of energy, raising criticism and questions about scalability. If Bitcoin 

were a country, it would be the 40th largest electricity consumer, according to Euromoney 

Learning (n.d.). Therefore, developers created a new consensus algorithm called proof of stake 

(PoS), where participants need to deposit tokens into a protocol of the chain to validate 

transactions (ALJB, 2020). The nodes are called validators, and the act of validating is called 

minting instead of mining (Coinbase, n.d.).  

Security is assured because malicious participants will lose all their deposited tokens. 

Both processes have their benefits and disadvantages but discussing them in detail is not the 

focus of this paper. Hence, it is sufficient to know that PoS is considerably faster than PoW 

and uses up to 99.99% less energy (Kaplan, 2021). However, security is the trade-off between 

speed and scalability (Cryptopedia Staff, 2022).  

As this Chapter is very technical, it requires a quick summary. There are different types 

of blockchains with different degrees of decentralisation, namely public and private ones. Both 

either use a form of PoW or PoS to reach a consensus in the network and validate transactions. 

In order to join the network, users need to create a digital account called a wallet which contains 

two cryptographic keys, i.e. public and a private key. The public key corresponds to the wallet 

address, and the private key is necessary to authenticate users and sign transactions. Whoever 

owns the private key is§ the legitimate owner of the wallet and its content. Furthermore, losing 

the private key results, most of the time, in the loss of the tokens. Security is provided through 

consensus mechanisms in conjunction with cryptographic keys. 

The central feature of blockchain ledgers, compared to traditional databases, is that they 

are openly shared among participants instead of being held on a centralised server.  

In general, blockchains are decentralised, but their degree of decentralisation ultimately 

depends on how the nodes/validators in the network are distributed. For instance, is the network 

still decentralised if one entity holds 30% of the computing power?  

Independently of the level of decentralisation, blockchains constitute a quasi-

immutable ledger.  
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3.1.3. Types of Blockchains  

Before discussing blockchains, it is necessary to emphasise that the definitions might 

change over time because the technology is transitioning from its infancy to being established.  

Four types of blockchains exist. They are either permissionless or permissioned 

(Wegrzyn & Wang, 2021). Permissionless refers to the idea that anybody can join the network 

without prior authorisation and engage in validating transactions as a node.  

Thus, every node is equal and has access to the same set of information (Cointelegraph, 

2022). For instance, Bitcoin or Ethereum constitute one type of permissionless blockchain 

called public blockchain, which is intrinsically decentralised. Everybody with a computer and 

internet access can join the network, see the entire transaction history, and engage in mining, 

i.e. validating incoming transactions (Wegrzyn & Wang, 2021). Additionally, the feature of 

pseudonymity via cryptographic keys is pleasant for everybody who is seeking discretion.  

These blockchains are inherently safer than their permissioned homologue because the 

power to validate is shared among much more participants. However, they require an extreme 

amount of energy to maintain if consensus among nodes is reached through proof of work 

(Shobhit, 2022). Permissioned chains, in contrast, grant the operator discretionary power to 

decide who shall validate transactions. They not only restrict access to the chain but also the 

powers of specific nodes, which means that permissioned blockchains, while still being 

distributed, may not be fully decentralised.  

There are two types of permissioned chains named private and consortium blockchain 

(Cointelegraph, 2022). The difference between both is that the private chain is governed by 

one entity that manages all nodes and their respective functions, whereas the consortium chain 

is managed by a group of entities (Wegrzyn & Wang, 2021). Hence, the private blockchain is 

the most restricted version of a blockchain but also the fastest because security gets substituted 

for speed. A private blockchain only contains a few centralised nodes that are easier to corrupt, 

but the transaction throughput increases substantially (Cointelegraph, 2022). Lastly, there is 

the hybrid blockchain, which is controlled by a single entity, but certain entities may oversee 

transactions (Wegrzyn & Wang, 2021).  

Not every blockchain is suited to accommodate the offering of security tokens. If DLT 

shall be a fruitful successor to conventional software, it must comply with various legal 

provisions like anti-money laundering (AML) and know-your-customer (KYC). This is 

necessary because consumers need to trust the technology as well as the enforceability of the 

law. Thus, it makes sense that regulatory authorities are naturally reluctant to public 
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blockchains that give users a degree of anonymity. Another element which concerns primarily 

public blockchains is their immutable nature. Immutability is a significant advantage in a 

system that is not governed by a central authority, but it is not sustainable in an environment 

where errors need to be reversed. For instance, investors could lose their tokens while sending 

them to the wrong address or lose access to the wallet holding the tokens. Indeed, it is assumed 

that 20% of all bitcoins are lost forever (James Royal, 2022). These challenges constitute the 

essence of Section 5.2.3.. 

Last, every participant can access the transaction history of a public blockchain, as 

every node contains a full copy of the ledger. Data privacy matters arise because issuers and 

investors are certainly not inclined to disclose information to everybody.  

For all the beforementioned reasons, it is rational to assume that permissionless 

blockchains will cede their place to permissioned chains regarding the issuance of security 

tokens. Which variation of permissioned blockchain will dominate should depend on the type 

of financial instrument that is tokenised and the respective regulatory requirements. For 

instance, asset-backed securities require continuous risk evaluations of the underlying assets to 

determine their value and yields. As this product requires much more regulatory attention and 

supervision than regular bonds, a more interactive and shared blockchain appeals. Investors 

and issuers must adequately assess the underlying assets' credit risk, and regulators must verify 

that the disclosed information is accurate. Therefore, this paper highlights the value of a 

permissioned blockchain, to which all the concerned parties have access. However, it must be 

assured that the competent authorities only get access to the relevant data they need to execute 

their mission. The chosen blockchain should in no case constitute a tool to grant regulators 

excessive power or knowledge that is out of line with their mission.  

To conclude, regulators should prioritise a dynamic case-to-case approach to foster 

innovation, and investor protection should not justify excessive supervision. In the end, it will 

be an act of balance between the two missions, and the European Union should establish a 

neutral framework so that each Member State can decide individually what to prioritise.  

3.1.4. Smart Contracts  

Smart contracts are indispensable building blocks of DLT as they enable tokenisation 

and the automation of activities. As the Ethereum blockchain was the first chain to allow for 

the deployment of smart contracts, the paper will only relate to smart contracts generated 

through Ethereum. These smart contracts can have different standards, and ERC-20 is the most 

popular one. The standard determines its functions and limitations, raising the question of 
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which functions a smart contract should have to allow for the smooth tokenisation of financial 

instruments. First, some clarifications.  

The concept of smart contracts was coined in 1994 by Nick Szabo, who defined them 

as “computerized transaction protocol that executes the terms of a contract” (FutureLearn, 

2021). Hence, the idea of automated digital agreements registered on a network is not new.  

More than twenty years later, the Ethereum Foundation released a blockchain allowing for the 

execution of smart contracts. Smart contracts are executed by a software framework called 

Ethereum Virtual Machine (EVM), which establishes conditions that smart contracts need to 

follow (Dutta, 2022). The exact functioning of the EVM is highly complex and surpasses the 

scope of this paper. 

Smart contracts are the digital homologue of traditional contracts without the need for 

a central party governing the execution of the terms (Ethereum Foundation, 2022b). As smart 

contracts automatically execute when their terms are met, a trusted party gets redundant, and 

users only need to trust the code. The obvious benefits are the cut-off of intermediaries and 

stability due to predefined conditions. However, excessive stability can lead to heavy 

exploitations if vulnerabilities are found in a smart contract. According to a Medium article 

from Firmo Network (2018), “14% of the Bitcoin and Ether” supply have already been 

compromised due to the exploits of smart contracts.  

Smart contracts allow to deploy tokens in respect of predefined rules that the issuer 

integrated. This level of programmability constitutes a significant advantage of tokenisation 

regarding securitisation. How should a smart contract be set up to accommodate investors' 

needs and regulatory provisions?  

A report from Capital Markets and Technology Association (2021) identifies multiple 

functions a smart contract should guarantee the issuer and investors. First, the operator of the 

blockchain should be able to increase and decrease the supply of tokens. Increasing supply also 

called minting, is essential for investors who lost their tokens for any of the reasons mentioned 

before, i.e. fraud or loss of the private key (ALJB, 2020). On the other hand, decreasing supply, 

called burning, is equally important for the reasons mentioned above (ALJB, 2020). In case of 

fraud, it is imperative that the investor not only gets his funds back but that the stolen tokens 

are unusable. Moreover, it is possible that regulators would seek to seize or destroy tokens 

(ALJB, 2020). Seizing the assets implies that somebody could effectively force the transfer of 

tokens to a specific blockchain address or simply freeze the tokens in their respective wallet.  

Ultimately, all these functions would boost blockchain adoption in traditional finance 

because they would add trust and confidence for regulators and investors. Regulators would be 
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satisfied that the law is enforceable, and investors would know they are protected from 

irreversible losses.  

The Capital Markets & Technology Association from Switzerland (CMTA) has an 

innovative approach to guarantee standardisation among smart contracts. They introduced a 

smart contract computer code called CMTAT which issuers shall use to issue equity security 

tokens (Capital Markets and Technology Association, 2021). This standard allows the 

execution of all the aforementioned functions a smart contract should provide. While this 

standard was primarily designed for the issuance of equity tokens, the Swiss capital market 

authority has confirmed that the modular nature of the contract allows to tokenise debt and 

structured products as well (Capital Markets and Technology Association, 2022). 

3.1.5. Legal Taxonomy of Tokens  

Smart contracts allow to create tokens, i.e. a digital representation of something 

tangible/intangible stored on a blockchain. The token can represent any form of value ranging 

from asset-backed securities (ABS) to intellectual property rights.  

Depending on the type of asset that is tokenised, different legal frameworks might apply. 

This conception stems from an advisory report from the European Securities and Markets 

Authority (ESMA) which established differential treatments for tokens based on their function 

(ESMA, 2019a). However, the 2020 proposal on markets in crypto assets (MiCA) will establish 

a legal taxonomy of tokens. First, the proposal provides an umbrella term encompassing all 

tokens under the term crypto assets4. The definition is extensive and does not discriminate 

between any types of DLTs. Apart from the generic definition of tokenised assets, the proposal 

creates three categories of tokens, i.e. utility tokens, asset-referenced tokens, and electronic 

money tokens. Those types of tokens are not discussed comprehensively because they do not 

refer to traditional financial instruments in token form. MiCA explicitly excludes financial 

instruments and securitisation from its scope in Article 25. Financial instruments represented 

as tokens on the blockchain are commonly referred to as security or investment tokens, and 

their offering to primary markets is called a security token offering (STO). They are defined in 

the regulation for market infrastructures based on DLT called DLT Pilot Regime, which 

establishes a cross-reference to the famous Markets in Financial Instruments Directive (MiFID 

 
4 Crypto asset refers to a digital representation of value or rights which may be transferred and stored 

electronically, using distributed ledger technology or similar technology. 
5 However, this Regulation does not apply to crypto assets that qualify as: 

(a) Financial instruments as defined in Article 4(1), point (15), of Directive 2014/65/EU; 

(e) Securitisation as defined in Article 2, point (1), of Regulation (EU) 2017/2402 of the European 

Parliament and of the Council. 
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II) (Regulation 2022/858)6. Thus, security tokens are considered financial instruments under 

MiFID II.  

At this point, it is critical to highlight the massive implications of such a reference for 

the raison d’être of this paper. By creating the DLT financial instrument definition, European 

legislators not only acknowledge the ability to represent classic securities in token form but 

also create a bridge between existing regulation and DLT. This bridge constitutes the mental 

foundation of this paper because it leads to the deduction that the entire panoply of European 

financial regulation applies when possible. Thus, the Securitisation Regulation 2017/2402 

would apply to all tokenised asset-backed security that falls within the scope of the Regulation. 

Ultimately, this reasoning led to the question of how well the European framework of 

securitisation can reconcile with the challenges of DLT. However, general questions about the 

issuance, custody and liability of security tokens need to be addressed as well, as they most 

certainly apply to tokenised ABSs as well. These questions concern multiple Regulations and 

Directives like MiFID II, Prospectus Regulation, AMLD5, Central Security Depository 

Regulation (CSDSR) and the DLT Pilot Regime.  

3.2. Securitisation on Blockchain 

Section 3.2.1. concentrates on the issuance and maintenance of tokens and discusses 

the necessity of a DLT servicer. Section 3.2.2. attempts to provide the necessary disclosure 

requirements any issuer of tokenised securities must consider to avoid legal conflicts with 

investors. These range from general explications about DLT to the inherent risks that arise from 

the technology.  

3.2.1. Deployment and Maintenance of Tokenised Asset-Backed Securities 

Before any tokenisation takes place, the originator of the securitisation needs to 

incorporate a special purpose vehicle (SPV) which buys the income-yielding assets. The SPV 

then issues securities as notes or certificates, which will be represented as tokens on a 

distributed ledger (Creatrust, 2022). However, before investors receive tokens in their wallets, 

they must satisfy certain eligibility criteria. In fact, the issuer needs to perform a know-your-

customer (KYC) check to clear the investor from anti-money laundering (AML) suspicions. In 

addition, he is obliged to assess the client’s financial literacy to determine his aptitude for such 

a purchase.  

 
6 Article 2: financial instrument is interpreted as the financial instrument as defined in Article 4(1), point (15), of 

Directive 2014/65/EU. 
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The procedure of investor onboarding is usually outsourced to a servicer whose 

relationship with the issuer is governed by a servicing agreement (PwC Luxembourg, 2022). 

With the introduction of DLT, issuers will likely require a DLT servicer to install and maintain 

the network (ALJB, 2020). This refers to a multitude of tasks.  

First, the servicer is responsible for the installation and smooth continuance of the smart 

contract. Secondly, as an operator of the blockchain, the DLT servicer initiates the functions 

mentioned in Section 3.1.4., i.e. minting, burning, and freezing of the tokens. Thus, the 

servicing agreement constitutes an important legal document because these functions grant 

considerable powers. Additionally, the servicer would maintain the platform that enables the 

transfer of tokens (ALJB, 2020). If the issuer of asset-backed securities seeks to perform 

custodial services as well, he shall comply with the provisions set out in the DLT Pilot Regime, 

which enacts the statute of a DLT settlement system (DLT SS) or the DLT trading and 

settlement system (DLT TSS).  

In summary, it is reasonable to assume that the intricacies of DLT require the 

emergence of a DLT servicer. The issuer, who does not benefit from the necessary 

infrastructures, hires a DLT servicer to perform investor onboarding, install and maintain the 

trading platform and execute the functions of the smart contract. 

3.2.2. Offering Document and DLT Risks  

First and foremost, it is necessary to emphasise that this Title is not a mere projection 

of Section 2.2.2., which discusses the issuance of asset-backed securities. Instead, it attempts 

to provide the reader with requirements that arise exclusively from using DLT.  

Nevertheless, some elements need to be repeated from the other chapters to contextualise. 

Security tokens are regulated like the financial instrument they represent, making them 

subject to the same provisions. Originators of tokenised ABSs need to draw up an offering 

document which describes the terms and conditions of the offering as well as the risks attached 

to it (ALJB, 2020). Independently, whether it is a prospectus or a private placement 

memorandum, the document must contain various elements that address the particularities of 

DLT. Potential investors must first know what the tokens represent and what rights are attached 

to them. In the case of asset-backed securities, the document would need to mention that each 

token represents a certain fraction of a pool of income-generating assets and that the token 

confers cashflow rights in the form of interest. The second important disclosure is how exactly 

an investor can subscribe to the offering and how he will receive the tokens. The offering 

document would need to explain in detail how public and private keys work and if the issuer 
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provides custodial services of tokens or not (ALJB, 2020). The issuer would need to address 

potential issues in terms of risk disclosure. Henceforth, he would be compelled to explain the 

risks of using cryptographic keys and wallets (ALJB, 2020). For instance, users could lose their 

tokens when sending them to the wrong blockchain address or simply lose their private key, 

which happens all the time (Binance Academy, 2021). Hence, different risk levels arise 

depending on the type of blockchain used to tokenise. Permissionless blockchains like 

Ethereum are public and decentralised, meaning that once data has been added, it would require 

the majority of the network to reverse a transaction called a soft fork7. Investors need to know 

that errors can be costly and irreversible. Permissioned chains, on the other hand, allow the 

operator to change data in the blocks, but the network is more vulnerable to attacks because 

there are fewer nodes than in permissionless blockchains. Therefore, the issuer should divulge 

the particularities of the blockchain he uses. Like every digital technology, there are risks 

relating to the code (bugs/hacks) that might appear. The offering document should recognise 

these risks, specifically those emanating from a smart contract malfunction (ALJB, 2020).  

After citing all these disclosure requirements, it is imperative that a legal advisor, with 

the help of a blockchain expert, verifies that all the elements have been adequately translated 

into the smart contract (ALJB, 2020). 

3.3. Advantages and Challenges of Tokenisation  

This Chapter demonstrates why securitisation on a blockchain is academically and 

practically relevant to examine. Advantages and challenges will be displayed and 

complemented by both theoretical and actual use cases. However, this Chapter will mainly 

discuss technical elements, and all the legal issues will be explored in Title 4 and Title 5.  

3.3.1. Advantages of Implementation  

Tokenisation opens an array of possibilities that were previously not possible with 

securitisation.  

First of all, DLT offers a highly transparent, audible and immutable database that 

allows to restrict access to certain actors, depending if it is a permissioned blockchain (Iredale, 

2020). Thus, an issuer who needs to comply with specific reporting standards could give the 

competent authority access to the ledger, or a smart contract could transmit data like credit 

ratings to an external database that investors and competent authorities can access. 

 
7 Old blocks get rejected and the newest transaction history gets accepted by the nodes (Frankenfield, 2021). 
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The second advantage is the fractionalisation of assets in the form of tokens 

(Wandmacher & Wegmann, 2020). In fact, any asset can be split up into 18 decimals, making 

an expensive asset affordable for investors with limited resources (Wandmacher & Wegmann, 

2020). Securitised Instruments usually have a high barrier of entry and are thus reserved for 

professional investors or high net-worth individuals. Thus, tokenising those assets attracts a 

new client base, enhances financial inclusion, and, most importantly, increases liquidity 

(Gaffney, 2022). However, the downsides of offering securitised instruments to retail clients 

are considerable. Securitisation positions are inherently complex and not suited for most retail 

clients. This issue will be discussed in Chapter 4.2., which focuses on questions relating 

specifically to securitisation on a blockchain. 

Another crucial feature of tokenisation is the quasi-instantaneous settlement and the 

cut of intermediaries. European stocks are settled by a Central Security Depository (CSD), 

which maintains the account balances and delivers securities against payment. As mentioned 

in Section 2.2.3., they check if the necessary funds are available to initiate the clearing and 

settlement of the trade (Wandmacher & Wegmann, 2020). A blockchain only needs a few 

minutes for this process, whereas traditional entities need a few days (Tardi, 2021).  

In addition, the role of CSDs gets massively reduced in this process because a nexus 

of smart contracts governs over the transactions. Those smart contracts, which execute 

automatically when their terms are met, may replace traditional central counterparty clearing 

(CCP) and settlement. A Deloitte (2019) whitepaper suggests that up to 95% of trade 

processing and settlement can be automated through smart contracts on a blockchain. Financial 

institutions spent roughly 133 billion USD on post-trade activities like clearing and settlement, 

so the optimisation of this process is highly recommendable (Polymath, n.d.). Thus, cutting 

intermediaries ultimately reduces logistical challenges related to a security's life cycle and will 

make capital markets more efficient.  

Nevertheless, the biggest advantage that DLT offers might be the programmability of 

smart contracts. This feature allows to create fully automated digital contracts that execute 

when their terms are met. For instance, smart contracts could bundle loans based on the credit 

rating and maturity and put them into the right tranches (Gaffney, 2022). 

Furthermore, DLT might offer new ways to store information which could enhance the 

quality and accessibility of the securitisation data. By integrating contractual terms such as the 

cash flow structure or the payment waterfall into smart contracts, all participants in the 

transaction could have access to the same information (Global Legal Group, n.d.). This is 

particularly important because the data is usually integrated into models that are not 
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homogeneous among participants. Thus, smart contracts would provide additional 

standardisation for the structuring of the assets.  

In addition, smart contracts could enable the automatic distribution of dividends on the 

date of maturity, which is supposed to be done by the servicer of the securitisation undertaking 

(McDonald & Bosco, 2021). This in turn saves labour costs and time.  

The automation of the securitisation process is not theoretical anymore because 

companies such as Intain already provide these services (Travers, 2022). They use private 

blockchains as the data layer and combine it with artificial intelligence (AI) to verify and wrap 

loans into tranches. One interesting detail about the development of the Intain smart contracts 

is their source of inspiration. They integrated technical provisions from ESMA on how loans 

should be structured which shows the quality of the European framework for securitisation 

(Travers, 2022). With more than $3.75 billion in assets on their platform, Intain is actively 

building the backend blockchain infrastructure that supports the proposals above (Travers, 

2022). 

To conclude, DLT and tokenisation have the capacity to optimise the whole 

securitisation process. Fractionalisation boosts liquidity and financial inclusion, transparency 

and audibility strengthen faith in the quality of the investment, and programmability allows to 

automate clearing, settlement, structuring and even dividend distribution.  

3.3.2. Technical Challenges and Solutions 

Despite all the possible gains of blockchain and tokenisation, various challenges need 

to be addressed. The following challenges are general issues, specific issues of securitisation 

are discussed in the respective sections throughout the paper.  

The first one is the immaturity of technology. As the technology is still in its infancy, 

financial entities are hesitant to deploy capital to adopt it (Lewis et al., 2021). Thus, the question 

remains if it is worth changing traditional systems that are trusted and proven to be working 

for something that might not work as expected. Either way, the solution is not black and white 

but in the middle. To guarantee widespread adoption, interoperability is the keyword 

(McDonald & Bosco, 2021). Traditional ledgers must be compatible with blockchain 

infrastructures so that entities are not forced to fully replace their legacy systems (McDonald 

& Bosco, 2021). Financial technology companies like Polysign Inc. already offer hybrid 

solutions through application programming interfaces (API) which connect DLT with 

conventional databases (McDonald & Bosco, 2021). Moreover, interoperability applies not 

only to old and new systems but also to different blockchains. For instance, if an issuer deploys 
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tokens on one blockchain and secondary markets activity happens on another network, both 

chains would have to communicate with each other.  

Furthermore, the immutability of data on a blockchain is a double-edged sword 

because it is very troublesome to modify data once it has been added (Teja, 2021). There are 

multiple reasons that data needs to be modified. Operational errors could occur, like bugs in 

the smart contract or unauthorised transactions that an investor was not allowed to make 

because of jurisdictional requirements (Treat, n.d.). Therefore, it is necessary to establish solid 

governance mechanisms that allow for flexibility in case of errors or exploitations. However, 

digital solution providers like Accenture already offer prototypes which allow “designated 

authorities to edit, rewrite or remove previous blocks of information without breaking the chain” 

(Treat, n.d.). Solutions like this, while still being nascent, enable wider adoption of blockchain 

in the financial sector.  

The last issue refers not to the technology itself but to regulatory certainty. To be 

attractive to institutions, regulators need to provide a homogenous framework that applies 

throughout the European Union. However, the law usually follows the evolution of a 

technology and not the other way around. Once the development phase of DLT has reached 

slow growth and the technology is established, so will be the regulatory framework. It is an 

incremental process which takes time to reach its most efficient state.  

4. The Securitisation Regulation  

This Title focuses exclusively on the question of to what extent the Securitisation 

Regulation 2017/2402 is reconcilable with DLT and how the technology could be implemented. 

Subsequently, it attempts to clarify if DLT facilitates compliance with the provisions of the 

regulation. 

Asset-backed commercial paper transactions are excluded from the scope of this paper. 

As a reminder, the foundation to examine this regulation stems from the DLT Pilot 

Regime, which states in the second Recital that “a full set of Union legislation” potentially 

applies to issuers of DLT financial instruments (Regulation 2022/858, pp-1-2). While the 

Recital does not explicitly include the Securitisation Regulation (SECR) in the list of Union 

Law, it is reasonable to presume that the SECR applies whenever a securitisation undertaking 

takes place in accordance with its definition set out in Article 2. This reasoning is derived from 

regulators seeking to avoid legal uncertainty because it incentivises malicious behaviour and 

exploits. Why would securitisation on blockchain be exempt from requirements like 
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transparency, due diligence, or risk retention? There is no compelling reason to approve a less 

investor-protective framework in favour of innovation. 

To determine the aptitude of the SECR to accommodate DLT, Chapter 2, “Provisions 

applicable to all Securitisation,” serves as the foundation for the discussion (Regulation 

2017/2402). They are complemented by provisions from Chapter 3 and Chapter 4. The third 

Chapter introduces securitisation repositories, and the fourth Chapter establishes a framework 

for “Simple, Transparent, Standardised Securitisation” (Regulation 2017/2402). The SECR is 

supplemented by various regulatory technical standards (RTS), which clarify the practical 

implementations of the regulation. These technical standards constitute a fascinating source of 

information because, in contrast to the SECR, they tell how to implement the principles set out 

in the SECR.  

Before addressing these questions, it is necessary to highlight that the process of 

securitisation on a blockchain is relatively new and, therefore, not much discussed in terms of 

legal constraints. While authors have theorised about securitisation on a blockchain, their 

interpretations would essentially focus on national legislation. Hence, the following analysis 

relies solely on my interpretations. By choosing an article and considering the complexities of 

DLT, I tried to deduce the regulations' aptitude to accommodate the technology.  

4.1. The Definition of Securitisation 

The first thing to verify is if blockchain technology is reconcilable with the definition 

of securitisation. For this matter, it might also be helpful to re-consult Chapter 2.5. “European 

Securitisation Legislation”, which provides insights into the definition.  According to Article 

2, securitisation is a “transaction or scheme, whereby the credit risk associated with an 

exposure, or a pool of exposures is tranched, having all of the following characteristics: 

(a) payments in the transaction or scheme are dependent upon the performance of the 

exposure or of the pool of exposures; 

(b) the subordination of tranches determines the distribution of losses during the 

ongoing life of the transaction or scheme;  

(c) the transaction or scheme does not create exposures which possess all of the 

characteristics listed in Article 147(8) of Regulation (EU) No 575/2013”. 

The definition itself does not seem to obstruct the use of blockchain for securitisation 

purposes. However, the definition of a tranche could be subject to discussion. Article 2, 

paragraph 6 defines a tranche as a “contractually established segment of the credit risk” 

(Regulation 2017/2402). The emphasis herein lies on “contractually”. The discussion about 
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smart contracts and their legal enforceability has not yet led to any clear answers from 

European regulators. However, the discussion might be simpler for securitisation because every 

issuance of asset-backed securities necessitates the draft of an offering document which must 

specify inter alia the priority of payments for each tranche. Hence, every smart contract is 

preceded by a legal document which provides the structure of the tranches and how smart 

contracts will enable this tranching. It can be concluded that a contract establishes the tranches 

and that smart contracts constitute the tool to execute the contract. Therefore, no issues arise 

with the definition of securitisation and the introduction of DLT.  

4.2. Selling of Securitisations to Retail Clients  

The SECR recognises that securitisation leads to complex products whose access must 

be limited for retail investors. To protect retail clients, Article 3 states various rules that serve 

this purpose (Regulation 2017/2402). Hence, a retail investor seeking exposure to structured 

products needs to perform a suitability test following MiFID II, and the seller of the position 

needs to be satisfied with the result (Regulation 2017/2402 Art. 3 para. 1). Additionally, the 

article sets out conditions limiting the amount the investor may invest in asset-backed securities, 

i.e. a maximum of 10% of a portfolio that does not exceed EUR 500 000.  

How could DLT enforce these restrictions? The answer might be so-called 

permissioned tokens with built-in transfer rules through smart contracts (Falempin et al., 2020). 

Issuers of securitised products could limit access to their instruments by integrating eligibility 

criteria into smart contracts. A smart contract could efficiently guarantee the restrictions when 

provided with accurate data of the investor’s portfolio. Permissioned tokens are highlighted 

again in the context of anti-money laundering and know-your-customer provisions.  

However, the potential investor still needs to perform a suitability test. It needs to be 

clarified if the test should include questions relating specifically to the functioning of DLT or 

solely to the investment product itself.  

4.3. Disclosure Requirements  

DLT is an indisputable innovation for the registration and transfer of information. 

While some insist on the radical tokenisation of the financial world, the heritage of traditional 

infrastructures and their proven efficiency might outweigh the gains of DLT for some sectors. 

The law must also adapt as the conventional data reporting process might change with DLT. 

The following chapters analyse if DLT could be used as a reporting channel and which legal 

challenges come up. 
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4.3.1. Transparency Requirements  

The Financial Crisis of 2007-2008 showed investors and regulators the importance of 

adequate risk assessment for securitisation. While many factors led to the crisis, the conjunction 

of poor disclosure requirements and erroneous risk models considerably exacerbated its extent. 

The Union recognised the significance of reliable data by creating a more risk-sensitive 

framework of securitisation. However, it is not only relevant to collect data but also to forward 

it to investors and competent authorities. 

By introducing the Securitisation Regulation, regulators reacted to these necessities and 

provided a homogenous framework. First, this Chapter provides detailed information about the 

process of disclosure requirements and how this process could change with DLT. 

It explores the possibility of a permissioned blockchain operated by the originator, but 

which grants conditional access to competent authorities to streamline data reporting.  

 In the second stage, the compatibility of DLT with the current legal framework will be 

compared. For disclosure, Article 7 constitutes the foundation as it imposes transparency 

requirements for the originator and special purpose vehicles (Regulation 2017/2402). The 

article prescribes a list of documents the originator and SPV should provide “on a quarterly 

basis” to “holders of a securitisation position, to the competent authorities” and “upon request, 

to potential investors” (Regulation 2017/2402, Article 7(1), point (a) & (b)). The list is long 

and ranges from contractual agreements like offering documents to investor reports containing 

information about the credit quality of the exposures (Regulation 2017/2402). It should 

encompass every information necessary for an investor or authority to evaluate the risks 

involved.  

Therefore, adequate and enforceable transparency requirements are paramount because 

many articles of the SECR rely on the influx of information. A vital entity in need of reliable 

information is the securitisation repository. The SECR has inaugurated that securitisation 

repositories “shall collect and maintain details of the securitisation” and “provide direct and 

immediate access” to the competent authorities and investors (Regulation 2017/2402 Art.17 

para. 1). However, one particularity of the repositories needs to be stressed, i.e. their scope. 

The obligation to divulge information to securitisation repositories does not apply to 

securitisation “where no prospectus has to be drawn up,” called private securitisations 

(Regulation 2017/2402, Article 7(2)). This fact is confirmed in the Commission Delegated 

Regulation 2020/1224, which supplements the SECR in regulatory technical standards. The 

regulation differentiates between public and private securitisations and establishes a more 
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stringent regime for public securitisations (Regulation 2020/1224). Different reporting 

obligations apply to public and private securitisations, which means that different requirements 

apply for the use of DLT. For example, according to the Dutch Authority for the Financial 

Markets (n.d.), how information is disclosed for private securitisation is determined by national 

competent authorities, which are not the same for public securitisation where Union rules apply. 

Nonetheless, the main question is whether the technology could be considered as underlying 

data delivery channel for both public and private securitisations. 

For private securitisation, the answer seems positive. The European Securities and 

Markets Authorities published a Questions & Answers in 2019, which states that it is outside 

of their mandate to determine the operational manner of how information should be made 

available (ESMA, 2019b). They additionally clarify that “absent any instructions or guidance 

provided by national competent authorities, reporting entities are free to make use of any 

arrangements that meet the conditions of the Regulation” (ESMA, 2019b, Answer 5.1.4.) 

Hence, private offerings will depend on the respective Member States to approve DLT as a 

conduit for information disclosure. The only condition that applies to private and public 

securitisation is the data format. Article 5 of Regulation 2020/1225, supplementing the SECR, 

states that “information shall be made available in an electronic and machine-readable form via 

common XML templates” (paragraph 2). Therefore, one may conclude that as long as the 

securitisation data is changed into XML templates after extracting it from the blockchain, no 

legal constraints would hinder the use of DLT. Regulation 2020/1225 essentially produces 15 

reporting templates that originators and SPVs should use to forward information but does not 

specify where this information can come from.  

For public securitisation, the Union has provided an additional RTS framework relative 

to the operational way securitisation repositories shall collect data (Regulation 2020/1229). 

Article 7 states that repositories “shall use electronic signature and data encryption protocols 

to receive and transfer data” (Regulation 2020/1229, Article 7(1)). Blockchain uses encryption 

via cryptographic keys, whereas the private key serves as a signature tool (Coinbase, 2022). At 

first glance, it seems that DLT could legally serve as a communication channel between the 

reporting entity, i.e. the originator or the SPV and the securitisation repository.  

However, the second paragraph of the same article requires repositories to provide an 

interface for the communication channel that uses a secure network protocol called SSH File 

Transfer Protocol (sFTP) (Regulation 2020/1229, Article 7). This traditional file transfer 

protocol encrypts data via public and private keys and allows it to send files securely to a server 

(Acharya, 2022). Consequently, regulators seeking to implement DLT must also consider 
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extending this paragraph to blockchain technology. If this paragraph is maintained, the use of 

a shared blockchain between originator and the repository is legally not possible because the 

repository does not receive information via sFTP. Additionally, originators using a blockchain 

would be forced to syphon the data from the ledger and send it later on through sFTP. This, in 

turn, considerably abates the benefits of DLT.  

These technical standards entered into force on the 23rd of September 2020. Hence, no 

argument can be made that the law is too old to have considered the transfer of data on DLT. 

On a side note, interoperability of blockchain and traditional record systems is possible and 

already provided by companies such as Polysign Inc. (Brown Brothers Harriman, 2021). 

To sum it up, the SECR enacts transparency requirements which apply to public and 

private securitisations. The adoption of DLT for data reporting purposes is more 

straightforward for private securitisation because no European regulation explicitly impedes 

its use. Hence, national competent authorities need to clarify the compatibility of DLT with 

their laws regarding transparency and reporting. On the other hand, securitisation repositories, 

which were exclusively established for public securitisations, impose the use of a specific file 

transfer protocol to send and receive information. This provision would exclude using DLT as 

a data reporting channel between the reporting entity and the repositories. Nevertheless, the 

impact of integrating DLT does not seem substantial because it only extends an existing rule 

which is built on the idea that transfers are effectuated securely. DLT would leverage the idea 

of secure transfers by providing an immutable ledger.  

4.3.2. STS Notification  

The SECR enacts a legal statute for securitisation that meets specific criteria relating to 

simplicity, standardisation, and transparency (STS). The goal is to create a benchmark for 

sound and well-structured securitisation to boost the European securitisation market, which has 

decreased since 2009 (Janse & Strauch, 2021). To make securitisation more attractive, 

institutional investors may benefit from reduced capital requirements when exposed to STS-

labelled products. However, the label can only be guaranteed if the standards are continuously 

evaluated. For this matter, Article 27 of the SECR introduces the STS notification, which states 

that originators shall inform the European Securities Markets Authority (ESMA) when their 

securitised product satisfies the requirements and how it meets them (Regulation 2017/2402). 

Consequently, ESMA will publish the securitisation on its website if every requirement is 

fulfilled (Regulation 2017/2402). The rationale behind the notification website is for 
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institutional investors and competent authorities to perform their due diligence assessment in 

accordance with Article 5 of the SECR (Regulation 2017/2402).  

The STS notification constitutes a reporting requirement and therefore falls within 

Chapter 4.3. “Disclosure Requirements”. However, it must be pointed out that the STS label 

can only be attributed if the general provisions relating to transparency, due diligence and risk 

retention are also satisfied. This is reasonable because the STS regime is more severe than the 

conventional securitisation regime. 

 

4.3.2.1. Simplicity. Simplicity is the first condition that the Union requires for an STS 

securitisation. To be considered a simple securitisation, the exposures need to be acquired via 

true sale, and no clawback provisions shall be set up in the sales agreement between the 

originator and the SPV.  

Additionally, the article establishes conditions such as homogeneity of assets, no 

“active portfolio management”, and disclosure of the underwriting standards (Regulation 

2017/2402, Article 27(1-10)). Most of the conditions refer to contractual elements which do 

not relate directly to the transfer or registration of the instruments. The provisions mentioned 

above usually do not change during the life of a securitised assets, and if they would, ESMA 

or the investors would have to be notified. The use of DLT would not bring any benefits in this 

case because this information only needs to be exchanged once, and updates can be easily 

provided through conventional channels.  

 

4.3.2.2. Standardisation. The second condition to get the STS label is standardisation. 

Article 21 of the SECR establishes multiple conditions which could benefit from the 

introduction of DLT (Regulation 2017/2402). The first paragraph states that the originator or 

original lender must retain at least 5% economic interest in the securitisation. This obligation 

is called risk retention, which aims to align the originators’ goal with investor goals by forcing 

the originator to retain 5% of the entire securitisation in the form of the riskiest tranche.  This 

provision was established to protect investors from the originate to distribute model, which 

enhanced the Great Financial Recession in 2007-2009 (European Banking Authority, 2018). 

Risk-retention requirements could very well be integrated into smart contracts that verify that 

the 5% are retained at any time. It is an important requirement which should be optimised if 

possible. The European Banking Authority (EBA) has published a final draft of regulatory 

technical standards for risk retention, which contains an article relative to the measurement of 

it (European Banking Authority, 2018, Article 10). This article specifies that the same 
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methodology should be used to calculate retention but does not define which tools should be 

used. Therefore, DLT could fill this role if no changes are made to the current draft before 

entering into force.  

Another exciting function for DLT is the application of the waterfall structure in case 

of defaults. Paragraphs 4 and 5 of Article 21 establish conditions on how payments to investors 

should be effectuated once “an acceleration notice 8  has been delivered” (Regulation 

2017/2402). Paragraph 4 states that principal payments to investors shall be made via 

“sequential amortisation" following the priority rules of the tranches (Regulation 2017/2402, 

Article 21(4), point (b)). Sequential refers herein to a predefined order and amortisation to the 

early repayment of the principal because the credit quality of the underlying exposures has 

massively declined. If the transaction has no order of priority for payments, so-called 

“performance-related triggers” need to set up a sequence (Regulation 2017/2402, Article 21(5)).  

If the transactions would run on a blockchain, such triggers could be established 

through smart contracts that would execute once the assets reach a certain level of credit quality. 

This implies that each token contains a credit score and is linked to an outside source that 

provides real-time updates about the underlying exposures. These off-chain data providers are 

commonly referred to as oracles (Lastname, 2022). In our case, this would be a server 

containing all the relevant information from a securitisation, and if a tranche fell under a certain 

threshold, the oracle would send the data to a smart contract, which in turn would inform 

investors about their depreciating asset. Consecutively, another smart contract could assure that 

each tranche absorbs losses following the established waterfall structure. Although, the 

integrity of the data provided by external sources needs to be fully assured for investors to trust 

the automation of processes. 

To this day, no European authority has published any technical standards that would 

block the use of DLT for the aforementioned purposes.  

 

4.3.2.3. Transparency. Lastly, the SECR imposes transparency requirements in 

Article 22 that go beyond the general transparency provisions displayed in Article 7.  

However, they are not particularly interesting for this paper because they all refer to 

information the investor should know but are not rational to implement on a blockchain or are 

simply impossible. Take, for instance, the first paragraph about sharing of “historical default 

data and loss performance” of similar exposures (Regulation 2017/2402, Article 22(1)). This 

 
8 A “term that fully matures the performance due from a party upon a breach of the contract” (Swinney, 2016). 
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data should be made available to investors before pricing the securities. Hence, the data has no 

incidence on subsequent transactions as it should essentially serve to establish an accurate price 

for the securities. 

The same reasoning applies to paragraphs 2 to 5 because these sections refer to 

procedures that should accompany the issuance of the instruments, such as the external 

verification of the previously mentioned default data (paragraph 2) or the drafting of a liability 

cash flow model (paragraph 3).   

5. General Legislation for Security Tokens  

There is multiple European legislation that applies to securitisation apart from the SECR. This 

Title analyses the compatibility of these texts with the introduction of DLT. The questions 

relate to the issuance, transfer, and custody of security tokens.  

5.1. The Issuance of Security Tokens  

Security token offerings are subject to various regulatory requirements like anti-money 

laundering (AML), counter terrorist financing (CFT) and know-your-customer provisions 

(KYC). The first regulatory challenge for issuers and regulators is ensuring compliance with 

the abovementioned provisions to guarantee smooth sailing through the token's life cycle. The 

following Section will illustrate the history of AML/CFT, explain why the standards apply to 

security tokens, highlight regulatory challenges and finish with a possible solution. 

5.1.1. Definition and History of AML/CFT  

AML/CFT are generic terms to define an array of procedures that focus on reducing the 

use of financial institutions (FI) for money laundering or terrorist financing. To monitor 

transactions, it is imperative to know the identity of account holders; this is where KYC is 

paramount. KYC refers to collecting information about the client’s identity, verifying the 

authenticity of this information, and assessing the potential risk of illicit acts that the client may 

commit (ComplyAdantage, 2022). Thus, AML/CFT constitutes a framework, whereas KYC is 

a procedure. 

Anti-money laundering and counter terrorist financing are globally supported standards 

that were enacted with the creation of the Financial Action Task Force (FATF) in 1989 during 

the G7 summit in Paris (FATF, n.d.). The European Union is one of 200 jurisdictions following 

the recommendations by implementing them through their AML Directives (Directive 

2018/843). The FATF defines the spectrum of virtual assets (VA) and virtual asset service 

providers (VASP) and deliberately excludes security tokens by applying the principle of 
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technology neutrality (FATF, 2021). Thus, the product's characteristics define its nature, not 

the underlying technology (FATF, 2021). Nevertheless, the FATF affirms that no asset is 

“falling entirely outside the FATF Standards” (FATF, 2021). When a country deems a 

tokenised asset a security, this asset will fall under the AML/CFT requirements corresponding 

to the respective type of security. 

5.1.2. European Framework  

In the European Union, the fight against money laundering and terrorist financing is 

fought by means of the 5th Anti-Money Laundering Directive (AMLD5). A new package, 

however, was proposed on 20 July 2021 and is still in preparation (Financial Stability, Financial 

Services and Capital Markets Union, 2021). 

The DLT Pilot Regime and MiFID II define security tokens as financial instruments, 

and like all financial instruments, they are subject to the 5th Anti-Money Laundering Directive 

(5AMLD). This conclusion is drawn from Article 2 of the 5th Anti-Money Laundering 

Directive (Directive 2018/843). The article states that entities like credit institutions and 

financial institutions (FI) must fight money laundering and terrorist financing by complying 

with AMLD5. Those entities are defined through the type of activity they conduct, i.e. issuance, 

trading, management, or custody.  

By deduction, if those activities are provided for security tokens, the providers must 

comply with anti-money laundering regulations because tokenised assets are regulated under 

conventional security law.  

5.1.3. Legal Challenges of AML/KYC Implementation 

The first ambiguity that needs to be discussed is the definition of custodian wallet 

providers in the 5th Anti-Money Laundering Directive. The Directive explicitly defines a 

custodial wallet provider as “an entity that provides services to safeguard private cryptographic 

keys on behalf of its customers, to hold, store and transfer virtual currencies” (Directive 

2018/843). The definition limits the scope of anti-money laundering provisions to virtual 

currencies and thereby excludes security tokens. However, investors may find it convenient to 

delegate the custody of private keys, and issuers are, therefore, likely to perform these services 

themselves or contract a third party.   

Regulators introduced a legal statute for custody service providers of tokenised 

securities in the DLT Pilot regime called “DLT security settlement system”. It is defined inter 

alia as a system that “allows the provision of safekeeping services” of DLT securities 

(Regulation 2017/2402, Article 2(7)). In practice, safekeeping of DLT financial instruments 
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refers to the custody of the private keys. Hence, the 5 AMLD and the DLT Pilot Regime 

provide a definition of custody services but for different financial products. It is clear that 

custodial service providers for security tokens are still subject to AML/CFT because they 

qualify as financial institutions, and every FI is subject to AML. Nonetheless, regulators should 

provide a uniform definition for the provision of custody services independently of the type of 

virtual asset. Consequently, European legislators may consider extending the definition of 

custodian wallet providers to security tokens. 

Another debate is how anti-money laundering and terrorist financing will be combatted 

in countries that do not consider security tokens as financial instruments. Countries like 

Romania or Poland could refuse to perform AML /KYC checks because there is no legal base 

to enforce them (Clifford Chance, 2020). Because they do not recognise security tokens as 

financial instruments, the institution providing services like issuance or custody may refuse to 

perform AML/CFT. Ultimately, these countries would become an attractive jurisdiction for 

shady financial activities.  

Moreover, there are other jurisdictional issues that arise with the implementation of 

AML/CFT standards. Issuers of security tokens need to conduct KYC checks of their investors 

to compare the received information to AML/CFT provisions.  

First, he is compelled to check that the client’s funds are bona fide and do not stem 

from questionable origins. After authenticating this step, questions about cross-border 

transactions might arise. For instance, an investor could not be allowed to buy tokens in the 

jurisdiction that he is resident in or sell to an investor from a sanctioned country (Jacobs, 2022). 

It is interesting to discuss how issuers and secondary market providers will guarantee 

compliance with jurisdictional matters and how regulators will verify this. A possible solution 

will be analysed in the following Section.  

Hence, the European Union needs to develop a homogenous legal framework to avoid 

uncertainty and practises like jurisdiction shopping.  

5.1.4. Possible Implementation 

Permissioned tokens are an efficient tool to implement rules into a security token. It 

allows to integrate transfer rules into the token through a conditional smart contract (Falempin 

et al., 2020). The principle behind it is that an external validator approves a token transfer based 

on predefined compliance rules (Falempin et al., 2020). Those rules are embedded into an 

“ONCHAINID” smart contract corresponding to a digital identity passport containing your 

KYC data, jurisdiction, eligibility criteria, and the private key (Falempin et al., 2020).  
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Two sets of rules might apply to a security token; the first one being AML/KYC checks 

that need to be performed by the issuer during investor onboarding, and the second one being 

rules that apply specifically to an investor (Falempin et al., 2020).  

The second class of rules could be eligibility standards for a particular investment 

product or jurisdictional restrictions. For instance, an investor might not be allowed to hold a 

token because it does not match his risk profile or his exposure to a certain asset class is limited 

by law. This is especially the case for structured products that are inherently complex and 

limited for retail investors (Regulation 2017/2402).  

Thus, issuers of security tokens could benefit from this customisable technology to 

satisfy all sorts of compliance requirements, ranging from standard AML/KYC checks to 

investor protective rules. They could profit from all the advantages of tokenisation while 

offering regulators an immutable, highly audible database. 

5.2. Custody of Tokens  

The following chapters will discuss the custody of tokens and their transfer. In order to 

send and receive tokens, they need to be stored in a crypto wallet. This wallet contains a public 

cryptographic key corresponding to its public address, and a private key necessary to sign 

transactions and grants access to the wallet (Wood, 2022).  

Two situations of custody are possible; Either the investor is the master of his private 

key and thus accountable for its safekeeping, or a third party holds the private key for the client. 

It is essential to understand that the loss of the private key in conjunction with the access 

credentials leads in most cases to the irreversible loss of the tokens.  

5.2.1. Non-Custodial Wallet  

Non-custodial wallets can be compared to decentralised bank accounts made of 

hardware or software. Ultimately, they enable the user to manage his funds, and the user’s 

identity is pseudonymous to the public key. Holding the private key entrusts responsibility and 

provides discretionary power to move funds. It is imperative that the wallet owner does not 

lose his access credentials (password/seed phrase) or his private key because the tokens are 

generally impossible to recover in this situation (Wood, 2022). 

This type of wallet is currently used to make transactions on decentralised exchanges. 

For the first time, a non-custodial wallet was approved for a public offering of tokenised bonds 

by the German financial regulation authority BaFin in 2019 (Bitbond, 2019). This is an 

astonishing development for security token offerings because public offerings are obliged to 

comply with the European Prospectus Regulation, which is more stringent than private 
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placement regulation in terms of disclosures. The Bitbond prospectus also has an interesting 

take on liability which will be explained in Subsection 5.2.3.3. about personal liability. 

In addition, decentralised wallets are censorship resistant. They can only be frozen if 

the public key is associated with an identity, making it burdensome to comply with due 

diligence and transparency requirements.  

Non-custodial wallets are attractive for investors who seek full autonomy over their 

funds. For the first time since bearer securities, investors can personally hold their financial 

instruments. As shown through the Bitbond offering, regulators do not prohibit using non-

custodial wallets if the identity behind the wallet addresses is disclosed. From an AML/CFT 

perspective, this seems reasonable.   

5.2.2. Custodial Wallet  

As mentioned, custodial wallets are managed by centralised third parties like exchanges 

or investment firms. They guarantee to safely store the user’s private key and not transfer funds 

without approval from the client. In terms of compliance, custodial wallets can efficiently 

satisfy due diligence standards like know-your-customer (KYC) or Anti-Money Laundering 

(AML) because the custodian collects data like names and account numbers prior to the 

distribution of the tokens. Nevertheless, there is a considerable risk that the custodian is hacked 

or a legislative body sanctions the wallet (Crystal, 2021). An illustration of this is the frozen 

funds from Russian wallets in the context of the Ukraine war or the Canadian “Freedom 

Convoy” organisers (Lau, 2022; Yang, 2022).  

The DLT Pilot regime introduces two new market infrastructures that are allowed to 

provide custodial wallet services, i.e., the DLT settlement system (DLT SS) and the DLT 

trading and settlement system (TSS) (Regulation 2022/858). The definition of a settlement 

system states that entities providing “safekeeping services in relation to DLT financial 

instruments” are qualified as such and thus subject to the same requirements that apply to a 

Central Security Depository (CSD) under Regulation 909/2014. A DLT TSS is an entity that 

performs combined services of exchange and custody and is, therefore, also subject to some 

provisions of the CSD Regulation (CSDR). 

The trading and settlement regime is particularly interesting as it was not included in 

the first draft of the Pilot regime and reflects a pragmatic approach to blockchain. As DLT 

combines trading, clearing and settlement in one secure network, the elephant in the room is 

the reconciliation of the existing infrastructure with the new one. By creating the DLT TSS 

statute, the European Commission leverages the potential of blockchain and enables controlled, 
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responsible innovation. However, it will be interesting to see how these regimes will be 

implemented in practice and how operators will engage with regulators.  

5.2.3. Losses and Liability  

The following subsections explain how security tokens are lost, how they might be 

recovered and who might be liable. A third-party liability regime is established based on the 

DLT Pilot regime and the new market infrastructures that it consecrates.  

The last subsection discusses a personal liability regime based on MiFID II, the 

Prospectus Regulation and a practical illustration of a tokenised debt offering.  

 

5.2.3.1. Loss and Recovery. Security tokens, like all other types of tokens, are stored 

in a custodial or a non-custodial wallet and are, therefore, not spared from potential losses.  

The immutable nature of DLT is a double-edged sword. Once the information has been 

added or an error occurred, it is troublesome and sometimes impossible to recover the funds. 

The most common error is sending tokens to the wrong blockchain (Binance Academy, 2021). 

An example would be sending Ethereum-based tokens (ERC-20) to a Binance Smart Chain 

Wallet (BEP-20). In this case, the best possible scenario would be sending tokens to a wallet 

that coincidently supports both chains i.e. ERC-20 and BEP-20, which would allow to simply 

send them back to the Ethereum network (Binance Academy, 2021).  

Secondly, it is possible to send tokens to a wallet which is only compatible with one 

blockchain. In that case, the holder would have to import his private key or, sometimes, his 

access credentials into a wallet that supports both networks (Binance Academy, 2021).  

Lastly, a holder could send his tokens to a custodial wallet on a crypto exchange which 

does not support the standard of the send token. Imagine one sends a BEP-20 token from the 

Binance exchange to a custodial wallet on the Coinbase exchange. In this case, Coinbase would 

have to provide the user with the private key of the custodial wallet to import it into a non-

custodial wallet supporting the BEP-20 standard. 

Unfortunately, this leads most of the time to the loss of tokens, as custodial wallet 

providers are reluctant to offer this service (Binance Academy, 2021).  

However, permissioned tokens mentioned in Section 5.1.4. offer the opportunity to 

recover lost tokens easily (Tokeny, 2020). This is possible because permissioned tokens, 

compared to non-permissioned tokens, are subject to centralised management and not an 

algorithmic one (Tokeny, 2020). If an investor loses his tokens, he can send a recovery request 
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to his issuer, who verifies his identity through the investor’s blockchain passport 

(ONCHAINID) and transfers the tokens to a new wallet (Tokeny, 2020). 

 

5.2.3.2. Third Party Liability. First, different liability rules are established depending 

on the trading venue in which the tokens are exchanged. This conclusion is drawn from the 

DLT Pilot regime, which establishes a general liability regime in Article 7, paragraph 6, 

“Additional requirements for DLT market infrastructures” (Regulation 2022/858). The Article 

holds market infrastructures liable in case of loss of funds, collateral or DLT financial 

instruments except if it is a “result of an external event beyond its reasonable control, the 

consequences of which were unavoidable despite all reasonable efforts to the contrary” 

(Regulation 2022/858). Thus, market infrastructures are only exempt from liability in case of 

force majeure.  

The distinctive element, however, is the definition of market infrastructures, i.e. a DLT 

multilateral trading facility (MTF), a DLT settlement system (SS) or a DLT trading and 

settlement system (TSS); which means that the regime only applies to the infrastructures as 

mentioned above (Regulation 2022/858, Article 2(5)). By deduction, it is evident that other 

types of multilateral trading venues like organised trading facilities (OTF) or regulated markets 

(RM) do not fall under the jurisdiction of the Pilot regime. This includes bilateral trading 

(systematic internalisers) as well as decentralised exchanges.  

Independently of the type of trading venue, operators of security token exchanges need 

prior authorisation from their national authorities, which they will only get by complying with 

MiFID II standards (Clifford Chance, 2020).  

On a side note, it is worth mentioning that the CSD Regulation applies “to the 

settlement of all financial instruments and activities of CSDs unless otherwise specified in this 

Regulation” according to Article 1 paragraph 2 (Regulation 909/2014). As DLT settlements 

are not explicitly excluded from the CSD Regulation, this excludes the possibility of a DLT SS 

operating outside the spectrum of CSDR.  

To conclude, the DLT Pilot regime creates three different DLT market infrastructures 

liable for losses. This can be either a DLT MTF authorised under MiFID II, a DLT SS, i.e. 

Central Security Depository authorised under CSDR or DLT TSS (Regulation 2022/858, 

Article 2(10)).  

 

  5.2.3.3. Personal Liability. In general, the owner of the tokens must bear the losses. 

Even if the blockchain or the token standard allows for restoring funds, the operator of the 
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exchange has reasonable grounds to charge a fee, and in practice, most exchanges do not offer 

this possibility (Binance Academy, 2021). 

A practical illustration of a personal liability regime can be found in the prospectus 

issued by Bitbond (Bitbond, 2019, Section 2.2.13.). The prospectus informs investors that they 

will lose all their tokens when they transfer them to an incompatible wallet. In addition, they 

clarify that investors are solely responsible for safeguarding the private key and that the loss of 

it ultimately results in the loss of funds (Bitbond, 2019, Section 2.2.13.). Notably, this 

prospectus is drafted for retail clients, not professional ones. As the Prospectus Regulation is 

much more investor-protective than private placement regulation, it is natural to assume that 

professional investors will be entirely liable for losses of tokens if they manage their wallets 

autonomously. This assumption can be made from Article 54, paragraph 3 of the Commission 

Delegated Regulation, which clarifies that investment firms providing services to a 

professional client can presume that he has “the necessary experience and knowledge in order 

to understand the risks involved in the transaction or in the management of his portfolio” 

(ESMA, 2014; Regulation 2017/565). 

In conclusion, MiFID II and its Delegated Regulation (2017/565) establish a personal 

liability framework that is valid as long as the issuer adequately informed investors about the 

risks of losing your private key. This assumption is additionally confirmed by the Bitbond 

prospectus who was approved by the German competent authority.  

 

6. Findings and Observations 

The findings of this paper emanate from three questions. How can securitisation on 

blockchain be implemented, what are the legal issues and what impact could it have? European 

Law serves as a pillar for the analysis because tokenised securities are subject to traditional 

security regulations. While securitisation is an established financial practice, the synthesis with 

blockchain is mainly theoretical. Hence, it was challenging to draw any comparisons with 

existing literature because there is a considerable lack of it. 

6.1. Implementation 

Regarding infrastructure, the foremost question is choosing the adequate type of 

blockchain. This paper recognises that legal compliance can most effectively be assured 

through permissioned blockchains or permissioned tokens. In contrast to their private 

equivalent, permissionless blockchains are open and decentralised, which entails governance, 
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privacy and compliance issues for security token issuers (Mason, 2021). The paper identifies 

multiple challenges, such as anti-money laundering provisions, transfer rules and jurisdictional 

questions. Permissioned blockchains, on the other hand, allow to restrict access to eligible 

members and assure data confidentiality. 

Nonetheless, if an issuer is seeking the benefits of a permissionless blockchain, i.e. 

decentralisation and immutability while complying with regulatory provisions, permissioned 

tokens might be the solution (Mason, 2021). Specifically for securitisation and its conditional 

access for retail investors, permissioned tokens could provide the necessary infrastructure to 

comply with statutory provisions. They could, for instance, constrict access for retail investors 

who successfully passed a suitability test.  

Secondly, the paper highlights several functions smart contracts shall provide to 

comply with regulatory requests or to correct issues such as lost or stolen tokens. These include 

the issuance and destruction of tokens, as well as forcing transfers and freezing wallets.  

To assure standardisation and compliance, the Swiss Capital Markets & Technology 

Association has enacted a smart contract framework for issuers of securities. The framework 

considers all the functionalities above mandatory and allows to add optional functions such as 

divided distribution or interest payments of debt products (Capital Markets and Technology 

Association, 2022).  

Permissioned blockchains and tokens permit to implement these functions, which 

qualifies them for security token offerings. 

The execution of these functions leads to the crucial question of who is responsible 

for the installation and maintenance of the platform. It can be assumed that tokenised securities 

issuers most likely have to contract a DLT servicer. In addition to the maintenance, the DLT 

servicer could perform investor onboarding and the subsequent distribution of tokens. His 

assignment is essential for the operation’s smooth conduct, making the servicing agreement an 

important legal document.  

6.2. Legal Dimension 

After establishing the technical requirements for securitisation on a blockchain, the 

paper focuses on the legal consequences that originate from the implementation. Two branches 

appear. The first refers to legal issues stemming from the SECR, and the second addresses 

general Union legislation relating to the offering and custody of securities.  

Information disclosure constitutes a central element of the paper and stretches into 

both branches. For many reasons, the legal implications of public or private securitisation 
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cannot be stressed enough. Public offerings target retail investors, but private securitisation is 

aimed at professional clients. Naturally, professional investors’ requirements are less stringent, 

alleviating regulatory pressure on the tokenisation process. The paper observes that private 

securitisation on blockchain faces fewer regulatory issues than public securitisation. Both 

private and public securitisations need to make information available to competent authorities 

and investors. However, Union law only regulated the operational manner of data reporting for 

public securitisations. They imposed, that originators and SPVs forward information to 

securitisation repositories through a data encryption protocol called sFTP. These repositories 

“shall collect and maintain details of the securitisation” for competent authorities and investors 

(Regulation 2017/2402 Art. 17).  

Originators and SPVs of private securitisations are subject to the regulation of their 

domiciliation country, and they do not report to securitisation repositories. In 2019, ESMA 

additionally confirmed in a Q&A that it is outside of their mandate to determine the operational 

manner of reporting for private securitisation and that reporting entities can make use of any 

arrangements (ESMA, 2019b, Answer A5.1.4.) The only condition that applies to both types 

of securitisations is that the data needs to be wrapped into XML templates.  

Thus, it can be concluded that no legal provisions hamper the use of DLT as a data 

delivery channel for private securitisation. Public securitisation and securitisation repositories, 

on the other hand, are subject to specific Union law, which makes using DLT more complicated 

from a regulatory perspective. European regulators should thus consider affirming that DLT 

could also be utilised as a data encryption protocol for public securitisations. The paper 

considers this extension reasonable because the rationale behind the sFTP protocol is to send 

data securely from A to B. By limiting the process of data reporting to the traditional protocol, 

mutual blockchains of originators and competent authorities are excluded. Thus, the originator 

using a blockchain to issue structured products would be forced to extract the data and send it 

via sFTP. The advantages of using DLT for this matter are highlighted in Chapter 6.3..  

Moreover, disclosure requirements are identified, which arise specifically from using 

DLT. Independently of the type of securitisation, investors need to be made aware of the 

tokenisation process and the risks it entails (ALJB, 2020). Hence, they should be informed 

what a token legally represents and what rights are attached to it, such as dividends or voting 

rights. The entire transaction, from issuance to deployment of the tokens, should be explained 

in the offering document. The prospectus from a tokenised bond offering inspired this 

conclusion (Bitbond, 2019). The document explains in detail how investors subscribe to the 
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offering and the risks of using cryptographic keys and wallets. Additionally, it establishes a 

private liability regime for losses of funds.  

In this context, the choice between permissioned or permissionless blockchain gives 

rise to different risk disclosures that originators should consider. For example, it is practically 

impossible to modify data in permissionless blockchains because the power is decentralised. 

Investors should be informed about these intricacies. Furthermore, disclosing the technical 

risks emanating from smart contracts is necessary. Malicious actors can exploit malfunctions 

or vulnerabilities of the code to steal tokens. It is paramount that a lawyer and a coding expert 

verify the adequate transposition of the offering document into the smart contract.  

After analysing the aptitude of the SECR to accommodate DLT, the paper focuses on 

general questions that arise from the issuance and custody of security tokens.  

The first concern is anti-money laundering and counter-terrorist financing provisions. 

The 5th Anti-Money Laundering Directive introduces a definition of custodial wallet providers, 

which applies solely to virtual currencies and excludes security tokens. Furthermore, the DLT 

Pilot regime introduces two legal statutes for security token custodians named DLT SS and TSS, 

which means that there are two different statutes of custodians. It is questionable that the last 

anti-money laundering directive does not integrate security tokens into the scope of custodian 

wallet providers. Nevertheless, the matter is purely semantical and does not exclude custody 

service providers from any obligations to perform AML/CFT. After all, every financial 

institution is subject to the provisions when providing custody services (Directive 2018/843, 

Article 2). Moreover, the paper highlights the use of permissioned tokens for AML/CFT 

compliance and jurisdictional questions.  

After discussing the issuance of security tokens, the paper focuses on custody and 

liability questions. The primary source is the new DLT Pilot regime and the prospectus of a 

tokenised bond offering. Two possible custody regimes are identified based on who holds the 

private cryptographic key of the wallet. Either token owners hold it personally (non-custodial), 

or an external party (custodial) holds it for them. The paper identifies different issues and 

liability regimes based on this factor.  

Non-custodial wallets allow investors to own their tokens directly. However, they are 

also personally liable if they lose their private key. This assumption stems from the Bitbond 

prospectus and is supplemented by a Commission Delegated Regulation clarifying that 

professional clients are assumed to understand the risks they undertake.   

The Bitbond prospectus contains section 2.2.13 Wallet and private key, which 

specifically mentions the wallet owner’s liability in case of losses (Bitbond, 2019). As this 
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prospectus was approved for retail investors, there is a strong assumption that professional 

investors are also liable for their losses.  

A third-party liability regime is enacted through the DLT Pilot regime, which holds 

certain market infrastructures liable for losses when providing services like trading or custody 

on DLT (Regulation 2022/858, Article 7(6)). These are DLT multilateral trading facilities 

(MTF), DLT settlement systems (SS) and trading and settlement systems (TSS). Hence, other 

trading venues such as organised trading facilities (OTF) or regulated markets (RM) are not 

subject to liability provisions. This liability regime only applies if the market infrastructure 

could have reasonably avoided the loss and no proactive act could have prevented it. Article 7 

is written vaguely and non-exhaustive because it does not specify what constitutes an omission 

giving rise to indemnification. Hence, this will probably be determined on a case-by-case 

basis.  

The DLT Pilot regime constitutes a considerable step for the tokenisation of financial 

instruments. The creation of regulated blockchain-based infrastructures provides the market 

with the necessary clarity to foster innovation. Especially the DLT trading and settlement 

system (DLT TSS) reflects the Union’s intention to follow a reasonable and pragmatic 

approach. They considered that blockchains provide trading, clearing and custody in one 

system and therefore created a regime comprising all these functions. This is a positive 

evolution for DLT because the initial proposal did not contain the TSS statute. Therefore, it 

may be concluded that existing custodian regulation has been reconciled with the intricacies of 

DLT. Unfortunately, the aptitude of the framework can only be discussed theoretically as it 

entered into force recently.  

Yet, the importance of a security token offering for retail clients cannot be left aside. 

The fact that the German competent authority approved a prospectus bestows future issuers 

and investors with trust and clarity. These values are extremely important for emerging 

technology. 

6.3. Impact Assessment  

The last findings of this paper relate to the impact of DLT on securitisation. There are 

benefits and challenges specific to securitisation, and general benefits apply to every type of 

tokenised security.  

In general, blockchain offers an immutable, transparent and audible database that can 

either be centralised or decentralised depending on the number of nodes that validate and safe 

transactions. Another general advantage is the fractionalisation of assets. This feature enables 



Findings and Observations 

 

 

49 

financial inclusion and liquidity because investors can acquire a fraction of an asset that usually 

has a high entry barrier, such as real estate or structured products.  

Furthermore, DLT has gained increased exposure for its quasi-instantaneous 

settlement characteristic. The technology makes traditional intermediaries like counterparty 

clearing and custody redundant.  

The most substantial characteristic of blockchain is programmability through smart 

contracts. For example, smart contracts could enhance the structuring process by packaging 

loans into tranches based on their credit quality and maturity (Gaffney, 2022). Elements such 

as the payment priority of tranches (waterfall structure), risk retention or performance triggers 

could be built in to increase compliance with legal and contractual provisions. This is not 

theoretical because companies such as Intain are actively building these infrastructures 

(Travers, 2022). Integrating this information into smart contracts brings standardisation to the 

industry, which was previously impossible. Consequently, risk calculation models would have 

access to the same data samples. The standardisation of an opaque and overly complex market, 

such as the securitisation industry, should be sufficiently stimulated to prevent any recurrence 

of 2007 practices.  

Thus, DLT could efficiently streamline the notification process for instruments that 

fulfil the STS statute by increasing the level of standardisation. This, in turn, allows 

institutional investors to perform their due diligence in an orderly fashion. 

Another significant benefit is the factor of time. If a blockchain contains all the 

necessary data for a securitisation and investors and regulators have access to the ledger, they 

have a real-time data source. Thus, risk calculation models can be fuelled on a daily basis with 

data, and regulators can calculate capital requirements more adequately.  

Despite the considerable gains of DLT, general challenges arise from securitisation 

on a blockchain. The technology’s immaturity is a problem because companies naturally 

restrain from deploying capital to change their existing infrastructure, which works fine. Trust 

and confidence will emerge from the emancipation of DLT.  

The second issue is the interoperability of blockchain with other blockchains and 

conventional software (McDonald & Bosco, 2021). While blockchain fundamentalists 

advocate for the entire financial system overhaul, this paper considers that interoperability with 

conventional infrastructure is necessary for large-scale adoption. Issuers may better see the 

advantages of tokenisation if they do not have to change all their existing software. The end 

goal for blockchain enthusiasts is a multi or cross-chain ecosystem where all ledgers interact 

seamlessly. Hence, it is reasonable to assume that entities will use blockchains tailored to their 
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needs which have to interact with each other to assure maximum efficiency. An originator or 

SPV may use a permissioned blockchain to guarantee privacy, while competent authorities use 

a public chain to disclose non-confidential securitisation data. If they are incompatible, the 

originator or SPV would be forced to extract the data from his ledger and send it through 

conventional data delivery channels like swift or sFTP.  

How this vision should be implemented is subject to controversy among experts. It 

can be concluded that, independently of how it is done, it will be challenging to do it. 

Another general issue might be the immutability of DLT, which allows for no margin 

of error. Issuers of securities need to maintain a certain degree of control over the network to 

comply with regulatory provisions and provide a safety net for investors. However, digital 

solution providers already build prototypes that circumvent immutability. Entities need to be 

aware that features like this come at a price, most likely decentralisation.  

There are also limitations to using smart contracts for securitisation, where the 

technology cannot be implemented or provides no benefit compared to traditional software. 

Complex elements of a securitisation cannot be integrated solely by smart contracts. An 

example would be the comparison of historical default data to similar exposures. This means 

they are limited to information requirements that require a simple confirmation and no detailed 

explication or comparison. However, the combination of DLT with AI allows overcoming 

these challenges, as illustrated by the company Intain. The development of blockchain with AI 

is another discussion with many potentials to be explored in a separate analysis.  

DLT and smart contracts might improve the integration of contractual elements, such 

as the payment sequence of the tranches, but these advantages are abated when the back-end 

infrastructure is inefficient (Gaffney, 2022). In the end, data may be extracted from a 

blockchain, but their reports still need to be wrapped into standardised templates. Hence the 

back-end solution needs to be as efficient as the front-end process to unfold the full potential 

of DLT.  

The next chapter draws a conclusion about securitisation on a blockchain. 

7. Conclusion 

First, the paper identifies permissioned blockchains in conjunction with permissioned 

tokens as the most adequate approach to tokenise asset-backed securities. The synergy of both 

allows to restrict access to selected members and integrate control mechanisms. The 

configurability of the ledger and tokens is vital for the effective compliance with AML/CFT 

provisions or for implementing any other transfer rules like eligibility criteria.  
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Permissioned platforms are better suited for this than public blockchains, so it is 

reasonable to assume that originators and investors prioritise privacy and speed over 

decentralisation and immutability.  

The Swiss Capital Markets and Technology Association identified four functionalities 

which every smart contract should provide to guarantee regulatory compliance, i.e. issuance, 

burn, freeze and forced transfer tokens. Switzerland is not subject to Union legislation, but its 

approach may serve as inspiration for the EU. They created a modular smart contract 

framework which contains all the mandatory functions above and grants options such as 

dividend distribution. This path is relatively efficient in terms of standardisation and legal 

clarity because issuers benefit from a solid foundation stone to construct their offering. 

The deployment and maintenance of a security token platform is technically 

demanding and most likely depends on a DLT servicer who executes functions such as creating 

or burning tokens. Therefore, the servicing agreement is an essential legal document that should 

clearly state the servicer’s obligations.  

Disclosure requirements and data reporting dominate a large part of this paper because 

they arise at multiple stages of the securitisation. During the issuance, the offering document 

needs to disclose the whole tokenisation process and the intrinsic risks of DLT (ALJB, 2020). 

The Bitbond prospectus provided insightful clarification about the risks that should be 

referenced and who is liable if they materialise into losses.  

After the issuance of structured products, the SECR establishes transparency 

obligations which demand the continuous reporting of data to investors and competent 

authorities (Regulation 2017/2402, Article 7). The stringency and operational manner of 

information disclosure differs considerably between public and private securitisation.  

The paper concludes that it is more convenient to implement DLT for private securitisations 

than for public securitisation. This conclusion is derived from the SECR and the technical 

regulatory standards supplementing it. In contrast to public securitisation, private 

securitisations are not bound to any European regulatory limitations on making data available 

because they are subject to the law of their domiciliation country. Moreover, private offering 

documents are less exigent in terms of disclosure requirements than their public equivalent, 

which require an extensive prospectus and a Key Information Document.  

Public securitisation law, on the other hand, establishes rules on how data should be reported 

to securitisation repositories, which hinder the use of DLT for this matter. In contrast to private 

securitisation, public offerings are obliged to forward data to securitisation repositories through 

the secure data encryption protocol sFTP. Hence, the idea of a shared blockchain between the 
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originator and competent authorities is not possible for public securitisation if the law does not 

include blockchain as valid communication channel. Originators may still use DLT, but they 

would be forced to syphon the data and send it via traditional channels, thereby reducing the 

transparency benefits of blockchain. 

               Securitisation on a blockchain is massively supported with the entry into force of the 

DLT Pilot regime. The regime enacted DLT market infrastructures regulating tokenised 

securities’ exchange and custody, providing potential issuers and investors with a much-needed 

framework. Thus, entities may choose to act as custodians subject to the CSD Regulation, as 

trading venues under the form of an MTF or may reunite both activities under the umbrella of 

a trading and settlement system (DLT TSS). On a side note, the Pilot regime excludes any other 

type of trading venues such as OTFs or regulated markets from the scope. This deliberate 

restriction may be analysed in further research, but it surpasses the subject of this paper. 

Additionally, the Pilot regime states that market infrastructures are liable for losses if they 

could not have reasonably prevented them. 

The paper concludes that, from a legal perspective, the TSS regime is the most 

interesting new market infrastructure because it reflects the ambition to nourish and fence 

financial innovation. Consequently, it is astonishing that regulators segregated the legacy 

architecture of financial markets by recognising a legal entity that performs both trading and 

settlement of securities. While this development is certainly not exclusive to securitised 

instruments, its importance cannot be neglected by omitting to discuss it. 

A direct consequence of this recognition should be reduced broker fees, whose 

compensation includes clearing and settlement costs. The entire post-trade activity is enhanced 

due to automated clearing and intraday settlement of securities. Deloitte (2019) considers that 

up to 95% of trade processing and settlement can be executed by smart contracts.  

Other general benefits of DLT are the fractionalisation of assets and the audibility 

feature of blockchains. Audibility and transparency are crucial for all parties of a securitisation 

which explains why the SECR dedicates so many articles to disclosure and transparency.  

The benefit of securitising assets on blockchain consists inter alia of improving the 

manner of disclosing information about these exposures. As the crisis of 2007 has vividly 

illustrated, the fair value measurement of a structured product is immanently connected to the 

quality of the data fed to the calculation models. Independently of the adequacy of the risk 

models, they are in dire need of accurate and timely data. While time may not be as important 

in a stable environment, continuous updates are vital when the underlying exposures are 

deteriorating rapidly, and investors need to calculate their product’s actual value. Thus, 
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blockchains could effectively provide real-time data to valuation models, such as the level of 

liquidity of the securities.  

In contrast to securitisation, the main advantage of tokenisation is the programmability 

of smart contracts (Wandmacher & Wegmann, 2020). Smart contracts allow to automate and 

standardise the life of a securitised product. During the pooling of exposures, they can 

effectively structure the assets into the right tranches if they are provided with the respective 

credit scores and maturities. Contractual and legal provisions can be built into smart contracts, 

such as the cash flow structure or performance triggers. The predominant factor herein is the 

influx of reliable data from an off-chain server. Since investors and regulators would have 

access to the same information set, blockchains could substantially increase the standardisation 

of data. Thus, DLT reinforces the verification of the STS label, which requires, amongst 

transparency and simplicity, the standardisation of securitisations.  

To conclude, DLT and tokenisation can optimise the whole securitisation process. 

Fractionalisation boosts liquidity and financial inclusion, transparency and audibility 

strengthen faith in the quality of the investment, and programmability allows to automate 

clearing, settlement, structuring and even dividend distribution. These benefits should show 

that securitisation on a blockchain is an upgrade to traditional infrastructures. 

Nonetheless, the tokenisation of financial instruments faces multiple challenges which 

do not necessarily arise from the legal compatibility of DLT and securitisation. The nascency 

of blockchain technology and the adjacent lack of trust is just one illustration of this thought. 

The current state of DLT could be described as probationary. Market participants have 

identified the potential, and some are actively deploying it, but mainstream adoption is yet to 

come. Like most innovations, the adoption process is incremental, and so is the legal 

framework. Thus, it can be expected that once the growth of DLT stagnates, regulators will 

fully catch up, and legal clarity will not be a problem anymore.  

Another major challenge is the interoperability of DLT with traditional software 

infrastructure and other blockchains. The paper recognises that the adoption of DLT as a 

general data layer for financial transactions relies on its capacity to cooperate with other digital 

ecosystems. Financial institutions and investors will be more inclined to use blockchain if it 

connects to their traditional interfaces, which they are familiar with.  

Before adopting a multi or cross-chain ecosystem where every financial transaction runs on 

different blockchains, the first stage may be interoperability with legacy software. 

              Ultimately, the decision to replace traditional software with DLT may be contemplated 

outside the simple balancing of pros and cons. A hypothesis from evolutionary theory may 
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provide food for thought. The Red Queen Effect refers to the idea “that organisms must 

constantly adapt and evolve” not only to have a competitive advantage but to survive 

(Sridharan, 2022). The concept is derived from the sequel Through the looking glass of Alice’s 

Adventures in Wonderland, where Alice and the Queen ran hand in hand, but the trees did not 

change around them (Sridharan, 2022). The Queen eventually pulls Alice aside and tells her to 

“run at least twice as fast” to get somewhere else (Sridharan, 2022).  

               This allegory may illustrate that relying exclusively on proven mechanisms is 

insufficient to survive. It is necessary to run fast to stay in your place and run even faster to 

have a competitive edge over others. Today, Distributed Ledger Technology may provide a 

competitive advantage, but tomorrow, it might be indispensable for the continuity of the 

business.  

               In the words of Jim Rohn, “Make measurable progress in reasonable time”. 
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